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AD FS Mx| & x7| &%

CMS AEXE IdP(ID S ZAH ol ofH

|dP& Webbridge H|EFH|O|E XML BFHE7|
Webbridge 2| HEIC|O|E{E IdP(ID S ZAHE 71X 27|
IdPOI A Webbridge MH|A0 CHEt S|l 73] otET
Webbridge& SSO ot710|E zIP mals MAISHL|CL

idp _config.xml 7}X 27| 81 24

LHE S =2 config.jsonFile BHE7

sso_sign.key AT(AEH ALEH)

sso_encrypt.key AT (AMEH ALEH

SSO ZIP I} AAf

Webbridge0il SSO zip T}l =2 =
CAC(Common Access Card)
WebApp2 83l SSO I/ HAE
EAN A

7|2 2 A

Microsoft ADFS @& FE

OI= IDE 7t x| 23aLct
o5 MM ETH/UR|5H= 0{AMO| 944 LICE.
2l oHoj| A 2IQI5HK| 23 LICE
AlLIE|2 1:
AlLLEIR 2:
AlLIE|2 3:
AZX 0|28 QlAls £ oigLCh
AlLIE|2 1:
AlLLEIR 2:

S 238 H20{F = Webbridge 23 fI@IL|Ct F Q1 URLOIM ?trace=trueE At& 5104 MM E
of:
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o] E M0l MHE SSO(Single Sign On)2| Cisco Meeting Server(CMS) Web App 7312 745t &
ME siZ@st= edofl CHaH A ghlct.

A T At
QT A

CiscodlME Ct& Ao Chell S xIg A

mo
i
)
o
r
[ul

« CMS Callbridge %1 3.1 0|4t
« CMS Webbridge & 3.1 0|4
« Active Directory At
« MSA AE(IdP)
ABElE Fd A
Ol EMo| HEE= OIS AT EQ|o{ X StEQ0] HEE (gt 2 gfLch
« CMS Callbridge & 3.2
« CMS Webbridge {71 3.2
* Microsoft Active Directory Windows Server 2012 R2

* Microsoft ADFS 3.0 Windows Server 2012 R2

Ol EMe| HE= 54 ® g E2| CIHIO|AE EOIZ A EE[R}&LICH o EX{ol| AHSE 2 E Cut
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CMS 3.1 O|& 0= AL RI7F 2018 mHotch HIYHS & Q238 2 Q10| SSOE AI835t0{ 2
J0IE = e 7|ls2 EURELICH ID MSAHE Ar85H04 B MMo| MEE]7| ELICEH
0| 7|2 SAML(Security Assertion Markup Language) HH™ 2.02 SSO HIFHLIE2 2 AFSErLICE

S

ESgnk CMS._ SAML 2.00 |- HTTP-POST HIIE! 0t X| 5t H AL 718 HTTP-POST HI Q!
=lo| ¢iE ID MEXteE HEgCt
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HE 2|3 clo|o{1=H

WebApp SSO Login

Webbndge3

IdentityProvider |

= |

|
POST fauth/ssotokenRequest with ‘'username’ in payload 2.1l
¥il

Webbridge3 match S50 config and responds with 200 OK contains SAML address. |

|
Authentication POST is sent to IdP with SAML Request

I

T
- I
Aythentication token response after user authenticates

h

|

POST jauth/ssofidpResponse with token in body _‘I
Ll
|

|

|

verifies token and authenticationiD

C2W AuthReguest{username, authenticationid)

Send JWT

o Webbridge3

Check if user exists and match authenticationid |

User Exists

'y

o R I il A0 SOl TN e el Al Wy Sl e S A g

(o)

|
|
I
I
I
I
| reate JWT
I

I

[

Webbndged sends JWT i header (cookie) and refresh URL to '

AD FS Ax| L F7| ™

O| Hf 2 A|Lt2[2 0| M= Microsoft ADFS(Active Directory Federation Services)E IdP(ID 32ZXHZE
A83tE 2 0| 7+ ™ol ADFS(EEE 2|8t IdP)E MxI5tn A&lsts Zdo| E&LICH

CMS A XIE IdP(ID 22X Holl o &

AER7t RES QIES LS 5l2{H IdPMIM XIS 5te
Programming Interface)l| A O§&5{of & LIC}. ool AHS
authenticationldMapping &I LIC}.

At g7 2 =of CHEF API(Application
== M2 API2| IdapMapping0ll U &

1. CMS & 22| GUIO| M Configuration(Z1I| 121 0|4) > API(API)Z O|S & LICt.

g

faru ==
[=Ne)



Status W

« return to u.

'apifvl,.l"ld;

telated object

——
Configuration &

General
Active Directory
Call settings
Outbound calls
Incoming calls

CDR settings
Spaces

2. api/v1/ldapMappings/<GUID-of-Ldap-Mapping>0il X 7|&(EE = M) LDAP OH &S & &Lt



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. MEHSt [dapMapping Z4&l|0ll A authenticationldMappingS |dPO|A TEE LDAP E42 2 |
O|EgfLIct. o] ofof = $sAMAccountNamey SM0| OHE S 2|8t LDAP §8€2 = AFSELICE

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping [ [$sAMAccountName$@brhuff com [[] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAcc0untName$.space |— present

coSpaceSecondaryUriMapping [ | |

coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ Zt 1 callbridge/database 0| A SAMLRresponse2| IdPOIM E i ZBIUS HS 5D AFEXHof|
Hl JWT(JSON Web Token)E A& 3tE= Ol authenticationldMappingOl AHEElLIC}.

4. 2|2 £EE IdapMappingZt AAZEl IdapSourcedll A LDAP S7(3HE s~&gLICt.

/apifv1/ldapSyncs
tenant [ 1| || Choose |
|dapSource |UdeeBcd—ccce4ccb—BEaB—ﬂﬂbaﬁﬁe%ec? || Choose |
remove\WhenFinished | || <unset> v
[ Create |

5. LDAP &7|3t 7} & 2 £|™ Configuration(T4d) > api/v1/users(api/v1/users)|A CMS APIZ O|&
5104 7tK2 AL AIE MEHSH T authenticationld 7t SHI2H| QIZAE|R=X| ZQIFFLICH



userdid jdoe@brhuff.com

Ldoe = sAMAccountName, name John Doe
At T

authenticationId jdoe
use e cdalle ~4bab-bd17-7492h9baSeb3

IdP& Webbridge H|EFH|O[E{ XML EH=7|

Microsoft AD FSOl A= MIEIH|O|E] XML ZtUE AL S MHIA SZXHE AEst7| I8 Az &
B SAKIR 72 £ U&LCt o8t SM o2 HEHHIO|H XML Tl d45ts WiHols &
ZEX|7F QUR[EE ool E 7EX| 40| 2{o{oF FLICH.

I'

M

Zkol 2= Webbridge HIEHH|O|E{2] of:

A
e

<?xml version="1.0"%
- <md:EntityDescriptor] entityID="https: //meet brhuff.local:443" ID="https://meet.brhuff_local:443" I

xmins:md="urn:oasis:names:tc: .O:metadata”>
- «=md:SPSS0Descriptor prctocolSupportEnumeratlon— urn:oasis:names:tc:SAML: 2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">

<md:NamelDFermat>urn:oasis:names:tc: J =
<md:AssertionConsumerService index="0"|Location=" https //meet brhuff local: 443/ap|/auth/sso/|dpllesponse I

Binding="urn:oasis:names:tc:SAML:2.0:
</md:SPS50Descriptor>
=< /md:EntityDescriptor>

1. entityID - At& X2 HEFRK{0| M 12T £ U= Webbridge3 A F4A(FQDN/ZAE 0|F)
ol otad T EQILICT
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2. Location - Webbridge 401 CH&F HTTP-POST AssertionConsumerService7t Q= XL
Ct. ol= 230l F QB E ALK E 2IC[2ME {|X|IE IdPol| ZE4&ELICt. o] gt
idpResponse URL(https://<WebbridgeFQDN>:<port>/api/auth/sso/idpResponse) = A1 %451 ot
grLICt. ofl: https://join.example.com:443/api/auth/sso/idpResponse.

3. MEH ALY - MEE I8t 271 7] - IdP7} Webbridge0ll M AuthRequestE £ QI5t= Ci| AFE &t
£ MEE {8t 37 7|(2IB M)LICt. ol= IdP7F S7H FI(QIBA)E AL 5o MBS &2l
=3 o

gt = U5 Webbridgeoll Y2 E=F SSO HE2| 712l 7| 'sso_sign.key'2t & x|3H OF &FL|Ct.

SO 7|E QUBAME MEE = U&LICH HAE IAUoM QAIBSME ¥ LIS
Webbridge HIEHC|O|E] mHofl SAFEFLICE sso_xxxx.zip Tt ol ALEEl QIBE A Q| Ax| 7|1E
sso_sign.key I+ U= ALSELICE.

4, MEH AL - S 51E 28 B4 7] - IdP7F WebbridgeZ CHA| M& El SAML HEE &5 315
= Ol Ar&st= 374 7[(213 M) LIC Ol= Webbridgetll M FE2EE SSO HE2| 7! 7|


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://join.example.com:443/api/auth/sso/idpResponse

'sso_encrypt key'@t 2 x|5HOF Webbridge0ll A IdPZ CHA| & El %*5% =g
ZE QIBEME M8 # AUBLICH HAE HP°'01|A‘| ABME E1 LH8S
AZE IE Mo UX| 7|E

Webbrldge HEFC OB T Aol SAFRFLICH sso_xxxx.zip Tt
sso_encrypt.key Tt L E AFS g LICY.

504 IdP2 7} € Webbridge MIEIHIO|E{ 2] of

27K 7|(215 M) ClOEIE AR

A EH XA

[ e |
d="urn:oasisnames: e SAML: 2. 0:matad: |Ee|

“trua” AuthnReguestsSigned="trua™

<Taml varsion="1.0"7
£ |d L i l\-L.L EF |. ar entity [0 ="https: f fmeel. brihufl, Iutul 14:! [D- hiy 5 Hmeel 'l:rhulllncul A3
- emd:S = p Frtassortions Signeds
<mad: s
<ds: omins de="http: _.f,rwu.-u-u w3,0r /200009 omidsige®s
LB A
<da:X509Cartfcate-MTIEwTCCBKmaqAwioAq N
< fds: X509Cartificatas
< fdz: 509D atax
<fda:Keylnfas
« fimd:| Descriptors
i “ancryption”:
<diK s="http: S fwwewd.org f 2000709 xmldsige >
: A
e rrm——w— |
§

K509 Certificata>

-1

i Jont - frod ko I0Eoz:
“https:/ fmeat.brhufl.local: 44:lfa-pl.f-uunlfssmfuduuesponsej& nding ="urnioasisinames:ic:SAML 2 0:bindings:HTTR-POST™/

n:nn:k. names; e SakLE2 0-naoekd
perService index= 0'1_L¢LJLL-

Jmd: EntityDescr prnn-

:

=2 HE 7IH27|

Webbridge 2| M|E}CI|O|E{E IdP(ID

I} 212 Microsoft AD FS AMHHZ 7}x{Qt AE| 412

MEFH|O|E{ XMLO| &8t EMHo = ol
A OIA
J&L|CH

SAIRLE OHE £
5= Windows Servero] #Z3 OA3E

£+ Ql= ADFS &2l 248 Yuct.

1. AD FS MH|AE

2. o 2 M #EIRHE Sal HAMlA

ot



Manage Tools LT N Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Component Senices

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
iISCS| Intiator

Local Secunty Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor

[ JEE Rl e

3. AD FS #2| 2£0|M 1% & 2| AD FS > Trust Relationships > Relying Party TrustZ O|S &L

Ct.



File Action View Window Help

+ &

*‘ ifll_d‘ aE

--.
[ l Service

4 || Trust Relationshig

_ -ii K [ | i' L

K= T ST e
'

|| Authentication Policies

4. ADFS Management Console2| 2 &% & 0{M Add Relying Party Trust... M2 ME{gFLI|C}



Ne pMEdsD o

r
0

@ 'elcome

@ Seioct Dats Source

@ Configurs luliipsier
Augprcation Hew?

@ Chodds lrpumncs
Authonnitan Rujas

@ Raadyto Add Trust
@ Finish

ARRE Trust =7t OFARZF DRILICEH AlE}

Welcome lo the Add Relying Party Trust Wizand

ng Party Trust...
Yiew
Mew Windew fram Here
(Gl Refresh

<2
=

Thik wirard will hadg you sdd & new meiyng party trust ba the AD P35 corfiguraton datsbase. Relyng pares
conmuma claims in securty tokers that s issued by this Fedecstion Servica bo make suthertication ard

athan zaton decmons.

The rebyrsg party st thal this wizem] crestes defines horw the Federation Serace recogranes T mlyng
ety o s clas Lo . Yo i defire s araform nules for dearg daims ba the miyng party

after o complete the wizard|

| cPmecus | [ @am || Cancel




6. [CO|E] &4 MEH] H[O| K|l M T M T ALAROY| CHE OB 7HXK{2 72| BiC|2 HES MEY
o xl-o|._l;l_7|§ AI_-IE_|6|-O:| Webbridge H|EIH|O|E] Tt o| ?|x|2 O|S & LCt.

Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Emmple: fs.contoso oom or hitps 2 fewr.contoso comapp

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
Lksa Hris cplion Lo manually input The necessary dals abaout this relving pary arganization.

7. Al O|F |8 m|o|x|ol M AD FSe| AIEE|of CHslf ZAIE OIS LUZFLICH E Al O|[&2 AD
FS SIS @Ittt A 7t ofL|H s HE S LI



Specify Display Name
Erter the display rame and amy opbonal notes for this rehang party.

Wiebbadge CMS 550

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. Configure Multi-factor Authentication Now(X|& Ct& 24 21& 74) HO|X[M 7|22 F
T Next(Ctg)E MEHEILICEH



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

[ 1311 g0 ot wisrt 1o confgure mulidactr sutherticaton settings fof this retying ity trust & this time.

) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the

9. Choose Issuance Authorization Rules(&f & T8t £ 04 715 &4) 1| 0| X|0{| A Permit all users to
access this relying party(2 & AFE X7t Of AZ| ZALKLO| HM|ASHES 5{8)0l| CHal MEHE e
2 S



Choose Isseance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receive claimas for the rebareg party.

@ Welcoms Chiocse oo of the fobamng options fox the ntial behaior of Eria relying party's msuance suthenzation fuss
@ Select Dala Source -

o e o pecreaa s redving party |

@ Spechy Daplyy Mass =Thoe ripaaracn sutharzaton e wil be corfaured (o et ol users Lo Bocess ths ebimg paty. The rehng
a : : Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

o Ngw? ) Derry all users access o this nelying party
@ Chooss Basancs

Buthrdzation Fulss Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.
@ Ready o Add Trust

@ Frish

Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e
e chcking Edit Qam Rules in the Actions pane.

10. Ready to Add Trust(EHAE F7t FH|) H 0| X[ A B2 S35l Webbridge0 CHEF Relying
Trust Party(&1 2| SAXH S| 7tX42 ME HEE AEE = UELICH Webbridge MH|A 3F X2
URL M| M=ol Cigt 48X W AEZQIEE §F°|°"|—||ZF.

— o S |



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL hides | Brdng  Defsut | Resporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

11. 2= HO|X|o| M ot S MEYsto{ OPHALE B2 87 73 BHEES AlSELICHL



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

IdPO{l A Webbridge AMH|A0] CHEE 28 7= BHET|

Webbridge| CHall S AFRL Trust7t HHEEIRISE 2 SAML SE 0l M Webbridgeol| M3 & &4l S
U R0 £ LDAP S48 LXIAZ|7] 2t il 732 dMHE = A&t

to
IR
03k

of

tm2E

[e]]]

1. ADFS Management Console0ll A Webbridge0ll CHEF S ALK} TrustE 24X E A
M Edit Claim Rules(Ztil & #& HE)E MEHFLICH



Add Redying Party Trast...
Audd Mon-Claims-Aware ..

2. <DisplayName>0{| CiEt 22 7= HE H|O|X|o| M 75 F7}..& MEiFfLICH



lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

| Edt Rule... | | Remove FRue.

3. [28Y 7= F7+ ObHAN HOIX[oM [EaY 7= RES S0l ChEt 2B”Y2Z LDAP &4
HLHZNE M=t [CH3]2 MEELICH



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4. (2 75 T4 HOIXIOIA 12| AR EBAE] CHet FBIY FAIS O+ gloz 7498
it

1. 28 73 Ol = AD FS2| 7#=|of| X|HEl 0[F0lo{0F & LICHT=! FZ 0B sHE).
2. &8 ME A = Active Directory
3. LDAP £ = Callbridge API2| authenticationldMappingxt & x|3HoF &FL|CHOd:

$sAMAccountName$).
4. 44l 222! R = Webbridge SSO config.json 2| authenticationldMapping @t & x|3H o &L

Ck. (odl: uid)



You can configures this nie 1o sand the vahses of LDAP astivhobes a5 dlsimes . Select an attrbute stone from

which 10 et LOAD atinbutes Specky how the asfirbutes wil map 20 the cutgong claim bypsea thae v be
saund from the nis

Mapping of LOAP altrbules o oulpoing claim types-

o Osim Type (Sefect or type bo add maone)

Webbridge& SSO 0}7}0|H zIP m} S &8 L|Ct.

ol AI|agyolMe Xzl EMHQl, 215 oHE Sof cist SSO HI|ago|Moe| fEHE HAFSHY|
2|5 Webbridge0ll M & X 5t= I do|HULICH HI|ago|MHel o] 220 CHall Cts # &S
148l oF &L},

- ZIP ItU2 I O|F 2ol sso_7t 22 HEHE A|ZFSHOF & L|CHO04|: sso_cmstest.zip).

- O| ItUO| YEEE|MH Webbridge= 7|2 2152 HIEME6tH, 2 =F Webbridged=
SSOtt AtEE &= &Lt

« ID MBX7L 043 7 AFBElE B EEo| zIP oYU CHE HH AF|0E Y2 =50 L



Chsso_7h FALZ &7HE).
- zip IS BHE ME THY LSS 21X EAlstD ¢
e ZEHE &t =5HK| OFAA|L.

zip IHYUO| LHE 2 4535t ALS o450 et 2~47H9] mtUZ T EL|CH.
P
v | = AOd =
el Ol o ’
idP7 =& & &+ = HIEHHO|E] TtUIL|CH AD FSOIME
idp_config.xml  |https://<ADFSFQDN>/FederationMetadata/2007- o
06/FederationMetadata.xmIS 2 0|535}0{ 3t = QU&LIC|.
confid.ison Webbridge|A X[l EHIQ! SSOO| CHE QI1E OHES| REMHE At ol
9 ste Ol AR5t JSON THY@lL|ch
| D B2xtoll TAE B4 M ol CHEt 7He! 7|Lic MBS Cl0|E{E 2ot
s$so_sign.key - o1 L b
i°|': 1|8 2He L=
D 32Xtol 8= S & =3t Z|oil CHEE 702! Z|LICH @Ff 5 SHEl Ci|o|E [ofL
sso_encrypt.key o| Hotolot o o

idp_config.xml 7tX{2 7| & L4

1. AD FS MH(EE= AD FSOi| AT = = X))o & EE2t*MHE YLlct.

2. ¥ 222 X0l M URL https://<ADFSFQDN>/FederationMetadata/2007-

06/FederationMetadata.xmlS 21248t L|CHADFS MO 2ZHZ /= B2 FQDN CHAl localhostE

MEE £ U&LICH. FederationMetadata.xml ItYE CHRZ = 8FLICEH



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

ta/2007-06/FederationMetadatazml 1

C [ adfs.brhuff.com/FederationMetadata /200

| |0l S AtSED O|& 2 idp_config.xmIZ HF&E L|C},
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1mil,
v [ME

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ +
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previous verssons
Send to

Cut
Copy

Create shortcut
Delete

Properises




Local Disk (D) » brentssoconfig » 550config

o
Mame

ﬂf cenfig.son
E" idp_config.xml

5 % B

F

L 2 £ config.json I} BHE 7|
config.json0l|= Ctg 3712 E40| 2 0| S8 CHE = otoll Z & x[o{oF &rLCt.
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‘ FauthenticationIdMapping® @ “uid®,
1

WA B B3

config.json O
AEXt O|EE AE + &Lt
AL 1:

AF2XI7L ZE2E ALK} 0|22z 2AQAMESL|CHEM Q0] webbridge30ll P2 EE ss0 zip THY Q| L1} YU X|S}X| D
AL X7} EMSHR| 4.

-
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user.info cmscb3-1 client_backend: INFO : SamIManager : [79e9a87e-0fa4-44df-a914-
bbcabb6c87c6] SAML EZ 2 H 0| A SSO sso_2024.zipdt LK

3 18 14:58:47.777 user.info cmscb3-1 client_backend: INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87c6] SAML EE QX 0IM SSOE &&= SLICH

3% 182 14:58:47.780 user.info cmscb3-1 client_backend: = SamIManager:
[79e9a87e-0fad-44df-a914-bbcabb6c87c6] SAML EE2E M ? &LCt.

32 182 14:58:48.072 user.info cmscb3-1 client_backend: INFO : SamlManager :
[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] SAML EE 20l A SSO_2024.zipt L x|

3¢ 182! 14:58:48.072 user.info cmscb3-1 client_backend: INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87¢6] SAML IDP SE M SSOE 3= S¢lL|ct.

3% 18 14:58:48.077 user.info cmscb3-1 client_backend: INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87¢6] 215 ID: darmckin@brhuff.com2 HSMo 2
7t &Lct.

32 18 14:58:48.078 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [79e9a87e-
Ofa4-44df-a914-bbcabb6c87c6] AuthRequestReceived for connection id=64004556-faea-
479f-aabe-691e17783aab registration=40a4026¢-0272-42a1-b125-136fdf5612a5
(user=steve@brhuff.com)

32 182! 14:58:48.092 user.info cmscb3-1 host:server: INFO: #HeH 20{E |8t AI2X}IE
A2 4 9l2
~ = H [ =]

32 182 14:58:48.092 user.info cmscb3-1 host:server: INFO: steve@brhuff.com0i|A{ 2
el 3o Auji&LIct.

AlLI2|2 2:

HEE UHM2 SSO H0|X[ofA LDAPE 215 8t7| £I8 SHt
S0l A x| efot 2T QlstX| ZRE&LICH
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user.info cmscb3-1 host:server: INFO : WB3Cmgr: [d626bbaf-80¢c3-4286-8284-
fac6f71eb140] AuthRequestReceived for connection id=64004556-faeca-479f-aabe-
691e17783aab registration=40a4026¢-0272-42a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

32 18 15:08:52.399 user.warning cmscb3-1 host:server: WARNING : A& A}
'darmckin@brhuff.com'e| 2191 AL 7{¥ — authenticationld7t & = E|}& LICt.

3E 182 15:08:52.412 user.info cmscb3-1 host:server: INFO: darmckin@brhuff.com0i| A
Z 701 Q%J0| AlmisHA LI},

CMS Idapmapping 2| AuthenticationldMapping0| ADFS2| 22{|&! #&loi AF& El 24 E LDAP &
Mot Ux|SHR| et&LICH of2l & "5 ID:darmckin@brhuff.com2 7K 2"2 ADFS7} Active
Directory™| A darmckin@brhuff.com2 7tX2E SMHo 2 £/ EE oY 728 7K UX(et
CMS API > Users 2| AuthenticationIDO| darmckinO| of| & EICH= Zd€ LIEFALICE CMS
IdapMappings ol A AuthenticationlD= $sAMAccountName$(O)E TME|X[BFAD FSO| 28I
2 olHY FLE MESHEE FHE|o] B2 URISHK| A &LICE.

H

CHS & stLE gL

s b

ol
MY

1. CMS Idapmapping®ll A1 AuthenticationIDE #4435t0{ AD FS2| E8I& #El0IM AI8El= A
ot UR|IAZ|D M S7I18HE =~ ELICH.

2. ADFS 22| #&lof| AL E LDAP S 2 CMS Idapmappingdll +ME 20t LX|StE S H
74
o

Related objects: faplivl/dapMappings

AML view

jidMapping SsAMaccountMName$@brhuff.com
nameMapping $cns

cdrTagMapping

coSpaceMameMapping  $cnd's Space
coSpacelriMapping SsAMAccountMNames.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§
coSpaceCallldMapping
authenticationldMapping  $sAMAccountMames

AP| LDAPOHZ!



Object configuration

userlid darmckin@brhuff.com
name Darren McKinnon

~ email darmckin@brhuffcom
authenticationld darmckin

AP| AFE X 0f

- o —_—

Edit Rube - Webbndge3 x
'I'wd:-m ‘thits rule to send the valses of LODAF attibules a9 cdaims. Sdec an atirbube sions from wiich
Mhm atirbutes Specy how the sttrbutes wil map to the cutgong clar types that wil be ssued

Claim sule name:

ebbndae

Rude template: Send LDAP Amsbutes 2 Claim

Airbute store:

Actron Directory -

Klapping of LOAF sttrbubes 10 oulgoing daim types:

‘;LljﬂPﬁﬂuh[Sﬂmlnlrplh Chgaing Claim Type (Selest o type 13 4d )

S [T — < | i "
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stod Y- E of:

32 182 14:24:01.096 user.info cmscb3-1 client_backend: = SamIManager:
[7979f13c-d490-4f8b-899¢-0c82853369ba] SAML E2 2 &0l M SSO_2024 zipTh U=

3¢ 18 14:24:01.096 user.info cmscb3-1 client_backend: & &2: SamIManager:
[7979f13c-d490-4f8b-899¢-0c82853369ba] SAML IDP SEH0lA SSOE &= SQlLC.

32 182 14:24:01.101 user.info cmscb3-1 client_backend: 2. SamIManager:
[7979f13¢c-d490-4f8b-899¢-0¢82853369ba] 21& ID: darmckin@brhuff.com2 H3XMo 2
bR gt & Lot

3¢ 18Y 14:24:01.102 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [7979f13c-
d490-4f8b-899c-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-
479f-aabe-691e17783aab registration=40a4026¢-0272-42a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

32 182 14:24:01.130 user.info cmscb3-1 host:server: INFO: darmckin@brhuff.com0il A
RO Q™ HEE

32 182 14:24:01.130 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [7979f13c-
d490-4f8b-899¢-0c82853369ba] issuing JWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89ba0f

3% 18 14:24:01.132 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [7979f13c-
d490-4f8b-899c-0c82853369ba] 2185 H TS (jwt length=1064, connection=64004556-
faea-479f-aabe-691e17783aa5)

3¢ 18Y 14:24:01.133 local7.info cmscb3-1 56496041063b wb3_frontend:
[Auth:darmckin@brhuff.com, Tracing:7979f13c-d490-4f8b-899c-0c82853369ba]
14.0.25.247 - [18/Mar/2024:18:24:0000] status 200 "POST /api/auth/sso/idpResponse
HTTP/1.1" bytes_sent 0_referr "https://adfs.brhuff.com/" http_user_agent "Mozilla/zilla
0.0(Windows NT 10.0; Win64; x64) AppleWebKit/537.36(KHTML, 0: Gecko)
Chrome/122.0.0.0 Safari/537.36" - A E & 192.0.2.2:9000: upstream_response_time
0.038 request_time 0.039 msec 1710786241.133 upstream_response_length 24 200

Kl
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https://adfs.brhuff.com/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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