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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
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Component Connecting to Destination port to open

Call Bridge MFS (version 3) 20449

Uploader Web Admin of Call Bridge 443 or port specified in Uploader configuration

Uploader Vbrck Rev server 443 for video uploads and AP access to Vbrick Rev server
T
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streaner> pki csr tac CN:.*.tptac9.com subject Al t Nane: streaner.tptac9.com.............. ......
Created key file tac.key and CSR tac.csr CSR file tac.csr ready for downl oad via SFTP

2 Z CA(Certificate Authority)lAM MEE 21EMHE 7HX{ZLICt. SFTP(Secure File Transfer
Protocol)& A2 5t0{ M4 QIZAE AEE|YU Mo YECSFHLICLQBSAMHE YECSEX| 2Ol
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https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

streaner> pki list User supplied certificates and keys: tac.key tac.cer ROOICA. cer exanple. key
exanpl e. csr tac. csr

2t MMP/SSH Z4x| 12|04

* MMP HHEE A85to =&l 7|8 AEZ 2 SIP TCP X TLS ZE Q| =4I 7| QIE{HO|AE FAIELICt
streaming sip listen <interface> <tcp-port|none> <tls-portjnone>

streamer> streamer sip listen 7000 7001
TLS sip 1B AF26t2{HTCP SIP 2422 "none" 2 T 8fLICH BY2 cha 0t Z&Lch

streamer> streamer sip listen none 7001

. AE2|Y Aol CHEt Q1B M HE

streamer> streamer sip certs tac.key tac.cer
« 2EE|Y FE ME

streamer> streamer sip resolution 720p

- 2EBY NS

streamer> streamer enable

MEiMo 2 TLS7t THE ER, AEE|HolA SIPo| CH3H TLS &felg +=&~E 4+ Ul&Lc
streamer> tls sip trust ROOTCA.cer

3 TLS 40| ot™stE{™ TLS & els #M3stéet= 20| E&LCt
streaming > tls sip verify enable

- glof st 74 BTt Betehx| SolgtLiCh

streaner> streaner Enabled : false SIP interfaces : tcp a: 7000, tls a:7001 SIP key file :


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

tac. key SIP certificate file : tac.cer SIP CA Bundle file : none SIP Resolution : 720p SIP
traffic trace : Disabled Call Linmt : none

- OHS HHES A85t0{ AERIS st ELICH"AER|Y #Y8" ZE HAIX|= ot2iet ZH0| "SUCCESS"E E AldHof gfLCt.

streaner> streaner enabl e SUCCESS: Key and certificate pair match SUCCESS: Streaner enabl ed
3EHA|. Api HmizE0)M
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M SIP AEE|Y 0| #4438t E|T Call BridgeOll A sipStreamerUri& /callProfilesE At&3t0 150 AL E = Q& LICH

CMS MM APIE A+8 324 Webadmin > Configuration > APIZ 0|S

- B3 T 2T MM

1-1{of 1) show all i Create new
object id

* sipStreamuri =demo@streamer.com & StreamingMode= Automatic/Manual 743

The user part of the configured "sipStreanuri” (i.e. the part before '@ synbol) has no
significant neaning, and for the new SIP streaner conmponent, although required, it can usually
be anything, e.g. "streanmer @treaner.cont.The inportant part of the URI is the "domain" part.


mailto:sipStreamuri=demo@streamer.com

| « return to object list |

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

Related objects: /apifvl/callProfiles

Object configuration

streamingMode manual
sipStreamerUri  demo@streamer.com

Write this object to "/api/v1/system/profiles”

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

e ———

e
gatewayAudioCallOptimization [
lyncConferenceMode  [| | <unset> v|

lockMode [ | | <unset> v|

sipStreamerUri [ | demo@streamer.com

sipStreamuri=demo@streamer.com & StreamingMode= Automatic/Manual %3

o 2lod M MAdBt streamer callProfile2 /system/profilestl F=7bgFLICE T 440|0H T A El "sipStreamerUri" 7t AE 2| Z o AL FLICH



| « return to object list |

/api/v1/system/profiles

Related objects: /api/v1/system/profiles/effectiveWebBridgeProfile

Object configuration

callLegProfile add951de-3ded-4619-a428-d779e6b0ad23
callProfile 1c390ade-ddc2-4cfb-beda-251decdB8b367

dimfProfile 5a7edd42-adc7-4ad5-Bbc3-e3b998e2d648

/api/v1/system/profiles

| | |add951de-3ded-4619-a428-d77%e6b0a323

1c390ade-d4c2-4cfb-be3a-251dc6d8b367 ]

userProfile D | || Choose |
iviBrandingProfile [ | || Choose |
callBrandingProfile [ ] | || Choose |
compatibilityProfile ] | || Choose |
diallnSecurityProfile [ | || Choose |
webBridgeProfile [ | || Choose |

A|A B/ Z 2 Zof callProfile £7}

* VBrick 'streamURL'@ AE 2|20 AL &l S7toll £II&LICH 2 x 822 CMS ¥ QIE{H 0|AE AF83510q 'Stream'O|2tE 372 BHERALICH

Space configuration

« 3tE #5104 "StreamURL"2 F 7+ LICH 'streamURL'S| A2 CtS1t Z&Lct

. rtmp://<VBrickBroadcastUsername>:<VBrickBroadcastPassword>@<VBrick IP &= FQDN>/live/NameOfStream.0i| & 01
"rtmp://broadcast:broadcast@10.106.81.40/live/SpaceStream77"2 2 7 &LICH



nams Stream
autnGenerated False
un 1004
calld 98765
streamUrl - romps/ broadcast: broadcast @10, 106,81,40/ve/SpaceStreamsT
setret VWIUQIUSCuqUGIEE. peR_g

Japifvl/coSpaces/ca2B47(3-02c7-438b-93e5-09434ectded2
usarProvislonsdCaspace | !' '| GUID (none avallable)
name | ]

| Straam - present
i [ [1004 | (wa user part) - present
sacondarylUr | [URI user part)
callld | 98765 - prosent
adrTag
passcode
defauitLayout
tenant

I
[
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[
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regenerateSecret
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|

g 106,81 40veSpaceSireamTT | [URL) - present
| | GUID (none available)
|
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Filter || Submit |
Call
n Domain SIP proxy to use Local contactdomain  Local from domain Tumktype  Behavior Priorty Encryption  Tenant  Bridge
1 | streamer.com 10.106.81.58:7000 m Standard SIP Continue 20 Unencrypled e <all> Jesciit]
7 | streamer.com 10.106.81,58:7001 e s StandadSP | Stop 20 Encrypted o b | fedt)
recordes.com 10.106.81.58:6060 fresd-igdon StandardSP | Continve | 10 Unencrypted | no | <alb | fedil
7 | recordeccom 10.106:81,58:6061 Sk StandadSP | Stop 10 Encrypted o b | fedt)
| | || [standard SIP | | [Stop v |0 Auto v Lo L.
Resat
OfRHI2E & MY
SIP Streamer SIP(5060,5061) , outboundDialPlanRule " sip proxy"

streamer> streanmer Enabled : true SIP interfaces : tcp a: 7000, tls a:7001 SIP key file : tac. key
SIP certificate file : tac.cer SIP CA Bundle file : none SIP Resolution : 720p SIP traffic trace
Di sabled Call Linmit : none
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streamer> uploader nfs 192.168.15.38: =&

CUEEHV 58 HEE g DY AHE XIHSHMAIL.
streamer > uploader cms host join.mextp.local



- 83 EE|X|E AAst= 2o Mol ¥ B2l ZE XY
streamer> uploader cms port 445

. 25 DB|KIE MBS 310 MEHOIA AP HMA HEHO| s AR XIF
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streaming > uploader cms user api admin

streaming > uploader cms H|Z/#HE
2SS E UG AAIL.

. CMSQ| 215 M HE S Meeting Server EEHAE K& A0 FIHELICH
FE CARBM AMES ERStE 21E M HE(crt-bundle)2 THED &
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streamer> uploader cms trust ROOTCA.cer
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streamer> uploader rev host ciscotac.rev-na.demo.vbrick.com
streamer> uploader rev port 443

o HE 2 XYHX| &E & ZEE= 7IEMO 2 4431LLCH

- HIC|2 =3 YE2 =8 API HEH0| = Vbrick Rev AF&AF F7¢
streamlng > uploader rev user tacuser
streamer > uploader rev password
LS E UHSHAAIR.

. Vbrick Rev EE{AE ME A0 QIEM HE F7t

FE CA 218 M & Vbrick Rev HHL| AM[Qlof| = BE S LUEME Z&5tE QUSM |H

(crt-bundle)= - grLC.
streamer> uploader rev trust vbricbundle.cer
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streaner> upl oader Enabled : fal se NFS hostnanme : 192.168. 15.38 NFS directory : Recordi ng CV5
host : join.mextp.local CV5 port 445 CMS user : apiadmin CMB trust bundle : ROOTCA cer Vbrick
Rev hostnane : ciscotac.rev-na.deno. vbrick.com Vbrick Rev port 443 Vbrick Rev usernane :
tacuser Vbrick Rev trust bundle : brick.cer View access : Public cospace_nenber_access : edit
recor di ng_owned_by_cospace_owner : false fall back_owner : adnin coments_enabled : true
ratings_enabled : true downl oads_enabled : true active_upon_upload : true delete_after_upload :
fal se

Ejg.ﬂilolﬁol 2HHE Z? "uploader enable" BHE A8 35t0] Y2 T+

AE gMsteLct. 2 E HIAIX|= oteiet Z0| "SUCCESS(M3)"'E E Al

streaner> upl oader enabl e SUCCESS: upl oader enabl ed
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sIP

9596@10.127.241.219 [less] (eall 77, incoming, unencrypled)
call duration | 2 minutes, 28 seconds
incoming media | AAG (64.0 Kb/s, -6.008 gain), H.264, 768 x 448 30.0fps, 321 Kb/s
outgoing media | DPUS, H.264, 640 x 360 4.91ps, 4.91 Kb/s
additional protocols | unencrypted Active Control, unencrypted H.224
remote address | D506@10.127.241.219
SIP call ID | 1¢gb000-10001-2911-831492a610.127.241.219

(call 80, incoming, encrypled - AES-128)
27 saconds
incoming media | no audio
outgoing media | OPUS, H.264, 768 = 448 30.0fps, 321 Kbis
remote address | guest2537753157

vBAdmin
admin

Monitor —= Multi-Protocol Connections

(ol w| entries Page Refresh Interval: | Mever -~
L= L Tue, 11, Aug 2020 O0:34:10
Bamam T [ Porl Sl Lkt Ta
In RTME Activa 101060160 1995 14040 o 3 min 23 po< Spaceftraam 7T

A0 10081 A0S OMASpAcaSIeamTT || MEpoU10. 100 81 4000044 AsSpaceSreamTT || MMEH 1010681 40 181SAeSpaceSreamTT

| AEZ|Y 2] L SIP AEZ|Y S5

syslog & HEHM HS%Ql o|HEO CiEt 2EOE = &= /U&LIChH

Jun 17 22:24:41.867 user.info cns-02 Upl oader[1]: scanning directory:

/ mt/recordings/forwardedCalls Jun 17 22:24:41.867 user.info cnms-02 Upl oader[1]: scanning
directory: /mmt/recordings/spaces Jun 17 22:24:41.869 user.info cns-02 Upl oader[1]: checking the
status of /mmt/recordi ngs/ spaces/ 8a7076e2-6db6- 47e9- 98ee- 3bd063e32559/ 20210618032309+0000_vi d-

i d=c4605aaf - dc49- 4cd7- 9174- c46185bal983@bri ck. np4 Jun 17 22:24:41.870 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ status Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: Received
vbrick response status code: 200 Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: vbrick
response: main.vbrickStatusResp{Status:"Ready"} Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: file 20210618032309+0000_vi d-i d=c4605aaf - dc49-4cd7-9174- c46185bal983@bri ck. np4 vid
c4605aaf - dc49-4¢cd7-9174- c46185bal983 status Ready Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ pl ayback-url Jun 17 22:24:42.200 user.info cms-02 Upl oader[1]:

Recei ved vbrick response 200
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8 S R S S A o

conference d1bed391-edBc-4406-994c-2e07b46fbidc: lock state has changed to unlocked
AP call leg d85ba532-16c3-4afe-bf82-5514c8219eid in call d1beB391-edBe-4406-094c-2e07b46fbidc (AP1 call 5d906715-44id-4a63-8ad6-af2d43al8cad)

04:00:18.946
04:00:18.246

| 2020-08-09 04:00:18.846 unable to start recording (space “TAC2Y) -- no icense

2020-08-09 04:00:18.947 conference d1be8391-edBo-4406-994c-2e07hd Gibidc has control/media GUID: 6d365821-ddfa-49d7-bidc-323089¢2c3e5
| 2020-08-09 04:00:18.947 conference d1be8391-edBc-4406-994c-2607b46fbfc named "TACZ"

2020-08-09 04:00:18.947 call 2: configured - AP call lag d05ba532-16¢3-4afe-b182-5514c9219efd with SIP call ID *58dda880-10001-21-031492a@10.127.241 219"
| 2020-08-09 04:00:19.213 call 2: compensating for far end not matching payload types



T4 BHOIMAE F7HsH0F BLICHEOIMIA MEHE license” WS AHS 5104 CLIE 2OIE 4 &
aLic

cmsl> license Feature: callbridge status: Activated expiry: 2023-Apr-28 (690 days renain)
Feature: turn status: Activated expiry: 2023-Apr-28 (690 days remain) Feature: webbridge status:
Activated expiry: 2023-Apr-28 (690 days renmin) Feature: custonizations status: Activated
expiry: 2023-Apr-28 (690 days remain) Feature: local _|icense_npde status: Activated expiry:
2023- Apr-28 (690 days renmin) Feature: recording status: Activated expiry: 2023-Apr-28 (690 days
remai n) Feature: personal status: Activated expiry: 2023-Apr-28 (690 days remmin) Feature:
shared status: Activated expiry: 2023-Apr-28 (690 days remmin)

2.TLS ZE
TLS ZE7t FEEIUD ABMII MBEIX| 2 FRTLSE MES TS 2E2|ol ChEt 2B M
T4

CIEME ANEE = e ARTCP ZEDR 714

streaner> streaner sip listen a 7000 7001 streaner> streanmer enable FAILURE: TLS port set but no
certificates configured FAILURE: Streaner configuration not conplete

O|A| TLS ZEE X735 7{Lt SIP TLS Trust and Streamer Certificate(SIP TLS AI1Z| 2! AEZ|A QI
EM)E FItste F 7tX| 40| U&LCt

CiscodlH= TLS ZEE AIE3IES MYsl= Zd0o| E&LILCH
3. RTMP AEZ|0| SHIE2 A M E|X| eft&LCh.

230 2F 7t EAI=EL|C

daenon. i nfo streamer streamer-sip[2280]: 144500.368 : INFO: call 3: retrieved stream URL from
RTCP: "rtnp://broadcast: broadcast @O0. 106. 81. 40/test"” daenon.info streanmer streaner-sip[2280]:
144500. 368 : INFO : call 3: parsing rtnp://broadcast: broadcast @O. 106. 81. 40/t est daenon.info
streaner streaner-sip[2280]: 144500.368 : INFO: call 3: RTMP stream="test" daenon.info streaner
streaner-sip[2280]: 144500.368 : INFO : call 3: RTMP server="rtnp://10.106. 81. 40: 1935/test"
daenon. i nfo streanmer streamner-sip[2280]: 144500.370 : INFO: call 3: Connected to RTMP server
daenon. i nfo streanmer streamer-sip[2280]: 144500.370 : INFO: call 3: C2 pending - |len 1536
daenon. i nfo streaner streaner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 2
daenon. i nfo streaner streaner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 3
daenon. i nfo streanmer streamner-sip[2280]: 144500.370 : INFO: call 3: RTMP sent chunk size of
4096 and connect message daenon.info streamer streaner-sip[2280]: 144500.410 : ERROR : call 3:
connection : far end closed connection 5

AEZ 7Hu|apo|Me| MitE #0151 RTMP URLS
"rtmp://<VBrickBroadcastUsername>: <VBr|ckBroadcastPassword>@<VBrlck IP EE=
FQDN>/live/NameoftheStream" @A 2 SHIEH M5 AAIL.

4.85 2tRE 2t A

CMS 2E2|U2 SIP 7|8 S2I0|ME 0| A dHs CHE 2tREE FH8HoF BLICHO|Z QI8 S317t AW = U= AlUEI27F YHlE 4+ A&Lic
.CMS Callbridge0ll A O} RHI2E S3HE HHX|B ClS 'ETMM Al 21 - INVITEE EUE Al SH g 2F 2 Qs AmiF&LC
2021-06-28 17:37:02.412 |Info user 'guest300535034' starting stream ng (space 'test')
2021-06-28 17:37:02.413 Info APl call |eg bc0917df-589c-4628-887d-79481d322fed in call

63f 0b174- 831le- 4al2- b4ee- 27186d4162af (APl call 00286960- 9af 9- 4d5d- 9ca7- 20dd40425292)
2021-06-28 17:37:02.413 Info call 44: outgoing SIP call to "deno@treaner.com' from space



"t est"

2021-06-28 17:37:02.413 Info call 44: configured - APl call |eg bc0917df-589c-4628-887d-
79481d322fed with SIP call 1D "7d37a80e-7996-4e8d-aa87-77c9d4729cec"

2021-06-28 17:37:04.482 Info call 42: receiver report 1 interval for rx video 0 = 6113ns
(period 6108ns) 00000000

2021-06-28 17:37:22.074 Info call 44: falling back to unencrypted control connection...
2021-06-28 17:37:54.075 Info call 44: ending; local SIP teardown with reason 7
(transaction timeout - no provisional responses sending INVITE) - not connected after 0:52
2021-06-28 17:37:54.075 Info call 44: destroying APl call |eg bc0917df-589c-4628-887d-
79481d322f ed

2021-06-28 17:37:54.076 Info streaming call leg for space 'test' disconnected with reason

7 (transaction tinmeout - no provisional responses sending | NVITE)
CMS Callbridge AMtHOIlA] OFRHI2E S35t MHE HES0] ™S Che x| X SHIEH YRR AR LICLES S3 Z20teo| SHHE 2E2|Y
URIZ 74 E|0{ {1 S8 URIZI Cospace?t A0 l=X| & QlghLct,

U=
1. 22| HE7| 242 x| et&Lch

U2 20 LF 71 EA|FLIC.

Jun 27 11:29:27.864 user.info streamer Uploader[1l]: Received vbrick response 500 Jun 27

11: 29: 27. 864 user.info streaner Uploader[1]: posting to:

https://sal es. vbrick.com 443/ api/vl/user/login Jun 27 11:29:47.870 user.info streaner

Upl oader[1]: Received vbrick response 500 Jun 27 11:29:47.870 user.err streamer Uploader[1]:
Failed to initialise Vbrick dient Jun 27 11:29:47.870 user.err streamer Uploader[1]: vbrick
returned status code: 500

vbrick AME{0] CiEt SHIE X}3 & &

4 E5HURZEE THMERX| EOISHAAIL. EFH A2 CMS
callbridge webadmin ZE0f @138
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