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SCCP= ®M&0| TCP Z2EE 2 AFR5HH, T E 2000 I 2443(22H2)2 AFR510q Call
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=& Az 84S od(ping 8E 2| AlZh X|ed & 1):

64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:
64 bytes from 10. 106. 97. 150:

cnp_seq=1 ttl =63 tinme=0.100 ns
cnp_seq=2 ttl =63 tinme=200 ns
cnp_seq=3 ttl =63 tinme=0.180 ns
cnp_seq=4 ttl =63 tinme=0.678 ns
cnp_seq=5 ttl =63 tinme=590 ns
cnp_seq=6 ttl =63 tinme=0.100 ns
cnp_seq=7 ttl =63 tinme=345 ns
cnp_seq=8 ttl =63 tinme=456 ns
cnp_seq=9 ttl =63 tinme=0.345 ns
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SIP Phone Register message to Backup CUCM with Expires(2t27} Q= ¥4 CUCMOI| S5 |
AX)EHEZ 022 ettt

7l

REGQ STER si p: 10. 106. 114. 161 SIP/ 2.0

Via: SIP/2.0/ TCP 10.106. 114. 185: 53006; br anch=z9hG4bKd451a4f a

From <sip:5678@0.106.114.161>;tag=0024142ddf 242c6644b6e5d2-f01c795a
To: <sip:5678@0.106.114. 161>

Call -1 D: 0024142d-df 24000a- 44da4e09- 0de51424@.0. 106. 114. 185

Max- Forwar ds: 70

Date: Wed, 15 Jul 2015 12:42:56 GMI

CSeq: 11435 REGQ STER

User - Agent: Cisco-CP7975G 9.3.1

Contact: <sip:9e9elffb-0206-4eal-6d77-

ba04a72017f 7@L0. 106. 114. 185: 53006; t r anspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-

0000-
0024142ddf 24>"; +u. si p! devi cenane. ccm ci sco. com=" SEP0024142DDF24" ; +u. si p! nodel . ccm ci sco. con¥" 437



Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-
cal I i nfo, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-servi ce-control, X-ci sco-srtp-fal |l back, X-
ci sco- nonr ec, X- ci sco-confi g, X-ci sco-sis-6.0.0, X-cisco-xsi-8.5.1

Content-Length: O

Expires: 3600

SIP/2.0 100 Trying

Via: SIP/2.0/TCP 10.106. 114. 185: 53006; br anch=z9hG4bKd451a4f a

From <sip:5678@0.106.114.161>;tag=0024142ddf 242c6644b6e5d2-f01c795a
To: <sip:5678@0.106.114. 161>

Date: Wed, 15 Jul 2015 12:42:59 GMr

Call -1 D: 0024142d- df 24000a- 44da4e09- 0de51424@.0. 106. 114. 185

CSeq: 11435 REGQ STER

Content-Length: O

SIP/2.0 200 &K

Via: SIP/2.0/TCP 10.106. 114. 185: 53006; br anch=z9hG4bKd451a4f a

From <sip:5678@0.106.114.161>;tag=0024142ddf 242c6644b6e5d2-f01c795a

To: <sip:5678@l0.106.114. 161>; tag=1708299782

Date: Wed, 15 Jul 2015 12:42:59 GMr

Call -1 D: 0024142d- df 24000a- 44da4e09- 0de51424@.0. 106. 114. 185

CSeq: 11435 REGQ STER

Expires: 120

Cont act: <sip:9e9elffb-0206-4eal-6d77-

ba04a72017f 7@L0. 106. 114. 185: 53006; t r anspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-

0000-
0024142ddf 24>"; +u. si p! devi cenane. ccm ci sco. com=" SEP0024142DDF24" ; +u. si p! nodel . ccm ci sco. con¥" 437

Supported: X-cisco-srtp-fallback, X-cisco-sis-6.0.0

Content-Length: O

Bx

REGQ STER si p: 10. 60. 1. 12: 5060; transport=tcp SIP/ 2.0

Via: SIP/2.0/ TCP 10. 60. 63. 21: 3784; rport ; branch=z9hG4bKPj dcJ819aZt TCt nvr 0VBheV6p0OuL8aC. pG



Max- Forwar ds: 70

From <sip:6836@0.60.1.12>;tag=50l - ews53. DG TDbu5LB9or kdDpZI ccNov

To: <sip:6836@0.60.1.12>

Call - I D: HxTK. m6BHIqgxj st VwexTbhVnUxNeuxI e

CSeq: 18800 REG STER

Expires: 0

Contact: <sip:e2b0f 175-f eae- d664- bef a-

b7cd0837f cc6@L0. 60. 63. 21: 5060; t r anspor t =TCP>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000- 0000-
e0d1730ac1b1>"; +u. si p! devi cenane. ccm ci sco. con¥" SEPEOD1730AC1B1"; +u. si p! nodel . ccm ci sco. cone" 592

"; expires=0; ci sco- keep-alive

Content-Length: O
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Exanpl e: 31 uc-ucm 01 local7 3 : 41679: uc-ucm 01. pcce.local Jul 02 2015 06:22: 31 UTC :
%JC_CALLMANAGER- 3- EndPoi nt Unr egi st er ed:

% Devi ceName=SEPEOD1730A8137] [ | PAddr ess=10. 60. 98. 210] [ Prot ocol =S| P] [ Devi ceType=592] [ Descri pti on=
Phone] [ Reason=13] [ | PAddr At t ri but es=0] [ Last Si gnal Recei ved=SI PSt ati onDPri mar yLi neTi meout ] [ Appl D=Ci
sco Cal | Manager ][ O ust er| D=St andAl oneCd ust er] [ Nodel D=uc-ucm 01]: An endpoi nt has unregistered

EndPointUnregistration0i| CHEF O|F ZE= A|AE @ F HAIX| MBEMOIM &2 = &Lt

Wireshark 21 17|


https://supportforums.cisco.com/document/44376/packet-capture-cucm-appliance-model
https://supportforums.cisco.com/document/44741/collecting-packet-capture-cisco-ip-phone
https://supportforums.cisco.com/document/126666/collecting-cucm-traces-cucm-862-tac-sr
/content/en/us/support/unified-communications/unified-communications-manager-callmanager/products-system-message-guides-list.html
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Sequence Number of TCP IHZ!2 sniffer Zi&A{0{ A & 7[2F CUCM 7t2| TCP EeiEE &H F&X
st= ol =80| Euct,

& 710l 2R

Filter: | ip.acdr==10,106,114.185 ~ | Expression.. Clear Apply

Protocol  Sequent®

do.

58
1553873006 200910896907 Fratus: 200 OK

03 1 :
202 18:14:40.053909 10.106.7114.161 10.106.114.185 s1p

4
(1 bindings)

203 18:14:49.063591 10.106.114.133 10.106.114.161 TCP 53006 > sip [Ack] Seq=2991996997 Ack=1953874543 win=8192 Len=0
484 18:16:44.077219 10.106.114.183 10.106.114.161 SIR 265TT9690 874543 RequesT: REGISTER sip:l0.106.114.161

485 18:16:44.079859 10.106.114.161 10.106.114.185 SIF 1953874343 2001997887 status: 100 Trying 0 bindings)

486 18:16:44.079869 10.106.114.161 10.106.114.185 SIP 1953874868 2991997887 startus: 200 oK (1 bindings)

487 18:16:44.091359 10.106.114.185 10.106.114.161 TCP 2051597887 1953875505 53006 > sip [ACK] Seq=2991997887 Ack=1953875505 win=8192 Len=0

Phone2 A|RA B35 7} 29919961072 miZlE ™& 5t O| m{Z!0| cCUCMO| == 3= K| &l
Ct.

CUCMOI| A 2%

Filter: >  Expression.. Clear Apply
o, Tirne Source Destination Protocol  Sequence nurber  Acknowledgement number  Info
118:12:5%.366272 10.106.114.185 10.106.114 . 161 SIP 2691955217 1953872619 Request: REGISTER s5ip:10.106.114.161
2 18:12:59.366286 10.106.114.161 10.106.114.185 SIP 15853872610 2991986107 Status: 100 Trying (0 bindings)
3 18:12:5%. 366858 10.106.114.161 10.106.114 185 SIP 1553872044 20910996107 Status: 200 OK (1 bindings)
4 18:12:5%.378246 10.106.114.1835 10.106.114.161 TCP 28913586107 1953873581 53006 > sip [Ack] Seq=2991996107 Ack=1953873581 win=81%2 Len=0
5 18:14:54.368343 10.106.114.185 10.106.114.161 SIP 2991996107 1953873581 Request: REGISTER sip:10.106.114.161
6 18:14:54.36%907 10.106.114.161 10.106.114.185 SIP 15853873581 20991956997 Status: 100 Trying (0 bindings)
7 18:14:54.370751 10.106.114.161 10.106.114.185 SIP 1953873906 2991986997 Status: 200 OK (1 bindings)
8 18:14:54.382545 10.106.114.185 10.106.114.161 TCR 2091996057 1953874543 53006 > =ip [AcCk] Seq=2991996997 Ack=1953874543 win=81%2 Len=0
0 18:16:49.400028 10.106.114.1835 10.106.114.161 SIP 2891056057 1953874543 Reguest: REGISTER sip:10.106.114.161
10 18:16:4%.401468 10.106.114.161 10.106.114 185 SIP 1553874543 2091987887 Status: 100 Trying (0 bindings)
11 18:16:45.401833 10.106.114.161 10.106.114.185 SIP 1553874868 20091057887 status: 200 OK (1 bindings)
12 18:16:49.414139 10.106.114.185 10.106.114.161 TCR 2991997887 1953875505 53006 > sip [AcCk] Seq=2991997887 Ack=1953875505 win=8192 Len=0
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O|= ASAOIM ARP ZEA|7} &3 El Z< CHEE dgrL|Ct.

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Bree BEXEE A¢s0 T2 B QAR @E% % 8

Filter: eth.addr == 58:02:20:fb:07:1f + | Expression... Clear Apply
Ha. Time Source Destinstion Protacol Sequence number  Acknowledgement nurber  Info
20544 1H: B.4 /4587000 R HI RV 5 LLDP, ticast LLDP Chassis Id = 1 Port Id = SBOAJUFBU/LFIPZ TTL = 18U System Name = SE
26769 18: . 408096000 10.10.10.1320 10.10.10.202 SKINNY 204530782 2085624343 KeepAlive
26770 18:07:04.4 08907000 10.10.10.202 10.10.10.130 SKINNY 2085624343 204530794 KeepAliveack
26771 18:07:04.408919000 10.10.10.130 10.10.10.202 TcP 204530794 2085624355 35601 > cisco-sccp [ACK] Seq=204530794 Ack=2085624355 win=611 Len=0 TSv=76674527 TsE
27625 18:07:28. 501257000 3 10 o ast LLDP ct - 0.130 Port Id = 58020 1 TTL = 180 System Mame = SEPSS80AZ

27784 18:07:34.418935000 Broadcast ARP who haS 10 10.10.2027 Tell 10.10.10.130

0a
27785 18:07:34.419757000 f4:0f:1b:1le:26:a9 58:0a:20:fb:07:1f ARP 10.10.10.202 is at f4:0f:1b:le:26:a8
27786 18:07:34.419774000 vimware_90:10:cf 58:0a:20:Fh:07:1f ARP 10,10.10.202 s at 00:0c:29:90:10:cf

.419778000 10.10.10.130 10.10.10.202 SKINNY 204530794 2085624355 KeepAlive

1i 1 =
. 821433000 L10E07 10.10.10. 202 1638B50075 i i 638850975 wi 460 SACK_PERM=1 TS
1 5

. 600142000 7 CDP/VTP/DTP/PAgp/chDP i EPS80A20FBUFLF  PoOrt I
- 826352000 10 10.10. ZOZ 10.10.10.130 3058510895 3154486376 cisco-sccp > 35602 [SYM, ACK] se 58510895 Ack=3154496376 win=14600 Len=0 M55=1460

0 it
. B18855000 10.10.10. 130 10 10.10. 202 163BB50975
1i 1

m b

@ Frame 27787: 78 bytes on wire (624 hits), 78 bytes captured (624 bits)
= Ethernet II, Src: 58:0a:20:fb:07:1F (58:0a:20:Th:07:1F), Dst: F4:0f:lb:le:26:a0 (F4:0F;1b:le:26:a%)
= pestination: f4:0f:1h:1le:26:a9 (f4:0f:1b:le:26:29)
aAddress: F4 of :1lh:le:26:a9 (f4 of:lb:le:26:a9)

= I1G bit: Individual address (unicast)

0 = LG bit: Globally unigue address (factory default)
= SDur‘(E 58 Oa 20 ﬂj 07 ZIJ: (SE 0a:20:fh:07:1f)
address: 58:0a:20:Fh:07:1f (58:0a:20:fb:07:1f)
= I1G bit: Individual address (unicast)
. = LG bit: Globally unigue address (factory default)

Type: IP (0x0800)
® Internet protocol, src: 10.10.10.130 (10.10.10.130), pst: 10.10.10.202 (10.10.10.202)
= Transmission control protocol, Src Port: 35601 (356010, DST Port: cisco-sccp (2000}, Seq: 204530784, ack: 2085624355, Len: 12

Source port: 35601 €35601)

Destination port: cisco-sccp (2000)

[stream index: 152]

seguence number: 204530794

[Mext sequence number: 204530806]

Acknowledgement number: 2085624355

Header length: 32 bytes

S Flanc. (19 rREu anud

0000 f4 Of 1b 1le 26 a® 58 0a 20 fb 07 1f 08 00 45 &0
0010 00 40 8h ef 00 00 40 06 <5 0% 0a 0a Oa 82 0a 0a
0020 Qa ca 8b 11 07 d0 0c 30 e4 6a 7c 50 la 23 80 18
0030 02 63 b0 43 00 00 01 01 08 Qa 04 92 01 98 34 3e
0040 2 4b 04 00 00 00 16 00 Q0 00 00 00 00 00
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O Bl AlLt2|20 M H3t7[&= 1150l & ™l keepalive® &5t HIERZ 0l A A ELICH
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M gue get
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115 O|F T3} 7|7t keepaliveE M&E motct HERAI 0| A AKX |1, O|FH A otH T3t7|7F THZ!
2 xES s ELICHES M3t 7|E RAIE ZHS Jlst2axo 2 S7AIZILICH ol 3 keep-
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CUCM°| S 34 M52 05 162 0 &3t7|7F X cuCMol S2 &1 28 F0i| Primary(7|
I

2T G e B S 0GR Lo 213,139, oo Sk 20z e I S e e o
2 10 89 ] 6722

» 1 3 [TCP Retransmis E 3
1934 22:56:17.471894 178.215.139.22 lO 147 230,189 TCR 4563 7623 sip > 50708 [ACK] SEC{ =4 563 Ack 7623 w1n 22559 Len=0
1935 22:56:17.473022 178.215.139.22 10.147.230.189 SIP 4563 7623 status: 100 Trying (0 bindings)

156:17.473815 178.215.139.22 10.147.230.189 SIF 4900 7623 Status: 200 OK (1 bindings)

17.507164 10.147.230.189 178.215.139.22 TCP 7623 5548 50708 » sip [ACK] Seq=7623 Ack=5548 win=17940 Len=0
474709 10.147.230.189 SIF 7623 5548 Request :

8524 S'\p > 507DE [ACK] seq

3325 22:58:12.908564 178.215.130.22 10.147.230.189 sIp 5548 8524 status: 100 Trying (0 bindings)

3326 22:58:12.908910 10.147.230.189 178.215.139.22 Tep 8524 5885 50708 > sip [ACK] Seq=8524 Ack=5885 win=17940 Len=0

3327 22:58:12.900452 178.215.130.22 10.147.230.189 sIp 5885 8524 status: 200 ok (1 bindings)

3328 22:58:12.900808 10.147.230. 189 178.215.139. 22 Tep 8524 6534 50708 > sip [ACK] Seq=B524 Ack=6534 Win=17940 Len=0
6534 Request: i

:00:08.763201 178 215 139 22 10 147. 230 189 SIP 5534 0425 Status: 100 Trying (0 bindings)
4725 23:00:08. 763658 10.147.230.189 AFRLFIE.A39793 TCP G425 6871 50708 > sip [ACK] Seq=0425 Ack=6871 win=17940 Len=0
4726 23:00:08. 764030 178.215.130.22 10.147.230.189 SIP BB71 5425 Status: 200 Ok (1 bindings)
4727 23:00:08.764032 10.147.230.189 7RI 22 TER 9425 7510 50708 > sip [ACK] Seq=0425 Ack=7519 win=17940 Len=0

6117 03.764972 10 147 30 189 17 215 & SIP 9425 7519 Request REGISTER S‘\p 178.215. 139 22

6138 2 05.457251 178 215.139.22 10.147.230.13%9 TCR 7519 10326 S‘\p > 50708 [ACK] 58g=751%8 Ack =10326 win=28832 Len=0

6139 23:02:05.458324 178.215.139.22 10.147.230.13%9 SIP 7519 10326 status: 100 Trying (0 bindings)

6140 23:02:05.458602 10.147.230.189 L7B 25z 23] TCR 10326 7856 50708 > sip [Aack] sSeq=l0326 Ack=7856 win=17940 Len=0

6141 23:02:05.455023 178.215.139.22 10.147.230.18%9 SIP 7858 10326 status: 200 OK (1 bindings)

6142 23:02:05.459307 10.147.230.189 L7BE2LE =0T 22 TCR 10326 8505 50708 > sip [ACK] Seq=10326 Ack=8505 win=17940 Len=0

7520 23:04:00.480122 10 147.230. 189 178. 215 139. 22 SIP 10326 8505 Request REGISTER 59p:178.215.130. 22

7560 2 .832323 178 215,139, 22 10.147.230.189 TCP 8505 11227 sip » 50708 [ACK] Seq=8505 Ack=11227 win=30634 Lan=0

7561 23:04:03.834245 178.215.139.22 10.147.230.189 SIP 8505 11227 status: 100 Trying (0 hindings)

7562 23:04:03.834726 178.215.139.22 10.147.230.189 SIP BE4Z 11227 status: 200 OK (1 hindings)

7563 23:04:03.834728 10.147.230.189 LIBI2X5. 139022 TCP 11227 8842 50708 » sip [ack] Seq=11227 Ack=8842 win=17940 Lan=0

7564 23:04:03.835387 10.147.230.189 LIBI2X5. 139022 TCP 11227 9489 50708 > sip [ack] sSeq=11227 Ack=9489 win=17940 Lan=0
.836796 10.147.230. 189 IR 0] 22 SIP 11227 948‘3 Requast: REGISTER sip:178.215.139.22

0 1 9 [TCP Retransmission] STE
0030 23:06:05, 567350 178.215.130,22 10.147. 230,180 TCP 9489 2128 sip > 50708 [ACK] Seq=9489 A:k 12128 win=32436 Len-0
9031 23:06:05. 568414 178.215.139.22 10.147.230.182 sIp 9489 12128 status: 100 Trying (0 bindings)

10.147.230.189 178.215.139.22 TCP 12128 9826 50708 > sip [ACK] Seq=12128 nck =0826 Win=17940 Len=0

keep-alive E&f 2| $42I
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