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About Your Router

-

Clsco 3640

Confhguration OwerHew

% Interfaces and Connections

Total Supported LAK:
Corfigured LAN Interface:
DHCP Servor:

IPSec (Sie-to-Siek

Hauth Login Required:
Ho. of DMYPN Chenls:

[Routing
Ho. of Static Foute:

Dymarmic Rowting Protocols:

2. @IE{m|o|A0f CHEF WAN
Create Connection=

sig QIEmH oA R

Host Nathes Router

Total Flash Capacity:

Cisco 3640 105 Wersion: 12408
Morailable | Total Memory{MEB): 481 28 MB SDI Version |
48 MB
L] 0 L+ (=] L]

More ...

more ...

Wiewe Running Corfig

o A{EHS}

549 A{EH

& Up (1) = Down (5)
2 Total Supported YWAN: A{Berlal SvnciAsme)
1 Total YWAN Connections: T{HDLC)
Mt CoRfgured
& Up ()
1} GRE over IPSed: I
1} Earsy WPN Rizmmote: I
1] No. of Active VPN Clients: 0
1}
Mo

T-435t2{™ Configure > Interfaces and Connections >

I—IEL01I% £04 X2 2IE{H 0|A 2/02| B Serial SM2 MEHT]
1 Create New Connection® & 2|gLICH & 1: o|{ot 22 Ct & QIEmo|A REol B2
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File Edit Wiew Tools Help

éﬁ% Carfigre Moriita | ngﬁ 59. si"'-th 3:
In

aces and Connections

Croate Connectlion | =dit InlerfacelCannection \
L Case SCEmarin

~ Craate New Connecbon
Select m cornechon end click Create Meve Cornection
" Bthernel LA
Fitswal 2nd ACL ™ Eesmat (PPPOE oF Linencapetiated Routng)
v % Beriel (FPR HOLT or Frame Releyji
{PPP. HOLC or Fraens

#';4 — Infarrmation

WEH
Wou can configure a sefiel nberfeca for HOLC, PPP or Freme Rakay Click
Create Meswr Connectianto start.

Gwial

.

Secunty Aude

L

Fauting

Creats Mew Connection I
3. 0| AIE{H|O|A 7} LIEFHHH Next(CHS)




serial Wizard x|
WAN Wizard

Welcome to the Serial WAN Configur ation Wizard

This wizard will allow you fo configure a Serial interface for Internet connectivity

Three types of Serial ¥AN connections are suppored:

*  Frame Relay

*  HOLC

* PR

To confinue, click Mext.

............

- gacy |[[Ned > | Finisn | cancel| Help |

4. Available Interfaces & 440{| A Serial Interface 2/0(5t= F<)2 MEIS D NextS 2 =2/& L
Ct




feiaveard
Select interface

WAN Wizard
Select an Interface for the WaK connaction,

seral2 0 iSynciisync)

Ayailable Intarfaces:

<Back | Net> | Firien | cancel| Hep |
S MEE D NextE 2 2/FLICH
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Serial Wizard - Serial2/0{Sync,/Async)

Configure Encapsulation

Interface: Serialdi

Choose the encapsulation tvpe for this connection.

The High-Level Data Link Ciontrol (HDLC) connection connecls
a synchronous serial port (also0 known as a leased ling)

on A router, access server to connact o & router, access
serer, or corporate network. These routers or access

sarvers must be Cisco devices.

" Frame Relay

T Point-to-Polnt Protocal

" High-Level Data Link Control

0

6. QIE{mH o|A0) sliFstE HEH OtAT 2

<Back | Mest> | Finisn | cancel| Heip |

HIP FAE X|Hst1 Next(CHR)E £

o

=]

=

gfLICH




Serial Wizard - Serial2 /0{Sync/Async) x|

WAN Wizard 1P addvess:

Enter the IP address forthis connection

& Stallc IP address

IP address: [192.168.1.1
subnet mask: |255.255.255.I] ar 24 E
" IP Unnumbered to: | Etrarmetiin [ |

You can configure this interface to perform dmamic DMS updates by checking the
checkbox balow.

[™ Enable Dynamic DNS EI',.im*ni;EI‘!E...l

<Back | Nest> | Finisn | cancer|  Heip |

7. 1SPOI M M Z 5H= next hop IP FA(LUIE S| cholo{ 2240 et 192.168.1.2)1 22 MEHA
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Serial Wizard - Serial2 /0{Sync/Async) EI

Advanced Options

There is no static route configured on the router, & default static route ensures that
outgoing fraffic will always be sent o another router on the network.

W Default Static Route!

~ Usge this Interface a5 Forwarding Interface

{+ NextHop IP address [1921681.2
{ffyour ISP has grven you a next hop IP address enter it here)

PAT is not confipurad on any router interface. Confguring PAT allows miultiple
devices on the LAM to share this WaN connection.

I Port Address Translation

LA rterface to be trans!ated F = otEtharnet i j

-Eackl Mext = I Finish I Cﬂnnall Help I

O| &O| LIEtLt D AL X7 3t 74 @9F0| EA|ELICHOMEE &=IgLct



Serial Wizard - Serial?2/D{Sync) Async)

WAN Wizard Summary

Flease click Finish to deliver ta the router

delected Imerface Serlalil
Encapsulation : HOLC
IF address: Siatic
IF address: 19216811
Subnet mask 1255.255.255.0

Dietault Route:
Crestination Prefix 0.0.0.0

4

[~ Testthe connectivity after configuring

Destination Prefix Mask 0.0.0.0
Fongarding IF address (B2l Inferface)192.168.1.2

-

Help |

O| &ol LIEtLt 1 Bt Efol| CHEF BE ME eV ZAIELICHOEX] o™ BE MEO0| 5

BrElX| ot= BE E= XX e 7S = Qlof AlufE

Commands Delivery Status

Command Delivery Status:

B2 277t EAIELICH

|

Freparing commands for deliveny...
Submitting 6 commands, please wait...
icaonfiguration delivered to router.

K2

] 4 |
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8. Ct st CIE{m|O|AE F7H+"H/4 M| 5HE{ T Configure > Interfaces and Connections > Edit

Interfaces/Connections= AEHSFL|C}
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File Edd Views Tools Help
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Teske

Graale Conneclion | Edit ierface Connection

Intarface Lizt oM~ [F Ed 'ﬂDihti|EEummw|EDHiii © Disable ¥ Tes! Corne
= IFe face [P | s | Blol | Stalus | Description
-0 Ethematin no IF sddress Ethemet i & Dow
Fitetal =nd ACL FagtEihamet! 0 1721612 1001 D0 Eth emat 1 S lp
1921 6811 SEME] SRS 2 g
Sera fin IR sidrass Senal Sungissne ] 9 Doy
Serialdi? no R address Sefial Byniifgyme 2 @ Do
Serialdn noIF sddress Senal Synoifgyne s @ Do
Secixily Auck
*
Faoiting
. Cefails about Interfsce Barizl2/0 & Bdministrataly Up &2 Sdministrativety Do
e
o Nern Mame e Value
o ; 193.16%.1,17255.555.254.0
& Encapaulation HOLC
MAT =Hpne=
iR el | (Access Rule - inbound =Hones=
Aicess Fule - oulbound =Hurgs
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Interface Feature Edit Dialog -Serialz,/0

Connection | Azsociation \[ NAT\[ General \[Applicatiun Service \|

Encapsulation: HDLC

IP address |Static IP address j

IP address:  |192.168.1.1

Subnetmask: |255.255.255.0 ar IHE

Cynamic DS Method; Tl

Cancel Help

NAT Z4I| 18| 0]4d

S%{ NAT 71| 32|0|M

Cisco EHRE{0l M SX NATE T 45124 CH2 BHAHIE 2R ELICH

1. Configure > NAT > Basic NATE 4145t 11 Launch the selected task& £ 2!5t04 7|&

NATingS F&&LCct



Create AT Etlﬂ'lgruilnn1 Edit AT Canfiguration |

S0OM can guide you through HAT configuration tasks, FAT allows vou to
connect the hosis on your LAM fothe Internst. Selecia task then click

i+ Basic HAT

I you just have PCs or hosis anbhe LA thel need scoess {o the Interne, zelect
Ihis apticn.

T Auberanced MAT
It wou Bre hoeting 2ervers (o0, web Severs, e-mall Ssvers) thad Lears outade
Scowity Fudl wiour petweori need pocess to, aelect this ophon.
A I \"‘q
Ficuting Latnch the selectad task |

.r-.
fﬁl':ﬂ

MAT

2. Next(CHg)& = ELICH

Basic AT Wizard

NAT Wizard

Metwork Address Translason

Welcome to the Bazic NAT Wizard

b sefvice provider.

g
il E T E R DA

1 T LN F ARG EH |
ForFealk RS EE-
il AT I Hiajsd

- L1 Fa-E] FL RN O
"

Use Case Scenario

PC with private |P address

%.J

%{w--%

|5

This wizard lets you connectthe PCs and hosts on your LAN {o the Internet

To connectthe PCs and hosts to the Internet, you must perdorm these tasks:

* Choose the interface that is connected fo the Internet or to vour Internet

* Choose the networks on the LAM that are to share the Internet connection.

Finrsh | Gancsll Help

OH
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Basic NAT Wizard

NAT Wizard

Metwirk Adness Transiabon

Sharing the Internet Connection

ITthis router has & connection to the Intemet, specify how you want FCs and hosts
on the LAM to share this connection,

Choose tha interface that connects to the Intermet or your Internet sarvice provider:

|Serial2i0 >|  Details.. |

The fallowing ranges of IP addresses are allocated to netwarks directly connected
to the router, Chack the box next to each network that is to share the connection
that yvou speciiied:

| IF address range Connected Through Comment

Fastethermetl)l

™ [192.168.1.0t0 192.168.1.255 Serial2/

Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

=:Elar:|-:| et = | Finish | Cancel| Help

4. 0| 2t0| LIEFLE T AF2RI7F A8 M @ok0| EAIELICHOMES E=IELct



Summary of the Configuration

NAT Wizard

Metwork Address Trapslation
Click finish to deliver the configuration to the router.

serial2im

IP address ranges that share the Internet canne
172161 0t 172 16.1.2584

Interface that is connected to the Internet or to your Internet service provider:

ctian:

Kl
<Back | 1ert - | Finish |
5. Edit NAT Configuration(NAT Z1Z|T8|0|M =73) &Foll= HetE IP FA7 QHEEE
(PATing)E2 T+&E! S NAT ZdI|aaio|Mo| EA|IELICEH =4 £0| /}U= SE NATingE +
A5t24H Address Pool(F4 &)g 22IgfLIct
.t.‘;raatn RMAT Configuration | Edit MAT Configuration
Addrass Pool... Translation Timeouts

Designate NAT Interfaces... |

Matwiork Address Translation Rulas

Ingide Interfaceds): FasiEthernetiii

Outside Interfaceds).  Serial2/0

Translaled address
192163.11

Rule Type

Original address
17216.1.0-172.16.1.255

6. Add(F7hH& = gL ct



Address Pools

Address Pools are used to configure Dynhamic Metwark Address Translation
addresses.

Faoal Marme Address

Add...
=ilji...

Delete

I Clane selected Entry an Add

2k izancel Help 07| M=

P T4 WOl 22 HEE MBHLICLEol s HRE F

| D IP F4 %Ol Hol ATkl BRI A ﬁL—IEP O| ZR IP F=&o0f Cist =7t 278
P7| -rI SH A IP T4 &7 PATE ALSE = UELICEFA E0| T2 E M 2HRE
835l 5 524 PAT(Port Address Translation)S A=HgfL|CtH

X

192.168.1.3 - |192168.1.10

[P address:

Metwork Mask |255.255.255.0  or |24 @

Ik Cancel | Help |

7. Add(Z=7HB S



Address Poals are used to configure Dyvnamic Metwaork Address Translation

addresses.
Foaol Mame Address
pool 192 168.1. Add...
Edit...
Delete
[~ Clane selected Entry on Add
8] icancel Help
8. EditE &= #Lict
[Create NAT Configuration | Edit HAT Configurafion
Designate NAT Interfaces . | Address Pool.. | Transtation Timeouts

hletwark Address Translztion Rules
Inside Interacegs): FasiEtharnat1io

Qutside Interface(s).  Seralim

Original address Translated address Rule Type hod. |
172161 0172161255 19216811 Dynamic

9. Type(7&) % 0 A Address Pool(F4 &)& ME{St T Address Pool(F4 E)0f 0|§&
pool1(E1)2 =I5t OK(E)E E=g Lt



Edit Address Translation Rule

{ Static {* Dynamic

Direction: |Fr|:|rn inside to outside j

Translate fram interface

Inside Interface(s):

FastEthernet1i0
ACL Rule: i
Translate to interface
Qutside Interfacels): Serial2m

Type: |Address FPool

Interface
-'-'- ddress Poal

Interface:

Address Poaol: Ipu:u:ul“l ‘Tl
10. Ol Foll= =4 E2 MEF X NATingol| et Z4x|aci|o|440| E A|ElLICt.Designate
NAT Interfaces& & = gLIC}

' NAT

Create MAT Conflguration  Edit NAT Conflgurathon

Designate MAT Inferfaces... I

Hetwork Address Translation Rules

Inside Inferfaca(s): FaslEthermeat1/0

Dulside Inarfaca(s).  SerialZd

orginal address

Address Fool... | Tranzlation Tirmaouty

Translated address
192168,1.3-192168.1.10

NAT Heto M A EE LIF & 2|7 QIEmo[AE X|H

g aEE M M R 2 F XIEE AASELICH 2
2 s>dELCH II’SE‘

KIEE QlEm oA

Rule Tme

Edit..

Delete

1524 O] &2 AL ELICIHNATE

LHEM QIR 2, QF0{lAM LY

Z ol olz{g 2IE{Ho|ATH 2 E NAT #Het &M AL ELCH
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MAT Interface Setting

Selectthe list of interfaces that you want to designate as
inside f outside.

interface insideltrusted) autsideiuntruste
FastEthernet! 0 3 -
Serial2i0 r r3

o [ ]

ik icancel Help |

13 NAT Zdx|ago|M

Cisco 2t E{0|M 17 NATE T dstedH CHS EHAE 2tz &L

1. Configure > NAT > Edit NAT Configuration(NAT ZHI| 80| £=&)& MEi5t T Add(F7HE
22/5t04 T NATingS Tt &fLIct

Create MAT Confguration  Edm MAT Comnflgurat o .

Designate MAT Interfaces, | Address Paol., | Translation Timeauts

Matwork Address Translation Rules
Inside Interfaceis): FasiEthemet!/0

Lutside Intermacels).  Senallm

I Original addross Translated addrass | Rule Typa ] _—

2. Direction(#&)2 LR, 2|F EE= 2R oM LHF AtO[0d|A{ 4Bt T Translate from
Interface(QIE{H O| A0 A BHEH UM B4EHE LIS IP L8 K™ ELCH Translate to
Interface(RIE{HO|A R #HE) FAHo|M Type(R )2 MEAELICt Translate from Address(F
A0f A H4BHE IP Address(IP F4) TEof MOl P FAZ 24 IP Address(IP =4

)& MEHELICt Translate from Address(F 20| M B4EH 0l A 2HRE{Q] QIE{H|O|A FAE A

5t 5 5t24™ Interface(QIE{H 0|A)E MEHFLICH Translate from Address= Interface &
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3 56t 24™H Redirect Port(Z E. ZIC|EHA)E A ”E*L—llif O|Z Al 3t™ 2} C|dtolA0f CHaH x[H
E ZEJ} CHE A 048] C|HIO| A0 CHAH SUS S8 IP FAE AME &+ U&LICHo| #HE
& F40 cHeh ZF X E ofEof CiEt 52 M4 0H0|: SHLICLTCP ZE HE Q1 AR TCPE
2/5t1 UDP ZE tH3 0l Z<2 UDPE 2 &/&LICt Original Port Z =0 LHS C|HFO|A

S E Q|248tL|CH Translated Port Z=0i 2 RE{7} O| HH&tof| AR ZTE HEE %l‘“——’!i.*
L|C}.Configuring Network Address Translation(WIE {3 F4 B8 7 49) 9] Allowing the
Internet to Access Internal Devices(Q/E{0| LHE C|HIO|A HMA 5{E) MMS FESHAA

=
S
=2

0|I

Add Address Translation Rule |
{* Static " Dynamic
Direction: iFru:um inside to outside _'_]
Translate from interface
Ihside Interface(s):
IP address: 1721611
metwark Maskioptional): ar I %
Translate to interface
Dutside Interface(s):
Tupe: IP address |
Interface! FastEthernet1in =l
IP address: 192.168.1.3
v Redirect Part
" TGP i~ LUDP
Criginal Port: lEEIEHII Translated Port | 20]
i | isancel I Help |
o &
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251 AT

Create MAT Configuration ' Exfit MAT Configur ation |

Designate MAT Interfaces... | Address Pool.. | Transiation Timeouts... |

—— Metinrk Address Treanslation Rules

Inside Inderfacads):

Outzide Interfaceds);

Origingl address Transiated aodress Rule Type T

1721611 (3080 182.168.1.3 (B0)
Eat. |
Deleie |

e Route AR I

et & Hu{3soM

2} El ZHu|ago|M
Cisco EHREOIM 1 EIRE S 7435I2{H LIS HHE 2R AIL.

1. 14 282 T435t24™ Configure > Routing > Static Routing® MEH 5t 1 AddE Z2!&fL|
Ct

- Reuting

Static Roubing |  Doete | Dotse

Destnation Hetwark Forwarding

Prafix Frefiz Mask Interface or IF addrezs
0000 192166812

2. 0kA 37} )= Destination Network FAE 24245t 1 B4l QIE{H|O|A E= next hop IP F4&



Add IP Static Route I

— Destination Metwork

Frefix: 10.1.1.0

Prefix Mask: 255.2585 2550

[ Make this as the default route

—— Forwarding( Mext Hop )

" Intetface: Ethernetnsm =]
i+ |P Address: 192 168.1.2
— Dptional

Distance metric for this route: |1

[~ Permanent route

= Meist|oh 0] | Cancel | Help | ol &oll=
10.1.1.0 HEZ o CHa 7= I BRI O 2| IP FAE 192.168.1.22 2 E AIEL

Static Routing (Add. | Eat. Dialete Diletz Al

Dastination Mebaark Forssarding Cptional
Frefix Frefie Mask Irlerface or 1P addrass Distance Fermanent Roula Track

255 255 255.0 156216812

S et g 7u|ae o[

Cisco Bt E{0IM S 2B E T Hotc{H S BAHE 2 2stAA 2.

1. Configure > Routing > Dynamic Routing® ME{gtLIC}.
2. RIPE Me{5t 1 HE(Edit)2 S EIELCH



Routing

Secuiy Rudit
-

Fouting

SR

[\ d

. Enable RIP(RIP &3} &

Static Recating Amd. | Edi | Gaete | Delstas
Destinston Hetsork Forsardng Optional

Pre Prefis WMask Iterace of IF aderess | Distance | Permanen moute | Trae
i |
Dhmanic Reuling

Diizabled
[risakbled
MBSt D RIP TS MBS CHS Add(F7HE S=IBhLCH



Edit 1P Dynamic Houking

RIP | OSFF | EIGRP |

..... IF Er.lal::llE H”j

RIP version " version 1 i \arsion?2 " Default

1721.0.0
Add...

Lrelete

Ayvailable Interface List Make the Interface Passive
Ethernetlso
FastEthernet10
serialii
Serial2i
seriallil
Serialdis

AN

0] Cancel | Help |

Add a Network x|

Metwark: |1?2.1.1 0

] | Cancel |

orgl [ EQI3 FTAE X|™ELICH
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Edit 1P Dynamic Houking

RIP | OSFF | EIGRP |

..... IF Er.lal::llE H”j

RIP version " version 1 i \arsion?2 " Default

1721.0.0
Add...

Lrelete

Ayvailable Interface List Make the Interface Passive
Ethernetlso
FastEthernet10
serialii
Serial2i
seriallil
Serialdis

AN

0] Cancel Help
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Deliver Contiguration to Roukter

Deliver delta commands to the router's running config.

Freviewy comimands that will he delivered to the router's running configuratian.

rauter rip

wersion 2

ho auto-summary
hetwork 172.1.0.0
exit

K3

The differences between the running configuration and the stadup configuration are lost when
router is turned off.

[ Save running config. to router's startup config.
This operation can take several minutes.

Deliver | Cancel | Eavetnﬂlel Help |
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Finsmual =nd AL
_'F
WEH
o~
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Seeaaity Aud] | | |
i Crmamic Routing Edit...
Foting Heri MHare Ibem waluz
s
L ]
ol =IF wersion varsionz
AT sebick 1721.00
Fazsive Imedsca rang
|
Z|Et 74

Cisco P E{0|M CHE 7|& MY S FHstt{H OIS BHE 22t MAIR.

1. B} RES EAE O|F, TRl O|F, Hi{ & &5 M8 £82 ¥HE 524 Configure(T) >
Additional Tasks(F 7} £ ¥d) > Router Properties(E+E| &43)& MEHS 1 Edit(HE)E 22
gLict



# Additional Tasks

DeAdce Properties Edit...

| "'E Ua1e.lT|me

= f;; DJIErETP Hem Name ern Value |
-t SHMP
oW Darrain Marme

B8 Rouler decess Banner Mone
i s eF AR BUREEN B Enable Secret Password Mone
-l Mlanagemeni Access

gasH
-5 Sepure Device Provicioning
G1-_] DHCF

' oris
ok Cymamic OHE Wethods
(- AL Editor
' Portto Application Mappingd
B-_S URL Flitering
B8 At
~f' Local Pools
45 Roular Provisioning
E-_] Configuration Managermeni

2. A8 xt HHE 2t E{oll 74+ /AHA| 824 Configure > Additional Tasks > Router Access
> User Accounts/ViewS MEf&rL|C}

 Additional Tasks

548 Fouter Properlies D RO N add .| Edit. | Delets |
L&) DatesTime

- MTRISNTP
A&l Looging
& SHMP
| et Add an Account
EI 'ﬁ Fouier &ccess
gl User Accountsiyiew] Enfer the usemarne and passward
-
g Managerment Access Lsername: |
Pl esH
i Securs Device Provisioning Password
-3 DHCP
I DHE Password =MHona=
il Dynarnic DNS Methods
- ACL Editor Mew Faseword. |
| fE' Fort ta Agplication Mappingd
=L URL Filtering Canfirm Mo Password: |
- s
fﬁ' Lacal Faols [v Encrmt password using MOS hash algorithm
- Router Provisioning
B3 Condiguration Management

semame Password Privilzge Lewal View Mame
zomsdim 5 =MHona=

Privilege Level: |1 vI

T mssaciate a View wih the user

“iew Marme | SD_sdrminietraton J|Iﬂ Viewe [Tetzils

oK | Cam:all Help |

3. PC OlLIZ} 2FRE{Q] NVRAMO| ZAI|2Bfo|ME ME ST 3x] AHI|ado|lHE 7|2(2E)
MYo =2 MM 5e{™ File(It ) > Save Running Config to PC..E &g L|Ct




. 8E MiscnRnaiber and Seciwty Device Manager (SDM): 17206017 =101 %]

[MlCY Edr Wlew Tools Help

Sava Ruaning Confg b PC... . Cisco SYSTENS
@ : 9

\iyrite 10 Starup Cardig...

Fresal o Faclory defaos

Flle MaraEermeart

Interface List Sadde & Edt 1] Dekele | @ Bummary |E Defalz @ Cisabn & Tesi Comecion

Intarace IP | Tvpe | zot | stz | Descaption
Elharme0m rin IF addrass Etharmel 1] & Doy
Fale emetl 1721612 101 DCEheme] 1 ‘:.l Up
pli] 14216211 Burial Syrcihayms 2
BEHE an no IF acdress Seral Snissyrc 1 n DEI'A
Berial2i? ro P address Berial Syt 1 & Cicras
Senal2r3 no IF address Seral SynCiRsyne 2 W@ Dow
Secuity ;u:t
L 4
Routing
Dorbsils about Inlerfece; Senalza 0 administratively Up & Adrninisirafyely Doren
Hem Hame Ham Yahue
1P adores s/subnet mask 182.160.1.1/255.295.355.0
[k iugion Peesarition E:}aﬁulﬂhnﬂ I-'Ir.[il:lu-ne:-
ficcess Rule - inbowend =hone=
ﬁ = Arcess Rule - auound ~kong=
Clunity of Sendos I:'R| ' :'||I||:, -'-M:lru:-*
MY BEAEZ Ol oP04 ‘E’é. > [BE dE|E MEisto{ O (A8 28 MY SME g
SterLICH 2t Eo| MEs P7I 10 BHE 02l SLICh MY mtd S ZeiAlof XMEELCH
SDMOIM ZE57] Toi| &QlgL|Ct 2 E/Ad g Tty M QIEH oA HENE AE ZLIE

R LICH

User Preferences %

Select your preferences and click the OK button to aclivate them. These preferences are saved as a
cookie inyour browser. Fcookies are disabled inyour broweser, it onky applies to the current session.
To rastore the default settings, click the Default button and then click Cikd

v Save signature file to Flash.
v Confirm before exiting fram SO,

v Continue monitoring interface status when swilching modefask
Masdirmum number of interfaces to monitor: |4

ok | cancel |  Deraur | Help |

0

CH&2 sdstedd 75.*°.=1 EANEOM E7[E MEFLICHE, 78 = ZLIE HOIX[E &4

ch.2h2Efo] A% S0 747201442 EHelErLICt.Chest show B 2 7ISDM 7|2 RIS
ZLICt.CLISH SDM&E Sall 7+ E 2t E Hm|TadolMo| e B2 2t*H Hm|asolME
57155248 Refresh& HEHENL|CH



B Ciscn Router and Security Device Manager (SDMe 1721617 _‘I_n

File Edil QUSR Tools  Help

Home - Cisco Svsnel
@ Hao Manitor ﬂ g f"i T
¥ Configura RAsfe=sh S Sesch Hela
S Monitar s
-
Running Confg.. L
ElrE BT S | Edit Interface/Connection
S0M Dafaull Rulgs... @A Ees [Josete @ommay B Ostak @ Dsstle g8 Test Connecton
Refash
TIETTACE IF | TomiE I Slot [ Slatus | Diescriphon
Ethemetlid no P adimess Elhemet 1] i@ Doy
Firzual and ACL FagiEtheriat I TVE161.3 10 DETnermat 1 (=g
. 192 168, . 3
Benalzi no P addmss Senal Symciksyne ) I Do
Beralz? no IR adisess Seral Syneiayne z 1@ D
Senal2a o P adisess Sefal Synciasyne z i@ Doy
|_|
L)
Securty Aucik
s 4
Rauli (]
Dietailz about iredace:Sansl20 & Adrinistratmely Up & Adminisirativaly Ciown
ttem Marna Itarn Value
IP addressizubnet mask
Intnesion Presvertion Encapsulation HLC
- SR hAT Manes
— Arcass Ruls - Inbounid AManes
& Aooass Ruls - outhound “[Hane=
Camlihy af Sorace IPSac Policy =rarge=
LR L TN I o TR B N -

CLI Z41|28|0]4

et E ZragolMd

Rout er #show run

Current configurat
|

version 12.4

|
host nanme Rout er
|
boot - st art - mar ker

boot - end- nar ker
|

enabl e password ci
|

no aaa new nodel
|

resource policy

Bui | di ng configuration...

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

no | oggi ng buffered

!--- RSA certificate generated after you enable the !---

ion : 2525 bhytes

Sco




ip http secure-server comand.

crypto pki trustpoint TP-self-signed-392370502
enrol | nent sel fsigned

subj ect - nanme cn=I OS- Sel f - Si gned- Certificate-392370502
revocati on-check none

rsakeypair TP-sel f-signed-392370502
|
1
crypto pki certificate chain TP-self-signed-392370502
certificate self-signed 01

3082023C 308201A5 A0030201 02020101 300D0609 2A864886
F70D0101 04050

30312E30 2C060355 04031325 494F532D 53656C66 2D536967
6E65642D 43657

69666963 6174652D 33393233 37303530 32301E17 0D303530
39323330 34333

375A170D 32303031 30313030 30303030 5A303031 2E302C06
03550403 13254

532D5365 6C662D53 69676E65 642D4365 72746966 69636174
652D3339 32333

35303230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818

C86C0F42 84656325 70922027 EF314C2F 17C8BBE1 B478AFA3
FE2BC2F2 3C272

A3B5E13A 1392A158 73D8FEOD 20BFD952 6B22890C 38776830
241BE259 EE2AA

CF4124EA 37E41B46 A2076586 2FOF9A74 FDB72B3B 6159EEF7
ODEC7D44 BE489

9E351BF7 F5C808D9 2706C8B7 F5CE4B73 39ED8A61 508F455A
68245A6B DO72F

02030100 01A36630 64300F06 03551D13 0101FF04 05300301
01FF3011 06035

11040A30 08820652 6F757465 72301F06 03551D23 04183016
80148943 F2369

ACDBCCA6 CAO4ECA7 C68B8179 E205301D 0603551D OE041604
148943F2 36910

DBCCA6CA 04ECA7C6 8BB8179E2 05300D06 092A8648 86F70D01
01040500 03818

3B93B9DC 7DA78DF5 6D1D0D68 6CE075F3 FFDADOFB 9C58E269
FE360329 2CEE3

D8661EB4 041DEFEF E14AA79D F33661FC 2E667519 E185D586
13FBD678 F52E1

E3C92ACD 52741FA4 4429D0B7 EB3DF979 OEB9D563 51C950EQ0
11504B41 4AE79

ODDOBE16 856B688C B727B3DB 30A9A91E 10236FA7 63BAEACB
5F7E8602 0C33D

qui t

!--- Create a user account named sdmsdm wWith all
privil eges.

user nane sdnsdm privil ege 15 password 0 sdnsdm
!
!




1

1

1

!

interface Ethernet0/0

no i p address

shut down

hal f - dupl ex

!

!--- The LAN interface configured with a private IP
address. interface FastEthernet1l/0 ip address 172.16.1.2
255. 255. 255. 0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

!--- This is the WAN interface configured with a
routable (public) IP address. interface Serial2/0 ip
address 192.168.1.1 255.255.255.0 /--- Designate that
this interface is the !--- destination for traffic that
has undergone NAT. ip nat outside

ip virtual -reassenbly

1

interface Serial2/1

no i p address

shut down

!

interface Serial2/2

no i p address

shut down

!

interface Serial2/3

no i p address

shut down

!

!--- RIP version 2 routing is enabled. router rip
version 2 network 172.1.0.0 no auto-summary !--- This is
where the commands to enable HTTP and HTTPS are
configured. ip http server ip http secure-server ! 1---
This configuration is for dynamic NAT.

!-—-- Define a pool of outside IP addresses for NAT. ip
nat pool pooll 192.168.1.3 192.168.1.10 net nmask

255.255.255.0 !--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source list 1 pool pool1l
| I-—-- Access list 1 permits only 172.16.1.0 network to
be NATed. access-list 1 remark SDM ACL Cat egory=2
access-list 1 permt 172.16.1.0 0.0.0.255 ! 1--- This
configuration is for static NAT

!--- In order to translate the packets between the real
IP address 172.16.1.1 with TCP !--- port 80 and the
mapped IP address 192.168.1.1 with TCP port 500. ip nat
inside source static tcp 172.16.1.1 80 192.168.1.3 500
extendable

!
1




1
!--—- The default route 1is configured and points to
192.168.1.2. ip route 0.0.0.0 0.0.0.0 192.168.1.2 ! | /-
-- The static route is configured and points to
192.168.1.2. ip route 10.1.1.0 255.255.255.0 192.168.1.2

I I control-plane ! I 1 1 1 L1 1 1 I [ine con O |line
aux 0 !/--- Telnet enabled with password as sdmsdm. |ine
vty 0 4 password sdmsdmlogin ! ! end

CtSS &QlgrL|Ct.
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| IF address f hosthame

Select a ping option, enter the required value and click Start

" Aautomatically determined by SDM (% User-spacified 182168.1.2

|
: = Summary &g Detals
[ formation Xs
Cheacking inten 1]
Checking inter ucces sl
Checking exit i @ Test Connection successfull ueeassful
uccessiul

Pinging to desi
The connection is up on the selacted inferface,

Failure Reason(s) Recommended Action(s)
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~
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Secuiky Aokl
Diefails about Inarzoa: Sanali & Armministrata b Lip & Administraivehy Down
122 Mare Hern valus
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. Excapsulation HOLE
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Hardware /Software Details

@

Hardware Details | software Details ]

Hardware Configuration

B9 |Cisco 3540 (R4700) - =Routers |

~E= gt 0 1 Bthernet and 2 WiIC slots Metwork Madule
~E= Zlat 1: 1 Fast EBthernet and 2 WIC slots Metwork Mo
~E= gt 2 4 Port AsynciSync Metwork Module

&5 =lotd: 1 SME(Free space3hE)

~ 5 flash: 31 MB(Free spacelhE)
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a Ciscn Router and Security Device Manager Online Help - Microsoft Inbernet Explorer - |I:||ﬂ
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s e Edit Interface/Connection ‘
Hame Page

This wandowy displays the router's intemaces and connections. The

LAMN Wizard windowy also enables you to add, edit, and delete connections, and
Ethernet Lonfiguration to enzble or disable connections
LAM Wizard: Select an Intarface
LAN Wizard: IP Address and Subne!
LAN Wizard: Enable DHCP Server Add
LAN Wizard: DHCP Address Pool
ﬂ?ﬁ;ﬂ“&?fnm . Clicking the Add button displays a drop-down menu. This menu will
LAN Wizard: Switch Port abways have options to add a new loopback o tunnel interface,
IRB Bridge and If thers are swatch ports present on the router, this menu wll
BVI Configuration have an option to add a new YLAMN. When you choose an
DHCP Pool for B unconfigured interface, and click Add, the menu contains choices
IRE for Ethernet for adding a connection on that interface.

Layer 3 Ethernet Configuration
80210 Configuration

W . i i
Trunking or Rauting Canfiguration if wiou wiant to reconfigure an interface, and see no choices except

Configura Switch Device Module Loopback and Tunnel when you click Add, choose the interface
Configure Gigabit Eihernat Interface and click Delete. All e types of connections available for that kind
Summary of interface will appear inthe Add menu. Click Available Interface
How Do |... Confiaurations o 5ee what confiourations are available for an
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