SDMEZ &8t Cisco I0S 23&F 7|dF HA| A X|0q:
29 O 7t 4 et 2o

AT 27 Mg
27 A
ABEE T 24

HHZE HE

T

MEXIoL E7| A
oM EZ 4
SDM CLI 27| x|
Ct2 S sfelgtuct.
=X si&

=t

L

0

c
0>| ol

HL

o

[

7

oteE 3 Eot 7|52 ditro = HE o| C|HIO|AMM X[HE|H, Ol HERZ elZ2tet Eot
MH[A Zhof| 22| el Hets| 2= &FLICE Cisco Integrated Services Router2| £ o &l 2t &
7|s0| SEElo{E o|zfs HE S Cfs & x| 22l MBEIX| gt&LCH Y8 ZX2ME 7IsY
GHE el 02 E= MH|A #E| 2EE AMEHSHT| s 74 7Is2 22lsHok & LCt. Cisco
I0S® AZEf|01 7|52 CLI E7|E S 7|8 CLI AHMAZ o|24Et 2F AFEE siZAFLICE O
E A0l M= Cisco 10S Role-Based Access Control2| SDM x| 240 2|5l o|El Z4xm|a2f|o|AMoil CH
5l A3, Cisco I0S Command-Line Interface®| M CLI F2| 7|0l CHEF HHES M3 EhLict.

NS T AHE

2T M

Ol EAMof CiEr &7 2710| ei&Lch

AEElETH A

ol 2

rir
m
o
k>
|H
m

Hoi K st=EH o HH ez SHEEX| ef&LCH

Ol EMe| HE= 5 & g &2l CIHIO|AE EOIZ A EE|I&LICH O EA{ol AHEE 2 E Clut
OlAE Z7|EHE(Z7|2) dulaelolMez AR EIRELICH SR HELZT 25 5 89, ZE

BHolo| HAXQ F&FE O|2| SKIstAlZ7| HHEFLICH



E7| 73

24 ol CHEF AFMIBH LIS S Cisco 712 Bl REIS HASHAIR.

pre ZE0| BHPE U QIZat (70| KX BEIE WEXD 2% T80 YT WS, VPN
2ol wx| 7150 KX ZEIE Hot 2 IZof YFLICH CLIE7|E 2ot 7l HmlazolM
3! DLIE{R 7|5 secops 1B OE ABtatm, HHTHE UET 4, 2t e U J|E Qlzal Are
S netops 1B 2 XEHE % LIt

UL EAM AARIE Dol A AMeHE Hr|ladolM e BLER 7|52 M35H712 |sHK|gH 1
ZHO| CHE ClHIO|A M™HE M5 HLE 8 == QISLICE CHA| 8t |1 CLI E7|= CLI 7Is 2 M8
Mo 2 x|o{stod AF2A} L= A2 A} 220| QIS = Td2dnt Alstst T 2 x|8HstL|C}.

LLOL- OOL- 20O

A \!_—S/ Routing

®* Config
Interfaces

Cisco 10S AZEQ|o{= AFEXI O|& EE= AFERF & HEHAo et CLI BYEE A™ls
&St HEE = ULTF TACACS+ MEH{O|AM CLI BEE HMetét= 7|s2 MBS Lt CLI &
7|z |AE 7152 MB5HRIE AAA MEHOIM AFE XS] XIHE E7|E F=AlEt = B

O|3H M X047t M EILICH. AAA BE THEt F0iE A E B ZE HH2 AAA Mol M 71
Mo =2 Mg FoqsloF gLict 2™ C|Hto|A S AAA M ZHo BIEd&tA| C

LICt CLI E7|= C|HIO|AY CLI E2 XM|0{& §{S5t= BHH AAA B Heh Roi= AFSRI7H A
AStE 2E ClHo|A S e WY M Ho{ HAME MEFLICH

=

ol MMof= o] EM0iAM BBt 7IsS FEst7| flet HET EAIFLICH
B BE x5 T F(SHE DAL STF)E AHSstod of Mol ArSE B0l CHEF REAEH LIS

EHolstdAl2.

Algxiel 27| o4

AMEX= AAA EE= 24 015 Hu|aefo|Mol ghet S E & S
Ch 24 Amagojde] 32 ALEX 0|§2 FdE M E7] o|§ YRlstE F7H EI| 82
B FdELict oh3 oM ArEXHE 7|2 SDM 2 7]of Cha 7+ JElLict

username fw-user privilege [privilege-level] view SDM_Firewall
username monitor-user privilege [privilege-level] view SDM_Monitor
username vpn-user privilege [privilege-level] view SDM_EasyVPN_Remote
username sdm-root privilege [privilege-level] view root
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enable view view-name
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router (config#parser view test-view
No view Active! Switch to View Context
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router (config-view) #commands configure ?
exclude Exclude the command from the view
include Add command to the view
include-exclusive Include in this view but exclude from others
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router#sh parser view
Current view is 'SDM_Firewall'
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parser view SDM_Firewall
$1Sw/cDSTlryjKM8aGCnIaKSm.Cx9/
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exec include
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exec include dir

exec include
exec include
exec include
exec include
exec include
exec include
exec include
exec include
exec include

exec include ping

exec include
exec include
exec include

write

all ip inspect
all ip verify
all ip access-g
ip

description

all no ip inspe

roup

ct

all no ip verify

all no ip acces
no ip

no description
no

end

all access-list
all ip access-1
all interface
all zone-pair
all zone

all policy-map
all class-map

s-group

ist

all parameter-map

all appfw

all ip urlfilte
all ip inspect

all ip port-map
ip cef

ip

all crypto

no end

all no access-1
all no ip acces
all no interfac
all no zone-pai
all no zone

r

ist
s-list
e

r

all no policy-map

all no class-map

all no paramete
all no appfw

all no ip urlfi
all no ip inspe

r-map

lter
ct

all no ip port-map

no ip cef

no ip

all no crypto
no

all vlan
dir all-filesystems

crypto ipsec client
crypto ipsec client
crypto ipsec client
crypto ipsec client
crypto ipsec

crypto

write memory

all ping ip
configure terminal

configure
all show

ezvpn connect
ezvpn xauth
ezvpn



commands exec include all debug appfw
commands exec include all debug ip inspect
commands exec include debug ip

commands exec include debug

commands exec include all clear

SDM_EasyVPN Remote £.7|

parser view SDM_EasyVPN_Remote
secret 5 $1SUnC3$ienYdOL7Q/9xfCNkBQ4UuU.
commands interface include all crypto
commands interface include all no crypto
commands interface include no
commands configure include end
commands configure include all access-list
commands configure include ip radius source-interface
commands configure include ip radius
commands configure include all ip nat
commands configure include ip dns server
commands configure include ip dns
commands configure include all interface
commands configure include all dotlx
commands configure include all identity policy
commands configure include identity profile
commands configure include identity
commands configure include all ip domain lookup
commands configure include ip domain
commands configure include ip
commands configure include all crypto
commands configure include all aaa
commands configure include default end
commands configure include all default access-list
commands configure include default ip radius source-interface
commands configure include default ip radius
commands configure include all default ip nat
commands configure include default ip dns server
commands configure include default ip dns
commands configure include all default interface
commands configure include all default dotlx
commands configure include all default identity policy
commands configure include default identity profile
commands configure include default identity
commands configure include all default ip domain lookup
commands configure include default ip domain
commands configure include default ip
commands configure include all default crypto
commands configure include all default aaa
commands configure include default
commands configure include no end
commands configure include all no access-1list
commands configure include no ip radius source-interface
commands configure include no ip radius
commands configure include all no ip nat
commands configure include no ip dns server
commands configure include no ip dns
commands configure include all no interface
commands configure include all no dotlx
commands configure include all no identity policy
commands configure include no identity profile
commands configure include no identity
commands configure include all no ip domain lookup
commands configure include no ip domain
commands configure include no ip



commands configure include all no crypto
commands configure include all no aaa

commands configure include no

commands exec include dir all-filesystems
commands exec include dir

commands exec include crypto ipsec client ezvpn connect
commands exec include crypto ipsec client ezvpn xauth
commands exec include crypto ipsec client ezvpn
commands exec include crypto ipsec client
commands exec include crypto ipsec

commands exec include crypto

commands exec include write memory

commands exec include write

commands exec include all ping ip

commands exec include ping

commands exec include configure terminal
commands exec include configure

commands exec include all show

commands exec include no

commands exec include all debug appfw

commands exec include all debug ip inspect
commands exec include debug ip

commands exec include debug

commands exec include all clear

SDM 2LIE E7]

parser view SDM_Monitor
secret 5 $1SRDYWSOABbxSgtxlkOozLlkBeJ9/
commands configure include end
commands configure include all interface
commands configure include no end
commands configure include all no interface
commands exec include dir all-filesystems
commands exec include dir
commands exec include all crypto ipsec client ezvpn
commands exec include crypto ipsec client
commands exec include crypto ipsec
commands exec include crypto
commands exec include all ping ip
commands exec include ping
commands exec include configure terminal
commands exec include configure
commands exec include all show
commands exec include all debug appfw
commands exec include all debug ip inspect
commands exec include debug ip
commands exec include debug
commands exec include all clear

Cte& &QlIRrL|Ct.

24x of T+ ol CHall ALS 7hsEh =l ™ARt7} eigLich

=X &

24xl o] Zm|TagolMol A8 E +~ U= EH EXM 2 H

2 HE




- A% 7|EF CLI HMA
. 71& XI§d & X - Cisco Systems



//www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_role_base_cli.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	SDM을 통한 Cisco IOS 역할 기반 액세스 제어: 운영 그룹 간 구성 권한 분리
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	배경 정보
	구성
	사용자와 보기 연결
	파서 보기 구성
	파서 보기 연결 확인

	SDM CLI 보기 지원
	SDM_방화벽 보기
	SDM_EasyVPN_Remote 보기
	SDM_모니터 보기


	다음을 확인합니다.
	문제 해결
	관련 정보


