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[system] [HealthMonitorThread] TOFU failed.

Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-sec, OU=Prime Infra, O=Cisco Systems, L=SJ, ST=CA, C=US

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException:
Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-sec
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[system] [seqtaskexecutor-3069] TOFU failed.

Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=ISE-server

javax.net.ssl.SSLHandshakeException: java.security.cert.

CertificateException: Trust-on-first-use is configure for this connection.
Current certificate of the remote host is different from what was used earlier
- CN=ISE-server
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[system] [HealthMonitorThread] TOFU failed.

Check local trust Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-pri, OU=Prime Infra, O=Cisco Systems, L=SJ, ST=CA, C=US

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException:
Trust-on-first-use is configure for this connection.

Current certificate of the remote host is different from what was used earlier
- CN=prime-pri
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ncs certvalidation dover-certs listcerts @& Al 835104 QIS 4

O £=42 Cisco Prime Infrastructure 7|2 A [IP=1XX.XX.XX.XX]0| A 7}X{Z LIC}.

prime-pri/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection,
if trust-on-first-use is configured - ncs certvalidation certificate-check

host=1X.XX.XX.XX_ 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-pri
host=1Z.2Z.22.ZZ_443; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=ISE-server

host=1YY.YY.YY.YY 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-sec

prime-pri/admin#

0| €242 Cisco Prime Infrastructure & M [IP=1YY.YY.YY.YY]0Ol M 7}X4SLIC}.

prime-sec/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection,
if trust-on-first-use is configured - ncs certvalidation certificate-check



host=1YY.YY.YY.YY 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-sec
host=127.0.0.1 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-sec
host=1X.XX.XX.XX_ 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco Systems/OU=Prime Infra/CN=prime-pri

prime-sec/admin#
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- ncs certvalidation budoum-certs deleteert host 1YY.YY.YY.YY_8082
- ncs certvalidation budoum-certs deleteert host 12.7272.Z27Z.77Z 443

E X MH{0l M ncs certvalidation dofcerts deleteert host 1X.XX.XX.XX 8082 HZI2 Al235l0{ 7|
Meo| F8 25 Mofl CHst o|™ &S & &lstn APA|ErLct.

HAE 7|20 EX2 CtA| Z=7(8}

1EHA|. ZH2|XF HEto| e AF2 X} IDQF H|ZEH S 2 Cisco Prime Infrastructureol 2 21 Q18 L|C}.

2EHA|. M0l M Administration(22l) > Settings(4) > High Availability(L.7+ £4)2 o|SgL|ct
.Cisco Prime Infrastructure0fl HA &'E{f | O|X|7} & A|EILIC}.

3. HA Configuration(HA Z4I| 2 2|0|M)E MEdSE O CHE 1 20| ZEE =t LCH

1. BEX MH:EX MHe|IP FAEE SAE O

2. 21& F.EZX MHE MxIstE S MYE 215

3. O|MHIY F4:HA &Ef #HZE0] CHE L3S
L|Ct.Mail Server Configuration(Hl & AMH
5o oMY &g o|O| 78 A< of
MEl A 550l F7HELICH

T 44— |/

4. o ZX| f8:+3 £ IS UEFLICL+S 2 MEistE 20| E&LICH
|

SAE O|EEIP FAZ E0QI6l2{T DNS HHE AI25tE 72d0| £Z4LICH.DNS AMEH CHA
Jetc/hosts I U2 AI25tE B SAE OIE A EX IP FTAE 238H{of &hLCt.
ATHA| 744 IP 7152 AH83tE B Enable Virtual IP(7HY IP 848} &QlEtE MENSH OIS CFS

o Zo| £t 2EE 228 I—IEP.

1.1PV4 7t IP:5F HA MEHOIM 25 A8 7t8 IPv4 A8 URFLICH

2. IPV6 7H4f IP:(AEY Al-é*) F HA MM 25 A8 IPve FAE 212E
£ M7t %Olor Meslof UX| gto™ 7H4 IP F x|x+o| At SstR| of&LIchIPVe A E5
fe802 B3-2H LI?Hé_ A~ RIES 9I5 olerElo] oD 2 ALBEHR| DHIAIS.

57|, Check Readiness(Z£H| & 2)& 22|50 HA &3 24 oli7ied=7t Zdm| i o|Mof CHal &
HIZ|{=X| = elgfLct.

6CHA|. O|MHE Tl EAIZEES EoiH S82 225104 047|0f EA|E CH2 HA X SE, d|o|E{H| 0|
A SN Y HASE ¥ 100% 22 E = QI LICt.Cisco Prime Infrastructure= HA 8§ ZZ2MAE
A|ZHEHLCY, M3I ™o =2 2t= E|M Configuration Mode(Z4X|28|0|M 2 E)04| Primary
Active(7|E & Z2ro| E AlEL|Ct

0|I'I

[= 2|
£0|
=

o)2



Pre HA Registration Database Replication Post HA Registration

100% 100% 100%

(] System Lavel & Database DNS & uUpdate Database
Prechecks Check Roles

& Peer Server @ Standby Database & Update System
Sync Creation Firawall

@ Create HA @ Copy Database & Enable Database
Conhg Files Archive Folicies

ISE M CtA| 71

1E7|. Administration(E 2l) > Servers(A{H) > ISE Servers(ISE AMtH)E 0| S & L|ct.

2EHA. Select a command(B & MEY) > Add ISE Server(ISE M £7hHZ 0|58t CIS 0|8
3EHAL ISE MOl IP T4, AHEAL Ol U HIZHS & Ql2dsLCt.

ATHA| ISE M HIZHS E &olghL|ct.

S5CHA|. MES E=IFLc.
CIS2 elgfLict.

ncs certvalidation dover-certs listcerts @E& AIE3510{ A QIS ME & QIE = &L

i e

. Cisco Prime Infrastructure & 2|4 & :http://www.cisco.com/c/en/us/support/cloud-systems-
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