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A Administration / Users / Users, Roles & AAA

AAA Mode Settings AAA Mode Settings

Active Sessions
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Task List

@ Please copy and paste the appropriate protocol data below into the custom/vendor-specific attribute field in your AAA server.

TACACS+ Custom Attributes RADIUS Custom Attributes
@ If the size of the RADIUS attributes on your AAA server is more than 4096 bytes, Please copy ONLY role
retrieve the associated TASKS

role0=Admin NCS:role0=Admin

task0=View Alerts and Events NCS:task0=View Alerts and Events

taskl=Run Job NCS:taskl=Run Job

task2=Device Reports NCS:task2=Device Reports

task3=Alarm Stat Panel Access NCS:task3=Alarm Stat Panel Access

task4=RADIUS Servers NCS:task4=RADIUS Servers

task5=Raw NetFlow Reports NCS:task5=Raw NetFlow Reports

task6=Credential Profile Delete Access NCS:taské=Credential Profile Delete Access

task7=Compliance Audit Fix Access NCS:task7=Compliance Audit Fix Access

task8=Network Summary Reports NCS:task8=Network Summary Reports

task9=Discovery View Privilege NCS:task9=Discovery View Privilege

taskl0=Configure ACS View Servers NCS:taskl0=Configure ACS View Servers

taskll=Run Reports List NCS:taskll=Run Reports List

taskl2=View CAS Notifications Only NCS:taskl2=View CAS Notifications Only

taskl3=Administration Menu Access NCS:taskl3=Administration Menu Access

taskl4=Monitor Clients NCS:taskl4=Monitor Clients

taskl5=Configure Guest Users NCS:taskl5=Configure Guest Users

taskl6=Monitor Media Streams NCS:tasklé=Monitor Media Streams

taskl7=Configure Lightweight Access Point NCS:taskl7=Configure Lightweight Access Point

Templates Templates

taskl8=Monitor Chokepoints NCS:taskl8=Monitor Chokepoints

taskl9=Maps Read Write NCS:task1l9=Maps Read Write

task20=Administrative privileges under Manage and y NCS:task20=Administrative privileges under Manage y
Z A

2EH7A|. oleqEt EEE SAtetod HZE mhdol K& LICH

3EA. ACS MHO A8 A XIE 7Hef THIQI §EE FItolior & & UELICLAISA XIE 7He &
o4

o
= =
Hel EM42 SYet 2 S5 mo|X| StEHM AFEE = A &LICH

@ Virtual Domain custom attributes are mandatory.To add custom attributes related to Virtual Domains, please click here.
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TACACS+ Custom Attributes RADIUS Custom Attributes
virtual-domain0=ROOT-DOMAIN NCS:virtual-domain0=ROOT-DOMAIN
virtual-domainl=testl NCS:virtual-domainl=testl
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New Services

Service Protocol
@ ciscowlc commaon
v Wireless-WCS HTTP
v NCS HTTP
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¥ NCS HTTP

~ Custom attributes

virtual-domain0=ROOT-DOMAIN
roleQ=Admin

task0=View Alerts and Events
taskl=Device Reports
task2=RADIUS Servers
task3i=Alarm Stat Panel Access
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/opt/CSCOlumos/logs CIZE 2| A A& 7+S 8t Prime £ E CLIOIA usermgmt.log® ZHEELICH
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2016-05-12 15:24:18,517 [http-bio-443-exec-10] DEBUG usermgmt - [ [TacacsLoginModule]



user entered username: 138527]

2016-05-12 15:24:18,517 [http-bio-443-exec-10] DEBUG usermgmt - [ [TacacsLoginModule]
Primary server=172.18.70.243:49]

2016-05-12 15:24:18,517 [http-bio-443-exec-10] DEBUG usermgmt - Thread Id : [835], Entering

Method : [login], Class : [com.cisco.xmp.jaas.tacacs.TacacsLoginClient].
2016-05-12 15:24:18,517 [http-bio-443-exec-10] DEBUG usermgmt - Thread Id : [835], Entering
Method : [login], Class : [com.cisco.xmp.jaas.tacacs.SecondaryTacacsLoginClient].

2016-05-12 15:24:18,518 [http-bio-443-exec-10] INFO usermgmt - [Tacacs:connectTacacs() ]
[prepare to ping TACACS+ server (> 0):/172.18.70.243 (-1)1.

2016-05-12 15:24:18,619 [http-bio-443-exec-10] INFO usermgmt - [Tacacs:connectTacacs()]
[Tacacs: Num of ACS is 3].

2016-05-12 15:24:18,619 [http-bio-443-exec-10] INFO usermgmt - [Tacacs:connectTacacs()]
[Tacacs:activeACSIndex is O0].

2016-05-12 15:24:18,619 [http-bio-443-exec-10] INFO usermgmt - [Tacacs:connectTacacs()]
[Tacacs: Unable to connect to Server 2: /172.18.70.243 Reason: Connection refused].

2016-05-12 15:24:18,619 [http-bio-443-exec-10] DEBUG usermgmt - [ [Thu May 12 15:24:18
EST 2016] [TacacsLoginModule] exception in client.login( primaryServer, primaryPort, seconda..:
com.cisco.xmp.jaas.XmpAuthenticationServerException: Server Not Reachable: Connection refused]
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