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Cd /Radius/Advanced/Diameter/

Diameter/
IsDiameterEnabled = TRUE
General/
Product = CPAR
Version = 7.3.0.3

AuthApplicationIdList = 1:5:16777264:16777265:16777272:16777250
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AcctApplicationIdList = 3
TransportManagement/
Identity =

aaall.aaa.epc.mnNCXX.MCCXX.

3gppnetwork.org

Realm = epc.mncxx.mccxx.3gppnetwork.org

WatchdogTimeout = 500
ValidateIncomingMessages
ValidateOutgoingMessages

FALSE
TRUE

MaximumNumberofDiameterPackets = 8192

ReserveDiameterPacketPool = 0
DiameterPacketSize = 4096
AdvertisedHostName/
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Cd /Radius/Clients/

DRAO1/

ik &

FastRules&=

AM) al x|E!

Name = DRAO1
Description

aaall.aaa.epc.mncxx.mccxx.3gppnetwork.org

A< DRA)E /g E LCH

Protocol
HostName
PeerPort

diameter
X.X.X.X
3868

Vendor =
IncomingScript~
OutgoingScript~ =
AdvertisedHostName =
UserLogEnabled = FALSE
AdvertisedRealm =
InitialTimeout = 3000
MaxIncomingRequestRate = 0
KeepAliveTime = 0
AuthSessionStateInASR =
SCTP-Enabled = FALSE
TLS-Enabled = FALSE
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Cd /Radius/FastRules/

FastRules/
RuleDefinitions/
Entries 1 to 5 from 5 total entries
Current filter: <all>

rl/
Name = rl
Description = Used for HSS initiated Flows
Protocol = diameter
Condition = "1 OR 2"
Success = author(3gpp-reverse)
Failure = Rule(r2)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 304
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 305
r2/
Name = r2
Description = Used for PGW Update procedure over S6b
Protocol = diameter
Condition = "1 AND 2"
Success = author(s6b)
Failure = Rule(r3)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = Request
Attribute = Auth-Application-Id
Value = 16777272
2/
Name = 2
Description =
Dictionary = request
Attribute = Diameter-Command-Code
Value = 265
r3/
Name = r3

Description = OPTIONAL used for PGW Termination procedure
Protocol = diameter
Condition = "1 and 2"
Success = author(null)
Failure = Rule(r4)
Attributes/
Entries 1 to 2 from 2 total entries



Order/

Current filter: <all>

1/
Name = 1
Description =
Dictionary = Request
Attribute = Auth-Application-Id
Value = 16777272
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 275
ra/
Name = r4
Description = Used for SWm Termination procedure
Protocol = diameter
Condition = "1 and 2"
Success = author(3gpp-auth)
Failure = Rule(r5)
Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>
1/
Name = 1
Description =
Dictionary = request
Attribute = Auth-Application-Id
Value = 16777264
2/
Name = 2
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 275
r5/
Name = r5

Description = Used for SWm ReAuthorization

Protocol = diameter

Condition = "1 and 2"

Success = Query(query)

Failure =

Attributes/
Entries 1 to 2 from 2 total entries
Current filter: <all>

1/
Name = 1
Description =
Dictionary = environment
Attribute = Diameter-Command-Code
Value = 265
2/
Name = 2
Description =
Dictionary = request
Attribute = Auth-Application-Id
Value = 16777264

Radius/



Diameter/
1. r1
Tacacs/

?|2| FastRules & Yx[et= 20| gis B¢ WA2 7| MH[20f el ME[E L

Cd /Radius/
DefaultAuthenticationService~ = encrypted-imsi-service
DefaultAuthorizationService~ = 3gpp-auth

MH|A 41|28 0| A
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Cd /Radius/Services/

Encrypted-IMSI-Service= EAP-AKA 215 0] AL& E|H Apple C|HHO|A O CHEH IMSIZF & S 5HE L
Ct. Ze3X| &f2 ZA2 EncryptedIMSI OH7HEH 4+ E False 2 AT LICH

encrypted-imsi-service/
Name = encrypted-imsi-service
Description =
Type = eap-aka
NumberOfQuintets = 1
AlwaysRequestIdentity = True
EnabTleIdentityPrivacy = False
EnabTeRoTTingPseudonymSecret = False
PseudonymSecret = <encrypted>
PseudonymRenewtime = "24 Hours"
PseudonymLifetime = Forever
NotificationService =
Generate3GPPCompTliantPseudonym = False
EnabTeReauthentication = False
UseOutagePolicyForReauth = False
MaximumReauthentications = 16
ReauthenticationTimeout = 3600
ReauthenticationRealm =
EnableEncryptedIMSI = True
EncryptedIMSIDelimiter = NULL
EncryptedIMSIKeyIdDelimiter = ,
DefaultPrivateKey = XXXXXXXXXXXXXXXXXXXXXXXX
QuintetCacheTimeout = 0
AuthenticationTimeout = 120
QuintetGenerationScript~ =
UseProtectedResults = False
SendReAuthIDInAccept = False
Subscriber_DBLookup = DiameterDB
DiameterInterface = SWx



ProxyService = dia-proxy

The 3GPP service is used for Registration/Profiledownload from HSS over SWx;
3gpp-auth/
Name = 3gpp-auth
Description =
Type = 3gpp-authorization
Protocol = diameter
IncomingScript~ =
OutgoingScript~ = removeuserdata
SessionManager = sml
DiameterProxyService = dia-proxy
FetchLocationInformation = False

dia-proxy MH|A = A MHE MEISH= O AFS E[H I|o] A E HMolg = &LICt ofg] 4
o7t o SLUF L|0{E T ESH5tEdE B GroupFailover &M MultiplePeerPolicy £ A& E
LICt 8t odt] 2 &0l CHE Holf =X|E - E GroupTimeOutPolicyE & 2| &LICt

dia-proxy/
Name = dia-proxy
Description =
Type = diameter
IncomingScript~
OutgoingScript~
MultiplePeersPolicy = GroupFailover
GroupTimeOutPolicy = FailOver
ServerGroups/
Entries 1 to 2 from 2 total entries
Current filter: <all>

rmserver

Group_Primary_DRA/
Name = Group_Primary_DRA
Metric = 0
IsActive = TRUE
Group_Secondary_DRA/
Name = Group_Secondary_DRA
Metric = 1
IsActive = TRUE

LIM 215 8t M 2 &2 /Radius/GroupServers/

GroupServers/

Entries 1 to 2 from 2 total entries
Current filter: <all>

Group_Primary_DRA/
Name = Group_Primary_DRA



DRAO1/

DRAO2/

Description =

MultiplePeersPolicy = RoundRobin

PeerTimeOutPolicy = FailOver

DiaRemoteServers/

Entries 1 to 2 from 2 total entries

Current filter: <all>
Name = DRAO1
Metric = 0
Weight = 0

IsActive = TRUE

Name = DRAO2
Metric = 1
Weight = 0

IsActive = TRUE

Group_Secondary_DRA/

DRAO3/

DRA04/

DRAOS5/

S6b MH|A = S6bE Sdll PGW | 0|E MR E X2l

s6b/

Name = Group_Secondary_DRA
Description =

MultiplePeersPolicy = RoundRobin

PeerTimeOutPolicy = FailOver

DiaRemoteServers/

Entries 1 to 4 from 4 total entries

Current filter: <all>
Name = DRAO3
Metric = 0
Weight = 0

IsActive = TRUE

Name = DRAO4
Metric = 2
Weight = 0

IsActive = TRUE

Name = DRAO5
Metric 1
Weight = 0
IsActive =

TRUE

Name = s6b
Description =
Type = 3gpp-authorization
Protocol = diameter
IncomingScript~ =
OutgoingScript~ =
SessionManager =
DiameterProxyService =

)

= Ol AFS-ELCH

dia-proxy

FetchLocationInformation = False



3gpp-reverse= HSS7t 7HA|EH HIAIX|7F XMEIEIE & AHS EICH

3gpp-reverse/

el MH[A& = HSSO|A =418t PPRE 7|22 FHA[0AM HO|O|EE Z2HtUE X 7HX L

Name = 3gpp-reverse

Description =

Type = 3gpp-reverse-authorization
IncomingScript~ = AAARTRCheck
OutgoingScript~ =

SessionManager = sml
TransTlationService =

Re-Authorization &t =0l AFElL|C}.

query/

Name = query
Description =
Type = diameter-query
IncomingScript~ =
OutgoingScript~ = removeuserdataquery
UpdateSessionLastAccessTime = False
SessionManagersToBeQueried/

1. sml
AttributesToBeReturned/

1. Non-3GPP-User-Data

2. Service-Selection

Null MH|AE S6eboll FHA|E! MAM0| Qe 22 Seb S =2 T2 A|A0] CHst

LICH.

null/

Name = null
Description =
Type = null
IncomingScript~
OutgoingScript~
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RemoteServers/

DRAO1/
Name = DRAO1
Description =
Protocol = diameter
HostName = 10.169.48.235
DestinationPort = 3868
DestinationRealm = epc.mnc300.mcc310.3gppnetwork.org
ReactivateTimerInterval = 300000

Vendor =
IncomingScript~ = AAAReplaceResultCode
OutgoingScript~ = rmdh

MaxTries = 3

MaxTPSLimit = O
MaxSessionLimit = 0
InitialTimeout = 3000
LimitOutstandingRequests = FALSE
MaxPendingPackets = 0
MaxOutstandingRequests = 0
DwWatchDogTimeout = 2500
SCTP-Enabled = FALSE
TLS-Enabled = FALSE
AdvertiseHostName =
AdvertiseRealm =

Ml 22X

KM ZHE|xH MM FHAo] CHaH & olgt 4 Qlom Blas ralxtet 87H 2t #HLich Al 2Halxt
= 3gpp-auth, 3gpp-reverse & query services0i| A 1= EICtH

Cd /Radius/SessionManagers/

sml/

Name = sml
Description =
Type = Tocal
EnabTleDiameter
IncomingScript
OutgoingScript =
AlTowAccountingStartToCreateSession = FALSE
SessionTimeOut =
PhantomSessionTimeOut =
SessionKey = User-Name:Session-Id
SessionCreationCmdList = 268|305
SessionDeletionCmdList = 275
SessionRestorationTimeOut = 24h
ResourceManagers/

1. 3gpp

2. swmcache

3. per-user

True
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Cd /Radius/ResourceManagers/
ResourceManagers/
3gpp/
Name = 3gpp
Description =
Type = 3gpp

EnableRegistrationFlow = TRUE
EnableSessionTermination = false

ReuseExistingSession = True
HSSProxyService = dia-proxy
Per-User/
Name = Per-User
Description =
Type = user-session-Timit
UserSessionLimit = 0
swmcache/
Name = swmcache
Description =
Type = session-cache
OverwriteAttributes = FALSE
QueryKey = Session-Id
PendingRemovalDelay = 10
AttributesToBeCached/
1. Non-3GPP-User-Data
2. Service-Selection
QueryMappings/
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Application-Id 16777264 %! Diameter-
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rmserver

test.tcl

rm_server

Server-Assignment-Type 40| /&

ol EM0| o™ =4l 20| M Remo
Server ZEE N|7HEL|C}.

0| A3 B E & dia-proxy service Incom
scriptinpointoll M & Z= & L|Ct.

removeuserdata

libremoveuserdata.so

INE=IN3c[o]
B A7

Rex A3 EEE= HX{ HSSEFE &2
E #olst= o Ar8ELCt £36] 'Non-
3GPP-IP-Access' 2! 'Non-3GPP-IP-Ac
APN' 25
'NON_3GPP_SUBSCRIPTION_ALLOV
(0)' 2 'Non_3GPP_APNS_ENABLE (0
7bR{OF Lt O X| pfom HEt £
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0| A3 & E & 3gpp-auth Outgoing
scriptinpointoll A & Z= & L|Ct

removeuserdataquery

libremoveuserdataquery.so
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E MAH
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& 2lst= O AFEELICH 53] Non-3Gl
Access ! Non-3GPP-IP-Access-APN
NON_3GPP_SUBSCRIPTION_ALLOW
2! Non_3GPP_APNS_ENABLE(0)2] Z
X{oF gfL|Ct 2 K| etomM HEF H 042
BHL|Ct SWm DER HIA|X[0f| A = A=
O|&(MHIA ME4 AVP)TF HSSOI M L}
st APN Z1I|28fo|ME ZHEHS| H|m &t
Lxlot= 50| U2 FR EE APN/
MEO SAstD x| et= AVPE M7
ePDGE &3t 2|5 DEAE &H|gfLCh.
et 2047} AuistT MH|A MEH AVF
DERO| §ie A 2 E APN HE 7} Q|

0| A3 B E & query serviceOutgoing
scriptinpointoll M & Z= & L|Ct.




>

|.

>

5
0

A M| 44

2
=

test.tcl
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S6b SAR(PGW_update) HSSZ &3l £
Visited-Network-IdentifierE K| 7{5}= L
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RMDH test.tcl RMDH

DiameterCode 301 2! 3032| mZ! 0| A
DestinationHost AVPE A|7{&FL|C}.

rmvnid test.tcl rmvnid

DiameterCode 256 %! Server-Assignm
TypeO| 1321 TiZ!0{ M Visited-Network
Identifier AVPE M| 7{& LICH.

replaceZd

AAAReplaceResultCode =

test.tcl

DiameterCode 274 2! Result-Code
"Diameter-Unknown-Session-Id"Z IH>
Result-Code AVPE "Test"Z2 &

AARTRCH|

AARTRCH| = 3

librexblockRTR.so
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/Radius/Advanced
LogFileSize = "5M|7}H} 0| E"
LogFileCount = 20

23 3y 7FAe o] Eof XIME 7FAS BELIC

ME 21 ool o|F
ZAME2O name_radius_1_log

& oM =& 23 ||lname_radius_1_log.01

Ml Hmol M 2[4l 23 ||name_radius_1_log.02

20HmHOI M =AM 23 ||name_radius_1_log.19

E221 835 Oi7|7|
Azt =1} 2

CPAROIE MH T8 7t58F AlZh MEto| l&LIch 24X dEollE CfE Zm|agoldo] A& LT

rOl'

/Radius/Advanced0i /= B+ A|ZH A&t

- DiameterStaleConnectionDeletionTimeOut 300000(ms) O| EtO|H= CPARO| @12 o2 2
EAlet7| ol XI§ HZ0| HIE S HEfY = /U= 7|2tS LHEF-LICH

/Radius/Clients/<client_name>0{ /= SEI0|HE A|Zt =1}

rot

« InitialTimeout 3000(ms) CPARO|A @42 4= QiCtT 7tF617| Tof DRAS| 8E 2 CH7 |
AlzZtdL|ct.

/Radius/RemoteServers/<remote_server name>0{ 2= 74 M A7t =1}

« InitialTimeout 3000(ms) CPARO{| A ©1Z4% = Qict 7+F5t7| Mol DRAS| SEH 2 CH7 (&t
ALt
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« DWatchDogTimeout 2500(ms) CPARO| A DiamaterWatchDog T{Z!oi| @14 & = N E

ZtZ=35t7| T0d| DRAMIM CHA| A|2E5EZ|E Z|CHE AlZHILICE



« ReactivateTimerinterval 300000(ms) CPARO| X|§ Z|0{2t2| ¢4 CtA| A& 7+ K| CH
7|5t AlZtduch.
E —
K& Wzl 27|

0| 2 M0{ M= Diameter Packet size @2 2| 2|0|2t O| OH7HEd+E 2L 409622 R X|5tA| &l Ol
£ MHEtL|C

DiameterPacketSize Required; the Diameter packet size that can be processed.

Anincoming Diameter packet with a packet size more than
the value set in this field will be dropped.

¢ 220l M AEE W™ CPARMIM =418 WO 2 of 4 El= 2|Cf 21F T3] 37]= 4096H0|E
QIL|C}. O] Zt2 /Radius/Advanced/Diameter/TransportManagement C|Z E 2|0f] /=
DiameterPacketSize == ot2i{ol] ELICH O] gt2 E5tX| o= 2E A2 AN ELICH &
WZ! 37|= MM FHA|E 49| 372t =4lEl X|& A e| 3 7|E et Fof K&LICt

o€ £0{ PPR I{Z! 3 7|7} 40008}t 0|E 0|1 O| HA|X| LHO A Non-3GPP-User-Datal| 37|
3800HIO|EQILICH. M[Ad0] o|0| LU EME AR FHA|E T|O|E{ = 7|7t 297HIO|E 0| A
M 37|71 4096H}0|EE Z 15t T HIA|X|7F CPARO| 2|dH AFA|IE LICE.

ZE2ME T35 40067020 2 Mol B4 X EM0| S F|AR&LICH o] ATt 5t F B 36712
IHZ!(SAA)O| 4096 7HELCH 2 B2 Zf CPAR QIARIAO| H A& LIEHRLICH 0|28 mZ! = Of
¢ M7l m&oi ofof7t gi& L.

ol

7tst

0l

Ol W7+ +8 7535t ER8t d? =8 &= JYU&LICH 2Lt 40| 40962 =150
M 04 7LX| B0l Ud&LCt

« DiameterPacketSize7} 5KBE & 7}5t8 CPARE 4096HIO|EECH 2 SAA IHZIS $2HehL|
Ct. 2oLt S U AL A A0 CHSH PPRO| A|ZFE|2H Non-3GPP-User-Data| 7|7}
4260HI0|EO|2 2 MM U|O|E7I ANt ALEX S5 F(A 7| whghLICH

« DiameterPacketSize= RADIUS Z 2 M|A 0| €2 = AIZ HZ22|0] 2 Q¥&Fe SLCt.
DiameterPacketSize7} 242 CPAR A|Z A| Radius ZE2 M| A0 &E = RES HEZ 2|2 0|
F{EIL|C}.

0| 220l M= DiameterPacketSize7} 409622 7 A El QIAEIA M top B Q| £24 of & E 0o
ELICH

[root@sngaaal7 ~]# top

top - 21:29:25 up 49 days, 20:21, 1 user, Tload average: 0.81, 0.28, 0.14
Tasks: 348 total, 1 running, 347 sleeping, 0 stopped, 0 zombie

%Cpu(s): 2.8 us, 0.0 sy, 0.0ni, 97.2 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 32777520 total, 5219052 used, 27558468 free, 1328 buffers

KiB Swap: 30408700 total, 0 used, 30408700 free. 2354304 cached Mem

[ _PID USER ____PR_NI __VIRT| ~RES | SHR S %CPU ZMEM TIME+ COMMAND
16721 root 20 0 18./26g|174648 | 10608 S 100.1 0.5 1:07.34 radius




DiameterPackerSize O§7 B4~ 60002 2 =2ITH top W o| 242 31 Z&LCH

top - 22:57:50 up 49 days, 21:49, 1 user, Tload average: 1.00, 1.01, 1.00
Tasks: 348 total, 1 running, 34? sleeping, 0 stopped, 0 zombie

%Cpu(s): 2.8 us, 0.0sy, 0.0ni, 97.2 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem: 32777520 total, 5383328 used, 27394192 free, 1328 buffers

KiB Swap: 30408700 total, 0 used, 30408700 free. 2355000 cached mem

SHR_S__%CPU J%MEM TIME+ COMMAND
18455 root 20 0 18.741g|210788 [10756 S 100.1 0.6 87:00.67 radius

« AZFHZE| 8 2ol A|IARIO| AF& | CPARO| ZE 5t T =2 22450 BItste
L= S8 HZE| M7 Q& LICH 6§ S01 & X[=™oi A 10007H2| THZ!0] CPARO| =& 5t
M CPAR2 74 m{Z!o| 3 7|9t Arteio]| I LHE ol 1000 * DiameterPacketSize 2| HIZ 2|
2t g9 ELICHCPARS DiameterPacketSize7} %|CH T2l 27| LIEHACHE HAg 241 QU
2). Ol L8 M2 2| HI{E= DiameterPacketSize7t £715tH O &2 HZ2IE &&5tD Z4A
St O M2 H=2elE Yot

od
TI'EI-

o
rok

40962 Ct 2 WZ! = FAIE + 20 ol2{eh HHO| &R b= SH ot A™Ede
O
N

S 2 0| Di7H#H+E 409622 st= ol E&LICH

CPARO{| A MM 22|

CPAROIM MM =& ELIEZst= R UEt HFLIES 0l EMo BE YHE A8 st WL
Ch o] 27t & El SNMPE Sall AME =+ U= OID7 ei&LCt

CPAR2 MMg zt2lg = &LICH CPAR CLIO /opt/CSCOar/bin/aregcmdE 21235t 1 & 2|A}
A2 zHo=z 2Ql18Ct

count-sessions /r B S A3t 2 E CPARO] S A|Hol| HAZE ZE MMHO| EAIELICEH
--> Ccount-sessions /r all

Total 3 session(s) in /Radius/SessionManagers

MMoi CH REMIBH LIS & E 24T CPARO Q1ZAEl 2 E MMoi CHst HEE FME3HE query-
sessions /r all B AL EL|Ct.

r-Name: 310310990007
10, 3g




SY MMo HEOH E Alste{H BHES $445 1 USER 2L(0dl: query-sessions /r with-User
O

P 2

Al
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Released 4 session(s) in /Radius/SessionManagers
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