DCNM(Data Center Network Manager) with
SFTP Switch Configuration Backup
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. SFTP(Secure FTP) Mt 2! AL X} A& 0| Qlo{of &fL|C}.

- SNMP(Simple Network Management Protocol) tH 3 AF& A} 7’5 0| Q/ ook &FL|C}.
- SSH(Secure Shell) AF& At A 240 2{0{0F EL|IC}.
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/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
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h Werification of credentials successful with Switch
MDS-FARBRIC-A and Saved Credentials

OK

Logs(21) Hl+F(Admin(Z2l) > Logs(21) > Web Reports(#] 21 M))HIM 2O E = 5 U&LIC
MEZ 2a= S0 240t

!--- Switch names is MDF-FABRIC-A. MDS-FABRIC-A# !--- The IP address of the switch is
172.18.121.66. 2012.05.12 10:07:19 INFO [FM.WebReport] show switchname >
bootflash:172.18.121.66-120512-100716-TEST MDS-FABRIC-A# copy bootflash:172.18.121.66-120512-
100716-TEST sftp://Jime@l172.18. 121.71/172.18.121.66-120512-100716-TEST !--- SFTP user ID is Jim.
!--- The SFTP (DCNM) server IP address is 172.18.121.71. Jim@172.18.121.71's password:
2012.05.12 10:07:20 INFO [FM.WebReport] Connected to 172.18.121.71. sftp> put
/bootflash/172.18.121.66-120512-100716-TEST /172.18.121.66-120512-100716-TEST Uploading
/bootflash/172.18.121.66-120512-100716-TEST to /172.18.121.66-120512-100716-TEST



/bootflash/172.18.121.66-120512-100716-TEST 0% 0 0.0KB/s --:-- ETA /bootflash/172.18.121.66-
(please

120512-100716-TEST 100% 13 0.0KB/s 00:00 sftp> exit Copy complete, now saving to disk
wait) ... MDS-FABRIC-A# 2012.05.12 10:07:20 INFO [FM.WebReport] Successful backup 2012.05.12

10:07:20 INFO [FM.WebReport] delete bootflash:172.18.121.66-120512-100716-TEST
CtS2 SSHE AQ|x[of eiZAsHK| Z& o &IL|Ct.
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v Verification failed, Pleaze check logs.
Failed to back up file from '"MDS-FARRIC-A":

OK

MDS-FABRIC-A#
2012.05.12 10:32:49 INFO [FM.WebReport]

Start Running Config Diff Report Async FID:70 vsanPK: Report Type:14
2012.05.12 10:32:49 INFO [FM.WebReport]

Starting report Verify Server Credentials ,report ID:917511
2012.05.12 10:32:53 INFO [FM.WebReport]

Unable to open connection to Switch MDS-FABRIC-A
2012.05.12 10:32:53 INFO [FM.WebReport]

Unable to open connection to Switch MDS-FABRIC-A
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= Verification failed, Pleaze check logs.
@ Failed to back up file from '"MDS-FARRIC-A":

Incorrect Passward

Ok
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MDS-FABRIC-A#
2012.05.12 14:47:31 INFO [FM.WebReport]
show switchname > bootflash:172.18.121.66-120512-144728-TEST

MDS-FABRIC-A# copy bootflash:172.18.121.66-120512-144728-TEST
sftp://test@172.18 .121.71/172.18.121.66-120512-144728-TEST

test@172.18.121.71's password:
2012.05.12 14:47:31 INFO [FM.WebReport]
Permission denied, please try again.

test@172.18.121.71's password:

2012.05.12 14:47:31 INFO [FM.WebReport] Incorrect Password
2012.05.12 14:48:25 1INFO [FM.WebReport]

Permission denied, please try again.

test@172.18.121.71's password:
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Permission denied, please try again.
test@172.18.121.71's password:
2012.05.12 14:48:31 INFO [FM.WebReport]

Permission denied, please try again.

test@172.18.121.71's password:
Permission denied, please try again.
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Warning, 2 out of 7 switches backed up

Admin(22]) > Logs(21)Z 0|S5t04 220{A RFM|Et MEE =LC}

MDS-FABRIC-A#
2012.05.12 15:05:00 INFO [FM.WebReport]

——————— Begin backup for switch: Static-5596-A----—-——-
2012.05.12 15:05:00 INFO [FM.WebReport]

Skipping unlicensed Switch Static-5596-A

2012.05.12 15:05:00 INFO [FM.WebReport]

——————— Begin backup for switch:F340.24.10-5548-1-x—-------
2012.05.12 15:05:00 INFO [FM.WebReport]

Skipping non SNMP v3 Switch F340.24.10-5548-1-x

2012.05.12 15:05:00 INFO [FM.WebReport]
——————— Begin backup for switch:MDS-FABRIC-A-------
2012.05.12 15:05:02 INFO [FM.WebReport]

copy running-config bootflash:172.18.121.66-120512-150501-R

Copy complete, now saving to disk (please wait)...

MDS-FABRIC-A#
2012.05.12 15:05:05 INFO [FM.WebReport]

copy running-config bootflash:172.18.121.66-120512-150501-R

Copy complete, now saving to disk (please wait)...

MDS-FABRIC-A# copy bootflash:172.18.121.66-120512-150501-R
sftp://Jim@172.18.121 .71/172.18.121.66-120512-150501-R

Jim@172.18.121.71's password:

2012.05.12 15:05:06 INFO [FM.WebReport]

Connected to 172.18.121.71.

sftp> put /bootflash/172.18.121.66-120512-150501-R
/172.18.121.66-120512-150501-R

Uploading /bootflash/172.18.121.66-120512-150501-R to
/172.18.121.66-120512-150501-R

/bootflash/172.18.121.66-120512-150501-R 0% 0 0.0KB/s
/bootflash/172.18.121.66-120512-150501-R 100% 25KB 25.4KB/s
sftp> exit

Copy complete, now saving to disk (please wait)...

MDS-FABRIC-A#

2012.05.12 15:05:06 INFO [FM.WebReport]
Successful backup

2012.05.12 15:05:06 INFO [FM.WebReport]
delete bootflash:172.18.121.66-120512-150501-R

MDS-FABRIC-A#

2012.05.12 15:05:06 INFO [FM.WebReport]

2012.05.12 15:05:06 INFO [FM.WebReport]
Skipping unlicensed Switch F340



2012.05.12 15:05:06 INFO [FM.WebReport]

2012.05.12 15:05:06 INFO [FM.WebReport]
Skipping unlicensed Switch F440

2012.05.12 15:05:06 INFO [FM.WebReport]

——————— Begin backup for switch:N7K-24-13-7010-1-fcoe------
2012.05.12 15:05:06 INFO [FM.WebReport]

Skipping non SNMP v3 Switch N7K-24-13-7010-1-fcoe

2012.05.12 15:05:06 INFO [FM.WebReport]
——————— Begin backup for switch:24-------
2012.05.12 15:05:11 1INFO [FM.WebReport]
copy running-config bootflash:172.18.121.43-120512-150508-R

Copy complete, now saving to disk (please wait)...

24.10.5020A.1#
2012.05.12 15:05:15 INFO [FM.WebReport]
copy running-config bootflash:172.18.121.43-120512-150508-R

Copy complete, now saving to disk (please wait)...

24.10.5020A.1# copy bootflash:172.18.121.43-120512-150508-R
sftp://Jim@172.18.12 1.71/172.18.121.43-120512-150508-R vrf management

Jim@172.18.121.71's password:

2012.05.12 15:05:15 1INFO [FM.WebReport]

Connected to 172.18.121.71.

sftp> put /bootflash/172.18.121.43-120512-150508-R
/172.18.121.43-120512-150508-R

Uploading /bootflash/172.18.121.43-120512-150508-R to
/172.18.121.43-120512-150508-R

/bootflash/172.18.121.43-120512-150508-R 0% 0 0.0KB/s =--:-- ETA
/bootflash/172.18.121.43-120512-150508-R 100% 27KB 27.4KB/s 00:00
sftp> exit

Copy complete, now saving to disk (please wait)...

24.10.5020A.1#

2012.05.12 15:05:15 1INFO [FM.WebReport]
Successful backup

2012.05.12 15:05:16 INFO [FM.WebReport]
delete bootflash:172.18.121.43-120512-150508-R

24.10.5020A.1#
2012.05.12 15:05:16 INFO [FM.WebReport] Backed up Fabric
Fabric_MDS-FABRIC-A, Switches 2 out of 7 in 0 minutes.
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