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[root@fndblIr23 binj# ./cmu S5
RIEM #E| REEIE|(64H|E) v7.3.0-165. M EHT (c) 2018 SafeNet. All rights reserved.

&% 0o E20| 228 UAFUAIR.

handle=2000001 label=NMS_SOUTHBOUND_KEY
handle=2000002 label=NMS_SOUTHBOUND_KEY—cert0
[root@fndblr23 bin]#
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Ct.

[root@fndblr23 ~]# cat /opt/cgms/server/cgms/conf/cgms.properties | grep hsm
hsm-keystore-password=qnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4=
hsm-keystore-name=TEST21 &

[root@fndblr23 ~J#

[root@fndblr23 ~J# /opt/cgms/bin/encryption_util.sh decrypt
gnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4=
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[root@fndblr23 ~J# ss -natp | grep 1792

ESTAB 0 0 10.106.13.158:46336 172.27.126.15:1792 AF&X}: ((“java",pid=11943,fd=317))
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HSM 0{Z 20|21 A EE= HSM AE{0]|Ad:

[hsmlatest] lunash:>
1. Luna Safenet 22}0|1E AlH:
Luna Safenet 22t0|AEEt T dt= HSM Z2t0|1E = "/usr/safenet/lunaclient/bin" 2| x|01[ A
"/lunacm" BHE ALE5t0 AlHEY £ Q&LICEH ol BH2 o[ E EFE HSM THE[Mt 7
HEHA(Z7H8YE) D&k LigsL
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[root@fndblr23 bin]# ./lunacm
lunacm(64H|E) v7.3.0-165. A& (c) 2018 SafeNet. All rights reserved.
MX|El Luna 2210|1E Q| H{F 0| 07 |0l ZA|EILICHO| oAM= BT 7.3).

Zl HSM mE|M W HA & Zu|adolMdE g 5tod A8 7tSE HSMol| CHE HE T

cllo|& -> TEST2

U 5 -> 1358678309716
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HeYo{ HH >7.4.2

Configuration(Z1I| 22/ 0| M) -> Luna User Partition With SO (PED) Key Export With Cloning
Mode(SX ZEE AF&35t0{ SO(PED) 7|7} /= Luna AFEAF THE|M LIE LR 7))

&% MY -> Net Token Slot
&XId->4

HSM B{|0|& -> TEST2Group

HSM &4 B35 -> 11358678309716
HSM 2 & -> LunaVirtual

HSM EH 04 HE ->7.4.2
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LHZ|
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[root@fndb1r23 binl# ./vt]l TistServers
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. All rights reserved.

Server: 172.27.126.15
You have new mail in /var/spool/mail/root
[root@fndb1r23 binl#

. vtl2 1238t OS2 location/usr/safenet/lunaclient/binO| A enter 7|12 204 vtl W20 A2 &
A= SMH FE0| EAIFELICH
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[root@fndb1r23 bin]# ./vtl verify



vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. A1l rights reserved.

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

- 1358678309716 TEST2

[root@fndb1r23 binl#

[root@fndbT1r23 bin]# ./vt]l TistSlots

vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. A1l rights reserved.
Number of slots: 1

The following slots were found:

Slot Description Label Serial # Status

0 HA Virtual Card Slot TEST2Group 11358678309716 Present
[root@fndb1r23 binl#

f. HAGroup | M3l z|o] AUEX| 04FE &0I524H vt listSlotsE AFEEFLICH HAGroupB E A|
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HAE lunacm 2 =01 A "ha ha-only enable" BE2 A& 35t04 EM3t8 &= Ql&Lct

Tunacm:>ha 1

If you would 1like to see synchronization data for group TEST2Group,
please enter the password for the group members. Sync info
not available in HA Only mode.

FTeddehfdk

Enter the password:

HA auto recovery: disabled

HA recovery mode: activeBasic

Maximum auto recovery retry: 0

Auto recovery poll interval: 60 seconds
HA Togging: disabled

Only Show HA STots: yes

HA Group Label: TEST2Group

HA Group Number: 11358678309716
HA Group Slot ID: 4
Synchronization: enabled

Group Members: 1358678309716
Needs sync: no

Standby Members: <none>

Slot # Member S/N MemberLabel Status



—————— 1358678309716 TEST2 alive

Command Result : No Error
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PEDE AISAI7L HIHHE} EES E 7RI UXR| k= B, F7H Eetg QIoH CHEtA elEel 2
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[hsmTlatest] lunash:>
[hsmTlatest] lunash:>hsm show

Appliance Details:

Software Version: 7.4.0-226

HSM Details:

HSM Label: HSMLatest

Serial #: 583548

Firmware: 7.4.2

HSM Model: Luna K7

HSM Part Number: 808-000066-001
Authentication Method: PED keys

HSM Admin Togin status: Not Logged In
HSM Admin login attempts left: 3 before HSM zeroization!
RPV Initialized: No

Audit Role Initialized: No

Remote Login Initialized: No

Manually Zeroized: No

Secure Transport Mode: No

HSM Tamper State: No tamper(s)

Partitions created on HSM:

Partition: 1358678309715, Name: Testl
Partition: 1358678309716, Name: TEST2

Number of partitions allowed: 5
Number of partitions created: 2



FIPS 140-2 Operation:

The HSM is NOT in FIPS 140-2 approved operation mode.

HSM Storage Information:

Maximum HSM Storage Space (Bytes): 16252928
Space In Use (Bytes): 6501170
Free Space Left (Bytes): 9751758

Environmental Information on HSM:

Battery Voltage: 3.115 V

Battery Warning Threshold Voltage: 2.750 V
System Temp: 39 deg. C

System Temp Warning Threshold: 75 deg. C

Functionality Module HW: Non-FM

Command Result : 0 (Success)
[hsmlatest] lunash:>

HSM AMEHQ| CHE &8 HHEO|= partition show BZ0| & ELICH
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client show -c <client name>2(=) Siie 22I0|ME HE, SAE O|F, IP 4 4 0| Z2I0|YMET}
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[hsmlatest] Tunash:>partition show

Partition Name: Testl

Partition SN: 1358678309715

Partition Label: Testl

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10



Crypto Officer is activated: yes

Crypto User 1is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Partition Name: TEST2

Partition SN: 1358678309716

Partition Label: TEST2

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10
Crypto Officer is activated: yes

Crypto User is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client Tist

ELKSrv.cisco.com
172.27.171.16
10.104.188.188
10.104.188.195
172.27.126.209
fndbT1r23

registered client
registered client
registered client
registered client
registered client
registered client

S v A WN B

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client show -c fndbl1r23

ClientID: fndblr23
IPAddress: 10.106.13.158
Partitions: "TEST2"

Command Result : 0 (Success)
[hsmlatest] lunash:>


http://elksrv.cisco.com/
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