%| Al Cisco 10S® 22| A0 A PNP with FND AF2
2 24

Windows CA-Server0i A FND/NMS EIZ 312 ALE3104 Af QIB M A4
MM =l OIF Aol A SAN-Field Ef QI

FND 7| M&EAZ 712 QIS LHELYZ|

PNP2} &7 AF2E FND 7| X{E A BHE 7|

FNDO| AL 8 M/ E 7| HE A 245}

27N

0| £ M0l A& FND(Field Network Director)0iA{ PNP(Plug and Play)2}t &7 A& 3t7| <|5H
Windows PKI(Private Key Infrastructure)0il A SHIE QISME ddstn LHE L= 2ol CHsH A
D***LJEL

oH-

edS|
PNPE AtE3t0 4 %| 4l Cisco IOS® 2! Cisco IOS®-XE & Z|A M ZTD(Zero Touch Deployment)&
sstt{n 5t H CHS PNP 27 & StLIZ ZE2MATF Aot

Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3341,
errorMessage: SSL Server ID check failed after cert-install
Error while creating FND trustpoint on the device. errorCode: PnP Service Error 3337,
errorMessage: Cant get PnP Hello Response after cert-install

Cisco I0S®/Cisco IOS®-XE2| PNP Z =& PNP-MH{/ZAEZ2{(0] A< FND)7} MIEB35t= QIS M
ol SAN(F | CH&l| 0|8) Z=E /=243l of &fLiCt.

PNP Cisco I0S® M|O|ME &= 21E M SAN ZEE=0{MPH M IDE = QIgfLICt I 0|4 CN(Common

Name) ZEE & QI5tX| et &LCt.
Olz CtE ZEElA0 fE&LICH

. Cisco IOS® ZE|A 15.2(6)E2 0|4

. Cisco 10S® ZZ|A 15.6(3)M4 0|4
. Cisco 10S® ZE|A 15.7(3)M2 O] 4
. Cisco |OS® XE Denali 16.3.6 0|4t

. Cisco IOS® XE Everest 16.5.3 0|4}
. Cisco |IOS® Everest 16.6.3 O|4f

. B E Cisco I0S® & Z|A 16.7.1 0|4



AHME LI 2 ClS2 & XRsHAAIR.
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Plug-and-
Play/solution/quidexml/b pnp-solution-quide.html#id 70663

e

FNDo{| cHet CHE E 2| 7to|= & dEHAMof= ot % SAN EE=EE l3sliof EtCt= 2= 0] ei&LIch

PNPOIl Al & 2HIE ¢l

Ol
x
i

MM QLR 7| MR A0 Z7lstE OFe BHAIE S 8E LI

Windows CA-ServerolA{ FND/NMS ElZ 3!/ AI&35t0{ A QIS A Mo

Start(AlZ}) > Run(& &) > mmc > File(I} ) > Add/Remove Snap-in...(&E @l F£IHA|7) >
Certificates(2/5 M) > Add(F=7}) > Computer Account(ZFE| H|) > Local Computer(2Z HFE]
) > OK(& 22 0|5 35t0q 2IE M MMC ARRIE Lt

Certificates(2/5 M)(2Z Z#HEl) > Personal(7H2!) > Certificates(2! S M) B EE[L|Ct

olO|X|ofl ZAIE! CHZ Certificates(QIBM)E O A LEZ HESZ 22511 All Tasks(ZE =Y
) > Request New Certificate(Ml 218 2&)...& ME4FLICE

| Consaole Roatk Issued To =~ Issued By
= E Ce.rl:iFin:aI:es {Local Camputer) ol frdserver Frd.iot rookca
=[] Personal £olnms. fnd.iot rookca

W - .
-
:

| Trusted Roe

- ; Imnpork...
] Enterprise T o b
=l Trlarmadizk

Request Mew Certificate. ..

olO|x|oll EAIE! CHZ Next(CHZ)E 22!t Active Directory Enroliment Policy(Active Directory
S5 YM)E MEHFLICE

I Certificate Enrollment M=] E3

) Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates, Certificate
enrollment policy may already be configured For wou,

Configured by your administrator

Active Direckory Enrolliment Paolicy:

Configured by you Add Mew

Next(CHHZ)E 225t NMS/FND-serverol| CH5H M E HES S MEHSH T (TPS(TelePresence


/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663
/content/en/us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#id_70663

Server)0i| CH3H LIS ol BH=) o|O|X|ofl Z A|El More Information(F7} &) 23 & Z=/gLICt

B Certificate Enrollment =]

_;| Certificate Enrollment

Request Certificates

You can request the Following kvpes of certificates, Select the certificakes wau want to request, and then click Enraoll,

Active Directory Enrollment Policy

[ Directory Emnail Replication 1) STATUS: Available Dietails ()
[ Domain Conkroller 1) STATUS: Available Dietails ()
[ Domnain Contraller Authentication 1) STATUS: Available Dietails ()

Dietails ()

B
- 3& 0|&: fnd-se rver°| FQDN(Fully Qualified Domain Name)(SE= SHE k£l= @< TPS)
0

. DNS(Domain Name System)& AF& 304 FND ME{Q| PNP £ £0i 91335l Z< FQDNOoI| CH
5t DNS &= 2 F7HgUct
. FND ME2| PNP B 20| ¢1Z257| QI8 IPE AF25t= Z2< IPO|| CHEt IPv4 &= F7t8hL|Ch
7-|AH I:II-|:|-|0| El_E 7=|o o|7<A_|0‘" 0=|E-| SAN le_; EI%ZI 3"%
EE2 FQDNT IP FA(EE NAT IP ZA)8 25 ZEE ¢ ;
FQDNE # Ml SAN 222 MH™H5tD 1 Flof| IP FAE AHELICH

I|zeiolM of:



Certificate Properties Ed l

/¥ Subject |General | Exkensions I Private Key | Certification autharity I Signature |

The subject of a certificate is the user or computer ko which the certificate is issued, %¥ou can

enter information about the bypes of subject name and alkernative name values that can be used

in a certificate.

Subject of certificake
The user or computer that is receiving the certificate

Subject narme:

Twpe:
iZammon nanme j add =
Yalue:
< Remove
Alkernative name:
Twpe:
IP address (w4) j
Yalue:
Add =
< Remove

2t 2 £|™ Certificate Properties(215 M &) &0l M OK(#)E Z2!8t Tt Enroll(

D=jsc0
CN=nms.fnd.iok

nms, Frd.iak

10,435,435, 229

04 QIBME Y5t Mol &2 E|™ Finish(OME)E Z=IELICH

MM El 015 Mol A SAN-Field &9l

M QB Mo 2HHE HETH ZetElof QK| 2QI5| 9I5H CHB T 20| Hold £ 9

r

MMC(Microsoft Management Console)0ll A Q15 M AL QI

Personal > Certificates& & &M 8rL|C}.

HMHE IS ME F M 2 2|5t Details(MFALE) RIS
=
=

o4
=

0|ﬂ
ﬁﬁ)
/T

u

£ Y1 Certificates(2ZH HFE]) >

LIC 285t Zol otz A3 &

504



Certificate

General Details |CertiFin:aI:i|:|n Path I

Show: | <all> -]
Field Yalue ;I
E Enhanced Kev Usage Server Authentication (1.3.6....
E Kew Usage Digital Signature, Mon-Repudia. ..
E Application Policies [1]Application Certificate Polic, ..
Eﬁubject ke Identifier 8b 3b 34 3d da 09 ae= 49 30 d3...

Subject Albernative Mame

Aukhority Key Identifier
ZRL Distribution Points
Aukhority Information Access

EEE

DS Mame=nms.fnd.iot, IP &d...
keviD=fa 73i6bcy ef 2c 43 1...
[1]CRL Diskribution Point: Distr...
[1]Aauthority InFo Access: Aoc... ll

IDMS Marme=nms.Frd.iak
IP Address=10.45.43.229

FND 7| K{EAZ 71K IS M LHELH7|

FND 7| M A0 UE QS ME 7HK

7Lt WA &2 HA] .pfd IUZ LHE LHok & L|C}

MMC2| 215 M A Q104 M Certificates (Local Computer)(21&M(2Z & E)) > Personal(7H2l) >

Certificates(2/5 M) & & & ELICH

MAE QIBME IheA Q2% TEE 3251 0|0|X|o| EAIE CHE Al Tasks(ZE &) >
+

Export...(LHE LH7]..) S MEdstLICEH

E File  Action Wew Favorites  ‘Window  Help

S SR 3E)E
| Consale Raook Issued To = | Issued By | Expil
= Ll Certificates (Local Computer) | 7. |Frdserver. fid.iot rookca 5J03
= | Personal == nms. fnd.iok rookca
| Certificates lra Cpen rootca 4/03
d Trusted Roaot Certification & E_qua Al Tasks b o 4J03
J Enterprise Trusk L;Jra 4/03
3 Intermediate Certification £ E;;Jra Zuk Fequest Certificate with Mew Key. ., 4103
| Trusted Publishers e Copy Renew Certificate with MNew Key, .,
| Unkrusked Certificates :_qua Delete _ 403
* Third-Party Root Certificati jﬁjra ———————————  Manage Private Keys... 03
7 Trusted People _':?Jr':":'t':a . Froperties Advanced Operations 5i03
" Remate Deskkop Selrootca, fnd.iot oy 4/03
| Certificate Enrallment Requ P

- .- - ' [y



o|Ofx[o ZAIE CHZ 74! 7|& LHELHE{H Next(CHS)E 2=istT MEELICH

Certificate Export YWizard r

Export Private Key
ou can choose ko export the private key with the certificate,

Private kevs are password prokected. IF you want ko expork the private key with the
certificake, wou must bvpe a password on a later page.

Do vou want ko export the private key with the certificate?
% ‘es, export the private key

™ Mo, do not expart the private key

olOlx|ol ZAIE CHz RE QUBAME 215 ZB=ol ZefstcdH M=gr L

I LI = | P T s s S el P L T s L e L 0 e B s L

¥ Personal Information Exchange - PKCS #12 {.PFX)

¥ Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

" Microsoft Serialized Certificate Store (L55T)

LHE H|ZHS & MEIS CHS pfixE LEdT! @RI KHE e LICH.

Kl

Next(Ct=)E £ 2!5t
PNP2 &7 At2%E FND 7| K& 4 BHE7|
Ol QIZME IR oo 2 FNDO| Q3 7| MEAE S8 4 QlaLct.

MM El pfxE 0| EtAH|2] FND ME(NMS(Network Management Systems) Al EE&= OVA SAE
)of| FZASHAH| ST LICHO: SCP A+E).

LHELHZ |0 M AtE dEE EES & elE pfixel LIS LtAFLICH

[root@iot-fnd ~]1# keytool -list -v -keystore nms.pfx -srcstoretype pkcsl2 | grep Alias
Enter keystore password: keystore
Alias name: le-fnd-8f0908aa-dc8d-4101-a526-93bdeaad9481

S BEE A8stod M 7| MEAE BrELICh

root@iot-fnd ~]# keytool -importkeystore -v -srckeystore nms.pfx -srcstoretype pkcsl2 -
destkeystore cgms_keystore_new -deststoretype jks -srcalias le-fnd-8f0908aa-dc8d-4101-a526-



93bdeaad9481 -destalias cgms -destkeypass keystore
Importing keystore nms.pfx to cgms_keystore_new. ..
Enter destination keystore password:

Re-enter new password:

Enter source keystore password:

[Storing cgms_keystore_new]

Warning:

The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an
industry standard format using "keytool -importkeystore -srckeystore cgms_keystore_new -
destkeystore cgms_keystore_new -deststoretype pkcsl2".

O] B0l A nms. pfxE ZHHE T Y(Windows CAOIA LHEH)Z HF 1 srcalias 240| 0T BH o
£ 2 (keytool -list) It L x|5HE= K| & QIEFLIC,

AH A4
So

ol BT Aol et M SAloz HErerLICH

rot
o

[root@iot-fnd ~1# keytool -importkeystore -srckeystore cgms_keystore_new -destkeystore
cgms_keystore_new -deststoretype pkcsl2 Enter source keystore password: Entry for alias cgms
successfully imported. Import command completed: 1 entries successfully imported, 0 entries
failed or cancelled Warning: Migrated "cgms_keystore_new" to Non JKS/JCEKS. The JKS keystore is
backed up as

"cgms_keystore_new.old".

O|of LHEH CA QIBME 7| XME &0l FIHE LI

[root@iot-fnd ~]1# keytool -import -trustcacerts -alias root -keystore cgms_keystore_
new -file rootca.cer Enter keystore password: Owner: CN=rootca, DC=fnd, DC=iot Issuer:
CN=rootca, DC=fnd, DC=iot ... Trust this certificate? [no]: yes Certificate was added to
keystore

OIX|Zt o 2 PNPE AI2E I FARS| 21238 IDE &5l 7| {dl AF2 E|lE SUDI RIS ME 7| KM%
Aol FIHELICH

RPM Ax|9| A< SUDI 21E M= 7 |X|et &7H HER NS EIH
/optjcgms/server/cgms/conf/ciscosudi/cisco-sudl-ca.pem01|H e = AsLCh

OVA Mx|o| B2 HX{ SUDI Q1B ME ZAE SAELIC.

[root@iot-fnd ~]1# docker cp fnd-container:/opt/cgms/server/cgms/conf/ciscosudi/cisco-sudi-ca.pem

OH Cl2 HE SUDIE E6ll AMZEIE 7| MEA| F7HELICE

[root@iot-fnd ~]# keytool -import -trustcacerts -alias sudi -keystore cgms_keystore_new -file
cisco-sudi-ca.pem

Enter keystore password:

Owner: CN=ACT2 SUDI CA, O=Cisco

Issuer: CN=Cisco Root CA 2048, O=Cisco Systems

Trust this certificate? [no]: vyes
Certificate was added to keystore



O|AM| 7| KX AE FNDS} &7 AFEE &H|71 EIA&LICH.

FNDOI| ALS & M/=HE 7| ME4 &5

7| MEAE AS5H7] Tl ol HEE A5t T cgms.properties TH U0 A MEiX{o Z H|EHSE
& o|o|E§Lct.

A o|0| UE 7| ML E ALt

RPM x| <

[root@fndnms ~]# cp /opt/cgms/server/cgms/conf/cgms_keystore cgms_keystore_backup

OVA Mx|o| A=

[root@iot-fnd ~1# cp /opt/fnd/data/cgms_keystore cgms_keystore_backup
7|1E otdE M DU E HiELIC

RPM Mx[o| B¢

[root@fndnms ~]# cp cgms_keystore_new /opt/cgms/server/cgms/conf/cgms_keystore

OVA Mx|o| B=

[root@iot-fnd ~1# cp cgms_keystore_new /opt/fnd/data/cgms_keystore
A._'IE'ﬁH&IQE, cgms.properties oIt 7| ME Ao HIZHS & HO|o|EELICEH

2

N, 258 M HZUHE EXtES YL

b

RPM Mx|2| B2

[root@fndnms ~]# /opt/cgms/bin/encryption_util.sh encrypt keystore
73j1XPniVpMvat+TrDWghlw==

OVA dx|e| B<

[root@iot-fnd ~]1# docker exec -it fnd-container /opt/cgms/bin/encryption_util.sh encrypt
keystore
7j1XPniVpMvat+TrDWghlw==

7| MEAE 7| ME A0l SHIE 2 E = HHFAAIL,

RPM 7|8t M x|2| A< /opt/cgms/server/cgms/conf/cgms.properties0l| A cgms.propertiesE ¥4



5t11, OVA 7|8t M x| 2| L /opt/ind/data/cgms.propertiesHl A & S SHEI Af HIZIH

Ct.

Ot X|HS 2 FNDE CIA| A|EHSH0d M| 7| K{EHA Tl of 5 Al2 2 A|EHS
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