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Policies > Create Policy > VLANS £ O|S &rL|C}.

Select Policy Type

Filters

PLATFORM TYPE _ :
Ethernet Network Control ) Port

All
Ethernet Network Group SNMP
Flow Control [ ) Switch Control
UCS Domain o . % &,
Link Aggregation ) Syslog
ucsc

Link Control System QoS

HyperFlex Cluste ) Multicast VLAN
Kubernetes Cluster Network Connectivity ) VSAN

NTP




Step 1
General

Add a name, description and tag for the policy.

Organization *

default

Name *

IMM-Domain-vlans|

Set Tags

Description

Add VLANs(VLAN F7hHE 2

O|X| PROD/DMZ WE 3 0f CHEF VLAN EE= VLAN BIE F7}1E il Auto Allow on Uplinks(4 2
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Add VLANs

Add VILANS to the policy

VLANs should have one Multicast policy associated to it

Configuration

Name / Prefix * VLAN IDs *

PROD @ 101999

@ Auto Allow On Uplinks @

Multicast *

Selected Policy  IMM-Multicast




Add VLANs

Add VLANS to the policy

VLANSs should have one Multicast policy associated to it

Configuration

Mame / Prefix *

DMZ

] Auto Allow On Uplinks ©

Multicast *
(€] Selected Policy IMM-Multicast < | X
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Policies > Create Policy > Ethernet Network Group2 £ 0|S &fLIC}.

MW VLAN &2 Z2HM d3 30 AH8EU o

Select Policy Type

Filters Q, Search

PLATFORM TYPE — —
( ) Ethernet Network Control . ) Port

) Al )
Ethernet Network Group () SNMP

() UCS Server p -
) Flow Control (_) Switch Control

UCS Domain —~ : —
) Link Aggregation (_) Syslog

) UCS Chassis () Link Control () System QoS

) HyperFlex Cluster () Multicast () VLAN

\_) Kubernetes Cluster ") Network Connectivity () VSAN

) NTP

Name(O|&)2 4435t Next(Ct=2)E =& LICt




Step 1
General

Add a name, description and tag for the policy.

Organization *

default

Prod-vlans

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANSs Native VLAN
101-999 @ 1

1-4093

DMZ 43 30i| ArSE L.




Step 1
General

Add a name, description and tag for the policy.

Organization *

default

DMZ-vlans

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANS Native VLAN
20-30
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Policies > Create Policy > Ethernet Network Group2 Z 0|5 gFL|C}.

Name(O|&)& M5t Next(CHS)E S2I8fLICH

ome Step 1

‘g, General
i_: » ./J /r"f | | |
i_,v._h/,’.r:j 9 Add a name, description and tag for the policy.
v f i /:{‘__\ 3

Organization *

MGMT-VNIC-167

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANS

167
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Step 1
General

Add a name, description and tag for the policy.

Organization *

default

Name *

DMZ-VNIC-20

Set Tags

Description

Step 2
Policy Details

Add policy details

VLAN Settings

Allowed VLANs Mative VLAN
20 © 1
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Policies(Z®) & > Create Policy(%H 444) > Port(Z E) > Create a Name(0|5 4d) > Next(CtS
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Port(Z£E) L& Port-channel2 M
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Configure Port

Configuration

Selected Port Port15

Role

[AGEGEE ]

Admin Speed
Auto

Ethernet Network Group @
Selected Policy DMZ-vlans <& | X

Flow Control

Link Control
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Configure Port

Configuration

Selected Port Port 16

Role

[AGEGEAY]A

Admin Speed

Auto

Ethernet Network Group ©@
Selected Policy Prod-vlans <@ | X

Flow Control

Link Control

5CHA|. E0Q] =2 ulalof VLAN &

Profiles(Z 2 E!) > UCS Domain Profiles(UCS M|
MEfSFL|CE
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g, VLAN & VSAN Configuration

A
d

[TRT——

ACHA|O M MEEH Z E HAE Fabric Interconnect A &
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= Progress
Stepd

Ports Configuration
) General - Cr [

; UCS Domain Assignment

) VLAN & VSAN Configuration © Configure ports by creating

Fabric Interconnect A

UCS Damain Configuration
Peris Configuration ® | _&' | F340-24-21-IMM-1-Ports (]

Summary
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= Progress
Sup 6

Summary

y General
") UCS Domain Assignment
VLAN & VSAN Configuration

General

Ports Configuration Hame F340-24-21-IMM1

L default
(5] UCS Domain Canfiguration

Fabric intercannect Madel Sarial Requires Rebaot
VES-Flo454 FOOZZ10230 Mo

UCS-Fl6454 FOO22110232 Mo
VLAN & VSAN Configuration

Fabric Inerconnect A

VLAN Configuration IMM-Domain-vians  (H]

Fabric Interconnect B

VLAN Configuration IMM-Domain-Vian: (i
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Filters

PLATFORM TYPE )
) Adapter Configuration LAN Connectivity

O Al
) BIOS () LDAP

UCS Server = —
) Boot Order (_ ) Local User

) UCS Domain ; i F
) Certificate Management ) Network Connectivity

[ ) UCScChassis - —~
diSihassls () Device Connector (L) NTP

) HyperFlex Cluster

~ ) Ethernet Adapter () Persistent Memory

) Kubernetes Cluster () Ethernet Network ) Power

) Ethernet Network Control [ ) SAN Connectivity

) Ethernet Network Group () sbcard

Name(O|5)2 2351 Next(CHS)E E=IELICH.



Step 1
General

Add a name, description and tag for the policy.

Organization *

default

IMM-LCH{

Target Platform ®

) UCS Server (Standalone) UCS Server (FI-Attached)

Set Tags

Description

Ists MHOR WNICE T495t T 3EHHI0IM M3 Ol WIEYT 188 Zaehiich £
2CHHOI M MAIBt 1B S TARE & Qe



) General
s

Frogress

@  Enable Azure Stack Host QoS ©

1aN

¥NIC Configuration

Step 2
Policy Details

Add po atails

Slot I
& vnicO MLOM

MLOM

VA3

(§] Selected Pool IMM-MAC-POOL @& | X

Placement

Slot 1D *
MLOM

Switeh ID PCI Link PCl Drder Failover

Disabled

Disabled

PCI Link
0

Switch ID *
A

PCI Order
0

Consistent Device Naming (CDN)

Source

vNIC Name

Failover

[ ] Enabled ©®

Ethernet Network Group Policy *
(] Selected Policy MGMT-VNIC-167 & | X

Ethernet Network Control Policy *

Selected Policy IMM-Netcontrol <& | X

Ethernet QoS *




MAC Address Pool *
Selected Pool IMM-MAC-POOL < | X

Placement

Slot ID *
MLOM

Switch ID *

VvNIC Name

Failover

. Enabled ©®

Ethernet Network Group Pelicy *

(€] Selected Policy DMZ-VNIC-20 < | X

Ethernet Network Control Policy *

(€] Selected Policy IMM-Netcontrol

<#froot>
LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/15

!Command: show running-config interface Ethernetl/15
IRunning configuration last done at: Wed Mar 9 20:20:55 2022
!Time: Thu Mar 10 14:28:00 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/15
description Uplink



pinning border
switchport mode trunk
switchport trunk allowed

vlian 1,101-999

no shutdown

LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/16

!Command: show running-config interface Ethernetl/16
'Running configuration Tast done at: Wed Mar

!Time: Thu Mar 10 14:28:06 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/16

description Uplink

pinning border

switchport mode trunk

switchport trunk allowed

vlian 1,101-999

no shutdown

I E 1/150{ DMZ VLAN, ZE 1/160 ZT2=M VLAN

<#froot>
LAB-IMM-B(nx-0s)#

show run interface ethernet 1/15

!Command: show running-config interface Ethernetl/15

2
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9 20:20:55 2022

IRunning configuration Tlast done at: Thu Mar 10 18:13:38 2022

!Time: Thu Mar 10 18:21:54 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/15

description Uplink

pinning border

switchport mode trunk

switchport trunk alTlowed

vlan 1, 20-30

no shutdown

LAB-IMM-B(nx-o0s)#

show run interface ethernet 1/16

!Command: show running-config interface Ethernetl/16

IRunning configuration Tlast done at: Thu Mar 10 18:13:38 2022



!Time: Thu Mar 10 18:21:57 2022
version 9.3(5)I42(1g) Bios:version 05.42
interface Ethernetl/16

description Uplink

pinning border

switchport mode trunk

switchport trunk allowed

vlian 1,101-999

no shutdown
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