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/opt/CSCOTumos/conf/restconf/restconf-config.properties

epnm.restconf.inventory.notifications.enabled=true
epnm.restconf.alarm.notifications.enabled=true
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import websocket
import time
import ssl
import base64

def on_message(ws, message):
print(message)

def on_error(ws, error):
print(error)

def on_close(ws, close_status_code, close_msg):
print("### closed \###")

def on_open(ws):
ws.send("Hello, Server!™)

if __name__ == "__main__":
username = "username"
password = "password"

credentials = base64.b64encode(f"{username}: {password}".encode("utf-8")).decode("utf-8")
headers = {"Authorization": f"Basic {credentials}"}
websocket.enableTrace(True)
ws = websocket.WebSocketApp("wss://10.122.28.3/restconf/streams/vl/inventory.json",
on_message=on_message,
on_error=on_error,
on_close=on_close,
header=headers)
wS.on_open = on_open
ws.run_forever(sslopt={"cert_reqs": ss1.CERT_NONE})
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* /restconf/streams/vl/alarm{.xml | .json}
* /restconf/streams/vl/service-activation{ .xml | .json}
* /restconf/streams/v1/template-execution{.xml | .json}

* /restconf/streams/vl/all{ .xml | .json}
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(env) devasc@labvm:~/epnm$ python conn-oriented.py
--- request header ---

GET /restconf/streams/vl1/inventory.json HTTP/1.1
Upgrade: websocket

Host: 10.122.28.3

Origin: https://10.122.28.3

Sec-WebSocket-Key: YYYYYYYYYYY
Sec-WebSocket-Version: 13

Connection: Upgrade

Authorization: Basic XXXXXXXXXXXX

--- response header ---

HTTP/1.1 101

Set-Cookie: JSESSIONID=5BFB68B0126226A0A13ABE595DC63AC9; Path=/restconf; Secure; HttpOnly
Strict-Transport-Security: max-age=31536000;includeSubDomains
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Upgrade: websocket

Connection: upgrade

Sec-WebSocket-Accept: 0zns7PGgHjrXjOnAgnlhbyVKPjc=

Date: Thu, 30 Mar 2023 16:18:19 GMT

Server: Prime

Websocket connected

++Sent raw: b'\x81\x8es\x99ry;\xfc\x1le\x15\x1c\xb5R*\x16\xeb\x04\x1c\x01\xb8"
++Sent decoded: fin=1 opcode=1 data=b'Hello, Server!'

++Rcv raw: b'\x81\xOeHello, Server!'

++Rcv decoded: fin=1 opcode=1 data=b'Hello, Server!’

Hello, Server!
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ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-or
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devasc@labvm:~/tmp$ sudo apt-get install aha
devasc@labvm:~/tmp$ cat conn-oriented.txt | aha > conn-oriented.html
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ade # grep -Eh 'DEBUG com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter
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{ "push.push-change-update":{ "push.notification-id":2052931975556780123,

"push.topic":"inventory", "pu
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" e
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from flask import Flask, request, jsonify app = Flask(__name__) @ app.route('/api/posts', methods=["'POS
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(venv) [apinelli@centos8_cxTabs_spo app]$ python connectionless.py * Serving Flask app 'connectionless'
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[apinelTli@centos8_cxlabs_spo ~]$ curl --location -X POST --insecure 'https://10.122.28.3/restconf/data/
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{ "push.notification-subscription": { "push.subscription-id": 7969974728822328535, "push.subscribed-use
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curl --location --insecure 'https://10.122.28.3/restconf/data/vl/cisco-notifications:subscription’' \ --

{ "com.response-message": { "com.header": { "com.firstIndex": 0, "com.lastIndex": 1 }, "com.data": { "p
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* Serving Flask app 'connectionless

(venv) [apinelli@centos8_cxTlabs_spo app]l$ python connectionless.py
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