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<#froot>

crypto pki trustpoint sdn-network-infra-iwan
enrollment pkcsl2

revocation-check cri

rsakeypair sdn-network-infra-iwan

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage ssl-client

revocation-check crl none

source interface GigabitEthernetl

crypto pki certificate chain sdn-network-infra-iwan
certificate 14CFB79EFB61506E
3082037D 30820265 A0030201 02020814 CFB79EFB 61506E30 OD06092A 864886F7
<snip>
quit

certificate ca 7C773F9320DC6166
30820323 3082020B A0030201 0202087C 773F9320 DC616630 OD06092A 864886F7
<snip>

quit

crypto pki certificate chain DNAC-CA
certificate ca 113070AFD2D12EA443A8858FF1272F2A
30820396 3082027E A0030201 02021011 3070AFD2 D12EA443 A8858FF1 272F2A30
<snip>
quit

telemetry ietf subscription 1011
encoding encode-tdl
filter tdl-uri /services;serviceName=ewlc/wlan_config

source-address

Y.Y. Y. Y
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stream native
update-policy on-change
receiver 1ip address

XX XX

25103 protocol tls-native profile sdn-network-infra-iwan
telemetry ietf subscription 1012
<snip - many different "telemetry ietf subscription" sections - which ones depends on
Cisco I0S version and Catalyst Center version>
network-assurance enable

network-assurance icap server port 32626
network-assurance url https://

XX XX

network-assurance na-certificate PROTOCOL_HTTP

XX XX

/ca/ pem
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show run | section crypto pki trustpoint DNAC-CA

show run | section crypto pki trustpoint sdn-network-infra-iwan
show run | section network-assurance

show run | section telemetry
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show crypto pki certificates DNAC-CA
show crypto pki certificates sdn-network-infra-iwan
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<#root>
wlc-01#
show tel emetry internal connection
Telemetry connection
Address Port Transport State Profile
XXXX 25103 tls-mative

Acti ve
sdn-network-infra-iwan
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<ffroot>
wlc-01#

show tel enetry connection all

Telemetry connections

Index Peer Address Port VRF Source Address State State Description
9825 X.X.X.X 25103 0  Y.Y.Y.Y
Active

Connection up
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etcdctl get /maglev/config/cluster/cluster_network.
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<{froot>
DC9800-WLC#

show net wor k- assurance sumary

Network-Assurance

Di sabl ed

Server Url

ICap Server Port Number

Sensor Backhaul SSID :
Authentication : Unknown
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40 | 2021-04-29 08:09:15 | ERROR | pool-15-thread-1 | 121 | com.cisco.collector.ndp.common.KeyStor
at java.util.Base64$Decoder.decode0(Base64.java:714)
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}—————BEG IN -CERTIFICATE -REQUEST (]
MIIDzjCCAXYCAQAWgCOXC ZREQWEAHR}::ICHR IWEAYDVQQIDALCZXJICZh pi:mdxﬁ-
EDACEgHNVEACHE L JLYWEpbmexGTAXEgHNVEAOHMEF Zpecmdpb i BHZWER Y SEMAGOx Gz Z i
BogNVEASME kNvcnBvcmFOZSBOZXR3L3JrezEi MCAGR I UEAWWZ Y 2 @y oC 1 kbmF S Lo SIS
3Rl bEXMucHIpdmFOZTEZMDEGCSqGSIh3DOEJARY kY2 9yveGoyYXR1 TmE 1 dHdveme z [R5
QHEZpcmdpbml LEGLhLmivLnVINIIBL JANBgkghkiGowOBAQEFAACCAQEAMIIBC gz{ﬁ
AQEAQZ1PszGCafvwuoadcloR+yHIEEjle/ TVheXDFSAySLgopUSELFIpFnPVS jxDE

ByOblhIgSETcExNZZi0SCRoGrwEM4ZWICLDEY IFNJUEZ0Ja 5Dk, k/ 57 SudS I TSRS
HrDIpMOBTzvZOukpyviBwembvariDeéhrYvo2tdwalvTznELUr48TODdAYE Savkibh(EREE
FaVwGEyxCaIxgESLE/ es/L/LFEECMEvIphEvioF,/ YqmiZ rECLWIQALIWRh YV DCOBc,/ BN
kUj £YVwwaQHOeECHeLMi T2 6zaTZ38woyL2clA03 TVXLESuEZ5 1 FThLt PSkxuTvEwEzR R
a9z fhCxUI+TMe 1 Y4po 0V thoOrQIDRAQABS THDMTHABgkgh ki GO9wiBCO4 xgbIwga SwilnilE
COYDVROTBATIWADATLRgNVHOSEBAMCBeAwgZO0GR1T4AEQSBIDCEAYIZY2 SyelCl khmE (B3NS
LoNSc3R1bXMucHIpdmFOEZYI T2 9yeClkbmFj ghlwbnBz ZXJ2ZXIuc3lzdEvVe cySwiEmiE
cml 2YXR1 hwQKSAX LhwQKSRMhwiK SAXNhwlKSAXOhwQKSn E Bhw(KSn 8 Chw(KSn e DERERE
hwlXSnEEhwOKSn+BhwiKSn+ChwiKSn+ DhwiX Sn+EMAOGCSgGSTh3DOEBCWUA A4 TR NS
AQAYWOKEnbWwY E5VenoGTvOIsal v,/ k04 380N TgP2XON oamxgx e,/ LEAPa+ X CW £ Y
MUKgIWossYglZemDVVEaEgqhCUt00naEsybIdbrXgW33EBELLLg] FgsX,/ Hgtee T sAmBS NG
ZoLYHgErCevjCEYqRVVW =T IJASY3IWjUknoRfgUATIBTLExEFSADh T AL 8 a0l GegCHNW s RS
HEFdVIpT4=zVivYLilBvg3TCqll o4 6hT FrexU4mEcH I VEUgMS =L ThTudC v g PO Emx R NS
ZUEHEROwywonV/ aaGmEPbrbRASgzoXmCEdi DBhE/ alXCENgqoLaXeSzgCUaY LT WS
nmEXUJEML yz KDL Snc4 TTVEh ZERMS
————-END- CERTIFICATE - REQUEST ——— [CRILF
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« Catalyst Center0l CtA| F=7}+5t 10 B2 0| show telemetry internal connection Al | = X[ 2 QIgL|CH

"Active".

A

« Cisco H{1 ID CSCvs78950 - 'Connecting' 2'EH2| eWLC2} Wolverine 22HAE 4 24 ¢
74

« Cisco H{21 ID CSCvr98535 - Cisco DNA Center= PKI0i| CHEF HTTP A A QIE{H[O|AE 7
StX| et&LICH eWLC B4 BA2 '0d13 & EHE R RIFLICH.

5EH7|. ReiHEE| dEi7t €4 JEio|X|B 2ol Hlo|E{ 7 EA|=IX| e &LICH

S BEE A8stod HEHEE| LHF AZ2| T JEfE & lgLict

<{froot>
dna-9800#

show tel emetry internal connection

Telemetry connection

Address Port Transport State Profile
X.X.X. X 25103 tls-native
Active

sdn-network-infra-iwan
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conf t
network-assurance url https://X.X.X.X
network-assurance icap server port 32626

network-assurance enable
network-assurance na-certificate PROTCOL_HTTP X.X.X.X /ca/ pem
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu00173/?referring_site=ss&dtid=osscdc000283
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