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HTTPS is NOT reachable [ SCP is reachable

Expected: Cisco DNA Center certificate has to be installed su
and Device should be able to reach DNAC (10. ) via HTTPS
Actlon: Reinstall Cisco DNA Center certificate. DNAC (10

EEf'f cate installed auto 1Tu || on Qavice when ﬁ?gi{? s assiaoned 1o a
site, please ensure device is assignec to a site for HTTPS transfer to
work, Alternatively DNAC certificate (re) install is attempted when HTTPS

failure detected during image transfe
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Cisco DNA Center 2IHEZ|0| HE Q|3 C|HIO|A AMEH

Provision(Z 2 H|X{'d) > Inventory(2I"HI E 2) > Change Focus to Inventory(Z7HAE QIHEZ|2
HZE)E O|SELIct
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HESZ C|HtO|AZ O|Sstod ChE BHEES AgfLICt.
show running-config | sec crypto pki
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
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I .pem IUS CHREEEL

- pem ItYE 24 HFE0I| XEFELICE.
- HAE HE7| 22 T2 7202 pem I+ ¥Y|
- HEQ3 ClHIO|A CLI Y7

« HHS AR50 0| DNA-CA QIS ME = IEFLICE. show run|in crypto pki trustpoint DNAC-CA

«  O|T DNA-CA QB M7} Q= B config 2EMA B2 A& 35104 DNAC-CA ?

E HM|7HELC

+ DNAC-CA QIEME Mx[5t2{H H|ado|MH 2ol BHES

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage ssl-client

revocation-check none

exit

crypto pki authenticate DNAC-CA

EE 4438 S35l HEQZ C|Ho|A0 A LIE2{3 C|HO|A Q| Cisco DNA Center2 & 41

o2

HET x| HTTPS It F4 HAE Al

copy https://<DNAC_IP>/core/img/cisco-bridge.png flash:

O| El AE 0| AME Cisco DNA Centeroll A A% 2 PNG TS ™S EHLICEH

Ol £32 mtd ™&0| YSSS LIEF-LICH
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of>

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:

Destination filename [cisco-bridge.png]?

et

Q1E M no crypto pki trustpoint DNAC-CA


https://%3Cdnac_ipaddress%3E/ca/pem
https://%3Cdnac_ipaddress%3E/ca/pem

Accessing https://10.x.x.x/core/img/cisco-bridge.png...
Loading https://10.x.x.x/core/img/cisco-bridge.png
4058 bytes copied in 0.119 secs (34101 bytes/sec)
MXC.TAC.M.03-1001X-01#

MXC.TAC.M.03-1001X-01#$//10.x.x.x/corelimg/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (1/O error)
MXC.TAC.M.03-1001X-01#
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HIHTTPS I M&E E|AEE A& 35104 cisco-bridge.png T U= A 745 & Al 2. delete flash:cisco-
bridge.png

HERZ & %2 HTTPS 22I0|HE A A QIE{H|0|A

HIE®I3 C|Hto|A Z2t0|AE A A QEI|0|AT SHIEZAH FHEIREX] FH Ll

An|aefolMdE 7S5 3H7] show run|in http client source-interface 9151 CHS

MXC.TAC.M.03-1001X-01#show run | in http client source-interface



ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-01#

ClHFO| A0 ZHRE A4 QIEHO|ATE ULE A4 QIE{HO|AT} Qs B2 HTTPS S W BHAET7E AoiEfLCH

o2 AmEZ&LICH
2 C|Hto|AaE QIHIE 2| Cisco DNA Centerofl IP =4 10.88.174.430]| QJ&LIC}.

CIHIER| AT B4k

Device Name IP Agdress Device Family Reachability (1)

MC. TAC M.O3- 1001 X-01. etlecuit.mx 10.BB.174.43 Routers @ Reachable

HTTPS I} Y M4 E|AE Almj:

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [ cisco-bridge.png] ?

%Warning:There is afile aready existing with this name

Do you want to over write? [confirm]

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (I/O error)
MXC.TAC.M.03-1001X-01#

A QlE(T 0|4 2ol
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<ttroot>

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface G gabitEthernet0/0/0

ip tftp source-interface GigabitEthernet0
ip ssh source-interface GigabitEthernet0
logging source-interface GigabitEthernetO0 vrf Mgmt-intf

QIE{H 0| A =0l

MXC.TAC.M.03-1001X-01#show ip int br | ex unassigned
Interface |P-Address OK? Method Status Protocol
GigabitEthernet0/0/0 1.x.x.x Y ES manual up up
GigabitEthernet0 10.88.174.43 YES TFTP up up

EoX Stalus

& Mot Scanned

Manageability i

ﬂ Managed



MXC.TAC.M.03-1001X-01#

Inventory(QIHIE 2) A 3 2I4F0i| [F2 ™ Cisco DNA Center= GigabiEthernet0/0/0 Ci 4! GigabitEthernet0 QIE{H| 0| AE A8 3= ClHIO|

EXME sidsttd™ SHHE £ ClEHO|AZ +F sl oF &L

MXC.TAC.M.03-1001X-01#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MXC.TAC.M.03-1001X-0(config)#ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-0(config)#

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface GigabitEthernetO

ip tftp source-interface GigabitEthernetO

ip ssh source-interface GigabitEthernetO

logging source-interface GigabitEthernetO vrf Mgmt-intf
MXC.TAC.M.03-1001X-01#

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.126 secs (32206 bytes/sec)

MXC.TAC.M.03-1001X-01#



HIHTTPS I M&E EHIAEE 228 F WHS AE3H0q cisco-bridgepng TS A 75t & A|L. delete flash:cisco-
bridge.png
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HHE A85tod LIERIT FRIol 2HHE et AlH7t U= K] = QIEFLICH show clock

DNAC-CA 9IZ M7t LAB C|HIO|A0] giE A& ALIEIQE AHEMAL. HAHEE| L0|ET FAIZIRX|E CHS O|R 2
DNAC-CA 215 M Mx|7} Muigi&Lct



Jan 1 10:18:05.147: CRYPTO_PKI: trustpoint DNAC-CA authentication status =0
%CRYPTO_PKI: Cert not yet valid or is expired -

start date: 01:42:22 UTC May 26 2023

end date: 01:42:22 UTC May 25 2025

EACHAL] QIZM7E R EELICH 2Lt 77 L5t Q1B M7t ot & f 25X o HLE Bh = =& LICH

HES= ClHtol& AlzZt &0l

MXC.TAC.M.03-1001X-01#show clock
10:24:20.125 UTC Sat Jan 1 1994
MXC.TAC.M.03-1001X-01#

=& AlA ZHu|z2aolM of:

MXC.TAC.M.03-1001X-01#clock set 16:20:00 25 september 2023

NTP Z1Z|22i|0]| A of:

MXC.TAC.M.03-1001X-0(config)#ntp server vrf Mgmt-intf 10.81.254.131

ClH

CIHIE AM#5tod HTTPS EXIE s ZAE 4= /laLict

debug ip http all

debug crypto pki transactions
debug crypto pki validation
debug ssl openssl errors
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undebug all
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