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PnP(Plug and Play) Agent: Z1I|12i0[M 10| 12 7911 DNA Center0| M XIS 2 & QIE
M7t ei= M ClHtO[A LTt

AlE C|HFO|A: DNA Center7t 0|0 2 H|X'E £ DHCP(Dynamic Host Configuration
Protocol) A & & 5t= C|HO|A.
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Edgel#dir nvram:*.cer
Directory of nvram:/*.cer

Directory of nvram:/

4 -rw- 820 <no date> I0S-Self-Sig#l.cer

6 -rw- 763 <no date> kube-ca#468ACA.cer

7 -rw- 882 <no date> sdn-network-#616F.cer

8 -rw- 807 <no date> sdn-network-#4E13CA.cer

2097152 bytes total (2033494 bytes free)
Edgel#delete nvram:*.cer

Provisioning(Z 2 H|X{'dl) > Devices(C|Ht 0|4 ) > Device Inventory(C|HFO|A RIHIE 2|) T O|X|oi| 2
Bl x| et 2 ClHtolA 7} gi=X| = elgtLCt.
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https://tools.cisco.com/bugsearch/bug/CSCvh68847
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You're expecting to see this on the PnP agent logs:
%PNPA-DHCP Op-43 Msg: Op43 has 5A. It is for PnP
KPNPA-DHCP Op-43 Msg: After stripping extra
characters in front of 5A, if any:

SA1D;B2;K4; I<DNAC IP>;J88; opd3_len: 38

* If hitp succeeds but hitps fails,
| you have a certificate problem
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sudo tcpdump -i <DNA Center fabric's interface> host <PnP Agent ip address> -w
/data/tmp/pnp_capture.pcap

*0| S SX|stciH Ctri+CE AE A,

O|&= | 324 pnp_capture.pcap It 0| /data/tmp/0oll K& ELICHSCP(secure copy) B-E AFE S}
0 DNA ME{| M Tt U S S ASHHLE CHS BE 2 AF& 35104 DNA ME0|M TS g{o{of §f L|Ct.

S sudo tcpdump -ttttnnr /data/tmp/pnp_capture.pcap

[sudo] password for maglev:

reading from file capture.pcap, link-type EN10MB (Ethernet)

2018-03-08 20:09:27.369544 IP 192.168.31.1 > 192.168.31.10: ICMP host 192.168.1.2 unreachable,
length 36

2018-03-08 20:09:39.369175 IP 192.168.31.1 > 192.168.31.10: ICMP host 192.168.1.2 unreachable,
length 36

2018-03-08 20:09:44.373056 ARP, Request who-has 192.168.31.1 tell 192.168.31.10, length 28
2018-03-08 20:09:44.374834 ARP, Reply 192.168.31.1 is-at 2c:31:24:cf:d0:62, length 46
2018-03-08 20:09:50.628539 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [S], seq 1113323684,
win 29200, options [mss 1460,sackOK,TS val 274921400 ecr 0,nop,wscale 7], length 0

2018-03-08 20:09:50.630523 IP 192.168.31.1.22 > 192.168.31.10.57234: Flags [S.], seqg 2270495802,
ack 1113323685, win 4128, options [mss 1460], length O

2018-03-08 20:09:50.630604 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [.], ack 1, win
29200, length 0

2018-03-08 20:09:50.631712 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [P.], seqg 1:25, ack
1, win 29200, length 24
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“ & A NotSecure hitps://mxc-dnacd/apps

il Your connection to this site is not
Clscg SECung

| You should not enter any sensitive information on

thiz site (for example, passwords or credit cands),
bacause it could be stolen by attackers. Learn

Wt ™ do? Take a Tour

You have chosen 1o disable security warnings for

this site. Re-anable warnings s

Meed t
Want b

B Certificate (Invalid)

Show certificats
‘ & Cookies (5 in use)
¢ L3 Site settings

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

e Add site locations on the network
= Deasignate golden images for device families

= Create wireless profiles of 5510s

r—

WS I RES. SO

Boot cortificate authority

Expires: Wednesday, Jose 5, 2070 a1 1826204 Central Dayligh Time
O S Cad COM™ canicats B not trusisd

L= Y TR

F  Dotaile
Cwtension  Subject Alternative Name ( 2.5.29.17 )
Critical NO

IP Address 10.88.244.133

IP Address 10.88.244.135

IP Address 10.88.244.138 SAN

IP Address 192.168.31.11 Field

IP Address 192.168.31.12

IP Address 192.168.31.14

IP Address 192.168.31.77
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Am @ RE Qews=Eg e =g aaart
N ssl [x] -
MNo. Time Source Destination Protocal Length  Info

2018-03-08 14:10:11.873236  192.168.31.1 192.168.31.18 TLSv1.2 281 Client Hello

SIS

2018-083-88 14:18:11.879597 192.168.31.18 192.168.31.1 TLSv1.2 2895 Server Hello, Certificate, Server Kt h erver Hello Done
2018-03-08 14:10:11.092431 192.168.31.1 192.168.31.18 TLSv1.2 65 A'Lert (Level: Fatal, Descr:lpt
Frame 3: 65 bytes on wire (528 bits), 65 bytes captured (520 bits)
Ethernet II, Src: 2c¢:31:24:cf:dB:62 (2c:31:24:cf:d@:62), Dst: B@:5d:73:c0:c7:90 (@0:5d:73:c0:c7:90)
862.10 Virtual LAN, PRI: @, CFI: @, ID: @
Internet Protocol Version 4, Src: 192.168.31.1, Dst: 192.168.31.10
Transmission Control Protocol, Src Port: 31441, Dst Port: 443, Seq: 144, Ack: 2842, Len: 7
Secure Sockets Layer
v TLSv1.2 Record Layer: Alert {Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (@x@383)

Length: 2

v Alert Message

Level: Fatal Ll——m—————
Description: Bad Certificate (42)

ATYYYY

aE.
A‘I E ItE| CA(Certificate Authority)7F 2= Z3< DNA CenterQ| IP A2} VIP7I £&E QIS MHE A|

S50k B LICH METIE| CAT} @iE B DNA Center0f|A QIS ME dMAHE &= Q&LICH Ol Z2A|
AE OFLi3tE{ T Cisco TACH 225t M AIL.

DNA Center2 474 A%
7tsst el

DNA Center= 7|2Xo 2 TLS v1.28F X|&&rL|Ct.

0|2 i Z3tedd o] 7Ho|=ofl 2} DNA Centeroil A TLS v AFSSIEF MG AAI.

I -
&= x|
4 = ® RE R &= =B A]aai
| | | Apply a display filter ... <38/>
No. Time Source Destination Pratacol Length Info
| 4 2018-03-14 £8:20:21.563736 10.213.1.20 10.213.1.223 SsL 128 Client Hello
5 2018-83-14 @8:20:21.563773 10.213.1.223 10.213.1.20 TCP 54 443-49365 [ACK] Seg=1 Ack=67 Win=29208 Len=0

6 2018-03-14 08:20:21.563926 10.213.1.223 10.213.1.20 54 443-+49365 [RST, ACK] Seq=1 Ack=67 Win=2926@ Len=@

Frame 4: 128 bytes on wire (96@ bits), 120 bytes captured (968 bits)

Ethernet II, Src: Ciscolnc_cf:90:41 (dc:ce:cl:cf:90:41), Dst: 3B:@e:4d:9¢:3b:b8 (38:0e:4d:9c:3b:bB)
Internet Protocol Version 4, Src: 10.213.1.20, Dst: 10.213.1.223

Transmission Control Protocol, Src Port: 49365, Dst Port: 443, Seq: 1, Ack: 1, Len: 66

Secure Sockets Layer

v SSL Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Vers ionxewl }
Length: 6

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

A Y TYTTYTY

Length: 57
Version: TLS 1.8 (@x@3@1)
» Random

Session ID Length: @
Cipher Suites Length: 18
» Cipher Suites (9 suites)
Compression Methods Length: 1
» Compression Methods (1 method)

RIE M gted EX[of CEt PnP H0|FES| R8¢ CIH B

. ClH ¢ 53} pki EHEEM
. C|EH2 ssl openssl

. C|EH2 ssl openssl error
ssl openssl 2/ C|H


/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb

- debug crypto pki API
. ClH 253 pki ERHEM
- ssl openssl HIA|X| C|HH

o|H™ol| dEE S E MM 717} SHOl gl&Lct.

O|BXMS 2, Provisioning(Z 2 H|X'd) > Devices(EII:IFOIA) > Device Inventory(C|HFO|A QIHIE 2|)
| o|x|ofl EIY=lX] &2 C|uto|A T} glodof st X[EF, O] HO|X|ofMH ERIY|X| &t 2 C|HtO|AE
Mgt Fo| = C[HO|ATE 0{716] htps: //<DNA Center ip>/mypnp0ll EA|Zl= 2|7t URELICH
O AlLt2[27t Erlsto] PnP 204 CtEt RAFSH 20 EE= GUINIM SYs5tChE EA[7F LIE
Lt CIHFO|ATE PnPOIA 2BIUE|X| 2f2 Z‘JQE EAEX]| 9£E | ZrelghLct.

ERROR | gtp604107971-170 | | c.c.e.z.impl.ZtdHistoryServiceImpl | Device authentication status
has changed to Error (PNP response com.cisco.enc.pnp.messages.PnpBackoffResponse is missing
previously established authenticated session key) | address=192.168.31.10, sn=FCW212XXXXX

LAN XtS8 & AEfZHO| ER

- DNA Center 1.20 X{= £E40| & 2/0[0{0F F LICH2HH AB40| AR 70| stLI7t X St X|

o A o
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- DNA Center0i 212%™ PnPO|A UnclaimedZ EAIEILICH. PnP= AEY E0IZ 2[5l 108 Al
7t 32 AF26tH, BF2 £/ LAN X559 E'-E1|°'E|7<| ot A =|01| °75| ELICH.
RCA E= PnP 207t = 4% 28LIX| &t 2 ClHIO|A HAIXIE &2 = U&LC.

more pnp.log | egrep " (Received unclaimed notification|ZtdDeviceUnclaimedMessage) "
HAIX|7L gl 3% 2olYElIX| §f2 ClHIo|A 20| DNA MIEof| =25t K| 42 PnP= OIE
Hyg °*"L—|EL

AEH0]|l A LAN At S3HE ~5Hs WY

. A= C|HtO|AO CHE H3ITE SEELICY.

. DNA 4AlE{of| A LAN x}%ﬂ% A|EFSFL|CH

. AEHO| M A ZAT|2Blo|Md 2 AMKIEELICH# MT| X7

. NVRAMO|M 2 E IS ME N 7HEFLICt # nvram A X|:*.cer

.vlan.dat It 22 XN|7{gf Lt &2 Al:vian.dat A

. Primary A @{x|0| A AHHFO| A2|X|2| QIBZME AT LICH# stby nvram 4 &l|:*.cer
a.AEH 70|22 E2lFLIct

o bk WN -

b.Zt M AQ|%|Q| 2&0f 22QIEHLICH

c. 21BME AA|ELICH # nvram A &:*.cer

d.flas vian Cl|O|E{H|O|A S AtA|EL|CH &EH Al:vian.dat AFA|

AR 70|12 S CHA| AZFLICH



Eoi2 ohs £7] 74 thEt 84X E

o

A7 ABoz SSE WHK| 7|CHEl £ 2E T HH

$INIT: waited 0 seconds for NVRAM to be available

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
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A B

Edgel FOW 2038000

Edgel FOW2131 000, FOW 2131060, FOWN213 160, FOW 213100

Edge3 FOC205 20000, FOW 2052 0o, FOW 2052 Fox

Edged FX52131000m
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E g £ JAELICLYHE HS = & EE FESH0F FLICHAAE LIS 2 HEE CsV ur 22 &
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. ? =2} X{0{| A https://<DNA Center IP>/networkpnpS /248t
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EE = https://<DNA Center IP>/networkpnpZ 0| 35} 04

QHIER 2F

.......

QHER| 2 7= LAN AtS 30l ofsl 2 ™E|T ZHu|ago|dE 48t & ClHHO|A T} QIHIE 2|of
F7EIRIZE Q0|ELC ol @F = Yitxo =z Au|ae oM, dR etR*E L= CLIAE 3 &

Mz lal &dghL|ct.

LAN Automation2 &35l SHIE C|HO|AE MY stEie &
)2 AH83t0{ ClHtO| A0 R Z e 0 QIE{H O|A Q| IP FA0f #

eddo| UX|E PKI 215 X7} PnP Of|O|TE 0| HEXH2E F AL
K| etk &LCt.

&7tof = C|HFO|A7F DNACS2H PnP OlO|ME 7+ I{Z!9| Do Not Fragment(DF) HIEE 74 @<
T U&LICHO|Z Ql5l 1500HO|E L 2 TZN(URMO 2 QIS ME Z&sts= mZ)o| AN E=
Z LAN A58t 2t 25| K| ot 2 = QU&LICHDNA Center®| 225 210 EAIZE YUEHEQl 2
1 & d¥ =3 &t

errorMessage=Failed to format the url for trustpoint
0| Z< DNA Center2t PnP Of|O|HE 7Fo| B2 7} HZ A|AE mtu 91002 AtSstod HE Z Y
£ St 5 5{&st=X| & elst= 2ol E&LICH

Switch(config)# AIAE mtu 9100
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