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Cloud Agent - Review deployment requirements &H0| &!L|C},

@ ey

Set Up CX Cloud Agent

Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT

CX Cloud Agant galhars tolemabny data from the divices o your fbvork, allowing you io laka

advantage of all the hyper-relovant insights and trusted expertiso that CX Cloud has to offer.

et Review deployment requirements

Prepare your network for CX Cloud Agent

- FQDN: api-cx.chsca.com
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Set Up CX Cloud Agent

Accept the strong encryption agreement

nioad tra image Me for she CX Clewd Agerd vimual macking,

SET UP CX CLOUD AGENT
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@ Bevdew Deploymon Requiremant
Ta apply for elgibiity to downdoad Slrong encrypiion software images

Accept Strong Encryplion Agresmend
Peofie is comect and complete

1. Ensure the addross lsted in your Cisco com User

Downésad hrape Fio
2. Fead sach of the conditions below caralully prior 1o selocting your answer

Duplay and Pair with Wirtual Machins
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Set Up CX Cloud Agent X

Download image file
SET UP CX CLOLD AGENT " I

VHD

Cisco End User Licenze Agreemen

In order o download softwan, phease confirm that you have read and agres 1o the terma of o

B
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Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET UP CX CLOUD AGENT
i Deploy the downloaded file on your virtua! maching. After deploymaent, youll receive 3 pairing code. Pleaso enter the code balow

Pairing Code

@  Ruview Deployment Requitements

s Accept Strong Encryption Agroamen
@ Download image Fie

Daplry and Paie with Vinual Maching
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.CX 22I2E H0|MEE SE35l2{H Continue(7%)E 22/8tLICt. Set Up CX Cloud
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Set Up CX Cloud Agent X

Registration successful!
SET UP CX CLOUD AGENT

@ Review Deployment Requirements
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£ Back to Data Sources

Cenfigure connection to CX Cloud
Location (City, State, Country)

Connect a Cisco DNA Center
Password

WP Address of FODN
5T

Tone

Usermame

Colection Frequency

Freguency y
B fun the firs1 collection now (Ehis may take up to 75 meruies)
The fust data sowce you add must be a Cisco DNA Center. After that you can add additional Cisco DNA Centers and devices nof connected

o a controller.
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LICH
Configure connection to CX Cloud

Successfully Connected

First inventory collection will run immediately when you finish adding your data sources

- Cisco DNA Center live.com
Inventory collection runs every day At 02:00 AM IST

Connect another data source to CX Cloud Agent?

Add Another Cisco DNA Center

+
Done Connecting Data Sources

A&Lct
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2t 1: 22! Add Another Cisco DNA Center098] DNACE F 7} &L Ct.

Configure connection to CX Cloud

Successfully Connected

I/:n‘\ Cisco DNA Center live.com
\ E/- Inventory collection runs every day At 02:00 AM IST
S First imventory collection will run immediately when you finish adding your data sources

Cisco DNA Center live.com
\ J  Inventory collection runs every day At 01:00 AM IST
e First imentory collection will run immediately when you finish adding your data sources

= Cisco DNA Center demo.com

Inventory collection runs every day At 01:00 AM 15T

First inventory collection will ren immediately when you finish adding your data sources

Connect another data source to GX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

0421 DNAC =7}
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Data Sources W

Region: United States
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CX 2EtRE O|O|MEE 7 &5t2{H Ot SM 5 stLE MEIE = A&t
- VMware vSphere/vCenter Thick Client ESXi 5.5/6.02 *._E—*l'%PE 742 Thick ClientZ 0|5
- VMware vSphere/vCenter Web Client ESXi 6.02 MEist= 32 Web Client vSphere EE&=

Center2 0|5
. Oracle Virtual Box 5.2.302 MEdSHE A< Oracle VM2 Z 0|
. Microsoft Hyper-VE& ME{StE 73 Hyper-VE O|S

OVA &
Thick Client ESXi 5.5/6.0 x|

Ol 22t0|HE oM E vSphere X 2EI0|HEE AI23610{ CX 22IRE Of0|ME OVAE 58 £
U&LICE.
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(&) VMware vSphere Client *

vmware

VMware vSphere”
Client

All vSphere features introduced in vSphere 5.5 and beyond are
avaiable only through the vSphere Web Client. The traditional
viphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.,
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [Name: [V ZAY -

Lser name: root

Password: e

[ Use Windows session redentials

23°l

2. B M File > Deploy OVF Template.
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(&) Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deploy from a file or URL

[

network share, or a CD/DVD drive.

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a

_ e |
OVA 4=

4. CIEE &2ELIC ovF Details 2 Next.

< Back H Next > I

Cancel




{ (@ Deploy OVF Template

OVF Template Details
Verify OVF template detads,

Source

OVF Template Details

Name and Location Product: CXCloudaAgent_2.0_Buid-144

DM o Version: 2.0

MNetwork Mapping

Ready to Complete Vendor: Cisco Systems, Inc
Publisher: @& CISCO SYSTEMS, INC.
Download size: 1.1GB
Size on disk: 3.1 GB (thin provisioned)

200.0 GE (thick provisionad)

Description: CXCloudAgent_2.0_Build-144

2 ol|z4st
L=

21248 L|C}. unique Name 2! Next.




@ Deploy OVF Template —

Name and Location
Specify a name and location for the deployed template

Source Mame:
OVF Template Details -
CXCloudAgent_2.0_Build-144 E EMO]
Name and Location =
Dick Eormat The name can contain up to 80 characters and it must be unique within the inventory folder,

Metwaork Mapping
Ready to Complete

LI <Back || Next > I

OlF & #IX|

6. MEH pisk Format & Next (W Z2H|X'ED S HE=LICE)

N



@ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastore 1(11)
OVF Template Details

Mame and Location

Name and Location Avaiable space (GB): | 973.1
Disk Format =

Metwork Mapping
Ready to Complete

™ Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
{* Thin Provision

Cancel

LI < Badk

n
>
H
og
1=

7. CFS S MEHEILICE. power on after deployment Z @12HS 2 2!6t T Finish.



@ Deploy OVF Template

Ready to Complete
Are these the options you want to use?

Source
OVF Template Details
MName and Location

Deployment settings:

When you dick Finish, the deployment task will be started.

Mﬂ:“ﬂt OVFfile:

Network Maoong Download size:

Ready te Complete Size ondisk:
Name:
Host/Cluster:
Datastore:
Disk provisioning:
Network Mapping:

v [Power on after deployment!

C:\Users\oicadmin\Downloads\OVA\CXCloudAgent_20.
1.1GB

3.1GB

CXCloudAgent_2.0_Build-144 DBVMO

localhost

datastorel (11)

Thin Provision

"VM Network"to "VM Network"
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@ Deployment Completed Successfully - X

Deploying CXCloudAgent_2.0_Build-144_DEMO

Completed Successfully
Cose |
25 gz
8. &2 AETH VM MEHSID 248 Y1 HERT Hu|ad oMo 2 o|SELIC.

Web Client ESXi 6.0 A x|
0| 22t0|HE £ vSphere T AI235t04 CX 2R E 00| E OVAE =8t

1. VM 7 50i| ALE &l ESXi/5tO|THHIO|XM Rt ZEHE A& 3104 VMware UI0] 2 218 L|CH.

Wit T Pyl

i
PR I vymware: eEsxi

VMware ESXi 219!

2. ME —| Virtual Machine > Create / Register VM.
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. o

0 A o Rttpetf0 BETT 000 st

o ’ﬂm

{7 Manape wilth vOender Servr

Ll éeralsr —_—
i Version
Vifual s b n i Siale
E siorage [ A |__ bl
£ Metworiing | 3| —

T createFtegister . | [fyshutdown g Reboct | OF Refresh
IS AIRGELISEAOMAIN | Copmne cr regiter

£LF Acions

& Wirtal Mlching |

B0 TR T TR T TR T i

Hermal (conrspoied B vt gndgr Sarves of 10 1358 T7 44}
152 0T days

Select creation type

Hizw wetsuild v likoe 10 creale a Virksal laching?

Crpaby 3 nir sirfual machieg
Diephoy a virtlusal mekchineg Eom an OV of OV file

Foi Qi BN slng vnual maching

This pplon guedes you through T peocess of creabing a
wrtual mackense from an OVF and VDK files

=1 Deploy a virtual machine from an OVF or OVA file 2! Next.

.VM2| O|§ 2 U=t Tt S &ol MEASH7{LE, CHREE3 OVA IS Bo{A s&LCH
E—- Next.




6.

#51 New virtual machine

+ 1 Select creation type
2 Select OVF and VMDK files
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you wiould like to deploy

Enter a name for the virlual machine.

Virtual machine names can contain up 1o 80 characlers and they must be unique within each ESXi instance.

Click to select files or drag/drop

tlE—l]l Standard Storage 2! Next.

¥11 New virtual machine - CX Cloud Agrnt 2.0 DEMO

Finish Cancel

+ 1 Select creation type
+ 2 Select OVF and VMDK files

5 Deployment options
6 Additional settings
7 Ready to complete

Select storage
Select the storage type and datastore

Select a datastore for the virtwal machine’s configuration files and all of its’ viftual disks.

Name ~ Capacty -~ Free «  Type ~ | Thin pro... v  ACCEsSS

datastore1 435TB 357 TB VMFS5 Supported  Single ]

W
1 items

Back | Finish | Cancel

F

AEE|K| AEH



[ weetesns
#31 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options

+ 2 Select OVF and VMDK files Sulschissivmint blons

+ 3 Select storage

R 4 Deployment options

5 Ready to complete Network mappings VM Network VM Corporate Network -
Disk provisioning ® Thin O Thick
Power on automatically

[ Back H Mext Finish Cancel |

E)

CHAS 1= S M2 MENST Next.

31 New virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your sefings selection before finishing the wizard

+ 3 Select storage

Product CXCloudAgent_2.0_Build-144

VM Name CX Cloud Agmt 2.0 DEMO

Disks CXCloudAgent_2.0_Build-144-1_signed-shal-disk1vmadk
Datastore datastore1

Provisioning type Thin

Metwork mappings VM Metwork: WM Corporate Network

Guest OS Name Unknown

f" ' E Do not refresh your browser while this VM is being deployed.
L]

Back Mext Finish || Cancel

2z &
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localhostlocaldomain - Whwe: ¥ i@ New Tab wo o+

« (&] O & o hittpsy/10.126.77.20/ui/#/host

vmware ESXi’

(0 Virtual Machines
EA storage
€3 Metworking

() Manage with vCnler Sener

localhost.localdomain
WVersion
Stabe:

Uiptine:

182.07 days

= Hardware

6.0.0 Update 3 (Buld 10715132)
Noemal {sonnected to vCenter Server al 10126 77 54)

T CreateRegister VM | [ Shutdown @5 Redoot | ' Retesh | £F Actions:

= Configuration

cry
a
USED: 3.4 GHz

MEMORY

—
USED 11538 68

STORAGE
!

WSED 8032808

FREE: 79 2 Gz

CAPACITY: §28 Gz
FREE: 23288 ﬂ
CAPACITY. 351 BG'EI:
FREE: 3.57 T8

CAPACITY, 432 T8

Manutacturer

Maodel

Cisco Systems Inc

UCSC-C220-M58X

Image profile

vanhars HA atata

(Updated) Vidware-ES)-5.0.0-9313334-
Custom-Cisco-6.0.3.5 (Ciscn)

Mol manfidiiren
e

[-] Recent tasks

Task

Upload disk  CXCloud Agent_2.0_ ..
Devwnlesd VMConhg

Pt On VI

g WASD

Reconfig VM

Downlesd VMDConhg

Target ~ | Initiator v

() Ex Cloud Agmt 200._. | oot
Hore WE Internsl
{5 CH Clous Agmi 20D, | rest
Ridsid L=
31 CX Cioud Agmé 2.0 0.

heoe

WE Internal

WE Internal

Queued ~
0317/2022 142219
0317/2022 140781
0211/2022 140748
0211/2022 140447
03/11/2022 140501
0311/2022 140451

Started -
OIBOIZ 142218
OXIB0ZZ 140781
OIM2022 140748
QXNT0IT 140447
AFT0IT 140501
APID0IT 140451

Result a

@ Completed succeastully

& Complered succonstully

& Completed nuccesstully

Q) Complated suscastully

) Failed - The openmtion is not al.

& Complefed sucoesstully

~ Completed v
01172022 142610
01172022 140751
0211/2022 14:07:48
0211/2022 140748
031172022 140501
D022 140451

-

Eile Edt View Higtory Bookmarks Took Help = O »
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- c QO B o hitps:/10.126.77.20/ui/#/hostfvms o 2 & =
01; Navigator © || 7 ecalhostigcalkiomain - Virual Machines
» [ Host ) ) ) )
Manage B Create /Registervi | | 89 Console W Powerof i Suspend | (3 Retresn | £F Actions (a h
Monitor 0O | vitual machine & Open browser console d space ~ | Guest0OS ~ | Hostname ~ HoStCPU ~ Hostme.. ~
=1 - & Open console in new window . - -
O CXCloudAgent_2 | 2 Ga Ubuntu Linux {§4-bit) Unknown 458 MHz 1561 G8
H storage m ® dhgent. & Open conscle in newtab
O & cxcloudagent_2 aGa Uibsantu Linium {64-bit) Unkniown 0 MHz oM
Networkin Launch remabe consobe
R E O & ciciousagent 21 ¥ 4868 Ubunty Linux {84-6) | Unknown 493 Mz 158168
O & cxclougagent 2. A Download VMRC 4GB Ubunty Linus (54-bit)  Unknown £92 MHz 150968
O & CxCloudagent_2.1_Build-17_chbin_... @ Mo.. 478508 Ubuntu Linux (54-bit)  Unknown 506 MHz 1607 GB
O & cxcloudAgent_2.1_Build-17_chbin_.. @ MNo.. 48.18GB Ubuntu Linux (64-bit)  Unknown 467 MHz 16.03GB
O @& CxCloudagent_2.1_Build-18_chbin_... @ Mo.. 47.27GB Ubuntu Linux (54-bit)  Unknown 501 MHz 16.06 GB
M & Cx Cloud Agmt 2.0 DEMO ©MNo.. 194368 Ubuntu Linux (84-bit) Unknown 0 MHz oMe [
Quick filters. -, 12 items 4 -
[z Recent tasks 4]
Task ~  Targel w  Initiator » Queued ~  Started ~ Resull a ~ Completed v £
Updond dik - CXClowd Agent_20_... (] CxClows Agme20D... et 03022142219 | 0XIWR022 142210 | () Completed seccessfully oun2ez 1e2sn N
Downlosd VMXConfig Hone VT Internal 03112022 140781 0211/2022 140781 o Completed nwcoe safully 03112022 140781
Pt On W ) CX Clowd Agme 20D rost 0INR02Z 140748 | 0W1VR022 140788 () Completed meccessfully OL11/2022 140T:48
Impornt Vapp Resources oot 031202 180447 OB11E022 160447 () Completed suocessfully GR112023 140748
Reocndig VM 1 € Clowd Agme 2.0 D. VE Indemnal 03112022 14:0801 031172022 14:05:01 i) Failed - The operation s nof al. V112022 140801
Downiosd VikiXConfig Hone VL intemal 03117202 1404080 031172022 140481 o Gompleted successfully SLTIE0ET 140481 o,
A oF |
—_= = 7
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B 2 a8 2 B 10.126.77.51 | acmons.

10 Surnmary (s pres  Netw U
—_— J " | -
1 Deploy OWF Temglate
1 L -
‘ B Fw Rt Do < -
= . LI
-
.
.
.
M consouation N
.
[
Modei
"
wiphare MA S2te
L+ 1)
&
Fandt Toderance
fo—
(Lepacy )
Wirtuad Flash Rescurce| o i
v AT Faut Tolerance
Metworking i
EVE Mods
Eacent Tasks
R .
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Deploy OVF Template

1 Sabeet 30 OVF template Select an OVF template

Sehct an OVF temp




—
.Deploy OVF Template

v 1Select an OVF template Select a name and folder

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v (§10126.77.54
> [ CommonPool
7> [ Delete
> [ Performance
> [ Automation
> [ Build-Server
> [ DNAC
> [ Security
> [ Tools

o
o
=
M
o

7. A& 2

b
>
1]
gl
o
[o][]

F10 Next.



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource

4 Review details

v [ Security

5 Select storage > D 10.126.77.51

6 Ready to complete

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT

AL 2|AA A=
8. MIFAIE S HESHTL Next.



_Deploy OVF Template

+ 1 Select an OVF template Review details
+ 2 Select a name and folder Verify the template details.

v 3 Select a compute resource

4 Review details

5 Select storage Publisher DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
6 Select networks

Product CXCloudAgent_2.0_Build-144
7 Ready to complete

Version 20

Vendor Cisco Systems, Inc

Description CXCloudAgent_2.0_Build-144

Download size 11GB

Size on disk 3.1 GB (thin provisioned)

200.0 GB (thick provisioned)




ﬁlmnmmuﬂ.cxcmumz.n DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore

b Persistent Memory
5 Deployment options

6 Additional settings Select a datastore for the vitual machine's configuration files and all of its' virtual disks.
7 Ready to complete

~ Capacty ~ Free ~ | Type ~ | Thinpro... ~  Access

435TB 357TB VMFS5 Supported  Single =

v
1items

[ Back || Next I Finish Cancel

>

EZ|X| M

iz

10. 22 Next.



Deploy OVF Template

v 1Select an OVF template Select networks
« 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
Source Network ¥ Destination Network

VM Network VM Network

v 4 Review details
+ 5 Select storage

6 Select networks

7 Ready to complete

IP Allocation Settings
IP allocation: Static - Manual

IP protocol IPva

CANCEL BACK NEXT

FEEERILE!

11. £ 2 Finish.



Deploy OVF Template

1 Select an OVF template Ready to complete

2 Select a name and folder Click Finish to start creation.

4 Review details

5 Select storage Provisioning type Deploy from template

v
v
v 3 Select a compute resource
v
v
v

6 Select networks

7 Ready to complete

Name CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11 GB
Size on disk 31GB
Folder Security
Resource 10.126.77.51
Storage mapping

All disks Datastore: datastorel (23); Format: Thin provision
Network mapping

VM Network VM Network
IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

2z #H|
12. M VMO| E=7HEILICH SEHE 2248 0|52 S =IeLIct

2 [ ¥ 5 B ACTIONS v
O ohe
LY
I 32768
B CxCinxiagent_2 0_Build-144-demo
M Hardware ~ s ~
. ™
Mamory »
Hard disk 1 ~
Notwork adapter | e
i w
Floppy drive |
Vigeo card 18
VIS device evice o tve virtusl maching Pl bus that
¥
v Target v Sms Bp— I rew———
a ©  Asmn 2m

a

w

FIHEIVM



B 2 8 2 & CXCloudAgent_2.0_Build-144-demo | b ¥ 5 G

_l_—l— O=|7|
14. Network Configuration(L|E 2|3 H&)o 2 o|SELICt

Oracle Virtual Box 5.2.30 A x|

o| 22t0|HE £ Oracle Virtual BoxZ 3 CX Cloud Agent OVAE & & L|LC}.

@ VirtualBox File Machine Window

Import Appliance... e VM VirtualBox Manager

Export Appliance... %E @ @ {;} E
New Cloud VM...

: . Import  Export . N Add
Virtual Media Manager... s LB R

Host Network Manager... e to V‘irtua|B°x!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the 38? key to get instant help, or visit

www.virtualbox.org for more information and latest
news.

Oracle VM

1. Oracle VM UIE Q11 File > Import Appliance.
2. OVA I+ g %o r 7tR&ELCt.




I

Appliance to import

Please choose the scurce to import appliance from. This can be a local file system to import OVF archive or one of known cloud service
providers to import cloud VM from.

Source: | Local File System

a
Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.
File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova :,
Expert Mode Go Back Cancel
1l ol EH
uhd AN

T

=
=

Import.

]



- B e

Appliance settings

W
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can ;'
change many of the properties shown by double-clicking on the items and disable others using the check boxes below. E
N
Virtual System 1 =
% Name CXC :
£ Product CxCloudAgent_2.0_Build-144 ?u
& \Vendor Cisco Systems, Inc ::
£ Vendor-URL http:fiwww.cisco.com :
& Version 20
£ Description CxCloudAgent_2.0_Build-144
[ Guest OS Type P4 Ubuntu (64-bit)
o cPu B
B RAM 16384 MB
=1 Floppy r
&' Network Adapter Intel PROM000 MT Desktop (82540EM)
» Storage Controller (IDE)  PlIX4
™ Storage Controller (IDE) PliX4
Warnings:
= Mo trusted certificate paths
Machine Base Folder: [ [Usersfvkukatla/VirtualBox VMs (]
MAC Address Policy: Include only MAT network adapter MAC addresses 8 | ]

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Restore Defaults Gogack ([LIEE cancel

B2 A FEVME MEESET starnt.

@ ® Oracle VM VirtualBox Manager
. )H.-C:,}
/| Tools {:} Lo 2 .
vy New Settings i Start |
[ | | i
AP CxC a— General Preview l {
" © powered Off O=—  Name: CXC
cXC Operating System: Ubuntu (64-bit)
Powered Off since 3:24 PM
Session unlocked A System

Base Memory: 16384 MB

Processors: 8

Boot Order: Floppy, Optical, Hard Disk |
Acceleration: VT-x/AMD-V, Nested Paging, PAE/NX,

KVM Paravirtualization '

B Display '
Video Memaory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage H
Controller: IDE 1
Controller: SCS|

SCSI Port 0: CXCloudAgent_2.0_Build-144-1_signed-shal-disk1.vdi (Normal, 200.00 GB) |

Controller: Floppy
Floppy Device 0: Empty

2 Audio

Host Driver: CoreAudio
Controller:  ICH AC97

| " MAC Address Policv:



>

Appliance settings

Virtu
Name CxC
v
Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disk1vmdk’ ... (2/2)
o
| A few seconds remaining
1
Guest 0S Type Fa Ubuntu (64-bit)
cPU B
RAM 16384 MB
Floppy
Intel PRO/
DE) PlIX4
DE) PlIX4
ine Base Folder:
AC Addres: Y
ional Options: + Import hard drives as \
Unverified sig ure by CISCO SYSTEMS, INC
Restore [ Go Back Cancel J
sSH =
M7 T &
74 = 1T =)
Lt 2&0| EA|IE LY.
mmsdald ismimsssidambiialln: caecm faew e ace lnfacecablan camd labaad oo
Y.
= A

lmabamd bhala

CXC [Running]

[ T L A S Y

Wai: mmem oo oe bl
The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current videﬂ mode.

') Left 3¢

rH

[l
[
N
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Microsoft Hyper-V A%l

1. 2B import Virtual Machine.

File Action View Help
® = 2(m Hm
43 Hyper-V Manager

i3 WIN-ALPH2ACOVE™

Actions

| L

W

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service

State

Ne vitual machines wene found on this server.

CF

WIN-ALPH2ACOVKT
New
Import Virtual Machine...

| Hyper-V Settings...
Virtual Switch Manager...
'~ Virtual SAN Manager...
% Edit Disk...

Inspect Disk...

Remove Server
Refresh

(W) Stop Service
. Remove Server
View Refresh
Help View
Help

4

Snapshots

Details

No item selected.

Displays the Import Wizard.

Hyper-v Manager



4

Hyper-V Manager
=l x|
File Action View Help

e o  HF
&3 Hyper-V Manager Actions
5@ WIN-ALPH2ACSVKT Virtual Machines
us WIN-ALPH2ACOVKT -
Mame = State CF New »
No virtual machines wesre found on this server. = Import Virtual Machine...

Import Virtual Machine -

7P | Locate Folder

Before You Begin Specify the folder containing the virtual machine to import.
.

Select Virtual Machine

Choose Import Type

Summary

JtHg &4

4. VME IEHSE T Next.



R . - e m e —m o I

CXCloudAgent_2.0_Build-144 3/3/20229:29:22 PM

<Prevlws|| Next > |[ Finish || Cancel

fjo
1
Ju
9'|_|
kl
pd

2

.CFS 2 MEMEFLICE. copy the virtual machine (create a new unique ID) EFC| 2 EHHE



Before You Begin
Locate Folder
Select Virtual Machine

Choose Import Type

Choose Import Type

Choose the type of import to perform:

(O Register the virtual machine in-place (use the existing unique ID)
(O Restore the virtual machine (use the existing unique ID)
(® Copy the virtual machine (create a new unique ID)

b

SHErLich 718 B2 & Al8ste Wo| E&LICH



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:

[C:ProgramDataMaomﬁ\thows‘i—[vper-\ﬂ ] Browse...

Choose Destination

Snapshot store:
|C:‘ProqramDataMcrosoft\thows‘vaer-V I | Browse... |

Smart Paging folder:
IC:\ProgramData Wicrosoft\Windows \Hyper -V || erowse...

<previous | [ Next> | oo | cancel

MSt= ClAZE XMEEY ECE Fot MEHELICE 7|2 B2 & AM&sts Aol E&LICH



LEp MNPUIL ViTudan viauinii...

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination

yper-V\Virtual Hard Disks\ | I Browse...

Choose Storage Folders

<Prm” Next > || Finish Jl Cancel I

g stE CIATE MEY EC

10. VM 20| EA|ELICH B E 248 &2l 1 Finish.



LEp UYL Y ELUOE BV s

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buld-144
Choose Import Type Import file: C:\Users\vishnu\Downloads'\2.0\CXCloudAgent_2.0_Build-144
Choose Destination Import Type: Copy (generate new ID)
virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
Siistai ey Snapshot folder: C:\ProgramData\Microsoft\Windows \Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows \Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

<] L I

To complete the import and dose this wizard, dick Finish.

<Prcm.|s|| Next > H Finish

O OF
=5

LMK 717 B3 o2 2t 2 £|H Hyper-VOoll A VMO| MAEILICH VM M E dL|ct.
 21E oM UEST ofRHEE MBS AFE 7HS 8 virtual switch M3 & LICH



| CXCloudAgent 2.0 Build-144 v 4 » @

# Hardware A @ Network Adapter

fﬁ[ Add Hardware
& BIOS Spedify the configuration of the network adapter or remove the network adapter.

Boot from CD

5 Memory
16334 MB
n Processor
8 Virtual processors

= IDE Controller 0
(=8 ) The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
= Hard Drive network communications through this network adapter.

disk-0.vhdx
= Bl IDE Controller 1 [ 2]
&% DVD Drive )
None Bandwidth Management
@} SCSI Controller [] Enable bandwidth management
U Network Adapter

Not connected

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

¥ com1

None Minimum bandwidth: Ijl Mbps
¥ com2

None Maximum bandwidth: I:l Mbps

H Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

A Management To remove the network adapter from this virtual machine, dick Remove.

ii]
CXCloudAgent_2.0_Buid- 144

7] Integration Services @ use alegacy network adapter instead of this network adapter to perform a
All services offered network-based installation of the guest operating system or when integration
13 Snapshot File Location services are not installed in the guest operating system.
C:\ProgramData\Microsoft\Win...
E,E Smart Paging File Location
C:\ProgramData\Microsoft\Win...
D Automatic Start Action
Restart if previously running

>
u
i

7t

13. MEH connect VME A|ZHEFLICH



a4

File Action

View Help
= 2w HE
33 Hyper-V Manager

33 WIN-ALPH2ACIVKT

Hyper-V Manager
Actions
Virtual Machines
WIN-ALPH2ACIOVKT -
Name “ State CPU Usage Assigned Mem New »
FlCxCoudAgent_2.0_Buid-144 =
Connect... Les Import Virtual Machine...
Settings... = Hyper-V Settings...
Start 1 Virtual Switch Manager...
Snapshot .. Virtual SAN Manager...
s ¢4 Edit Disk...
Export... (5 Inspect Disk...
Rename... (w) Stop Service
Delete... 75 Remove Server
Enable Replication... (3 Refresh
Help View (=
H Hep
< [ > =
— | CXCloudAgent_2.0_Bui... ~
Snapshots @ @i Connect..
i) Settings..
CXCloudAgent_2.0_Build-144 Q© st
. s Snapshot
Created: 3/11/2022 250:41 PM Clustered: Mo =
Notes:  None a* Move..,
. EBxport..
=] Rename..
Gx Delete..

< m »

Launches the Virtual Machine Connection application.

4% Enable Replication...

El Helo

VM A|&f

14. Network Configuration([|E 2|3 H4&)o 2 o|SELICt

HES3 M™




CX Cloud Agent

i
CiSco

VM 2&
1. 22! set password cxcadminOl CHEF A H|ZE1S & F 7} 7L} Auto Generate Password A H|&E1 S
= K==)
£ 7tXSLCt.

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following requirements:
— Contains a minimum of B8 characters
- Includes:

— One uppercase character

— One lowercase character

- One number

- Dne of the following special characters: ' @ # 5 % © & » () _ +

- Is not a dictionary word

Set Password {Auto Generate Password>

2. B setpassword & ME4Et B cxcadminl| HIZHHS & U246t 1 = QIFFLICH 22 set

Password 3EH7H| 2 O|S&L|Ct.




Set Password

In the Password and Confirm Password fields, enter and confirmn a new password for
cxcadmin., When you are finished, select Set Password

(Use the Up Arrow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Usermame cxcadmin

Password: -
T

Conf irm Password:

3t Passwnrdy

uto Generate Password % ﬁ“'il]lgn_l' 75'-?- gg%l H|DE|H|_'|§% EM'%"-T'— L—|‘§°‘" Af%g ¢

futogenerated Password

Passuord : SOUNDIXNIOEK

Hake szure to store this password in a safe place. Thiz password is required to log
into Cisco CX Cloud Agent.

After you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

<3ave Password> < Cancel >

for

A
Ol
-

4 bl

P

r

3. 22 save Password 2/ E &= UELICH

Password Strength

The strength of the new password is Medium.

To save the password, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{Save Passuord> £ Cancel >

I'L—| E—". IP Address, Subnet Mask, GatewayElcI DNS Server E—J Continue.

ok

4.CI2E U™



Network Conf iguration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UprsDoun keys to navigate to next field. Press Tab to jump to
Continue button)

IP Address: r—— 1
Subnet Mask: e
Gateway: e
DNS Servers: — — — 0000771
sMaximum 3 IPs with comma separator.

{Cont inue)
HET M7
S =2 EQ16F 1 ves, continue.
Conf irmation
Are these entries correct?
IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0
Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back »
=ige]|
= L—

__rL)H_ 2

=3t

OII
!

. EEM k"—'?'— 755'5'_% ME "3|' =|E'=| Yes, Set Up Proxy_n_l_ No, Continue to Configuration
8ttHE o|sELCt

Proxy Set Up Confirmation

Do you want to add proxy details?

4 Yes, Set Up Proxy b I<No, Continue to Configuration>
TEA MY
. E"%% |°=! 4?: |-—| |:|' Proxy Address, Port Number, UsernameELI Password.



Proxy Conf iguration
Please enter proxy details for the network.

(Use lUpsDoun keys to navigate to next field. Press Tab to jump to Setup
Proxy button)

Proxy Address: 1
Port Number: e
Usernane: — 1
Password: 1
' {Begin Conf iguration> 4 No, Go Back >
ZEA|TY
8. 2 2! Begin Configuration. ZA1IL|12|0|ME &t25t= Ol ¥ B HE 28 &= U&LICH

Cisco CX Cloud Agent Setup
Conf iguration is in progress...
This step will take 8-10 minutes to complete.

Do not power off the machine until this process is completed.

Cizco CX Cloud Agent Setup

The network confl iguration has been successfully completed,

The pairing code is
Flease go to CX Cloud amd enter this pairing code.
The Code will be wvalld for S5 almates.

Time left in seconmds. ..




Fairing Code Expired

The netuork conf iguration bas been successfully conpleted.
Ir

Subnet Razk

G L)

S Seruver

To regenerate the pairing code PRESS key <Reglster to CX Cloud®

Reg ister to CX Cloud)

Begizstration Successfal

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud Agent.

E=2 AM
S= ©

O

12. "CX Cloud AgentE CX Cloudoi| 14" MMo 2 Eot7t LIFE HHE =3 LCt.
CLIE AH83dl0od Ho{d I =& 457 «{8h cieta{el Hay

A-EXtE CLIEME A8stod Hold ZEE dEE = U&LICH

rr
>

CLIE At83stod HjolE ZEE HdstedH

1. cxcadmin AF8 X} A}4 SHE AL2510{ SSHE S35l 22t E oO|ME| 2 Ql8HLC.

3. S Al Pairing Code CX CloudZ Z07tM AHEE HSELICH RtMEF LIS 12 x-of &2
HEStMA.



SyslogE CX E2IE ofo|HEZ TE 3T 5 Cisco DNA Center
T

A™ 27 AE

K| E|= Cisco DNA Center 2 1.2.8~1.3.3.9, 2.1.2.0~2.2.3.5&]L]|C}.
Syslog ME AH 74

UIE AE
o5

0II OII

}04 Cisco DNA Center0f A CX 22t = 0f0|ME Z Syslog ME & 744624 CtS B
I.

AE L|Ct.

I

1. Cisco DNA Center& A|Z&fL|C}H
2. O|'S Design > Network Settings > Network.
3. Zt ALO|E o] CH3H CX Cloud Agent IPE Syslog ME{Z F7}grL|CEH

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

MNetwork Settings mage Repositon MNetwork Profiles Auth Template

= Network Device Credentials IP Address Pools
& Global
Setup network properties like AAA, NTPR, Syslog, Trap and MetFlow using the " Add Servers” link. Once devices
& Bangalore are discovered, DNA Center will deploy using these settings.
W BGL16

SYSLOG Server

Cisco DNA Center as syslog server

SYSLOG

172.23.183.190

Syslog At

=gk

- UEF FHE|H Y AO|EQt AAE B E C|HEO|AE CX Cloud Agentol| =&0| &t
syslogE ™M&St= & F8ELICH
- C|HFO|AOIM CX 28R E HO|TEZ 9| syslog TE 2 & A5H5H2{™ C|HFO|AE AO|E O
dZsl of &Lt
- syslog M 247%0| UC(0|E LI SHT AIO|EQt HAZE &2
o E d™ELC

CIHIO|AZ} RIS 2 7|8 2

rn

ME Y Syslog A& g%
Syslog M2 oS EAlStEd™ CHS HHE =& eLIct

1. B M 1o0ls > Telemetry.



Discovery
Invantary
Topology

3 Image Repository
Command Runnar
License Manager
Template Editor
Telemetry

Data and Reports

EF M

2. site View AFO|E H|IE0{|M AIO|EE M

SHErLICH

=

Clsco DNA Center

Telemetry Assessment and Configuration

Sae View

Sstoa Hierarchy

Global

==

Bangabore

0O 5000 - T CRBOGR -1

Telemetry e
Address Type Family Veorslon
102010 1090 Cinco Catabyst SO Testchng anc Mobn ILRER]

{nnatg Tty

O Darvica_8,0_7_1 B0 Cinco Catahni BOTR Swpb by o] Mok 16818 Tanabiy Trigrmainy
AOIE E 7|
i S o = . = o S
3. ZHRF AAYEE MEISE T Device name EQITHS MEHEFL|CE
. Actions =& LT Optimal Visibility.
Telemetry Assessment and Configuration
Sito View Prafile View
Sites Hierarchy
Bangalors
Maximal Visitsility i Type Family i P
Optimal Visitlity
Digable Telomatry
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dAgent._ D704 A 2HHF Hotg EFELICH CX 22tRE X CX 2R E o0|HE 2+

lou
o| eiZ40| f Z3HELICE CX 22t E 0ll0|ME 9| SSH(Secure Socket Shel)= 11712| HZ CHE
LS E X|°4°H—II:+.

EcCiH 2ot

H ot VMware M E[Atof CX 2t E o 0|ME OVA O|0|X|& #+H&LICH OVAE Cisco
Software Download CenterE Sall otx16tH SR ELICH RE ZC{(BY AISX ZE) H|YUHS =
Sxrolz 193 HIUHE 2 AELICH AFSAE FAQE HE S0 RE 2O(EY ALSR 2L)
H|2/eH s 2 MEIslofF sFL|C}.

ASXE HM[A
CX 2CIRE AX= Q15 € 21 Cloud Agent API01|BF B M| A S &~ Q& LTt
HH 2ot

T = Al cxcadmin AF A A& 0| MMEIL|CH AP A= X7 9*1LI:LE1IOI*=| S0l H|YHS E M3
OF &rLIC cxcadmin AF&XFQRIB M= CX Cloud Agent APIO| 25 HM|ASHD sshE S35 0{Ee}
O|HAE HZASHE O AFSELICH.

cxcadmin ALE A= Z|4 MBS ZE HMAE ANEHRHELICH cxcadmin HIZHS = 2ot HMZ M=
o BtZ 7|ZH0| 90U QI EHat &k SHAIE! I—IEP cxcadmin AF2 AHE remoteaccount2tE S EZIEIE A
235104 cxcroot APQXPE *:3'3* & U&LICH cxcroot AR A= FE HEE U2 = U&LICH of
AZ0|=7t 2L Fof Bt2ELIC

HESR3 ot

CX 2E2I2E 0| E VM cxcadmin AF& AL At SHI & 71 sshE ALE35H0{ HMHAE = UE
LICt 4= &1 L E &= 22(ssh), 514(Syslog) 2 A 8- LICH.

elE

HIZHS 7|8k CIE: o{ZEI0|HA = AFEALE 21551 CX Cloud Agentet S 418 = Q= B A}
X} 'cxcadmin' °X| zka2|gruct.

. sshE AtE3st= 0{EEH0|dA | CHEF FE HEF 2 cxcadmin AH& XH= remoteaccountz2t=
FEIZIEIE AFZ 3109 cxcroot AFEAIE *”’Séa* £ Ql&Lct o]l REZIElE SWIM 2 E
(https://swims.cisco.com/abraxas/decrypt) | AHBF S =& = Q= RSA/ECB/PKCS1V1_5 s
stEl H|ZHS E EAIFLICH sQlE HEAEHO| 2 =
= ST HIUHS E AL S85t0o RE HEHE g2 = UsLch 5= 2°' 50“:” S
cxcadmin AFE A HEHE MAES T SWIM ZE A A| HIZHE BHZ 0d| A HI%'?'_‘L_E 74X
QtoF ghLCt.

ZE
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https://swims.cisco.com/abraxas/decrypt

CX Cloud Agent 0{Z2}0|21AE= CIS Z8 E&S S LICH

clo|e| £t

CX Cloud Agent 0{Z2}0|1A = T2 JHRl HE E K& 5t K| L &LCt.

ClutolA @I M o E2|7H0|M(Pod & StLIE Ald)2 2f = 3}E! Cisco DNA Center A QIEME
Eot Cilo|E{HIO| A 0| RAE&FLICH Cisco DNA Center0| A &=Z&!8t | O|E{= 0{Z2t0[AA LHE o

O MEfZ T MEE|X| t&LICH =Z&o| &2 E F0olzs =ZE dOo|E{7} ¥ Mol YZEX|1
0| 0| E 0 M TlO|E{7} M| 7H& LIC}.

clolE H&

S5 W7|x|oll F 17 FF0| Z& =0 U&LICH X.509 C|HO|A QIS M & F|E AL 50
lot Core2t2| HoF A4S HHELICH aiY OO|HEE AHE3stH TLS v1.2E SE MQTTE
0 EoF 40l HEELIC
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715 ¥ 2LEZ

230z ofiH HEfo| RIZ e MEE ZaE[o] UX| i&LICH ZAF 2= CX Cloud Agent
AppliancedlM +8El= ZE 2ot 2tad 2td S X FhLICH
Hot @9f
Hot 7|5 d9F
HE EH RE EH{(HY A8 2E) HEHS = R Q2 1 RE HYHS 2 MHELICH A& XM= FA
HZHS FX5t0{ RE EC(BHY AMSK 2E) H|ZHS & AX5HoF =Lt
SSH:
Agxl o cxcadmin AF&XHE A& 35104 0{Z2H0[HA M KM ASE{H HR| Soi| A5 IS5 M7 &
- . cxcroot AF&XHE AF& 35104 0{Z2t0|AHA M| HMASHE{T SO HE A7 SWIM ZEE AFE
X3 58HE sfi=atoF g LICt.
. cxcadmin: MM E 7|2 ALK A™EJLICH AFE A= cexcliE AF&35H0{ CX Cloud Agent O 2
A=A Ol HHS AYE = Qo o{Z2to|edA0] CHEF 2|ABHO| HEHE 713 & LICE. cxcroot /
i ol ot 5 31 El H|ZEH 5 = cxcadmin AF2 AFE A2 610q MAdghL|ct.
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. cxcroot: cxcadmin 'remoteaccount' R EIZIE|E AFE3104 O] AFEXIE MME £+ U&LIC
EXe O| AHoZE FE HEtE dg £ &L

cxcadmin  iojus = SHA-2562 AFR 3104 CHatEF o 2 S{A|E|m OHMEt Al K{EHELIC

H DIHI—-I§ T Sk=l = = A =
s . C}S 5 3708 Zaats 87 OIY: CHER, ASK, 27 U S4 2xf
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e ola L |ct
AAEH .
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ZE A ZE Q7| - 514(Syslog) & 22(ssh)
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1(0
o 1 ':E =S _*Th?:. A= o ElLICt. cisco, sanjose & sanfran
| MHEE L

Al A

ol

. ssh& cxcroot2 A&5tT EE 2 MBS ELICH [excroot EE2 Erog{™ X|HE0| 22
2]

.sudo sug Al™stT SUE EE S MBELICH

. grub-mkpasswd-pbkdf2 HE 2 A5t 1 GRUB HIZHS E MMEFLICH MSE HIHS O
SHAI7F E23ELICH LIS SASHAAIL.

ViE I+ /etc/grub.d/00_header2 O|SEILICH. Tt ol Lo 2 0|5 5+0{ sHA| &3 F{of
content password_pbkdf2 root *****& 3Et7|0{| A 22 HIZHSof CHa (2 SHAIZ HiELICH

wq! BEE AE5t0] LS XM ELICH

update-grub BHES A=ELICE.

HZHS ol Btg 7|72 FUULITN? cxcadmin?

- H|ZHS = 90 Foi Btz ELICH

1.

Loz 201 Aol AoistH AIAEM AEE HIE 3L

|0l HIg d=tELICH &= 7[z2H2 308 YLCh.

ssh& A&t cxcadmin AL A2 2018 L|CT.
2 A

2. remoteaccount cleanup -f Z&S A& gL/}
3. remoteaccount create LS A&sfL[C}.
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Q - ssh &0 Xzl 5= FUAULIIN?
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api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco. ng.acs.agent.emea.csco.cl ng.acs.agent.apjc.csco.
cloud oud cloud

o LHAE =HIQ! 2o EMEA = APJC LZHO| Cloud AgentE CHA| M%|& HE<
agent.us.csco.cloud =H210| 124 &3tE0f| A & E|o{ofF & LICt.

agent.us.csco.cloud THIQI2 MAX[o 38t = O ol E35HX| el&Lch
o T E 44301 A et EEfZ0| 3{& E[ofof FLICH.

- Inbound port: CX 22t E 0f0|MEQS| 2 #E|E |3 A= 514(Syslog) & 22(s Sh)o'” OHA'”
2= Qlofof EL|CH nZH2 Y3l o| L E 4430| CX 2R EMAM HIOIEE $£AISIES 58
OF & Lct.

CX Cloud Agent2} Cisco DNA Center 244

A St
=

sf


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

Q - Cisco DNA Center2 CX Cloud Agent2| 5% &l A= FUULTI?

A - Cisco DNA Center= 12 2L HE 93 T X|E #ElSte EEtRE
Agent= A El Cisco DNA Center0ll A C|HIO|AO| QIHIER| HEE £
HI'2 M3Ele QHER HMEE YZ =8 ot

{O|ME LICE. CX Cloud
|5l 1 CX Cloudodl A 'RFA

Q - AF&X}7F CX Cloud Agentoil CHEH Cisco DNA Center M HEE I & £ e fxl= oiC|
AL{7}?

A - Day 0 - CX Cloud Agent A &0i| At At CX 22 E ZE0M Cisco DNA Center MlF M
HE FIIg &= U&LICH 8 Day N 2 304 Admin Settings > Data source.

Q - 2 72| Cisco DNA Centerg F7t& = U&LII?
A - 107H2] Cisco DNAC 2{AE] & 207H2| DNAC HIZ2{AE
Q - Cisco DNA Center At Xt= O{FH A& S & = JUSLII?
A - ALE Xt A2 admin EEE observer.
Q- HZE DNA Center At ZHO| HZH O Z Qs CX Agent2| =8 ALE S oA BHAEILITH?
A-CX 2EIRE o0|ME Z2&£0M CHE BHES A-ELICH
cxcli 0|0 E modifyController
DNAC At 3HE YHI0|ESt= S X7t ddlsttd 12 X|§lof 2ol AlL.
Q - Cisco DNA Center M|§ HE £ CX Cloud Agento| 0{== 7| X{ZHElL|77H?

A - Cisco DNA Center 215 M= AES-2562 AF&35104 & 33l T|H CX Cloud Agent G| O|E{H| O] A 0|
XMEELIC CX Cloud Agent ClIO|EH|O| A= QHMEH ALE AL ID & HIYHS 2 H 5 ElL|CH

Q - CX Cloud Agent0l A Cisco DNA Center APIO| M| A SH= S0t o{H K| 25317t AHSE
L7k

A - HTTPS over TLS 1.2 Cisco DNA Center®} CX Cloud Agent 72| S Alof| AFEEL|C}
Q - & & Cisco DNA Center Cloud AgentoflA{ CX Cloud Agent7t &=&35t= &2 FIULI?
A - CX Cloud Agent= Cisco DNA Center7t HIE 2|3 C|dto|A0] CHa| 7+ X[ /= CIOIEHE =&
&t Cisco DNA Center command runner QIE{H 0| AE AL&5t04 QI= C[HO|A St SAIStT CLI
B (show BH)2 A-ELICE 8 HHEO| A-EIX| et &LICH
Q - Cisco DNA Center0f A =ZlZ|0o{ A= o Y2 EE|E= 7|2 HI0o|E = FAUULM?
A -
- HELI3 AEE|
.2E

™ BT
A%
=2 O



. C|H}O|A O|O|X| ME
BT
Q - Cisco DNA Center0f| A =& £|0q Cisco =0l Y2 EE|= F7} HIO|E{= FAUYULII?

A-0{7|0iMH 2E HEE dg =+ JU&LICt
Q- QHER| |O|EE o{EH WMol=of HEZ=FL7?
A - CX Cloud Agent7t TLS 1.2 Z2EEZ& &3l Cisco HAN = M| HOIHE HWEE=gFLICE
Q-HER YR E Bz &= ofEH ELmt?
A - AL A &Mool UXof et £Elo| EZ|HE|D Cisco #l=of A2 = ElLc.
Q- AHEXI7t QIHIEZ|E CHA| of| 2 5= U&ELITH?
A-0of. A7E HEE =HE &= U= SM0| YU&LICH Admin Settings> Data Sources.
Q - Cisco DNA Center2} Cloud Agent Ztoll @428 A|ZF Z k7 K| eh g L7k
A- Azt =3t= 230 Zo| 2/EL
- Z7| A0 B2 Alzh 2= z|CH 300 &L|Ct %|CH 52 O|LHo| Cisco DNA Center®t Cloud
Agent Ztoi| 20| MHEE|X| et edZ0| S=ELICH

L HHE it i oino|E 0] Z9: S Alzh ZTHS 1800F YLICH SEO| £ AIEIX| gL
302 OlLjoll 942 4 gio™ Mol ZRELICH

A- 272 2|l ClHEO|AOA AASH ol ot HHE2 A Z2MA Fof| Moz AHELICH &
S Rgf2 AlzZhol x|=of el HEE = /e, ol SYet ClHtolA0i CHsii AT OFEH7FR| L

2

Ch(Diagnostic Scan2 X043t x| & ).
Q- AA Zit= ofCl|of MEED Z2 ot U>ZE L2

A - AL ZA3HE Cisco M= of K& E| T = 2ot URIFEL|CH

Q - Cisco DNA Center 2A 7} ¢4Z4<E! [ Cisco DNA Center@| S AE 0| E
ZIek AAR| FIHEILIF?

rr
%
nE
o
I
oa
I
S

A-otL|e. 52 EE3ET 1 /e ClHo|ARF FEFELICH

Kl

Q- B A & sttt Aot o= A ElLt?
A-ClHtO|A A7t 2t 85| SX|ED AufE EA|FLICH
CX Cloud Agent A|AE| 21

Q- o™ e HEII CX EEtREER MESELIMN?


/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

A - o Z2[7{0|4 21, Pod 4 Eff, Cisco DNA Center M2 HE, ZA 21, A|A” M2 HE 2 5
Cofof M5 HE.

Q- ofH A|ARY HF HE & st=lo] M5 SEZF S EELI?

A- 4

M|k
]
i

system_details":{

"os_details":{
"containerRuntimeVersion":"docker://19.3.12",
"kernelVersion":"5.4.0-47-generic",
"kubeProxyVersion":"v1.15.12",
"kubeletVersion":"v1.15.12",
"machinelD":"81edd7df1c1145e7bcc1ab4fe778615f",
"2 M A" "linux",

"oslmage":"Ubuntu 20.04.1 LTS",
"systemUUID":"42002151-4131-2ad8-4443-8682911bdadb"
12

"hardware_details":{

"total_cpu":"8",

"cpu_utilization":"12.5%",
"total_memory":"16007MB",
"free_memory":"9994MB",

"hdd_size":"214G",

"free_hdd_size":"202G"

}

}

}

Q - ¢Ef CIO|E{= ofEH Hl=z MESELII?

A - CX Cloud AgentE At835HH & Ef MH|A(AMH|A 7tE )7t CIOIEE Cisco #AER AEE|Y
12

- BHAIE 0fl A CX Cloud Agentl| &Elf CI|O|E 20 E& M2 FUULITIN?

Q
A - A Eof 2l= CX Cloud Agente| &Ef HIO|H 21 2& HA2 120U LI
Q

1. QHEZ| HZEE

2. Syslog Y2 CE

3. OO|HE HE| YEE: dE| Y2 EO| YR Z 374 K| MH|A 4EH - 52 0tCHPodlog - 1A[ZFOFC
A 21 - 1A|ZHOfCH

=X st

BA: dEE 1Pl HMAE = gi&LiCh



SZIA: MEE P2 ALR3}04 sshB AIBELIC 947 Alztol ZTHEIH 1P 7
+ QlaLith o B Ratt 12 S5
& L|Ct. Admin Setting H|O| K.

3. kubectl get pod FH=2 A& EL(C
Pod= A& &, =7/t & = 74H0| o0t 22 2E 4EHY = JUX|BH 202 F0ll= Pod7t &
& & &refjoqof gLCt.

SEf7t A& S0/ ofL/7HLf Pod EZ/3tE s ete B2 0170 EA|E HEES ALE50{ Pod HEH
S 0I5l AA|R
= "1 L= = 4

EAM: 0 2 S Ao M SSL QIEQE{7} HIEHSH 2R E=K] & elsts gy
HE2: o17|0ofl EAIE! curl BBS A&stod A °|" ‘I MME = lgLICh SE ol consoweb A
el QIS M ME HEI J&LICh

curl -v —3&l "Het E04: 7|2 xxxxxx' https://concsoweb-prd.cisco.com/

* M QB M:

* M5: C=US; ST=Z2|Z L|o}; L=4tZ M|; O=Cisco Systems, Inc.; CN=concsoweb-prd.cisco.com
* AR IR 23 16 11:55:11 2021 GMT

*atz el 22 162 12:05:00 2022 GMT

* M= CHAl|l O|&: = AE "consoweb-prd.cisco.com"0| 215 A 9| "consoweb-prd.cisco.com" 1} K|

st
* k=2 X} C=US; O=HydrantlD(Avalanche Cloud Corporation), CN=HydrantID SSL CA G3
* SSL 215 M= okE = QlgfLCt.

>GET/HTTP/1.1


https://concsoweb-prd.cisco.com/

EX: kubectl 0| Almli3t T "The connection to the server X.X.X.X:6443 was refused - did you
specify the right host or port(AH X.X.X.X:644301 CHEt ¢1Z20| HEEIRFELICtH SHIE SAE &E
= ZEE X™&ELh 2t 277t EAIELICH

HEH:

cElAA VI8 EE

= LICt. [od: CPU, HIZ2 2]
. Kubernetes AMH|A7

o5t
b AIRFE 7k K] Z|ChE L

A FZ/ClutolAof CHet =& Ao MF HEE 7IME Uy

52 A:
. A& kubectl get pods =& Pod O|& & 7t LILCE.
. AEléoH kubectl logs I:HE':l/l-_—l|:|I'O|ﬁ|=|=| A'”':I QEE 7|'X:|E 'Jl\‘ AAgL’IEI--

A 2 272 215H kubectl BHEO| 2S5t X| &£ 2 "[authentication.go:64] Ct= LFE Q5 2
g AUBE £ &t [x509: IE M7t BHR E[I7ALE Ot & R &5t K| b &LICH x509: Q1E M7t
o= T|[A7{Lt oF R R & 5HK| & LICH"

S WE: 047|0f EAIE! WIS cxcroot AFEAFE AlglisL|Ct

rm /var/lib/rancher/k3s/server/tls/dynamic-cert.json

AlAEImtl CfA] AIZf k3s

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
AlAEImtl CfA] AIZf k3s

=& i SH

SZ| M 24012 £l HESE] T HESE0 i ClHOl M YAEE 2E Mo £
e 2HY 4 AsLC

047|0]|

E
_I.l_
gema

=| Ef|0|E0]= £ & ZZ2AMA = Collection O}O|Z 2 MH|A ofgiof] EAIE|= AFR Al
%*OI U&LLCt.

|-|_
F>I—

AE At £Z 0lo|3 2 MH|ae| 20 AL|H
{
"command": "show version",
Cisco DNA Center0fl 288t CIHFO|A  "status™ "Failed”,
7t e A2 commandResponse """ ,
"errorMessage": " No device found with id 02eb08be-b13f-4d25-9d63-eaf4e882f71a "
}
{

"command": "show version",

Cisco DNA Centero.||k| _Ic_l>_7'<o-lél_|- L__|l:||-O| "status : "Failed", .
A0 HAAE £ Qs A2 commandResponse":

"errorMessage": "Error occurred while executing command: show version\nError conn
to device [Host: 172.21.137.221:22]No route to host : No route to host "
}
st cldtol { - -
AO-” 04 7=| ol' A o= 74_?_ "comm"arld :. shfnw version",
status": "Failed",



A3 HUS Cluiol20IM ASE =

Q38 ClHFo|A 0| SSHv27t i
Cisco DNA Center0i| A EIH}OI&%
SSHv22t ¢dA85tEd T A= 5tE &

4 X glo|32 MH|A0|AM Hado| H|E

Command Runner 40| Alulist T

Cisco DNA Center0f| A Z¢4 URLO| &t

BEX| ot B9

Cisco DNA Center0{ A< Command
Runner 7(I-O-|c> AHA—| °|.x| E&|- 74_?_

£Z oto|a 2 AMH|A7} Cisco DNA
Center0il M Command Runner %30

CHet SEHE x| Rots B2

Cisco DNA Center7} A& El AlZF A B
LHof| 2dg 225K 28 (=4
00|22 MH|AOAM BREY 58)

Command Runner Z¢j0| Aluist 1
Cisco DNA Center0f| A A& 8 =Hedo|

CHaH T ID7} H|o{Ql= AR

Command Runner 10| Aluist 1

Cisco DNA Center0ll A T} ID Ef2 7}
HHEtE|X| ot = 82

"commandResponse":
"errorMessage": "Error occured while executing command : show version\nError conn
to device [Host: X.X.X.X]Connection timed out: /X.X.X.X:22 : Connection timed out:
IX X X.X:22"
}
{

"command": "show run-config",

"status": "Success",

"commandResponse™: " Error occured while executing command : show run-config\n\r

run-config\n Mn% Invalid input detected at \u0027"u0027 marker.\n\nXXCT5760#
"errorMessage™: ™"

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "Error occured while executing command : show version\nSSH2 char

closed : Remote party uses incompatible protocol, it is not SSH-2 compatible."

}

{

"command": "config paging disable",

"status": "Command_Disabled",

"commandResponse": "Command collection is disabled",
"errorMessage": ""

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "The command runner task failed for device %s. Task URL is empty.'

}

{

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "The command runner task failed for device %s, RequestURL: %s. N

details."

}

{

"command": "show version",
"status": "Failed",

"commandResponse":
"errorMessage": "The command runner task failed for device %s, RequestURL: %s."

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "Operatlon Timedout. The command runner task failed for device %s.
RequestURL: %s. No progress details."

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "The command runner task failed for device %s, RequestURL: %s. F
empty."

"command": "show version",
"status": "Failed",
"commandResponse":
"errorMessage": "The command runner task failed for device %s, RequestURL: %s. N
details."



}
{

"command": "config paging disable",
C|H}O|A 7} Command Runner Algfoy|  Status™ "Failed”

x4t ;I_ 7§| oto 4o "commandResponse": ""
—H0° L o "errorMessage": "Requested devices are not in inventory,try with other devices availe
inventory"

}
{
"command": "show version",
A& Kol CHSH Command RunnerZt H|  “status": "Failed",
EMEl AR "commandResponse": "
"errorMessage": "{\"message\":\"RoIe does not have valid permissions to access the Al

AMERI7F ZROIM HALE AIRE M W= "Aof: LT M 277 28 Lct

EMel #el2 LgE 78 24 & st &= AU&LICH

. Mlo{ x|
. HIE<Q|3 d|o|E{ Ho|EL 0|
=

- TIEH HAb
. CX Cloud Agent 0+0|3. 2 A{H|A [devicemanager, collection]
- Cisco DNA Center
- APIX
- Mashery
- Ping Access
- IRONBANK
- IRONBANK GW
. 2 d|o|e{ E27{(BDB)
2EIE HedH

1. CX Cloud Agent &0 2 218fL|C}
2. ssh& cxcadminOi| 1245t 0 H|ZES Q1=
3. A& kubectl get pods

4. =&, 7H4H 2 MH|A 7|52 ZE 0| 7S L

5. &, AHEH & MH|A TH5d DPOIHEHHIA 2O E #olstedH
. %l%o kubectl logs

. Mg” kubectl logs

. AEM kubect logs
o{7|o ZEAIE HIO|E0E #+d 49| EA/MCE = ?j 2 Qlal| 2 A35t= Collection microservice
2l servicability microservice 210 EA|E @F ZE ZZto| ZA|IELICH

gre Aled =& O0jo|a 2 AMH|AS 2 AL|H

=n=p
E_|I:||-O|ﬁ0'|| 0474 |' x|°_]o|- ‘/I\‘ 9/!x|l:l|- °HEI’ E-lHI'Ol/\O'"kl |%‘|oE|' "command": "config paging disable",

H230| Collection microservice0ll 28 LI¥x|o{ Y& LICH "status": "Command_Disabled",



HALE A8t CIHIOIAE MEE =+ gl B2,
ZE RIS AAF CX -‘rug R4, Cisco DNA Center 52| 74 @4

Ztoll 713 27 UE B AII—PEIOOHA‘I g B LIt

HALE AlZste EIHPOI/\7P AME B2l F(ALEIR0M) Y
ef ClHtOlA 7 CHE X 9| °“='OI_’ C|HtO| A0 CHE Cisco DNA

Center0| M &8 @ H0o| M2I= K| &= E2.

Cloud Agent2| Cisco DNA Center0fl @448 &= 217{L} Cloud
Agent@| ==Z!| 0}0|3 2 MH|A 7} Cisco DNA Center2| Command

Runner R’Soﬂ CHEH SE & Y| 2ol B9

ZHEE X QIE of0|FME Ol0|3 2 AH|A

Failed to execute request

Failed to execute request.

?=_||A|'O‘I|A'| A"% °E|' Failed to submit the request to scan. Reason =
Hostname=x.x.x.x" was not found\"}

"commandResponse™: "Command collection is dise

}

No device found with id 02eb08be-b13f-4d25-9d63-
eaf4e882f71a

All requested devices are already being queried by
command runner in another session. Please try oth
devices".

Requested devices are not in inventory, try with oth

devices available in inventory

"Error occurred while executing command: show ud

connecting to device [Host: x.x.x.x:22] No route to h

route to host

{

"command": "show version",

"status": "Failed",
"commandResponse":
"errorMessage": "The command runner task failed 1

device %s, RequestURL: %s."

}

o2 ALjHl

{"message":"23502: null value in column \"schedule\" violates not-null constra

Failed to create scan policy. No valid devices in the request

{\"message\":\"Device with
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