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- AVC(Application Visibility and Control)
- EzPM(Easy Performance Monitor)
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ip &4 1.1.1.1 255.255.255.255
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QIE{H| 0| A GigabitEthernet0/1

ip &4 172.16.1.1 255.255.255.0
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ip 42 0.0.0.0 0.0.0.0 172.16.1.2
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OlE{H|0| A GigabitEthernet0/0/0

ip &4 172.16.2.2 255.255.255.0
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QIE{H| 0| A GigabitEthernet0/0

ip &4 172.16.2.1 255.255.255.0
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ip 32 0.0.0.00.0.0.0 172.16.2.2
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ip access-list & IPSec_Match



&{& ip any host 172.16.2.1

oF % 3t isakmp =34 1

encr aes 256

crypto isakmp key cisco123 address 172.16.1.2

crypto ipsec transform-set2 esp-aes 256 esp-sha-hmac
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set transform-set2
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ip access-list & IPSec_Match
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18 ip ZAE 172.16.2.1 any

oF % 3} isakmp 34 1
encr aes 256

SH Al md5

ro
0l

AR

OK

o
aT

M
I

2
crypto isakmp key cisco123 address 172.16.1.1

crypto ipsec transform-set2 esp-aes 256 esp-sha-hmac
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I|04172.16.1.1 &A™
set transform-set?2
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ip &4 172.16.1.2 255.255.255.0



IPSec Z1I|28i|0|M0| A CHZ ZS3t= K| & Q1524 show crypto isakmp sal| E242 &It
LICt

Rl#show crypto isakmp sa
IPv4 ISAKMP SA

dst src state conn id
IPvoe ISAKMP SA

H o} 0474

oF 01742 2 Ad5H5tEdE R10IM LR LYZI(R3, 172.16.2.1) pingEFLICH.

Rl#ping 172.16.2.1

5, 100 ICMP (172.16.2.1) 2.
100%(5/5), // = 1/1/4 ms
R1#
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Rl#show crypto isakmp sa

IPv4 ISAKMP SA

dst src state conn id

172.16.1.2 172.16.1.1 QM IDLE 1002

IPv6e ISAKMP SA
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Hs ZLIE ZHAE d5 ZLIE Z20t of Z2(AH0|MH EY
LHELHZ| CHA 172.16.2.1 A A GigabitEthernet0/1 & udp ZE 9991
traffic-monitor application-traffic-stats

traffic monitor conversation-traffic-stats ipv4

traffic-monitor application-response-time ipv4

Egj= 2L|E{ O|C|ofipv4 Q1A

E84Z 2 LIE| OIC|od ipva4 0|84

traffic monitor url ipv4 class-replace perf-mon-acl
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ip 4 1.1.1.1 255.255.255.255

d4s BELIH ZHHEAE 5 2LIH
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?|o| 7|2 2io|410]| & | show performance monitor contextcontext-nameexportere| £232

7tX{ZLICt

Output Features SM2| 4 EHE & QIErLICt 7|2 S = Not Used &/ E{040F B LICt. O|= Ol & &=
SZ%0|H AVC EBiE 0| 07| =3t &Lt & E3HE[X| et= o] &L|Ct.
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flow exporter Performance-Monitor-1

172.16.2.1
GigabitEthernet0/1
transport udp 9991
ipfix
300
option interface-table timeout 300
vrf-table timeout 300
c3pl-class-table timeout 300
c3pl-policy-table timeout 300

sampler-table timeout 300

option application-table timeout 300

option application-attributes timeout 300

300
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flow exporter Performance-Monitor-1

MY Hs ZLIE ZHEAE H5 2LIE LHELL7|
CHeb 172.16.2.1

A GigabitEthernet0/1

transport udp 9991

LHELHZ| Z2EZ ipfix

HES! Olo|E AlZh =1 300
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option interface-table timeout 300

=M vrf-table timeout 300

o

M c3pl-class-table timeout 300

mlo

M c3pl-policy-table timeout 300

o

M sampler-table timeout 300

option application-table timeout 300

option application-attributes timeout 300

=M 52l ofZ2[7i0l4 E|o|Z AlZh =3 300
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$IPSEC-3-RECVD PKT NOT IPSEC:Rec'd IPSEC . dest addr= 172.16.2.1,
src_addr= 172.16.1.1, prot= 17

047|M R2E 172.16.2.12 2 &ét= ESP &5 & 1{Z!S of A5t K| BF 4= AIE mj
Z(prot=17)0|H Ol2{EF WZE AfMIStE 7*OI ol =l= SE Lt ote miZ! 2
£l miZ!o| ESP Zi&3t cHAl U UDP miZ/0|H, Ol= AVCe| 7|2 S&LCh

Internet Protocol version 4, src: 172.16.1.1 (172.16.1.1), Dst: 172.16.2.1 (172.16.2.1)
version: 4
Header Length: 20 bytes
# Differentiated services Field: Ox00 (DsCP Ox00: Default; ECN: Ox00: Not-ECT (NOT ECN-Capable Transport))
Total Length: 1348
Identification: 0x96la (38426)
# Flags: 0x00
Fragment offset: O
Time to Tive: 255
protocol: UDP (17)
+ Header checksum: 0Oxc56b [validation disabled]
Source: 172.16.1.1 (172.16.1.1)
pestination: 172.16.2.1 (172.16.2.1)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, src Port: 50208 (50208), Dst Port: 9991 (9991)
source Port: 50208 (50208)
pestination Port: 9991 (9991)
Length: 1328
+ Checksum: 0xb7ec [validation disabled]
[stream index: 0]
Data (1320 bytes)

i gHE HE ¢t —?— of2H mZ! ZiR{0| A R20{M = 4lEl AVC IiZ!0| ESPE =3t
R20 X O O 2F HIAIXRIZH LIEILIX| &2 EBS] & = U&LICH

Internet Protocol version 4, src: 172.16.1.1 (172.16.1.1), Dst: 172.16.1.2 (172.16.1.2)
version: 4
Header Length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 1448
Identification: 0x0114 (276)
# Flags: Ox00
Fragment offset: O
Time to live: 255
Protocol: Encap Security Payload (50)
4 Header checksum: Ox5aec [validation disabled]
Source: 172.16.1.1 (172.16.1.1)
Destination: 172.16.1.2 (172.16.1.2)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Encapsulating Security Payload
ESP SPI: Ox804c46a3 (2152482467)
ESP Sequence: 203
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