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| eaf 101# show discoveryissues

Checking the platformtype................ LEAF!
Check0Ol1l - Systemstate - in-service [o0k]
Check02 - DHCP status [oK]

TEP I P: 10.0.72.67 Node Id: 101 Name: |eaf101
Check03 - AV details check [ok]

Check04 - P rechability to apic [oK]

Ping fromswitch to 10.0.0.1 passed

Check05 - infra VLAN received [ ok]

infra vLAN: 3967

Check06 - LLDP Adj acency [ ok]

Found adj acency with SPI NE

Found adj acency with APIC

Check07 - Switch version [oK]

version: n9000-14.2(1j) and apic version: 4.2(1j)
Check08 - FPGA/BI OS out of sync test [ok]
Check09 - SSL check [check]

SSL certificate details are valid

Check10 - Downl oadi ng policies [ok]

Check1l - Checking tine [ok]

2019-09-11 07:15:53

Check12 - Checking nodul es, power and fans [ok]

Check01 — A|AE] &AEf

Leaf7} = E IDE &2 Fabricoll SEL|H BEEAEYMS CIREZ 57| A|ZSHCHS MHIA &
ME|Z MEEILICEH

CheckOl1l - System state - out-of-service [FAIL]



CheckOl1l - System state - downl oadi ng- boot -scri pt [ FAIL]

leafQ| $4K & EHE = Q15t7| I3l AFE RF= moquery -c topSystem= AME = U&LICEH

| eaf 101# noquery -c topSystem
Total njects shown: 1

# top. System

addr ess : 10.0.72. 67
boot strapState . done

seri al . FDO20160TPS
server Type : unspecified
siteld 1

state . in-service

st at us :

syst enlpTi me : 00:18:17:41. 000
t epPool : 10.0.0.0/16
uni cast Xr EpLearnDi sable : no

ver si on : n9000- 14. 2(1j)
vi rtual Mbde : no

Check02 — DHCP ’gEH

Check02 - DHCP status [FAIL]

ERROR node |Id not configured

ERROR | p not assigned by dhcp server

ERROR Address assigner's | P not popul at ed
TEP I P: unknown Node |d: unknown Name: unknown

Leaf= APIC10{ X DHCPE S35l TEP =48 =48 CH3 CHE APICH| CHE IP 142
grLICk 2l=Z 9| PTEP(Physical TEP)7} loopback00i| &S ElLICH FAT7} & E|X| g2
Xt= leaf7t tpcdump FEIZIE|E AFE 301 DHCP AAME ELHT U =X| &H0lE = &
Qs ZE CPU QIHHE FHEE Z8QI HEQIT EBfEE £ £ Q= QE{H 0|A kpm_in
L|CH.

(none)# tcpdump -ni kpm_inb port 67 or 68

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm.inb, link-type ENIOMB (Ethernet), capture size 65535 bytes

16: 40: 11. 041148 | P 0.0.0.0.68 > 255. 255. 255. 255. 67: BOOTP/ DHCP, Request from a0: 36: 9f
I ength 300

~C

1 packets captured
1 packets received by filter
0 packets dropped by kernel

AEXHE dhepd?t APICOIM A3 So|1

Md-stiof

B2 ME
LICt. O
bE ALSE

:c7:al: Oc,

0 3t 0IE—|TL-I|O|/\01|A-| Al CH7|5tT Ql=%| &l

bond0
g+ &Lt o2 ClEmolAE MEED AAE APIC ZEE LIEHALICH bond0.<infra

VLAN> Al AFEFLIC

api c1# ps aux | grep dhcp
r oot 18929 1.3 0.2 818552 288504 ? Ssl  Sep26 87:19 /ngnt//bin/dhcpd. bin

f -4 -cf

/ dat a/ / dhcp/ dhcpd. conf -1f /data//dhcp/ dhcpd. | ease -pf /var/run//dhcpd. pid --no-pid bond0. 3967

admin 22770 0.0 0.0 9108 868 pts/0 S+ 19: 42 0: 00 grep dhcp
Check03 — AV M| HE

Check03 - AV details check [ ok]



LeafE SEE APICO| IP7t TEP E0f =& Hlo UA=X| ZHQlELICH APIC HE 7t ot % 7|F K|
X| of2 B2 ol ZALE SoELICt AF&XH= 'acidiag avread' WHEE S35 2|Z = =9| BHo0i M
A APIC HEE = += U&LICt. of2l oilof| M leaf/ispine ZEZE 7} (none)#tE EAIE 32
leaf/spineO| ot %] THE 2|0 M7} of =S LIEFRLICY.

(none) # acidiag avread

Cluster of O Im(t):0(zeroTine) appliances (out of targeted O Im(t):0(zeroTinme)) with

FABRI C_DOVAI N nane=Undefi ned Fabric Domai n Nane set to version= In(t):0(zeroTine);

di scover yMbde=PERM SSI VE | m(t): 0(zeroTinme); drrMde=0OFF | n(t): 0(zeroTi ne)

clusterTi me=<di ff=0 common=2019-10-01T18: 51: 50. 315+00: 00 | ocal =2019- 10- 01T18: 51: 50. 315+00: 00
pF=<di spl Fornmrl of fsSt=0 of fsMu=0 I n(t): 0(zeroTine)>>

| eaf 101# aci di ag avread
Cluster of 3 Im(t):0(2019-09-30T18: 45: 10. 320- 04: 00) appliances (out of targeted 3 In(t):0(2019-
10-01T14:52:55.217-04:00)) with FABRI C_DOVAI N nane=ACl Fabricl set to version=apic-4.2(1j)
I m(t):0(2019-10- 01T14: 52: 55. 217- 04: 00); di scover yMbde=PERM SSI VE | n(t): 0( 1969- 12-
31T20: 00: 00. 003- 04: 00) ; drrMde=OFF | m(t):0(1969-12-31T20: 00: 00. 003- 04: 00) ; kaf kaMbde=OFF
I m(t):0(1969-12-31T20: 00: 00. 003- 04: 00)

appliance id=1 address=10.0.0.1 In(t):2(2019-09-27T17: 32: 08. 669-04:00) tep
address=10.0.0.0/16 I m(t):1(2019-07-09T19: 41: 24. 672-04: 00) routabl e address=192.168.1.1
Im(t):2(2019-09-30T18: 37: 48. 916-04: 00) oob address=0.0.0.0 In(t):0(zeroTine) version=4.2(1j)
I'm(t):1(2019-09-30T18: 37: 49. 011- 04: 00) chassi sl d=c67d1076-a2a2- 11e9-874e- a390922be712
Im(t):1(2019-09-30T18: 37: 49. 011- 04: 00) capabi liti es=0X3EEFFFFFFFFF- - 0X2020--0X1 | n(t): 1(2019-09-
26T09: 32: 20. 747-04: 00) rK=(stabl e, absent,0) I n(t):0(zeroTi me) aK=(stabl e, absent, 0)
Im(t):0(zeroTime) oobrK=(stable,absent,0) In(t):0(zeroTi ne) oobaK=(stabl e, absent, 0)
Im(t):0(zeroTine) cntrl Shst=(APPROVED, FCH1929V153) | m(t): 1(2019-10-01T12: 46: 44. 711- 04: 00)
(target MoSn= I m(t): 0(zeroTine), failoverStatus=0 Im(t):0(zeroTine)) podlid=1 In(t):1(2019-09-
26T09: 26: 49. 422-04: 00) conmi ssi oned=YES | n{t):101(2019- 09- 30T18: 45: 10. 320- 04: 00) regi st ered=YES
Im(t):3(2019-09-05T11: 42: 41. 371-04: 00) standby=NO I m(t): 0(zeroTi me) DRR=NO I n(t):101(2019-09-
30T18: 45: 10. 320-04: 00) api cX=NO I m(t): 0(zeroTime) virtual =NO I m(t):0(zeroTi nme) active=YES

appliance id=2 address=10.0.0.2 In(t):2(2019-09-26T09: 47: 34.709-04:00) tep
address=10.0.0.0/16 I m(t):2(2019-09-26T09: 47: 34. 709- 04: 00) routabl e address=192. 168. 1.2
I'm(t):2(2019-09-05T11: 45: 36. 861-04: 00) oob address=0.0.0.0 In(t):0(zeroTine) version=4.2(1j)
I'm(t):2(2019-09-30T18: 37: 48. 913-04: 00) chassi sl d=611f ebf e-89c1-11e8-96bl-c7a7472413f2
I m(t):2(2019-09-30T18: 37: 48. 913- 04: 00) capabi |l iti es=0X3EEFFFFFFFFF- - 0X2020--0X7 | n(t):2(2019-09-
26T09: 53: 07. 047-04: 00) rK=(stabl e, absent,0) In(t):0(zeroTime) akK=(stabl e, absent, 0)
Im(t):0(zeroTime) oobrK=(stable,absent,0) In(t):0(zeroTi ne) oobakK=(stabl e, absent, 0)
Im(t):0(zeroTime) cntrl Shst=(APPROVED, FCH2045V1X2) | m(t):2(2019-10-01T12: 46: 44. 710- 04: 00)
(target MoSn= I m(t): 0(zeroTine), failoverStatus=0 Im(t):0(zeroTine)) podld=1 In(t):2(2019-09-
26T09: 47: 34. 709- 04: 00) comm ssi oned=YES | n{t):101(2019- 09- 30T18: 45: 10. 320- 04: 00) regi st ered=YES
I m(t):2(2019-09-26T09: 47: 34. 709- 04: 00) standby=NO I m(t): 0(zeroTi me) DRR=NO I m(t):101(2019-09-
30T18: 45: 10. 320-04: 00) api cX=NO I m(t): O0(zeroTime) virtual =NO I m(t):0(zeroTi nme) active=YES

appliance id=3 address=10.0.0.3 In(t):3(2019-09-26T10: 12: 34. 114-04:00) tep
address=10.0.0.0/16 I nm(t):3(2019-09-05T11: 42: 27. 199- 04: 00) routabl e address=192. 168. 1.3
I'm(t):2(2019-10-01T13: 19: 08. 626-04: 00) oob address=0.0.0.0 In(t):0(zeroTine) version=4.2(1j)
I'm(t):3(2019-09-30T18: 37: 48. 904- 04: 00) chassi sl d=99bade8c- cff 3-11e9- bba7- 5b906a49dc39
I m(t):3(2019-09-30T18: 37: 48. 904- 04: 00) capabi | iti es=0X3EEFFFFFFFFF- - 0X2020--0X4 | n(t): 3(2019-09-
26T10: 18: 13. 149-04: 00) rK=(stabl e, absent,0) I n(t):0(zeroTime) akK=(stabl e, absent, 0)
Im(t):0(zeroTi me) oobrK=(stable,absent,0) In(t):0(zeroTi ne) oobakK=(stabl e, absent, 0)
Im(t):0(zeroTine) cntrl Sbst=(APPROVED, FCH1824V2VR) | n{t):3(2019-10-01T12: 48: 03. 726- 04: 00)
(target MoSn= I m(t): 0(zeroTine), failoverStatus=0 Inm(t):0(zeroTine)) podld=2 In(t):3(2019-09-
26T10: 12: 34. 114- 04: 00) conmmi ssi oned=YES | n{t):101(2019- 09- 30T18: 45: 10. 320- 04: 00) regi st ered=YES
I m(t):2(2019-09-05T11: 42: 54. 935- 04: 00) standby=NO I m(t): 0(zeroTi me) DRR=NO I n(t):101(2019- 09-
30T18: 45: 10. 320-04: 00) api cX=NO I m(t): 0(zeroTime) virtual =NO I m(t):0(zeroTi nme) active=YES
cl usterTi me=<di ff =15584 commDn=2019- 10- 01T14: 53: 01. 648- 04: 00 | ocal =2019- 10- 01T14: 52: 46. 064- 04: 00
pF=<di spl Formr0 of fsSt =0 of f sVl u=-14400 | n{t):21(2019-09-26T10: 40: 35. 412- 04: 00) >>

Check04 — APICOi| CHEH IP 4



Leaf7}t IP TA M APICHIS| TCP MME ™5t AT oM CHRE
grLct. ngr— lplng' SEIRIE|E AI235t04 APICO]| CHEH IP 422 &tolet &

| eaf 101# iping -V overlay-1 10.0.0.1

PING 10.0.0.1 (10.0.0.1) from 10.0.0.30: 56 data bytes

64 bytes from10.0.0.1: icnp_seq=0 ttl=64 tine=0.651 ns
64 bytes from10.0.0.1: icnp_seq=1 ttl=64 tine=0.474 ns
64 bytes from10.0.0.1: icnp_seq=2 ttl=64 tine=0.477 ns
64 bytes from10.0.0.1: icnp_seq=3 ttl =64 tinme=0.54 ns
64 bytes from10.0.0.1: icnp_seq=4 ttl =64 tinme=0.5 ns
--- 10.0.0.1 ping statistics --- 5 packets transnmtted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.474/0.528/0. 651 ns
Check05 — 2/ 2} VLAN
Check05 - infra VLAN received [ ok]
QIZ 2} VLAN ZAHE =E7}F APICT} QM Podoll 974 2 ofBt B eHLIC 2% x| ofom ZAl
7t AIiE WO 2 oM 22 ALSRIVE HAIXRIE FAIER = JU&LCH
Leaf= CHE ACI =01 A =418 LLDP I{Z!E 7|EIe 2 Q1= 2t VLANE ZA- e LICH 2 2(x|71 A
M S m) A ) A9IxI7F 2 ElLICH
(none) # moquery -c 1lldpInst
Total bjects shown: 1
# 11 dp. I nst
adm nSt enabl ed
chil dAction
ctrl
dn sys/ |1 dp/inst
hol dTi e 120
i nfraVl an : 3967
initDelayTime : 2
| cOmn : local
modTs 2019-09- 12T07: 25: 33. 194+00: 00
nmonPol Dn uni / f abri c/ monf ab- def aul t
name
operErr
opt Tl vSel mgnt - addr, port-desc, port-vl an, sys-cap, sys-desc, sys- nane
rn i nst
stat us
sysDesc t opol ogy/ pod- 1/ node- 101
t xFreq 30
(none) # show vlan encap-id 3967
VLAN Nane St at us Ports
8 infra:default active Et hl/1
VLAN Type VI an-node
8 enet CE
APICO]| 0_47;'5_' 29| ZE QIE{H|0|A0f QIZE} VLANO| Z2 I UE|X| &2 B leafoll M &
K& v 22X 7 [ K| E A LICEH



(none) # moquery -c 11dpIf -f '1l1ldp.If.wiringIssues!=""'
Total bjects shown: 1

# 11dp.If

id : ethl/1

adm nRxSt : enabl ed

adm nSt : enabl ed

adm nTxSt : enabl ed

chil dAction

descr :

dn : sys/lldp/inst/if-[ethl/1]
| cOmn : local

mac . EO: OE: DA: A2: F2: 83

nodTs : 2019- 09- 30T18: 45: 22. 323+00: 00
nonPol Dn : uni/fabric/nonfab-default
name :

oper RxSt : enabl ed

oper TxSt : enabl ed

portDesc :

port Mode : nor mal

portVl an : unspecified

rn :if-[ethl/ 1]

status :

sysDesc

Wi ringlssues : infra-vlan-mismatch

Check06 — LLDP 213

Check06 - LLDP Adjacency [ FAI L]
Error: leaf not connected to any spine

O{iH ZE7J} CtE ACI C|HIO|A 0| HAZAE|EX| &0QI5tE{H leaf7t CIE WEE! - E22E| LLDPE
2SOk B LICH LLDP7}F = A EIA=K] & QlstE{™ AF& K= 'show lidp neighbors'& ME R = Q)
&L|C}H

(none) # show 11ldp neighbors

Capabi l ity codes:

(R) Router, (B) Bridge, (T) Tel ephone, (C) DOCSI S Cabl e Device
(W WLAN Access Point, (P) Repeater, (S) Station, (O Oher

Device ID Local Intf Hol d-tine Capability Port ID
apicl Ethl/1 120 eth2-1
api c2 Et hl/ 2 120 eth2-1
swi tch Et h1/51 120 BR Et h2/ 32
swi tch Et hl/ 54 120 BR Et hl/ 25

Total entries displayed: 4

Check07 — A {x| H™

CheckQ07 - Switch version [oK]
version: n9000-14.2(1j) and apic version: 4.2(1j)

APICS} 2| t{Xo| Zx| oto™ mjE 2| Z4Aio| Almysr &
Q15 24™ 'show version' EE &= 'vsh -c 'show version"& AL

mo
It

&LICH Leafoll M A= QI HT
A2,

ok 30

=

(none) # show version

Cisco Nexus Operating System (NX-0OS) Software
TAC support: http://www ci sco.comtac
Docunent s:



http://www.cisco.com/tac

http://ww. ci sco. coml en/ US/ product s/ ps9372/tsd_products_support _series_hone. ht mi Copyri ght (c)
2002- 2014, Cisco Systens, Inc. Al rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain conmponents of this software are |icensed under

the GNU General Public License (GPL) version 2.0 or the G\U

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is avail able at

http://ww. opensource.org/licenses/gpl-2.0.php and

http://ww. opensource.org/licenses/lagpl-2.1.php

Sof t war e
Bl Cs: version 07.66
kickstart: version 14.2(1j) [build 14.2(1j)]
system version 14.2(1j) [build 14.2(1j)]
PE: version 4.2(1j)
BI OS conpile tine: 06/ 11/ 2019

ki ckstart image file is: /bootflash/aci-n9000-dk9.14.2.1j.bin

ki ckstart conpile tine: 09/19/2019 07:57:41 [09/19/2019 07:57: 41]
systemimage file is: / boot fl ash/ aut o-s

system conpile tine: 09/ 19/ 2019 07:57:41 [09/19/ 2019 07:57: 41]

APICOIME S U8t BH0| 2SefLCt.

api c1# show version

Rol e Pod Node Nanme Ver si on
controller 1 1 api cl 4.2(1j)
controller 1 2 api c2 4.2(1j)
controller 2 3 api c3 4.2(1j)
| eaf 1 101 | eaf 101 n9000- 14. 2(1j)
| eaf 1 102 | eaf 102 n9000- 14. 2(1j)
| eaf 1 103 | eaf 103 n9000- 14. 2(1j)
spi ne 1 1001 spi nel n9000- 14. 2(1j)
spi ne 1 1002 spi ne2 n9000- 14. 2(1j)

Check08 — FPGA/EPLD/BIOS7t S7|8t kK| &f &

FPGA, EPLD 2/ BIOS HHE2 (A CHE P ES 7IM2E Bl LEO| 530 d&F¥E & &= UL
o{eh MA™O| T QeiE B Ax|e| QlE{mH0|A 7} YOOI EL|X| &S & USLICH ALEXE
CtZ It 22 moquery BHo = 4™ SQI FPGA, EPLD & BIOS HTE AS C

fjo
N

(none) # moquery -c firmwareCardRunning
Total njects shown: 2

# firmmare. Car dRunni ng

bi osVer : v07.66(06/11/2019)

chil dAction

descr

dn : sys/ch/ supsl ot -1/ sup/ runni ng
expect edVer : v07.65(09/04/2018) interimer 1 14.2(1j)
i nt er nal Label

nodTs : never

node : nor mal

nonPol Dn : uni/fabric/nonfab-default

oper St : ok

rn : running

st at us :

ts : 1970- 01- 01TOO: 00: 00. 000+00: 00

type : switch


http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html
http://www.opensource.org/licenses/gpl-2.0.php
http://www.opensource.org/licenses/lgpl-2.1.php

ver si on 0 14.2(1j)

# firmare. CardRunni ng

bi osVer : v07.66(06/11/2019)

chil dAction

descr

dn : sys/ch/lcslot-1/1c/running

expect edVer : v07.65(09/04/2018) interinVer 14.2(1j)
i nt er nal Label

nodTs : never

node : nor mal

nonPol Dn : uni/fabric/nonfab-default

oper St : ok

rn : running

status :

ts : 1970-01-01T0O: 00: 00. 000+00: 00
type : switch

ver si on 0 14.2(1j)

(none) # moquery -c firmwareCompRunning

Total bjects shown: 2

# firmmare. ConmpRunni ng

chil dAction

descr :

dn : sys/ch/ supsl ot -1/ sup/ f pga- 1/ r unni ng
expect edVer : 0x14 internal Labe

nodTs : never

node : nor mal

nonPol Dn : uni/fabric/nonfab-default

oper St : ok

rn : running

status :

ts : 1970-01-01T0O: 00: 00. 000+00: 00

type : controller

ver si on : 0x14

# firmmare. CompRunni ng

chil dAction

descr :

dn : sys/ch/ supsl ot -1/ sup/ f pga- 2/ runni n
expect edVer : 0x4

i nt er nal Label

nodTs : never

node : nor mal

nonPol Dn : uni/fabric/nonfab-default

oper St : ok

rn : running

status :

ts : 1970-01-01T0O: 00: 00. 000+00: 00

type : controller

ver si on 0x4

A1 B01 FPGA HITIO] oll&f FPGA BITITH x/atx| ot He »
EXI of2 F1582" A|LtE2|20| "mf e 2] A & "Ebx| WM Al

&LCt.

Check09 — SSL & ¢l

Check09 - SSL check [check]

+°I EPLD/FPGA7} £H}

HHz HHo|EE & U



SSL certificate details are valid

ZHEE Ediel EejEe| 453 E EF 67| @l ZE MES] L E 7hoi SSL S4&lo] At ELCt,
A E|l= SSL 2B ME MZE adoiMd A=l MA|el dd HS & T|dto = MY ELICH MF2|
H4Al2 21 Zotok gLt

subject= /serialNumber=PID:N9K-C93xxxxx SN:FDOxxxxxxxx/CN=F DOXXXXXXXX

42d

A QR SoF SSL 2IBAE ASBsted™ o =

0o
O

0
fjo
>
oo
o
r
[ul

HM St

rr
Ol
mjn

(none)# cd /securedata/ssl && openssl x509 -noout -subject -in server.crt
subj ect = /seri al Number =PI D: N9K- C93180YC- EX SN: FDO20432LH1/ CN=FDO20432LH1

ALIR| =E7F o475 AM B B2 91 £ FETL ot ArS K2 B A S gL

0424
oo

ok

MA| g3 HE =t

0jo
mjo

Soff #elg + &Lt

J

(none)# show inventory
NAME: "Chassis", DESCR "Nexus C93180YC- EX Chassi s"
PI D: N9K- C93180YC- EX , VID VOO , SN FDQ20160TPS

Est Q1B M7F #RH AlZtol &Sl oF ELICt I Mo & IdME E24™ openssl BHHEOAM -
dates' Z2{1E AtEFFLICEH

(none)# cd /securedata/ssl && openssl x509 -noout -dates -in server.crt
not Bef ore=Nov 28 17:17:05 2016 GMVI
not After=Nov 28 17:27:05 2026 GV

Check10 — HH C}IREC

Check10 - Downl oadi ng policies [FAIL]
Regi stration to all PMshards is not conplete
Pol i cy download is not conplete

Leaf7} APICOY| CHEH IP @12HE A H I APICOIM sHE Zdx|aelo|M&E CtR2 2 =5t APICO
MLOR2EE7} HRE[UJS S SQAUFLICEH Ol ZEMAS| HEf= CHE BHBE = = JU&LICH

mjo

(none) # moquery -c pconsBootStrap
Total njects shown: 1

# pcons. Boot Strap

al | Leader Acked : no

al | Portsl nService . yes

al | ResponsesFronlLeader : yes
canBringPortlnService : no

chil dAction :

conpl et edPol Res : no

dn . rescont/bootstrap
| cOan . local

nmodTs : 2019- 09-27T22: 52: 48. 729+00: 00
rn . bootstrap

state : conpl eted

st at us :

timerTicks . 360

try 0

wor st CaseTaskTry 0



Check11 — A|Zt

Checkl1l - Checking time [ok]
2019-10-01 17:02: 34

Ol M|2= ALE XA X AlZHE E0oELICH APICERE ALQ{X| AlZH AfO]ol L4F
™ AMo| Mg = U&LICH APICHIME date BEZ AlZFE &g &= Q&LICH

api c1# date
Tue Cct 1 14:35:38 UTC 2019

Check12 — 2§, PSU, T QI

M2 2ETE A2

fIx|7t CHE C|dto|A0l| AAsted™ REO| 222l 2Efo4ok & LICH O] 'show module' &
'show environment' HHZ Sofl &ele = A&t
(none) # show module
Mod Ports Modul e- Type Model St at us
1 54 48x10/ 25G+6x40/ 100G Swi t ch NOK- C93180YC- EX ok
Mod  Sw Hw
1 14.2(1j) 0. 3050
Mod MAC- Addr ess(es) Seri al - Num
1 e0-0e-da-a2-f2-83 to e0-0e-da-a2-f2-cb FDO20160TPS
Mod Online Diag Status
1 pass
(none) # show environment
Power Supply:
Vol tage: 12.0 Volts
Power Act ual Tot al
Suppl y Model Qut put Capacity St at us
(Watts ) (Watts )
1 NXA- PAC- 650W PI o w 650 W shut
2 NXA- PAC- 650W PI 171 W 650 W ok
Act ual Power
Modul e Model Dr aw Al | ocat ed St at us
(Watts ) (Watts )
1 NI9K- C93180YC- EX 171 W 492 W Power ed- Up
fanl NXA- FAN- 30CFM B N A N A Power ed- Up
fan2 NXA- FAN- 30CFM B N A N A Power ed- Up
fan3 NXA- FAN- 30CFM B N A N A Power ed- Up
fan4 NXA- FAN- 30CFM B N A N A Power ed- Up
N A - Per nodul e power not avail able
Power Usage Sunmmary:

Power Supply redundancy node (confi gured)

Non- Redundant ( conbi ned)



Power Supply redundancy node (operational) Non- Redundant ( comnbi ned)

Total Power Capacity (based on configured node) 650 W
Total Power of all Inputs (cunulative) 650 W
Total Power CQutput (actual draw) 171 W
Total Power Allocated (budget) N A
Total Power Avail able for additional modul es N A
Fan:

Fan Model Hw St at us

Fanl(sys_fanl) NXA- FAN- 30CFM B -- ok

Fan2(sys_fan2) NXA- FAN- 30CFM B -- ok

Fan3(sys_fan3) NXA- FAN- 30CFM B -- ok

Fan4(sys_fan4) NXA- FAN- 30CFM B -- ok

Fan_i n_PS1 -- -- unknown

Fan_i n_PS2 -- -- ok

Fan Speed: Zone 1: Ox7f
Fan Air Filter : Absent

Tenper at ure:

Modul e Sensor Maj or Thr esh M nor Thr es Cur Tenp St at us

( Cel si us) ( Cel si us) (Cel si us)
1 Inlet(1) 70 42 35 nor nal
1 outlet(2) 80 70 37 nor nal
1 x86 processor (3) 90 80 38 nor nal
1 Sugar bow (4) 110 90 60 nor nal
1 Sugar bow vrm(5) 120 110 50 nor nal
=]

£0| 22t &Ef7t ot B EEE MEE St FPGA, EPLD EE= BIOS7H YR|stR| et =%|
O

HE AlLt2]2 of

AlLt2I2 1 - HE 2| " Ao 3 Y leaf7t EA|ZIX| S &

Ol AILIZ|20IME AFEAI7F M AFEIEE 228 & APIC10l|l 22215+ MH Fabric
Membership0ll A2{X|7} EA|Z|X| b&LICE & M| leafE M3 E AMSHY| 23 APICE &
A EHA|04| M leaf 2 5 E{ DHCP DiscoverE =I5l oF & L|C}.

APIC10|M B A3 BIEo| DHEE o7+t LRIstE LLDP TLVE Bl Q=X] FlgL|ct

api cl1# acidiag run 1lldptool out eth2-1
Chassis I D TLV

MAC: e8:65:49:54:88:al
Port ID TLV

MAC: e8:65:49:54:88:al
Time to Live TLV

120
Port Description TLV

eth2-1
System Nanme TLV

apicl
System Descri ption TLV

t opol ogy/ pod- 1/ node- 1
Management Address TLV

I Pv4: 10.0.0.1



| findex: 4
Cisco Port State TLV

1

Ci sco Node Role TLV
0

Ci sco Node ID TLV
1

Cisco POD ID TLV
1

Cisco Fabric Nane TLV
ACl Fabricl

Ci sco Appliance Vector TLV
ld: 1

IPv4: 10.0.0.1
UUI D. c67d1076-a2a2-11e9- 874e- a390922be712
Cisco Node I P TLV
1Pv4:10.0.0.1
Cisco Port Role TLV
2
Cisco Infra VLAN TLV
3967
Cisco Serial Nunber TLV
FCH1929V153
Cisco Authentication Cookie TLV
1372058352
Ci sco Standby APIC TLV
0
End of LLDPDU TLV

ESHAPIC10| 27 4 4E 2|lZ =0l M LLDPE £ AISHEX| &QlEtLC}.

api c1# acidiag run 1lldptool in eth2-1
Chassis I D TLV
MAC: e0: Oe: da: a2: f2: 83
Port I D TLV
Local: Ethl/1
Time to Live TLV
120
Port Description TLV
Et hernet1/1
System Name TLV
switch
System Description TLV
Cisco Nexus Operating System (NX-OS) Software 14.2(1j)
TAC support: http://wwv. cisco.comtacCopyright (c) 2002-2020, Cisco Systens, Inc. Al rights
reserved.
System Capabilities TLV
System capabilities: Bridge, Router
Enabl ed capabilities: Bridge, Router
Managenment Address TLV
MAC: eO0: Oe: da: a2: f2: 83
I findex: 83886080
Cisco 4-wire Power-via-MJI TLV
4-Pair PoE supported
Spare pair Detection/C assification not required
PD Spare pair Desired State: Disabled
PSE Spare pair Operational State: D sabled
Ci sco Port Mdde TLV
0
Cisco Port State TLV
1
Ci sco Serial Nunber TLV
FDO20160TPS



http://www.cisco.com/tac

Ci sco Model TLV
NI9K- C93180YC- EX
Ci sco Firmmvare Version TLV
n9000- 14. 2(1j)
Ci sco Node Role TLV
1
Cisco Infra VLAN TLV
3967
Ci sco Node ID TLV
0
End of LLDPDU TLV

APIC10| 2| A4 El 2| L EZRE| LLDPE Al5t=E 82, 2lZ oMz APICOH| 1Z2E ZEof
QlZ 2t VLANS 2 a5l oF & LICH O] VLAN Z 222 'show vlan encap-id <x>' BHE2
Eslf #oleh = Q&LICH 07| 'x'e FAE 1z et VLANYILICE.

(none)# show vlan encap-id 3967
VLAN Nare St at us Ports

8 infra: defaul t active Ethl/1

VLAN Type VI an-node

8 enet CE
ClZ 2} VLANO| ZZ2Z U E|X| I 2 AL leaf = E0IM HX|E HIM EXME &olgct.

(none) # moquery -c 11dpIf -f 'l1lldp.If.wiringIssues!=""'
Total bjects shown: 1

# 1 1dp.If

id : ethl/1

adm nRxSt : enabl ed

adm nSt : enabl ed

adm nTxSt : enabl ed

chil dAction

descr :

dn : sys/lldp/inst/if-[ethl/1]
| cOmn : local

nmac . EO: OE: DA: A2: F2: 83

nmodTs : 2019- 09-30T18: 45: 22. 323+00: 00
nmonPol Dn : uni/fabric/nonfab-default
name :

oper RxSt : enabl ed

oper TxSt : enabl ed

port Desc

port Mode : nor mal

portVl an : unspecified

rn cif-[ethl/ 1]

status :

sysDesc

Wi ringlssues : infra-vlan-mismatch

20|01 O|#r £ 40| 'infra-vlan-mismatch'2 M El Z< leaf7t APICO A X-I_g_a.f 740l Ch =

infra VLANS & & AES 2 LIEFHLICHAPIC & 22 'moquery -c lidpinst' BHEE A& 35tod & QIE

T AR). O] ALt = leaf7t EHI CHE fabrice| YRR T =0i M LLDPE ={st= ZS'—?—OH =
2+

=
MY~ 9);.* LItk 71 X0 2 Z{M0| wE & LLDPE S5 % A5+ & I infra VLANS +2f &1L
Ch. 018 S1Z25124T Ol leafSt APICE K28t CHE ACI =& 7r0| 91212 Rt CH2 ‘acidia
touch clean' & 'reload’ WY S A& 3510 AL(XIE EMI 2o A9IX7F #EIE|H SH
Za} VLANO| Z2 I U E|QI= x| EOIBLICH O] 3t0] A Ql AP MIAS C}E L2 ZHE & 9
oW AFBRHE ACI =2 HE Of I 4+ 2laLith

r &
0



AlLt2I2 2 - CHE APIC7H A E o 7H St §f &

O| AlLtE|R0MHE 2E TEE] = =71 AAME|RX|TH APIC2 2 30| OF2] APIC 2 2{AE 0| 715t
K| ett&LCt

P

2 oS Z&Lh

[e][]
rr

APICOHIM MM AT EIE ZI2 ASELICH Ux|EH0k

- HEE] = el
. IE2/ D

. TEP &

. 21Z 2 VLAN
- GIPo

. 2EAE 37|
- Helo{ HH

api c1# cat /data/data_admin/sam_exported.config
Setup for Active and Standby APIC

fabricDomain = ACl Fabricl
fabriclD = 1

syst enNane =apicl
controllerID=1

t epPool = 10.0.0.0/ 16
infravlan = 3967

G Po = 225.0.0.0/15
clusterSize = 3

st andbyApi ¢ = NO

enabl el Pv4 = Y

enabl el Pv6 = N
firmvareVersion = 4.2(1j)
ifclpAddr = 10.0.0.1

api cX = NO

podid = 1

oobl pAddr = 10. 48. 22. 69/ 24

52 E 3709] APICOi| M 'acidiag cluster' HHEE A&

[e][]
)
e
rII
I
o
Ho
Pl
1]
At
ro
]
r
A

api c1# acidiag cluster
Adm n password:

Pr oduct - nane = API C- SERVER- ML
Seri al - nunber = FCH1906V1XV
Runni ng. ..

Checki ng Core Generation: K

Checking Wring and UUID: K

Checki ng AD Processes: Running

Checking All Apics in Conmission State: K
Checking All Apics in Active State: K
Checki ng Fabric Nodes: K

Checking Apic Fully-Fit: K

Checki ng Shard Convergence: K

Checki ng Leadership Degration: Optinal |eader for all shards
Ping OB | Ps:

APIC1: 10.48.22.69 - K

API G 2: 10.48.22.70 - K

APIC3: 10.48.22.71 - K



Ping Infra |IPs:

APIC1: 10.0.0.1 - XK

APIC2: 10.0.0.2 - K

APIC3: 10.0.0.3 - K

Checki ng API C Versions: Same (4.2(1j))
Checking SSL: OK

Done!

OFX|2F S 2, 'avread'E AFE3104 0| MHO| 2 E APICOHIM Yx|SH=X| EQIELICEH O] WS KA
Bt 2242 E Alst= YEH™ Q1 'acidiag avread'2t= CHE WHO[X|TH AFESI7| €28 &8 E2ME
L|Ct.

api c1# avread

Cluster:
f abri cDomai nNane ACl Fabricl
di scover yMbde PERM SSI VE
clusterSize 3
versi on 4.2(1j)
drr Mode OFF
oper Si ze 3
API Cs
APIC 1 API C 2 API C 3
versi on 4.2(1j) 4.2(1j) 4.2(1j)
addr ess 10.0.0.1 10.0.0.2 10.0.0.3
oobAddr ess 10. 48. 22. 69/ 24 10. 48.22. 70/ 24 10. 48.22. 71/ 24
rout abl eAddr ess 0.0.0.0 0.0.0.0 0.0.0.0
t epAddr ess 10.0.0.0/16 10.0.0.0/16 10.0.0.0/16
podid 1 1 1
chassi sl d 3c9e5024- . - 5a78727f 573e12c0- . - 6b8dale5 44c4bf 18- . - 20b4f 52&
cntrl Sbst_serial (APPROVED, FCH1906V1XV) ( APPROVED, FCH1921V1Q) ( APPROVED, FCH1906V1PW
active YES YES YES
fl ags cra- cra- cra-
heal t h 255 255 255
api c1#

AlLt2| 3 - Anmelo] m{E 2| M Alo| EAIE|X| of &

Ol AlLtE|20i A 5 ™Y leafE THE 20| A ZHAZ|QAX|2F Fabric Membership(ZH 2 2 HEH 1) 51
M ofeholl HME I8t spine2 EAIZ|R| 2% ﬁL—IEF

Leafoll A Spine2 22| S 2|X A4S & QIFLICt otel 0i|olM leaf A9X|= RUE{H|O|A e1/498
Sl 2mtelof AZFLICH

| eaf 101# show int ethl/49
Et hernet1/49 is up
admn state is up, Dedicated Interface
Har dwar e: 1000/ 10000/ 100000/ 40000 Et hernet, address: 0000.0000. 0000 (bi a e00e. daa2. f 3f 3)
MIU 9366 bytes, BW 100000000 Kbit, DLY 1 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, nedi umis broadcast
Port node is routed
full-duplex, 100 Gb/s
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(none) # show 11ldp neighbors

Capability codes

(R) Router, (B) Bridge, (T) Tel ephone, (C) DOCSI S Cabl e Device
(W WLAN Access Point, (P) Repeater, (S) Station, (O Oher

Device ID Local Intf Hol d-tine Capability Port ID
| eaf 102 Et h2/ 27 120 BR Et h1/53
| eaf 103 Et h2/ 29 120 BR Et h1/ 49
| eaf 101 Et h2/ 32 120 BR Et hl/51
Total entries displayed: 3

It OB B2 leaf?t spine 7t HHA &0

tOl =
A 1Q19| /bootflash0oll S Atetod &S siagLIC 2 EF%
Hoiz RS A2RXE FIFLICH

(none)# 1s -alh /bootflash
total 3.0G
drwxrwxr-x 3 root admin 4.0K Cct 1 20:21

drwxr-xr-x 50 root root 1.3K Cct 1 00:22 ..

-rwr--r-- 1 root root 3.5M Sep 30 21:24 CpuUsage. Log
-rwrwrw 1 root root 1.7G Sep 27 14:50 aci-n9000-dk9. 14. 2. 1j.bin
-rwr--r-- 1 root root 1.4G Sep 27 21:20 auto-s

-rwrwrw 1 root root 2 Sep 27 21:25 di ag_boot up
-rwr--r-- 1 root root 54 Oct 1 20:20 disk_log.txt
-rwrwrw 1 root root 693 Sep 27 21:23 I|ibnon. | ogs
drwxr-xr-x 4 root root 4.0K Sep 26 15:24 |xc

-rwr--r-- 1 root root 384K Cct 1 20:20 nmem. og.txt
-rwr--r-- 1 root root 915K Sep 27 21:10 mem.| og.txt.old. gz
-rwrwrw 1 root root 12K Sep 27 21:17 urib_api _| og.txt

(none) # setup-bootvars.sh aci-n9000-dk9.14.2.1j.bin
In progress

In progress

In progress

In progress

Done

M o]0|X|7} bootflashol A A& M7= ZE< O|X o|O|X|Lt X
Mot 0|52 MY EK| ZOIFLICEH ARRIGM df -h'E AL S

§_|_
OH 1>

HEIHLE MHSH & AQXIE CHA| ZESH M HE 22 BEeIEL|CH
CIA| 2EE % FPGA, EPLD 2! BIOS ZZ30| & £ Ql&LCt. Of +7<1|01| CHet :71 EEaRFE2
5H9| MlA "E|£/¢u+0_| EPLD/FPGA7} %I:II-EJ(I ol2 F1582"2 EZSIAIAL.

AlLt2l2 4 - 7| TiE 2] HAM & F2{AE 7} Fully-Fitd} Degraded AtO|ol| M &2 & EL|Ct.

= APIC-M3 EE= APIC-

MZ 2 1j22] M7 olFoil olp{2t s44fo| wasts ZS W2l 45

139/ A0/ 70| BEElof GAE + ELICH APICO| 27T = leaf 2 2I%I01A "show lidp

neighbors"8 301 2 E AOIEE Holgf + glaLich. of g ofef ¢l M¥stel = 2z
A 2lx|0] SUE APIC QIEIHOIAT} EAIFE & & YLich

APIC-M3/L3 M| SIH2 CtE3t Z&LCh.

APIC-M3/L3 MH{ ™ & 7|
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APIC-M3/L32| B2 VIC 7tE0i|= 471o| ZE 7} U&LICH ETH2-1, ETH2-2, ETH2-3 & ETH2-
4(otzH & X):

O£ 0] )&= APIC VIC 1455 7|

= AL St “in ]
e e o

APIC MHHE 2|= AQX|of 45t #2I2 ChSo 24 &L
.DE ZTEO|&T = 107|7}H|E == 257|7FH|E040F BFL|C}.
CF.
. ETH2-3 & ETH2-4= APIC 0S9] eth2-2('ifconfig' &E2)0ofl SiEst= CHE ZE D Alct
. ZE i A 5tLbo| @420 {2 ELICH o2 S04 8 70|22 ETH2-1 == ETH2-204 ¢4
A5t CHE F|0|2 8 ETH2-3 EE& ETH2-40] 9348 LICH 2 E &' ¥o| £ ETHE HAZESHX|
ol=). O|2 ¢lsl| MEE| AAM 2|7} wrdgr = A&LCt.).

Z7} o|siE <5 APIC Z2¢gtol Cist VIC ZE OfES E3stH cl=21F 24 Lt

VIC 1455 ZE - APIC 0|3 MEE| X E

q

APIC rEdundant fabnc port

Rear panel - VIC 1455 ports

eth2-1
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