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- EPG, BD(Bridge Domain) & VRF(Virtual Routing and Forwarding)7} 0l0] 724 E[04 IS

ABEIE 78 24

o

O

Mol HE=OF AZEQ0] U StER 0] HTZ 7|H2 2 FLct

HO

SIESo] L AZ E Qo

- UCS C220 - 2.0(6d)

- ESXi/vCenter - 5.5
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- APIC - 1.2(1i)
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- AVS

. ASAv

- EPG, BD, VRF

- ACL(Access Control List)
. L4-L7 MH|A g =

. vCenter
ol EMo| M= S 2 #740| Clbto|AolA MAE|HaLICHo| 240l AFBE 2E ClHlo|AE
XI°J7‘|(7IE) AL 20| 2 AR EIRELICLUERXTII &8 52 29 ZE BHEO| &Rl
A& olsHatioF FLICt.
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Management [10.201.35.0}
24
AVS £ 7| dH: VMware vCenter TH|2! MM (VMM S &2

= i

EHd = Q1 of2ioil o2 H|o|E{ MIE{ B! DVS(Distributed Virtual Switch) &5 & A& 4 Q)
&Lch.aeiLt ZF dio|EMIE{ofl Cisco AVSE stLtEH g2 e = U&LCt.



. Cisco AVSE S8t MH|A JBi=Z 752 Cisco AVS Z 2|4 5.2(1)SV3(1.10)8| Cisco ACI EE|
A 1.2(1i)o| M X|FELICH ™A MH[A Z2iZ 241|732 0[A42 Cisco APIC(Cisco Application
Policy Infrastructure Controller)ol A £~&4E/L|C}.

. Cisco AVSE AIE3HE VM(AMHIA 7H4 A HiZ = VLAN(Virtual Local Area Network) Zi&

gl 2 =7} Q= VMM(Virtual Machine Manager) T HIQ10i| B X[ REL|C 22Ut HFE
VM(Z 2R 2 AH|XF VM) VXLAN(Virtual Extensible LAN) S VLAN Zi& 37} Z & &
VMM EH@le| dF Tt & = &L

S EH AFO|MEBEIE BR ':'E"E|9Hé5 FAoot E0| HstX| t&LICLEH AR|EE

it ©

MEHSIX| ot 2 B HEPPHAE ES F/J5H0k 5t0{ AVS THEE] TX| ol HEPHAE FAE H
EIFHAE ZE9| UL T} ofL|0{0F L|CEAVSOIM AlZHEl 2 & EZ|=2 VLAN EE= VXLANO|
= 3HE L.

o|O/x|ofl ZAIEl CHE VM Networking(VM HIE£{Z) > VMWare > Create vCenter Domain(vCenter

CHQl MM)oz o|sELct

Create vCenter Domain il3d

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch:

Switching Preference:

VMware vSphere Distributed Switch Cisco AVS
No Local Switching Local Switching

Encapsulation: & VLAN
VXLAN
Associated Attachable Entity Profile: AEP-AVS - P
VLAN Pool: VianPool-AVS({dynamic) - @
Security Domains: +
Name Description
vCenter Credentials: x +
Profile Name Username Description
vCenterCredentials  root
vCenter: X +
Name P Type Stats Collection
vCenterController 10.201.35.9 vCenter Disabled
Port-channel EE& VPC(VlrtuaI Port-channel)& AI&35tE A Mac I/ AF2 ST S vSwitch
Mg MYst= 2ol E&LICH



Ol & APICE C}2 1 ZH0| AVS A2Q|x| Z41|28|0| 2 vCenteroll 3 AlsHoF &fLIC}.

Summary  Networks Ports | Configuration  Virtwal Machines 'Hosts  Tasks & Events ' Alarms  Permissions

What is a vSphere Distributed Switeh?

& cuarating o
2 viep A vSpherns DEtnbuled Swilch acls a5 3 single virual swich P
@[ o across all associated Nosts. TIis alows virlual machines (o
B M Metwork

maintain consistent network configuration as they migrale
across hosts

Distributed virtual networking configuration consists of
three parts. The first part takes place at the datacenter
evel, where vipheng Destribuled Swilches are created
and hosts and distribuied porl groups are added 1o
vaphere Distributed Swilches. The second pan lakes. -
place at the host level, where host pors and networking o,
senvices ane associated with vSphere Distribuled Swilches w}lgf‘{,’l.
| edfther through individual hos! networking confguraton or »{ﬂk]
¥ using host profiles. The third part takes place al ihe virual b
A hine sl whisne vinual maching NICS 5né connecied
o distributed port groups eifher through individual virtual
machine MIC configuration or by migrating virfual mac hine
networking from the vSphere Destnibuted Swich itsell

Basic Tasks

Learn more about vEphere Distributed
i Add a host Switchas
s Manage this vSphere distributed switch Learn how to set up a network with a

viphere Distributed Switch
A& Create a new port group

-
Hecemt Tasks Hama. Tagst oo Status contmens. = e X
N Targer Mt Datay Tetiated by wCEnte Savar Raquasted Rat T« | et Tima Completed Tima
5) Reconligud vSphes Duitnbuted Sl g AV & Complesd root g 142018 931129 AM L2018 931220 AM L2018 13129 AM
¥ Reconfigune vSphare Dustributed Sl gy AV & Cosplamt root [} shost A0 MINISLAM L4016 0081 AM L2018 9:00:50 AM
‘j Add Distnbiuted Pof Group -, v @ Complas root EE] 142016 9:30:50 AM L2016 020050 AM L2018 9:30:50 AM

APICO|AM VTEP(VXLAN Tunnel Endpoint) A7} AVS& VTEP ZE &0 &€& |0 /S

of
A olA

AA =
Q& LICH 4 BE(VLAN &= VXLAN)Of ZH7H|9i0] O] A7 r sy .=||,||:+

o

-
L) Forigroup - viep
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vCenter®| Cisco AVS 2 X E9Jo{ Ax|

. O| 23 & At83t0{ CCOOIA vSphere x| HHE(VIB)2 Ct2E = LICE.

21:0| R ESX 5.5, E 10= ESXi 6.0, 5.5, 5.1 2! 5.02| &4 oHEZIA T} Lot ?i&L|Ct

¥ 1-ESXi6.0,5.5,51 %500 2AE AxEQo{ HXN &M


https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038
https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038
https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

iiwrirn L] VEM Bundia Wirdows W inmtulier Limey wlarmir Sareer
1 3 "

ESXED oEl_Ccr-wers- w250-52 131 10.0-4.0 1 v VEMSIC-22151 3250 0-B0- vinass 1ip (D

VELSSO0.201 51 ES0 BB Dk

OEs0ss coes_cn-ver W3S0-52 1.3 10532 198 - VEMSI-22151Z

O -0 rplpany Tip [0y |
D = VEMSSS- 3181 NN 3 BE (nire
ESNE oross_cicn-vee wIB-E2 1.0.0 10301, 1 VEMS S e Do |
g 85 (e
ESN S0 cross_ccn-vers wIB0-E2 1.0 1052019 VEMS0C-201 BTN 1 80G- reieana o (TFre

ZIP mtoi= 3702 VIB mlo| U2, ESXi EAE X0t tLEA! o|O|X|ofl EA|E CHE ESX
I .

CiscoAVS_1.10-5.2.1.5V3.1.10

Name Date Modified Date Created Size Kind
i License_Copyright_Document.pdf
README.txt
[} cross_cisco-vem-v250-5.2.1.3.1.10.0-3.1.1.vib
«'.‘,[I cross_cisco-vem-v250-5.2.1.3.1.10.0-3.2.1 wb
M cross_cisco-vem-v250-5.2.1.3.1.10.0-6.0.1 vib
' VEM510-201512250107-BG-release.zip
' VEM550-201512250113-BG-release.zip
' VEMB00-201512250119-BG-release.zip

. VIB I} 2/ 2 ESX Datastore0l| S Al - CLIE S8l £ vCenter0ll M 2T S A}

205 AE0 VIB IHU0| E B esxcli 2XZE 0] vib remove B2EES AL 504 M 7{EHL

esxcli 2 X E9||o{ vib A|7{ -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib

ClOIE MEAE &Y HotE= ZALCH

. ESXi ZAEONAMLCIS HHS AFR510{ AVS AT EQ0{E Mx%|EL|Ct.

esxcli 2. E 901 vib install -v /vmfs/volumes/datastore1/cross_cisco-vem-v250-5.2.1.3.1.10.0-
3.2.1.vib —maintenance-mode —no-sig-check

~ # esxucli software vib install -v /vmfs/volumes/datastorel/cross_cisco-vem-v258-5.2.1.3.1.10.0-3.2.1.vib --maintenance-mode --no-sig-check
Installation Result
Message: Operation finished successfully. I
Reboot Reguire Fal:r i
VIBs Instal 0_bootbank_cisco-vem-v2 . .3.1.18.8-3.2. l
VIBs Remowed: o_bootbank_cisco-vem-v197 2 2 }
VIBs Skipped:

=~ # vem status

VEM modules are loaded

Switch Name Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 ] 128 1560 vmni c
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks |
ovs 5632 18 512 9900 vmnics, vmnicd

VEM Agent (vemdpa) is running

- I !
- VEM(Virtual Ethernet module)O| 2 S|t AVSO| ZAEE F7IE £ JU&LICH

Add Host to vSphere Distributed Switch(vSphere E4H& AQ|x|0 SAE F7}) CHEH 4 XtolM 2

Iz AQ{x|of ZE 7t NIC ZEE MESFLICH O] oflo| A= vmnice Bt O|SF). 0|0|X|= CtS 1t



&L

(& Add Host istri -
Select Hosts and Physical Adapters

Sedert hots and physcal sdanters 1o add b e vSphere dectributed switch.

Select Host and Physical Adapters Settings ity Iracomap e Hosts
M bwaorh t Host/Physical sdaptes In use by switch Settings Uplink port group
= B @ 10201.35.218 Dretails
Select physical adapters

D B vmnic whwitchd fieve Dt ails up ek

O #mnici -- ew Details uplink

Om wmaicio ew Dretails uplink

D- wmnicll = e Dot mile up ek

D B rmaic - v Detals up ek

D B vmnicd - e Details uplink

Om smnics oS #ve DELRIlE upl o

OO wmnics ows e Details up ik

BAm vmoick - fieve Details up e

m] L - sve Dt ails iy e

D- wmnlcl .= [ etals up ek

O smaics - #w Details up |k

el I ok l M > I Cancel

- Ch& S SRFLICH

- Network Connectivity(H|E {3 217) I:H§} A RFOI M Next(CHR)E 2=2IghLict

- Virtual Machine Networking(ﬂé,* Hal HIERZ) Chat o XHoll M Next(CHS)E Z=IgFLCt
- 2t2 FH| ch3t &R0l M ot =g

2t 1:04 ESXi EAEE A5t AR, 25 AVS/VEME Adlstod EF AL %|0lAM DVS
EE= AVSE Z2|g 4= Qlo{of ghLCt.

HI7F E|R}& LI

M4

O|E S35l AVS S&0| ZEIUMH L4-L7 ASAY 1FE HEKE
ASAv 7| d™

. Cisco ASAv C|HIO|A T{F|X|E CIR2EE3510{ APICE 7} SLICt.
olO|x|oll ZA|E! CHZ L4-L7 Services > Packages > Import Device PackageZ O|& &fL|C}.



Fabric VM Networking L4-L7 Services Admin Operations

Inventory | Packages

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network senvice
balancer, context switch, S5L termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the h
and network connactivity information for each function. A network service device is deployed in the network by adding it 1o a service ¢

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We

configuring a service graph,
Import Device Package oL

Quick Start

Import a Device Package dol Ll BROWSE... Device Types

susmIT CLOSE

olOlx[oil EAIE ZdXH 7tX{2 ClHtO|A T F|X|7} L4-

o
=
Yotz Ae 2 & JY&LICHL

. BE 20| RIIZ &S5t B2 o
g% %

L7 MH|A ClHtolA 8 ZO
L4-L7 Service Device Type - CISCO-ASA-1.2 ;

Ganaral Operatonal Faiilts History

E] ACTIONS -

Properties

Vendor: ¢18C0 il
Cisco

Model: ASA
Capabilifies: GaThraugh,GoTo
Major Version: 1.2
Minar Version: 4.8
Mirimum Required Controiar Viersion: 1.1
Logging Level: DEBUG -
Package Mama: dovice_scriptpy
Supparted Prolacols:

Intartace Labale: o

cluster_ctrl_lk
axiornal
lilgrver_lan
fabover_link

utiley



ok

£35t7| ol MA| L4-L7 SEO| - E|7| Zoi Zelsior & Mx| 0| H 7+K| U&LICH
# 2| HE Y3 0i= 0O0B(In-Band Management)2t OOB(Out-of-Band)2t= 5 7HX| & =
C}. ol248t R 2 7I& ACI(Application Centric Infrastructure)l & 3HX| et = & x|(2I=, AEPO.J =3
= apic ZEED)E ZElst= 0 A E &= U2, 07|0= ASAv, 2HHEHM SO| £

0| Z2 ASAvE OOBE EZ vSwitchE At&3t0{ &Lt H|of IHIE* ASA & E 7Bt AMH|4 o
Eoto|dA S/EE= Mol A< o|0|X[of EAIE CHE OOB #E| ZEE O0B A2[X| E= HES
=0i pdZgLct.

Connect Out-Of-Band Management network
for service appliances and other servers,

Use Virtual switch (Standard ySwitch or vDS) hiah naad o icate with APIC
whnich nee communicate wi .

connecting to non-ACI network.

/ Server
‘ ) vGenter vk, | | || ASAv || vmk
: A
ESXi 5
Management
cisco network
ASAv OOB #2| ZE 2| 442 OOBE Sall APIC2t S4l5t2{™H ESXi 23 A& 3l oF

grct vNIC QIE{H0|AE oHE oP“" HEST o{-E{12 &4 ASAvS ManagementO/O RIE{m| O]
A2 UX[SHH LIHX| Cl|o|E &8¢! @IEH 0|A = Network adapter201|k| A|ZHELICEH

I 2= HERZ ofHE ID & ASAv QIE{HH| 0| A IDO| Y X|ILCt.

2
Network Adapter ID ASAv Interface ID
Network Adapter 1 Management0/0
Network Adapter 2 ' GigabitEthemet0/0
Network Adapter 3 | GigabitEthemetor
Network Adapter 4 | GigabitEthemeto/2
Network Adapter 5 ' GigabitEthemet0/3
Network Adapter 6 GigabitEthemet0/d
Network Adapter 7 | GigabitEthemet0/s
Network Adapter 8 GigabitEthemet0/6
Network Adapter 9 | GigabitEthemet0/7
Network Adapter 10 TGigabitEﬂ'lemetms

. File(Z})>Deploy OVF (Open Virtualization Format) Template(OVF 7+&) B|l& 32 Sl
ASAv VM 7%

. S 2/ ESX Server EE = vCenter& asav-vie AF&35t24™ asav-esxis MEHEILIC. 0| B2
vCenterZ} AM&ElLIC},




v [0l asav952

JEA

=
—
-

asav-esxi.mf
asav-vi.mf
day0.iso
asav-esxi.ovf
asav-vi.ovf
boot.vmdk
disk0.vmdk

. Mx| OFHALS S6l oktof SolgfLct OFHAF 7o S AE

0
Ol ASAVE A J|E B HES Z2 oft SME A™HE
A Q|x))E AHE 31 GigabitEthernet0-80| 7|2 HIEX3 ZEQI
Management0/02 & X|5H0F 5t= Z< 2 Z 0] ASAvo| OOB #
[ Deploy OVF Template

Source

Select e source ecaton,

Fit Tiermpaabe |

Fia=ee il |
b
S

Legi ot

L

Ly

Ready o Compiete

Depley from a Se or LRL

=
=,
ol
AA

74
o

el IP =AY

gt e

LICLVM HERZ(EE

A
=
2 olE{mo|A
2|8 ALgsaioh BLich

p:wmmuwmmmsm«m{

=] eome... |

Enter 5 UL o dowrinsd and instal the O6F pacage from the Interret, or
mpecfy a locaton acoesable from your computer, such a8 a local haed drive, 8

retwork ghare, or & CDJEAD drive.

=




Mag the networis used 0 the OV template b networks o reentory

m
W Mt

Gegabalithemam-d W Matwdd

Gogabutithernad- W Metwdd

Gagabitithermed) WM Metwod

gt ithemil:) P AL UMBEER | AR M- b g
e o N oA LMEF-E5: el \+4-smres
Gagabifrhpmgdf W Mgtwo
(st e P o i, kel By
Deesarpiuon:

Garetr ol Purpose Netaark Interface

Warrrg: Multple tource nefeorks e mapped B T oot neteoric WM Metwork




Deployment Type

Type ol deployment

Sect B fype of ke Foat to ratall Ve A trpe depioement 8 selected, S wddboral HAL
Propertes below thoukd aiis be fled n.

[sendaiore =l

M“Hl‘.“lwuﬂlﬂﬂﬂu“i“ﬂlﬂ-“
char sy only ietier, dota, o & hyphen,

A A

Firewall Propertes
Tirrerall Hode
Lt Tt Frpwal Mods

fonses =

Manasgrment Interiace Settings
Hanagrmurnl bnierlsor D P mssde

Craage wia T B Lt DHCP oy Maracisenl Pt (sos confour ston.
r

Hamsgemrnl [F Kddres

Erter S Maragesert Bl bddres, For bl -fype deployserits, Ba roper ty sorotes Sw
Marwgerearst Iy-4 aciness of T ASen HA Pogl

| .20 .8 .0
Hanasgemenl [F usbart Mauk
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Ready to Cpmplete
Aoy ueir Fwr 0pBors. you want o use

e

Oral U Lo Srpesert  Duplopsnt Setingl:

= = & o BT S o Gl LG

Coicrymaired oo iy L pa—y

Saorace m ACl

i Formd,

T Duployeeet Confipumon § GhpaaShell)

Frope tey MLt RIS EFRIEY

Ready o {ompleie Datadtonn St ol
Dl prervemomng: Theck Previpios Lasy Demed
Htwedrh Mading T D" e R e
Niptarrh Mappeg "Cag bt harmat 2" o VM Natwork”
Htmrrk Magpoeg: “Gagabfrhprngti- 1" bo VM Mtwork™
Nigtes s Maggng “Gegaberittarnat i 1710 VM Ntk
Hogtmoer Mapoe “eepabiftharmati-1" to Podi-al UMBRTR LU S-AIP- - sl bl .
Hfteelh Mg “GegabaiEhgrai-d by Podi-AL UMBETE [lat preplilP S gt
Hipteh Maping “efabetithprept -1 1o T Maptwd™
Kopteah Mappng "Cogabaltharnati-4" o VM Netwok”
Mfmeierh My “Gagabairhpragti-T o "M Mapkwork™
it Mg “esgabet bt G- B T Mt
B RNy P, Ied
Ll -2 FHLEE g = e plre
Fropety e e e 15
Properte FirMade = ot
Peepaene DR = Filpe
Fapety Mampgrmet e = 10.301.38.30
Fropety Manpgement Prtiubont = 144 294 1044
Praperiy B gt S ey Bl 5 2
Frapay = Ll nt ke
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T ASAv 7+ 50| 2tz & 77t X| 7|CHEIL|CH

X




interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.8

ftp Hode ive

pager lin 3

1tu management 1568

1w failover

icMp unreachable rate-limit 1 burst-size 1

10 asdm history enable

arp timeout 14488

w0 arp permit-nonconnected

‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1

timeout xlate 3:88:88

imeout pat-xlate B:88:38

imeout conn 1:88:88 half-closed 8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
timeout sunrpc B:18:88 h323 B:85:88 1:88:88 mgcp B:85:88 mgcp-pat B:B5:88
timeout sip B:: Al =ip_media B:82:88 p—invite B:83:88 sip-disconnect B:82:848
iMmeout sip-provisional-media B:82:88 wauth 8:85:88 absolute

timeout tcp-p reassembly B:81:88

tiMeout floating-conn B:806:88

(--— More --->_

. O|O|X[ofl EAIE CHE L& | AT 0|42 0|0 ASAv a0 = A[E L|CH B 2K ALS
A Ol L HIYHZ E FELICE O] AH& X} 0| & HIZHS = APICHIM ASA0] 21215t
1 F85tE ol AL ELICHASAE OOB HIES|30f ¢4 /0] /ofof 5tH APICO] e +=
Jo{of gfLct,
M-2Z} O|& admin H|RH % <device_password> &f £ 8t &l #8t 15

olI

ol

1gJ# username adMin passSMHOrc sc J privi
SAv—-W-AUS (config)# wr mMem
Building configuration...
.ryptochecksum: d491b988 86fa522f 6f937baf bSbfb318

7977 bytes copied in B.258 secs
[OR1]
NSAv-W-AVUS (config)# ping 18.2681.35.211
ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip min‘avg/max = 172718 ms
ASAV-W-AVUS (config)# _

CC
-/

rot

Mod Zn|aeio|M 2E0i A hitp MEH{E & ASHEHLICH
http At &8t
http 0.0.0.0 0.0.0.0 2|
APICO| X ASAV S&f 2 {8t L4-LT7:
. ACIGUIO| 2aQl5tT MH|A JiZ it RS E HUWEE Z 213

HIAE 2ot L4-L7 DevicesE 0tRA 2LEHZ HELZ &8
devices(L4-L7 C|HIO|A A& 2 =!504 OFHAL

FEFAH & SHEFOl L4-L7 A
} = Create L4-L7

il
el
r
0



. 0| 70| Z2 C+g Mol MBI
-@2 2e

-g2Eshed MH|A

- 7HAF ClHEO|A

- B L EE ALE35t0{ AVS ZH|Qlol| A F

-ASAv 2 &l

-BIREE 2E(GoTo)

-2 el FA(Mgmto/0 QIE{m| oA & E O FAL UX[SHOF &)

. 7|2XOoF HTTPSE APICE AFE ASAvRt S4I5H7| {lal 71 & RSt T2 EEE AL

reate L4-L7 Devices ilx
STEP 1 = General 1. General

Please select device package and enter connectivity information.

General Device 1
Managad: (/] Management IP Address: 10,201,35.3 Management Port: hitps l
Name: ASAv-AVS-Routed
VM: wCanterController/ASAv-in-AVS -
Service Type: Firewall - Device Interfaces: x 4+
ol Ty,
Dawvice Type: PHYSICAL WIRTUAL Name VNG Path (Only For Route Peering)
VMM Domain: AVS - @ GigabitEthemetid Network adapter 2 Noda-102MAC_Pinning
) GigabitEtheme10/ Network adapter Made-102MAC_Pinning
Mode: g Single Node HA Cluster 8
Device Package: CISCO-ASA-1.2 - 3
Model: ASAw -
Function Type: m “
L] oTwoumh Cluster
Managament IP Address: 10,201.35.3 Management Port: hiips
Cluster Interfaces: x t
Typa Nama Concrate Ineraces
provider Serverint Davice 1 /GigabitEthamatd
Connectivity consumer Glientint Davice' /GigabitEthemeto/

. AP(_I;‘CmIo Dovice g Out-O4-Band
| [Lel i
anagemaon nectivity: inBand

Credentials
Usarmama:  admin

- 43X 752 s E ClHo|A QIE{m|o|A I Z2{AH QIEmO|A o] SHIE Ho7t &

] 220 O™ MMof| Lo e & 28 AF235104 AL 35HE{= ASAv QIE{H O|A IDS} |

EQ|3 o{HE{ IDE SHIZH LXIAZLICLZEZE &ete QIEHO0|AE ELIE = UE ECIM E
E,XZE Mg == VPCE LIEMHLICH 0| ZR ASAE ESX ZAE0| Y2, 047|M inTt out2 F

QIE{H|O| AN SUELICHEZI™M 0{ZEt0|HAMAM Wl LR & B (FW)E EE2IH ZEQ}

CHE Lt

F H| E20MH= E2{AH QIEHO|AE &4 of 2] gio] Holdlof & LICHEB{AE HATL ALE
Z|X| et= B L), ol= 7HA 22 0| mif QIE{H|O|A(C[HIO|A THZ|X|2| HIEF QIE{m|O|A), LIf €l
EHHO|A(N: 28, L8, LT S 2|= QlE{mHo|A) & CIf(RAZIE QIEH0|A) ZHE 7R U7
IHEQILICH L4-L7 23 2|E C|HIO|AE CIHIO|A E{AE AL|ad| oMo FA456HofF 5t ol
st Z43HE =2ld Clhto|Aztn g uch=2lA Clhto|Ao= 23 2|E ClHtolALe| 23 2[E €l
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O | A
AHEH

E{m|o|A 0 OfEE =2| QIE{H0|AT} L|ct.

o ool M= AZ0| AFSELICH

CHS
Gi0/0 = vmnic2 = Serverlnt/provider/server > EPG1

Gi0/1 = vmnic3 = ClientInt/consumer/client > EPG2

L4-L7 Devices - ASAv-AVS-Routed

%]
General Device 1
Maragemant P Address: 10.201.35. 333
wienior Nema: wCanmurConroie

blanaged: [
ama ARAy- AWE-Routed
Dawvicn Prciigs: CISCO-ABA 2
Serece Type: Firewall
Divvic Tyrss: VIRTUAL

ACTIONS =

WM Domain: A47E
Cortan Amare: Singh

Furcmon Typss: OhoTheough OoTo

Clusie Wocs: Bingls Mods

Cluster
Manageerant 1P Agdress: 10201 38 323
Llunler inisfacoe

Credentials
Lismnama: admin

PABWOI: carriens
Confrm Passvwtrt; s

MAsnasgament Port 443

Lasdniie Rlietalid

Conliguration State

Ty = Ve
e T ) Claamsl
Barvaring

Al AH Bouted Davice t 8
A B Mouted Device | {RgaGEL Permetl1|

Ign

Ct.

ol ZXI/HA 75 2| B2 GigabitEthernet 0/80| &0l = X|

ClHO|A &Ei=
240{oF BFLICt.

OFIx0lofof 5t 715 T2

MH|A Oz AFR
AW, ASAVE 7|5 20U S MAMSHK|2H 2 o o|O|X|of E
Z2NQ JE8 MAEHCIS L4-L7 MHIA 7|5 ZE2E 08 MAS

Create L4-L7 Services Function Profile Group

Specity the informalion about the Function Profile Group

Hame: FunProfGmmoug
Description:

BUBMIT I CANCEL |

QIE{HO|AR AM™ T EE L]

EAE OZ siE £ of2fol 7Is
Hok Bf LICH.
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Fropaertias
harn . FunPraliesug
[ g
Saryicw Funciion Profies

r o rll

oW

= e A i) Fot T i gtz

_' FuniPvwlevag
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1111
B @ E
:

. EECHR Mol M WebPolicyForRoutedMode Profile2 B3t 1 & stEd0f| A QIE{H 0| A
T LICHO{7|0 M EtAI= MEH AR O|H LIS o 23/ HE = ‘BJAI—IEP olz{st EU#IE M
HIA JEiZo| RALE 7I5 v ALEAL Hol 2ol et +5Fof & 74X| CHE EHA0M =3
oI- A OI/\|_||_—_|.

T AAH
Ol A&0ME EtREE L& H(GoTo ZE)E AIE o|‘E=|E'=| Zt QlE{H|O|A 0| T REH IP AT} QU0d
OF BfLICHEEBH & ASA ZdI[aciolMolE QIE{mo|& E ot BHo| U&LICHLRIF QIEmolAE
oretx| et LR QIEHO|AE O SHXE). 2T A 01| (et ClE{H|o|A S| O|§ 2 HEBY =

Qi LIChol ofoll Al 7= ztol AFRELICH

- Interface Specific Configuration(2/E{H|O|AE ZAx| I 2|0|M)S & &6t |

£ & P
XXXXNY.y.y.y EE xxxxlyyl| CtZ HA2 2 Serverinte| IP T4 3 Hot —"‘——"._‘-% F7terct
.ClientInt 2IE{H|O|A 0] CHEH Z2MAE Bt=5EHL|CT
Create Function Profile

Mame: FunProf-ASA

Dascription:

Copy Existing Profile Parameters: [
Profile: CISCO-ASA-1,2/WebPalicyForRoutedMode = @
Faaluras and Paramaters
In order 1o auto apply new values to the paramaters of masting graph instance when users modity funclion profiles, the name of o fokder mus! be ended with -Default.

Folder/Param Name Ve Mandatory Locked Shared
BH 4 ' Device Config Devica
Bridge Group Intariace
4 'F Interface Related Configuration  externallf talse false
Il Access Group ExtAccasaGroup talsa
I IPvE Enforce EUI-G4
4 ' Interface Specific Configur... externallfCig false
4 JF |Pvd Address Configura...
T I1Pv4 Address iova_address 192.168.10.1724
o 2] IPvd Standby Address
.| » 1P8 Agdroas Configura...
n » 1P Link Local Addrogs, ,

Interfaces

-+
@ omOo

OO0 m

UPDATE ] | CANCEL ]

ALIAAAIT CANCFEL I

ADT|E ANA ST MYS ST ASK DR VIR HESS
= x{0 2 RoutedMode & %%JOHE HTTP & HTTPSOI| CH3t 0| Z
£ SSH 2 ICMP7} 5188 9l AAlA SSof £7bEILIC



Create Function Profile
Name: FunProf-ASA
Description:

Copy Existing Profile Parameters: [7]
Profile: CISCO-ASA-1.2/WebPolicyForRoutedMode - @

Faalures and Paramelens
In order to auto apply new values o the parameters of existing graph instance when users modify function profiles, the name of top folder must be ended with -Detault.

Features: Basic Parameters

Folder/Param Nama Value Mandatory Locked Shared
4 ') Destination Service destination_service
=]/ High Port
= Low Port law_port 2 false
=] Operator operator 0q false
v IcKP
» ) Logging
b+ ) Protocol
b ) Sounce Address
b ) Source Service
=] Action action permit talse
£ Order arder 30

Accesslists

AR 00000REO0m

LT ” FAMAE

. 13 Ch2 Submit(ME)g &=IgtLict.
. O|M| MH|A = HZSlg *CL**JEH—IEL
Tenarn! Podé-ALLUMEBRER
L4-L7 Service
B Cuick Stan
4 2 Tenant Podé-ALUMBRER

» Il Appiication Profiles E"I

# Il Metworking

= Name

Il L4-L7 Service Parameters
* Il Security Policies
» Il Troubleshoot Policies
* Il Monioring Policies
Bl L4-L7 Services

M L4-L7 Service Graph Templates
Creatn L4-LT Service Graph Template
¢+ Il Router configurations ®

s

Y| 2HAEE QEZSZ B0o{A ot AH|XI2 S2X 2o A E st 2t*E 2
oF o|Hol| &gk 7 &




Graph Name:

Graph Type:

Consumer

Graph1-alumbrer

@ Create A New One Clone An Existing One

ASAV-AVS-...

ASAv

Provider

Please drag a device from devices table and drop it here to create a service node.

ASAv-AVS-Routed Information

Firewall:

@ Routed

Transparent

Profile: Pod6-ALUMBRER/FunProfGroup/FunPro: « @

~IIEE|2
o= A=

M Ouick S1an

4 A+ Torant Poos-ALUMBRER

sbleshoot Polcies
+ I Monitoring Policies
4 M L4-LT Services

4 Il L4-LT Service €

4 " Graphi-alminer

v 1l Funclion Kode - Azt W

SUBMIT || CANCEL |
20| UK HIFLICLREER2 MAIE 7ISSHE S MYEH £ EPG S0 X
LIct.
MESteH 0t A QEZR HHES 2251 Apply L4-L7 Service Graph
Template(L4-L7 A& J2H HIE 3! XI8)E HABLIC
B. L4 L7 Service Graph Template - Graph1-alumbrer i
'
Consumar Provider
W2
ASAY
h Templates
Apply LA-LT Saevice Gragh Tempiate ;:':::,mm
[#] & LeL7 Senvicn Gragh Tompime ¥ FunPro-ASA

hitpsc/10.200 35211/

. AHIRF S

&Lt
=,

B3 Desite
El  Aemovn Asiated Objocts 0 Graph Tomplate
Save a8

=g

2= 2
=

ngwusmel SUBMIT l RESET I

3 ZZ A So0i o{tH EPG7F E X| HO|EfL|Ct. O] @I& 0| HE AVS-EPG27F AH|A}
(22t0|E)0|11 AVS-EPG12 MBS AHAMH)ILICH EHE7} M8 &[]
Hof|A O obEdALS| OFX|2f MMof HolEl HMA

opgrLich T2 o
stz BE ZE2g £3Y
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3 Rranh

STEP 1 > Contract 1. Contract

Config A Contract Between EPGs

EP(Gs Information

GConsurer EPG | External Network: PodG-ALUMBRER/AVS-AEP-VMM + Provider EPG | External Network: Pod-ALUMBRER/AVS -AEP-VMM ~ 3 i

Podi-ALUMBRER/AVS-AEP-VMM-
alurribreriepg-AVS-EPG1

Cantract information
Contract: & Create A New Contract Choose An Existing Coniract Subject Fod6-ALUMBRER/ntemalAEP-
VMM-alumbrerfepg-EPG-Internal-

alurmibrer

o Pod8-ALUMBRER/VAF 1 -alumbrer
Mo Filter (Allow AN Traffic): [/ IAnyEPG
Pod&-ALUMBRERNVRF2/AnYEPG
Pod8-ALUMBRER/LIOut-N3K2/LINat

Contract Name: EPG2-to-EPGI

NEXT | CANCEL |

. Zt EPGO]| CHEt BD HEE EQlgL|Ct o] B2 EPG12 IntBD DBCO| M EAt0| EPG2E= BD
ExtBDO| AH|XULICHEPG12 W3l QIE{H 0| A0 M @12 E|H Serverint & EPG2= 21E
H| 0| A ClientIntod] @1ZELICEHF FW QIE{HO|A 25 ZF EPG2| DGVt |22 ECfEI2 &4
arsted 2 SatsHok g LIc

. &2 g0t

Graph Template: Pod6-ALUMBRER/Graph1-Temp-alumbrer - gl
Consumer Provider
- " :
ASAV-AVS-...
AVS-EPG2 AVS-EPG1
ASAv
ASAv-AVS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Consumer Connecior
Type: @ General ) Route Peering
BD: Pod6-ALUMBRER/ExtBD-alumbrer « [P
Cluster Interface: Clientint * P
Provider Connecior
Type: @ General ) Route Paering
BD: Pod6-ALUMBRER/INtBD-alumbrer - @
Cluster Interface: Serverint * @
‘ PREVIOUS I| NEXT ” CANCEL |

. Config Parameters(Z1I| 22{|0|M OH7H2¢4) M0l M All Parameters(2 £ OH7ii#H)E 2215t



1 ACl|o|E/7F 43l 0F 3H= RED X|ZE 7t Q= X| & lgrLct olO|X|ol ZAIE CHE E2401 A
access-liste| &=AM7I FEE[JZ 2 & = U&LICEH O|= show ip access-list X0| EA|E[= 2tH2l

=AMt SHELCH
STEP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Gragh 3. ASAv-AVS-Routed Paramelers. |

conlig paramalan for the salachsd devica

Profis borar. PusPro-asa (8

[=] d - Aooess L BOCeaa-k-nbound
[+ =] ¥ 5 Apoess Contrl Eniry e
0 ¥ ewey Contrl Ky mnG
B Fi= o B
ax ] b ) Dealinaion Addnail
(=] B Dusbtiruticd) Savics Sl e
0 ¥ ICMP
[} ¥ Losggng
[} Pegiaood prodoand
(m) ¥ Gowma Ardeenn
[m} F fiource Service
3] | Astien EHEN Tl
O Do - < :
[=] 3 Arcess Connl Enry
o Y UPDATE | | CANCEL |

PED ndiciiord pldirsetien S 1o D updated ind GREEN Fehoiled Shfirmiterd sl b fumimied 15 T peovided B

mgmwgl Finask I cn-:[.l

M HOE Vs Z2EHUM EFEHIP FAXEE Y s AGLICH ERE ER HE
g HEY + A= -E—% 7|13|dLich 2 E o7 M8 "™ 2ol olOlx|oll ZAIE CHE oOf
e 2=Fu

STEP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selected device

Profile Mame: FunPraf-ASA (G

FoiderParam Nama Value Wirits Damain

H 4 _F Device Config Device
=] ¥ [ Accass List ACCEEg-listnbound

[m] v ! Bridge Group Intarface
= 4 ‘3 insgriace Rolated Configuration automallf

Al =] 4 ' Access Group ExticnssGroup

= 2| inbound Access List namae A0CosS-kstinbound
O T/ Outbound Acoess List
O |1l iPv Enforce EUE4
=] 4 '3 Intertace Specific Configuration axtemalliClg
=] 4 ' |Pv4 Address Configuration IPvdAddress
=] ]| IPvd Addross ipvd_address
O 21| 1P Standby Address

O » ) IPvé Address Canfiguration
O # L IPvE Link Local Addness Configuration

m_r &L iR Aira o dchmrtiesmante

FED indicalon paramelers needed o be updated and GREEN indicales paramlen will be summined 1o the provider EPG.

- DE ZI0| MCHZ 2 S35tH MZ2 Deployed C|HFO|A 2! Graph Instance 7+ LFEFEFLICE,



4 BB LaLT Servioes

B 47 Secvne (bagh Ternpiates

BB e ot atone
B+ oo rohies

B LaL7 Devens

B ronte Deveons

B Devces Sescton Pokces
B8 Owpioyea Graph nstarces
P %" EPGEw-EPGY-Graghi

BT - AL LM

2H|RHSZ SR 2HA7F M-S olEt

ZNI=
AN
e 2 MAE|ofrks ZlLich g4 e %% &2 ofaHoll M ErelgtLict

e am Function Connector - consumer i
™ o

a & ms::mnwamfn Faults  History
v Il Appacanon i
v . Hmwurqm |£| ACTIONS

I L4-L7 Sarvice Parametors Propertias

» I Security Pobcies

+ I Troubleshool Pobcies.
¥ I Monnoring Polcies
4 I L4-LT Services

4 I L4-L7 Senice Gragh Templates

4 " Graphl-akimbner

4 T Function Node - ASAy

Name: consumer
Aftachment Notification: iaise
Filtern: alact an optian -
Mota Connector: Firewsd/imemal = (i

A stedo| 2t QIE{m|o|A0E AVS M E9

| Z4%8t-vianO| #THEILICH ZEH0| SR



Tenant Podf-ALUMBRER

]
a

ALL TENANTS | Acd Tonant | Search: [EEERISEIRSIN | common | Podi-ALUMBRER | Podé-ALUMBRERZ | infm | mgmt
eviee - ASAL_AY — .

Gl
Properties
Dovicos: ASAv-AVS-Routed
Wirtual Davico 1D: 26381
VAF: nans
ACHed Transactan i) 10000
Currant Transactian i0: 10000
Clusbor Intartaces: | ..

ASA-ANS. Aouted_Chard ink

ARAy- VS FouledBarvoring

.

SAv—KW-AUSH
nterface

show interface

Method

192.168.18.1
17

» Manual
Manual
» unset
iigabitEthernetd-3 unset
iigabitEthernetB 4
iigabitEthernetB”
higabitEthernetd
iigabitEthernet8
iigabitEthernet@-/0
anagementd-ga
ISAv-W-AVUSH show
s-list
list
list
list

unset
'S CONFIG
run access
s—list—inbound
list=inbound
list=inbound
list-inbound

extended
extended

xtended
extended

permit
permit
permit
permit

- EPGOl| Af A[efo| &EELICE X|ZFE access-listol M =&

L4-L7 Service OH7HH 0| A B4E 3l oF & LICE.

iy . __- F| s Py R | Ve
4l F
« &
4 m /

[FURr I ——— F - P Sarrit
B iceriace EFeE w-EPOA Cwaph! Temg wignbergr Ay
I xS Coighieif cider (e el S} Ciraph | -Terp-dionbrer BS54y
[ T R P EFeE w-EPOA Cwaph! Temg wignbergr Ay
M reafics [ F RN ] Ciraph | - Terpmiodver  AAy
B Acceas ER - PO Craphi Termg miamtes ARy

¥

. vCenter0l M ME=<2 EPG7} Zt FW QIE{H|O|A | S EIUR =

tcp any any eq
tcp any any eq
tcp any any eq
icHMp any any

Status

up

up

administratively
administratively
adMinistratively
administratively
administrati ’
administratively
administratively
up

RTRTH]
https
ssh

dowmn
down
down
down
down
down
dowmn

ALgto| /2™ Provider EPG2]

r.--:,a--.;
stolg a5 JaLin



(&) ASAv-i
Hardware |Ontions|Rm.rm|Pfoﬁﬁ|v5ervm|
Device Status
I™ Show Al Devices Add... | Remove  Connected
Hardware Summary | v Connect at power on —
M Memory 2048 MB —
] K cpus 1 Aduplar Type
Video card Video card e Son
g & VMCI device Restricted .
© sCslcontroller 0 LSI LogicParallel |IJI"5|J-56'89'-CA-39
@ ¢cD/ovD drive 1 [datastore4] ASAv-in-A... e
@5 CcD/DVD drive 2 [datastore4] ASAv-in-A...
M| & Harddisk1 Virtual Disk
& Hard disk2 Virtual Disk
B8 Network adapter1 VM Network
L@ Wetwork adapter2 Pod6-ALUMBRER|ASAV.
1 | Pe—Lietwork adapter3 pnds-ALU@|§>
B Network adapter4 VM Network
B Network adapter5 VM Network
@ Network adapteré VM Network
@ Network adapter7 VM Network
@ Network adapter8 VM Network
B Network adapter9 VM Network common|defaultidient (DVS)
B Network adapter 10 VM Network common |default [juolivei (DVS)
common jdefaultjweb (DVS) =
e | x| _coxd |

O| HIAEO|IM= 270l EPG7t E&F H ot SAIRISMH, 0| 2702 EPGE ME CHE ZH QI ME
CIE VRFO| Q2B 2, F EPG 7+01| B2 57t o|™ol| +EEI{&LICEOol= FWZH 2712| EPG 7t
of o2& L ZEE2 MYEE M MH|A :LEHE% ArRlst = of 7k ZhASHEILICE o| ™ol EPG &
BDO| 72 El DGE O|A| Aleft S USHAH MHE = JU&LICHLA-L70| M F=AIE A efot EPGH H
of Jo{of ghct.

I Quick Stan
4 X+ Tpnan Pode-ALUMBRER
4 IR npplcation Profiles E ACTIONS =
4 & AVS-AEP-VMM-glumbrer
A - ﬁnphrm‘.nnn EPQGs & Tenant Name Contract Name Contract Type
F G} EPG AVS-EPGT

I Domains (Wis and Bare-Me

Provided /

[e— QoS Class State Labal Subjoct Labal

= Contract Type: Contract

Pod8-ALUMBRA... EPG240-EPGi Caniract Provided Unspecilied {ormed
I swtic Bindings (Paths)

I Sumiic Bindings (Leaves)
I Contracts

M Static EndPoint

M Subnats

% 720l H7=|o1 olx| =240l ASAvE S 0I5 3| HolE + gleriich show access-
list T2 2aHOIKET} Mol 238 M&E motct B7tEIS FAlo 55 K48 EAlsiof 2]

IIIIO



ASAV-W-AUS#

ASAv-H-AUSH# show access-list

access—1ist cached ACL log flows: total B, denied B (deny-flow-mMax 4896)
alert-interval 388

hccess—1list access-list-inbound; 4 elements; name hash: BxchS5hdbc?

access—list access-list-inbound line 1 extended permit tcp any any eq WwHH (hitcn

=A) Bxc873a747

hccess—1ist access-list-inbound line 2 extended permit tcp any any eq https (hit

nt=A) Bx48bedbdd

access—list access-list-inbound line 3 extended permit tcp any any eq ssh (hitcn

t=4) BxbH32fd57a

wccess—list access-list-inbound line extended permit icmp any any (hitcnt=4) A

leaf2# show endpoint

Legend:

0 - peer-gttached a - lecally-aged 5 - static

V - vpc-gttached p - peer-aged L - local

5 - static-arp

L femmsmmmsssmn=s fm=mmmmssmssmssn=s jo=mmmmssmmae== fmmmmmmmmmsn== *
MAC Address MAC Info/ Interface

Pod6-ALUMBRER ; VRF1-alumbrer
14/Podo-ALUMERER : VRF1-alumbrer vxlan-14778359 5897 . bdad . fabc
38 wiah-98 2858 . 5689 . FdaE
Pod6-ALUMBRER : VRF1-alumbrer vlan-98 192.168.10.10
e vian-94 Bd50 . 5689 . codg
Podo-ALUMBRER ;: VRF1-alumbrer vian-94 192.168.18.1
192.168.2.11
Vian-97 2858 . 5689 . 3fca
Pod6-ALUMBRER ; VRF2 wlan=-97 172.16.1.18
26 vlan-93 2858 . 5689, eFdd
Podb-ALUMBRER : VRF2 vian-93 B [ I |
overlay-1 18.8.184 .93 ¢
overlay-1 19.9.96.67 L
13 vxlan-16777209 0950.5677.18a5 H unspecified
overlay-1 vxlan-16777289 18.8.32.92 H
13 vlan-16777289 89959, 5660 . ddab H unspecified
overlay-1 vxlan-16777289 18.8.32.64 H

ethl/13
ethl/7

po4

ethl/7

po4

rFrrEAB e T4

~ # vemond show port vlan
LTL VSM Port Admin Link State Couse PC-LTL 5GID Type Vem Port
22 Ethl/S ur  uP FWD 1848 4 vmnicd
23 Ethl/ 6 UF UP FWD 1248 3 vmnics
>0 UPr UP FWD L 4 vmil
51 FWD 4 ASAv-in-AVS, ethl
4 ASAv-in-AV5. ethZ

a
52 1 FWD L]
1848 U  LUP FWD L




e # vemcmd show port vlan
LTL
24

Ethl/7 up

Up

up
uP

IR[gfe=, A SICHY
|

-

EPG2

ZIE| IDE leafl| PC Ef 19} 2

leaf 28 shom Ior

V5M Port Admin Link

Vem Port
wmnich
wmikl
Clientl-AVS.ethd
Serverl-AvVS.ethd

Couse PC-LTL
1940

SGID ORG

svcpath Type

UP
Up

up
uP

EPGOl Cigt PC B E €1 U= B2 2= BleolM Lt 2l &
E—N
==
O #]
Camera ) e Uraneoted \o /
1INk il ahursbree appkas Urapecdad Wy
=3
=0
[+
T; [ -"'.-l_ .:'\.I
‘\'-:«f Fl;a'_-_-_-/' apphed Linspasited I'\;.-l l.:{,z'
2AX|AI7A FW T EE &elg = &Lt

default
defoult

14
14

#1:EPG PCTags/Sclass= &Y & 4I6HK| & LICHLA-L7 AMH|A T2z Aol ofsH 2+
Zl ME= 2 EPGE &3l S410| SEHE| L AZAE L.

St Z2to|HE

ot Mt zhe| S4lo]



clscofcisco-UbuntuClient:~5% 1TconTig
eth1 Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:feB89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0 dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:® carrier:0
collisions:® txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.6.1 Mask:255.6.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:0 dropped:® overruns:0 frame:0
TX packets:170350 errors:® dropped:0 overruns:® carrier:0
collisions:® txqueuelen:®

RX bytes:18739044 (18.7 MB) TX bytes:18739044 (18.7 MB)

cisco@cisco-UbuntuClient:~S ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/f

4Last login: Mon Feb 1 18:14:11 2016 from 172.16.1.10
cisco@cisco-UbuntuClient:~$ 5.




Leaf 101

E1/7,

D

&

Server

192.168.10.10/24

EPG1/VRF1
PC Tag 5476

= e e

AVS
&

&

Client

172.16.1.10/24

EPG2/VRF2
PCTag 17

Leaf 102

Clientint \ Servel
@ Esx}O

rint




Attachable Access Entity Profile - AEP-AVS

M Quick Start

» I Swiich Policies m Operational Faults History
» I Module Policies
odule Policie ACTIONS v

» I Interface Polic
4 M Global Policies Properties
4 I Attachable Access Entity Profiles Name: AEP-AVS
E aep-avs Gescription:
El Aer_Dvs
El Laout-Nakz-alumbrer T Enable Infrastructure VLAN: [ ?
[ Lsouma-aer Domains (VMM, Physical or External)
1 |, defaul Associated to Interfaces: +
» B QOS Class Policies © Name sete
» Il DHCP Relay Policies AVS (Vmm-VMware) formed
L L, MCP Instance Policy default [
T_ \ EP Loop Protection Policy
L Error Disabled Recovery Policy
L Rogue EP Control Policy
» I Monitoring Policies
» I Troubleshoot Policies VSwitch Policies
» M Pools Port Channel Palicy: select a value - @
» I Physical and External Domains LLDP Policy: select a value - @
CDP Policy: CDP_ON - @
STP Policy: select a value -
Firewall Policy: select a value - @
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~ # vem version

Running esx version -1746974 x86_64

VEM Version: 5.2.1.3.1.10.0-3.2.1

OpFlex SDK Version: 1.2(11)

System Version: VMware ESXi 5.5.0 Releasebuild-1746974
ESX Version Update Level: 0

VEM ! =8| 40| 5S35 K| &

- Check VEM status
vem status

- Try reloading or restating the VEM at the host:
vem reload
vem restart

- Check if there’s connectivity towards the Fabric. You can try pinging 10.0.0.30 which is
(infra:default) with 10.0.0.30 (shared address, for both Leafs)

~ # vmkping -I vmkl 10.0.0.30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss

If ping fails, check:

- Check OpFlex status - The DPA (DataPathAgent) handles all the control traffic between AVS and
APIC (talks to the immediate Leaf switch that is connecting to) using OpFlex (opflex
client/agent) .

All EPG communication will go thru this opflex connection. ~ # vemcmd show opflex Status: 0
(Discovering) ChannelO: 0 (Discovering), Channell: 0 (Discovering) Dvs name: comp/prov-
VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129 Remote IP: 10.0.0.30 Port: 8000 Infra vlan: 3967
FTEP IP: 10.0.0.32 Switching Mode: unknown Encap Type: unknown NS GIPO: 0.0.0.0 you can also
check the status of the vmnics at the host level: ~ # esxcfg-vmknic -1 Interface Port
Group/DVPort IP Family IP Address Netmask Broadcast MAC Address MTU TSO MSS Enabled Type vmk0



Management Network IPv4 10.201.35.219 255.255.255.0 10.201.35.255 ed:aa:5d:ad:06:3e 1500 65535
true STATIC vmk(0 Management Network IPv6 fe80::ebaa:5dff:fead:63e 64 ed:aa:5d:ad:06:3e 1500
65535 true STATIC, PREFERRED vmkl 160 IPv4 10.0.32.65 255.255.0.0 10.0.255.255 00:50:56:6b:ca:25
1500 65535 true STATIC vmkl 160 IPv6 fe80::250:56ff:febb:ca25 64 00:50:56:6b:ca:25 1500 65535
true STATIC, PREFERRED ~ # - Also on the host, verify if DHCP requests are sent back and forth:
~ # tcpdump-uw -1 vmkl tcpdump-uw: verbose output suppressed, use -v or -vv for full protocol
decode listening on vmkl, link-type EN10OMB (Ethernet), capture size 96 bytes 12:46:08.818776 IP
truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request
from 00:50:56:6b:ca:25 (oul Unknown), length 300 12:46:13.002342 IP truncated-ip - 246 bytes
missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25
(ouil Unknown), length 300 12:46:21.002532 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc >
255.255.255.255 . bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (oul Unknown), length 300
12:46:30.002753 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps:
BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (ouil Unknown), length 300
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leaf2# show cdp ne

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute
Device-ID Local Intrfce Hldtme Capability Platform Port ID
AVS:localhost.localdomainmain
Ethl/5 169 S I s VMware ESXi vmnic4
AVS:localhost.localdomainmain
Ethl/6 169 S I s VMware ESXi vmnich
N3K-2 (FOC1938R02L)
Ethl/13 166 RSISs N3K-C3172PQ-1 Ethl/13

leaf2# show port-c sum
Flags: D - Down P - Up in port-channel (members)
Individual H - Hot-standby (LACP only)

r

H
!

s - Suspended - Module-removed
S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
F

- Configuration failed

Group Port- Type Protocol Member Ports
Channel
5 Po5 (SU Eth LACP Ethl/5(P) Ethl/6(P)

)
Po5E Sl A4 E ESXiol= 2702 ZE T AFEELILCH.

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/20

19 - active Ethl/13

22 mgmt : inb active Ethl/1

26 - active Ethl/5, Ethl/6, Pob5
27 - active Ethl/1

28 ] active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Po5



VLAN Type Vlan-mode Encap

13 enet CE vxlan-16777209, vlan-3967
19 enet CE vxlan-14680064, vlan-150
22 enet CE vxlan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlian-11

28 enet CE vlian-14

36 enet CE vxlan-15662984
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Access Port Policy Group - AVS-102_1-ports-7_PolGrp ” b

ACTIONS =

Properties
Name: AVS-102_1-ports-T_PoiGep

Doserigton:
Labet
Link Lavel Policy: 1GigAuin - 3
COP Policy: COP_ON - 3
MCP Poliey: saloct o valun -
LLDP Policy: LLDP_OM = A
STP Intesface Policy: select a valua -
Storm Control Interface Policy: select a value -
L2 Intestace Policy: salect o valua -
Monitoring Pollcy- select o value -
Amached Enity Prodle: AEP_[WS - @
Connacirity Fiters: i
Switch IDs Inipripcrs
SHOW USAGE ] SUBMIT ] CLOSE |
AVSOf CHEt S2HIE AEPE ™ eh ¥ Leafe| 2Zet UnlinkE S8l Infra VlanO| EA|E[= WS &
g = &Lt

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/5, Ethl/6,
Ethl1/20, Po5

19 -- active Ethl1/13

22 mgmt : inb active Ethl/1

26 -- active Ethl/5, Ethl/6, Po5

27 -- active Ethl/1

28 e active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Po5

VLAN Type Vlan-mode Encap



13 enet CE vxlan-16777209, vlan-3967

19 enet CE vxlan-14680064, vlan-150
22 enet CE vxlan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlian-11

28 enet CE vlian-14

36 enet CE vxlan-15662984

and Opflex connection is restablised after restarting the VEM module:

~ # vem restart

stopDpa

VEM SwISCSI PID is

Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
watchdog-vemdpa: Terminating watchdog process with PID 213974

~ # vemcmd show opflex

Status: 0 (Discovering)

Channel(O: 14 (Connection attempt), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: unknown

Encap Type: unknown

NS GIPO: 0.0.0.0

~ # vemcmd show opflex

Status: 12 (Active)

ChannelO: 12 (Active), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: LS

Encap Type: unknown

NS GIPO: 0.0.0.0
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