uBR #|0|& ZE 0| 222! &EfJt ZIX| gf= &
A si&

7ol 2 H AEf X HA

QoI E|.O| AI-EH

| X T2 MA - init(r1), init(r2) 2 init(rc) 2FEH
DHCP - init(d) 2FE{

DHCP - init(i) 4FEf

TOD exchange- init(t) &FEH

=M I HE 0| A|RHE! - init(o) 2T EX

221921, 2Eiol(d), 2212I(pk), 2291(pt) AFEH
Telco 2|EH2 2|FF 22t0!

712 (pk) B 7{=2 (pt) AFEY

S5 - HE(m) &M Ef

- 745 (c) & Ef

==
ot
CMUIM HEER] HH EA|
CM Z9| MA| Clt{a 4]
CMTSOHIM ZHEE D] B E A
EtO|H 44

CMTS MEZ 24

e HE

0| 2 Mol M= CM(Cable Modem)O| 22212 HMEtst 1 IP ¢14E MASH7| Mol R0 5t 0
2 &fEfjoll CHaH MBEELICH Ol EMoME 7He itXo 2 AFE E|= Cisco I0S® &2 Z EQo{ ZA|
E HHES X EASHo{ CMel dEfet 2Ol Y &Ejo EHSt= O|RE =QlgLICtol= Cf

HZ & show B, CMTS(Cable Modem Termination System) & CMO{| 2|3l Z A|EL|CHEE 0]
EMUME (pt) EE (o) 22 = I7HX| HEHE EZE5H0{ 2HIE AEHol == 57| 2I5H
pos == ) PN = ¥ | EHoHA-I *E*‘E'S'E*L—IEP.

4

4>
1
1

B 7olE 2 7|3 =M ZIE F7|57t HSst=s LA ols X #HE THRE R x4
A2,
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AlEHSEZ| ©of

E7| 7%

24 TFElofl ChE REMIEH LIS 2 Cisco 71 &l B7| F2IS HTaH4IAIL.

AH 27 M8

O EAMel ®=7|= DOCSIS Z2EZ0i 2/=3dfof &fLICt

Ol EM= 5§ AZEQ o X st=H o HE o= SHEE|X| Sf&LCH

7lolE =& &El EX

CMTSOIM A8 E = UE 7HE R X H B

ol

£ show cable modem&!L|C}.

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 4 online(d) 2814 -0.50 6 0 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/ 0/ WO 5 online(pt) 2290 -0.25 5 0 10.1.1.25 0050. 7366. 2223

Cabl €2/ 0/ W0 6 of fline 2287 -0.25 2 0 10.1.1. 26 0050. 7366. 2221

Cabl e2/ 0/ U0 7 online(d) 2815 -0.25 6 0 10.1.1.27 0001. 9659. 4461

9lo| #Ef LEE CMo| &3 HEIE EAFLICLESE O3 2ol g % &

CM & El

(cMmTsofl | 2[O

EAIE)

70|18 REIo| 2Zgloloz 7tF
init(rl) 7lol2 2HIO| 7| HRIE ME
init(r2) 70|12 2& &2
init(rc) 7ol =H &=
init(d) DHCP &g
AN
T

init(i) DHCP 3[4l

ElL|CH

oo

— 2o T

init(t) |TOD w2 AJAE
init(o) SM otel ME0| AR E/FAS L.

7lolg 2 S5, dlo[E{of At

7ll0lE ZHo] SEE[KITH 7 o[E ZHof
(d) CHEF W EL T MM AT HIE LSS LICH
(k) 70|E 28 5=, BPI A8 X KEK &H
(pt) 70l 2 S, BPI A8 Y TEK &€&

reject (pk) |KEK ZH 7| &4 HEH
(pt)
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TEK 2 7| 8T HEE
70|12 2= 0| S8 AMLR&LICLEZE
(m MICE QI35 S5 0| HR E|R}A&LICH HIAIX|
FAd AA).

70|12 2= 0| S8 AMLR&LICLEZE
(c) COS( Class of Service ) [IE0| SF0| HE
E|RA&LICEH

CM &9| 52 B2 show controllers cable-modem 0 mac state(ZIEE ] #H 0|8 2 & 0 mac &

O O -
ElS EAISD vac A Ef ZHEZ EQISHL|CEH F2 CMTSO0i A show cable modem ZH&ig £845l 1
CMO{|A debug cable-modem mac log verbose® E AlStE AMEH Z=o0f CHEH 9—|oH0|= 2B XN
BHO| £ EA= 4TS 2 = U2 siE k= R0 ZAFELICHCIHO #Hol§ 28 MAC

AR — —
20| MA X E 0l 7|& EQ| Bof U= CM & MMo| MA|| ClHT {0l &Qle = &
LICt.

#1: CMTSHAM CItH2 Alo|8 RIE{H| O|A FH|O|& x/y sid sid gt verbose® A& 3504 SID 72 &
E{28t Ct3 CHE ClHO BHES e = A&LICHod: CIH Aol HP).0lF A stH ClHa
£30| X|EE SID 22 X1I°._+EIEI=I CMTS gs0f &2 FX| A&Lich

Ol

Ch8 Aol 7t Al 21, JHs B 210l X BHHE 2etel dElol S5 Y| HIs e E + s

—

B EXE siEst7| ™ol 2E 7olg 2R §EIE &Qlsto] O] eVt 2RE RHEo| MEE[=
3|

K| otL|EH LFB MEE|=X|, M HEHI K| 7|E HELZRIX| &Helst= 70| SLELICEIIE
HELZQ B2 24 HE AFE ZF_AP*L—IEF Ol EMe| CHF &S| & Oﬂkl“ ol X7t 2 7
Ol R0 P& 0|X|H OIS g EEEXIE ME8F + Ut 7hEHELICH
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! Friown cabie mrodees I

E...._......._....q..._...- (upstraam) & bo 58 dBmY ,
o |&i:ﬁ
Spechoum aralyzer

A Cibie Mmook SxpaitE an npu level (doemsiresm )
o 15 % +1 5cBm’y vl 0 SBm'y’ feomirad,

elo] 482 EX HES 2o AEF =+ U2, 7|0[2 TV M3 = of Yol ZHEIX| pfeEZ

£ 1: uBR71000E S8 a7 Qoo 2 Q|F ety |7t Lo st K| & LICHRIMIEH LIS
E8 e | MX 2 XS MUAIR

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 5 offline 2290 0.00 2 0 10.1.1.25 0050. 7366. 2223

Cabl €2/ 0/ W0 6 offline 2811 0.00 2 0 10.1.1. 22 0050. 7366. 1e01

Cabl e2/0/ U0 7 offline 2810 -0.50 2 0 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ U0 8 offline 2810 -0.25 2 0 10.1.1.21 0030. 96f 9. 6605

12| show cable modem B2 2| £2 EA|0M ofEjol| 2= 0| 47 U&LICt.Z<o0f a2t 2= 0|
CIE EE HX CHA| 22 EotZ &= UELICHOIS F50ol= 22 0| QAM(Quadrature Amplitude
Modulation) & &2 E4E + gl 7t LEHEQI 0[] 7t Ltk AU&LICH.
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- 7olg ZEo| HEX I AZAL|0] UX| §E7HLE 7AXK] UX| &f&LICH

- ot 2o AE(HF B2 L 0|X)

EREICORAER ME BT

. DOCSIS Ttdof| &2 E BIZ 7t X|HE[I&LICH

. CHR2AEZ CIXE QAM 2EE 415 XY

- CMTS 2tRE{ Q| #|o|g RH HE Futof RE Fut XY

- MCxx 7t= 2| THE 0| ZZE|R&LICH.
OkEHlfl (iable Modem(Kupus) 20X 7tX{2 show controllers #|0|&-modem 02| £2{2 &} AH
YL,

kuf fi ng# show controllers cable-modem 0

BCM Cabl e interface O:

CMunit 0, idb 0x8086C88C, ds 0x8086E460, regaddr = 0x2700000, reset_ mask 0x80
station address 0030.96f9.65d9 default station address 0030. 96f9. 65d9

PLD VERSI ON: 1

Concatenation: ON Max bytes Q0: 2000 QL: 2000 @: 2000 @3: 2000

MAC State is ds_channel _scanning_state, Prev States = 3
MAC ncfilter O1E0O2FO0 data ntfilter 00000000

MAC ext ended header ON
DS: BCM 3300 Receiver: Chip id = BCM3300
US: BCM 3300 Transmitter: Chip id = 3300

Tuner: status=0x00
Rx: tuner_freq 529776400, synbol _rate 5361000, |ocal freq 11520000
snr_estimate 166 (TenthdB), ber_estimate 0, | ock _threshold 26000
QM not in lock, FEC not in |ock, gamnode QAM 64 (Annex B)
Tx: tx_freq 27984000, synbol rate 8 (1280000 syni sec)
power _| evel : 6.0 dBmV (conmmanded)
7 (gain in US AWVP units)
63 (BCMB300 attenuation in .4 dB units)

!-—- Rest of display omitted.

?lof M AAZ 5t Signal to Noise(41E Ci - 0|=) H|E FH2 16.6dBRILICH.CMO| 64QAMO] CHEH A
CHE 2FS3t24™ A8 30dB0o40F & LICHDOCSIS(Data Over Cable Service Interface
Specification) Ct2 AEZ] L JAEZ]| ALl CHEF RF AL CHRAEE] A1 2 0lof| CHEt
E T SAAIR.F20l 2k 34dB2| SNR(Signal to Noise Ratio)0| &2 5t X|2t 541}
LO|R7t UE ERE Uauctole 2 AMS E Waliste eIt Ue HYE 2 sweep
of ofs g dlsteE B BE&LICHOlE 0 span ZENM 2t S5tE AHEZ 2470 AP EF K|
= A&LCh.

O m o
rZ rio |HT
N

m

e

A2HEH BEMY|IE AIE5101 AS EXME TAFSHE Yol CHEE XEMIEH LI 2 Cisco uBR7200
Series ZI2E{E 7 0|2 SIEQ =0 R4S EESHAA| S L O|= 9| §t 7}X| EAl= ofeiet &
0| show interfaces cable 2/0 YA E R 02| E240{|M EQIE 4= Qi 2FQILICt.

sydney# show interfaces cable 2/0 upstream 0

Cabl €2/ 0: Upstream 0 is up
Recei ved 46942 broadcasts, 0 nulticasts, 205903 unicasts
0 discards, 12874 errors, 0 unknown protocol
252845 packets input, 1 uncorrectable
12871 noise, O microreflections
Total Modens On This Upstream Channel : 3 (3 active)
Default MAC schedul er
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o +d 2758 2F 2 20[10,0007H2] & =0|=
CMOf| A %[ o| ]z A7lel HelE

ABEN BAY|2 BHE & Rl LICHE0] Li= o

Jho|=of kP Zo]c HEIE TAIHok B 4 Y LICEA

HAZoll M 4|5 F7taHor & £ AL M T4l wo|x7} LT oM A
Zut4g Mesor & 4 QlaLich

A3: uBR710001 £ S8 ed2t7|7F U LICLAIAIS LIS S S odwisty| MK
Fo: 27t st £ 5 Ho| mRofgt W2 Ox|0 CHE oz 2| MCHE
22 7|of x+|7+ 28 745 40| i E&LICH0| B9 UL HIT2 0N
Ql=39| LHx| £E0| 4zt Mt & et

5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:
5w0d:

CMO| QAM &
Ct=2 1 &t

Queue[Rng PolIs] 0/64, fifo queueing, 0 drops
Queue[ Cont Mslots] 0/104, fifo queueing, O drops
Queue[CIR Grants] 0/64, fair queueing, O drops
Queue[ BE Grants] 0/64, fair queueing, 0 drops
Queue[ Grant Shpr] 0/ 64, cal endar queuei ng, 0 drops

Reserved slot table currently has 0 CBR entries
Req | Es 77057520, Req/Data IEs O

Init Mn I Es 1194343, Stn Mn | Es 117174

Long Grant | Es 46953, Short Grant |Es 70448
Avg upstream channel utilization : 1%

Avg percent contention slots : 96%

Avg percent initial ranging slots : 4%

Avg percent nminislots lost on late MAPs : 0%
Total channel bw reserved 0 bps

CI R admi ssion control not enforced
Current minislot count 7192093
Schedul ed mi ni sl ot count 7192182

Flag: 0
Flag: 0

M Y2 0dBmVO|H £+
o]

Bt 32 4

-t

o
oT

-15dBmv~+15dBmV &I L|Ct.0|=
Cisco uBR7200 Series st=¢l0{ A x|

=t m dde aFms e
= 2ofl A CtE

m{» HLI

7 AF O| Z A|x|ooF ErLct.

3084365. 172 CMAC LOG STATE_CHANGE
3084365. 172 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 176 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 176 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 176 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 180 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 180 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 180 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 184 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 184 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 188 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 188 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 188 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 192 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 192 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 192 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 196 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 196 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 200 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 200 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 200 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 204 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
3084365. 204 CMAC_LOG W LL_SEARCH SAVED_DS_FREQUENCY
3084366. 324 CMAC_LOG_DS_NO_QAM FEC_LOCK

3084366. 324 CMAC_LOG DS _TUNER_KEEPALI VE

7| C|Ha #Ho|E 2 MAC 21 M8 ME

ds_channel

g JdHstx| RS

_scanni e

99/ 805790200/ 99770
98/ 601780000/ 79970
97/ 403770100/ 59570
96/ 73753600/ 115750
95/ 217760800/ 39770
94/ 121756000/ 16970
93/ 175758700/ 21170
92/ 79753900/ 857540
91/ 55752700/ 677530
90/ 177000000/ 21300
89/219000000/ 22500
88/ 141000000/ 17100
87/ 135012500/ 13500
86/ 123012500/ 12900
85/ 405000000/ 44700
84/ 339012500/ 39900
83/ 333025000/ 33300
82/ 231012500/ 32700
81/111025000/ 11700
80/ 93000000/ 105000
79/ 453000000/ 85500
453000000
453000000
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3084367.
3084368.
3084369.
3084370.
3084371.
3084373.
3084374.
3084375.
3084376.
3084376.
3084377.
3084378.
3084379.
3084380.
3084381.

CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _TUNER KEEPALI VE
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
CMAC LOG DS _NO QAM FEC LOCK
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453000000
453000000
459000000
465000000
471000000
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501000000
507000000
513000000
519000000
525000000
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5l oF BHLICH GI 4i#4E 7|0l A O] RF(Cable Radio Frequency) FAQ(S
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4d00h:
4d00h:
44d00h:

4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:
4d00h:

345773.
345774.
345775.

345775.
345775.
345776.
345778.
345778.
345778.
345778.
345780.
345781.
345781.
345781.
345781.
345781.
345781.

916
956
788

792
794
946
960
962
966
968
996
000
004
084
210
212
216

CMAC_LOG W LL_SEARCH_SAVED DS _FREQUENCY

CMAC_LOG UCD_MSG_RCVD
CMAC_LOG_DS_64QAM_ LOCK_ ACQUIRED

CMAC_LOG DS_CHANNEL_SCAN_COMPLETED
CMAC_LOG_STATE_CHANGE
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD

CMAC LOG ALL_UCDS_FOUND
CMAC_LOG_STATE_CHANGE
CMAC_LOG_FOUND_US_CHANNEL
CMAC_LOG_UCD_MSG_RCVD

CMAC LOG_UCD_NEW US_FREQUENCY
CMAC LOG SLOT_S| ZE_CHANGED
CMAC_LOG_UCD_UPDATED

CMAC LOG MAP_MSG_RCVD

CMAC LOG | NI TI AL_RANG NG M NI SLOTS
CMAC_LOG_STATE_CHANGE

453000000
1
453000000

wait _ucd_state
1
1

wait _map_state
1

1

27984000

8

40
ranging_1 state
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4d00h: 345781. 220 CVAC_LOG RANG NG _OFFSET_SET_TO 9610

4dooh: 345781.222 CMAC LOG PONER LEVEL IS 22.0 dBmV (comm)
4dooh: 345781.226 CMAC LOG STARTI NG RANG NG

4dooh: 345781.228 CMAC LOG RANG NG BACKOFF_SET 0

4dooh: 345781.232 CMAC LOG RNG REQ QUEUED 0

4dooh: 345781.272 CMAC LOG RNG REQ TRANSM TTED
4dooh: 345781.280 CMAC LOG RNG RSP_MSG RCVD

4d00h: 345781.282 CMAC LOG RNG RSP_SI D_ASSI GNED 3

4d00h: 345781.284 CMAC LOG ADJUST_RANG NG OFFSET 2288

4d00h: 345781.288 CMAC LOG RANG NG OFFSET_SET_TO 11898

4d00h: 345781.292 CMAC LOG ADJUST_TX POVNER 7

4d00h: 345781.294 CMAC LOG PONER _LEVEL_I S 24.0 dBnV (commm)
4d00h: 345781. 298 CVAC _LOG STATE_CHANGE ranging_2_state
4d00h: 345781.302 CMAC LOG RNG REQ QUEUED 3

4dooh: 345782.298 CMAC LOG RNG REQ TRANSM TTED
4dooh: 345782.300 CMAC LOG RNG RSP_MSG_RCVD
4dooh: 345782.304 CMAC LOG RANGI NG SUCCESS

4dooh: 345782.316 CMAC LOG STATE_CHANGE dhcp_state
4do0h: 345782. 450 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1.25
4do0h: 345782. 452 CMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
4dooh: 345782. 456 CMAC LOG DHCP_TOD SERVER ADDRESS 172.17.110. 136
4do0h: 345782. 460 CMAC LOG DHCP_SET GATEWAY_ ADDRESS

4do0h: 345782. 464 CMAC LOG DHCP_TZ OFFSET 0

4dooh: 345782. 466 CMAC LOG DHCP_CONFI G _FI LE_NANE frequency. cm

4dooh: 345782.470 CMAC LOG DHCP_ERROR ACQUI RI NG SEC SVR ADDR
4doOh: 345782. 474 CMAC LOG DHCP_COMPLETE

4d00h: 345782.598 CMAC LOG STATE CHANGE establish_tod_state
4d00h: 345782. 606 CMAC LOG TOD REQUEST_SENT

4d00h: 345782. 620 CMAC LOG TOD_REPLY_RECEI VED 3178880491

4d00h: 345782. 628 CMAC LOG TOD COVPLETE

4d00h: 345782. 630 CVAC_LOG STATE_CHANGE security_associate_state
4d00h: 345782. 634 CMAC LOG SECURI TY_BYPASSED

4d00h: 345782. 636 CMAC _LOG STATE_CHANGE configuration_file
4d00h: 345782. 640 CMAC _LOG LOADI NG CONFI G FI LE frequency.cm

4d00h: 9% .1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface cabl e-nmodenD, changed state to up
4d00h: 345783.678 CMAC LOG CONFI G FI LE PROCESS COVPLETE

4d00h: 345783.682 CMAC_LOG_DS_FREQ OVERRIDE 535250000

4400h: 345783.686 CMAC_LOG_STATE_CHANGE reset_hardware_state
4d00h: 345784. 048 CVAC_LOG STATE_CHANGE wait_for_link_up_state
4d00h: 345784. 052 CVAC LOG DRI VER_I NI T_| DB_RESET 0x082A5226

4d00h: 345784. 054 CVAC_LOG LI NK_DOWN
4d00h: 345784. 056 CVAC _LOG LI NK_UP

4d00h: 345784. 062 CVAC _LOG STATE_CHANGE ds_channel _scanni ng_state
4400h: 345785.198 CMAC_LOG_DS_NO_QAM FEC_LOCK 535250000

4d00h: 345785.212 CMAC LOG DS TUNER_KEEPALI VE

4d00h: 345787.018 CMAC LOG UCD_MSG RCVD 1

4400h: 345787.022 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000

A3 HiE xYEol.

CMTS 2t E{2| 70|= T #HE ¥m¢O+| HX XEE Fate= CMOIM Fot+E TESES
& = o, cMTSof| LA E HP £ 4B MEstX| pfo ™ -?—|9F HI= et 20t7F EAIELIC
.CMTSQ| #o|g =& change-frequency I ME AIE0|H Moz 7|._7‘—19E M el
Ct.

CR2AER AMAS HEE & O S M2 MHs YAER AdS 3e AU -2 YAEF
Fhte, HZ, A = L DOCSIS M4 40 M dFEH HAE DEXtof| Ho|E CHE o7+ &
AEZ Mo ECH £4H8 ET&5E UCD(UAER AM'd dBRHE s AIBILICEH.

A

7t58 UCDE %2 + Qi RH2 YAEZ MH|AT} 1|-T'-E|X| ot2 CI2AEZ Ao U
cole An[ago|Md 27 MHELY &= UELICtHshow controllers cable & EHE"
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= MACOIM HHAE Aol D48 x|&I5HR| &f2 & 7| W2 eLich.olE S=ls 2]
dlo|Md @7/ £= DOCSIS 58 RHZECt 22 A Z&Lct

A& 7Hs Bt uCsTt e7dE|H RElo| YAER| CHZ gE Alzt Mol Z & E MAP(Bandwidth
Allocation Map) HIA|XIE E7| AIRFELICHA[ZE A2 DL &R0l OiEE[o] 7iE 2> ¥ FE
LICHEEEE MAPOE EZEIHAE, F He 7l %7] 8% Ha(FE BEREIHAE) HRof CiEt e
T A&LICH.CMTS7H RNG-RSP(Ranging Response) £ SEE 7t X| ZE0| 7| Hel 282
&3loF 5t= MAP &3]t

q
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T2 ElO|H BHE Mof| X7| | X Ex U2 ¥2 £ e REHR S|l=Qe AHu|ado|M @F 7ts
MOl =&LICHES CMTSO A 91I0|E QIE{m|0|A 0| &F Q) Z+Z4E &FQlsl of & LICt. Insertion-
interval® CMTS7t 8§ &0 22 0| DHCP MHHE MEA|Z7|l= £ & Ho{st7| |&r O|Ml =7 of
N2 AFS E|H, m M CH# 2 SE 88 0|% DHCP/TFTP/TOD A—IH—I ECE 7HY™Mo 2 X0
gLICLUER R 57+ AlZte &Y x1|0+°H-II:+.

. Aol HRE|M Belo] Q= atQl AElvt El Z2H|KE Aol £at7t 0L
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H| X|& T2 M|A - init(r1), init(r2) 3 init(rc) 2 EH

Ol BHAMMH CM2 st U2 M BlldoH CcMTSH| == 67| fla E2Et TS T cildE A
AotE CHet Z2MAE A LICHLAES] Flofet & M2 Z2HM HELZ 9| 9F 40 -
50dBmVIL|CHCHE stERol= CHE + UELICHOI2AER ML O 7ER 2 HAEE Al
o| 7i2lo{= CMTS = lXI7H 7|2 & Mg + Q2 B3 SES| Zaliof FLICLASIHHF £2
™ HhE RF HE °JEL°I 2 HE Al AF0 HEVF L HSto] & CIOIH £4 S XEfstod HIE 2F
£0| &7ttt Als ZE2E mE Lok

CM2 RNG-REQ(Ranging Request) HIA|X|& CMTSOIl 2 L1 RNG-RSP(Ranging Response) O
AlX| EE= T3 ElO| ”*EE Z|CHRILICET3 Alzh 2ty 2l stEd RHA| =71 S7HELICHRHA]
= ’-'—1‘—7P Z|CH RHA | HeEO 2o BH2 =2 M3 ool A COHE RNG-REQE HE &L
CCMTS7F MAP2] TrI—IE'H/\E &2 flsh D=0 SID(MH[A AERNE & 6HR| eik7| Eo
olc{et Hel X8 Z2MAE MAPLS| 7| RX| 22| E= ER2EINAE QA0 M L L|Ch.Iet
M EECEIHAE HR7F &0 7|50 S=0] °4%% 2&LICHOIE Etst7| 25 2-ol=
RNG-REQ ._8 7hol @lo| Bio m A[ZHE HMtE = = FHest o= AT Z|EFO0| U&LICHA

0| YA E Z| range-backoff %ﬂ%‘é’ AME35t0 L EE = JUELICLTS ™ol CMTSol 28 =+
Zo| Z235tH Al SID7+ Z&E RNG-RSPE RNG-REQO] %E. gfLict.ol SIDE |FLIFHAE ¥
E 2 oH MAPOIM |FLIFHAE ™ME FAdE A|H5t= O AASELICEH

ofgi £32 CMO| 7| He| HHE SuE = giEE2 LIEtLH= SID7t init(r1) 2 EIQI CM2 2E0iE
LICt.

sydney#show cabl e nodem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ U0 5 offline 2287 0.00 2

Cabl e2/0/ U0 6 init(rl) 2813 12.00 2 10.1.1. 22 0050. 7366. 1e01

Cabl e2/ 0/ W0 7 offline 2810 0.25 2 10.1.1.20 0030. 96f 9. 65d9

0 10.1.1.25 0050. 7366. 2223

0

0
Olgf ClH{2E= CMO| Q| XM Z2MAE &2 6tK| 25t T3 ELO|H BHE & R{AX5HK| 25t
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YU HAE S8 Ho{ELICHCMTSO|A CMAC_LOG_ADJUST_TX_POWER HIA|X|E =4l
3tod cMoll M =X g Ao

1w3d: 871160. 618 CVAC LOG _STATE_CHANGE ranging_1 state
1wa3d: 871160.618 CVAC LOG RANG NG OFFSET_SET_TO 9610

lw3d: 871160.622 CMAC_LOG_POWER_LEVEL_IS 19.0 dBmV (comman)
1w3d: 871160. 622 CVAC LOG STARTI NG_RANG NG

1w3d: 871160. 622 CVAC LOG RANG NG_BACKOFF_SET 0

1wa3d: 871160. 622 CVAC _LOG RNG REQ QUEUED 0

1w3d: 871160. 678 CMAC LOG RNG REQ TRANSM TTED
1w3d: 871160. 682 CMAC LOG RNG RSP_MSG_RCVD

1w3d: 871160. 682 CVAC LOG RNG RSP_SI D_ASSI GNED 6

1w3d: 871160. 682 CVAC LOG ADJUST_RANG NG OFFSET 2813

1w3d: 871160.682 CVAC LOG RANG NG OFFSET_SET_TO 12423

lw3d: 871160.686 CMAC_LOG_ADJUST_ TX POWER -48

1w3dd: 871160. 686 CVAC LOG STATE_CHANGE ranging_2 state
1w3d: 871160. 686 CVAC LOG RNG REQ QUEUED 6

1w3d: 871161. 690 CMAC LOG RNG REQ TRANSM TTED

1w3d: 871161.690 CMAC LOG RNG RSP_MSG RCVD

lw3d: 871161.694 CMAC_LOG_ADJUST_TX POWER -36
1w3d: 871161.694 CMAC LOG RANG NG CONTI NUE

1w3d: 871162. 698 CMAC LOG RNG REQ TRANSM TTED

1w3d: 871162.898 CMAC_LOG_T3_TIMER

1w3d: 871163. 734 CMAC_LOG RNG REQ TRANSM TTED

1w3d: 871163.934 CMAC_LOG_T3_TIMER

1w3d: 871164.766 CMAC LOG RNG REQ TRANSM TTED

1w3d: 871164.966 CMAC_LOG_T3_TIMER

131.CABLEMODEM.CISCO: l1lw3d: %UBR900-3-RESET_ T3 RETRIES_EXHAUSTED: R03.0 Ranging
lw3d: 871164.966 CMAC_LOG_RESET T3 RETRIES EXHAUSTED

1w3dd: 871164. 966 CVAC LOG _STATE_CHANGE reset _interface_state
1w3d: 871164. 966 CVAC_LOG_STATE_CHANGE reset _hardware_state
BT init(r1) = ranging 1 stateO|1l init(r2) £ range 2 state&L|CH CIS HEE E Al5H04 CMO|

S

ME

—
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AE + &Lt

o
e

Staryn# show controllers cable-modem 0

BCM Cabl e interface O:

CMunit 0, idb O0x2010AC, ds 0x86213E0, regaddr = 0x800000, reset_mask 0x80
station address 0050.7366.2223 default station address 0050. 7366. 2223

PLD VERSI ON: 32

MAC State is wait_for_link up_state, Prev States = 2
MAC ncfilter 00000000 data ntfilter 00000000

MAC ext ended header ON
DS: BCM 3116 Receiver: Chip id = 2
US: BCM 3037 Transnmitter: Chip id = 30AC

Tuner: status=0x00
Rx: tuner_freq 0, synmbol _rate 5055932, |ocal _freq 11520000
snr_estinmate 30640, ber _estimate 0, |ock threshold 26000
QAM not in lock, FEC not in |ock, gam mode QAM 64
Tx: tX freq 27984000, power_level 0x20 (8.0 dBmV), synbol _rate 8 (1280000 synis)
| _

DEo| Hel ol HEHE T & Qs 32 ™S MY +F0| SEotX| g2 A &&LCh 2ol d
Hoil M H—rﬂh— ZEO|M H2E 7‘7‘*0}04 M& dEs 2F_ g o A&LICHA2I7F BItstH S
M= Bllol B7HELICHOHEF 20~30dB & 2&l= Al%fst7[of £2 FAolchZ=7| #2linit(r1) O|F &2
H2 init(r2)2 Ho{ZLICH 047|M 2HE2 T& Eto|d 2z M Sl M2 ~& & F4stod ZHEo|M
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.0|= RLIZHAE RNG-REQ 2 RNG-RSP HA|X[2| CHSIE &5l ==& LICHRNG-RSP HIA|X]|of
= 2EO| £X6loF 5t= M L AlZt T Al Ao Z&E|0] @ §L|E|- nole |n|t(rc) AEHO &

Er5t04 RNG-RSP HIA|X|7F e x|H HS EE“ He| X|’d &t=E o2 & LIEHE K| RNG-
REQE A& 48T RNG-RSPE 572;; #%*&*LIELE%!OI |n|t(r2)01|ki LId &= Qle 82 &
Mg M5l ok EFLICHEHS 2 init(r2) AEf2l cCMe| &3 E A|QILICEH

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power
Cabl e2/0/ U0 5 init(r2) 2289 *4.00 2 O 10.1.1.25 0050. 7366. 2223
Cabl e2/0/ U0 6 online 2811 -0.25 5 0O 10.1.1.22 0050. 7366. 1e01
Cabl e2/0/ W0 7 online 2811 -0.50 5 O 10.1.1.20 0030. 96f 9. 65d9
&1 Rec Power & &of /= * 7|5 = Ol ZRof CHaH A F MY =M WHo| &35 E[o] USE

LtEHALICHI0lE E':*'OI J.IEH M& ™ol =EFS S 2lolgLich

CMTSO|M Cl&& & gfLICL.

sydney# conf t

Enter configuration comrands, one per line. End with CNTL/Z

sydney(confi g)#access-list 101 permt ip host 10.1.1.10 host 172.17.110.136
sydney(confi g)#access-list 101 permt ip host 172.17.110.136 host 10.1.1.10
sydney(config)#"Z

where 10.1.1.10 is ip address of Cable interface on the CMIS
and 172.17.110.136 is ip address of DHCP server

sydney# debug list 101
sydney# debug ip packet detail
| P packet debugging is on
for access list: 101
(detail ed)
sydney#

2wsd: I P: s=10.1.1.10 (local), d=172.17.110.136 (Ethernet1/0), len 604, sending

2wsd: UDP src=67, dst=67
2wsd: | P: s=172.17.110.136 (Ethernet1/0), d=10.1.1.10, len 328, rcvd 4
2wsd: UDP src=67, dst=67

HAE &= B BH2E{Q] B2 debug ip udpE AISE =T U&LICH

sydney# debug ip udp

2wsd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584
2whsd: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), |ength=604
2whsd: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), |ength=308
2whsd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328
2whsd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584
2whsd: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), |ength=604
2whsd: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), |ength=308
2whsd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328

2 9|: uBR(Universal Broadband Router)0i| A debug ip udp @& A™SIH C|HZE x2lsH7] ¢
5 UBRO| A|AEIS =X|& £ Qoo 2 AHAA 221} 37 AP%%E* T glgLchol 39 ZE 24



Ol S7I8tx|X| i = U2 CIHZTE A8 E = Sl&LICHNetwork AnalyzerE AtE3}04
CMTSOHIM E0{2T LI7tE IP THZ!E FX5 T debug IP B- S OFX|2F +EH2 2 AL 5HE X0

& S22 Fojoz TAEIH IP Aol WS FA| S&LICHEIHIT IP I ML
HEE 2#51s S0FC|HIE XIKE P FAZ MEHste O AFSELICHTIX ClHI S5 1018

CIHI HAIXIE S8l 70| EAIZIX| gfo™ o] 20| HZEl 70|= 2IE{H 0|0 M Ho|E
I F4 20| An|Ino|MdE #lstMA2.0] FH0| SHIE A T |01 /T DHCP AH MEH
o| WiZ! F=xof| 2 ofM DHCP WZ0| ZAIZIX| of= B2 2™ 70[2 QE{H0|A0 £ 2FLL
UBR 70| £ QIE{m|0|A 0| 23 277} 9l Z0| E&LICH

I§Z10| DHCP AMH MEHS 2 MEE|E ZHo 2 Hole|H 28 C|HT HAIK|E CHAl #2lstod of
N 2™ Es 8 277 UEX| Helsh= 0| F&LICHO|ZI2 2T DHCP M Z+e| 2t
PYE ZASHor st= ERERT BAHIYLICHES DHCP A Z4x|32|olM & DHCP 23 & Ct

gelste ol E&LIcH

>

CHZ 2 debug cable-modem mac log verbose &2 A& 5t0{ CMoi| M =&Ft M Z ClH2LCt.

1w3d: 865015. 920 CVAC _LOG _RANG NG_SUCCESS

1w3d: 865015. 920 CVAC _LOG_STATE_CHANGE dhcp_state
1w3d: 865053. 580 CVAC LOG RNG REQ TRANSM TTED

1w3d: 865053.584 CVAC LOG RNG RSP_MSG_RCVD

1w3d: 865055. 924 CVAC _LOG WATCHDOG TI MER

131.CABLEMODEM.CISCO: lw3d: %UBR900-3-RESET_DHCP_WATCHDOG_EXPIRED:
Cable Interface Reset due to DHCP watchdog timer expiration

lw3d: 865055.924 CMAC_LOG_RESET DHCP_WATCHDOG_EXPIRED

lw3d: 865055.924 CMAC_LOG_STATE_CHANGE reset_interface_state
1lw3d: 865055.924 CMAC_LOG_DHCP_PROCESS_KILLED
1w3d: 865055. 924 CVAC _LOG_STATE_CHANGE reset _hardware_state

oM = 4 AKX 0| DHCP Z= M|A7H AmfF 1 7 o|E ZHE ol HYEIUR&LICH

Cisco CNR(Network Registrar)2 A& 35t= A< init(d) Xl sHZE0| =2 0| £/ =% Cisco Network
Registrar DebugsE AI€3510{ 70|82 HE /3 0|A DHCP 2X| SHZEE 212 £lA|2.0] EAMole
CNR C|HHZ AR 2hedof| CHEF OHS AEMIEF HEIF [0 Q&L

DHCP - init(d) AE}j

7 CH2 A= DHCPE Sall HER 3 ZHu|adolMe de AULICHCM2 DHCP 238

I CMTSE ¥EFo 2 DHCP mZ!g E2l|olgLIct.olei= init(d)0lAM SID 70| s RHIE B
Z £ show cable modem<2| £21 E A|0|H, O|= 70| 20X DHCP LS eSS LIEFHL
Ct.

b8

sydney# show cable modem

Interface Prim Online Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power
Cabl e2/0/ W0 7 init(d) 2811 0. 25 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ W0 8 online 2813 0.25 10.1.1.21 0030. 96f 9. 6605
Cabl e2/ 0/ U0 9 onl i ne 2812 -0.75 10.1.1.22 0050. 7366. 1e01

0
0
0
&1 7lolE THL init(r1)S 28 init(d) 2 = ELICH S8 fIole e nt ZaL
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. DHCP M =2 C
. DHCP M7} IP FAE Ho{t& Lt
- DHEIE o ofEl IP FATF ERE M| LHol| & LICH Network Registrar GUI AFE AEAM Q| |IP
F4 PHE| OlSHE A XML,
£ 1: DHCP AtHol| 2HIE 7|2 HOoIES 0|7} MHE|o] U=X| =QISHAMAIIP (12 S =0lstE=
Bt 7HR| Y2 AA IP FATFCMTS #H 0|2 QIE{H|o|A0 FHE 7|8 F4A0|1 CHA

fjo

HESIMAIR.
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o

Ol IP 401 B2 £ EE ping2 AF8stE ZLICHCPEO IP 24Z0] /=] £2l5t7| 2lal 2
ZIPFLE LA FLE MEGH0] 0 HYS BHEE = UGLICLCMTS ME 788 HZSHEA
o

DHCP ZZMAE EZEFHAE DHCP DISCOVER HAIX|E EUE= 7 olE ZH 0| A A|ZHEFL|CH
.DHCP A{E{7} DISCOVER with a OFFERO SE 3t ZHO| MSE 7ol Cist 2HE BELHEE
MEHEE = Q& LICHDHCP MH{& ACK(acknowledged) =& NAK(not acked) 2 SEE + &L

Ct.NAKE ZEOo| CHE MEUlol e CIRAER A CIE CIRAER MIR E-5t=E B9
2 MStE 240t 20| SEEIX| = IP T4 L AHOIEQO| A9 A £+ Q&L 2= o] CH

Al A& [ DHCP REQUEST HIAIX|2| IP A2 HOIEQIO| FAE WERXT HE I CI=

H DHCP MH{E NAKZ 2HE HE&LICIolzst A2 22 ZHS AU E siAIst D DHCP
DISCOVER MIA|X|Z2 CHA| A|ZFEFLICE.

DHCP &Ej2| @ F & NAK7Z} otl A|ZH K|t 2 LLESLICH.DHCP HIAIX| 2] &
OFFER, REQUEST, ACKO04of gfL|ct. 2 & 0| DHCP M0l A OFFER 2% 10|

ME DISCOVER,
DI
&5t 42 CMTSO|M IP C|HHZE MYELICHO| 22 CHS EHAHIE Sdll o™ E

SCOVERE ™
_Jl\_

A&LICH

DHCP - init(i) 4E}

DHCP 3o CiEh 2|4lo] =4lx|1 #Ho|2 2> EFE IP AT EAIE Aol ZEAM XS

St CHE=init(i):

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power
Cabl e2/ 0/ U0 7 init (i) 2815 -0.25 2 O 10.1.1.20 0030. 96f 9. 65d9
Cabl e2/0/ U0 8 online 2813 0.25 3 O 10.1.1. 21 0030. 96f 9. 6605
Cabl e2/0/ U0 9 online 2812 0.50 3 O 10.1.1. 22 0050. 7366. 1e01
2o SID 70| U= AHolg RERI2 MEHinit(i)E EX| . BF= show cable modem C|AZE|0|=

QU O 2 jnit(r1), init(r2), init(rc), init(d) ! init(i) AFO|2| Zi0|E 2 & =8t0| £8tH EAIE/LICH.

1o
rlo

7t gt

20| init() 2CF O HX|X| &t = O|R0lE 04d 7kXK[7F UIE + A&LICH T
=

=
- TOD E£ Eo|Y 2= E 7= &2 EXM7H Yzl
- DHCP Hm|Zefo|Me| #RE Bt *E HF
71012 2> ol init()oll ZE &7 MEC IP FLE He WEHE SolaiXi&LICt ol ofe AolE


//www.cisco.com/en/US/docs/cable/cmts/ubr7200/installation/guide/ub72rf.html
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aLic

3d20h: 334402. 548 CVAC _LOG RANG NG_SUCCESS

3d20h: 334402. 548 CVAC _LOG STATE_CHANGE dhcp_state

3d20h: 334415. 492 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20

!--- IP address Assigned to CM. 3d20h: 334415. 492 CVAC _LOG DHCP_TFTP_SERVER ADDRESS
172.17.110. 136 3d20h: 334415.492 CMAC _LOG DHCP_TOD_SERVER_ADDRESS 172.17.110.136 3d20h:

334415. 492 CVAC_LOG DHCP_SET_GATEWAY_ADDRESS 3d20h: 334415. 492 CVAC _LOG DHCP_TZ_OFFSET 0 3d20h:
334415. 496 CMAC_LOG_DHCP_CONFIG_FILE_NAME nofile

I-——- DOCSIS file CM is trying to load. 3d20h: 334415. 496

CMAC_LOG DHCP_ERROR_ACQUI RI NG_SEC _SVR ADDR 3d20h: 334415. 496

CMAC_LOG DHCP_ERROR_ACQUI RI NG_LOG ADDRESS 3d20h: 334415. 496 CVAC LOG DHCP_COWPLETE 3d20h:
334415. 508 CVAC _LOG STATE_CHANGE establish_tod_state 3d20h: 334415.512 CVAC LOG TOD REQUEST_SENT
172.17.110. 136 3d20h: 334415.524 CMAC _LOG TOD REPLY_RECEI VED 3178343318 3d20h: 334415.524
CVAC_LOG TOD_COWPLETE 3d20h: 334415.528 CVAC LOG STATE _CHANGE security_associ ati on_state 3d20h:
334415. 528 CVAC_LOG SECURI TY_BYPASSED 3d20h: 334415.528 CMAC_LOG_STATE_CHANGE
configuration_file

3d20h: 334415.528 CMAC_LOG_LOADING_CONFIG_FILE nofile

!--- DOCSIS file name. 133. CABLEMODEM Cl SCO 3d20h: %.| NEPROTO 5- UPDOWN: Li ne protocol on
Interface cap 3d20h: 334416.544 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1

3d20h: 334416.548 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

3d20h: 334416.548 CMAC_LOG_RESET_ CONFIG_FILE_READ_FAILED

OLEL7LXR|Z2, TFTP M 2XZ2 Qs SALEE @ F7F &b M504 CMO| S s ZZMAE F 7|8 RH
M™stD BrS A ElL|Ct

3d21h: 336136.520 CMAC LOG STATE CHANGE dhcp_state
3d21h: 336149. 404 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10. 1. 1. 20
3d21h: 336149.404 CMAC_LOG_DHCP_ TFTP_SERVER_ADDRESS 172.17.110.100

!--- Incorrect TFTP Server address. 3d21h: 336149. 404 CVAC _LOG DHCP_TOD_SERVER ADDRESS
172.17.110. 136 3d21h: 336149. 404 CVAC LOG DHCP_SET_GATEWAY_ADDRESS 3d21h: 336149. 404

CMAC _LOG DHCP_TZ OFFSET 0 3d21h: 336149.408 CMAC LOG DHCP_CONFI G_FI LE_NAME pl ati num cm 3d21h:
336149. 408 CMAC_LOG DHCP_ERROR _ACQUI RI NG_SEC SVR ADDR 3d21h: 336149. 408

CMAC_LOG DHCP_ERROR _ACQUI RI NG_LOG ADDRESS 3d21h: 336149. 408 CVAC LOG DHCP_COWPLETE 3d21h:

336149. 420 CMAC_LOG STATE_CHANGE establish_tod_state 3d21h: 336149. 424 CMAC LOG TOD REQUEST_SENT
172.17.110. 136 3d21h: 336149. 436 CVAC LOG TOD _REPLY_RECEI VED 3178345052 3d21h: 336149. 436
CVAC_LOG TOD_COWPLETE 3d21h: 336149. 440 CVAC LOG STATE _CHANGE security_associ ation_state 3d2lh:
336149. 440 CMAC LOG SECURI TY_BYPASSED 3d21h: 336149. 440 CMAC LOG STATE_CHANGE configuration_file
3d21h: 336149. 440 CMAC LOG LOADI NG _CONFI G _FI LE pl ati num cm 133. CABLEMODEM Cl SCO.  3d21h:

%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface cap 3d21lh: 336163. 252

CMAC_LOG RNG _REQ TRANSM TTED 3d21h: 336163.252 CMAC LOG RNG RSP_MSG RCVD 3d21h: 336165.448
CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1

!--- TFTP process failing. 3d21h: 336165.448 CMAC_LOG_CONFIG_FILE PROCESS_COMPLETE

3d21h: 336165.452 CMAC_LOG_RESET_ CONFIG_FILE_READ_FAILED

3d21h: 336165. 452 CVAC _LOG STATE CHANGE reset _interface_state

TFTP MHE HAEsSt= 82 DOCSIS 74 mdut Z2 22 mtdS CMTSe| EiA| 7tEZ
cte=Este ZelUctols copy tftp flash BHEE At& 5o & 'I—IEP ofzH &230i A
platinum.cmO|2l= IS o{E= %EF LRI YUMAMESLICE T O|f= CMTSZH TFTP MEHQl IP &=
2~(172.17.110.100)01| AZAL|0] UX| 47| MHZE LICE o= HKPOI7I 2 LICt.

sydney# copy tftp flash

Address or nanme of renote host []? 172.17.110.100



Source filenane []? platinumcm

Destination filename [platinumcni?

Accessing tftp://172.17.110. 100/ pl ati numcm ..

%Error opening tftp://172.17.110.100/platinum.cm (Permission denied)

sydney#
047|ME TFTP MEHeto| eddg = olsfof ghLct.

TOD(Time of Day) EE£ Timing Offset(EFO|Y @ ZANE 71X & SO EX|7F ehAdletH 2H O] 2
otel 2 EfE S F5HX| ZELICH

3d21h: 338322.500 CMAC LOG STATE CHANGE dhcp_state
3d21h: 338334.260 CMAC LOG RNG REQ TRANSM TTED

3d21h: 338334.260 CMAC LOG RNG RSP_MSG RCVD

3d21h: 338335. 424 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1. 20
3d21h: 338335. 424 CMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_ TOD_ADDRESS

3d21h: 338335. 424 CMAC LOG DHCP_SET_GATEWAY ADDRESS

3d21h: 338335.424 CMAC_LOG_DHCP_ ERROR_ACQUIRING_TZ_ OFFSET

3d21h: 338335. 424 CMAC LOG DHCP_CONFI G_FI LE_NAVE pl ati num cm
3d21h: 338335. 428 CMAC LOG DHCP_ERROR ACQUI RI NG SEC_SVR ADDR

3d21h: 338335. 428 CMAC LOG DHCP_ERROR ACQUI RI NG LOG ADDRESS

3d21h: 338335. 428 CMAC LOG DHCP_COMVPLETE

3d21h: 338335.428 CMAC_LOG_RESET DHCP_FAILED

3d21h: 338335.432 CVAC LOG STATE CHANGE reset _interface_state
3d21h: 338335.432 CVAC LOG STATE CHANGE reset _hardware_state
3d21h: 338336.016 CVMAC LOG STATE_ CHANGE wait_for_link up_state

A3 702 DRo| 22491 AFER7} E[24T Cisco 10S Software Z/2|A HF 12.1(1) TODE DHCP
Meqofl X|&d3Hok gL|Ck 212{L} Cisco 10S Software Release & 12.1(1) TOD7} & &t x| gt x|t
710l2 Z&0| CtZ ClHaol| EAIE WAH EtO|Y LT AS 7hR{2tof & LCt.

344374.528 CMAC LOG STATE_CHANGE dhcp_state
344377.292 CMAC LOG RNG REQ TRANSM TTED
344377.292 CMAC LOG RNG RSP_MBG RCVD

344387. 412 CVAC_LOG _DHCP_ASSI GNED_I P_ADDRESS 10.1.1.20
344387. 412 CVAC_LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
344387. 412 CVAC_LOG DHCP_TOD_SERVER ADDRESS 172.17.110. 136

!--- TOD server IP address obtained. 344387.412 CMAC_LOG DHCP_SET_GATEWAY_ADDRESS 344387.412
CMAC_LOG_DHCP_ERROR_ACQUIRING_TZ_OFFSET

!--- Timing offset not specified in DHCP server. 344387.412 CMAC_LOG DHCP_CONFI G_FI LE_NAME
pl ati num cm 344387. 412 CMAC_LOG DHCP_ERROR_ACQUI RI NG_SEC SVR_ADDR 344387. 412

CMAC_LOG DHCP_ERRCOR_ACQUI RI NG_LOG_ADDRESS 344387.412 CVAC_LOG DHCP_COWPLETE 344387. 412
CVAC_LOG RESET_DHCP_FAI LED 344387. 412 CMAC _LOG STATE_CHANGE reset _interface_state !--- Modem
resetting.

ot CIHZ o= Algh MEHZF X1 2| K| 2k X|2H DHCP AEHoi Efo|Y 2z 40| F4E[o] les
Z 7ol ZHo| 22t ezt Eluct.

3d23h: 345297.516 CMAC_LOG DHCP_ASSI GNED | P_ADDRESS 10. 1. 1. 20
3d23h: 345297.516 CMAC_LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
3d23h: 345297.516 CMAC_LOG_DHCP_ ERROR_ACQUIRING_ TOD_ADDRESS

3d23h: 345297.516 CMAC _LOG DHCP_SET_GATEWAY_ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_TZ_OFFSET

03d23h: 345297.516 CMAC LOG DHCP_CONFI G_FI LE_NAME pl ati num c
3d23h: 345297.520 CMAC_LOG DHCP_ERROR ACQUI Rl NG SEC SVR_ADDR



3d23h: 345297. 520 CVAC_LOG DHCP_ERROR _ACQUI RI NG _LOG_ADDRESS
3d23h: 345297. 520 CVAC_LOG DHCP_COWPLETE

3d23h: 345297.532 CMAC _LOG STATE_CHANGE establish_tod_state
3d23h: 345297.532 CMAC LOG TOD NOT_REQUESTED NO Tl ME_ADDR

3d23h: 345297. 532 CVAC _LOG STATE_CHANGE security_association_state
3d23h: 345297.536 CMAC _LOG SECURI TY_BYPASSED

3d23h: 345297. 536 CVAC _LOG STATE_CHANGE configuration_file
3d23h: 345297.536 CMAC _LOG LOADI NG CONFI G FI LE pl ati numcm

3d23h: 345297.568 CMAC _LOG CONFI G_FI LE_PROCESS COWVPLETE

3d23h: 345297.568 CVMAC _LOG STATE_CHANGE regi stration_state
3d23h: 345297.592 CMAC _LOG REG RSP_MsG RCVD

3d23h: 345297.592 CMAC _LOG COS_ASSI GNED_SI D 17

3d23h: 345297.596 CMAC_LOG RNG REQ QUEUED 7

3d23h: 345297.596 CMAC LOG REGQ STRATI ON_OK

3d23h: 345297.596 CVMAC _LOG STATE_CHANGE establish_privacy_state
3d23h: 345297.596 CMAC _LOG PRI VACY_NOT_CONFI GURED

3d23h: 345297.596 CVMAC _LOG STATE_CHANGE mai nt enance_st at e

133. CABLEI\/[]DEMCISCO 3d23h: 9%.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface changed state to up
DHCP &M & &4 AL QI DHCP & 7{0|=2 2 & & DOCSIS 4 1t (DOCSIS 1.0) 7=

23t
xl-_—;l_% 7; o|.AIA|O

#1: 210 :DHCP MHE CNRE2 AFESE I &5 HMstE 2F = Policy(H2) T4 HIw2l
Servers(AH{) S MM NTP MHE MEISH=E ZdILICHCH Al Bootp Compatible =44 OF2H01| A A
b 2z Al gl Az MHE MEi5{ofF BFLICHCNR T14J0d| CHEF XFAIEH LI 2 CNR A A{2] DHCP

THE XL
DHCP Mt 2t*EH M MH8 2§ 6+ | 2£7Lt Router M ZEo| ZRE IP FAE X|HEH
S HEO| init(i) A EHE ZotatK| LA ELIC . CItH2 Aol 2® mac 21 ofHollM 2 £ QaLct

1dl6h: 146585.940 CMAC_LOG_CONFIG_FILE_ TFTP_FAILED

1d16h: 146585. 940 CMAC LOG CONFI G FI LE_PROCESS COMPLETE

1d16h: 146585. 944 CMAC LOG RESET_CONFI G FI LE_READ FAI LED

1d16h: 146585.944 CMAC_LOG STATE_CHANGE reset _interface_state

1d16h: 146585. 944 CMAC LOG_STATE_CHANGE reset _hardware_state

#1: DOCSIS 7’8 mo| 2R E|RI&LICH 53| DOCSIS CPE Configurator@| MH|A Z2{A
(Class of Service)0l|A{ Maximum Upstream Transmit Burst7P 2552 MHEE 42 2= 0| init(i) £CH
Ol ZIMEIX| I8 & = J&LICE Ol= Ol &% |RA0AM O] &2 *E'”é;'oP'C % 7| DOCSIS A
oM et 2 2 = UESLICLHE E|= 22 1600 EE= 1800HHO|E QILICE.

TOD exchange- init(t) 25 Ej

20| LIEQ| I i7iH+E S8 F0l= TOD(Time Of Day) MEHOIAM AlZhe 230k & LICH
TODE UTC EIUABHZ E AISELICH1970Hd 1 1L EE] X). DHCPL| AjlZt 2Z Al S M Zta}
g5t SR A|ZtS HAHE = U&LICEHO| AlZH2 syslog & O|HIE 27 EFA

Ct.

ot2Holl= init(t)oll SID 12t 27t = AHlo|2 Z=O| Q& LICH %Al 10SQ| AL Cisco I0S Software
Release HH 12.1(1) O|F HHZTQl B2 TOD L &oi AmsiH2t T A ol= E%!OI H& 22kl AME
7} ElL|Ct. of 2l show cable modem H&E CIS0i| L= ClHO £33 & & XSHAAIL.

sydney# show cable mode

Interface Prim Online Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power


//www.cisco.com/warp/customer/109/dhcp_and_docsis_config_cm.html
//www.cisco.com/warp/customer/109/dhcp_and_docsis_config_cm.html
//www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/ciscoasu/nr/nr_2_5/gui_user/03_cm.htm#xtocid1229717
//www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/ciscoasu/nr/nr_2_5/gui_user/03_cm.htm#xtocid1229717

Cabl e2/0/ U0 1 init(t) 2808 0.00 2 0 10.1.1.20 0030. 96f 9. 65d9

Cabl €2/0/W0 2 init(t) 2809 0.25 2 0 10.1.1.21 0030. 96f 9. 6605
Cabl €2/0/W0 3  init(i) 2810 -0.25 2 0 10.1.1.22 0050. 7366. 1e01
2d0lh: 177933.712 CMAC LOG STATE CHANGE dhcp_state

2d01h: 177933.716 CMAC LOG RNG REQ TRANSM TTED
2d01h: 177933.716 CMAC LOG RNG RSP_MSG RCVD

2d01h: 177946.596 CMAC LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1.20
2d01h: 177946.596 CMAC LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
2d01h: 177946. 596 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.130
2d01h: 177946.596 CVMAC LOG DHCP_SET_GATEWAY_ADDRESS

2d01h: 177946.596 CMAC LOG DHCP_TZ_ OFFSET 0

2d01h: 177946. 600 CVMAC _LOG DHCP_CONFI G_FI LE_NAME pl ati num cm

2d01lh: 177946.600 CMAC LOG DHCP_ERROR ACQUI RI NG SEC SVR ADDR

2d01lh: 177946.600 CMAC LOG DHCP_ERROR ACQUI RI NG _LOG ADDRESS

2d01lh: 177946.600 CMAC LOG DHCP_COVPLETE

2d01lh: 177946. 612 CMAC_LOG_STATE_CHANGE establish tod_state
2d01lh: 177946.716 CMAC LOG RNG REQ TRANSM TTED

2d01lh: 177946.716 CMAC _LOG RNG RSP_MsG RCVD

133. CABLEMODEM Cl SCO 2d01lh: 9%.| NEPROTO 5- UPDOMN: Li ne protocol on Interface cap
2d01lh: 177947.716 CMAC LOG RNG REQ TRANSM TTED

2d01lh: 177947.716 CMAC _LOG RNG RSP_MsG RCVD

2d01h: 177948.616 CVAC _LOG TOD REQUEST_SENT 172.17.110. 130
2d01h: 177948. 716 CVAC _LOG RNG_REQ TRANSM TTED
2d01h: 177954.616 CVAC _LOG TOD REQUEST_SENT 172.17.110. 130

2d01h: 177954. 716 CMAC LOG RNG REQ TRANSM TTED

2d01h: 177954.716 CMAC LOG RNG RSP_MSG RCVD

2d01h: 177960. 616 CMAC LOG TOD REQUEST SENT 172.17.110. 130
2d01h: 177960. 712 CMAC LOG RNG REQ TRANSM TTED

2d01h: 177960. 716 CMAC LOG RNG RSP_MSG RCVD

2d0lh: 177961.716 CMAC LOG RNG REQ TRANSM TTED

131.CABLEMODEM.CISCO: 2d01h: %UBR900-3-TOD_FAILED TIMER_EXPIRED:TOD failed,
but Cable Interface proceeding to operational state
2d01h: 177986.616 CMAC_LOG_TOD_WATCHDOG_EXPIRED

2d01lh: 177986. 616 CVMAC LOG STATE_CHANGE security_association_state
2d01lh: 177986.616 CMAC LOG SECURI TY_BYPASSED

2d01lh: 177986. 616 CVAC LOG STATE_CHANGE configuration_file

2d01lh: 177986.620 CMAC LOG LOADI NG CONFI G FI LE pl ati numcm

2d01lh: 177986.644 CMAC LOG CONFI G FI LE_PROCESS COWVPLETE

2d01lh: 177986. 644 CVAC LOG STATE_CHANGE regi stration_state

2d01lh: 177986. 644 CMAC LOG REG REQ MSG QUEUED

2d01lh: 177986.648 CMAC LOG REG REQ TRANSM TTED

2d01lh: 177986.652 CMAC LOG REG RSP_MsG RCVD

2d01lh: 177986.652 CMAC LOG COS_ASSI GNED_SI D 171

2d01lh: 177986.656 CMAC LOG RNG REQ QUEUED 1

2d01lh: 177986.656 CMAC LOG REGQ STRATI ON_OK

!--- Modem online. 2d01h: 177986. 656 CMAC LOG STATE CHANGE establish_privacy_state 2d01h:
177986. 656 CMVAC_LOG PRI VACY_NOT_CONFI GURED 2d01lh: 177986. 656 CMAC _LOG STATE_CHANGE

mai nt enance_state 2d0lh: 177988. 716 CMAC LOG RNG REQ TRANSM TTED

Ol2i= Cisco 10S Software Release HH™ 12.0(7)TE A& st= 71018 ZHOIM ZHXHE CIH
(TOD E}O|H P22 Ql5H DOl MAYHEIURS S E0{ELICH0| B2 ZH2 2212 4EE ¢X|
ZEct

18:31:23: 66683. 974 CVAC_LOG _STATE_CHANGE dhcp_state
18:31:24: 66684.110 CVAC_LOG DHCP_ASSI GNED_I P_ADDRESS 10.1.1.25

18: 31:24: 66684. 114 CVMAC_LOG DHCP_TFTP_SERVER_ADDRESS 172.17.110. 136
18:31:24: 66684.118 CVAC_LOG DHCP_TOD SERVER ADDRESS 172.17.110. 130

! Deliberate wong | P Address

18:31:24: 66684. 122 CMAC LOG DHCP_SET_GATEWAY_ADDRESS

18:31:24: 66684. 124 CVAC_LOG DHCP_TZ_ OFFSET 0

18:31:24: 66684. 128 CMAC LOG DHCP_CONFI G_FI LE_NAME pl ati num cm
18:31:24: 66684. 132 CMAC_LOG DHCP_ERROR_ACQUI RI NG SEC_SVR_ADDR



18:31:24: 66684.136 CMAC_LOG DHCP_COVPLETE

18: 31: 24: 66684. 260 CMAC _LOG STATE_CHANGE establish_tod_state
18:31:24: 66684.268 CVAC _LOG TOD REQUEST_SENT

18: 31: 25: %.1 NEPROTO 5- UPDOMN: Line protocol on Interface cabl e-nodenD, changed state to up
18:31:29: 66689. 952 CVAC_LOG RNG_REQ TRANSM TTED

18:31:29: 66689. 956 CMAC_LOG RNG _RSP_MsG_RCVD

18:32:04: 66724.266 CMAC_LOG_WATCHDOG_TIMER

18:32:04: %UBR900-3-RESET_TOD_WATCHDOG_EXPIRED: Cable Interface Reset due to TOD watchdog timer
18:32:04: 66724.272 CMAC_LOG_RESET_TOD_WATCHDOG_EXPIRED

18: 32: 04: 66724.274 CVAC _LOG STATE_CHANGE reset _interface

! --- Modem resetting.

2F Y4 AlZte Ho| 84 DHCP 74 27 & 7121ZLICTOD @77+ gAY

T|J3lo|Me HOIERI0| T4 P @F FE HFE TOD M FALICHAIZE Mol pingS
TAsto] IP A4 EME slAst T Az HH7L AFE 7HSEHR| Eelg + L

EZ{=#+EE 28l CMTSE ToD MHZ 7Y + JA&LICHBE2 o3 &Lt

i

sydney# conf t

Enter configuration conmands, one per line. End with CNTL/Z.
sydney(confi g)# cable time-server

sydney(confi g)# service udp-small-servers max-servers 25

CMTS7} ToDZ #8E A2 ToD EXME CIHZUSIE Ol A 8E = U= HH 5 25 = show cable
clock, show controller clock-reference &L|C}.

=44 Il & 0| AEHE - init(o) &FEY
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kuf fi ng# show controller cable-modem 0 mac state

MAC St at e: configuration_file_state
Rangi ng SI D 4

Regi st ered: FALSE

Privacy Established: FALSE

Ot2H show cable modem EZof [t & debug cable-modem mac log verbose:= 7
ei&LIChCIHOTL 2

O £ ZIAHLE TFTP A—|H47P AT EXI AR E
Ct.

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address
Sid State O fset Power
Cabl e2/0/ U0 1 init (o) 2812 0.00 2 0

Cabl €2/0/U0 2 init(o) 2814 0.50 2 0

w3d: 880748. 992 CVAC LOG STATE CHANGE

1w3d: 880751. 652 CMAC LOG RNG REQ TRANSM TTED
1w3d: 880751. 656 CMAC LOG RNG RSP_MSG_RCVD

1w3d: 880761. 876 CMAC LOG DHCP_ASSI GNED | P_ADDRESS
1w3d: 880761. 876 CMAC LOG DHCP_TFTP_SERVER ADDRESS
1w3d: 880761. 876 CMAC LOG DHCP_TOD SERVER ADDRESS
1w3d: 880761. 876 CMAC LOG DHCP_SET_GATEWAY_ ADDRESS
1w3d: 880761. 876 CMAC LOG DHCP_TZ OFFSET

1w3d: 880761. 880 CMAC LOG DHCP_CONFI G FI LE_NANE

i

MAC addr ess

0030. 96f 9. 6605
0050. 7366. 1e01

dhcp_state
10.1.1.20
172.17.110. 136

172.17.110. 136

0
data.cm

I|zgofM
CHE ZtelZu

!-—- Corrupt configuration file. 1w3d: 880761. 880 CMAC _LOG DHCP_ERROR_ACQUI RI NG_SEC SVR ADDR
1w3d: 880761. 880 CVAC LOG DHCP_ERROR _ACQUI RI NG LOG ADDRESS 1w3d: 880761. 880

CVAC_LOG DHCP_COWPLETE 1w3d: 880761.892 CMAC LOG STATE _CHANGE establish_tod_state 1w3d:

880761. 896 CVAC LOG TOD REQUEST_SENT 172.17.110.136 1w3d: 880761.904 CMAC LOG TOD REPLY_RECEI VED
3180091733 1w3d: 880761.908 CMAC LOG TOD COVPLETE 1w3d: 880761. 908 CMAC LOG STATE CHANGE
security_association_state 1w3d: 880761. 908 CMAC LOG SECURI TY_BYPASSED 1w3d: 880761.912

CVAC_LOG _STATE_CHANCE configuration_file_state 1w3d: 880761.912 CVMAC LOG LOADI NG _CONFI G FI LE
data.cm 1w3d: 880762. 652 CMAC LOG RNG REQ TRANSM TTED 1w3d: 880762.652 CMAC LOG RNG RSP_MsSG RCVD
133. CABLEMODEM Cl SCO  1w3d: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface cabl e- nbdenD,

changed state to up 1w3d: 880762.928 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1

lw3d: 880762.932 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

1lw3d: 880762.932 CMAC_LOG_RESET CONFIG_FILE_READ FAILED

lw3d: 880762.932 CMAC_LOG_STATE_CHANGE reset_interface_state

1w3dd: 880762. 932 CVAC _LOG_STATE_CHANGE reset _hardware_state

DOCSIS CPE Configurator?| 2 1A of7Hgd of 7t 2 EQHL S 2 YA ID £= S=UA
Ed 27l eigLtt. Zot= ChE HAIX| 2oz ?|e| C|HaLt RAFELIC.

133. CABLEMODEM Cl SCO  00: 13: 07: 9%.1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface cabl e- nodenD,
changed state to up

00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 155
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 115
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 116
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_ATTR MAX LENG128
00: 13: 08: 788. 008 CMAC _LOG CONFI G_FI LE_PROCESS COWPLETE

00: 13: 08: 788. 008 CMAC LOG RESET_CONFI G_FI LE_READ FAI LED

222l 22k2l(d), 2212l(pk), 22t2l(pt) & El

sydney#show cable modem


//www.cisco.com/en/US/products/sw/netmgtsw/ps819/products_user_guide09186a0080174726.html

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess

Sid State O fset Power
Cabl e2/0/ U0 4 online 2810 -0.75 6 0 10.1.1.20 0030. 96f 9. 65d9
Cabl e2/0/ W0 5 online(pt) 2290 0.25 5 0 10.1.1.25 0050. 7366. 2223
Cabl e2/0/ W0 7 online(d) 2815 0.00 6 0 10.1. 1. 27 0001. 9659. 4461

22t2l(d), 22tel, 2etel(pk) & 22t2l(pt)2 M Llst CMOo| 22te! 4EHE E st T|o|HE
ME U fAE = S S LErYLICh gL 22H2l(d)2 2 -0l 22+l 4 EHOIX|2 HIER{Z HAl
A7 HEEIRS S LIEFHLICEH Ol YRH™M S 2 DOCSIS CPE Configurator@| Radio Frequency
Info(FM Ut HE)0l| M Network Access(HE T HMA) SME H[EHA5teE Z20 ErishL
Ct.Network Access(HIE 3 HM[A)of CHEF Z7|27t0] B d3tE|0] JU&LICt.CMo| AEE PCE 7
H5t= DOCSIS 4 njd2 Pte= g 2ot 2 e

2| 2] show cable modem1} debug cable-modem mac log verboseE EA|StH O HESIH £ ¢
ol&LCH
AA EH .

04:11:34: 15094. 700 CVAC_LOG _STATE_CHANGE dhcp_state

04:11:46: 15106. 392 CMAC LOG RNG REQ TRANSM TTED
04:11: 46: 15106. 396 CMAC LOG RNG RSP_MSG_RCVD

04:11:47: 15107.620 CVAC _LOG DHCP_ASSI GNED | P_ADDRESS 10.1.1.20
04:11:47: 15107.620 CVAC _LOG DHCP_TFTP_SERVER ADDRESS 172.17.110. 136
04:11:47: 15107.620 CMAC LOG DHCP_TOD SERVER ADDRESS 172.17.110. 136
04:11:47: 15107.620 CVAC LOG DHCP_SET_GATEWAY_ADDRESS

04:11:47: 15107.620 CMAC LOG DHCP_TZ_OFFSET 0

04:11:47: 15107.624 CVAC LOG DHCP_CONFI G FI LE_NAME noaccess.cm

!--- Network Access disabled. 04:11:47: 15107. 624 CMAC LOG DHCP_ERROR_ACQUI RI NG SEC SVR ADDR
04:11: 47: 15107. 624 CVMAC LOG DHCP_ERROR_ACQUI RI NG LOG ADDRESS 04: 11: 47: 15107. 624

CMAC_LOG DHCP_COWVPLETE 04: 11:47: 15107.636 CMAC LOG STATE CHANGE establish_tod_state 04:11:47:
15107. 640 CVAC _LOG TOD REQUEST_SENT 172.17.110.136 04:11:47: 15107.648
CMAC_LOG TOD REPLY_RECEI VED 3179226080 04:11:47: 15107.652 CMAC LOG TOD COVPLETE 04: 11: 47:
15107. 652 CMAC LOG STATE_CHANGE security_association_state 04:11:47: 15107.652

CMAC_LOG_SECURI TY_BYPASSED 04: 11: 47: 15107.652 CMAC _LOG STATE_CHANGE configuration_file_state
04:11: 47: 15107. 652 CMAC _LOG LOADI NG _CONFI G FI LE noaccess. ¢ 133. CABLEMODEM Cl SCO  04: 11: 48:

%_1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface cabl e-nodenD, changed state to up 04:11:48:
15108. 672 CVAC_LOG CONFI G_FI LE_PROCESS_COWPLETE 04: 11: 48: 15108. 672 CVMAC_LOG _STATE_CHANGE
registration_state 04:11:48: 15108.672 CVAC LOG REG REQ MSG QUEUED 04: 11:48: 15108.676
CMAC_LOG REG REQ TRANSM TTED 04: 11: 48: 15108. 680 CVAC _LOG REG RSP_MsSG RCVD 04: 11:48: 15108. 680
CMAC _LOG COS_ASSIGNED SID 1/4 04:11:48: 15108.684 CVAC LOG RNG REQ QUEUED 4 04:11:48: 15108.684
CMAC_LOG_NETWORK_ACCESS_DENIED

04:11:48: 15108. 684 CVMAC LOG REG STRATI ON_OK

04:11:48: 15108. 684 CMAC LOG STATE CHANGE establish_privacy_state
04:11:48: 15108.684 CVAC LOG PRI VACY_NOT_CONFI GURED
04:11:48: 15108.684 CVAC LOG STATE CHANGE mai nt enance_state

04:11: 49: 15109. 392 CMAC_LOG RNG REQ TRANSM TTED
7]|0|2 =2 & 0i M show controllers cable-modem 0 mac statel| 212 ZHAlst= 2T U&L|Ct.

Config File:

Network Access: FALSE
!--- Network Access denied. Maxi mum CPEs: 3 Baseline Privacy: Auth. Wait Timeout: 10 Reauth.
Wait Tineout: 10 Auth. Grace Tinme: 600 Op. Wait Tineout: 1 Retry Wait Tinmeout: 1 TEK G ace Tine:
600 Auth. Reject Wait Tine: 60 COS 1: Assigned SID: 4 Max Downstream Rate: 10000000 Max Upstream
Rate: 1024000 Upstream Priority: 7 Mn Upstream Rate: O Max Upstream Burst: O Privacy Enabl e:
FALSE

(LHHX| CIAZ 20l MEFE|Q&LICH)
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2etel2 ZEo| 222l &Ei7t Elo{ CMTSet SAIE =+
Interface) 7} & &3tE[X| pf2 B 70l ZH Z=7[3t0f
= JEi7H ELICHBPIZI FEE B2 (pv) SEIE QIS OIS 2 () S .

st= CItH #H|o|&-2 & mac 23 MF HEE AE5t0 CMF0|M &IF ClHT E3 AL
Ct.

5d03h: 445197. 804 CVAC _LOG STATE_CHANCE regi stration_state
5d03h: 445197.804 CMAC LOG REG REQ MSG_QUEUED

5d03h: 445197.812 CMAC LOG REG REQ TRANSM TTED

5d03h: 445197.816 CMAC LOG REG RSP_MSG RCVD

5d03h: 445197.816 CMAC LOG COS_ASSI GNED_SI D 1/ 4

5d03h: 445197.816 CMAC LOG RNG REQ QUEUED 4

5d03h: 445197.816 CMAC LOG REG STRATI ON_OK

5d03h: 445197. 816 CVAC _LOG STATE_CHANCE establish_privacy_state

5d03h: 445197.820 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: KEK, event/state: EVENT_1l_ PROVISIONED/STATE A START, new state: STATE_ B AUTH WAIT
5d03h: 445197.828 CMAC_LOG_BPKM REQ TRANSMITTED

5d03h: 445197.848 CMAC_LOG_BPKM RSP_MSG_RCVD

5d03h: 445197.848 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT_3_ AUTH REPLY/STATE_B_AUTH WAIT, new state: STATE C_AUTHORIZED
5d03h: 445198.524 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: TEK, event/state: EVENT_2_ AUTHORIZED/STATE_A_ START, new state: STATE_B_OP_WAIT
5d03h: 445198.536 CMAC_LOG_RNG_REQ TRANSMITTED

5d03h: 445198.536 CMAC_LOG_RNG_RSP_MSG_RCVD

5d03h: 445198.536 CMAC_LOG_BPKM REQ TRANSMITTED

5d03h: 445198.536 CMAC_LOG_BPKM RSP_MSG_RCVD

5d03h: 445198.540 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: TEK, event/state: EVENT_8 KEY REPLY/STATE B _OP_WAIT, new state: STATE_D_OPERATIONAL

5d03h: 445198. 548 CMAC LOG PRI VACY_| NSTALLED KEY _FOR SI D 4
5d03h: 445198. 548 CVAC_LOG PRI VACY_ESTABLI SHED
5d03h: 445198. 552 CVAC_LOG _STATE_CHANCE nai nt enance_state

5d03h: 445201. 484 CMAC LOG RNG REQ TRANSM TTED
5d03h: 445201. 484 CMAC LOG RNG RSP_MSG_RCVD

Yo 2 BPIO| EX7F UE B reject(pk) & E & UELICEH Ol 7| 215 HHE Snte
22 o|0|&LICt 0l= reject(pk) L reject(pt) Mol M CHELICH.

1
%0

&1 2HIE BPI 22 £&i5t24% CMTSSF CMO| 25 BPI AFE 0|0|X|E A&stm A E=x| &l
grLict. ol ololx|= o|O|X| O|&§Hl K1 7|2 & AF&35t0o{ EA|ELICHEEE DOCSIS CPE
Configurator2| Class of Service(AMH|A Z2HA) S 4 0f2H0i| A Baseline Privacy Enable(7 |2 Z 2}
O|HHA| &3t HEZHME MHEEIRI=X]| QB LICHCMTSHAM BPIZH 43T X| f2 AEfO| M
BPI7} & M3tEl & EHfo A DOCSIS CPE Configuratoroll A BPI7| & 4stEl 4 2etel 2 2=z}
ol Ztol| 2 &0 =&t & Lct.

Telco EIEIE {8 2212l

710|= 2= 0| Telco Return - F0lM 222! & EfY M "Uo"tt 22 UAER ZE CHAU'T'E &
AlgfLIct ot2ff E3ol= o] && 0l Ltk &Lt

ubr 7223# show cable modem

Interface Prim Online Ti m ng Rec QS CPE | P address MAC addr ess
Sid State O f set Power
Cabl e2/0/T 94 online 0 0. 00 3 2 10.10.169.151 0020. 4066. b6b0

Cabl e2/0/T 95 online 0 0. 00 3 1 10. 10. 168. 18 0020. 4061. db5e
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Cabl e2/0/T 96 online 0 0. 00 3 1 10. 10. 169. 240 0020. 4066. b644
Cabl e2/ 0/ U0 97 online 307 0.25 4 1 10. 10. 168. 108 0020. 4002.fc7c
Cabl e2/0/T 98 online 0 0. 00 3 1 10. 10. 169. 245 0020. 4003. 65f e
Cabl e2/ 0/ U0 99 online 332 0.25 4 0 10. 10. 168. 110 0020. 400b. 9b40
Cabl €2/ 0/ U0 100 online 277 0.25 4 1 10. 10. 169. 114 0020. 4002. ff 42
Cabl e2/0/T 101 online 0 0. 00 3 1 10. 10. 169. 175 0020. 4066. b6c8

o|°| EH2 £& 2EoM 2kl dEfe] 7o]€ RElE E0o{ELI|CE.SID 97, 99 2 1002 AFR 5}
7{ol& E'.:él% ZE UAEZ 02 AF25ts BHH LIHX| #Ho|8 ZEI2 °“\EE' Z=20i cHa
telco returng AF& & LICH Telco Return| 74 2! EA| il 2 Mxt= o] EA Q| HLIE 8lo{HfLICt

.Cisco uBR7200 Series Cable Router2| Telephone Return} Cisco CMTS2| Telco Return0f| A &l
3 HrEt HEE X = U&LCH

7HE (pk) & ¥ (pt) &' Ef

Ct=S 2 CMTS 2HE{0f /= show cable modem2| C|AZE 0] &242lL|C}.

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 of fline 2811 0.00 2 0 10.1. 1. 27 0001. 9659. 4461

Cabl e2/ 0/ U0 2 reject (pk) 2812 0.00 6 O 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ W0 3 online 2287 0.00 5 0 10.1.1.25 0050. 7366. 2223

01:58:51: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d9

| HFAH

BPI 780l EX7I U= BR HEE reject(pk) . Ol HEf= YEIHo = CtF Z2 FR0 L

LICE.

rlo
\J
o

. 2185 QFo| CMod| ofsH &4E 74 7|L|Ct2HHE O|HE A|[FHAE ME C|HO 7|08
EFOIHHAIE BT AIL.
. CMTS 2t E{of #Alo]g 2} o|HA| authenticate-modem Z1Z|18i|0|Ad H230| QI X|B Radius
ME{7t ei&Lct,
. A2 2 EIRADIUS ME{L|CE.
. Z2 2 ME RADIUS AEHQILICH.
(p)E Ubtxo 2 55K 2 TEK EE EEHE &5 35 7| 2of 2rAighL|ct.

AtM B LH2 2 Baseline Privacy Interface Specification2 & X5t AIAL .

sydney# debug cable privacy

02:32:08: CMTS Received AUTH REQ.

02:32:08: Created a new CM key for 0030.96£9.65d9.

02:32:08: CMTS generated AUTH KEY.

02:32:08: Input : 70D158F106BO0B75

02:32:08: Public Key:

02: 32: 08: 0x0000: 30 68 02 61 00 DA BA 93 3C E5 41 7C 20 2C D1 87
02:32: 08: 0x0010: 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA E6 A7 71 91
02:32: 08: 0x0020: F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21 B3 6A BE CE
02: 32: 08: 0x0030: 6A BE E1 32 A8 67 9A 34 E2 33 4A A4 OF 8C DB BD
02:32: 08: 0x0040: DO BB DE 54 39 05 BO EO F7 19 29 20 8C F9 3A 69
02:32: 08: 0x0050: E4 51 C6 89 FB 8A 8E C6 01 22 02 34 C5 1F 87 F6
02: 32: 08: 0x0060: A3 1C 7E 67 9B 02 03 01 00 01

02:32:08: RSA public Key subject:
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02:32: 08: 0x0000: 30 7C 30 OD 06 09 2A 86 48 86 F7 OD 01 01 01 05
02:32: 08: 0x0010: 00 03 6B 00 30 68 02 61 00 DA BA 93 3C E5 41 7C
02: 32: 08: 0x0020: 20 2C D1 87 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA
02:32: 08: 0x0030: E6 A7 71 91 F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21
02: 32: 08: 0x0040: B3 6A BE CE 6A BE E1 32 A8 67 9A 34 E2 33 4A A4
02: 32: 08: 0x0050: OF 8C DB BD DO BB DE 54 39 05 BO EO F7 19 29 20
02: 32: 08: 0x0060: 8C F9 3A 69 E4 51 C6 89 FB 8A 8E C6 01 22 02 34
02: 32: 08: 0x0070: C5 1F 87 F6 A3 1C 7E 67 9B 02 03 01 00 01
02:32:08: RSA encryption result =0

02:32:08: RSA encrypted output:

02: 32: 08: 0x0000: B6 CA 09 93 BF 2C 05 66 9D C5 AF 67 OF 64 2E 31
02: 32: 08: 0x0010: 67 E4 2A EA 82 3E F7 63 8F 01 73 10 14 4A 24 ED
02: 32: 08: 0x0020: 65 8F 59 D8 23 BC F3 A8 48 7D 1A 08 09 BF A3 A8
02:32: 08: 0x0030: D6 D2 5B C4 A7 36 C4 A9 28 FO 6C 5D Al 3B 92 A2
02:32: 08: 0x0040: BC 99 CC 1F C 74 F9 FA 76 83 ED D5 26 B4 92 EE
02:32: 08: 0x0050: DD EA 50 81 C6 29 43 4F 73 DA 56 C2 29 AF 05 53
02:32:08: CMTS sent AUTH response.

02:32:08: CMTS Received TEK REQ.

02:32:08: Created a new key for SID 2.

02:32:08: CMTS sent KEY response.

CtE2 e 0 A1 A|CMe| ME C|HT £33t

6d02h: 527617.480 CMAC _LOG CONFI G_FI LE_PROCESS COWVPLETE

6d02h: 527617.480 CVAC _LOG STATE_CHANGE regi stration_state
6d02h: 527617.484 CMAC LOG REG REQ MSG QUEUED

6d02h: 527617.488 CMAC LOG REG REQ TRANSM TTED

6d02h: 527617.492 CMAC LOG REG RSP_MsSG RCVD

6d02h: 527617.492 CMAC _LOG COS_ASSI GNED_SI D 1/ 2

6d02h: 527617.492 CMAC_LOG RNG REQ QUEUED 2

6d02h: 527617.492 CVMAC _LOG REGQ STRATI ON_OK

6d02h: 527617.496 CVMAC _LOG STATE_CHANGE establish_privacy_state

6d02h: 527617.496 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT_1 PROVISIONED/STATE_ A START, new state: STATE B _AUTH_WAIT
6d402h: 527617.504 CMAC_LOG_BPKM REQ TRANSMITTED

6d402h: 527617.504 CMAC_LOG_BPKM_RSP_MSG_RCVD

6d02h: 527617.508 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT 2 AUTH REJECT/STATE_B_AUTH WAIT, new state:
STATE_E_AUTH REJ WAIT

129 .CABLEMODEM.CISCO: 6d02h: %CMBPKM-1-AUTHREJECT: Authorization request rejected by CMTS:
Unauthorized CM

6d02h: 527618. 588 CVAC _LOG RNG REQ TRANSM TTED

6d02h: 527618. 592 CVAC _LOG RNG RSP_MSG_RCVD

OrEF7HX|Z CMTS EHE 2| LI #H|o|E Z2to|HAlE CHE1 22 27 E MLt

02: 47: 00: CMIS Recei ved AUTH REQ

02:47: 00: Sending KEK REJECT.
02: 47: 05: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d9

UL A= EOE 2FE 223 LIEUT| MEte2 els 45 S=UA Z-of lEm oA
ZAu|agolde| CMTS 2t E0M CFE BFo| Heg =+ Qlcts ALt

sydney(config-if)# cable privacy 40-bit-des



- 75 (m) &Ej

Au|apio|ld £ 2E 7Hu|ago|4Md MA ol T4 5
Integrity Checks) AE3to] 88 QH(REG-REQ)2 ™
Ol M& Soi & EIX| A=K & °lo+“ gt S XS5t
HaILICH.CMTS MICE 0|8 2§ HI% O_la IXPOE#
7ol SLrLICE Ol 37 HIZ2 CMTSoHIM x| 2!
L|CF.

g1 CM & CMTS MIC(Message
FLICH CM MICE Zdm|z22o|M ot
ZAm[aefo|M mhd Ao Cit sHAIE
g MME ZEEtChE M2 AelsHH
SRECMTSH S28 4+ AUz 8

A

rr ok
11°I'

|>| 2
rﬂzr':

sydney# show cable modem

Interface PrimOnline Tim ng Rec QoS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 reject(m) 2807 0.00 2 O 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/ 0/ U0 2 online 2284 -0.50 5 O 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 3 of fline 18669 0.25 2 O 10.1.1.26 0050. 7366. 2221

01:17:59: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60
01:18:21: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60

?lo] =240 M= SID 10| U= AH0|E ZHIO| reject(m) HEfRIES Eo{FLICH Ol LEHIXMOZ OIS
ot Z2 O|fZE ol YMstE ZREl MIC(Message Integrity Check) 2 Q151 2F M EFL|C}.

. 710|2 QIE{H| O|A ofzfol +MHE 7H0lE 37 ¢ =2 DOCSIS CPE Conflgurator_°_|
Miscellaneous(7|El) &M OF2H omrs Aut hent i cati on(CMTS @15) Zt0| L X|5HXK| SE&LICEH 7|
Mo R F 2 25 o /e X|HetHK] 2 % a2 2ME HH“”A|9|7<| fofok g LCt.

EAE M E|'°'(DOCS|S _u_|.ol)ol|__||:|.

CtS22 Cl #AHo|8 28 MAC 2 (verbose)E AFE35104 70|18 2E So|M 8 CIHO &
EI‘.’=||-—|l:|'.

LS

00: 32: 08: 1928. 816 CMAC_LOG _STATE_CHANGE establish_tod_e

00: 32: 08: 1928. 820 CVAC _LOG TOD REQUEST_SENT 172.17.110. 136

00: 32: 08: 1928. 828 CVAC_LOG TOD _REPLY_RECEI VED 3179139839

00: 32: 08: 1928. 832 CVAC_LOG TOD COWPLETE

00: 32: 08: 1928. 832 CMAC_LOG_STATE_CHANGE security_association_state
00: 32: 08: 1928. 832 CVAC_LOG_SECURI TY_BYPASSED

00: 32: 08: 1928. 832 CMAC_LOG_STATE_CHANGE configuration_e

00: 32: 08: 1928. 832 CVAC_LOG_LQADI NG_CONFI G_FI LE pl ati numcm

00: 32: 09: 1929. 708 CMAC_LOG RNG_REQ TRANSM TTED

00: 32: 09: 1929. 712 CMAC_LOG _RNG_RSP_MSG_RCVD

133. CABLEMODEM Cl SCO  00: 32: 09: %.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface

00: 32: 09: 1929. 852 CMAC_LOG _CONFI G_FI LE_PROCESS COVPLETE

00: 32: 09: 1929. 856 CMAC_LOG_STATE_CHANGE registration_state
00: 32: 09: 1929. 856 CMAC _LOG REG REQ MSG_QUEUED

00: 32: 09: 1929. 860 CMAC _LOG REG REQ TRANSM TTED

00: 32: 09: 1929. 864 CMAC_LOG REG RSP_MSG_RCVD

00:32:09: 1929.864 CMAC_LOG_RESET AUTHENTICATION_ FAILURE
00: 32: 09: 1929. 868 CMAC_LOG _STATE_CHANGE reset_interface_state
00: 32: 09: 1929. 868 CMAC_LOG _STATE_CHANGE reset _hardware_state

BXE sZdstedH &8 ZAn|anio|M o Uat CMTS Authentication0i| A #| 0|8 QIE{H| O] A Q]
Flolg 35 HIY 2foll £HE Ja 58t 2 7HK| D lo{ok &Lct.
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=8 - HE(c) &EH

sydney# show cable modem

Interface PrimOnline Tim ng Rec QS CPE | P address MAC addr ess
Sid State O fset Power

Cabl e2/0/ W0 1 of fline 2807 -0.25 2 O 10.1.1.20 0030. 96f 9. 65d9

Cabl e2/0/ U0 2 online 2284 -0.25 5 0 10.1.1.25 0050. 7366. 2223

Cabl e2/0/ U0 3 reject(c) 2286 -0.25 2 O 10.1.1. 26 0050. 7366. 2221

20:35:59: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0050.7366.2Q

?loi| Lot U= JAX{H SID 32 A& st= 70|18 2E2 & X E COS(Class of Service) E=
reject(c) N2 SE5tX| 2 &LICH YHtXMo 2 0| @FE CIST 22 0|RE WrAshL|CH.

. CMTS 2IRE{7} EH % COSE 518 & =+ QUL HEE &= Qig
. DOCSIS CPE Configurator2| Class of Service(MH|A Z2iA) SMof 22 L HE o7

(of: 3Lt IDE 7T F 71| MH|A EefA)7F U& LI

of2i= CM 01 A 7HX2 CIH #Ho|& 28 MAC 211 MR HEoi 22 E COSE Qg Fol7t
FEAE ALt

1w3d: 885643.820 CMAC_LOG_STATE_CHANGE registration_state
1w3d: 885643. 820 CMAC LOG REG REQ MSG QUEUED

1w3d: 885643. 824 CMAC LOG REG REQ TRANSM TTED

1w3d: 885643. 828 CMAC LOG REG RSP_MsG RCVD

1lw3d: 885643.828 CMAC_LOG_SERVICE_NOT AVAILABLE 0x01,0x01,0x01

1lw3d: 885643.828 CMAC_LOG_RESET_SERVICE_NOT_AVAILABLE

1w3d: 885643. 828 CMAC LOG STATE CHANGE reset _interface state
1w3d: 885643. 832 CMAC LOG STATE CHANGE reset _hardware_state
1w3d: 885644.416 CMAC LOG STATE CHANGE wait_for_link up_state
1w3d: 885644.420 CMAC LOG DRI VER | NI T_I DB_RESET 0x8039E23C

1w3d: 885644. 420 CMAC LOG LI NK_DOMWN

1w3d: 885644.420 CVAC LOG LI NK_UP

1w3d: 885644. 420 CMAC LOG STATE CHANGE ds_channel _scanni ng_state
133. CABLEMODEM Cl SCO  1w3d: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface cabl e- nodenD,
changed state to down

1w3d: 885645.528 CMAC LOG UCD MsG_RCVD 1

1w3d: 885646. 828 CMAC LOG DS 64QAM LOCK_ACQUI RED 453000000

OrEt7LX|2 CMTS 2R E{Q| CIH #Ho|l@ S8 2 CtS HIAIXIE NS ELICE.

sydney# debug cable registration

CMIS regi stration debugging is on

sydney#

1d04h: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0001.9659.4461
on interface Cable2/0/UO0:

Bad/ M ssing O ass of Service Config in REG REQ
DHo| 23 ofEH AHMEYE| T CHA| AR E|=X| #olghL|Ct.

=
25



CMOM HEEE HYH EA|

kuf fi ng# show controllers cable-modem 0 mac state

MAC St at e:
Rangi ng SI D
Regi st ered:
Privacy Establ
M B Val ues:
Mac Resets:
Sync | ost:
Invalid Maps:
Invalid UCDs:

Invalid Rng Rsp:
Invalid Reg Rsp:

T1 Ti neouts:
T2 Ti neouts:
T3 Ti neouts:
T4 Ti neouts:
Range Aborts:

DS | D:

DS Frequency:

DS Synbol Rate:

DS QAM Mbde

DS Search:
79 453000000
80 93000000
81 111025000
82 231012500
83 333025000
84 339012500
85 405000000
86 123012500
87 135012500
88 141000000
89 219000000
90 177000000
91 55752700
92 79753900
93 175758700
94 121756000
95 217760800
96 73753600
97 403770100
98 601780000
99 805790200

US | D

US Frequency:
US Power Level:
US Synbol Rate:
Rangi ng O f set:
M ni-Slot Size:
Change Count:

shed:

OO O0OO0OO0OO0OO0OO0OO0oOOoOOo

855000000
105000000
117025000
327012500
333025000
399012500
447000000
129012500
135012500
171000000
225000000
213000000

67753300

85754200
211760500
169758400
397769800
115755700
595779700
799789900
997799800

Preanbl e Pattern:

mai nt enance_st at e

1
TRUE
TRUE

0
453000000
5056941
64QAM

6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000000
6000300
6000300
6000300
6000300
6000300
6000300
6000300
6000300
6000300

1
27984000
23.0 (dBnv)
1280000
12418

8

6

CCCCCcCCCCCCCCCCC CCcCceeceeceecececee

CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC cC
CC CC CC CC CC CC CC cC

CC CC CC CC CC CC CcC CcC
CC CC CC CC CC CC CcC cC
CC CC CC CC CC CC CcC cC
CC CC CC CC CC CC CcC cC



CCCCCCCcCCCCCCCCC CCCCceeceeceeccececee
CCCCCCCcCCCCCCCCC CCCCceeceeceeccececee
CCCCCCCcCCCCCCCCCC CCccceeceecececeobob

Burst Descriptor O:

Interval Usage Code: 1
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 64
Preanbl e Val ue O fset: 952
FEC Error Correction: 0
FEC Codeword Info Bytes: 16
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 1
Guard Time Size: 8
Last Codeword Lengt h: 1
Scranbl er on/of f: 1

Burst Descriptor 1:

Interval Usage Code: 3
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 128
Preanbl e Val ue O fset: 896
FEC Error Correction: 5
FEC Codeword Info Bytes: 34
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 0
Guard Time Size: 48
Last Codeword Lengt h: 1
Scranbl er on/of f: 1
Burst Descriptor 2:
Interval Usage Code: 4
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 128
Preanbl e Val ue O fset: 896
FEC Error Correction: 5
FEC Codeword Info Bytes: 34
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 0
Guard Time Size: 48
Last Codeword Lengt h: 1
Scranbl er on/of f: 1
Burst Descriptor 3:

Interval Usage Code: 5
Modul ati on Type: 1
Differential Encoding: 2
Preanbl e Lengt h: 72
Preanbl e Val ue O fset: 944
FEC Error Correction: 5
FEC Codeword Info Bytes: 75
Scranbl er Seed: 338
Maxi mum Bur st Si ze: 6
Guard Time Size: 8
Last Codeword Lengt h: 1
Scranbl er on/of f: 1

Burst Descriptor 4:
Interval Usage Code: 6
Modul ati on Type: 1



Differential Encoding:

Preanbl e Lengt h:

Preanbl e Val ue O fset:

FEC Error Correction:

FEC Codeword I nfo Bytes:

Scranbl er Seed:

Maxi mum Bur st Si ze:
Quard Tine Size:

Last Codeword Lengt h:
Scranbl er on/ of f:

Config File:
Net wor kK Access:
Maxi mum CPEs:
Basel i ne Privacy:
Auth. Wait Timeout:

Reauth. Wit Ti neout:

Auth. Grace Tine:

Op. Wit Timeout:

Retry Wait Timeout:
TEK Grace Tine:

cos 1
Assigned SID:

Max Downstream Rat e:

Max Upstream Rat e:

Upstream Priority:
M n Upstream Rat e:
Max Upstream Burst:
Privacy Enabl e:

Rangi ng Backoff Start:
Rangi ng Backof f End:
Dat a Backoff Start:
Dat a Backof f End:

| P Address:

Net Mask:

TFTP Server | P Address:
Time Server |P Address:
Config File Name:

Time Zone O fset:

Log Server |P Address:

Drop Ack Enabl ed:

Mac Sid Status

Max Sids: 4 Sids In Use:

Mac Sid O:

Sid: 1 State: 2

Mac Sid 1:

Sid: 0 State: 1

Mac Sid 2:

Sid: 0 State: 1

Mac Sid 3:

Sid: 0 State: 1

Test sid queue:
kuf fi ng#

2
80
936

220
338

= = 00 O

TRUE

10
10
600
1

1

600
Auth. Reject Wait Tinme: 60

TRUE

1

1

10000000
1024000

6

0

0

TRUE

0 (at initial
3 (at initial
0 (at initial
4 (at initial
10.1.1.20

255.255.255.0
172.17.110. 136
172.17.110. 136

privacy.cm

0

0.0.0.0

CM Fo| MAl c|HHa Z*

kuf fi ng# debug cable mac log verbose

rangi ng)
rangi ng)
rangi ng)
rangi ng)



1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
lw0d:
1w0d:

1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
lw0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:

606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.
606764.

606764
606765

606772

606773.
606773.
606775.
606775.
606778.

132
132
136
136
136
140
140
140
144
144
148
148
148
152
152
152
156
156
160
160
160
164
164
.164

. 416
131. CABLEMODEM Cl SCO  1wO0d:
606766.
606766.
606766.
606767.
606769.
606769.
606769.
606769.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606771.
606772.
606772.
606772.

576
576
576
416
416
416
416
420
416
416
416
436
452
452
452
452
456
456
456
456
512
516
516
516
516
516
520
520
524
524
524
.524
564
564
560
564
560

CMAC LOG LI NK_UP
CMAC_LOG STATE_CHANGE

CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC LOG W LL_SEARCH DS_FREQUENCY BAND
CMAC_LOG_WILL_SEARCH SAVED DS FREQUENCY
CMAC_LOG UCD_MSG_RCVD

9%.1 NK- 3- UPDOWN:
CMAC LOG DS 64QAM LOCK_ACQUI RED
CMAC LOG DS_CHANNEL_SCAN_COMPLETED
CMAC_LOG STATE_CHANGE

CMAC_LOG UCD_MSG_RCVD

CMAC_LOG UCD_MSG _RCVD

CMAC LOG ALL_UCDS_FOUND

CMAC_LOG STATE_CHANGE

CMAC_LOG FOUND_US_CHANNEL
CMAC_LOG UCD_MSG_RCVD

CMAC_LOG UCD_NEW US_FREQUENCY
CMAC LOG SLOT_S| ZE_CHANGED
CMAC_LOG UCD_UPDATED

CMAC_LOG MAP_MSG RCVD

CMAC LOG | NI TI AL_RANGI NG M NI SLOTS
CMAC_LOG STATE_CHANGE

CMAC_LOG RANGI NG OFFSET_SET_TO
CMAC LOG POWER LEVEL IS

CMAC_LOG STARTI NG RANG NG
CMAC LOG RANGI NG BACKOFF_SET
CMAC_LOG RNG REQ QUEUED
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD

CMAC LOG RNG RSP_SI D_ASSI GNED
CMAC LOG ADJUST RANG NG OFFSET
CMAC_LOG RANGI NG OFFSET_SET_TO
CMAC_LOG ADJUST TX_POVER

CMAC_LOG STATE_CHANGE
CMAC_LOG RNG REQ QUEUED
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD
CMAC_LOG RANGI NG SUCCESS
CMAC_LOG_STATE_CHANGE
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD
CMAC_LOG RNG REQ TRANSM TTED
CMAC_LOG RNG RSP_MBG RCVD
CMAC_LOG RNG REQ TRANSM TTED

I nterface cabl e- nodenD,

ds_channel _scanni ng_state

99/ 805790200/ 997799800/ 6000300
98/ 601780000/ 799789900/ 6000300
97/ 403770100/ 595779700/ 6000300
96/ 73753600/ 115755700/ 6000300
95/ 217760800/ 397769800/ 6000300
94/ 121756000/ 169758400/ 6000300
93/ 175758700/ 211760500/ 6000300
92/ 79753900/ 85754200/ 6000300
91/ 55752700/ 67753300/ 6000300
90/ 177000000/ 213000000/ 6000000
89/ 219000000/ 225000000/ 6000000
88/ 141000000/ 171000000/ 6000000
87/ 135012500/ 135012500/ 6000000
86/ 123012500/ 129012500/ 6000000
85/ 405000000/ 447000000/ 6000000
84/ 339012500/ 399012500/ 6000000
83/ 333025000/ 333025000/ 6000000
82/ 231012500/ 327012500/ 6000000
81/111025000/ 117025000/ 6000000
80/ 93000000/ 105000000/ 6000000
79/ 453000000/ 855000000/ 6000000
453000000

1

changed state to up
453000000

wait _ucd_state
1
1

wait _map_state
1

1

27984000

8

41

ranging_1_state

9610

20.0 dBmV (commanded)

0
0

1

2810

12420

17
ranging_2_state
1

dhcp_state



1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:
1w0d:

606778.
606780.
606780.
606782.
606782.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.
606785.

564 CMAC_LOG RNG RSP_MSG RCVD
564 CMAC_LOG RNG REQ TRANSM TTED

564 CMAC_LOG RNG RSP_MSG RCVD

560 CMAC_LOG RNG REQ TRANSM TTED

564 CMAC_LOG RNG RSP_MSG RCVD
408CMAC_LOG_DHCP_ASSIGNED IP_ ADDRESS
408 CMAC LOG DHCP_TFTP_SERVER ADDRESS
408 CMAC LOG DHCP_TOD_SERVER ADDRESS
408 CMAC LOG DHCP_SET_GATEWAY ADDRESS
408 CMAC LOG DHCP_TZ_OFFSET 0
412 CMAC_LOG_DHCP_CONFIG_FILE_NAME

412 CMAC LOG DHCP_ERROR ACQUI RI NG SEC SVR ADDR
412 CMAC LOG DHCP_ERROR ACQUI RI NG LOG ADDRESS
412 CMAC_LOG DHCP_COVPLETE

424 CMAC LOG STATE CHANGE

428 CMAC LOG TOD REQUEST SENT

440 CMAC LOG TOD REPLY RECEI VED

440 CMAC LOG TOD COWPLETE

10.1.1.20

172.17.110. 136
172.17.110. 136

privacy.cm

establish_tod_state
172.17.110. 136
3179817738

1w0d:
1w0d:
1w0d:
1w0d:

606785.
606785.
606785.
606785.

440
444
444
444

CMAC_LOG STATE_CHANGE
CMAC_LOG SECURI TY_BYPASSED
CMAC_LOG STATE_CHANGE
CMAC_LOG_LOADING_CONFIG_FILE

security_associ ation_state

configuration_file_state
privacy.cm

1w0od: 606785.560 CVMAC LOG RNG REQ TRANSM TTED
1w0od: 606785.564 CMAC LOG RNG RSP_MSG_RCVD
133. CABLEMODEM Cl SCO  1w0d:
changed state to up

1w0od: 606786.460 CVAC LOG CONFI G FI LE_PROCESS COWPLETE
1w0od: 606786. 460 CMAC LOG STATE_CHANGE

1w0od: 606786. 464 CMAC LOG REG REQ MSG_QUEUED

1w0od: 606786. 468 CMAC LOG REG REQ TRANSM TTED

1wod: 606786.472 CMAC LOG REG RSP_MSG_RCVD

1w0od: 606786.472 CMAC _LOG COS_ASSI GNED_SI D 1/1
1w0od: 606786.472 CVAC_LOG RNG REQ QUEUED 1
1w0od: 606786.472 CVMAC LOG REGQ STRATI ON_COK
1w0d: 606786. 476 CMAC_LOG_STATE_CHANGE
1w0od: 606786.476 CMAC LOG PRI VACY_FSM STATE_CHANGE machi ne:
EVENT_1_ PROVI SI ONEDY STATE_A_START, new state: STATE B AUTH WAI T

1w0od: 606786.480 CVAC _LOG BPKM REQ TRANSM TTED

1wod: 606786.496 CMAC _LOG BPKM RSP_MSG _RCVD

1w0d: 606786. 496 CMAC LOG PRI VACY_FSM STATE CHANGE machi ne:
EVENT_3_AUTH_ REPLY/ STATE_B AUTH WAI T, new state: STATE C AUTHORI ZED
1w0d: 606787. 176 CMAC LOG PRI VACY_FSM STATE CHANGE machi ne:
EVENT 2_AUTHORI ZED/ STATE_A START, new state: STATE B OP WAIT

1w0d: 606787.184 CMAC LOG BPKM REQ TRANSM TTED

1w0d: 606787. 188 CMAC LOG BPKM RSP_MSG RCVD

1w0d: 606787. 192 CMAC LOG PRI VACY_FSM STATE CHANGE machi ne:

EVENT 8 _KEY_REPLY/ STATE_B OP_WAI T, new state: STATE D OPERATI ONAL
1wod: 606787.200 CMAC_LOG_PRIVACY INSTALLED KEY FOR_SID 1
1w0d: 606787. 200 CMAC LOG PRI VACY ESTABLI SHED
1w0d: 606787. 204 CMAC_LOG_STATE_CHANGE

1w0d: 606787.560 CMAC LOG RNG REQ TRANSM TTED

CMTSHM HEED T2 A

sydney# show controllers cable 2/0

Interface Cabl e2/0

Hardware is MC16B

BCMB210 revi si on=0x56B0

i db 0x619705D8 MAC regs 0x3D100000 PLX regs 0x3D000000

rx ring entries 1024 tx ring entries 128 MAP tx ring entries 128
Rx ring 0x4B0607C0 shadow 0x6198DDF8 head 272

Tx ring 0x4B062800 shadow Ox6198EE68 head 127 tail 127 count O

YL INEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO0,

registration_state

establish_privacy_state

KEK, event/ st ate:

KEK, event/ st at e:

TEK, event/state:

TEK, event/state:

mai nt enance_state



MAP Tx ring 0x4B062C40 shadow 0x6198F2D8 head 33 tail 33 count O
MAP timer sourced fromslot 2

throttled O enabled O disabled O

Rx: spurious 769 framing_err O hcs_err 1 no_buffer O short_pkt O
no_enqueue 0 no_enp O nmiss_count O latency 8
invalid_sid 0 invalid_mac 0 bad_ext_hdr_pdu 0 concat 0 bad-concat 0

Tx: full O drop O stuck O latency O

Mrx: full O drop O stuck O latency 9

Slots 132642 NoUWCol | NoEngy 2 FECorHCS 1 HCS 1

Req 1547992064 ReqColl 0 RegNoi se 14211 ReqNoEnergy 1547905820

RegDat a 0 RegDat aCol| 0 RegDat aNoi se 0 RegDat aNoEnergy O

Rng 89613 RngCol |l O RngNoi se 255

FECBI ks 248575 UnCor FECBI ks 2 Cor FECBI ks 0

MAP FI FO overflow O, Rx FIFO overflow O, No rx buf O

DS FI FO overflow 0, US FIFO overflow O, US stuck O

Bandwi dt h Request s= 0x11961

Pi ggyback Requests= OxECCl

Rangi ng Request s= 0x15D15

Timng OFfset = 0x0

Bad bandwi dt h Requests= 0x0

No MAP buffer= 0x0

Cable2/0 Downstream is up

Frequency not set, Channel Wdth 6 MHz, 64-QAM Synbol Rate 5.056941 Msps

FEC ITU-T J.83 Annex B, RIS Interl eave |=32, J=4
Downstream channel ID: 0O
Cable2/0 Upstream 0 is up

Frequency 27.984 MHz, Channel Wdth 1.600 MHz, QPSK Synmbol Rate 1.280 Msps

Spectrum Group is overridden

SNR 29. 8280 dB

Nom nal | nput Power Level 0 dBnV, Tx Timng Ofset 2815
Rangi ng Backoff automatic (Start 0, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
Tx Backoff Start 0, Tx Backoff End 4

Modul ation Profile Goup 1

Concatenation is enabl ed

part i d=0x3137, rev_id=0x03, rev2_id=0xFF
nb_agc_t hr =0x0000, nb_agc_non=0x0000

Range Load Reg Size=0x58

Request Load Reg Si ze=0xO0E

M ni sl ot Size in nunber of Tinebase Ticks is = 8
Mnislot Size in Synmbols = 64

Bandwi dt h Requests 0x11969

Pi ggyback Requests = OxECC8

Inval i d BW Request s= 0x0

M ni sl ot s Request ed= Ox1Cl3EF

Mnislots Ganted = Ox1C13EF

Mnislot Size in Bytes = 16

Map Advance (Dynamic) : 2454 usecs

UCD Count = 40287

Elo|H AT

I 10% A Jhs8 UCDE Jchals AlzZH

T s HZCo AE Hoof CHef =7 S A 2a|
o [12£ 7742 Jictale Alzt

T (20022 [|HY x| 50l RNG-RSPE 7|Ct2|= Al
3 |= zkelLct,




T 30 AE|O|M RX| £ 7H50] AE|0[M R X
4 P97 |24 welB Sustol 9l ilste Al
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CMTS Hi#& 74

sydney# wr t

Bui | di ng configuration...
Current configuration:

1

version 12.1

service timestanps debug uptine
service timestanps | og uptine
no servi ce password-encryption
1

host nane sydney
1

boot system flash ubr7200-i kls-nz_121-2_T. bin

no | oggi ng buffered

enabl e password ci sco

!

no cabl e qos pernission create
no cabl e qos permi ssion update

cabl e qos perm ssion nodens
1

ip subnet-zero
no i p domai n-| ookup

nterface FastEthernet0/0
no i p address

shut down

hal f - dupl ex

nterface Ethernetl1/0

ip address 172.17.110. 139 255. 255. 255. 224

nterface Ethernetl/1
no i p address
shut down

nterface Ethernetl/2
no i p address
shut down

nterface Ethernetl1/3
no i p address
shut down

nterface Ethernetl/4
no i p address
shut down




1
interface Ethernetl/5
no i p address
shut down
1
interface Ethernetl/6
no i p address
shut down
1
interface Ethernetl/7
no i p address
shut down
1
interface Cable2/0
i p address 10.10.1.1 255.255. 255. 0 secondary
ip address 10.1.1.10 255.255.255.0
no keepalive
cabl e downstream annex B
cabl e downstream nodul ati on 64gam
cabl e downstream i nterl eave-depth 32
cabl e upstream 0 frequency 28000000
cabl e upstream O power-level 0O
no cabl e upstream 0 shut down
cabl e upstream 1 shut down
cabl e upstream 2 shut down
cabl e upstream 3 shut down
cabl e upstream 4 shut down
cabl e upstream 5 shut down
cabl e dhcp-gi addr policy
cabl e hel per-address 172.17.110. 136

nterface Cabl e3/0

no i p address

no keepalive

shut down

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstream i nterl eave-depth 32
cabl e upstream 0 shut down

cabl e upstream 1 shut down

cabl e upstream 2 shut down

cabl e upstream 3 shut down

cabl e upstream 4 shut down

cabl e upstream 5 shut down
1

ip classless
ip route 0.0.0.0 0.0.0.0 172.17.110.129
no ip http server
1
!
line con O
exec-timeout 0 O
transport input none
line aux O
line vty O
exec-timeout 0 O
password ci sco
| ogin
line vty 1 4
password ci sco
| ogin
!
end



sydney# show version

Cisco Internetwork Operating System Software

I0S (tm) 7200 Software (UBR7200-1K1S-M, Version 12.1(2)T, RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2000 by cisco Systens, Inc.
Conpi | ed Tue 16- May-00 13: 36 by ccai
I mage text-base: 0x60008900, data-base: 0x613E8000

ROM System Bootstrap, Version 11.1(10) [dschwart 10], RELEASE SOFTWARE (fcl)
BOOTFLASH: 7200 Sof tware (UBR7200-BOOT-M, Version 12.0(10)SC,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

sydney uptime is 1 day, 4 hours, 31 minutes
System returned to ROM by rel oad
Systemimage file is "slotO:ubr7200-ikls-nz_121-2_T. bi n"

ci sco uBR7223 (NPE150) processor (revision B) with 57344K/8192K bytes of menory.
Processor board | D SAB0249006T

R4700 CPU at 150Mhz, Inplementation 33, Rev 1.0, 512KB L2 Cache

3 slot mdplane, Version 1.0

Last reset from power-on
Bri dgi ng software.

X. 25 software, Version 3.0.0.

8 Ethernet/| EEE 802. 3 interface(s)

1 FastEthernet/| EEE 802. 3 interface(s)

2 Cabl e Mbdem network interface(s)

125K bytes of non-volatile configuration nmenory.
1024K bytes of packet SRAM nmenory.

20480K bytes of Flash PCMCIA card at slot O (Sector size 128K).
4096K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0x2102

ol e
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- Technical Support - Cisco Systems

ZHo}

=

3H

4

)


//www.cisco.com/en/US/customer/tech/tk86/tk168/technologies_tech_note09186a0080094d00.shtml?referring_site=bodynav
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//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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