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Cisco 1600 Router(PPPoE &2} 0|2 E)

PPPoOE cl i ent #show running-config
Bui | di ng configuration..

Current configuration : 1099 bytes
!

version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

!

host nanme PPPoE cl i ent

!

no | oggi ng consol e

enabl e password cisco
|

username LAC password 0 cisco

!--- Cmts-user name/password sent to LNS to create the

L2TP tunnel. username LNS password 0 cisco
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! --- Lns-user name/password used by LNS to authenticate
tunnel creation. username user@surf.org

!--- Specifies a username and password for each user to
be granted PPPoE access. !--- This can be configured on
the RADIUS authentication servers. ip subnet-zero no ip

domai n | ookup ip donmain nane surf.org ! vpdn enable
1

vpdn-group 1
request-dialin
protocol pppoe

interface Ethernet0

no ip address

pppoe enable

pppoe-client dial-pool-number 1

!
interface Virtual-Templatel
no ip address

ip mtu 1492

no peer default ip address
1

interface Serial0

no i p address

shut down

no fair-queue

!

interface Seriall

no i p address

shut down

!

interface Dialerl

mtu 1492

ip address negotiated

ip nat outside
encapsulation ppp

dialer pool 1

ppp chap hostname user@surf.org
prpp chap password 0 cisco

1

ip nat inside source list 1 interface Dialerl overload
ip classless

ip route 0.0.0.0 0.0.0.0 Dialerl

no ip http server

|
access-list 1 permit any
|
!
line con O
line vty 0 4
password ci sco
| ogin
!
end

Cisco uBR7100 CMTS(LAC)




LAC#show running-config
Bui | di ng configuration..

Current configuration : 2442 bytes
]
version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

]
hostname "LAC"
!
no | oggi ng consol e
enabl e password cisco
!
I --- Cmts-user name/password sent to LNS to create the
L2TP tunnel. username LAC password 0 cisco

! --- Lns-user name/password used by LNS to authenticate
tunnel creation. username LNS password 0 cisco

!--- Specifies a username and password for each user to
be granted PPPoE access. !--- This can be configured on
the RADIUS authentication servers. username
user@surf.org

no cabl e qos pernission create
no cabl e qos pernission update
cabl e qos perni ssi on nodens
cable time-server
|
cable config-file platinumcm
service-class 1 nmax-upstream 128
service-class 1 guaranteed-upstream 10
service-class 1 nax-downstream 10000
service-class 1 nax-burst 1600
cpe max 10
ti mestanp
|
i p subnet-zero
|
!
no i p domain | ookup
|
i p dhcp pool pppoe
network 10.1.4.0 255.255.255.0
bootfile platinumcm
next-server 10.1.4.1
default-router 10.1.4.1
option 7 ip 10.1.4.1
option 4 ip 10.1.4.1
option 2 hex ffff.8f80
|l ease 7 0 10

i p dhcp pool pppoe_clients
network 172.16.29.0 255. 255. 255. 224
next -server 172.16.29.1
default-router 172.16.29.1
domai n-nanme surf.org
|l ease 7 0 10
]
!--- FEnables Virtual Private Dial-Up Networking (VPDN).
vpdn enable




vpdn logging

!--—- VPDN group 1 configures the router to accept PPPOE

connections. !--- Specifies the virtual template used
for the virtual interfaces that are created !--- for
each PPPoE session. ! vpdn-group 1

accept-dialin
protocol pppoe
virtual-template 1

!--—- VPDN group 2 configures the group to be used for
the L2TP tunnel to the LNS. !--- PPPOE sessions will be
initiated from clients using the domain surf.org.

vpdn-group 2
request-dialin
protocol 1l2tp
domain surf.org
initiate-to ip 1.1.1.8
local name LAC

!--- Disables authentication for creation of L2TP
tunnel. no 12tp tunnel authentication
]
]
]
!
interface Fast Et hernet0/0
i p address 2.2.2.2 255.255.255.0
dupl ex auto
speed auto

nterface FastEthernet0O/1

ip address 1.1.1.6 255.255.255.0
i p broadcast-address 1.1.1.255
no ip route-cache

no i p nroute-cache

dupl ex auto

speed 10

nterface Cabl el/0

i p address 172.16.29.1 255. 255. 255. 224 secondary
i p address 10.1.4.1 255.255.255.0
cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream frequency 471000000
cabl e downstream channel -id O

no cabl e downstream rf-shutdown
cabl e downstream rf-power 51

cabl e upstream 0 frequency 32000000
cabl e upstream 0 power-level 0

no cabl e upstream 0 shut down

cabl e dhcp-gi addr policy

!--- pppoe enable must be configured on the cable !---
interface accepti ng PPPOE sessions. !--- This is not
necessary on subinterfaces.

pppoe enable

!
interface Virtual-Templatel

ip unnumbered FastEthernet0/1




ip mtu 1492

pPpp authentication chap
1

ip classless
no ip http server
!
!
cdp run
!
snnp-server comunity private RW
snnp-server enable traps tty
al i as exec scm show cabl e npdem
!
line con O
line aux O
line vty 0 4
password ci sco
l ogin
line vty 5 15
l ogin
!
end

Cisco 2500(LNS)

hostname "LNS"
|
!
!--- Lns-user name/password for the LNS itself. username
LNS password 0 cisco

!--- Cmts-user name/password for the Cisco CMTS.
username LAC password 0 cisco

! --- Username and password for the PPPoE client. !---
This can be configured on the RADIUS authentication
servers. username user@surf.org password 0 cisco

!
vpdn enable
!
!--- Creates a VPDN group and starts VPDN group
configuration mode. vpdn-group 1

accept-dialin

!--- Configures VPDN group for L2TP protocol so that it
! --- can access the PPPOE server. protocol 1l2tp

!--- Specifies the virtual-template number to be used
when !--- configuring a PPPoE session. virtual-template
1

!--- This group terminates L2TP tunnels from the
specified CMTS hostname. terminate-from hostname LAC

!--- This is the local hostname of the LNS. local name
LNS

!--- Disables authentication for creation of L2TP

tunnel. no 1l2tp tunnel authentication
!




1

!

interface Virtual-Templatel
ip unnumbered FastEthernet0/1
ip mtu 1492

!--- Surf is used as the pool nanme, and !--- the router
will use an address fromthe 100-net. !--- If a test
cannot be found, it will search for the pool with the
nane default

peer default ip address pool surf
ppp authentication chap
1

ip local pool surf 100.0.0.1 100.0.0.10

LNS E20M IP FA7F M E| D J=X] &Qlste{™ CHE BHAE ™St AI2.
1. LNSO{| A show ip local pool BEE Al efLICH BHE &34 & elgLct.
LNS#show ip local pool
Pool Begi n End Free In use

sur f 100.0.0.1 100. 0. 0. 10 9 1

2. 488t SEXIE AHEE{TH LNSO| M show callerip XS Al&stL|CH
LNS#show caller ip

Li ne User | P Addr ess Local Number Renpt e Nunber
<>
Vi 29 user @urf.org 100.0.0.1 - -

in
3. LNSO{|A VPDN M|A4& & Ql5t24™ show vpdn session & A&ErLICEH
LNS#show vpdn session

L2TP Session Information Total tunnels 1 sessions 1

Locl D Rem D Tunl D Intf User namne State Last Chg Fastswitch
30 299 23629 Vi 29 user@surf.org est 00: 16: 03 enabl ed

%o active L2F tunnels
%\o active PPTP tunnels

%N\o active PPPoE tunnels

PPPOE ZEH0IAE0IM ALS B0 7H HES! QIEIH0|A HE S oI EH O1] BHE 285
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1. LACOI M show vpdn session BHES AAELICt BHE £242 = QIFLC.
LAC# show vpdn session
L2TP Session Information Total tunnels 1 sessions 1
Locl D Rem D Tunl D I ntf User nane State Last Chg Fastsw tch
299 30 26280 Vil user@surf.org est 00: 31: 19 enabl ed

%o active L2F tunnels

%o active PPTP tunnels

PPPOE Session Information Total tunnels 1 sessions 1
PPPoOE Session Information

SID RemVAC LocMAC I ntf VASt antf VLAN VP/VC
1 0030. 9413. 0556 0008. a328. 831c Vil uP Cal/0

2. PPPoEE AI&73104 Cisco CMTSO| S & & AFRXIE E Al5H24™ show interface cable modem
HHES AELICEH
LACHshow interface cable 1/0 modem 0

SID Priv bits Type State | P address nmet hod MAC addr ess
1 00 nodem up 10.1.4.2 dhcp
0010. 9526. 2f 57

2 00 nodem up 10.1.4.3 dhcp
0007. 0e03. a7e5

2 00 host unknown 172.16.29. 2 static
0007. 0e03. a7e4

3 00 nodem up 10.1.4.4 dhcp
0007. 0e02. c893

3 00 host unknown pppoe
0030. 9413. 0556

4 00 nodem up 10.1.4.5 dhcp

0007. 0e03. 5075

3. 34X VPDN =M€ FE A|5t24H show vpdn domain B&& A EFLICtH
LACHshow vpdn domain
Tunnel VPDN G oup

domain:surf.org?2 (L2TP)

=M #Z
EREHE Mt

otel x|&of et Hu|agold EXME siEst&AlIL.

1. show ip interface brief B2 A&5t0{ QIE{H0|A Q| &EHE EE{™H LACE MEHELICH QIE
Ho|A & sttt A2 S2™ 70|22 &elstT QlEm oA} #El SMo 2 CH X X|
ot t=X| = elgfLct.

LACH#show ip interface brief

Interface | P- Addr ess xK? Met hod St at us Pr ot ocol
Fast Et hernet 0/ 0 2.2.2.2 YES NVRAM up up
Fast Et hernet 0/ 1 1.1.1.6 YES NVRAM up up

Cabl el/0 10.1.4.1 YES NVRAM up up



Vi rtual - Accessl 1.1.1.6 YES TFTP up up

Vi rtual - Tenpl at el 1.1.1.6 YES unset down down

2. PPPoE_client| QIE{m|0| A& = Qlstoq Cto[Yeq QIE{H|O[AT7F LNS E2| IP FA4TF UK
EolgrLct.
PPPoOE_cl i ent #show ip interface brief

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
Dialerl 100.0.0.1 YES BOOTP up up
Et her net O unassi gned YES NVRAM up up
Serial 0 unassi gned YES NVRAM up up
Seriall unassi gned YES NVRAM up up
Vi rtual - Accessl unassi gned YES unset up up

3. PPPoE Z2I0|HE 0| LNSE ping® == AU=X| & IELCt.
PPPoOE client#ping 1.1.1.8

Type escape sequence to abort.
Sending 5, 100-byte ICWP Echos to 1.1.1.8, tineout is 2 seconds:
11111 Success rate is 100 percent (5/5), round-trip mn/avg/ max = 12/12/16 ns

4. L 2TPE AlZ3tE Ol EAM7E U= B2 VPDN-group2| LNSOi| 243! Icp renewal on-
mismatch BE2 A& AAIL.
LNS#config t
Enter configuration conmands, one per line. End with CNTL/Z
LNS( confi g) #vpdn-group 1
LNS(confi g-vpdn) #1cp renegotiation on-mismatch

#1: PPP7} AIZHE! I LAC = A| LCP(Link Control Protocol) LNS7} HEHEl PPPE E 7| Al
X5t LCPE A T{E 1, LCP7} 20| E AtA|et HaFE X0| ofL|2tH SEELICE Icp
receedation on-mismatch BH&2 LNS7+ Z2t0|MEQ} LCPE MBS E Z A= LICH O
L 2E SE0|YMET LCPE ME4st= W2 ot X|Bt CHE 22| 2EI0|HET R P& g
L|Ct.

- debug ppp negotiation — LNSOIAM O] HHES A™MSH PPP Y& EHMME E QF 7
ME M 2 E= TAHE AldEstn sHAS I E &= Jauch 22U Tl ppp B4 &
2 Oldlfet= A2 EaMYLITt I ppp B4 £232 O|sstH PPPE 11 EXIE A

4= (BAII— i_n_}-X-IO| I:II-|:|-|0| X-||—'—5|L|E|-_

- debug vpdn 12x-packet errors — 0| BH S A5 B{d MY E= AR 2 FE WX[5
EL2F Y I12TP Z2EZE @F 7} EAIELIC

- debug vpdn 12x-packet events - LNSO{|M 0| BHS AAStHED ME = S22 2F Q!
L2TP O|HIE 7} E A|ELICH.

- debug vpdn packet [control | data] [detail] - LNS EE= LACOIM O] HHES AYSH ZZES
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ZH T2 S HE (ol AIRA HE, Z8i3, Zol)7F EAIFLCE

. C|tH2 vpdn O|HIE [Z 2 E& | flow-control] — LNS & LACOA O] &S A&5HH L2TP
ZZEF Lo VPN 2fF X 7|& O|HEJ} EA|E|1 #Z mlo] 4] B 0] 0ELCI E gl2Z 7
Y E &8 Koo BEE QF ¢ EAIELICE

- C|HH1 ppp {chap | pap} - O BE'& &/&st 8 PPPo|| LI &l CHAP(Challenge Handshake
Authentication Protocol) %! PAP(Password Authentication Protocol)7} & Al E/LIC}.

- debug ip udp - LNSO{|A O] HHEE M5 pppoe TAE|M TZ!0| =4IE[T JU=X] =l
5t7| 25 £ &l

- debug aaa per-user— LNSO{| A O] B S A5 ALSAL7F QIS E M ZF AL Xtof|H M E &
= §480| ZAIELUC

. debug radius— O| WS M&5 M ALSX}7F RADIUS AMHE ALE5tod QIS E m o1AE HE
7F EAELICEH

FE EE SE(FAQ)

Q. Cisco CMTSE PPPoE MEE K| &L 77

A. O}L|R. Cisco CMTS BtRE = 4 QIE{H 0| A MM PPPoE THZ!2 +=4I5t 1 gh 4l QIE{mo|A
oM MEELICEH PPPoE MY & X|&5HK| et&LICt Cisco uBR7100 Series 2HEl= MxU E2|Z
S E(Cisco IOS Release 12.1 ECOH| M X|HEN)E FHE ZR PPPoE EBEE AtSSE EH S
X2t ol E2|& Hu|adio|Me| ZIo|H PPPoE X E0| ot lL|CH BHEME MB35t 2
5l PPPoE Z &2 Cisco CMTSOIAM X|HE|X| et&L|Ct.

Q. &gt DoCSIS EZE oM PPPoE 22t0|21E 2t Bt DHCP(Dynamic Host Configuration
Protocol) 2CI0|HE & SAlol A& = J&gL7t?

A. . PPPoE B2 7|52 5%t CM Floil /= PPPoE £2}0|1E 2 DHCP Z210|¢E Q| SA|
A& S K[HELICH 7HRH= PPPoEE AF835t04 70|12 WES|F0| AH{E 2228 CtS DHCPE
Ar83t0{CHE PC U LCHE SAEJ HEQT HMAE S IP FAE 7HMHE = UZLE 58 ¢+

A& LICH

Q. Cisco uBR7200VXR CMTS &2 &0l A= NPE-300 2! NPE-4002 25 X|&5t= PPPoE7} &/
&L

A. U4l. 22{L} NPE-300 Z2MIAHE 2001 8 1520]| BFS E|A&LICH.

Q. Cisco uBR10k CMTS &= & 0| X PPPoE7} X|HE L2

A. OlL|2. PPPoE £ & 7|52 Cisco I0S & Z|A 12.2(4)BC1a 0|4 A& 35}04 Cisco uBR7100
Series 2FE{ &! Cisco uBR7246VXR EFXE{0|AHBF X| & LICH Cisco uBR10012 2t E{0 M=

K| HElx| ef&LICH

Q. Cisco CMTS &3 & 0|A A& = 2= PPPoE A2 H FH|L7k?

[e]]]

A. uBR ZSHE 2 NPE-225 2! NPE-3002} &7 4000 PPPoE MM & X|2d35tE= Cisco 7200 Z2EHE
ol A IDB A2l 10002 A& 5HH 8000 PPPoE M|412 NPE-400004M X|=ElL|Ct. 2 E%8 NPE7}
Q4= 7100 ESHE 2 4000 PPPoE M2 X|HELICH O|HE2 O|E™MQl StAIULICH T2 MM 7t
Eof EAE HZEle &, AHE 521 AH 0|2 CIEHO|A FIEQ| R, ZF AFEAL7| AFRSHE CHAE,
EFE{o| Mof el =|CH &4, S A| PPPoE MM =7} 488 1eqslioF &Lt

i

ol

Q. EC Train0llA X|®E|&= PPPoE &2 £ Cisco 10S2| o &I2|AIL|7H?



A. Cisco I0S Release 12.1 ECE A% 732 Cisco CMTS 2} RE{0{| M PPPoE £ & 7|s0| K|
Z|X| et &LCt.

#Ed e

- PPPoE A|4d A&t

- PPP over Ethernet

. ATMS| PPPoE

. Cisco - Cisco UAC 6400 PPPoE H|0|AE2}9I O} 7| &l *q

- Cisco CMTS2| Point-to-Point Protocol over Ethernet S &
- RFC 2516

- Technical Support - Cisco Systems
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