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Cisco 2600 2} <E]

class-map match-any HTTP-HACKS

!--- Use the class-map command in gl obal configuration
mode !--- in order to match packets to a specified

cl ass.

match protocol http url "*.ida*"
!--- In order to configure NBAR to match HTTP
traffic !--- by URL, HOST, or Multi-purpose Internet
Mail Extension (MIME)-type, use the !--- match protocol
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http comand in class-map configurati on node.

mat ch protocol http url "*cnd. exe*"

mat ch protocol http url "*root.exe*"

match protocol http url "*Admin.dl|*"

mat ch protocol http url "*readne.em *"
cl ass-map mat ch-any JUNK

mat ch protocol napster

mat ch protocol fasttrack

class-map match-all I P-PREC-4 natch ip precedence
4cl ass-map nmatch-al | DEFAULT
mat ch any

|
pol i cy-map DSL-QUT-C

! --- Use this command !--- in order to create or modify
a policy map that can be attached to one or more !---
interfaces to specify a service policy. class | P-PREC 4
pol i ce 32000 250000 5000000 conformaction set-prec-
transmt 4 exceed-action set-prec-transnmit 3 violate-
action set-prec-transnmit 2 !/--- Use this command to mark
a packet with different quality of service (QoS) !---
values based on conformance to the service-level
agreement. ! policy-map LAN-IN class HTTP- HACKS police
8000 1000 1000 conform action drop exceed-action drop
class JUNK set ip precedence 1 class DEFAULT set ip
precedence 4 ! policy-map DSL-QUT cl ass cl ass-default !-
- Used to make class-default a single FIFO queue !--
inside the WFQ system. bandw dth percent 1 random detect
random det ect exponenti al -wei ghti ng-constant 7 random
detect precedence 0 20 40 10 random detect precedence 1
22 40 10 random detect precedence 2 24 40 10 random
detect precedence 3 26 40 10 random det ect precedence 4
28 40 10 random detect precedence 5 31 40 10 random
detect precedence 6 33 40 10 random det ect precedence 7
35 40 10 random detect precedence rsvp 37 40 10 service-
policy DSL-QUT-C !--- In order to use a service policy
as a QoS policy within a policy map !--- (called a
hierarchical service policy), use the service-policy
conmand !--- in policy-map class configuration node.

i nterface Loopbackl
ip address 172.16.1.1 255.255.255.0
]
interface FastEthernet0/0
i p address 10.1.1.1 255. 255. 255. 192
service-policy input LAN-IN
!--- Use this command in order to attach a policy map

to an input interface !--- or virtual circuit (VC), or
an output interface or VC, to be used as !--- the
service policy for that interface or VC. ! interface
ATML/ 0 no ip address no atmilm -keepalive ! interface

ATML/ 0. 4 point-to-point ip unnunbered Loopbackl no ip
redirects no ip unreachables no ip nroute-cache atm
route-bridged ip pvc 1/35 service-policy output DSL-OUT
I I interface ATML/0.5 point-to-point ip unnunbered
Loopbackl no ip redirects no ip unreachables no ip

nrout e-cache atmroute-bridged ip !--- Use in order to
configure an interface to use ATM RBE. pvc 1/ 36 service-
policy output DSL-OQUT ! ip route 172.16.1.2

255. 255. 255. 255 ATML/ 0.4 ip route 172.16.1.3

255, 255, 255. 255 ATML/ 0.5 end
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- show queuing interface atm - 2/E{H 0| A0M E VCO| CH7|YE SHE EAIELICH IP £E0|

cilofo{ 3 F 2 CH7[Fof HiX[E M =& 7[ZF S &/ "Cist ol 00| otl 2ol EA|ELICE
2600# show queueing interface atml/0.4
Interface ATML/0.4 VC 1/35
Queuei ng strategy: weighted fair
Total output drops per VC. 0
Qut put queue: 0/512/64/0 (sizel/max total/threshol d/ drops)
Conversations 0/1/64 (active/ max active/ max total)
Reserved Conversations 1/1 (allocated/ nmax al |l ocat ed)
Avai | abl e Bandwi dth 0 kil obits/sec

show policy-map interface atm - AMH|A HXME ZLIEHEE [ CHE SHE &elstcd{H o] BE
2 AMEELICH ZefAet YRSt THZe| k2 S7HAIZLICE o] &edo| 2S5t X| gt H
CEF7t /835t mfZ!l0| CEF 29| A2 E 2D JU=X| ZelgL(ct mZlo| CEF &9
XIEQIX| 0482 E H 4™ show interface stats HE S ASgtL|Ct "packets" 22 "pkts
matched" 2t} H| W &FLIC} "pkts matched" Zf2 X Alod| 2k S7+&FLICEH KMﬂ?J LHE 2 show
policy-map interface Output2| Understanding Packet CountersE& & X35 &A|2 . SHIE c.’:!-O—l
AR =duict "B Ci7|d Z2ol" 2=2o| gt 2L EZstn ol HEJt &[4 A 2L ol el gt
of = 35t=X| 042 E A™ELICH WREDE B CH7|QE Z0[7t §7E IP M= oiltol| CHEt
ZA A ZL Ol 2 BIte | il 2 FEE AXISHT| AlRFELICEH

2600# show policy-map interface atml/0.4
ATML/ 0. 4: VC 1/35 -

Servi ce-policy output: DSL-OUT

Cl ass-map: cl ass-default (nmatch-any)

29121 packets, 41550530 bytes
5 mnute offered rate O bps, drop rate 0 bps
Mat ch: any
Queuei ng
Qut put Queue: Conversation 73
Bandwi dth 1 (%
(pkts mat ched/ byt es nmat ched) 59/ 8894
(depth/total drops/no-buffer drops) 0/0/0
exponential weight: 7
nean queue depth: O

cl ass Transmtted Random drop  Tail drop M nimum  Maxi num  Mark

pkt s/ byt es pkt s/ byt es pkt s/ byt es t hresh t hresh prob
0 15791/ 22456790 0/0 0/0 20 40 1/ 10
1 0/0 0/0 0/0 22 40 1/ 10
2 8555/ 13041140 0/0 0/0 24 40 1/ 10
3 3417/ 5207580 0/0 0/0 26 40 1/ 10
4 1358/ 845020 0/0 0/0 28 40 1/ 10
5 0/0 0/0 0/0 31 40 1/ 10
6 0/0 0/0 0/0 33 40 1/ 10
7 0/0 0/0 0/0 35 40 1/ 10
rsvp 0/0 0/0 0/0 37 40 1/ 10

Service-policy : DSL-QUT-C

Cl ass-map: | P-PREC-4 (match-all)
13330 packets, 19093740 bytes
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5 mnute offered rate O bps, drop rate 0 bps

Mat ch: ip precedence 4

pol i ce:
32000 bps, 250000 limt, 5000000 extended limt
conformed 1358 packets, 845020 bytes; action: set-prec-transnit 4
exceeded 3417 packets, 5207580 bytes; action: set-prec-transnmt 3
vi ol at ed 8555 packets, 13041140 bytes; action: set-prec-transmt 2
confornmed 0 bps, exceed O bps, violate 0 bps

Cl ass-map: cl ass-default (match-any)

15791 packets, 22456790 bytes

5 mnute offered rate O bps, drop rate 0 bps

Mat ch: any
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