WAAS - SSL AO 24| sl 4
&-SSL AO 2HX| stl4

Ol Mo M= SSL AO X a2 2ol CHaH A= ghLlct.

=it

. 1 SSL Accelerator 7H2
. 2SSL AO EH| sl Z
- 2.1 HTTP AOMA SSL A SHE2 = 9474 EX| s A
022 MH QIS M &0l EX s &
- 2.3 2EI0|ME PIBEM =0l FA| sHZA
- 2.4 I|0{ WAE QIZE M &0l 2x| &3
» 2.5 OCSP aliX| =l x| s A
- 2.6 DNS M EX siZ
- 2.7 HTTPOIAM SSL AO ®|o|=! x| sl &
- 2.8 SSLAOC 2&
-29NME &' SRE 2 E9| PIEM Btz AE x| 1A

SSL Accelerator 7H2

SSL 7}%71((4.1.3 O| &0l AFHE 7tS)= & & 5HE! SSL(Secure Sockets Layer) 2! TLS(T ansport
Layer Security) EEE2 X|M5tEFL|CESSL 7H57|= A= & A= EfE 2|3 E & M431517]
¢/ WAAS LHO|lAM EEfE 255t U 243 SHiS2 Xﬂ-‘-"*LIEP tc 8t SSL Accelerator= & & 3} QI
M 7|E eHHSHA 2| E Lt

Fl’r

K
Ol

J

ko

2 = HA

Mo

o
==
1

SRR

Z
=

T o
—

0]

Z =

1

A

22



index.html
understanding_the_waas_architecture_and_traffic_flow.html
preliminary_waas_troubleshooting.html
troubleshooting_optimization.html
troubleshooting_application_acceleration.html
troubleshooting_the_cifs_ao.html
troubleshooting_the_http_ao.html
troubleshooting_the_epm_ao.html
troubleshooting_the_mapi_ao.html
troubleshooting_the_nfs_ao.html
troubleshooting_the_video_ao.html
troubleshooting_the_generic_ao.html
troubleshooting_overload_conditions.html
troubleshooting_wccp.html
troubleshooting_appnav.html
troubleshooting_disk_and_hardware_problems.html
troubleshooting_serial_inline_clusters.html
troubleshooting_vwaas.html
troubleshooting_waas_express.html
troubleshooting_nam_integration.html

WAAS HE2{30{ X Gi|0|E] ME{ WAEE Zct0[AEL| SSL 2o Chisl MZEIE =~ U= St =
E Ag 2 HLchIlel 712k M @15 M= oi|ofE ME| WAEO| X E L|CH.Cl| 0|8 MEf WAEE
SSL sHEAM[o|= 01 Zro45t0{ Of MM 7|8 E2ix| WAEO ot& 6t QI8 E (in-band)5t0{ E 2 x|
WAE7} 22I0|E EZiES sliSst 1, Z|XMstst 1, CHA| & 3 36t 1, WANS Sali G O|E ME
WAEZ T& e & TS FLICHOlolE MEf WAEE 2& Mot = 0| SSL MdE |%| ZEg
Lict.

CHS MH|A = SSL/TLS %|X35te #t240| @& L Ct.

. Accelerated Service - SSL M EE£ M &Eo| ME& 71458 EMg MYHSI= A2 0|
M AEIE|QULICHAZE = U= SAHAL AIEE &5, 5{8&/= SSL HH L CIEM =el MY

s of 5
SR Jt¥ote S ASE QUSM L IRl 7|18 RI™H

. |04 MH|A - X|AFQL CIO|E] ME{ WAE 7HO| CHS LY SSL ©3Z30]|l M8 & 71435 -2
st= x| e ol AE|E[JLICE O] MH|A= SSL < X
XAt WAER MM 7| HEE ™& 5= ol AHSELCH.

. Central Manager Admin Service - SSL Acceleratoro| A 1% AL 3HX| ot 1 #2|RH7F SSL 7}
& MH|Ao| T4 #E[E RIoH AASELICHSSL 7H435t AMH|A0 AL E QIEM L 7Hel 7|
HZ =35t ool = AFSElLICH.

. Central Manager Management Service - SSL Accelerator0ll A 217 A& SHX| f 11 of Z2[7 0]
M 7t& 7] C|HEO|A 2} Central Manager 7H2| & 4104 AFE ElLICH O] MH|A= ZAx|2|ofM &t
2, 2ot XA 253t 7| AM I C|Hto|A 2 Ef o|O|Eof AFSE LT

Y
fjo
b
FRE
ton [l
9'|_|

Y &R 2ot MEAE ZE WAEO CHs 2ot 53t 7|18 XME 57| Z0i SSL A0V} & S5t
£ BtEA| 2R FLICHZ Central Managerg CHA| 2E8H & £H2|XH= cms secure-store open &
HE AIE5t0 A ZPO|=E Xl|Z56t0d EOF HEAE CHA| Gofof ELICIWAEE WAEZ| 2|5
2I= motch Central Managerol M 20t ME A 25351 7|18 AISCRE AMIIZZ CHA| 2E %
WAEO] O & ZQ3tX| et&LCt.

2E0|AETLHTTP ZEA| 2 M2 A8 32 F2? Z7| AZE2 HTTP A0 ofal MEIEIH, ol
O|& ZE 4430f CiEt SSL B Qo2 QIAIgL|CH HTTP AOE Tl 0| HlE| WAEO] Ho|&l &
X|3t= SSL 7H&S MHIAE &1 Ux| 52 # oM SSL A0 Cist 442 sHAIELICh aedLt
HTTP AO7t HTTPS Z £ Alof CH3l SSL AOE TE5t= E2 T2 SSL ofZ 2|7 0|440] of il 2 of
ZZ|7H 0| 8H o YR 2 EDELICEHTTP AOMIM Yk|5t= =2 3K 25t 420/ 1™
HTTPS(SSL) &2 ZAm|aa|o|Mof k2t =|Z4sHE L ct

SSL AOE= CA ME 2B M CHA XA ME QB MHE AL E =+ UM, 0l= POC(Proof of
Concept) A|[ARIE FF6t1 SSL A& i Zst= ol 20| E = UELICEAA MB IS ME
A3t QE|TI MH QIEME 7HX{2 ER 80| WAAS A|AERIZ AMEEHH 25E = el 218
ME ERHHQI BAol AAR MHE = UELICHSSL 7t MHIAE e mf S (Aol M
KM MHE QUBME FEE = U&LICEOEL R ME QB ME MEE B2, E2to|HE Eit
Mz UBEME MEE = Qicte Bt ZTE EAFLICHE LE4Z CAMIM MBSHR| 2447
2). 0| 2ot ZT E UX|5t2{T 20| E HEl K| AEE £ U= RE QS 7|2 XE 40 ¢l
B ME MRIELICH (Internet ExplorerS| 20t Z10iA QIEM B7|E 228 CtS QIS A Tt &
KoM eIE M ERIE 225D IEM 77| OHHALE &= &fLct)

SSL Management Services 7412 B4 AL O|H, & B E2|At S 410 AFSEl= SSL HA 2 &F
S52 WAE 2 EEtM(EE| HHAS)E HAE = gLt EetHMolM X[#etR| et= &
E 73t 5 #EIRof| cHet eAZ 0| ZZo{&ILICt 0] B CLIO| A crypto ssl management-
service Z1IL| 120 HHES AF835t0{ SSL #E| MU|A MHS CHA| 7|Bgte 2 ™ ELIct

SSL AO 2X| slilZ

Fobr ol



Troubleshooting Application Acceleration 7|At0ll A El CHZ show accelerator 2! show license &
HE AHE5to] ARl AO 7|2l |o|M & HEHE & eleh = U&LICEHSSL Accelerator &40
= Enterprise 2tO|MA 7} 2 EFL|CEH

n

O3 g 338 12 20| show accelerator ssl ZE 2 A& 5104 CI|O|E ME{QF X|AF WAEOI| A SSL
AOS} EAEl AEfE & QIEFLICt SSL AO7} Enabled, Running ! Registered0|1 9173 X|8t0| &
AlZ|=X| = Qlgf LTt Config State(Z1Z| 1210 4EH)7} Enabled (& «33HE!) Ol X| Bt Operational

State(2 3 & EH)7} Shutdown(Z =)0|H 2to|4Ml s EX|E LIEHRLICH Operational State(2 2 2 EN

)7t Disabled(H|&f &8 E)Ql 3%, 2ot XM A7t L] UX| &L 7Lt Central Managerd| (4E8&
2i7| =0l WAEZ} Central Manager 29t XHE A0M SSL 7|& AME = Qi7| IHIEY = JU&L

Ct.show cms info 2! ping BB S AFE5t0] 5 &E[Xtol| IZE £ JU=X| FHQlFLIct

28 1. SSL Accelerator lé* Ef &9l

WAEGT4A# sh accelerator ss

hocelearator Licensed Config State Oparational State

g8l Tas Enab Lled Bumnmning

o \
Policy Engine Config Item Value _
—————————————————————————————— AO admin and
State Registered .
pefault Action Use Policy operational state
Connection Limit 2000
Effective Limit 2000
Keapalive timeout 5.0 secomds

- Registered state
indicates AO is healthy
- Displays connection

limit
Operational State of Gen Crypto Params(Crypto Params2| 2S5 AME{)7} EA|Z|H AFEHT}
Running(&& £)0| & M7tX| Z|CHEILICH RERE & B2 2 W 42 = A&LchE 2 o4
CMOIM 7| A HEH7} EAIZIH S ZHE|XtS| CMS MH|ATZF A™-E[T UX| AHLE, Y #E
Ktofl CHEt LIER = 40| ei7{Lt, WAE & 5 ZHE2|XtS| WAAS HT0| 3 8tE|X| i 7L, &Y
ZE|RF 2ot KE AT e UX| etS2 LIErd = &L ch

Ct=2 1} 20| show cms secure-store HEE AF2 5101 5 2 2[AF EoF KB AT £7(8HE|1 deq
ol=x| 0I5t £ OlA | |Ch
—  L— T AR HE .

ch¥# show cms secure-store
secure-store is initialized and open.

rlo
ol
FO
ok

N

Hot HE AT} Z7|5HE|HLE P EIX| 88 2™ mstore_key_failure 2! secure-store@t Z
H 7t E AIELICt.cms secure-store open HEE AFE510{ 20t MY AE AL S HEIRIOA
Admin(Z2|) > Secure Store(:22t M L)B MEHE =~ & LICEH

o

ElHUHSE U2 Z? 2ot MEAE MEEY &

LICH.

=

WAEZQ| C|A3 &5 35to] EX7F Qe AL SSLAOYI &S35HX| b2 £ Q&LICh show disk
details BHES AIE5t04 C|AT 5357 B ESHEIRI=X] =15t CONTENT 2 SPOOL IHE|4M
O| OFRELIR=X| &elgct. 0|28t THE|M 0| 02 E £|™ Central Manager0Oi| A C|A 3 &= 3}
717t 4B 2 AME|IIoH & E35HE CIO|EE 7|§5t01 CIAT M 212 = UZ S LIEHL
Ct.show disk details 22301 "System is initializing(AlA®l 7|3} F)'0| EAIZ|H & 53l 7|7}
Central Manageroil M ot %] ZHME|X| it D C|AF 7t of & OtREE(X| A %S S LIEHHLICH



WAEE O| ZEfoi M 7t538 MH|AE NS SHK| e &LICHWAEZL Central Managerdl M C|A3 2F
X X

ClOIE] ME| WAEOI M SSL 7kt AHIATF TAE|D S AER7} "Enabled(E AJ5HE])"@IX| 2O
& 4= &LICHCentral ManagerOll A C|HFO|AE MEHSE CHZ Configure(T4d) > Acceleration(7F5
4BHLICH. &) B B AEHE Th ML
=]
o

= T ArAHEH
= & olA |0}

&l) > SSL Accelerated Services(SSL 7t<3} MH|A)E MEY
£ Chs =7 W20l SSL 7t& 710l o3 HIE A AElZ MHZE = UE

- 7b55HE MH|20f FEE Q1B M7 WAEMIM AFK |97 & LICHshow running-config B E At
875104 7t55HEl MH|A0| AE B2l IS AME & QlEt CHS show crypto certificates 2! show
crypto certificate-details W& A& 35104 QIS M7t 2ot HE A0 JU=X| E U LICHRIS M
7t Ao QIZE ME CHA| 7t S L.

- 7t&53HE MH|A 215 M7t BER 2R & LICHshow crypto certificates 2! show crypto certificate-
details BHE= ALE35t04 QIS M Btz S E & QlgLct.

- 7I458HE MH|A Q1B M| f& IRt OISR E{ AlZHELICH.show crypto certificates 2! show
crypto certificate-details W2 At 35t BH £20| R MME =QlghL|Ct £8F WAE 2
= 4l AlZtCcH HE 7 M= Ehx| g elgtLct

=

EH

M El

SSL @120 SHHE HHMO| MBE[U=X| &Hele = J&LICH &, 18 22 20| SSL 7I43HE
gt MA| (257t MELIUR=X| = RIE &= U&LICH Central Managerdll M WAE C|HIO|AE 4
EH}L |

gt CtZ Monitor(2 L|E{&!) > Optimization(%|%{8}) > Connections Statistics(21&d & H|)& 41=4
Ct.

28 2. SSL 9ol CifEF EHIE &2 80l

show running-config BZ =
.SSL o E2|7i|0|M =tdoi| CHal DRES| %|x3t i &S &

3
F Aol el Mder YR =4S EAlst oAt gfLCh

WS AL 5t0d HTTPS EEHE HHo| SHt
4

WAE674# sh run | include HTTPS

classifier HITPS
name SSL cl assifier HTTPS action optim ze DRE no compression none Cmmmmm

WAE674# sh run | begin HTTPS

...skipping
classifier HTTPS



mat ch dst port eq 443 P

exit
2o 7tE MH|lAE 7158 A LHof| 24 El MH IP:port, server name:port EE £ server
domain:port0f| oH = 3PE % AbelstL|C} show policy-engine application dynamic B3 &
Ar&3stod o|2{3t HMS UESLICHEAIE 2t HAo| Dst EE &= 7t435HE MH[A 2 Y|
st MEH{IPY ZEE I_I-EI-'— Lt et EFtE EH QI server-domaln .webex.com £E
443)°| 3<% Dst 2E = 'Any:443'0| ElLICH AMH Ol AI[aglo|Me| B 7t&35tEl Mu|ATL &

M3stE| T DNS SHof HI_I-EI_ = D= P A7 & ol Elof AFel= [[|-| XO-I%I-%I: DNS = 3|7} 2=8H=E]L |
Ct.o| HE2 F-“SFE AMH |*7F "MH|A o Bf'e 2 -“-/\IEIKI':'F CHE 272 Q& 7t &3t
MH|AT HIESEE 482 Z35t= O fEFLICHHE S0 E% 7t&8tEl MH|A = To{E M
HlA 0| S4E|0, Z(o] A‘IHIéﬂ RIEM FE/AKE QI HIE S &ENQ! B2, 7t48HE MH|AE
show running-config £230{ M "inservice"E EA|Z|X|EH H|E M &EIE E A|ELICt.show policy-
engine application dynamic B & A& 35104 Cl| 0| ME|{ WAEO| M SSL 8% HA0| &3t E|A
EX| &Qlg £ Q& LICHshow crypto ssl services host-service peering &2 AFE 35104 T|0{2] A
HIA &EfE 2fQI" = U&LCH

|-|'|'~<

SSL AO 7t& AMH|A& [T o|Mol= Ch&at 22 Ul 7kK] R82| HH Z 50| U2 =+ UA&LICH

. 1 IP(server-ip) - T 4.1.3 O| & 0AM AL 7S
. B 5 EfX|(server-ip any) - 4.1.7 O| &0 AL 7ts

. ZAE O|&(server-name) - 4.2.1 O| &40 A8 7S
cotEFtE EHQIAME EHIQN -4.2.1 O|&0|M AHE 7HS

SSL AOOIM HAZAE 4 4I6tE x[Z{3t0f| ofFH 7t53HEl MH|IAE ALESHoF & X EQE*L—IEL_E“
IP 9‘|JL|:LE1|0|*401|E M =2 #3 ddol xI™El1 1 Fod A‘IH-I OlF§, M =2, ME ip
any7t ELICt. 78 & %*oéfi 7h4 M2 & oiEe 9lEt M P9 Yxlshe AMHIAT} gl
et AOR ¢ 7E='OI T | LICH.SSL AOO]| 2ol At iTlof| & E F7|= ofH 7H53HEl MH|A 2t
£ Z-ste ol AF8ELIC o HH ATl F7|= 32H|IE
IEE MZ OE MH g5 /82 UEHLHE ol M8 X
QA S LIEFHLICH

Hdiolm SSL AOOiIEF ’;%.=.I—|E+ Fe| H
52 HIEE CtS1F 20| 7k4538HE MH|A

MH
I ¢ |Egs |dE
28
=E
el TR TR RS SRR
oxdoooe |FTET_|[ETOTET E] WAEE EAE O=01 CFol S5 & DNS X312 58
SAE|StD Sx = 5’-I_u_|j_E-||O|A=|o-|| HISIE|= |p SAZ =7}8HL|C} 7|
00 olg |l=xcz 10=0ict M2 D EILICH
o o0& MEf WAEE= CHA i._AEJP FA0TA ?_1%';% DNS =5= |
oxafffif |E ool TS orot ZHIelak HRISHER| HOIRUICE UA|5H= 75'T SSLE
ol= |[P1HOl 7H&3tElD AUR|SHR| fo™ TH HTTPS Fofl et =2
o] X2|FLch.
OxToox [EE |2 SSL HES O /IS sre MEIA DL Ia0/0E AF8 ool 7
xxxx || MEH |53t

ol 1:MH IP 88 S&t MH|A 7158



WAE( confi g) #crypto ssl services accel erated-service asvc-ip
WAE( conf i g- ssl - accel er at ed) #descri ption "Server |P accel eration
WAE( conf i g- ssl - accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl -accel erat ed) #server-ip 171.70.150.5 port 443
WAE( conf i g- ssl - accel er at ed) #i nservi ce

o A

—_ -

0%

ol =31 2ol FIHE LI

ol

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Al |l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami ¢ Match Infornmation:

Nunber : 1 Type: Any->Host (6) User Id: sSL (4) <mmmmmmm e
Src: ANY: ANY Dst: 171.70.150.5:443 .
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32764
Hits: 25 Flows: - NA - Cookie: 0x80000001 Cmmm e

ol 2:MH o|& HI|ago|Me 2 MH|A F1&53:

Ol ZAx|a2fo|ME AME5HH AE{ZEt0|= SSL OHEE[FH| 0| E =Xt 6t7| @IsH &l A

A&LICHDNS ZAI| e 0|l HE Ao MY =+ U2 IT ZE| HHS EY + UEL

WAE( confi g)#crypto ssl services accel erated-service asvc-nane

WAE( confi g- ssl - accel er at ed) #descri ption "Server nane accel erati on”
WAE( confi g-ssl - accel er at ed) #server-cert-key server.pl2

WAE( confi g-ssl - accel er at ed) #ser ver - nane www. googl e. com port 443
WAE( conf i g- ssl - accel er at ed) #i nservi ce

= <ETRI P
1 —_ -

o o

g

So| o= 2ol FIHE LI

ol

WAE# sh policy-engine application dynamic
Dynam ¢ Match Freelist Infornation:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

<snip >

I ndi vi dual Dynami ¢ Match |Infornation:

Nunber : 1 Type: Any->Host (6) User 1d: ssL (4) <
Src: ANY: ANY Dst: 74.125.19.104:443 D it
Map Nane: basic
Fl ags: SSL
Seconds: 0 Renmmining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: 0x40000002 <
DM Ref Index: - NA- DMRef Cnt: O

Nunber : 2  Type: Any->Host (6) User Id: ssL (4) <

Src: ANY: ANY Dst: 74.125.19.147:443 o m e



Map Nanme: basic

Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32763
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 3 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.103:443 mmmmm e ———————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32764
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 4 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.99:443 mmmmm e ———————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32765
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e

DM Ref Index: - NA- DMRef Cnt: O

o 3: M- M|l & & MHIA 71458}

>L
Ir
m

ol 5"|EIILE1IOIA._=|% S8l WAAS C|HIO|AE ZE MO IP FAE & EHR7tQ td otUEFIE
Ad =

ToHelg FHE = A&LICHOolH MIE+ WAEE EIH-I/\ DNS(rDNS) A& 3sto{ L E T elof
&8t EEHE'% HOlgfLcttUEFE T HQIE FHHH R IP FLE FHY HRIL GIeER
£F2ME &% 7t55t T SaaS ot 7|l x{of| MEE = U&LC.

WAE( confi g) #crypto ssl services accel erated-service asvc-domain

WAE( conf i g- ssl - accel erat ed) #descri ption "Server domai n accel eration”
WAE( conf i g- ssl - accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl - accel er at ed) #server-nane *.webex.com port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

et &Y QT

0%

ol 31 2ol F7HE LI

ol

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Infornmation:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami ¢ Match Infornmation:

Nunber : 1 Type: Any->Host (6) User Id: ssL (4) Qmmmmmmmmm—m—aee-
Src: ANY: ANY Dst: ANY:443 S
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: O0x2FFFFFFF Cmmmm e

DM Ref Index: - NA - DMRef Cnt: O
04l 4:MH-ip any ZHI|a Y022 MH|A 7}&58}:

ol ZAx|agfo|M2 25 EX| HFHLIEZ NS ELICserver-ipE AHE510{ 7t 538t El MHIA R &
H3tstH ZE 4430| 2 E 20| SSL A0 ofslf =[A3HELICPOC &ofl o] Zdm|eolMde P
sf & O

o
8otol £ LEO| 2 E ERfEE 2[MEE + U&LICH



WAE( conf i g) #crypt o ssl
WAE( confi g- ssl
WAE( confi g- ssl
WAE( confi g- ssl
WAE( confi g- ssl

servi ces accel erated-service asvc-i pany
-accel er at ed) #descri ption "Server ipany accel eration”
-accel er at ed) #server-cert-key server.pl2
-accel erat ed) #server-ip any port 443

-accel er at ed) #i nservi ce

CH
[

x4

KIRH Of| X

—

xl Ct=ak 2ol F7HE LI

f

AH
<y

0%

=0

ol

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Al l ocated: 32768 In Use: 3 Max In Use:

5 Allocations: 1751

< snip >
I ndi vi dual Dynami ¢ Match | nformation:
Nunber : 1 Type: Any->Host (6)
Src: ANY: ANY Dst: ANY:443
Map Nane: basic
Fl ags: SSL
Seconds: 0 Renmmining: -
Hts: 0O Flows: - NA -
DM Ref Index: - NA -

User |Id: ssL (4)

DM | ndex: 32762
0x10000004
0

NA -
Cookie:
DM Ref Cnt:

T2l 31 ZH0| show statistics crypto ssl ciphers &1t &7 AL

2/ 3 of= 20|

Verify ciphers with the show statistics
crypto ssl ciphers command

WREGTd#show statistics crypto szl ciphers

!

Ccipher LAN

]
5

DHE RSA WITH AES 256 CHC SHA

L
]

RSA WITH AES 256 CBC SHA
DHE_RSA WITH AES 128 CBC SHA
RSA WITH RES 128 CBC SHA
DHE_RSA WITH 3DES EDE_CBC SHA
RSA_WITH 3DES EDE_CBC SHA
RSA WITH RC4 128 SHA

Cipher used between WAEs
for the peering session

Diffie-Hellman (DHE) reflects
strongest possible cipher

(= - - — B - - - B

ESA WITH BCA 128 MDS l
DHE_RSA WITH DES CBC_ SHA

RSA WITH DES_CBC SHA
RSA_EXPORT10Z4_ WITH DES_CBC_SHA
RSA_EXPORT1024_WITH RC4_56_SHA
DHE_RSA EXPORT WITH DES40 CBC SHA
ESA_EXPORT WITH DESA0 CBC SHA
RSA_EXPORT WITH RC4 40 MDS
OTHER CIPHERS

Cipher used between Data
Center WAE and Server

E!
/

oo o o

Qﬂﬂﬂﬂﬂﬂmiﬂﬂﬂﬂﬂﬂ
I
o000 000OHLSO OO0 O0O

0

\

Reflects server
cipher support

EP—

Cipher used between Data
Center WAE and Client

P E 70 HE Mol 7 EE &

Microsoft IS AMH{0|A X[ E| K|

Z o UXISt=X| EHlE
Sr& Lt

Ls H

Apache AME{Q| Z32 httpd.conf Tt A0l SSL HHH 2 &5 kll—'?'— ’55'
ZE &= httpd.confo| M & ZE|= H & 9| T Y(ssimod.conf)od|

SSLProtocoI 2! SSLCipherSuite ZE & 3t&LICH

mlo

2
T QAEE

=
_—

rr

L|Ct. &t T:DHEE Z &5t

A&LICH ol2{ 8t
ChCoHS o 20|




SSLProtocol -all +TLSvl +SSLv3
SSLC pher Suite H GH: MEDI UM ! aNULL: +SHAL: +MD5: +HI GH: +MEDI UM

SSLCertificateFile /etc/httpd/ssl/server.crt
SSLCertificateKeyFile /etc/ httpd/ssl/server.key

Apache AMB{0|M QIS M =X}
&LC},

1]
ok

FOI5tE4™ CHS 1} ZH0] openssl HHE AR50 QIS MHE ¢

> openssl x509 -in cert.pem-noout -issuer -issuer_hash
issuer=/ C=US/ ST=Cal i fornial L=San
Jose/ O=Cl SCO CN=t ool s. ci sco. con enuni | Addr ess=webnast er @i sco. com be7cee67

HEP-‘?-X-IONH AIEM UME HEE H1 QBSM AQ HA, 453 7| R, &2 X CN(Common
Name) & F&{|/AIO|E CN2 = IE == /& LICt Internet Explorerd| A AtE 4| o} 0|22 &5t
RQISM E7|E EEEt O3 AR HE 2 215 Z2 HolM o] HEE #felELct

CHE 20| H2tR KMol M= 22H0|HE 1B M7t X509 PEM &4{0] ot PKCS12 & 4{0]o{of &L
Ct.X509 PEM 412 PKCS12 Ao 2 LHE 24P Apache AMEHOIM CHZ3H 20 openssl BE S
A&t

> openssl pkcsl2 -export -in cert.pem-inkey key.pem -out cred.pl2
Enter Export Password:
Verifying - Enter Export Password:

B2 UELHZ|o &7t HeerL|ch LHELHZ] HI 2
£ Ol CHA| AHSELCH
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show statistics accelerator ssl HE 2 AI23l04 SSL AO 4|

WAE7326# show statistics accelerator ssl
SSL:

d obal Statistics

Time Accel erator was started: Mon Nov 10 15: 28: 47 2008

Time Statistics were Last Reset/d eared: Mon Nov 10 15: 28: 47 2008

Tot al Handl ed Connecti ons: 17 P
Total Optinm zed Connections: 17 e e
Total Connections Handed-of f w th Conpression Policies Unchanged: O <==—-----
Total Dropped Connections 0 o mm
Current Active Connections: 0

Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 3

Total LAN Bytes Read: 25277124 Cmmmm

Total Reads on LAN: 5798 P



Total LAN Bytes Witten 6398 Cmmm

Total Wites on LAN 51 Cmmm

Total WAN Byt es Read 43989 Cmmm

Total Reads on WAN 2533 Cmmm

Total WAN Bytes Witten 10829055 Cmmm

Total Wites on WAN 3072 Cmmm
AlTleh MM 2 IS M & el SH= B8 sHE0 8 = 2 show statistics accelerator ssl &
Ho|M CHS ZEE ArE5t04 ECt &l H AMe = Ql&LIcH

WAE# show statistics accelerator ssl | inc Failed

Total Fail ed Handshakes: 47
Total Failed Certificate Verifications: 28
Failed certificate verifications due to invalid certificates: 28

Failed Certificate Verifications based on OCSP Check: 0

Failed Certificate Verifications (non OCSP): 28

Total Failed Certificate Verifications due to Gther Errors: 0

Total Failed OCSP Requests: 0

Total Failed OCSP Requests due to Gther Errors: 0

Total Failed OCSP Requests due to Connection Errors: 0

Total Failed OCSP Requests due to Connection Tineouts: 0

Total Failed OCSP Requests due to Insufficient Resources: 0
DNS #2d SH= MH 0§ X 2 dErtE T Q! ZAT|aso|Mel EXME sidsie d REE =
A& LICE Ol et SHE 25 5t2{™ CtE 1+ ZH 0| show statistics accelerator ssl &= AS & LICH

WAE# show statistics accelerator ssl

Nunber

of forward DNS | ookups i ssued: 18
Nurmber of forward DNS | ookups fail ed: 0
Nurmber of flows w th matchi ng host nanes: 8
Nurmber of reverse DNS | ookups issued: 46
Nurmber of reverse DNS | ookups fail ed: 4
Nurmber of reverse DNS | ookups cancel | ed: 0
Nurmber of flows w th matchi ng domai n nanes: 40
Nurmber of flows with matching any | P rule: 6
Pi pe-through due to domai n nane m snat ch: 6

SSL M EM 0|7 &2 4= X sHA0| K8 &= U2 show statistics accelerator ssl &

29
oA CtE HEE AMEstod HAe

WAE# show statistics accelerator ssl | inc renegotiation

Total renegotiations requested by server: 0
Total SSL renegotiations attenpted: 0
Total nunber of failed renegotiations: 0
Fl ows dropped due to renegotiation timeout: 0



show statistics connection optimized ssl B3 2 A& 3501 WAAS C|HO|A 0| A %[Z45tEl SSL 44
2 MHS=X| glgrL|ct. o420l CHEr Accel 2ol "TDLS"7} LIEFLL=X| & QI LICE"S"= SSL
AO7t CtE1t 20| A8 KRS S LIEF-LIC.

WAEG74# sh stat conn opt ssl

Current Active Optim zed Fl ows:
Current Active Optimnmized TCP Pl us Fl ows:
Current Active Optimnmized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass-Through Fl ows:

Hi storical Flows: 100

OO PFr O Www

D:DRE, L: LZ, T: TCP Optim zati on,
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Local |P:Port Renote | P: Port Peer | D Accel erator
342 10. 56. 94. 101: 3406 10. 10. 100. 100: 443 0: 1la: 64: d3: 2f: b8 TDLS <=-=-
--Look for "sS"

show statistics connection optimized ssl detail W2 Al2510{ SSL HZE SHE 2 £ :
0{7|M FMEI SSL 7tE MH[AMAM MG = S HAMZ 2 0IF = UL oI HE A2
TFO Z|X35t8F M E|X|2F £ M E SSL AMH|A S| A2 ™A %(M5 7t M FELICEH

WAE674# sh stat connection optimized ssl detail

Connection 1d: 1633
Peer 1d: 00: 14: 5e: 84: 24: 5f
Connection Type: EXTERNAL CLI ENT
Start Tine: Wed Jul 15 06: 35:48 2009
Source | P Address: 10.10.10. 10
Source Port Number: 2199

Destination | P Address: 10. 10. 100. 100
Destination Port Nunmber: 443

Appl i cati on Name: SSL
Cl assifier Nane: HTTPS
Map Nare: basi c
Di rected Mode: FALSE
Preposition Fl ow FALSE
Policy Details:
Confi gured: TCP_OPTIM ZE <--==-- TFO only
is configured
Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer : TCP_OPTIM ZE
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ <=m=——- Full

optimization applied
Accel erator Details:
Confi gur ed: None
Deri ved: None
Appl i ed: SSL <---=-- SSL
acceleration applied
Hi st: None



Ori gi nal Optim zed

Byt es Read: 1318 584
Bytes Witten: 208 1950

ol 28| AR EMME &% SSL MM Bl MFAtef ol ChExt 2ol ZA[ELICH

SSL : 1633
Time Statistics were Last Reset/d eared: Tue Jul 10 18:23:20 2009
Total Bytes Read: 0
Total Bytes Witten: 0
Menmory address: 0x8117738
LAN bytes read: 1318
Nurmber of reads on LAN fd: 4
LAN bytes witten out: 208
Nurmber of wites on LAN fd: 2
WAN byt es read: 584
Nurmber of reads on WAN fd: 23
WAN bytes witten out: 1950
Nurmber of wites on WAN fd: 7
LAN handshake bytes read: 1318
LAN handshake bytes witten out: 208
WAN handshake bytes read: 542
WAN handshake bytes witten out: 1424
AO byt es read: 0
Nurmber of reads on AO fd: 0
AO bytes witten out: 0
Nurmber of wites on AO fd: 0
DRE bytes read: 10
Nurmber of reads on DRE fd: 1
DRE bytes witten out: 10
Nurmber of wites on DRE fd: 1
Nurmber of renegotiations requested by server: 0
Nurmber of SSL renegoti ations perforned: 0
Fl ow state: 0x00080000
LAN work itens: 1
LAN conn state: READ
LAN SSL state: SSLOK (0x3)
WAN work itemns: 0
WAN conn state: READ
WAN SSL state: SSLOK (0x3)
VWW work itemns: 1
W2W conn st at e: READ
W2W SSL st at e: SSLOK (0x3)
AO work itemns: 1
AO conn state: READ
DRE work itens: 1
DRE conn state: READ

Host name in HTTP CONNECT: PR



Added in 4.1.5

| P Address in HTTP CONNECT: PR
Added in 4.1.5
TCP Port in HTTP CONNECT: i

Added in 4.1.5

HTTP AOOIM SSLAO e HA EX| 14
4

ZEt0|HETHHTTPS Aol 4517 e ZFA|E Sztelol st 3¢ SEt0|HES -2 ™
X ZE Alof CHEt HTTP CONNECT MIA|X[(CONNECT HIA|X|of Z & &l MK HTTPS MH IP F4
EZ &2 o[SELICE O] Aol M HTTP AO= I|o{ WAEOI A O] ZE AEIFLICLZS A= 22t
O|ME St Mt ZE 7tof E{'de 4 dstn ZEI0|UES} aid M IP F4 X ZE 7ol £ OO
EHE 2oLt Z5Al= ZEto|HE CHA| SE3t1 "200 OK" HIAIXIE EA|StHH 22H0[

E7Jl SSL2 S Mot S4l5t24n 5t2 2 SSL AOO| CHEt 4A S SHAELIC 3 ks E2tol

AEE ZE Ao olaf MHEE TCP AL (EI)E Sall SSL Akl SSL HEM0|ZE AR LI

e

to
|l
[§%

2 EME iZae m oS Arg S HIELIcH

- show statistics accelerator http W& 2| £33 £ 2l5t0{ 1Z20| HTTP A0 2|l *2|=|U}=
x| &Qlgt Ch& SSL AOE e #LICt Total Handled Connections(XMEIE & 244 =) & Total
Connections Handshed-off to SSL 7} 2E{& & QI LICH.ZX7t U= B¢ CtE2 &lgLc.

- HTTP AO7} Edstx| 1 1o WAEOIM A&l SQI AENQILICH.

- SSL 7t&3t MH|AE 22I0|ME 7 CONNECT URLOIM AF8SHE ZE(EE HTTPSE
A28t AR S A ZE 443)2 L MHEL|CH ZEA| ZE 7} CONNECT URL ZEQ} C}
E BRI 8o O| ZEA| ZE &= SSL 7t AH|A0|A T3t K| 2fotof gLt et
ZEA ZEE HTTP AOO| OHEE Eci= 27 xtoll Z & z|o{oF ELCt.

- show statistics accelerator http & 2| £242 221501 0| 21ZA0| SSL A0 2l5H AM2|=|
2™ LA = K| & QI L|C} Total Handled Connections(Z X2l ¢4 ) & Total Optimized
Connections(Z %Mt El 44 ) 7 2EHE & IELICHSH 7I2E7I SHIEX| &fo™ 0T
MMM dHE CHE 7|& SSL 24 sHA2 s=-8&Lict.

. HI0|E{ ME{ WAEOI A show statistics connection optimized detail & £240i AKX SSL A
Ol ZAE O|F,IPFA UTCP ZEJ|I EAIZ|=X| &QlgtL|ct. olzs EET| SHIZA M
E|X| A2 B2 OS2 &elstaAl.

- SCtO|UE HEl M ZEA| M™O0| 2HIEX| & lghLct

- DNS M7} H|0|&] ME{ WAEX| A |0 QT dZE = U=X| =& LICtip name-
server A.B.C.D HEE Al23504{ WAEO| A DNS MEHHE e £+ &LICH

MH ela M &l 24 sl
MH QIZME &Ql5t24H H|0|E MIE{ WAER 2HIE CA QIS ME 7hx{etof Lot

MH I5M &g ERlEw ot oS B HE & LIch

1. Mt QIZME dAtst o &2 4t 0|F 2 AMELICE M Q15 M Li2| o] &Z Xt 0|F2 UXIet=
CA QB M Lie| A o|F1 Ux|sHok &fLICPEM RQIRE 1B M7L U= B openss|O| Ex|E
MEHO M CFHS openssl BEE MEE + A&LICH

> openssl x509 -in cert-file-name -noout -text

2. show running-config @& & A&35104 O|O|E| ME{ WAEON| YX|5tE & E 3} pkica Z1I| 22 0|4
ol QEX| &olstL|ct &0l = 2 M A0|A WAENM AFHEE CA 2! JIx{2 Zt CcA OI=

0l

X

o,
h



Mol CH3H crypto pki ca ZAx|2 20| &= 0| R L|CH0|E S01 CA 215 A company1.cag 7}
M= 4<% dlo|H ME WAENIM Ctg Zix|aso|Me s=&stof &L

crypto pki ca conpanyl
ca-certificate companyl. ca
exit

£ I:Central Manager GUIE AF&35t0{ CA QIEME 71X 2= @ Central Manager= 742 CA
CIBME L& ST 2|2 crypto pkica ZAL|22[0|ME RIS 2 F7tEFLICHOBqLl CLIE &3l
CARIBME 7tXME B2 ¢ Au|asoldg =522 F7tslofF FLC.

3. 20l BQ1 2IB Mo 1B M ®|Ql0| ZEE|0] Q= B QB M AQlo| UXIGHD 7HE =2 UZ
Xto| CA Q1B MHE WAEONIM 7tX{ 2= K| & QIELICH openssl verify B2 AL 35104 215 AE T
T 2 EoIgL|ct

(2010] Al MTsted SSL 7k 7| Cl1 218 HAELICHOHS HHES A8 stoi Cli1 22

wae# config

wae(config)# logging disk priority debug
wae(config)# logging disk enable
wae(config)# exit

wae# undebug all

wae# debug accelerator ssl verify

wae# debug tfo connection all

5. EIAE @42 A|ZEt CFZ /local/local1/errorlog/sslao-errorlog.current 21 IS ZHAFEHLICH
0] U2 At Q15 Mol Z3HE w2k} 0|22 LIEFLHOF B LICH.0| W2 X} 0|2 0] CA QIE MOl &
A o|§ 1t M=ts| Y x|st=X| = elghLct.

tol

20| CHE LR 277 e 49 F7HCHO 88 g dstet ol 2 = JA&Lch
6. =4t O|F 2t | 0|F0| YRIstHEIE CA QIZA7I EHIZX| 8t & &+ UELICEHO| B AH
S M7t & LeTl CAOM L F E|H HEfRXE ALE 510 WAAS g10| Mo 2 Qg & Q!
SLICHEEI XM HEE A8 [ et T2 2EF of2liof LIEtLIE & & ofo|2 E=
Hetexe|l 4 EAE LHoM AIBME AAE = USLICHAUS M MTF HEE o] A 215 M
oF Ax[st= MHet CA QB ME LIEH = U&LICHCA 215 M LHol A Serial Number(Y# #135)
Ze g MEigrLch o] g HE = HIo|E AIEf WAEMIM 7K & 1Mo Yzt =9 UX|SH
ofF g LICH.

rr

Jol =

o

7.0CSP 7| HAIE AI8st= & HY H
ElgrLICt.oCcsP M Xl s 2ol cHet REM[E LHE

SHAAIR.

Zcto|E ela M &l 22X A

Z2l0|E QIS &el2 #E M 2/E = O|o|e ME{ WAEM M &dstE = &L ch

WAASE AI836t01 SSL EBI TS 7155t B2 HE AMHollM 22 Z2H0[HE 2I5 M= H[0o|H
ME{ WAE EE &= O|O|E{ ME{ WAE ! AF&| M 215 M Q] crypto ssl services global-settings & &
ofl X|HEl machine-cert-keyoll EA|E! QB MULICHIFEIAM HE M0 EEI0|UE QIS A &l
O Auig Z< ool dIE{ WAE &l QIBE M7t HE ME{ol| M 2 RIE|X| 7| MHE Y = AUA&LIC.

2 dststn AhAf| 215 M = elo| 5 Sst=X|
2 "OCsP siix| &2l x| siZ" MM

ol

ClOIE ME{ WAEO] CHEF 2EI0[AE 2B M HEO0| X SstX| pf= 2 2EH0|AUE B At o

S



%|5t= CA Q15 ME d|o|E{ ME{ WAEMIAM 7K K| &f7| 2L £ Q& L|CHWAE A
CA QIS ME 7IXM2A=X| &lst= ghdof Chet X|&2 "MHE IS M =02l 22X s MM

SHtE
k=2
= =

SES

xjo{ WAE QI8 &2l Al 514

EHA FHAAIR,

(1
ol

A
0

E
<2
o
ol
x
Jok
o
Mo
P!
M
2.':'
My
Q'I_l
o
e
o
0jo
M

20l FQ1 QB A7} CA ME S MUK &elgrct 8 WAEH 2|t Xt ME B ME EP%
EO{ 9—|oH EoIZ|X| et&LICH7|EXMo 2 WAEE AHA| A‘l':'ci' AIZMZ ZEFEL|CE A MH ©
ME crypto ssl services global-settings machine-cert-key & A& 3504 7443l oF & L EP.

RIBEME & Qlst= ClHto|A0| ZHIE CA 2IEMIE 2EEE|R=X] &l Lo E E0{ HIOIH
E-I WAEDO]| peer-cert-verify7t #+El 32 XIAI- WAE 215 M7t CA M 4! | 0|E{ ME{ WAEO]| A
015 MH CAL| QIBAE 7HX{Qok °*LIE+.CL| Sl =822 °._I§A-IE MR E B2 7K
OI"A-IE A&3t7| I3l crypto pkica HHEE A 0}04 CAE te= A2 UX| DP*'AIO Central
Manager GUIO| M 7tX{ 2 Central Manager= Y x|st= & &35t PKI -_rl*"c’ S = MdsgtLict

H1r>!\’

3. Z|o{ WAEL| &Qlo| 04T5| Alulist= B2 "SSL AC 2" Mol MHEICHE CIHI 28 &
QIgfLCt.

OcsP & x| &el £ sid

A|A B0 A OCSP(Online Certificate Status Protocol) T 7| Z4AFS & 435} 504 SSL 24401 EX|7}
UE BR LIS EX SHE HHE - AAIL.

1. OCSP responder AH|A 7} responder ME{O|A A&l SQIX| &QlgtL|Ct.

2. WAE®2t responder 72| 2HIE 2122 E& & LICH WAEON|M ping & Bl B
CHeh 2 At&35tod &helghLCt.

3. 43 QI 2IEAM7I AN E R K| EQIFLIcHtE It 2 SHHE SEA URLS LEHH
OS2 EAN7I U= SAULICE

4. WAEO|AM OCSP 8EH& B ME 7t =X| =Rl LICt.OCSP 8EHAt| 8F
OCSP &1 &x|5t= CA 21E M7t WAEO] 2{0{0F &L|Ct.

5. show statistics accelerator ssl & £232 2015104 OCSP SH & & 2l5t1 OCSP E oo

2ot FIREE =elgLct

6. OCSP HTTP 40| HTTP TS A|E Sotste B IS AE
QIEtLICHE20| Bl B TEA| AHu|ado|MHollM 9128 AlnfE
ChZEA| ZHI|T2o|MHo| HAQ AL HTTP SIS M4 & U7}
3l TEAIQ SEEIX| L2 = UESLICELFIL ZALE ?l5H T

7.CHE 2 E ol AuljstH FIt ClHE S <l5 &4l OCSP
= &LICHodlH| WAAS =Xl 3112 Z|Ate| "TfZ! 24X S B4
IE = tethereal BHES A& &= JU&LIC.

o
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e
m
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GOl ME{ WAEOA OCSP SEAt0fAH| 24 Zst= O AF&st= URL2 CHE F 7HX[ & & stLt
2 o et

- crypto pki global-settings Z1I|18|0|M P o2 F4El 17 OCSP URL
.- Zel 52l I3 Mof X[HE OCSP URL

0l 501 QIZEMO0|AM URLO| M E|E AL URLO| A2 £ =X| &Qlslof &Lt SSL 7t 7|
OCSPLIHOI 2aE 2***2+5+04 URLE &9 E cr% SEX| CHet AZGE ElgLIClC|Ha 2
T AME0] CHE AEMIEE L2 CHE MM E B ZSHAAIL.
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DNS 7 Xl &4
A|AEIO] ME 0|2 2 M EHQl A2 AL 5t0{ SSL 142 #|xstst= ol EXM7E Q= 7R
[l ER{E4E CHElE 2335}

1. WAEO!| 74 E DNS Aol 28 = /11 0|F S HUE = U x| FHAFLICHFHE DNS M
HE = Qlsitd™ Chg HEE ALSELICH

WAE# sh running-config | include name-server
i p nane-server 2.53.4.3

Try to perform DNS or reverse DNS | ookup on the WAE using the foll owi ng commands:

WAE# dnslookup www.cisco.com
The specified host/domain nanme is unknown !

Ol 822 TIE 0|F AH0lM O|FE & + gi5S LIEHLICH

T E 0|8 MHoi CH3H ping/traceouteE AF235t04 A4 7t

WAE# ping 2.53.4.3
PING 2.53.4.3 (2.53.4.3) 56(84) bytes of data.

--- 2.53.4.3 ping statistics ---
5 packets transmtted, O received, 100% packet |oss, tine 4008ns

WAE# traceroute 2.53.4.3
traceroute to 2.53.4.3 (2.53.4.3), 30 hops max, 38 byte packets

1 2.53.4.33 (2.53.4.33) 0.604 ns 0.288 nms 0.405 ns

2 * * %

3 * * %

4 * * %

5 * * %

2. DNS Mol 42 +~ I O|F S H e & UX|EF SSL 2140| 2|X3tE[X| ei= B2 XIHE
t&EHE MB[ATH g &Eefjo|z SSL AOO| CHEF BE It 8

=
THQI EE SAE Ol TAGHE
Ex| HolgLichohg BHe

WAE# show alarms
Critical Al arns:

AlarmID Mbdul e/ Subnodul e I nst ance
1 accl _svc_inactive ssl ao/ ASVC/ asvc- host accl _svc_inactive
2 accl _svc_inactive ssl ao/ ASVC/ asvc- domai n accl _svc_inactive

Maj or Al ar ns:

Hock. 7t

"accl_svc_ |nact|ve" A7 e A2 7
ax P
c=>| INE=XS

&S0 CiEh ZHm[zeol4o| M'
&3tEl MH[A Ho|TefolME #elstn %'EI:LE4IOI/.E|OI SHHEXI E—f.JE.*L—IEL

nl
mjo
O.u._'_



of Zm|agoldE HQlghL|ct.

WAE# show crypto ssl accelerated service

Accel erated Service Config State Oper State Cooki e
asvc-ip ACTI VE ACTI VE 0
asvc- host ACTI VE I NACTI VE 1
asvc-domai n ACTI VE I NACTI VE 2

£ 7t&3tE MH|20f CHE MF HEE #elsied™ Chg BEE AFS gL

WAE# show crypto ssl accelerated service asvc-host
Nane: asvc- host
Config state: ACTIVE, Oper state: |NACTIVE, Cookie: 0x3, Error vector: 0xO
No server |P addresses are configured
The follow ng server host names are configured:
| nxserv. shil pa.com port 443
Host 'I nxserv.shilpa.com resolves to follow ng IPs:
--none- -
No server domai n nanmes are configured

7t&SHE MH|A Q| 2HE AEHIHINACTIVEY £ /= Ol & 5tLt= DNS AlujlLct.

7t&3tEl MH[A 5'dul:LE{IOIHOH MH 3AE o|%0| T WAE7} MH IP FAE & QI8 £ g

Ee MU 5 YMg 7Y + elgLich
3."=MHQl O|§0| YxI5tK| efot mo|Z AR 0of CHEH SH
FHE Mol CHet SSL AU S LtEHLICHOHS HEE

r°l-

S 7H2E{7t B7tsts B 2|58 9Is
AI' 0|'O1| X47'<_| of| K| %"%% 3FO|%|=‘}-L||:|_.

WAE#sh policy-engi ne application dynam c
Number : 1 Type: Any->Host (6) User 1d: SSL (4)
Src: ANY: ANY Dst: 2.53.4.2:443
Map Nane: basic
Fl ags: TIME_LMI' DENY
Seconds: 10 Rermaining: 5 DM Index: 32767
Hts: 1 Flows: - NA - Cookie: Ox2EEEEEEE
DM Ref Index: - NA - DMRef Cnt: O

show statistics connection BHEE A&504 @12 HENE = QlgrL|Ch A Bl A2 TSGDLL| 7t
£7|9 & 4742 E AISHOF B LICH TIME_DENY 2H gt= o] £H0| TDLO|0o{0F &fL|C}.

4. O|O|E ME{ WAESF 2215104 DNS ME{7F WANS S35l U7HLE J&HEF DNS S AlZHOo| LHF
1 82 U2 AZ40| AME = UELICHEEI0IME Alzt =3t U (DNS 8H AI’._HHI ek ek
L|Ct.ol & 7='° "Number of reverse DNS lookups cancelled(232 & DNS = 3| & FAE)"ofl CHt 7+

SEPE B7h8h 1 1720 ARIEILICH O] A S DNS MIH7H S oI SLHLF TH = 2l

WAASS| NSCD7t 2 &5tK| ot &2 LIEHHLICH.show alarms EEE AF&3H0{ NSCD A EHE =2l
g 4= QlaLct. EH%'—:_I 50/ M DNS M7} CIOJE] ME| WAESH S 23 LANOY 9/ ZHO 2 of
=7 mEo] ol ol e 7tsd2 ol H&Lch

HTTPOA SSL AO #lol'd EX| &

FHI:HTTP-SSL AO A 0|'d 0] WAAS HHT 4.3.104 = EIRA&LICE O] MM 0| WAAS HTo|
£ MEXIX| ef&LCh



ot AN EX| CHE AOE MUY
S 28 4 Ql&LICHAO ®MO|E2 4.3,
WAAS7t ME3t= AO HEQ X CtELICH AO MOo|'de 2 2le 3 eimy
%2315t 7| HE LLICE.

SSL AOE= F 7H%x| R¥el eidg Mg ct.

. Byte-0 SSL:SSL AOE HX| A4S £4I6t1 SSL HE=MO|ZE 22 &fLICtHOo|ZEL| X 7|
HES T E B4510{ HTTP HAMEE &QIFLICHO|2ZE=7t HTTPE LIEHLHE @< HTTP
AOE & ELIct. O™ X| pf2 B9 L TSDL 2|M5tE MLt

SA HAZEHTTP AOE X HAZAS S AIFLICHZE0|MES| %0 A CONNECT &ilc] &
2 AlgdEn T E A|7} 200 OK HIA|X|2 &QI5t & SSL AOS AFQIEHLICY.
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SSL AOE CH& HTTP ¥#& B X[stE B HTTP LA E AF& & LICE.GET, HEAD, POST, PUT,
OPTIONS, TRACE, COPY, LOCK, BCOPY, BMOVE, MCOL, DELETE, SEARCH, UNLOCK,
BDELETE, PROPFIND, PROPPATCH, SUBSCRIBE, BPROPPATCH, UNSUBSCRIBE,
AND_MS_ENUMATTS.debug accelerator ssl parser B2 AF&5t0{ ZhA{e} #EE EXME C|H
& £ & LICt show stat accel ssl payload http/other B2 A& 5104 HO|2E f&oi et 2
FE ESZo| SHE = = USLICH

4 E|.
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1. HTTP AOO|M AR S22 HTTP AO ZAL|2 20|l HTTPS 7|s0| &5t Elo] /=X| &
QIBtLICH REM|EH LHE 2 HTTP AO EX| Sl BEAME HZXSAAL.

2. show stat connection BE 2 At&5t0{ 42 HEHE & QIELIC SHE A %(X5HE B2 TCP,
HTTP, SSL & DRE-LZ X|X3t& LIEFHLHE= THSDLES E At oF gLCt ol248t 2| M3t & Lt
Bt gl siE 2|5t Z2IB(SSL, HTTP §)0IAM F7t2 CIHZ R LT o & S04 24F
AEf7F THDLE EAlstE B2 SSL (X317t 440 M E|X| ik S 2 olOlFLICHCHZ S
SSL AO% i El A EXol CHEF MlE HE Lt

.SSLAO7I &/835tE|o] /1 A& & o ENQIX| EQIELICH"SSL AO =X sHZA" MM FX).

. show alarms BHE AL&sto{ FE7t gi= x| &lgfLCh

5. SSL E2fEHO| 2|A3t|X| b= B2 7I538HEl MH|AQ| URE M IP F4, SAE 0|F

= THQl0|§ U X E #HE 7t F7HE[o{oF gFLCt,
6. 7F&3HE! MH|A 7} show crypto ssl services accelerated-service ASVC-name HWHE AL
01 ACTIVE & EHQIX| & Q& L|CH("Troubleshooting DNS Configuration” 4IM & x).

7. show policy-engine application dynamic &2 At&3t0{ & QlZlol| o] My & ZEof| CHEt
E=0| JA=X| =lgtLct

8. FMX| MH7I 7|20| ot ZE oA SSLE A8 St= B (7|2 4L2 443) A ATl Hm|a
glo|Mof o] & =0l BHAE AR E=X| & QIFHLICH Central Manager= SSL E2f{= HIO|E{E 210
&t7| @8l ol HEE AFSELICH.

9. 1 4El ZAE 0|&0| show crypto ssl services accelerated-service ASVC-name BWE S AL
501 R &8t IP FAZE EQIE[E=X] EfQIEILICLIP FAE 2 = Qi B Ol& A7t 24t
27 2 MEEREX| &QlgL|CHEE S dnslookup IP-address B3 0| £248 &0IghL|Ct.

w
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wae# sh run no-policy

crypto ssl services accel erated-service sslc
version all
server-cert-key test.pl2
server-ip 2.75.167.2 port 4433
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server-ip any port 443

server-nane nail.yahoo.com port 443
server-nane nail.googl e.com port 443
i nservice

wae# sh crypto ssl services accelerated-service sslc
Nane: sslc
Config state: ACTIVE, Oper state: ACTIVE, Cookie: 0x0, Error vector: 0x0

The followi ng server |P addresses are configured
2.75.167.2 port 4433
any port 443

The followi ng server host names are configured
mai | . yahoo. com port 443
Host 'mail.yahoo.com resolves to follow ng IPs
66.163. 169. 186

mai | . googl e. com port 443
Host 'mail.google.com resolves to follow ng |IPs:
74.125.19. 17
74.125.19.18
74.125.19.19
74.125.19. 83

wae# dnslookup mail.yahoo.com

O ficial hostname: |ogin.lgal.b.yahoo.com
address: 66.163.169. 186

Al iases: mail.yahoo.com

Al i ases: |o0gin.yahoo.com

Al i ases: |ogin-global.lggl.b.yahoo.com

wae# dnslookup mail.google.com
O ficial hostname: googlemail.l.google.com
address: 74.125.19.83
address: 74.125.19.17
address: 74.125.19.19
address: 74.125.19.18
Al iases: mil.google.com

SSLAO 2%
Che 23 12 SSLAO 2ME siZste ol A8 E £ UaLch

. ERAM 2 7 1t Q:/local1/logs/tfo/working.log( 2! /local1/logs/tfo/tfo_log_*.txt)
. C|H3 23 mt:/locall/errorlog/sslao-errorlog.current(Z! sslao-errorlog*)

CIHZEE 2ot A sted™ X 2l StLtel SAE R Xghst7| @IsH ACLE A& sl ok &fLict.

WAE674(confi g)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674(config)# ip access-list extended 150 permit tcp any host 10.10.10.10

EMME 228 gd3ststed™ Ch&1 20| transaction-logs 71| 12|04 BHEE ALSELICH

wae(confi g)# transaction-logs flow enable
wae(confi g)# transaction-logs flow access-list 150



CHS I 20| type-tail BES AtEsto] EBMAMME =21 mtAUo| E2 = + JY&LICH

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt
Wed Jul 15 14:35:48 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 : 443 : OT : START :EXTERNAL
CLI ENT :00. 14. 5e. 84. 24. 5f :basic

:SSL :HTTPS : F : (TFO (DRE, LZ, TFO (TFO (DRE, LZ, TFO (DRE, LZ, TFO :<None> :(None) (None)
(SSL) :<None> :<None> :0 :332
Wed Jul 15 14:36: 06
2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 : SODRE : END : 165 : 15978764 :63429 :10339 :0
Wed Jul 15 14:36: 06 2009 :1633 :10.10.10.10 :2199 :10.10.100. 100 :443 : OT : END : EXTERNAL
CLI ENT : (SSL) :468 :16001952 :80805 :27824

SSLAOS| C|HO 2Z & dHstT &H3tsic{™ Chs BHES AFSELICH
FI:CIHI =2Z2 CPUE HO| AL85HH CHE S| £ dHE & JUELICH YA g ZolM Y
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WAE674(confi g)# logging disk enable
WAE674(confi g)# logging disk priority detail

CHSIt 20l ACLOIA 420l CHet CIHO 22 EH3HE = U&LICH

WAE674# debug connection access-list 150

SSL AO C|HZ SM2 Ct21t Zr&Lch

WAE674# debug accelerator ssl ?
accel er at ed- svc enabl e accel erated service debugs

al arm enabl e SSL AO al ar m debugs

al | enabl e all SSL accel erator debugs
am enabl e aut h nanager debugs

am generi c-svc enabl e am generic service debugs

bi o enabl e bio | ayer debugs

ca enabl e cert auth nodul e debugs

ca- pool enabl e cert auth pool debugs

ci pherli st enabl e ci pherlist debugs
client-to-server enable client-to-server datapath debugs
dat aser ver enabl e dat aserver debugs

f I ow shut down enabl e fl ow shut down debugs

generic enabl e generic debugs

ocsp enabl e ocsp debugs

oom manager enabl e oom manager debugs

openssl -internal enabl e opnessl internal debugs
peering-svc enabl e peering service debugs

sessi on- cache enabl e session cache debugs

shel | enabl e SSL shell debugs

smalert enabl e session manager al ert debugs
smgeneric enabl e sessi on manager generic debugs
smio enabl e session manager i/o debugs

sm pi pet hr ough enabl e sm pi pet hrough debugs

synchroni zati on enabl e synchroni zati on debugs

verify enabl e certificate verification debugs
waas-t o- waas enabl e waas-to-waas dat apath debugs

SSL 94780] CHEt Cli1 222 4518 O Tl ©F 20| B CHM 20| EAIE 4 2
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WAE674# debug accelerator ssl all

WAE674# debug connection all

Enabl i ng debug nmessages for all connections.

Are you sure you want to do this? (y/n) [n]y

WAE674# type-tail errorlog/sslao-errorlog.current follow

NME % SRE ZE2| 15X B2 ZE A HE

SSL AOE AHA A-I':HE' ALE QB M7E BI= E[QI7HLE BF2 = 30 O|LiQ B9 WAAS C|HHO|A
of X5 2 2L MU AUBMI FEEIX| i 2 B2 BEE dHELICEWAAS AZ EQ|o{=
WAAS Zx[e| & Hm| ARtz FE 54 Btz Lé*FKFP—I ST AA ME QB ME dEgfLch

2 E WAAS NME 2! SRE 2 E9| A|HE NME EE= SRE ZE0| O %A HEQ! ZARoE &2 Al
X Al 2006 12 1242 MXE|L|CH 0|2 ©I5H Xfxﬂ MAE QIS M7E 2011'A 1€ 1oj Bt 2 |7 C|
HIO|AOIM QB Bt2 ZEE MEELICH

7|18 HEE| QB ME MY QIS ME AF3HX| of 11 SSL AOO| AFE X} X|H QB ME AHE S}
< Ol of7|x| et2 BtZ|7¢ H**Horxl otoi EFE%' motct AF8AF X|H QI ME Uo|o|EE
&LICHEESH NME EE= SME ZE2 M AZEQ|o] 0|0|X|2 UOI0|E S0 A|HE %A I
7|3t8t A< o]l EX7t & l35HK] @ % T A&t

LS

CIEM Bt B4 2 Ct2 A5 & stLIRILICHshow alarms BE 2| £330 Z AIF).

Maj or Al arns
------- Alarml D Modul e/ Subnodul e I nst ance
I cert_near_expiration sl a0l SGS/gsetting cert _near_expi rati on
EE
Alarm|D Modul e/ Subnodul e I nst ance
1 cert_expired ss a0/ SaS/ gset ting cert_expired

Central Manager GUIOA CtS ot 22 ZE & 20§ L|C} "Certificate__waas-self__.p127} Bt =0
7t R & LICH M MEM HAl IBME FHELICEH"

ChS £ M & stLEE AL85tod O] EX|E siiEe + A&

- Mg dHol chsll CHE QB ME FEELICH

SRE# crypto generate self-signed-cert waas-self.pl2 rsa modulus 1024
SRE# config
SRE(confi g)# crypto ssl services global-settings machine-cert-key waas-self.pl2

- LIE0l B2 ImE AtEStod At ME HELZ| QIS MHE YO|o|EFfLICEH O] £F440{= Cisco
TACO| £2lsto & =+ Ues 23 EET EHRELICH
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