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Troubleshooting Application Acceleration 7|Atoll B El CHZ show accelerator 2! show license &
He APQ &to{ YOI AQ T2 Byo|4Ad & QEH% EOIE = QUELICHHTTP 74 7| EdE £
°”oPE4 AE{Z2to|= 2to|dATt EHEhL|Ct

O3 oS 33! 11 20| show accelerator http BE 2 AF& 3504 HTTP AO2H #ZEl A EHE = ol
LICt. HTTP AO7} Enabled, Running 2! Registered0| 11 047" ANgto| EA|El=X] Eelgh|ct
.Config State(Z1I|1240|M 4 EH)7} Enabled(& 33tE)0|X|Bt Operational State(S%‘ 6*EH)7P
Shutdown(Z )0/ 2to|4l Al X2 LIEFALICHZH HTTP 7|50l CHaH $4KH 2= 7} 2t (Enabled,
Disabled === configured &)1t B 74| E AlE LlEP(User/DefauIt) 7T 4.2.10] Suppress Server
Encoding E'J Metadatacache &= 0| F7}|4 1 DRE EIE L HTTPS Metadatacache & S 0| H{7
4.3.104 F7tE[R&LICH

HTTPS EEH=Z0| SSL 2 HTTP AOO| olaH %|M5tE|= & ste{H Ot M 7I% S Sttt g3t
TRA= K| ZQIELICHHTTPS MIEH|OIE] 7H4!, suppress- server-encodlng £ DRE ZIE.

2] 1. HTTP Accelerator &'Ef &9l



show running-config WX A 5F { HTTP/HTTPS E2H T H&0| SHI 2 H| -_r“‘"El T o{H 7
=Y %“*SPilo*" | SQIErLICH e 88 23 &-dof CHEt hitp 715&E B0 % ot Zo|
HTTP 2/ Xtoi CHal LIPEE MY e Ux| 274 =elst Rt g Lct

WAE674# sh run | include HTTP

accel erator http suppress-server-encodi ng enabl e

later

accel erator http metadatacache https enabl e
later

accel erator http dre-hints enable
later

of these must be enabled

classifier HITP
classifier HITPS
name Wb classifier HITP action optinize full accelerate http
acceleration
name Web cl assifier HTTPS action optinize DRE no conpression none
policy applies to traffic not

SSL accelerated-services policy

WAE674# sh run | begin HTTP
. ski ppi ng
classifier HITP
mat ch dst port eq 80
mat ch dst port eq 8080
mat ch dst port eq 8000

————— in 4.2.1 and

————— in 4.3.1 and

————— in 4.3.1 and

at least one

————— HTTPS static

matching any



mat ch dst port eq 8001
mat ch dst port eq 3128

WAE674# sh run | begin HTTPS
. ski ppi ng
classifier HITPS
mat ch dst port eq 443
nondefault HTTPS port

HTTP S4 27|

jo

Ct2 S74E 224 show statistics accelerator hitp &S ALHS

- HTTP AO7} K& St A[ZHEA HTTP AOO| 2|3 K%
Z AlZtE & = J}&LUch
- WHE HAE MAE o= HoFEl AlZ
- 3702| HIEtH|O|E FHAlof| 2| ZefEl Alzt
. HIELCO|E] FHAlOf| CHEt FHA| HB/+5 =
- HTTP &0 M 21Z 0| MEE &=
. HTTP 3ol L8 2 7|8t 2 DRE EIE7L AMSE 3
. ME|E HTTP E21ZM(request+response) &
. HTTP 3l XM2l|el 27 =
. INA RHAS =

WAEG674# sh stat accel http

HTTP:
G obal Statistics
Time Accel erator was started:
Time Statistics were Last Reset/d eared:
Total Handl ed Connecti ons:
Total Optim zed Connecti ons:

SR

A
e

<===== add here any

gLk,

MA AlZh 2= 2 71S0l ol ME

Tue Apr 6 06:04:06 2010
Tue Apr 6 06:04:06 2010
3743984
3743984

Total Connections Handed-off w th Conpression Policies Unchanged: O

Total Dropped Connections:

Current Active Connections:

Current Pendi ng Connecti ons:

Maxi mum Acti ve Connecti ons:

Total Tinme Saved (ns):
incrementing

Current Active Connections Free For Fast Connection Use:

Tot al Connecti ons Handed- of f:

Tot al Connections Handed-off to SSL:

0

48

0

176

35584437 <mm——— Should be

2
0
Total Connections Handed-of f with Conpression Policies D sabled: 0
0
0

Total Connection Hand-of f Fail ures:
Total Fast Connection Successes:
incrementing
Total Fast Connection Failures:
Maxi mum Fast Connections on a Single Connection:
Total CONNECT Requests with I nconplete Message:
Per cent age of Connection Tinme Saved:
Total Round Trip Tine For Al Connections (mns):
Total Fast Connections Initiated by Peer:
Total SYN Tinmeouts:
Total Time for Metadata Cache Mss (ms):
from here is in 4.2.1 and later only
RTT saved by Redirect Metadata Cache (ns):

3617244 Cmm——— Should be



incrementing

RTT saved by Authorization Redirect Metadata Cache (ns): 345 <=-=-==-= Should be
incrementing

RTT saved by Content Refresh Check Metadata Cache (ns): 44987 <=-=-==-= Should be
incrementing

Total Tine Saved by Fast Connection Use (ns): 456

Total Locally Served Redirect Responses: 453 <=-=-==-= Should be
incrementing

Total Locally Served Unaut horized Responses: 56 <=-=-==-= Should be
incrementing

Total Locally Served Conditional Responses: 4932 <=-=-==-= Should be
incrementing

Total Renotely Served Redirect Responses:

Total Renotely Served Unaut horized Responses:

Total Renotely Served Conditional Responses:

Total Requests with URL Longer than 255 Characters:

Total Requests with HTTP Pipelining:

Total Transactions Handl ed:
number of HTTP transactions processed

Total Server Conpression Suppression:
number of Accept-Encoding removed

Total Requests Requiring Server Content-Revalidation:

Total Responses not to be Cached:

Total Connections Expecting Authentication:

Total Connections with Unsupported HTTP Requests:

Total Connections with Unsupported HTTP Responses:

Total Hints Sent to DRE Layer to Flush Data:

Total Hints Sent to DRE Layer to Skip LZ:

Total Hints Sent to DRE Layer to Skip Header |nformation:

= N OOPFr OO
A
1
1
1
1
1
H
o]
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P ONOOOOO

Q?|o| £249| Total Time Saved 7t 2E{7} Z7}6t K| 7L} OIS 22 ZAR HTTP AO7I Bt s{Ei8
Xﬂ §tX| e 22 LIEFHLICH Al 7He| HIEFT|O|Ef FHA| & StLtol| 2f5H '|7<">5._ AlZ+o| B7tetX]|
fHLE &F S| 22 B oY HIEHH|O[E| FHA|I7t EE 2 ol & MSStK| i &S LIEL|CH

Total Server Compression Suppressmn 7t2E{= WAE & Xx|E St H LI2 452 HMB3st7| «I5H
Accept-Encoding 347} AM7HE 3 4+~Z& LIEFALICHDRE 20|02 MEE & 2IE 2B & O|o]
EHE O & &&35t7| 23l DRE ZE0i A3 E 2t DRE €/E(Flush Data, Skip LZ, Skip Header)&
LHEHH Lt

EH7™ 4.2.1 0|4 0i| M Central Manager2| RAE HEE H2{™ WAE & x|& MEEF C}HS Monitor >
Acceleration > HTTP Acceleration Report® &3} 11 Details B2 d'E—*.*ﬁP04 CtS AtEE &elgrL
Ct.

- HTTP SE Alzt k(& 4 "ALE E|E|E+IA=|, =8 2 FH A

- HTTP %[A3} +=(2(2 7—.F a'il"—.

- HTTP /X3t 7Y (n
HIRE REHTTP 2

HTTP sl 712 £4 & 2F Z=7of CHEt
debug BH(4.3.1 0|&)S AI8sto{CtSS SZ*CLIE.*LIEL

. FHAIE! 301, 304 ! 4017He| SEF £
-HTTP &M, HA 2 HME
- HTTP SE 0| FZHAIZ|X| 2t &= O|F
. IHAElE B HTTP 8%
. 2Z FHA|0IM HTTP 2 XNEB36tX| e 0|

show statistics connection optimized http W& 2 A& 3504 WAAS C|HFO|A T} Z|XEtE HTTP 44



g d™st=x| 2 LchOt S0 Z0| HTTP AO7H A EIRIZ & LIEHL = HTTP 42| Accel &
off "H"7F LYEFLE= X| = QIEFLICH.

WAEG74# sh stat conn opt http

Current Active Optim zed Fl ows:
Current Active Optimized TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass-Through Fl ows:

Hi storical Flows: 100

D:DRE, L: LZ, T: TCP Optim zati on,

A: AO M C: C FS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

OO OONDN

Connl D Source | P: Port Dest | P: Port Peer | D Accel
5929 10. 10. 10. 10: 3446 10. 10. 100. 100: 80 00: 14: 5e: 84: 24: 5f THDL <mm———— Look
for "H"

show statistics connection closed http &2 At&5to{ &8l Ao Cliet 42 SHE & ele = U
&Lct
= .

Central Managerdll M S AISH MEE E24™H WAE C|HIO|AE MEHSH CHS Monitor(2 LIE{R]) >
Optimization(%|=&}) > Connections Statistics(242d S AH|)& M= L|Ct.

82 HTTPE AI&2FH A4 S84 B 1A

Connection Statistics(21Z2 S 7|) & 1 A0i| A Applied Policy(X 2 & X2H) Qo] 22 E 0}0|E2 2

HTTP AO7} 4Z40i| AL E[*S 2 LIEHHLICE OFOIZ 2ol ZAME =2™ 1 o|0|7t EAIE LICH
show statistics connection optimized http detail &2 AI& 3504 HTTP 12 8HE = = Y&t
E20{| M "Fast connections" Z}2EE H&LICH.O| Ft2E{Q| & 22 HTTP AO7} J+ 442

= —O—I
CtAl Ar&3tod E2t0|1E0]| O|H 2 X3 &2 2lOlstH, ol= th7| AlZtg &oi&LICH



WAE674# show stat conn opt http detail

Connection 1d:
Peer 1d:
Connecti on Type:
Start Tine:
Source | P Address:
Source Port Number:
Destination |IP Address:

Destination Port Nunber:
Appl i cati on Nane:
Cl assi fier Nane:
Map Nane:
Directed Mde:
Preposition Fl ow
Policy Details:
Confi gur ed:
Deri ved:
Peer:
Negot i at ed:
Appl i ed:
Accel erator Details:
Confi gur ed:
Deri ved:
Appl i ed:
Hi st:

Byt es Read:
Bytes Witten:
HTTP : 1496
Time Statistics were Last
05: 09: 52 2009
Total Bytes Read:
56367
Tot al
56367
Tot al

Bytes Witten:
Byt es Buffered:
Total Internal
Total Internal
Bit Flags for 1/O state:

Internal object pointer:

Fast connections:
connections

HTTPS &4 27|

Byt es Read:
Bytes Witten:

1496

00: 14: 5e: 84: 24: 5f
EXTERNAL CLI ENT
Wed Jul 15 05:09:52 2009
10. 10. 10. 10

1760

10. 10. 100. 100

80

Wb

HTTP

basi c

FALSE

FALSE

TCP_OPTIM ZE
TCP_OPTIM ZE
TCP_OPTIM ZE
TCP_OPTIM ZE
TCP_OPTIM ZE

LZ
LZ
LZ
LZ
LZ

+ + + + +
+ + + + +

HTTP
HTTP
HTTP
None

Ori gi nal

Reset/ d ear ed:

7% 4.3.1 O|&foi| Bt M ELICt)

<===== Should see Web
<=-==== Should see HTTP

<=-==== Should see HTTP configured

<=-==== Should see HTTP applied

139160
128

Wed Jul 15

3269

3269

92

92

1040
2046823200

11 <=———- Reused

Cts S7& £24™ show statistics accelerator hitp https B& 2 ALS & LICH

- HTTP AOOI M HTTPS Eci=of CHall & st= AlZtA HTTPS HIEFHIO|E] FHA|o] 2fsH X{ZEF

Tle ©A Alzh 2= M 7He| HIEHCIOIE FHA| ZEZtoll 2le MY E AlZhE 2 &

. HIEHCIOIE] FHAIOH CHEF FHA| M4Z /2t 4
. Mt QIZEO| HTTPS 230l ML E %4 g

A&LICH



. HTTPS &l LHE 2 7o 2 DRE IEJ} MBEE &4
. MElE HTTPS EZ x|'|A=|(O7=-I.|.2|:|-) ES

. HTTPS 3lc] ®{2lo] 28 £

A S £

WAE674# sh stat accel http https

HTTPS Statistics

Total Optimzed HTTPS Connecti ons:
incrementing

Total Handl ed HTTPS Connecti ons:
incrementing

Total Active HTTPS Connecti ons:

Total Proxy-Connect HTTPS Connecti ons:

Total Proxy-Connect HTTPS Insert Failures:

RTT saved by HTTPS Content Refresh Check Metadata Cache - (ms):
incrementing

RTT saved by HTTPS Redirect Metadata Cache - (ns):
incrementing

RTT saved by HTTPS Aut hori zation Required Metadata Cache - (ns):

incrementing

Total Locally Served HTTPS Conditional Responses:
incrementing

Total Locally Served HTTPS Redirect Responses:
incrementing

Total Locally Served HTTPS Unaut hori zed Responses:
incrementing

Total Renotely Served HTTPS Conditional Responses:

Total Renotely Served HTTPS Redirect Responses:

Total Renotely Served HTTPS Unaut hori zed Responses:

Total Hints Sent to DRE Layer to Skip Header Information - HITPS: 121

Total Hints Sent to DRE Layer to Flush Data - HTTPS:

Total Hints Sent to DRE Layer to Skip LZ - HTTPS:

Total Server Conpression Suppression - HTTPS:

Total Time Saved fromall HTTPS netadata cache hits:
incrementing

Total Time HTTPS Cache M ss:

Total HTTPS Requests Requiring Server Content-Revalidation:

Total HTTPS Responses not to be Cached:

Total HTTPS Connections Bypassed due to URL Based Bypass List:

Total HTTPS Connections Bypassed due to | P Based Bypass List:

Q| £249| Total Time Saved 7} 2E{7} S7}5tK| &L} O &5t A

of B2 o|™E MIstx| &t 5E LIEHHLICH Al 7H2| HEHH| O|E ?HAI & stLtoll ola M E E
Zto| Z7tat x| EHLE &E 3| 52 F< i HIEHC|OIE FHA|I7F BE 2

Bt LIt

Total Server Compression Suppression 7t 2E{= WAE E%x|& S8t O LI2 &5
E CtDRE 20|02 M&E & 2
RE &lE(Flush Data, Skip LZ,

LH|

HTTPS 2% 0{ A Accept-Encoding SIC17} M7HE! &1+~8 LIEFH
E 7I2E & Ho0|HE O & & 53517| ¢/ DRE ZE0i| A= Zf
Skip Header)& LtEHAL|CE

L|
D

10 K==—— Should be
10 K==—— Should be
2
0
0
44 K==—— Should be
10 K==—— Should be
5 K==—— Should be
44 K==—— Should be
10 K==—— Should be
5 K==—— Should be
32
2
1
121
0
110
59 === Should be
4
32
0
0
0
2 HTTP AO7} HTTPS ECi=
& Al

o|lMdg M335tx| atE2 Lt

o
IlIIO
g
OH
9'|_-
|
do
ol

7% 4.3.1 O & 0i| M Central Manager2| fASt HMEE E2{0 WAE ¥ XIE ME8t O3
Monitor(2 LIE{&)) > Acceleration(7}%8}) > HTTPS Acceleration Report(HTTPS 7} E 1 M)E

MEHSE T Details(MIFAY) &S MEISI0 CHE RHEE EAIRLICEH

- HTTPS & AlZt ™ek(2IC|=M, ZHE, FE 714)
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HTTPS I & B YU 2 F 24T show statistics accelerator http

debug BH 2 AI&35t04 Ct

. FHAIEI 301, 304 2! 4017He| SE £+
- HTTP 3, H™ & HME ==

. HTTP 2':*0| FHAIE|R| &= Ol

. IAElE S HTTP 8Y =

. 22 Aol HTTP 07‘5,% MZ3sHx| o= 0l
show statistics connection optimized http &2 A& 35104 WAAS C|HIO|A T} Z[X3HEI HTTPS ¢

2 M™MSI=X| EQIELICLHTTP X SSLAO7I 25 A2 LRSS LIEHLHE HTTPS @1Z29]
Accel &0 "H"Q} "S"7} 2 F EA|Z|=X| EQlshL|ct.

WAE674# sh stat conn opt http

Current Active Optim zed Fl ows: 2
Current Active Optimzed TCP Plus Fl ows: 2
Current Active Optimzed TCP Only Fl ows: 0
Current Active Optinized TCP Preposition Flows: 0

Current Active Auto-Discovery Flows: 0

Current Active Pass-Through Fl ows: 0

Hi storical Flows: 100

D:DRE, L: LZ, T: TCP Optim zati on,

A:AO M C: O FS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO
ConnlD  Source |P:Port Dest | P: Port Peer| D Accel

5929 10. 10. 10. 10: 3446 10. 10. 100. 100: 80 00: 14: 5e: 84: 24: 5f  TusDL <mmmmmme Look
for n H n and n S n

show statistics connection closed http 55 = show statistics connection closed ssl @& 2 A& 3104
Bl o TiEt Ad SHE &elg = JU&LICH

Central ManagerollA S AISH MEE HE4™H WAE C|HIO|AE MEHSH CHS Monitor(2 LIE{R]) >
Optimization(%|Z8}) > Connections Statistics(21d SH|)& M=4&LICt.

I8/ 3. HTTP X/ SSL& AI8E S &H B 1A

Connection Statistics(21Z2 S#|) 2 1 A0l M Applied Policy(X& &l Z%l) o] Z2ZH 00|22



HTTP AO7} @10l AFS LIRSS LIEHL 1,
a

|
O0|Z o HME =2 H

b, o |
(==

o|0|7} EAIELICH

OtO|Z2 SSL AO7I ME LIRSS LIEFHLICH

show statistics connection optimized http detail %! show statistics connection optimized ssl detail

B AHR 504 HTTPS

ASHE =

= A& LI

WAE674# show stat conn opt http detail

Connection |d:
Peer 1d: 00: 14: 5e: cd: 9c: c9
Connecti on Type: EXTERNAL CLI ENT
Start Tine: Thu Cct 28 14:47:56 2010
Source | P Address: 10.3.2.1
Source Port Number: 40829
Destination | P Address: 110.1.1.100
Destination Port Nunmber: 443
Appl i cati on Name: SSL
Cl assifier Nane: HTTPS
Map Nare: basi c
Directed Mde: FALSE
Preposition Fl ow FALSE
Policy Details:
Confi gur ed: TCP_OPTI M ZE
Deri ved: TCP_OPTI M ZE
Peer : TCP_OPTIM ZE
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ
Accel erator Details:
Confi gur ed: None
Deri ved: None
Appl i ed: HTTP, SSL
Hi st: None
Ori gi nal
Byt es Read: 5162
Bytes Witten: 1977819
Total Reduction Ratio: 98.639%
HTTP : 34

Time Statistics were Last
14: 47:56 2010

Total Bytes Read:
1972570

Tot al
1972570

Bytes Witten:

SSL : 34

Tine Statistics were Last
14: 47:56 2010
Total Bytes Read:

Total Bytes Witten:

Reset/ d ear ed:

Reset/ d ear ed:

Should see SSL
Should see HTTPS

Should see HTTP and SSL applied

Thu Cct 28

4620

4620

Thu Cct 28



Host name in HTTP CONNECT: <====-- the last three counters
apply only to

I P Address in HTTP CONNECT: Proxy Connect type of
HTTPS connections

TCP Port in HTTP CONNECT:

HTTP HEICOIE] FHA| 271

3702l HTTP HIEtCO[E] FHAI(EIC|HEM, ZHF I Her §f
http-metadatacache all &2 Ar& & LICH A URL 2! gF
o M| 7HO| 2t FHA|ol LHE 2 B2 EAE = U& L—IEP.

= E Al5t24H show cache
ok 2 (%) EAIEILICHOHS WS AFS 3

- show cache http-metadatacache redirect-response
- show cache http-metadatacache conditional-response
- show cache http-metadatacache unauthorized response

<
[=Ne]

Redi rect Cache

Active entries: 1, Max Entries: 1500

URL: www. abcnews. conl, Expiration (sec): 3206

Condi tional Cache

Active entries: 6, Max Entries: 10500

URL: www. ci sco. com web/fw/ i/ quicklinks-rnd-corners.gif, Expiration (sec): 3594
URL: www. ci sco.com web/fw i/ hp-sprites.gif, Expiration (sec): 3594

URL: www. ci sco. com en/ US/ hore/ i mages/ ba- act sGreen-10go.jpg, Expiration (sec): 3594
URL: www. ci sco. conl en/ US/ horre/ i mages/ f p-e0s3.j pg, Expiration (sec): 3594

URL: www. ci sco. conml en/ US/ hore/ i mages/ f p- AP541n. j pg, Expiration (sec): 3594
URL: www. ci sco. com web/fw ¢/ honme. m n.css, Expiration (sec): 3592

Unaut hori zed Cache

Active entries: 1, Max Entries: 3000

URL: |.ying.conlindex.htm, Expiration (sec): 86393

clear cache http-metadatacache all B& & Ar&35t0{ 371 FHA|Q] L& 2 X[ &= JU&LICH
ZF FHAIS LIS HEE X[RE{H OIS HHES AISE = JU&LICh
. clear cache http-metadatacache redirect-response

- clear cache http-metadatacache conditional-response
- clear cache http-metadatacache unauthorized response

MAE URLE X Estedd Ohs BEE MEE + A&LICH

clear cache http-metadatacache {all|redirect|conditional|unauthorized} URL

HTTPS HIEICIO|E FHA| £7]

37H2| HTTPS MIE}H| Ol 9HA|(E||:|E+IA ZHRE A HE ) UE 5 T8 EAISHEH
show cache http-metadatacache https B2 AL & LICHHTTP HIEIHIO|E] FHAl CHE SHE &
Ho 22| URL 2 OtE A|ZH2 EA|Z|X] et &LICHEHS B-ES AFE5tod Al 712l ZF FHAlof CHEt &

S rEEEE EAE = J&LICH

_|



- show cache http-metadatacache https redirect-response
- show cache http-metadatacache https conditional-response
- show cache http-metadatacache https unauthorized response

¢ BEo| derxel 232 oS Z&Lch

HTTPS Redirect Cache

Active HTTP entries: 0, Active HTTPS entries: 0 Max Entries: 3250
HTTPS Conditi onal Cache

Active HTTP entries: 0, Active HITPS entries: 11 Max Entries: 22750
HTTPS Unaut hori zed Cache

Active HTTP entries: 0, Active HTTPS entries: 0 Max Entries: 6500

- clear cache http-metadatacache https redirect-response
- clear cache http-metadatacache https conditional-response
- clear cache http-metadatacache https unauthorized response

HIEtCI O FHA| FHA| Mo{ St

HTTP 2 HTTPS(HA 4.3.1) 304 29| A< HIEIH|O|E| FHA|= ZE Cache-Control X| A0
(Cache-Control:no-cache, no-store, private, must-revalidate, proxy-revalidate, max-age=0,
pragma:7HA| 81F). FHA| Mo HALE HIE &t st= S440| U&LICH &, FHAl Mo ST 7H FHA] |
0 7|5 eiE 2 XIHEst= 30470 HE 2F FHAlst 1 FHA|l Mo ST FHA] FHA| AM| A E7F 7|
S& Xddts ZE R¥EE 24 FHAMM XE[E &= JU&LICH
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UF HefKX = E MHols el MHE Sofl AAME ChAl S st7| flof ZE S50 stLtel
9HA| MoisHE Zefete 7|2 S40| UE = U222 FHA| Mo] HALE HIE H3t6tH HET

O|E{ 7HAlS] O|70| B7HE =+ U&LICHOIZ A st 304712| SE ol CHsll HIEIHIO|E ZHAI7F HIE
ALk,

Ol M2 HTTP/S RE(FHAI Z2|) X SHEHAI & )0l Cisl SEH2 2 Moig + U&LICH
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HTTP/S 304 %0l CHEF FHA| Mo HALE HIE H3tsiedt ChS BEE AFSELICH

WAE#accelerator http metadatacache request-ignore-no-cache enable

O| HHE2 HIEF EfX[ZF HTTP/S 304 2% 9| 2 E Cache-Control X|A|01& FA|StE S &LICH (O]
H230| 7|£ [no] HAI2 HIEF EfX|7F HTTP/S 304 22| ZE FHA| Mof X|A|0{E EFIEE L
ANgct)

HTTP/S 304 SE0llA FHA| KXo HALE H|EH35l6iE{HE ChS HHEE AFSeLICH.

WAE#accelerator http metadatacache response-ignore-no-cache enable

O| B2 HIEF EfR|7F HTTP/S 304 & 2| & & Cache-Control X|A|018 FAIStES §LICH (O]
%%Ql 7|2 [no] A2 HIEF EYX|7F HTTP/S 304 SE0IM ZE FHA| Ko X|A[0{E EFFITE
7



HEFH|OIE ZHAI= 30170 & 40170 SE 2| FHA| Mo{ SIHE E+gfLICE.SE ol FHA| Ao Sl
(no- cache no-store, private, must-revalidate, proxy-revalidate, max-age=0, Pragma:no-cache), 7H
AlE[X] et &LICh.

H|EtC| Ol 7H & ofl <

FNAIE|= & =of CHE EX o Q|7 QUESLICEHTTP AO7F #2| S QI HTTP/S R&/SE0M =2 =
4 S SHLEE YastHE Al A B 3|7} g MSHR] ok &L CH

- HIRFC 20t 28 3 SEUREFRE alC], WREIE SC, w242 &ini, o7 |7l 22 2R
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. URL 37|7+ 255X+E =1}
. HTTP m}o|Z= 2}l EH

. WebDav HAE

. HEAD HI-H-I

. 7| sH7t = 301/401 SE

& &l 207t 768HI0|EE Z1tst= 30170 SH
. & 5l Z0|7} 384HI0|EE Z=1t3tE= 40170 8
. 83 XMe|E dtc|el 401 8§

- X|HEIX| etE 015 WiHo Z 40171 SE(XIHElE WHE chSa Z&Lch 7|8, NTLM, &4,
Kerberos, CtO|M|AE, Oauth)
HE HTTP (GBI 2&) ®2lof A2 7Is

HTTP AO 24
ChS 21 U2 HTTP AO X aZa5ts Ol AFEE £ &LCH

. EMM 2 3 1t Y:/local1/logs/tfo/working.log(&! /local1/logs/tfo/tfo_log_*.txt)
. C|H3 23 1Y /local1/errorlog/httpao-errorlog.current( 2! httpao-errorlog*)

ClHZE 2t &A ottd™ HA WIS stLte| ZAEZ Mgtetr| lsll ACLES dHsloF & LICt

WAE674(confi g)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674(confi g)# ip access-list extended 150 permit tcp any host 10.10.10.10

EMME 22 & gdsteted™ ChE1F 20| transaction-logs Z1I|12i|0|H BHE AFSELICH

wae(config)# transaction-logs flow enable
wae(config)# transaction-logs flow access-list 150
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CHS 1 20| type-tail BB S AFEsto ERMMME 20 mrelo| &

wae# type-tail tfo log 10.10.11.230_20090715_130000.txt
Wed Jul 15 13:37:00 2009 :1529 :10.10.10.10 :2004 :10.10.100.100 :80 :OT : END : EXTERNAL
CLIENT : (HTTP) :0 :0 :107 : 117
Wed Jul 15 13:37:00 2009 :1529 :10.10.10.10 :1880 :10.10.100.100 :80 : SODRE : END

. 14357 :8406 :2181 :2761 : 0
Wed Jul 15 13:38:19 2009 :1533 :10.10.10.10 :2008 :10.10.100.101 :135 : OT : START : EXTERNAL
CLI ENT :00. 14. 5e. 84. 24. 5f :basic

: G her : Ms-EndPoi nt Mapper : F : (TFO (TFO (TFO (TFO (TFO :<None> :(EPM (EPM



(EPM :<None> :<None> :0 :120
Wed Jul 15 13:38:19 2009 :1534 :10.10.10.10 :2009 :10.10.100.101 :1025 : OT : START : EXTERNAL

CLI ENT :00. 14. 5e. 84. 24. 5f
tuui de3514235- 4b06- 11d1- ab04- 00c04f c2dcd2

HTTP AOQ| C|H1 22l MXst T &AdssiE{H O} S WS AFREHL|CH
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A ICIHI 2R CPUS BO| AR SHH LY O] 212 M8 4 & LITh At 210l A
st 22lm E2H A FHIAIR.

Cla 30l cHer RiMIEH 228 EE3te = U&LITH

WAE674(confi g)# logging disk enable
WAE674(confi g)# logging disk priority detail

ACLOIM 4Zol CHEt ClHa 22 g5t
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WAE674# debug connection access-list 150

HTTP AO C|HHZ(4.2.1 O|&f) SM2 Ctg1t Z&Lct

WAE674# debug accelerator http ?

al | enabl e all HTTP accel erat or debugs

bypass-1i st enabl e HTTP bypass-1ist debugs

cli enabl e HTTP CLI debugs

condi ti onal -response enabl e HTTP net adat acache conditi onal (304) response
debugs

connection enabl e HTTP connecti on debugs

dre-hints enabl e HTTP dre-hints debugs

nmet adat acache enabl e HTTP net adat acache debugs

prefetch enabl e HTTP prefetch debugs

redirect-response enabl e HTTP net adat acache redirect (301) response
debugs

shel | enabl e HTTP shel | debugs

suppress-server-encodi ng enabl e HTTP suppress-server-encodi ng debugs

transaction enabl e HTTP transacti on debugs

unaut hori zed- r esponse enabl e HTTP aut h-opti m zati on debugs bugs

HTTP 3o Ciét LI 238 EEste hE Ll 2F 239| 2= Che2 40| EAE =
ol&LCH
AAHEH .

WAE674# debug accelerator http connection
WAE674# type-tail errorlog/httpao-errorlog.current follow
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