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Cisco WAAS AppNave ZEieh Zeila L H3 H7LIE S AH&35tod 2[Zd8HE I3l AppNav
Controller(ANC)E AF-835l04 WAAS Nodes(WN) ZHoll EEHEIE EAtgto Z M WAN £|X3t0| HIE
3 Egtg ZtAE 6D 7I2R7| A% EEE EHRE{0 CHEE Q|ZE 2 T A EQULICLWAAS = E
(WN)E AtE35t0{ ALO|E R/EE OHEEI71IOIA=|° 7|8te 2 ECfEE X3 E = UELICHO| &
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x| et&Lct.

In-Path(2I12+2l) 7t 27|

Clgtel ZE oAM= ANCTL uH7'° JIE2 MM WNO| HiZ 5= HEQ 3 Ea|E ZZ 0l Hix|E L|C}.

Interception

Distribution

To hosts

l i WN-1 WN-2 :

Qlatel & 9of QIE{H|0|A Z4;|121|0]M2 Cisco AppNav Controller Interface Module 2| 7 QIE]
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RIE{Ho|AE " 7|c>01| o5t K| b & LICH S, C|HFO|A Fo EE= M2 &4 ol ECfZ 0|
7IHMe 2 ‘='E|X|E|X| of 1 HE HENE E S5 X| et &LICHAppNaveE SHAEZE S ALE5t0d
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st= 0|F QE{mo|Ao] B2 QEH0|& & otLi7t Alfd EE| Z2EZ0 olsl AFEHEILICH

Qletel 7tzxM7| 2A siid2 Chs B Az T dELich

. UEQIT M7 &0l5t0d ANCO| 2HIE 2120l Hi%|S &elgL|ct T st 72 ping,
traceroute EE= Layer 7 & == OHEZZ|F|0|Mat 22 7|2 ES ALS35l0 HIEQT EBi=E 4
27} oA CHE HESH=X| &0l8tL|C ANCO| E2|H 70|28 &olstL|ct

. ANC7|‘ o._|E|'0|_| 7-(|-E|' B2 -|7(-IE_|0_| o||_ | _§| o|_%|=||-|-—||:|'_

- bridge-group 2/E{H|0| A7} SHIEH| T EIAE R = QIFLICH

|§ MYOo|H HX MHBE|E FL0T Central ManagerLt BE23&0i M ofx|2t

Central Manag er7t
Y = JUsLch

= HAHE
Central Manager0{| A Devices > AppNavControllerE 41E458t C}= Configure > Interception >
Interception Configuration® MEHEFLICH AT 20| Q2RI 2 |0 /=X & lghL|Ct.

SUst HoM E2|X| QAE{H O|A T A HEIRA=X| &I LICH E2|X| QIE{H O|A T E |
Create BridgeE £ 2|5t0{ Md&eLICLEE|X| 2 &0l ZICH 27H2| HE QIE{H O|AE & E #
& LICIVLAN A7 |8 Al25t0 Z & EE= X|Q 2fi2 7|HIO 2 VLAN & =2 X o|gt
Ch.E22|X| QIEH oAM= IP FA7F E#Y E|X| et &Lt

.

Alarm( E.:.) 1f'd = show alarm exec BEE At& 504 C|HFO|AO|M E2[X| #Hd ZE 7L st
= E*I—IEP.bndge_down FE2= BElx|of = stLt old el B QIEWo|AY C2EIRES
LPEP‘-”I—I Ct.

wave# config
wave(confi g)# interception-method inline

2. HE|X| 2 & QB o|AE Y dELICt

wave(confi g)# bridge 1 protocol interception

3. (M= AFEH TR

ot

A% AEE VLAN SE2 X|1"gu o

wave(confi g)# bridge 1 intercept vlan-id all

4. EE|X| 2 & QEumo|a0] F 7He| =E2[x/Z 2| QlE{H|o|AE FTHELICE

wave(confi g)# interface GigabitEthernet 1/0
wave(config-if)# bridge-group 1
wave(config-if)# exit

wave(confi g)# interface GigabitEthernet 1/1
wave(config-if)# bridge-group 1
wave(config-if)# exit

ok

show bridge exec BE & Al&5t04 EE|X| QIEH[0|A & & HEHE = Qlst 1 EE|X|of CiE SHE

£ & A&LCH



wave# show bridge 1
I sp: Link State Propagation
fl ow sync: AppNav Controller is in the process of flow sync
Menmber |nterfaces:
G gabitEthernet 1/0
G gabitEthernet 1/1
Li nk state propagation: Enabl ed
VLAN i nterception:
intercept vlan-id all <<< VLANs to intercept

Interception Statistics:
G gabl tEthernet 1/0 G gabitEthernet 1/1

Qperation State : Down Down( | sp) <<< Down due to LSP
I nput Packets Forwarded/Bri dged : 16188 7845

I nput Packets Redirected : 5068 0

I nput Packets Punted : 1208 605

I nput Packets Dropped : 0 0

Qut put Packets Forwarded/Bridged : 7843 21256

Qut put Packets |njected : 301 301

Qut put Packets Dropped : 2 0

2] oflol| A Gig 1/0 2IE{H|0|A = CH 2 E|ASH LSP(%'EL HE] T _P)E 213l Gig 1/1 CIE{m|O|A
T CrREIt& LTt 8 Down(flow sync)O| ZAIE = JU&LICH &, ANC7P E'~E—|/*E-|01I Jtelst
Z{AEQ CHE ANCS 58 HEE 7185t QJQLIEP St 71E ZHEH Hxd =
UEZ ZE ANC7I S7I15HE W77H K| of 2& S¢F QIEdM FE(E Elxl OIE-|1H|0|*)E SEELC

£210| 3ol B QIE{T|0| A0 CHEH EFHT SH7H EAIELICH

WCCP(Off-Path) 7F2 Al 7|
WCCP 2 E0|AME WCCP 2tRE{7} UERT Eff= Z20] HiX|ZH, HE L3 EcjEle Izl

JI2RM A2 250 9= ANCE Z|C|2MELICH AppNave 7HE 7| #E|, RISEH 55 24l
WAAS 71&7| 7t 2E 112 AIEHE X—|E|o|":'E 2FE{S| WCCP 7+ 40| CH=E ZtASHEILICE.
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Bz F 7t=AM7| EX o2 2 oS Bz F g ELU

. WCCP B}RE{7} 2|MstEl SAEZ cLtE = ECfE A20 U E=X| &QIErL|Chshow run &
£ show weep BHEE A& to4 WCCPo| CHal & S e EHREQIX| #Qlg = d&Lch
E e B2 ping, traceroute L= Layer 7 & == OfE2[A|0[Mt Z2 7|2 E2 AHE5H0d
2|57t e st ZE ECfE0| WCCP 2tRE{E Sotst=X| = lgLct

. BY ZE|RH7 |2 MA) EE= CLIE AF235H04 WAAS ANCOIA WCCP Z1IZ|18|o|Me & Qlgt
L|CH

. B} RE{ CLIE AF235104 2|C|2M Bt E{0l M WCCP AI|ado|Me &olgtLct.

ANCO| A WCCP Z1I|2 80| E & Ql5t24™ Central Manager0l A Devices > AppNavController&
MEHRSH CHZ Configure > Interception > Interception Configuration® ME{ & LIC}

. XtEF 20| WCCPE M Ko Q=X| & elgrLct,
. Enable WCCP Service(WCCP A{H|A 2 Ad5}) 2H0I2H0| MEHE|0] Q=X| 2HOIgtLICH
. Use Default Gateway as WCCP Router(7|& 7|0|E9||0|& WCCP E}REHZE AtE) EQIEtH0|

MEAEII=X| = WCCP 2HPEf IP 471 WCCP 2HE| BEof LIgdE|o] QI=X| 2HolstL

AN -
Ct.
- ot B4t oAz A EICEM Yot 22 oHE Aol bz ol A 2 EEo] Q=X FHelEL
Ct.

2t E WCCP Eof Z& = ANCOM WCCP &tz ZE & = IgFLICt.Central Managerdl| A St
StEFO| Alarms(Z@E) I HE*% 225t Lt 2t EIHPOIAO | M show alarm BE2 At&35to{ ZEE &
AlEtL|CHEZ Q0] 2} ANC EE= PR Eo| AI|ad|o|ME 4456101 AE =74 *7"'°|'L.|L‘_|-

CLIOIA CtS EFAIE & stod WCCP &S 7 dgfLCt.

1. RHEH S weep 2 AHEHLICH

wave# config
wave(confi g)# interception-method wccp

2. WCCP &of &oist= EtEel IP FAE X8 st= WCCP EtRE S58 FE&LICH

wave(confi g)# wcep router-list 1 10.10.10.21 10.10.10.22

3. WCCP MH|A IDE Fd& Lt AppNavol EFd MH|A ID7F MZ E|X[BF = JHe| MH[A ID7} K|
HELct.

wave(confi g)# wccp tcp-promiscuous 61

4. FNE BIRE| 2 £ WCCP AH|AQ} 428 L|LCt.

wave(confi g-weccp-service)# router-list-num 1

5.WCCP &% weig L MEHL|ICHANCOIME OfA T Bt X|24E). dst-ip-mask EE £ src-ip-
mask SMES X|H5X| oM 7|2 AA IPOIAZIHZ AHE|T CHA IP OFAT I 022 HHE
LICtH,

LS



wave(confi g-wccp-servi ce)# assignment-method mask

6. WCCP Z|C|3M dedg - ghL|cholanAa 2 ghE dedo| 2lc =M dedn
o2 MYE|H ANCO| l:HoH T 81%). L2(7122)) == GREE _E#%* ¢ A&
&5t2{™ ANC7} 2tE{2t Bllojo{ 2 21AE 7HXIH EtREE =
Jo{of gfLct,

wave( confi g-wccp-servi ce)# redirect-method gre

7. WCCP MH|AE &35t &L|Ct.

wave(confi g-wccp-servi ce)# enable

show running-config ¥&2 AP90F04 ZFA CoﬂH WCCP 7FE7'<H7|% golgrL|ct.otghol & o=
L2 2|C|EM U GRE 2|C|EMof CHEt M- £ Zu|asi|o|M &8 Eo{ELct

running-config wecp EA|(L2 2|C[3|Mo| HA2):

wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-numl
enabl e <<< L2 redirect is default so is not shown in
running config
exit

running-config wecp EA|(GRES):

wave# sh run wccp
weep router-list 1 10.10.10.21 10.10.10.22
weep tcp-prom scuous service-pair 61
router-list-num1
redirect-method gre <<< GRE redirect method is configured
enabl e
exit

show wcep status S AF& 35104 ZF ANCO|A WCCP M ENE & QlgfL|C}.

wave# show wccp routers
WCCP | nterception

Configured State : Enabl ed <<< Shows Disabled if WCCP is not configured
Qperational State : Enabl ed <<< Shows Disabled if WCCP is not enabled
Servi ces Enabl ed on this WAE:

TCP Proni scuous 61 <<< Shows NONE if no service groups are
configured

show wecep routers B2 AL 5104 WCCP T of| A keep-alive HIA|X|0l| 28t 2 RE{S & QgL
Ct.

wave# show wccp routers



Router Information for Service Id: 61

Routers Seeing this Wde Area Engine(2)

Router Id Sent To <<< List of routers seen by this ANC

192.168.1.1 10. 10.10. 21

192.168.1.2 10. 10. 10. 22

Routers not Seeing this Wde Area Engine <<< List of routers not seen by this ANC
- NONE-

Routers Notified of fromother WAE' s
configured in router list

<<< List of routers notified of but not

- NONE-
show wccep clients BHEE AFE 5101 WCCP & 2| CHE ANCOl| CHt 2 ANC2| 27| & ZF ANC7}
Ag + = BHREE &el .=|'|-—|E|'.

wave# show wccp clients
W de Area Engine List for Service: 61

Nunber of WAE's in the Cache farm 2 <<< Number of ANCs in the farm
| P address = 10.10. 10. 31 Lead WAE = NO Wight =0 <<< Entry for each ANC in the
farm
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this
ANC
192.168.1.2
| P address = 10.10. 10. 32 Lead WAE = YES Wight = <<< YES indicates ANC is serving
as the lead
Routers seeing this Wde Area Engine(2)
192.168.1.1 <<< List of routers seeing this
ANC
192.168.1.2
show statistics wccp o HE AIE35tod Zo| 2t RE{0AM ZH ANCOIAM TS/ £AlIStEX| & QlEtL
ChZt BIRE{0IM =41, S U 2 BIRE{2 ME e EciEol hEt A7t EAIELUCHLE 2 E

et Eof CiEh +X %ﬁlf oteHZoil &

"OE"E 047]0{lA ANC C|HIO|A

wave# sh statistics wcep

WCCP Stats for Router 10.10.10.21
Packets Received from Router 1101954

Byt es Recei ved from Rout er 103682392
Packets Transmitted to Router 1751072
Bytes Transmitted to Router 2518114618
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE 1101954
Redirect Bytes sent to CE 103682392
WCCP Stats for Router 10.10. 10. 22
Packets Received from Router 75264

Byt es Recei ved from Rout er 10732204
Packets Transmitted to Router 405193
Bytes Transmitted to Router 597227459
Pass-thru Packets sent to Router 0
Pass-thru Bytes sent to Router 0

Redi rect Packets sent to CE 75264

Redi rect Bytes sent to CE 10732204

E AIELICH A H-2 show weep statistics & LICH
A& LIEF-LCH



Cunmul ative WCCP St at s:

Total Packets Received fromall Routers : 1177218
Total Bytes Received fromall Routers : 114414596
Total Packets Transnmitted to all Routers : 2156265
Total Bytes Transmitted to all Routers : 3115342077
Total Pass-thru Packets sent to all Routers : O
Total Pass-thru Bytes sent to all Routers : O

Total Redirect Packets sent to OE : 1177218

Total Redirect Bytes sent to OCE : 114414596

2t E{0|A WCCP 72/ 7| 7+ Sl &0l

WCCP & 2ol Z} 2t E{0llA WCCP 72 A7 |E& T/ gsttd™ Ch5 B AHIE ~&gfLct

1. ip weep router BEEZ ALE510{ 2 RE{0|A WCCP MH|AE T &d8rLICt

Core-Routerl configure terminal
Core-Routerl(config)# ip wecep 61

2. 2} 2E{ LAN 2! WAN QIE{H| 0| A0 A WCCP 7I2A 7|2 FA48FLICHANCOIAM EHY MHH|A
IDE A5l 4 7='° £ CIE{HO|A MM SUEH HH|A IDE #+HEE = U&LICH

Cor e-Router1(confi g)# interface GigabitEthernet0/0
Core-Router1(config-subif)# ip address 10.20.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Rout er1(confi g-subif)# ip router isis inline wccp_pod

Cor e-Router1(confi g-subif)# exit

Cor e-Router1(confi g)# interface GigabitEthernet0/1
Core-Router1(config-subif)# ip address 10.19.1.1 255.255.255.0
Cor e-Router1(config-subif)# ip wececp 61 redirect in

Cor e-Router1(confi g-subif)# ip router isis inline wccp_pod

Cor e- Router1(confi g-subif)# glbp 701 ip 10.19.1.254

Cor e- Rout er 1(confi g-subi f)# duplex auto

Cor e- Rout er 1(confi g-subi f)# speed auto

Cor e- Rout er 1(confi g-subi f) # media-type rj45

Cor e- Router1(confi g-subif)# exit

3. (ME AMY) A
WCCP Z|C[HMH g{o = GREE ME{EH Z<oEh.

Cor e-Router1(confi g)# interface Tunnell

Cor e-Router1(config-subif)# ip address 192.168.1.1 255.255.255.0
Cor e- Router1(confi g-subif)# no ip redirects

Cor e- Rout er 1(confi g-subi f)# tunnel source GigabitEthernet0/0.3702
Cor e- Rout er 1(confi g-subi f)# tunnel mode gre multipoint

show weep BHEE AL& 3610 Ho| Zt 2t RE{0l| A WCCP Zdx| oM &elghLct.

Core-Routerl sh ip wecp 61 detail
WCCP Client infornmation:

WCCP Client |D: 10. 10. 10. 31 <<< ANC IP address
Pr ot ocol Version: 2.00
State: Usabl e

Redi recti on: GRE <<< Negotiated WCCP parameters

Ut GRE 0|1 3|A(egress)E AtE5teE A< E{d QIE{H0|AE FHELICHANC



Packet Return:

Assi gnment :

Connect Ti ne:

Redi rect ed Packets:

GRE
MASK
00: 31: 27

<<<
<<<

Pr ocess:
CEF:

GRE Bypassed Packets:

Pr ocess:
CEF:
Mask Al | ot nent :

Assi gned masks/ val ues:

Mask SrcAddr

0000:

0x0000000F

Sr cAddr

0x00000000
0x00000001
0x00000002
0x00000003
0x00000004
0x00000005
0x00000006
0x00000007
0x00000008
0x00000009
0x0000000A
0x0000000B
0x0000000C
0x0000000D
0x0000000E
0x0000000F

KEMEH LIE2 OS EAME

. WCCP Network Integration with Cisco Catalyst 6500:432 %190

0
0

16 of 16 (100.00%

1/

Dst Addr

0x00000000

Dst Addr

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

o

16

SrcPort

0x0000

SrcPort
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

FZEsHMAI2.

Dst Por t

0x0000

Dst Por t
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

<<< Configured mask

<<< Mask assignments

TES Q5 e Aba| HE AL

5t
o

. Cisco Wide Area Application Services Web Cache Communication Protocol 2|C|2M:Cisco
2I2E Z8E XA
. Cisco Wide Area Application Services Z1IZ| 224041 7} 0/ =0 M EFRE{0|MH T2 WCCP 7|s
74
. Cisco Wide Area Application Services Z1IZ|2240[41 7} 0/ =0{| A WAEX|A WCCP #47

HE3 odd Al 4

WAASE EHEFEE M HIERII 7t WAASE H|&M3l5to] 255t WAlZ 20lsteE [ol &
20| 2 = &Lt ol= EfZo| %Mt x| ot 2 ®EF ofL|2t T3] SHEIX| g2 I RSEL
Ct.olg{st B, EXM7I WAASSH Z240| Qe Hoz HHE £ Ql&LICH EBEo| StElE ZBR
o= O] 7|=2 &3 0{ WAAS & k|0l 2| sl 20| EREHX| &elg = &Lt

t|ojo1 3 A4 2 EHIAE S| Toil AppNav Controller Interface ModuleO| 2HIE A x| ZEof A
ZE|o] U= 2Rl AMA|2.¢4AE A2|X|7F CDP(Cisco Discovery Protocol)& K|35t & 435}
gt Z2 show cdp neighbors detail BZ S 4350 HEXI AL|x[of Ciet MMe HAZE &lF

LICE.
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WAASE HIE NSt X2 DE B0l MBEIX| &2 4 UALICHLYUR E2iZo| 2Hstsln 9
T YRE 2|MSIEIX| B2 P WAASE HIE M W2 S8l g8 + plos2 H3x
2 2/sisieln ol EpiTig SEAlZ + 2laLich 0212 29 AT ACL EE AppNav B2 A
Stod 27 LMste S8 gHol EfTle T Y 4 UALICLAIME LI8S SX 3T &
I Mg BT SHIAIR

WAASE HIZ A6t B2 9l 2E7t obdd Qlatel S =of Cha ofad EHl7F £ B EILICH

. QIEIRl BEO|ME QIEHMM E2[X|E S AENE MASEHoF ghL|CHAFAMISH LIS 2 2lgtel
ANC HIEMsI MME EXFHAAIL.
. 74% QI E'=0+I 4% WCCP Z2EZ& H|egrd35HoF S LICIAIAMEH L2 2= FZ ANC H]
AlA

AppNav 2 Z0{ M= ANCEF H|& M3t 5HoF & LICEWN2 7t2R 7|0l £ 045t X| o2 2 HIF s}
r

& eIt elsLict
WAAS7} HIE M E|H E& U2 AF85I0{ HEQT HAAS &olgLict
. ping & traceroute®t &2 E2 AF&35t0q4 dlojo{ 3 A EolghL|Ct
. OHZ 2|70l S=F2 2 olsto] 4 ¢l 2ilojo] 917 &9l
- IERIT0IM WaASTF B uistEl 2ot St ot 2R g dete B2, ol Xl wass)
2240| s 74 JtsAMo| =&LCt

. HEQI 7 WAASE H|E ASHsH AEHoM HAAMo 2 R S5 X|2F WAASE EASSH 1A B
M7t UeE A2 Fo|7t 2t 5tLt Ol o] WAAS & x|7F UE = U&LIC
WAAS C|HIO|AE X2 Az|ste ZdLct.

Lt

- HE |20l WAASE & d3tst L ALEstX| B A0 AUX|BF 2[HE 7} gl 0|7t &
QB StLt 0| 2| WAAS HX[7I g & A&LICHLOS B HE §E WAAS ClHIO|AZ EXME

Ae|sts WYL
WAAS7} € d3HEl LIER T S E FHelsid™ OFS BHHE st AL

1. WAAS ANCO{M WAAS 7|sE CtA| & Mststn, sHEEl= E< WCCP EHE{E CHA| 235t E
L|C}.

2. WAAS 24 A7} Q/ctD EHEHE|E ZF AppNav S 2{AE L/EE ANCE X o2 g3 6t
of gHEHEl EX|of &HAHA eI 2 ZAB|FLCt.

15t 7|18 HERT HZE E|AEE &5
E L|C}.0| EtAHIME 7H8d WNOI| CHEH ZH&36HK| OFALA
E =) 7

[} o | = |
M ANCOM §otE 88 E= 2SR ot HSS2 4



HTTP ECHE(CH4 ZE 80)2 S1+5t24 LICE ANC AtEH HMA SES HO|E ACLE A
MEfLIchZE 8022 Eote 20| S1HELICHshow statistics pass-through type appnav &
HE AL&35t01 PT 7k2RH7| ACL 7}2E{7t B7tst=X| & Q150 THAA R T} 2 dlst=X| &2l

g & &L

anc# config

anc(config)# ip access-list extended pt_http
anc(config-ext-nacl)# deny tcp any any eq 80
anc(config-ext-nacl )# permit ip any any

anc(confi g-ext-nacl )# exit

anc(confi g)# interception appnav-controller access-list pt_http

- EY oA % LRIstE EBfEE STtstT S ANC Mg LT

cl ass-nmap type appnav HTTP
match tcp dest port 80

policy-map type appnav my_policy

class HTTP
pass-t hrough

eI2tel ANC H|gr &t
QIEtQI ANCE St &Ei= Metstod HIZE gtste HolE od] 7HX|7F Q&L

- QIE MM E2|X| VLAN S8 2 noneL £ ™ ELICH Central Managertl| Al ANC C|HIO|AE
MENS CHS Configure(T4) > Interception(AtEt) > Interception Configuration(AHet Z11| 22|
o|M)S MEHFILICHEE[X| QIE{H0|AE MEHSHT Edit 2 EA|E of0|22 Z2IFLICH
VLANs EEE "none" ¢t 2 M ErLICEH

- ANC7t Z& & MH|A ZHEIAEE H|E e e LICH S Y 2E|Rto M FE{AEH
AppNav Controllers(AppNav ZIEE2) B2 2 2!5t1 ANCE MEiS Ot 5 &
gl oto|l2E E=ELICt

. "deny ALL(Z25F HE)" 7IE 2 At835104 AtEF ACLE M & LCt o] WS AI83t= Kol
LICH(ME & Y42 7|E Q| 2|M5tEl A4S SEAIZLICH) ZE HE 7|ES AHE35H04
ACLZ Ho|gfL|Ct.Central Managerdll A ANC C|HIO|AE MEHEE CFZ Configure >
Interception > Interception Access List® 1=t 11 AppNav Controller Interception Access List
EECI2 S50{A DENY ALL YHA SES MEiFLICH

e

EA|

)
Hi

% gjo

2 mj
M rok

=

O

Fa
=

2

CLIOIM ACLE 7I2RH7|E H|EE&t5tE{™H CfS HHES AFS & LICH

anc# config

anc(config)# ip access-list standard deny

anc(confi g-std-nacl )# deny any

anc(config-std-nacl )# exit

anc(confi g)# interception appnav-controller access-list deny



Z=Z Q| ANC H|E M3

B2 2 2o A% 521 ANCE H|EM35t5t242 ANCOl| CHS WCCP Z2EZ & H|E 5t EL
CHANC E&= 2IC|3M BHRE EE= = CHolA O] 2fd 2 &g = U&LICHANCO] ﬂw CCP AH
AE H|E/Es £ = AAISHALE RIEH i E XﬂHoMLP WCCP01IA‘| CIE Yo 2 wHEeE = U&
L|C}.

pTR

WCCP 7}2iH7|E HIE 4356t 5 2 2|Xto A ANC C|HIO|AE MEHSH CH2 Configure(T 43
) > Interception(XtEH) > Interception Confguratlon(7|-EXH7| Hu|zgo|M)g MEdEFLICH.WCCP
MH|A 45} 2FQlgto| MEAZ F|ASHAHL MY X7 2 EAIE oto|ZE Z2I5t0{ WCCP 7t2
M7 MHEE 28| MAFLICHWCCP 72 & 7|7t & AE Lo,

CLIOIAM WCCP 7127 |E H|&MHst5ie{H Ol S BHES AP Ehct.

anc# config
anc(confi g)# wccp tcp-promiscuous service-pair 61
anc(confi g-wccp-service)# no enable

g0 et sYet 2t REHM EIC|HME EBIEE =415t ANCTL 0E] 7H /g = U&LICH
To|E Q|5 ANC7} OFl ZFSXE{0 A WCCPE H|EASststE & MEHSEH 4 Ql&L|C}H 3 HHofl
o) (]|

WCCP ZHof A 042 ANCE M|7{E £ Qlcte & %0l Q& LICHEH2 WAAS Central Managero|
M O] Ztede 485t 4 odrt= ZdelL|C}.

Bt E{of Al WCCPE HIZ M3l 5t24Rd Ot g 722 AL &L

0jo

RTR1(config)# no ip wcep 61
RTR1(confi g)# no ip wcep 62 <<< Only needed if you are using two WCCP service IDs

Bt RE{0llA WCCPE CHA| #d&tstedH Chs FE S AASELICH

RTR1(config)# ip weccp 61
RTR1(config)# ip wccp 62 <<< Only needed if you are using two WCCP service IDs

Zt WCCP EHRE{0l|l A HIEH A5t 5tz = =48 ANC7F WCCP 220|HMER EA|E|X| oL =X| 2ol
grLICHCHS £342 2IRE{0 A WCCP AMHIAE AHA|ISHH EAIELICH

RTR1# show ip wccp 61
The WCCP service specified is not active.

AppNav 2HAE 2A| 14

AppNav 22{AEC| EXME siZsttiH ChE =7 & AFSE + JU&LICH

[T

. AppNav 42
. Central Manager 2 L|E{Z!




. 28{AE 2 C|Hlo|A AE) BL|E|R!IE I8t AppNav CLI ZH&
EZ2HlE S 2LE{ZIE 28 AppNav CLI B3
LABAF™

. AppNav C|lHHO 2Z

AppNav &
CMM(Cluster Membership Manager)2 2&F 27102 @Il Ct& A2 & & A|ZLCt.

- Degraded Cluster(Critical)(X{ 3t & & 2{AE]{(Critical)) - ANC Z+2| 22 7FA|SANCE M 2374
= =q48tc}.

. Convergence Failed (Critical)(Zd I:H’F_A Alf(?=d)) - ANC7F ANC 2! WNQ| ot &1 HT|&
S| ZF&LICHANCE M 122 SotgfLct

. ANC Join Failed (Critical)(ANC 7+®] AlTH(Z 2)) - ANC7+ 2E{AE{0]| ANCTF U= SE{AE7}
MotE = Jes 2 J|&E EHAE| 7t K| R &LICH

- ANC Mixed Farm(Minor)(ANC £ & & (Minor)) - 2E4AE{Q| ANC7I EBAEH Z2ZEZE 9| A2
CIEX|t 58 7lseh HE S A|stT U&LICH

- ANC Unreachable (Major)(ANC Unreachable (Major)(ANC &2 E7HF L)) - 4E ANCO|
A & gLt

- WN Unreachable (Major)(WN 24 27HF L)) - +HE WNOi| A& £ &L ol WN2
EofE Z|C[2 Mol AASE|X| E&LCt.

- WN Excluded (Major)(WN Excluded (Major)(WN M 2|(F L)) - +AE WNO{| 23Z4& 4= X[t
StLt O|& 2| CHE ANCOIM aliE WNE & = g2z XM lELICtol WNE2 Eei= 2[C|=H
(M AZ@)oll A+ EIX| ei&LCt.

Central Manager Alarms(3 & & 2(X & &) T{'=doi| A = C|Ht 0| A0 A show alarms EXEC B3
2 M835t0d BEE = & YU&LICh

P

L=

ol
rr

#HD:CMM2 MH|A HEIAE QL 9474l AppNav EHAEZ ANC 2 WNo| I E& 2t
AppNav 74 A lL|Ct,

Central Manager 2 L|E{ &

5 ZE|KHE AHE35t0{ AppNav 2HAEHE i. 2l ZLEE Y EHEREEY = U&LICHCentral
Manager= HIE2|F 0l S&E Z& WAAS ¥ X|E AR & £ U2MH CHE 22| AppNav &

ME AEtAH &2 = UEF X[HELICH

Central Manager 0| A AppNav Clusters(AppNav & 2{AE]) > cluster-name= ME4 & LICtH 22

AH & oz EHAE EEEX|(WCCP &L HOo|EQO| 2tRE £8), ™A S 2{AEH AEY, ClH
O|A &fElf, CIHIO|A O & &Ef & &3 e} EA|IFLICH

A ™A SeHAE JEi7 &S SUK| FUghL|c



O| Ctojo{2oi| EA|EI ANC & WN OO|22 S et ClHIO|A0| & F5HEE S et ClHto|A O]
B2 #&LICLEBZE WNe E %|X3t5t= ANCO|MH= O[2{8t & 7|s0| EEEX| Ctolo{a o]
P o| olO|22 2 EAIFLICE
K| 30x LHofl ClHto|A 7 8 5HX| 2Eot Central ManagerZt #A HEE #X| T& &= U= Clut
O|Ao &M AZIE AT EAZ|7F EAIELICHCHIO[A T @ Z 2l A EHO[7HLE AZAE += Qi
AEfY = US)
C|HtO|A OFO|E ol HME 22 =2 ANC == WN C|HIO|A Q| REAM|EF A E) E7(|E = eld
= AUAELICHA Bl 2 ClHio|A Q| ZEE EAIELICH2HIE 2XAH &Y Walsle ZE
ZEE si{Z2stoF ghch.

Interception(XtE) B2 2 2!5t0{ ZF ANCOIM C|HIO|A R WS &HOIEhL|Ct.

Zt=2AM7|7F SXIIH dEls ChS2t 20 LEEFELICH



Cluster Control(2{AE A|oq) BiE2 Z2/5t0{ 0| ANC7}t 2 = U= E{AE Q| Z ClHto|A 9] IP
FA Ol AFEJ= 2 0I5}, aE_|AE.|_o_| Zk A NC01|“ =93} C|Hl0|A 2 20| 9Jodof BL|Ct 12X
°£S 7"° ZAo|ao|lM E= HERZ EXME LiEHLICH

ZEANC/H MEE B 4= Qi 3R Z2{AE7I &t56tX| toH SHAES EE22 573 7}
2o ZE EEH“'OI SIHELCH

DE ANC7F ZZIRX|IBF WNLe| E7|7F MZ CHE A2, S8{AEE 50| M5t AEfQLICHE
BEl2 0{6| AT KB 2 E ANCOIAM 2 0|= WNOIBF 2 =] |C}.

2 E ANCOIM = = 1= WN2 A [FLICH

Interfaces &2 2 215t0{ ANCOHIM S 2/M & =2|X QE{H|o|A o] HENE = lELICE.
360° Network Device View O pX

5 SE-M1-BR
21822 AppNav Controller, v5.0.0

gﬁalarms (5) Intercepticn ':;'CII.IST.'EF Control F | | x

Show | Al || 6

Name State

GigabitEthernet 0/0 Up

GigabitEthernet 0/1 Administratively Up utdown
GigabitEthermnet 1/0 Administratively shutdown
GigabitEthernet 1/1 Administratively shutdown
GigabitEthernet 1/2 Up

GigabitEthernet 1/3 Administratively shutdown
GigabitEthernet 1/4 Administratively shutdown

S{AE{ 9| Zf WNoil CHBH 360 £ 7|8 & 1{E 1 Optimization(£|243&}) ol 2E 714719 =

M MENE =Rl LICH 7S 7|9 h:E“” MEHE 71477t ™ Fo|x[gk Dt R 5HEIRI7ALE 2to|MIA
7t M7AZIRA7| 20 A H4ZEE MH[AE = Qi8S 9—|D|°*I—|EP.““*7._“L'1 HEfE 7HE57(0F A™ElD
UX| A ZS LIEPHLICHIHES7|7F = BHAHO|LL w7t MOl AR sHE 7145 7|8 HE 2 a| AdHoF &L
ChANE{Z 20| X 2tO|MATE lo™ HHE System license has been revoked2t 1 & A|EL|C}
Admin(Z 2l) > History(7|%) > License Management Device(2}0|4lA #2| C|HFO|A) I O] X|of]



Enterprise 2tO| A& M| LICH

MNMEZ s E2EAEH 22l7F 24 g LICt Central Manager= 2 &
2E EHAHE X = UK L2 ANCet SAE = gls 89
L|Ct.Central Manager7} 045 C|HtO|AQtS| e4Z0| 27| i C|HIO[A T}

Central Manager0ll 2 Z2IQI2 2 X A|Z|= A< "Management status is offline(2 2| &EH7} 2 Z 2}

) BEIF gLt

=
L.
o
T

Clo|e @371 Ch2E 30 &2 48 RKIste{H 22| QB o|AE ClolE QlE{m 0]A Lt

Eelste Aol 7t8 E&LIcH

28 SHAEI|M ANCS] 2t 59| BRIAEIE B 4+ 9= E22E WNGH SR 2 2ufstx|
O, 59| BRIAE 7to] BES7 ENEIR FODE AUE HAS MR & olon MA BHA



E-l Mes Ol X'I OI' # AAngl:l'

Zt ANC2| Cluster Co

olg" 4 7} 4 g
%E-IéH X1|01 =2

ontr
EI- 5t b A—IE EAE £ 9l 5 ANC7} = ANCe| @dZd0| 2
|

1. This typic

360° Network Device View

= SE-M1-BR

I(E'-E-V\E-I K|o4) B0l A BtLE 0|4 o] ANCOl| 41Z3E £ QiEX| &
B2 72 "MH|A HEEH HiFE £
ot Lt Ol 4Ee AEZ BeiAE0] S #ole ofLZ2 2t ANCO

telste 2ol 7tE E&LCH

21822 AppMav Controller, v5.0.0

@ Balarms (7) [Elinterception e | P™Interfaces »

SE-M-
Device Type « P Address Liveliness State = Reason
AppNav Controller 2.19.2.5 DEAD Device is Unreachable. Check
AppNav Controller 2.18.2.2 ALIVE
WAAS Node 2.19.2.5 DEAD Device is Unreachable. Check
WAAS Node 2.18.2.2 ALIVE

A
TR

cm-se-1

ANCOf| 2|M MEf EASO| U= B2 HIFHEE = UELICLEZEX| CHolo{2 3 ozl o
AppNav Controller(AppNav Z1EE2{) B2 22509 2E ANC/t &85t} =X] EelghL|Ct
ANC7F 243 E|X| ot 2 B siE gM3 MEll= olLQE EAIFELICH & EAIE ALE Ol0|2
2 22|5l04 ANCE & M3ste & laLct

=AM ME| ZAIS 0@l CHE 50| UE ZF ANCOIIM AppNav HEE & QIgtL|Ch C|HIO|A o] A
E EAISO HME 281 =2™ & BlO| 4B E= EX7F Y7AE| gE{ELct.



Mo|El ¥AMZ = 215t2{M Central Manager M|++01| A Configure(T*4d) > AppNav Policies(AppNav
12y @ MESt O} Manage(®#2l) HES 22§ Lt

ogtxio2 SE{AE{o] RE ANCOI BHl &2o| B Elofof BLICH7|E Mol ojge
/\-IEH3|._|_ Edit & xl-o-l .u.Al O|-O|—E—% E.EI%I-L_||:|.

appnav_default ] L|Ct. &% 0| BIC |2 HE S =M ==Lk
AppNav Policy(AppNav &) &oi= MEist HEO| M E|= ANC7F |ElLICH 2 & ANCof| &
Ol EAI7F EAIZIX| et ZF MEH FAFEI ANC 20| & QIEHE 22l5to] HAME e gL|ch 2ol
2 225104 HE A2 MEELICH



HM g #QIgt & E AIZl= AppNav Policies(AppNav S 2) T O] X[of| A 2 72l &Qlgh &
AELICH YA 722 MEHS D Edit 2F] EAIZ of0|22 225104 Ho|g #HAFLCt

StLF Ol&fo| HAO| LHZEEE|T ANCOY| . BHM to = w7t Al ArEll EAIS 0| ZAIE 5= &Lt
360 C|HFO|A E7]9| Overloaded Policies(2HHZ EEl Z2H) E42 20I5t0{ QLH{ZEEl T L|E
EOIE XA 222 il-ol_|§='l-|_||:|.

360° Network Device View

SE-M1-BR

2.18.2.2

AppMNav Controller, v5.0

—ERI<

[Elinterception ( ™ Overloaded Policies (7) )‘;u;’CIL.lster Control

SE-M1-BR | )
Policy Map Class Map
waas_app_default MAPI
waas_app_default HTTPS
waas_app_default HTTP
waas_app_default CIFS
waas_app_default epmap
waas_app_default NFS
waas_app_default RTSP

[ o
=R

ANC7} 2E{AE o]l Zodst

LB Y EAISTH

Monitor Load
MAPI Accelerator
SSL Accelerator
HTTP Accelerator
CIFS Accelerator
MS PortMapper
NFS Accelerator
Video Accelerator

Distribute To

Z Q1 Ef7F EAIELICE



360 C|HIO|A R 9| Interception(7t2A7]) R QIE{AM ZAZ7F ZQl AENZ QI&H CI_ A
H0{ELICHANCIt 58 E|O|2 2 CHE ANCS S7/3+5t04 ERi2lg gotE Y EH|7t 2 7t

EM7I7t SEHELICL Ol Z2MAE HEtHo 2 28 8 EX| el&LCt

ZHAE|M ANCE M7H5™ ZE ANCIH M EBH{AE EEZX|0]
{10 M & 8 St 22|31 Cluster Control(E2{AE] Ao]) &oil &
EfOlME M EE227F =4E[X| §f&LCH

=

S

A
(=]

A mo
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olg x| EZEZ K| Cto|
AEfE EA|ELICL.O| &



#FHAE % ClHO|& o Ef R LIE{Z& 2{EF AppNav CLI EH
0424 CLI BHE2 ANCOM EX|E siiZdst= ol RS LICH

- show run service-insertion

- MH|A 4] MH|A HEHAE EA|

- show service-insertion appnav-controller-group

- show service-insertion service-node-group all

- show service-inserappnav-controller ip =4

- show service-insertion service-node [ip-address]

. show service-insertion service-node-group Z& O/&

WNOIA CHS BEES AFSELICH

- show run service-insertion
. show service-insertion service-node

ANCO{ A show service-insertion service-context W2 Al 25104 E{AE{0f|

H|A FHEIAE AME{ QI OHXIZ{Q| H 7|2 BH0I8t & ol |C}.

ANC# show service-insertion service-context

Servi ce Cont ext 1 test

Service Policy : appnav_defaul t

policy

Cluster protocol |ClIM version 1.1

Cl uster protocol DWVP version 1.1

Ti me Service Context was enabl ed © Wed Jul 11 02:05:23 2012
Current FSM state : Operational

status

Time FSM entered current state : Wed Jul 11 02:05:55 2012
Last FSM state : Converging

Time FSM entered | ast state : Wed Jul 11 02:05:45 2012
Joining state : Not Configured

Time joining state entered : Wed Jul 11 02:05:23 2012
Cluster COperational State : Operational

ANC

Interception Readi ness State . Ready

Devi ce Interception State : Not Shutdown

A= ClHEO|A 9| M

<<<

<<<

<<<

<<<

Active AppNav

Service context

Status of this

Interception is



not shut down by CMM

Stabl e AC Vi ew <<< Stable view of
converged ANCs

10.1.1.1 10.1.1.2
Stabl e SN Vi ew: <<< Stable view of
converged WNs

10.1.1.1 10.1.1.2
Current AC Vi ew

10.1.1.1 10.1.1.2
Current SN Vi ew

10.1.1.1 10.1.1.2 10.1.1.3

?/2| Device Interception State(EIHFOIA AHE A Ef) E=o Shutdown(%‘—i) | EA|=|H 0] ANC7}

EgfE 585 s 4E £H|7 ZIX| efot CMMO| 7t2AH7| & IES% -—| |2 LICHHE S04,
ANCE 0343] 7t ZZ M[A0i IE + U2 FBHAHE OP & S7I3tst x| A& LICH

?12| Stable View(2HH™ E7|) 2ZEo|= E{AE9| OrX|2f §& 2 7/0dM O] ANC C|HFO| A0 AM
HOol= ANC X WNO| IP FA7t LIFELICHEHE 2 Hof A Ele E7[LICH Current View(E3XY
E27|) 2=0l& SHEH|E HAIX|AM O] ANC7F & 18t C|HFO|A 7} LEIELICE.

i

ANCO1 M show service-insertion appnav-controller-group B S AF& 3504 ANC & 2] ZF ANCO|

dEIE = = &Lt

ANC# show service-insertion appnav-controller-group

Al'l AppNav Controller G oups in Service Context

Servi ce Cont ext . test
Service Context configured state : Enabl ed

AppNav Controller Goup : scg
Mermber AppNav Controller count : 2

Menbers:
10.1.1.1 10.1.1.2

AppNav Controller :10.1.1.1
AppNav Controller ID 1
Current status of AppNav Controller  Alive <<< Status of this ANC
Time current status was reached : Wed Jul 11 02:05:23 2012
Joi ning status of AppNav Controller : Joi ned <<< Joining means ANC
is still joining
Secondary | P address :10.1.1.1 <<< Source IP used in

cluster protocol packets

Cluster protocol |IClIM version 1.1
Cluster protocol Incarnation Nunber 2
Cluster protocol Last Sent Sequence Nunber 0
Cluster protocol Last Received Sequence Nunber: O
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2
AppNav Control | er : 10.1.1.2 (local) <<< local indicates
this is the local ANC
AppNav Controller ID 1
Current status of AppNav Controller : Alive
Time current status was reached : Wed Jul 11 02:05:23 2012
Joi ning status of AppNav Controller : Joi ned

Secondary | P address :10.1.1.2



Cluster protocol |IClIM version 1.1
Cluster protocol Incarnation Nunber 2
Cluster protocol Last Sent Sequence Nunber 0
Cluster protocol Last Received Sequence Nunber: O
Current AC View of AppNav Controller: <<< ANC and WN
devices advertised by this ANC
10.1.1.1 10.1.1.2
Current SN View of AppNav Controller:
10.1.1.1 10.1.1.2 10.1.1.3

7hs 8 ANC &Elf & =9I AEo] EF 2 Cisco Wide Area Application Services %2 £HZ=01| M
show service-insertion B = & X 5HAA2.

ANCO{ A show service-insertion service-node 22 Al25l04 EHAE0| = EX WNL| AHEH

g srolg & Qe

ANC# show service-insertion service-node 10.1.1.2

Servi ce Node: 1 20.1.1.2

Servi ce Node bel ongs to SNG : sng2

Servi ce Cont ext 1 test

Service Context configured state : Enabl ed

Service Node ID 1

Current status of Service Node : Alive <<< WN is visible
Time current status was reached : Sun May 6 11:58:11 2011

Cl uster protocol DWVP version 1.1

Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber : 1692060441

Cluster protocol |ast received sequence nunber: 1441393061

AO state

AO State For

tfo GREEN 3d 22h 11m 17s <<< Overall/TFO state
reported by WN

epm GREEN 3d 22h 11m 17s <<< AO states
reported by WN

cifs GREEN 3d 22h 11m 17s

mapi GREEN 3d 22h 11m 17s

http RED 3d 22h 14m 3s

vi deo RED 11d 2h 2m 54s

nfs GREEN 3d 22h 11m 17s

ssl YELLOW 3d 22h 11m 17s

ica GREEN 3d 22h 11m 17s

i
02!
=
Z
®
1o
0%

ANCO1 M show service-insertion service-node-group B S Al 35104 E8{AE{9]
5t

EfE =folg + &L

ANC# show service-insertion service-node-group sng2

Servi ce Node G oup nane : sng2
Servi ce Cont ext :oscxtl
Menber Service Node count S
Menber s:
10.1.1.1 10.1.1.2
Servi ce Node: :10.1.1.1

Servi ce Node bel ongs to SNG : sng2



Current status of Service Node
Tinme current status was reached

Excl uded

Sun Nov 6 11:58:11 2011

<<< WN status

Cl uster protocol DWVP version 1.1

Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001
AO state

AO State For

tfo GREEN 3d 22h 12m 52s

epm GREEN 3d 22h 12m 52s

cifs GREEN 3d 22h 12m 52s

mapi GREEN 3d 22h 12m 52s

http RED 3d 22h 15m 38s

vi deo RED 11d 2h 4m 29s

nfs GREEN 3d 22h 12m 52s

ssl YELLOW 3d 22h 12m 52s

ica GREEN 3d 22h 12m 52s

Servi ce Node: 10.1.1.2
Servi ce Node bel ongs to WNG sng2
Current status of Service Node Alive <<< WN status
Time current status was reached Sun Nov 6 11:58:11 2011
Cl uster protocol DWVP version 1.1

Cluster protocol incarnation nunber 1

Cluster protocol |ast sent sequence nunber 1692061851
Cluster protocol |ast received sequence nunber: 1441394001
AO state

AO State For

tfo GREEN 3d 22h 12m 52s

epm GREEN 3d 22h 12m 52s

cifs GREEN 3d 22h 12m 52s

mapi GREEN 3d 22h 12m 52s

http RED 3d 22h 15m 38s

vi deo RED 11d 2h 4m 29s

nfs GREEN 3d 22h 12m 52s

ssl YELLOW 3d 22h 12m 52s

ica GREEN 3d 22h 12m 52s

SNG Availability per AO <<< AO status for entire
WNG

AO Avai |l abl e Si nce

tfo Yes 3d 22h 12m 52s

epm Yes 3d 22h 12m 52s

cifs Yes 3d 22h 12m 52s

mapi Yes 3d 22h 12m 52s

http No 3d 22h 15m 38s

vi deo No 11d 2h 4m 29s

nfs Yes 3d 22h 12m 52s

ssl No 11d 2h 4m 29s

ica Yes 3d 22h 12m 52s

29| of ol M & i WN2| & Ef= Excluded(MI2E)LICH &, WN2 ANCOI| EA|Z|X|2t 5tLt O
AO|CIE ANCYI 2 # e 2 SE{AEM AMelELCH.



AOY SNG 78’4 Ello|g20l= ZF AO7H M 0475'% MHlag = JU=X| 04271 EAIELICHWNGO]
M StLt o4t el WNO| AOO] CHa =44 AEHQ B2 AOE AFSE =+ U&LCt
WNO1| A show service-insertion service-node WX S Al&5t04 WNL| HEHE & Ql& £~ &Lt

WAE# show service-insertion service-node
Cl uster protocol DWMP version 1.1
Service started at Wed Jul 11 02:05:45 2012

Current FSM state Oper at i onal <<< WN is responding to

health probes

Tine FSM entered current state

Last FSM state

Tine FSM entered | ast state
Shut down max wait tine:

Confi gured
Oper at i onal

Last 8 AppNav Controllers

AC I P
e Last Heard

TFO (System
EPM

Cl FS
MAPI
HTTP
VI DEO
NFS
SSL

I CA

MW I P
State For
CGREEN 43d
CGREEN 43d
CGREEN 43d
CGREEN 43d
CGREEN 43d
CGREEN 43d
CGREEN 43d
RED 43d
CGREEN 43d

7h
7h
7h
7h
7h
7h
7h
7h
7h

Monitored state of Accel erators

TFO (System

Current

Time in
EPM

Current

Time in
CIFS

Current

Time in
MAPI

Current

Time in
HTTP

Current

Time in
VI DEO

Current

Time in
NFS

Current

Tine in

St at e:  GREEN
current state:

St at e:  GREEN
current state:

St at e:  GREEN
current state:

St at e:  GREEN
current state:

St at e:  GREEN
current state:

St at e:  GREEN
current state:

St at e:  GREEN
current state:

43d

43d

43d

43d

43d

43d

43d

Wed Jul 11 02: 05:45 2012
Adm n Di sabl ed
Mon Jul 2 17:19:15 2012

120
120

DMVP Ver si on

I ncarnati on Sequence Tim

<<< TFO and AO reported states

Reason

45m 8s

44m 40s
44m 41s
44m 43s
44m 45s
44m 41s
44m 44s
44m 21s
44m 40s

7h

7h

7h

7h

7h

7h

7h

<<< TFO and AO actual states

45m 8s

44m 40s

44m 41s

44m 43s

44m 45s

44m 41s

44m 44s



SSL
Current State: RED
Time in current state: 43d 7h 44m 21s
Reason:
AO is not configured

Current State: GREEN
Time in current state: 43d 7h 44m 40s

7t&710l ELEHZE dEi= AX SEfOIX|BF ETE SEiE AlAH &
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15t 27 sHZol Chat REMIS LIS 2 2155t 27 17 W ohE A Ol st 3t 2| HZ
SME HEHAUAL

#E22 HZ SAH 2LUEZE {8 AppNav CLI BE
0424 CLI BHE2 ANCOIM HM AU 5§ BX & ER{E#E 5= Ol RSELICH

- show policy-map type appnav policymap-name — & 20| Zt SejAof CHEt H&M 75 2l 3]
E £ EAFLICH

. show class-map type appnav class-name — Zclil& B0l 2t x| Z=7doi ChEt Ux| 7|& & 3]
E =8 E AUt

- show policy-sub-class type appnav level1-class-name level2-class-name — &7%El AppNav
M ol Z A WM ZF YR 7ol UR| 7[& L SIE =8 EAIFLICH

. show statistics class-map type appnav class-name — 224 Mof CHEF E2i= 72 R 7 |2} HY
i Ej;I = _\T.A|3F|_||_—_|.

. show statistics policy-sub-class type appnav level 7-class-name level2-class-name — &3 &l
AppNav &2 BHoi A SeiA Mol CHet Eef= 7L 27| HHE SHE EAIELICH

- show statistics pass-through type appnav — Z} pass-through At3-04| CHEF AppNav EEHE &
HE EAIRFLICE

. show appnav-controller ﬂow-distributio — Hol|El M AU S EE XS
& 582 ANCOIM 27 L B2 5= . " -
7<1E|E|E ghed o i EE°7F &8t FHAE Eelst= o L.

7ldte 2 EX 7}
227} ANCOI| A

WNOIAM CtE HHEE ALE50 222 HiXZ =X E siZst A2,

B

- show statistics service-insertion service-node ip-address — WNO{| HH Z &l 7}& 7| ! E2{Zlof|
CHet SHE EAIELICEH

. show statistics service-insertion service-node-group name group-name — WNGO{| B Z =l 7}
%£7| Y EciZol gt SHE EAIELICH

ANCO{| A show statistics class-map type appnav class-name BE2 At&30{ 58 &
Ag = A&LICt ol E S0, 578 ZoA0l| i EEE0| =E2{X|= O|RE &l&g = U
= HTTPSt Z2 o ZE2[A0|M Fella YA =2 YT ‘='EH7<|01| CHet 2 & EeiZo| =2l JAx{H
HU F ERAlX| M EciA WY —’r—_'.:_ ol &LICHCFS S HTTP 2244 0| o LiCh

ANC# show statistics class-map type appnav HTTP
Cl ass Map From Network to SN From SN to Network

HTTP
Redi rected dient->Server:


troubleshooting_optimization.html
troubleshooting_application_acceleration.html

Byt es 3478104 11588180

Packet s 42861 102853
Redi rected Server->Client:

Byt es 1154109763 9842597

Packet s 790497 60070

Connecti ons

Intercepted by ANC 4 <<< Are connections
being intercepted?

Passed t hrough by ANC 0 <<< Passed-through
connections

Redi rect ed by ANC 4 <<< Are connections
being distributed to WNs?

Accepted by SN 4 <<< Connections accepted
by WNs

Passed t hrough by SN (on-Syn) 0 <<< Connections might be
passed through by WNs

Passed t hrough by SN (post-Syn) 0 <<< Connections might be

passed through by WNs

Passt hrough Reasons Packet s Byt es <<< Why is ANC passing
through connections?

Col | ect ed by ANC:

PT Flow Learn Failure 0 0 <<< Asymmetric
connection; interception problem

PT Cl uster Degraded 0 0 <<< ANCs cannot
communicate

PT SNG Overl oad 0 0 <<< All WNs in the WNG
are overloaded

PT AppNav Policy 0 0 <<< Connection policy is
pass-through

PT Unknown 0 0 <<< Unknown passthrough
I ndi cated by SN <<< Why are WNs passing
through connections?

PT No Peer 0 0 <<< List of WN pass-

through reasons

IF

o
—

IEZ 27 EE BB S7HELICHIZE K|
K| Zst 3 #& A dtstx| ek&LICH
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otom ANC= WNO| 9122 E1t5tl1

|EE
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ﬂlo
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AZ:ANC 7t2E{0 ofsl 7t 2/ 7|= &7t6tK| o 72 X7[of| 27t U&LICHWAAS
TcpTraceroute FE ZIE|E AF& 5104 L: | 2130l A ANC2| Hi x| xﬂ S5t HICHE B2 E

30, 0170l MBS E HAMS BHY £ ASLICLAME LIS S HF 55 MMS HESFAAL.

14 CIHZ S {8 AppNav CLI EH

ANCOIM 7 o478 et = A4 Zeh2 C|H{Z5l24d™ show statistics appnav-controller connection
BHS AS5t0 4 012 S22 EAIE = A&t

anc# show statistics appnav-controller connection
Col l ecting Records. Please wait...
Optim zed Fl ows:

dient Server SN-1P AC Omned



2.30.5.10: 38111 2.30.1.10: 5004 2.30.1.21 Yes
2.30.5.10: 38068 2.30.1.10: 5003 2.30.1.21 Yes
2.30.5.10: 59861 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59860 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 43992 2.30.1.10: 5001 2.30.1.5 Yes
2.30.5.10: 59859 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59858 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59857 2.30.1.10: 445 2.30.1.21 Yes
2.30.5.10: 59856 2.30.1.10: 445 2.30.1.21 Yes
Passt hrough Fl ows:

dient Server Passt hrough Reason
2.30.5.10: 41911 2.30.1.10: 5002 PT Fl owswi tch Policy

Sol0|ME F= MHIP T4 WEE ZE SME X|H5t0d 358 LE{Z5HT detail 7I¥=E X|
5l04 4730 CHSt REMIBH EHE EAIE £ QaLCH

anc# show statistics appnav-controller connection server-ip 2.30.1.10 detail
Col l ecting Records. Please wait...

Optim zed Fl ows

Client: 2.30.5.10:55330
Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes <<< This ANC is seeing activity on this connection
Service Node IP:2.30.1.5 <<< Connection is distributed to this SN

Classifier Nane: se_policy: p5001 <<< Name of matched class map

Fl ow associ ation: 2T: No, 3T: No <<< Connection is associated with dynamic app or session
(MAPI and ICA only)?

Application-1D 0 <<< AO that is optimizing the connection

Peer-1D: 00: 14:5e:84:41: 31 <<< ID of the optimizing peer

Cient: 2.30.5.10:55331

Server: 2.30.1.10:5001

AppNav Controll er Omed: Yes
Service Node IP:2.30.1.5
Classifier Nane: se_policy: p5001
Fl ow associ ati on: 2T: No, 3T: No
Application-1D 0

Peer-1D: 00: 14: 5e:84:41: 31

F A

Q9 gM S

=

ffo

X|Estod

utok

MW B E 4

EliY
i
e
>
ok
4>
%0
I
r
ful

anc# show statistics appnav-controller connection summary
Nurmber of optinized fl ows =2
Nurmber of pass-through flows = 17
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AEE Qlsll ZLIEHZEE 7157
Zei4 Mol M8 F

HE FH T E ASsttd CFE BHHE s ELch

1. [X o} EFEIXI‘] HF0ll M [AppNav 'E’HéE-I] > Z2{AE O/§E H=E O [ELlE-I] > [E?] >
[HE FH]E MEgLCt

2. ANC, II|0{ WAAS C|HtO|AE MEst 1 4 YUR| 7|E S XIFEFLICH
3. Mg 225t UR|st= BB EAIFLICH

WAAS TCP Traceroute= AppNavel 2ZE[X| o2 EE CHE EEAM H|ICHE B2 8 Z&5t0 HE
?|3 2 A4 EME sidst= ol 0| Lo 0 22}0|E} M 7HS| WAAS =
ESEN HdZS 9ol 78 L M8 arg = "I—IEP Central Manager0i| A
WAAS HIE-?—-IHOHA‘I traceroute% |2e C|HIO|AE AEdE &LI|CHWAAS Central Manager

=2o=
TCP Traceroute E2 AIE35t24{H CIS B HE & EHLICt

o

1. WAAS Central Manager H|+ 0l A{ Monitor > Troubleshoot > WAAS Tcptraceroute® A=48FL|C}
E= MHX C|HO|AE MENE CFZ O M+ & 52 MEH5H0{ SiiE C|HHO|A M| A tracerouteE Al

of &~ Q&LCH

2. WAAS Node(WAAS ) EECH2 S 50| tracerouteE A-E WAAS HxIE MEAFFLICE
(BX| AHAEN U ER0l= 0| &F0| LIELIX| et &LICtH)

3. Destination IP and Destination Port Z E0] tracerouteS Algist CHAQ|IP FTA LU ZTEE Q24
grLict.

4. TCPTraceroute A& = 2 E EAIFLICH

FME B2 WAAS E= EE of2Hiel B|o|E 0l EAIELICECLINM waas-tcptrace HHEE At
23504 0| REIZIEIE A™E = U&LICH

AppNav C|[HH1 2Z
Ct2 23 0tU2 ArE35+0{ AppNav 2214 E EE|X EXME SHZEE = J&LCt
- CIH 23 m}:/locall/errorlog/cmm-errorlog.current(2 cmm-errorlog*)

AppNav 2{4H #E[Xte| ClHa =2ZE Yt &d3tstt{™ ChE TP S AFSELICH

o
02

C|HTO 2Z2 CPUE BO| A6t CHE 2| £33 HE = USLICH AL BHEoM
H 22lm EEH AFESHAAIL.

Cla 30l cHer RiMIEH 228 EE3te &~ U&LICH

WAE(confi g)# logging disk enable
WAE(confi g)# logging disk priority detail

Ze{AH #elR ClHZ(5.0.1 of&)of el S M2 ChE 2 &L

WAE# debug cmm ?
al | enabl e all CWM debugs



cli enable CW cli debugs
events enabl e CW state machi ne events debugs

i pc enable CMM i pc nmessages debugs
m sc enabl e CMM mi sc debugs

packets enabl e CWM packet debugs

shel | enabl e CW i nfra debugs

timers enabl e CWM state machine tiners debugs

So{AE #ElXtol Ciet ClHa 222 €458t IS CIHO 2F 29| Z2 Ct21t ZH0| EA|
& = A&Lich

WAE# debug cmm all
WAE# type-tail errorlog/cmm-errorlog.current follow

CHE B AF8 3104 FDM(Flow Distribution Manager) 5= FDA(Flow Distribution Agent)od| CH&F
I:ItH:L §7l° M E = U&LICH

WAE# debug fdm all
WAE# debug fda all

FDM2 WNe| HAM Al 8™ 2 XS 7|Eto 2 E22E EHlE {XIE A™ELICH.FDAE WN
BE MEE £ZghctCle 21 1S AF2350d FDM 2! FDA 2X|12 g £ &L ct

. CIH3 23 1t Y:/local1/errorlog/fdm-errorlog.current( 2! fdm-errorlog*)
. | 23 m}Y:/local/errorlog/fda-errorlog.current( 2! fda-errorlog*)

AppNav I{Z! Z{xq

Cisco AppNav Controller Interface Module2| IE{H|O|A0i| A C|O|E] THZ!E ZX{E = UTE M
2 2 packet-capture FZ0| T UEIRA&LICH 0| BHE2 CHE QIEmo|A0AM TS A

O A 24X MF°'° Elz":'°* & & LICt packet-capture BHES AFSE|X| b= & Ec'=>| tcpdu
2! tethereal 2 C} 413 Z|04, Cisco AppNav Controller Interface Module0i| A THZ!S ZHX{E 4= Q
LICHEE 20 IZH°F KEMIEH LHE 2 Cisco Wide Area Application Services H2] 2t =& & x5t 4]
AlR.

IOzl X E= ClHO XM= M HEY &= UX|o & O SAlol E-5tE == gi&Lct
ANCSt WN 7ol M& E|= Cl|ole] TiZl2 ot Ctolo{a 3t Zho| =3t ElLct.
4. Packets forwarded

— afterremoving
encapsulation

1. Packets entering
the ANC

2. Packets sentto 3. Encapsulated packets

WN after sent by WN
encapsulation
Ctolo{a el X QIE 1 EE= 40| M THZ! S Zx{ot™ =3 E[X| ot &LICHEZQIE 2 £ = 304 A mj

g Mot Hest .=IL—IEP
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FEl THZ) R0l CHEt ME E=24L|Ct

anc# packet-capture appnav-controller interface GigabitEthernet 1/0 access-list all
Packet - Capture: Setting virtual nenory/file size limt to 419430400

Runni ng as user "admi n" and group "root". This could be dangerous.

Capturing on ethl4d

0. 000000 2.58.2.11 -> 2.1.6.122 TCP https > 2869 [ACK] Seq=1 Ack=1 W n=65535 Len=0
4.606723 2.58.2.175 -> 2.43.64.21  TELNET Telnet Data ...

37.679587 2.58.2.40 -> 2.58.2.35 GRE Encapsul at ed 0x8921 (unknown)
37.679786 2.58.2.35 -> 2.58.2.40 GRE Encapsul at ed 0x8921 (unknown)

ChS2 destol x| of2 WA Aol ME St

anc# packet-capture appnav-controller access-list all non-encapsulated
Packet - Capture: Setting virtual nenory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethl4d

0. 751567 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

1.118363 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

1.868756 2.58.2.175 -> 2.43.64.21 TELNET Tel net Data ...

IHZ! 2% ACL2 WCCP-GRE X SIA Zi&3HEl miZ/o| LI 1P miZlol &4 M ELch,
TLH%L {0l CHEF ANC QIE{H[O|AT KIS E|X| of2 B2 ZE ANC QBT 0f20f A THZ! 2%
7t S #ELIC

CtE2 WN Qe oA of 3! Zx{of CHEH M Z =Lt

anc# packet-capture interface GigabitEthernet 0/0 access-list 10
Packet - Capture: Setting virtual nenory/file size limt to 419430400
Runni ng as user "admi n" and group "root". This could be dangerous.
Capturing on ethO

0. 000000 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 000049 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...
0. 198908 2.1.8.4 -> 2.64.0.6 TCP 18449 > telnet [ACK] Seq=2 Ack=2 W n=3967 Len=0
0. 234129 2.1.8.4 -> 2.64.0.6 TELNET Tel net Data ...
0. 234209 2.64.0.6 -> 2.1.8.4 TELNET Tel net Data ...

Chee mZ! A T ClaZsts ofluic

anc# packet-capture decode /locall/se_flow_add.cap

Runni ng as user "admi n" and group "root". This could be dangerous. 1 0. 000000
100.1.1.2 -> 100.1.1.1 GRE Encapsul ated SWRE 2 0.127376
100.1.1.2 -> 100.1.1.1 GRE Encapsul ated SW RE

mZlE ZE{2I6 7| I8l src-ip/dst-ip/src-port/dst-portE X|&E = Ql&LICH

anci# packet-capture C|ZE source-ip 2.64.0.33 /local1/hari_pod_se_flow.cap

Runni ng as user "admi n" and group "root". This could be dangerous.



3 0. 002161 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [ SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1460 TSV=326296092 TSER=326296080 W5=4
4 0. 002360 2.64.0.33 -> 2.64.0.17 TCP 5001 > 33165 [ SYN, ACK] Seq=0 Ack=1
W n=5792 Len=0 MSS=1406 TSV=326296092 TSER=326296080 W5=4
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