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Certificate

Certificate status:

View Certificate

This certificate is OK.

Learn more about certification paths

OK




General | Details | Certification Path
Show |<All> v|
Field Value -
[=| Issuer ans.lab, ans, lab
[=|valid from Tuesday, August 09, 201...
[=|valid to Thursday, August 09, 201...

ISthect * google.com, Cisco, Syd...
p RSA (2048 Bits

DNS Name=*_.youtube.co...

. |Subject Key Identifier 46 6 4f 9f De 97 4a ce 6...
.Auﬂmrm.r Key Identifier  KeylD=89 b7 58 b 5b 65... il

DNS Name=*.youtube.com
DNS Name=*.googlevideo.com
DNS Name=*.ytimg.com

DNS Name=*.ggpht.com

DNS Name=youtube.com

Edit Properties... | | Copyto File...

Learn more about certificate details

OK
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General | Details | Certification Path

g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ans.lab

Issued by: ans.lab

Valid from 8/ 8/ 2016 to 8/ 8/ 2021

Install Certificate...| | Issuer Statement

ook
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Certificate Import Wizard

——#

Il ==

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location

for the certificate.

{ ! Automatically select the certificate store based on the type of certificate

Certificate store:

(@) Place all certificates in the following store

Trusted Root Certification Authorities

Learn more about certificate stores
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Devices AppNav Clusters  Locations

Configure | v Monitor | Admin | »

! AppNav Cluster ﬂ File Services E; Network
AppNav Cluster SMB Dynamic Shares Network Interfaces

@, Interception ﬂ Caching Defaul Gateway
Interception Configuration Akamai Connect Management Interface Settings
Interception Access List Device Profie Jumbo MTU

) Acceleration E. storage Port Channel
Enabled Features Disk Encryption TCP/IP Settings *
Accelerator Threshold B Security CDP
TCP Settings Secure Store DNS
TCP Adaptive Buffering Settings Windows Domain * Network Services
DRE Settings SSLw Console Access ¥
HTTP/HTTPS Settings Peering Service Monitoring
SMB Settings Management Service Alarm Overload Detection
SMB Preposition Settings AAA Flow Monitor
MAPI Settings .:!:, Peers SNMP » _
ICA Settings Peer Settings Log Settings
Optimization Class-Map [ Date/Time
Optimization Policies NTP

| SSL Accelerated Services | Time Zone

Devices > DC-WAVE-7571 > Configure > Acceleration > SSL Accelerated Services
SSL Accelerated Services for WAE, DC-WAVE-7571 | Y Create | (R Refresh & Print

Current applied settings from WAE, DC-WAVE-7571
SSL Accelerated Services

4AEtAH|. SSL Accelerated ServiceE 744 gL|C}.

BAM ZEAE M8ste A2 Z2EE AMo|dS gMslsior ELICHERIEE TEAISH=E Ol A
&= TCP ZE(0: 80 =& 8080)0fl HTTP AOE XM&3f{of gLt

Match Server Name Indication(AtH O|& EA| L x|)S MEHSHoF & LICH. 0] M o|A Z0{ WAAST}
SSL EzfZlg 415t Client Hellol| SNI ZE & U2 EEl 21F M Q| SubjectAltNameXt H|w &L
Ct.SNI 2 =7} SubjectAltNamet & x|5tH 301 WAAS7 O] SSL EE{EE T EA|FLICEH

 Basic | Advanced
i This service Is bound to "SSL' policy. The actions traffic matching this service are DRE, LZ and TFO.
Service Name: * [Youtube-OTT
In service: A
Client version rollback check: v
Enable protocol chaining: v
= = If enabled, the SSL setup message is parsed for destination hostname (in "Server Name Indication”), which is matched against SANS in
b DG B s 2 i the st for a5 apps which typically have dynamic server dormains.
Description:

I e —
i Please specify the IP Address, Hostname or Domain of an acc elerated server. Use 'Any’ keyword to match any server [P Address. Note that hostname and domain server address types ane only supported on devices using WAAS versions 4.2.X or later.
i It & recommended to have maxmum 32 server entrics and up to &4 characters per entry. The combined length of all the server address:port entrics should not exceed 2048 characters.
e adaress < sever o
Server |
Tree Address Port.




Match Server Name Indication(A{tH O|& EA| Yx|) =7} MEHEl F2 IPAddress(IPAdress)o|
Any(Z25F)E Ar& 3t Server Port(ME ZE)0f 4432 AFSELICHAdA(FEIHE 225104 0| &5
2 FItEhLch

4 TLSvl Record Layer: Handshake Protocol:
Content Type: Handshake (22)

Version: TLS 1.9 (@xe3e1)
Length: 198
4 Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 194
Version: TLS 1.2 (©6x@383)
> Random

Session ID Length: @
Cipher Suites Length: 28
> Cipher Suites (14 suites)
Compression Methods Length: 1
> Compression Methods (1 method)
Extensions Length: 125
> Extension: renegotiation_info
4 Extension: server_name
Type: server_name (0x0060)
Length: 28
4 |Server Name Indication extension
Server Name list length: 18
Server Name Type: host name (@)
Server Name length: 15

Server Name: |www.xoutube.c0m|

At 0|5 FEAI(SNI)
5etA. IS & 72l 7|1& H=2 =gt

I5M & 712l 7IE MSatoF FLIC olOlX[ol EAIE HloM= PEM E4E ALSELICH

Generate self-signed certificate and private key

|ImDort existing certificate and optionally private keyl

i It is recommended to use certificates of 1024 bit key size and avoid using certificate chains if you plan to configure more than 128 accelerated services{up to 512).

[ Mark private key as exportable

() Upload file in PKCS#12 format

] Upload file in PEM format

) paste certificate and key in PEM-format

Passphrase to decrypt private key:

Upload key: Google.com.key
Upload certificate: Google.com.cer

| Import | Cancel

Export certificate and key

Generate certificate signing request

Optional Client Certificate and private key

Import existing client certificate and optionally private key

6CtAH. 2= El CIZMH HEE &oltLct.



Certificate Info | Certificate in PEM encoded form

Issued To Issued By
Common Name: *.google.com Common Name: ans.lab
Email: Email:
Organization: Organization:
Organization Unit: Cisco Organization Unit:
Locality: Sydney Locality:
State: NSW State:
Country: AU Country:

Serial Number: 199666714554801961566220
Validity

Issued On: Mon Aug 08 14:58:06 GMT 2016

Expires On: Wed Aug 08 15:08:06 GMT 2018

Fingerprint
SHAL: OA:A3:69:A2:5D:91:5F:66:1E:F2:59:76:A0:A8:DB:21:E3 . AE:68:84
Basebt4: CgNpol2RX2YeBlI2oKjbleQualQ=

Key
Type: SHA1WITHRSA

Size (Bits): 2048

7EA. SUBMIT(M&E) HE & 22|35t o|Z0| & A aLict.

SSL Accelerated Services for WAE, DC-WAVE-7571  [Y Create (B Refresh & Print

Current applied settings from WAE, DC-WAVE-7571 - Go to the SSL Global Settings page to modify selection.
SSL Accelerated Services Items 1-1 of 1 | Rows per page: 25 - E
Service . Service
D Name &« Address/Port Issued To Issuer Expiry Date Status
O @ Youtube-OTT Any:443 ans.lab Aug 08 2018  Enabled

8EtAH|. Akamai ConnectE &4d8}&HLICt

Devices(C|HFO|2) > Configure(T4J) > Caching(7i4)) > Akamai ConnectZ O|S &L|C}.

| |  Cache Prepositioning
 Enable Akamai Connect
v Edit Settings
/ Akamai Connected Cache

Over the top Cache




9EtH|. 2@ x| WAASO| A SSL QIE|ZX{E &8 &L|CH(Single Side Setupod|Bt &
).

Devices > BR4-WAVE-594-Inlne > Configure > Acceleration :

&3 Pt 8 Override Group Settings (@ Refresh
Current appled settings from Device Group, AMAASGroL

TFO Optimization
TFO Optimization
Data Redundancy Eimination

Persstent Compression

Accelerator Optimization
EPM Accelerator

HT TP Accelerator
ICA Accelerator
MAFI Accelerator
Encrypted MAPI Traffic Optimization
NF5 Accelerator

SSL Accelerator V1 o

[7 S50 Interposer(S5L Accelerator V2)|

SMEB Accelerator

Ct&& &lghct.

184, 224 x| WAASO| A Akamai Connect® & 433}afof &LCt.

WAAS-BRANCH# show accelerator http object-cache

HTTP (bj ect-cache

Running
Akamai Connected Cache State

Connected
Operational State(%f& 4'El{)7} Running(&l#® 5)0|1 Connect State(?1Z2 4'EH)7} Connected(¢d
AE)eIx| gelgrct.

2EtA|. 20| E 0 M Youtube 7H<58H8 & QIEFLIC
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Certificate

General | Details | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose{s):

+ all application policies

Issued bto:  *.google.com

|Issued by: ans.lab |

valid from & 9/ 2016 to & 9 2015

Issuer Skatement

Learn more abouk certificates

Fitch Perfect Riff-0ff with Anna

Kendrick & The Filharmonics
The Late Late Show with James

Corden

20,680,524 views - 1 vear ago

Coren

3,203,280 views - S menths ago 33,240 680 views - 3 months ago

3EtA. WAASOHIA &olgtLct,

SSL AO7t ECHEI0f| SHIZH ME LI} E
6.2.3 0| WAAS AT ELQ|0{E AE [ CLIOIM £E=3E[= of(SSLAO VI & 7

WAAS-BRANCH# SH| ¢4 E A

Dest | P: Port Peer| D Accel RR

Connl D Source | P: Port
6859 10. 66. 86. 90: 13110 10. 66. 85. 121: 80 00: 06:f6: e6:58:56 THSDL 51. 9%



6839 10. 66. 86. 90: 13105 10. 66. 85.121: 80 00: 06: f 6: e6: 58: 56 THSDL 16. 6%

6834 10. 66. 86. 90: 13102 10. 66. 85.121: 80 00: 06: f 6: e6: 58: 56 THSDL 93. 5%
6733 10. 66. 86. 90: 13022 10. 66. 85.121: 80 00: 06: f6: €6: 58: 56 THSDL 72. 7%
6727 10. 66. 86. 90: 13016 10. 66. 85.121: 80 00: 06: f 6: e6: 58: 56 THSDL 03. 9%

WAAS A~ZEQ|0{6.2.3 O]&f A& Al CLI2| &3] of(SSL AO v2 & EHY ALO|E MH)

WAAS-BRANCH# 4| 44 EA|

Connl D Source | P: Port Dest | P: Port Peer| D Accel RR

3771 10. 66. 86. 66: 60730 58.162. 61. 183: 443 N A THs 50. 9%

3770 10. 66. 86. 66: 60729 58.162. 61. 183: 443 N A THs 52. 1%

3769 10. 66. 86. 66: 60728 58.162. 61. 183: 443 N A THs 03. 0%

3752 10. 66. 86. 66: 60720 208. 117. 242. 80: 443 N A THs 54. 8%

3731 10. 66. 86. 66: 60705 203. 37. 15. 29: 443 N A THs 13. 8%

3713 10. 66. 86. 66: 60689 58. 162. 61. 142: 443 N A THs 40. 4%

3692 10. 66. 86. 66: 60669 144, 131. 80. 15: 443 N A THs 10. 4%
B2 X| WAASO| X ce-access-errorlogE =f Q1 8f LICH X[X{3}El E2iEof Cigt 23 F=ol= HE
El Z = 100000| ASMH(OTT-Youtube2 2FE) h - - - - 2002 7HA| 7HA|7t ME |1 EefZio| 2

A2 Me|ES LEFRLICHIIE M E £ == Google HIC| 20 M of & ElL|CHE|AE A[AE 04| A 0
o HEfRXME Yo SYE HICIRE MYstol dHEE EHIAEY & l&LICH

ce-errorlogl| MEZ &34

08/ 09/ 2016 01:49:26.612 (fl=5948) 10000 0.002 0.033 1356 - - 148814 10.66.86.90 10.66.85. 121
2905 h - - - 200 CET

https://r5---sn-uxanug5-

nt gk. googl evi deo. com vi deopl ayback?dur =703. 721&ei =0zapV8j r GAW 4AKyt YaYBQ&f exp=3300116%2C3
30013192C3300161%2C3312739%2C3313265%2C9422596%2C9428398%2C9431012%2C9433096%2C9433223%2C9433946
%2C943552692C9437

06692C94375529%2C9438327%2C9438662%2C9438804%2C9439580%2C9442424%2C9442920&r equi r essl =yesé& ni t cwn
dbps=6383750&gi r =

yes&spar ans=cl en%2Cdur ¥2Cei %2Cqgi r ¥2Ci d%2Ci ni t cwndbps¥2Ci p%2Ci pbi t s¥%2C t ag¥2Ckeepal i ved2C nt %2Cmi
me%2CmP2Cm %2 Crs

9%2Cnv9%2Cpl ¥2Cr equi r ess| ¥2Csour ce%2Cupn¥2Cexpi r e&si gnat ur e=34635AFA02C12695F90E50E067E6BDAB7ES5821
32. DEB68217D77D25

F02925B272C6B3F032D3764535&i pbi t s=0&s=au&nt =1470706873&pl =22&mv=m&nm=31&m=sn- uxanug5s-

nt gk&keepal i vezyes&key=yt 6

&i p=64. 104. 248. 209&c| en=10444732&sver =3&sour ce=yout ube&i t ag=251&! nt =1466669747365466&upn=1700na
Ugg4&expi re=14707

28963&i d=0- ABXm M r gaPgauN _rt x9j NvU4ANPYMD- wx- oJwOmAUcl g&m nme=audi 0%2Fwebm&cpn=YsB- InbhO4EU-

BeHl &al r =yes&r at ebypass

=yes&c=WEB&cver =1. 20160804& ange=136064- 284239&r n=4&r buf =8659 - -

08/ 09/ 2016 01:49: 26.899 (fl=5887) 10000 0.003 0.029 1357 - - 191323 10.66.86.90 10. 66.85. 121
2905 h - - - 200 GET

https://r5---sn-uxanug5-

nt gk. googl evi deo. com vi deopl ayback?dur =703. 721&ei =0zapV8j r GAW 4AKyt YaYBQ&f exp=3300116%2C3
30013192C33001619%2C3312739%2C3313265%2C9422596%2C9428398%2C9431012%2C9433096%2C9433223%2C9433946
%2C9435526%2C9437

066%2C94375529%2C9438327%R2C9438662%R2C9438804%R2C9439580%2C9442424%2C9442920&r equi r essl =yes&i ni t cwn
dbps=6383750&gi r =

yes&spar ans=cl en%2Cdur ¥2Cei %2Cqgi r ¥2Ci d%2Ci ni t cwndbps¥2Ci p%2Ci pbi t s¥%2C t ag¥2Ckeepal i ve¥2C nt %2Cmi
me%2CmP2Cmy2Cns

9%2Cnv9%2Cpl %2Cr equi r ess| ¥2Csour ce%RCupn¥2Cexpi r e&si gnat ur e=34635AFA02C12695F90E50E067E6BDAB7ES5821
32. DEB68217D77D25

F02925B272C6B3F032D3764535&i pbi t s=0&ms=au&nt =1470706873&pl =22&mv=m&m¥~31&m=sn- uxanug5-

nt gk&keepal i vezyes&key=yt 6

&i p=64. 104. 248. 209&c| en=10444732&sver =3&sour ce=yout ube&i t ag=251&! nt =1466669747365466&upn=1700na
Ugg4&expi re=14707 28963& d=0- ABXm M r gaPgauN_r t x9j NvU4NPYNMD- wx -



oJWOmAUc| g&mi ne=audi 0%2Fwebn&cpn=YsB- InbU4EU- BeH &al r =yes&r at ebypass
=yes&c=WEB&cver =1. 20160804& ange=284240- 474924&r n=6&r buf =17442 - -

show statistic acceleration http object-cache2| £ 23 ott-youtube 2% = F7}+5H0F & LICIH.

WAAS- BRANCH# show statistics accelerator http object-cache
.......... hj ect Cache Caching Type: ott-youtube Object cache transactions served from cache:

hj ect cache request bytes for cache-hit transactions: 68079
hj ect cache response bytes for cache-hit transactions: 14650548

EX/Eof:EE T2 SSL AOR 7t E[X| k&Lt

WAAS# debug accelerator ssl sni

08/ 09/ 2016 01: 33:23. 721ssl ao(20473 4.0) TRCE (721383) SN (youtube.com) matched with certificate
SNA yout ube. com [ c2s. c: 657] 08/ 09/2016 01: 33: 23. 962ssl ao( 20473 6.0) TRCE (962966)

SNI (yout ube. com) matched with certificate SNA youtube.com [c2s.c: 657]

CtS2 ssl-errorlog0oi| A Almligt £249] of fLCt.

WAAS# debug accelerator ssl sni

08/ 09/ 2016 01:19: 35.929ssl ao(20473 5.0) NTCE (929983) Unknown SNI: youtube.com [sm c:4312]
08/ 09/ 2016 01: 20: 58.913ssl ao(20473 3.0) TRCE (913804) Pi pethrough connecti on unknown

SNI : yout ube. com | P: 10. 66. 85. 121 | D: 655078 [c2s. c: 663]

EXM/Zol: 2B X7} Youtubedll HER ~ i1 FAlEl Q& M7} el&LIC

H7=17'<H-
=".

ol

Ol= 304 WAAST} YoutubeOll Al FAIEF QIS M E MEISHR| ERA7I HE Y = U&SLICH

SSL 7t& MH|AO|M o] & Qlgte| MEHE F|AFLICEH



SSL Accelerated Service

Basic

SSL Settings
SSL version: Inherited ~
CipherList: Inherited ~
CipherList Configured
CipherList Name: Inherited
Cipher list Configured
Priority
1
1
1
1
1
1
1
Authentication

D\/erify client certificate

Disable revocation check of client certificates

D\.’erify server certificate

Disable revocation check of server certificates

EA|/% o E 2= 0| Akamai Connect Enginedll =& 5 X|2F FHA| 2T &7} e
C}.

ol

H7=17'<H-

= "1

O|= X|AF WAASO| IMF(If-Modified-since) ZHAIE AR EM UMY = A&LICLIMS SM2 T
SAl M EE= AFE 241 C|HHO|A0f CHEF ALEX 52| ZX 242 &g = /A&LICHIMS &
c’|0| 3*“2%_ &L, °4XH OTT HZI|M Youtubes &4 ZEIO|AE T HE MHEO|A] £[Al SAHE
2 INLEE EELICH

-|>

0| ce-access-errorlog0i| A & QI& £~ Ql&L|C}.

07/ 20/ 2016 00: 41: 49. 420 (fl=36862) 10000 2.511 0.000 1312 1383 4194962 4194941 10. 37.125. 203

10. 6. 76. 220 2f25 1-s

s-ims-fv - - 200 GET https://r3---sn-jpuxj -

coxe. googl evi deo. com vi deopl ayback?si gnat ur e=AACC537F02B652FEA0600C90

0B069CA3063C15CD. 58BA962C80C0OE7DFA9A6664ECDCCE6404A3E2C65&¢c! en=601694377&pl =24&mv=m&nt =146897480
l&ms=au&ei =a8i OV-

HZGHAu24gL- hpu4BQ&m=sn-j puxj -

coxe&mr318&key=yt 6&spar ans=cl en%2Cdur %2Cei ¥2Cgi r ¥2Ci d%2Ci ni t cwndbps¥%2Ci p%2Ci pbi t s¥%2C

i tag¥2Ckeepal i ve¥2d nt %2Cm ne%2Cm2Cm %2 Cns %2 Cnmv %2 Cpl %2Cr equi r essl ¥2Csour ce¥2Cupn%2Cexpi r e&sver
=3&gi r =yes&f exp=9
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