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Lobby Ambassador 87 A+ 7 FL— F&AEld 2L, AL 778X PARBIIUSLT 1 2DUE
Oayita—FIZEAENET, Web) KU —THRELEWLAN BFioa bu—Z 7208, WA
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|/~ web Authentication - Windows Internet Explorer F =le] =
@ﬂ =[] htwsuii1. 1.1 Loon hemiredrect =, yohoe, com @l 1Pk

S G @ Web Authenbication % - B) - o= - - vPage - () Teoks -

Welcome to the Cisco wireless network
Cisco is pleased to provide the Wireless LAN infrastructure for your network:
Plzase login Gnd put your air space 1o work
Lot |
By
10-7 EA—LZEELR—DD/IRARIN—
Email To
Subject

Credentials for Gues! User Guest]
Guast Liser | Guast]
MName

Fassword |test

Fratie Guest

St Time | 17: 071902007

EndTime |9 O 07472007

Discloimer | Guests Lncerstand ond acknowsedge that we
xercise o control over the nature, conterd o
reisbifty of the information andicr data passing
thrcugh our network
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TN—TDRANTHEDLTRATOa br—F TRILT FLAIZTARLERSY £3, £/, 4R
A H =T oA AF, A ba—IRBTTA4 T b Web BiEDT=DIZV LA L7 v THEED
V—ZIP 7 L AL LTHERENET,

HZXKVLAN A 23— 24 ADKE

AR L7eA v Z—T oA R, 2> b —J BT O 8fEE FERICEH S NET, ¥R
TIREA S —ERAEFEETHITEL, I 1 OO F—T 2 AEERTHLERHY 5, T,
TAN N T T4 90T A —Fy MINV—T 4 T TDHEDDA v Z—T A AT, [T h— o
v hua—JOMERD] (P.10-6) THHALEZL 21, FAN A v X —T =2 AX, 77 AT U+ —Ib
FoR—MERINI G E, A =Xy MERL—F LOA U F—T oA ATV EZ N5
ERHY ET,

HFLWW VB —T A/ ADES

2AFv7 3

WOFIHEFEITLT, YA M I 74 v 0 Y R— T2 00— T2 A ERBIORELET,

[Controller] # 7% 27 U v 7 LET,
ED~A T, [Interfaces] 27 U v 7 LET (K 10-8 25M),

10-8 A kA—F A VE—T 4R

Saye Configuration  Eing  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Controller Interfaces New...

General | Interface Name YLAN Identifier 1P Address Interface Type Dynamic AP Management

Inventory 2p manager 4 1015.9.253 Static Enabled
Interfaces management 9 10.15.9.11 Static Mot Supported

Network Routes service-port N/A 172.28.217.131 Static Hot Supported
Internal DHCP Server yirtual NA 1111 Static Hot Supported
+ Mobility Management
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Spannina Tree

[New] 22 U v 7 LET,
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A8 —T x4 XA & VLAN ID DESR
AFvT 4 A8 —TxAA%HE VLANID Z A LET, (K 10-9 #5H),

10-9 A8 —TJ x4 R& & VLANID

Saye Configuration |~ Ping  Logout  Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Interfaces > New < Back Apply

Interface Name |guest-dmz

Internal DHCP Server §
AVB—DIA R TOANRTADES
ATy FT 5 KOTuXTF A EEFXRLET,
o fLUH—TxAA]IP
o TR
o U=t UxA (TUh— ar hva—JIERINTET7AT U= NVELIEIRI AN Ky T L—
X DEE)

e DHCP ¥ —/31P (48 DHCP $— "% L TV 2 41%, [Primary DHCP Server] 7 ¢ —/L K
DEDHF—NOIPT RLAEHEHLET),

10-10 L TS 7ZE W,

IVA—TS5AXEEYTATITHFLL HAF
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10-10 A8 —T 4R TONRTF+DESE

Saye Configuration Eing Lageut Refrash

Controller

General
Inventory
Interfaces
Metwrork Routes
Internal DHCP Se

*

Spanning Tree
Ports

Master Controller
Mode

Metwork Time
Protocol

F QoS
» CDP

GE)

Mobility Management

MOMITOR WLANS CONTROLLER W[RELESS SECURITY MANAGEMENT COMMANDS

Interfaces > Edit < Back | apply |

General Information

Interface Name guest-drmz

MAC Address o0:0b:ES:A0: Tazal
rver
Interface Address

VLAN Identifier 31

IP Address 10.20.31.11
Hetmask 25%5.255.255.0
Gateway A10.20.31.1

Physical Information

Fort Number
Backup Port

Active Port

Enable Dynamic AF
Management

Dno»—l

Configuration
Quaranting |
DHCP Information

Primary DHCP Server 10.20.30.11|

Secondary DHCP Server

221857

DHCP #—tRA%&7 > Hh— arv tu—7 LTu—hlEETIXLEND 5551, [Primary DHCP
Server] 74—/ RiZary b —S0FBIP 7 RLAZAHLET, # %k N+l TEMED DMZ (2%
EENTHWBEHEE, BEESATHWEEMOT > 7— WLC Z &2, ERBOA v F—T = AREE/RY
wLET,

EEYT 4 TIL—TDHE

WDT 7NV DEEYT 4 T —TF RT A= 3, EHEOFRERR WLAN BEEO—& & LT,
S WLC ICERE L TBLLERHVET, YANTI7RAOAHT I — FE VT 42K — T
H120%, FEYT 4 IN—F RAL UL TT v H— WLC bRETHLEND Y 77,

FUoA—WLC DT Ik EEYT 4 FALVBDER

ATFv7T 1
ATFyvF 2
ATFvF 3

T H—WLCOT 74V K BT 4 RALSUVAERELET, TV I—DFEIV T 4 RAA V4
1L, A WLC IZRRE L7c4ai & B2 ERH Y £9, LLFOFITIX, BEOERERICT VYo —
FEnTnwbd WLC Wiz be—F) X, 9XCEE YT 4 Z/L—7 [SRND] DA /NTY, —
Ji. FA R T —WLCIE, BIoELY T4 ZA—74%4 [ANC] TRESHET., Zhid. %o
MEICT V32— FENTWABTITA4<) FEUT 4 RAL UG, Trh— WLC 23
XA LTHL =DIITbnEd,

[Controller] # 7% 7 U v 27 LET,
[Default Mobility Domain Name] 7 4 —/v RIZ4RTZ AT LE T,
[Apply]l 27 U » 7 L+, (1 10-11 ZBR).
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CISCO

OHITOR WLANS

CONTROLLER

FoA—WLC EDTFI7+IL bk EEYT 4 FASVBDEE

Saye Configuration

Eing

Logout |Befresh

Controller

General
Inwentary
Interfaces
Metwork Routes

Internal DHCP Server

Maobility Management
Spanning Tree
Ports

Master Controller
Maode

Metwark Time
Protocol

* Qos
* CDP

General

B0Z.3x Flow Control Mods
LWAPF Transport Mode

LAG Maode an next reboot
Ethornet Multicast Mode
Broadcast Forwarding
Aggressive Load Balancing
Peer to Peer Blocking Mode
Cwer The fir Provisioning of AP
AP Fallback

Apple Talk Bridging

Fast 551D change

Drefault Mobility Dromain Hame
RF-NMetwork Mame

User Idle Timeaut {seconds)
ARP Timeout (seconds)

Web Radius Authentication
B02.3 Bridging

Cperating Enviraniment

Internal Temp Alarm Lirmets

Disabled ]
Layer 3 [w]
Disabited [s]
Disabiled 3]
Disabled [x]
Dizabled [s]
Enabled 'v]
Disabled [»|
Enabled |w|
Disabled v|
Disabled []
ANC

CHAP ~]
Disabibed ]
Commarcaal (0t 40 <)
Do 65 C

FoA—WLC DEEYT a4 TIL—TF AVINDEE

7 A KN WLAN %R — F T 28ETOREMANOTXTONEE WLC X, YA~ 72— WLC OFEYE
VFr g4 JN—T A NE LTERTDHDLEND F5,

AFvFT A1
2AFyvFT 2

(Current Operating Made is Layer3)

(LAG Mode is currently disablad),

Apply
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[Controller] # 7% 27 U v 7 LET,
el ~<A T, [Mobility Management] %27 U >~ 27 L. [Mobility Groups] 7 U v 27 LET,

(K 10-12 &),

10-12

EEYTFATN—FTAVNRDESR

nfiguration

Bing  Logout Refresh

cisco

HMONITOR

WLANS CONTROLLER W

Controller Static Mobility Group Members
General Default Mobility Group  SRND
Inventory
MAC Address 1P Address Group Name
Interfaces
00:0b:85:40:7eie0  10.15.9.11 {Lacal)
Network Routes
Internal DHCP Server 00:0b:85:40:23:30  10.15.9.14 SRHD
00:0b:85:40:40:00  10,20.2.2 SRHD
00:0b:65:40:41:40  10.20.2.3 SRND
Mobilty Statistics 00:0b:85:40:7F:20 10 20.110.254 SRND

EEYTF4 TIL—F AnNELTHEaY FA—S5%EM

ATFvFT 3

S SECURITY

MANAGEMENT  COI

HELP

New...

EditAll

221863

[New] %7 ) v 7 LT, #A b 727%AWLAN 2% H— b T 25842 hr—F 0 MAC & IP 7
FLAzE#RLET, (% 10-13 25H),
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10-13 7 2H— WLC ~D5E8a > ha—5 0B
rfigurstion  Ping  Logout Refrash
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMEN
Controller Mobility Group Member > New < Back _apply |
General Mamber IP Address
Inventory
Teterfaces Member MAC Address

Network Routes

Group Hame SRHD
Internal DHCP Server

= Mobility Management
Mobility Groups

221864

IR L2 10-13 @ [Group Name] (%, 4B WLC @ [Default Mobility Domain Name] TaXE S 41
LL4HITT, Zhix., 7o — WLC KA SNHA4RTERRDIMERHY T, A DIPT KL
Z & MAC 7 RL A1, M58 WLC OB BRA v XA —T =2 AT V2 — N ENTT RLATY, A
F WLAN 2% 73R — F T2 BMOEIE WLC I3t LT, ERROTFIEEEEVIELET, EEoT b —
NEBSHTWAEEE (FRAFN+HLILEM), 70— WLC DT 74/ k FEUT 4 RAAL E4D
EELT U= WLCOEEVT 4 TN —T AUNOEZOFIEEZHED KL ET,

SHEWLC DEEY T o TIL—TF AnNELTFZHA— WLC BN

AFvFT A1

A7y 2

HHF 2N T 722 R— T 587 b— U T o THBALEL YT, K494 WLC X, 7

V51— WLC LTI 2 EolP Fo RWIIZHF AN WLAN 2~ v B 7 LET, 20D, T h—

WLC IZ, &4hiiar b —FDFEEY T 4 JNA—TDAUNELTERTHAILENDHY I, TOH
T, 7 I—WLC O V—T7Zx FUB TANC) T (7> —WLCODEL VT 4 I N—T A
NOEF] (P10-18) #5H), BEOEBBEHEZMEKRL WD H 5 —HDO WLC BRELEY T 4 7 L—

7 ISRNDJ DAL NRTHDZ EICER LT,

[New] 227 Vw27 LT, 7o I—WLCODIP, MACT RV A, BXWITV—THEEE YT 4 AN
T—=7 MBI L ET,

BMosEEay he—7 ZEIZZOFEEBEVELET (X 10-14 228),

-~ -~ — 3
10-14 HNEWLC ~ADF7oA— 3> bA—50EBMN
Logout | Eefrash
MONITOR  WiaNs CONTROLLER W]IRELESS SECURITY MANAGEMENT  Cf

Contraller Static Mobility Group Members Hew... editall

General Default Mobility Grougp SRND

Inventory

MAC Address IP Address Group Hame
Interfaces
00:18:73:44:/6:80  10.15.9.19 (Local)

Network Routes

Internal DHCP Server 00:0br85140: 23180 10.15.9.14 ERMD a
= Mability Management 00:0b:85:40:40:00 10.20.2.2 SRND [~ |

Coalceuning 00:0b:85:40:41:40  10.20.2.3 SRND a

Mobility Anchor Config

Mobility Statiskics 00:0b:05:40: Teied 10.15.9.11 A a2

Spanning Tree 00:0b:85:40:7F:00 10.20.110.254 SRND a

Ports 00:0b:85:40:80:00 10.15.9.12 SRND =2

Master Controller 00:0b:85:40:84:80 10.15.9.13 SRND a

Mode 00:18:73:45:07140  10.15.9.17 SRND a

Netwaork Time 00:18:73:45:28:80  10.15.9.20 SRND a2

Protacol 00:18:73:45:39:00  10.15.9.18 SRND a2 3
Sl 00:40:2b:fe:20:40  10.20.100.2%4 sAND a o
F CDP ﬁ
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~

GE) 7 A BN+ LEMEENSERE SN TCWDEEHE. 2 2L EO T H— WLC = kU BR&4 45 WLC OE
BYUSF 4 TA—F AR U R MGBMENET,

77X k WLAN DE&7E

ZOHETIE, B—DHF A N WLAN OREFEICHOWTHALET, 2 K WLAN (. ¥ZX K 727 %&
ANER AP ZBFET 5T _XTOHNEE WLC LTHRELET, 7o — WLC SN H X B
WLAN (27 Y v — h &37z LAP OFBLUZEA S W& Th, 7o — WLC I, A b
WLAN ZH L CRETHILERH Y £7, ¥ oiE, 77— WLC i, WLAN OiniLiRgaE
T, FZCa—H + I 740087 — WLC LA v #Z—7 A Z/VLAN ITEEHIZT ) vV &
NoH7=HTT (AP &A= Fr—F [/l TlX CAPWAP, A2 bue—J L7 h—arvtu—7
i EolP &),

IVE—TSAXREEYTA T3 THAV HAF
m. 0L-14435-01-J |
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(3¥) [WLAN Security]. [QoS]. 8L U [Advanced] FBEX 7 TEERT HTNXTDO/NRNTA—HIL, TV H—
BLUSNHE WLC O 5 Tl CRENCT ELERSH ST EIEET D ENFERICEETT, 10-15
1. LT THT 5 WLAN BREDNA LUV OIS 2R L TWET,

10-15 WLAN DOF%5E

a
-
=

EolP DNS WEB DHCP

WLC Tunnel guest-dmz El El El

Managemet VLAN VLAN ! !

I I

Ay |

4
000000}
QOO0
L3 Campus
Network E’

3 &

B3l &7
“dot1g“ “dot1g“-’dot1 E:;z @.'
Foreign Anchor Border
wLC wLC Router

Foreign WLC WLAN Summary
SSID = Guest

WLAN Status = Enabled

Radio Policy = 802.11b/g only
Interface = Management

Broadcast SSID = Enabled

Layer 2 Security = None

Layer 3 Security = None + Web + Auth
AAA Servers = None

QOS = Bronze (Background)

WMM = Disabled

Advanced = Defaults + DHCP Required

Anchor WLC WLAN Summary
SSID = Guest

WLAN Status = Enabled

Radio Policy = 802.11b/g only
Interface = guest-dmz

Broadcast SSID = Enabled

Layer 2 Security = None

Layer 3 Security = None + Web + Auth
AAA Servers = None

QOS = Bronze (Background)

WMM = Disabled

Advanced = Defaults + DHCP Required

Mobility Config

Default Mobility Group Name = SRND
Static Mobility Members:
00:0b:85:40:7e:e0 10.15.9.11 ANC

A
(i) [WLAN Security]. [QoS]. B LU [Advanced] REF 7 TERT D37 A—FIX, T A—B L%
WMoy br—J DM TR CREIZT SBERDH OV ET,

Mobility Config

Default Mobility Group Name = ANC
Static Mobility Members:
00:18:73:44:16:a0 10.15.9.19 SRND

222545

IVA—TS54AXEEYTA4 T3 THFLY HAF
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5488 WLC : X k WLAN DOFRE

Z2FwF 1 [WLANs] #7%2 U7 LT, [New] &7V v7 LET, (4 10-16 Z&H),

10-16 7 Z b WLAN DEE

onfiguration | Ping  Logout Refresh

MONITOR [WLANS GCONTROLLER WIRELESS SECURITY MENAGEMENT COJ HELP
WLANs WLAMs New...
- WLANS Fry
WLANS Profile Name WLAN ID WLAN $S1D Status Security Policies
A5 Sroies AN cokm 3 cckmM Enabled [wPAZILAuth(802.1% + cokv)]
@
* WLAM 05 9-16 will not be pushed to Ilxx, 12xx and 13xx model APs. g
bt
8

77Z  WLAN SSID OE&

AFwFT 2 [FROFA N 22—, HEMICEMETE S, FEEEE LTV SSID 2 ERLET,

oy hr—7 CTHHMIZ VLANID #5510 ¥ CEd, FHHIL, o SSID/'WLAN TEA ST\
T, 1~ 16 D ID BN TX£7,

AFvwF 3 [Profile Name] 48 E L £,
ZFwT 4 [Applyl 27U v 7 LEF. (0 10-17 25H),

10-17 72 k WLAN SSID OE&

astion  Ping Legout Refrach

MONITOR WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT CO

WLANs WLANS > New < Back Apply
- WLANS WLAN ID 1w
WLANS
P G VLAN [
SECERE prafile Name Guest Access
~
WLAN SSID Guest z
N
i

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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GE)

Pz 7otzxome A

H LW WLAN OERZIC, 10-18 (TR T L DT, RER—IPERINET,

5 ° 3
10-18 WLAN ORER—Y
"|" l I 0 Save Configuration  Ping  Logout Refresh
cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
~
WLANs WLANs > Edit < Back Apply
T General | Security | QoS | Advanced |
WLANS
AP Graups YLAN Profile Neme Guest Access WLAN

WLAN SSID Guast

WLAN Status O Eenabled

Security Policies [wraz][Auth(B02.1x)]

(Medifications dane under security tab will appear after applying the changes.)

Radio Policy All b
Interface management -
Broadeast SSID [ Enabled

Foot Notes

AN WLAN O7DIZONE WLC IZE > THERASINAT 74V N A X —T oA AL, BEHA L F—
72 A ATT, BolP N RANT U A —IZX o> THLTERWGE, Mz ha—F ik, LAEncE
ERERT VA= T IV V= ENTWEER I T4 T bOT Y= a VEMREBR L THLHTL
WIIA T NEFHIDE T, A A B WLAN BIRO FCRESNTA Y F—T =4 AT TAT
FEEET Y- LET, 20D, DO A N WLAN Z2V—T 4 V7 Ra[REl sty NU—7
WU 7350, HDEWVITBGEREIP 7 NL A ZEFSEHA X —7 =24 AD DHCP — % #ET
DI EEBWRLET, 7o —NREREILRSTHE, BHEAY NI - ~DF AN 773447 b
DT 7' AEBIELET,

7ZX F WLAN O/35 A =82 B L URY O—DER

AFvFT A1
A7y 2

[General Configuration] % 7 T, RO FIEEFEITLET,

[WLAN Status] BDOKR v 7 2% 27V v 27 LT WLAN 2B LET,
FAN T 7R EFKR— T HHEAEHIRT 2551E, LEBUT, HBHEAY O —F2RELET,
a. [Broadcast SSID] 137 7 4/ N CHMZDHDT, A EFICLET,

b. 774/ hTiX, WLAN |X WLC @ [management] f > ¥ —7 = A AZE VS THRET, Jiud
EELBRNTL I,

| oL-14435-01-J
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ATFvFT 3

10-19

Cisco

7Z  WLAN O—f&R ) o—nEE

[Security] # 7% 27 U w27 LEd (14 10-19 ZBH),

iguration  Bing  Logout Refresh

HELP

WLANs WLANSs > Edit
AT General | Security | QoS | Advanced |
WLANS
AP Groups VLAN Prafile Name Guest Access WLAN
WLAN SSID Guest
WLAN Status [ Ensbled

Security Policies [WPAZ][Auth(802.1%)]

Radio Policy

management v
[ Ensbled

Interface
Broadcast S510

ATv7 4
(X 10-20 #&H),

10-20

cisco MONITOR  WLANS CONTROLLER  WIi

WLANDOLAY 2 tFal) T4HRE

SECURITY ~MAMAGEMENT  C|

< Back Apply =

(Modifications done under security tab will appear after applying the changes.}

221369

LAY 28XV T 4%, T 740 FORE (802.1x WPA/WPA2) » 5 [none] IZERE L ET

iguration  Bing  Logout  Refresh

WLANs WLANs > Edit

~ WLANS | General | Security | QoS | Advanced |

WLANS T E— )
AP Groups VLAN Layer 2 Layer3 | AAA Servers

Layer 2 Security | [FEERINN
[ MAC Filtering

< Back Apply -

221870

B Y334 XEEVYT4 T3 THIV HAF
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AFvTF 5 [Layer3]| #7427 Vv s LET (M 1021 #BH),

10-21 FZFWLAN DLA¥ 3 X2 F4RE
i Says Configuration
Cisco MONITOR  WLAMs CONTROLLER MENAGEMENT
WLANs WLANSs = Edit _ <Bac
* WLANS | General | Security | QoS | Advanced
WLANS

AP Groups VLAN Suinkellyinhriali

Layer 3 Security [None ke
web Policy £

& authentication
(@] Passthrough
O Conditional web Redirect

Praauthentication ACL Nane |

AFwF 6 [WebPolicy] Fo=y 7Ry 7 A4 LET BIMAT a0l 2 RERINET),
WLC BFBFERIC Y A4 7 hEITCTDNS b7 7 4 w7 2% LT L 2md, BEoxf7a )
Ny 7 ANKRINET,

ATwF 7T Web AU —IZ [Authentication] F 72/ [Pass-through] Z##IR L E+ ((F A b =—HF DOFRGE)
(P.10-12) &),

GE)  FATERFE ACL 1%, @FESN TR\ T4 7 v b3S, SRAERTICHRE DR A b F 7213 URL D36 1282
T HIEEFAITD ACL #HAT 57O ATE £ 7, ACL IX. [Security] > [Access Control
Lists] Tix& S E 3, FHAlFRFE ACL 25 Web fBiEAR U v—& & I S 554, DNS ZsR &3
AT V= AREENTVLIBERDY T, FERLTORVEES, 7747 M, ACLICE->T
PP SN b5 A b /URL ISR L CEgi T 2 2 RN T& il 2 £9,

AFvT 8 [QoS] &7 EHBRLET (M 10-22 2BH),

10-22 72  WLAN QoS &5

we Configuration  Bing  Logout Befresh

WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT  COMMANDS
-~
il WLANS WLANSs = Edit < dack | Apply |
i | General | Security | QoS | Advanced |
WLANS
AP Groups VLAN Quality of Service (oS} | Bronze (background) 1]
WM
WMM Palicy Disabled w]
7920 AP CAC O ensbled
7920 Client CAC ] Enabled

222546

AFvFT 9 A7 a T, FANWLANIZT v 7 AR =L QoS 7r7 7 A NVERELET, T 741 ME
[Silver (Best Effort)] T3, ZOFITiE, ¥ A F WLAN IO QoS 7 7 ACHEIV Y TEnT\E
‘?—o

IVA—TS54AXEEYTA4 T3 THFLY HAF
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A7y 7 10 [Advanced] # 7% 2 Vv LEF, (K 10-23 25H),

10-23 72 k WLAN OEBGEE

ATFvT M By ary A LT MERELET (AT var),

~

e
CisSco WLANs CONTROLLER — WIRELESS
WLAMs WLANs > Edit
- WLAMNS [EGensralu s Seconty | QeS|  Advanced
WLANS
AF Groups VLAN Allow AdA Cverride [0 enabied DHCF
H-REAP Local Switching 4 O] enabied DHEP Server
Sassion Timeout (secs) o
Aironet IE ) Brabted OHCP Addr. Assignment  [¥] Required
Disgnostic Channel O] enabisd Management Frame Protection (MFP)
1P Enable 0
- Infrastructure MFP )
Gwverride Interface ACL | None (=] Protection .
Chent Exclugion 2 [F Enabled |60 MFP Climnt
: |
Timeout Valus {sacs) Frotection & Spton 'V]

< Back |

Bing Logout Refresh

Apply

(Global MFP Disabled)

222547

GE) ®BovalryZALTUER0 (F7440) L0 KREL 2D E, ARG ICRHIANICTRIEDN R S

. I Web K— 4 L THRIES BREAET,

AFw 7 12 [DHCP Addr. Assignment] % [Required] (Z5% /& L £,

~

GE) AL a—¥n BHIPREZEM LTI AL Xy MY =27 O a2RA 25 D25 <7, [DHCP

Addr. Assignment] % [Required] IZFRET H 2 & HHELEL £,

ATvF 13 E%IZ, [Applyl 227 VU v 7 LET

X~ WLAN €EEY T4 7UH—DHRE

AFYFT 1 S WLC 0 [WLAN] A ==2—0 5, # L EkShi=7 2 b WLAN 2L £7,

AFyFT 2 HUMOTNVE T ERY X vh, [Mobility Anchors] Z3iFE R LTZ Y v 7 LET (K 10-24 %

S,

10-24 WLAN £EV) T4 7oh—

Bing | Logout 'Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT Cf
WLANs WLANSs New....
~ WLANS Admin

WLANS Profile Name WLAN D WLAN SSID Status Security Policies

AP Groups VLAN Guesst Accass WL AN 1 Guest Enabled Wab-Auth

CoKM 3 CCKM Enabled [wPa + wpnz]raulhimm“

* WLAN [05 9-16 will not be pushed to L1xx, 12xx and 13xx modsl A3,

221874

B Y334 XEEVYT4 T3 THIV HAF
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ATw9F 3 [Switch IP Address (Anchor)] 7V & 7 VIRY X N C, Ry MU —27 DMZ NCEBR N7 I —
WLC OFHA L H—T oA ATHIET D IP T RUAZBRIRLET, Ziux, 48T WLC OEE Y
T TN—T AN L TT A — WLC i) (P10-19) TREINZHDELFELTIP T FLAT
‘é—o

ATw7 4 [Mobility Anchor Create] 27 U » 7 LE$ (1K 10-26 Z&H),

10-25 [Switch IP Address (Anchor)] D5 DEEAS 2 —T 24 ADOER

10-26 WLAN EEV T« FUh—DFER
vl
CIsco MORITO NLANs  COMTROLLER  WIRELESS — SECURITY
WLANs Mobility Anchors _ =back |
* WLANS WLAN SSID Guest
WLANS
AP Groups VLAN Switch IP Address {Anchor) Data Path Control Path

Switch 1P Address (Anchar)

222548

772+ WLAN €EEY T« 7o h—DFHER
REIND &K 10-27 [ZRTHEEIIE, 7 A P WLAN ([ZEID S TonizEeEe ) 70 7o h— (i
TEHR) BNERINET,

10-27 7Z F WLAN EEY T« P h—OREE

aleet]ne

CISCO MONITOR  WLANS WIRELESS SECLRITY MAMAGEMENT
WLANSs Mobility Anchors < Dack |
* WLANS WLAN 551D Gusst

WLANS

AP Greups VAN mitch If Address {Anchor) Data Path Contral Path

Mobility Anchor Create |

Switch IP Addrass (Anchor) |1c|.15 9.19¢|ocal) E|

222550

IVA—TS54AXEEYTA4 T3 THFLY HAF
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RIEREERGICT 501, X=VIZiE, EE VT4 bR T —& 52 L CAPWAPP filfifl/ <2
W7 U A—TRESNTWDNE I PRFRSNET, WHEZIFA G Tdown) LERRENTND
BEIE, (FA 778 AD N T TNy a—=T 47 (P10-57) TRIT Ny a—T 47D
FaEZBLTI SN, GROFAZ T RIRY 2 M2, 5857 > — WLC (2 ping Z#XET 54
Trarndby ET,
AFwT 5 KTTHHAE, [Back] 227V v 7 LET,
AFY7 6 RBEASNTVDEMOAT o H— WLC (A b N+ JUEME) 12 LT, ERROFIEEMYIEL ET,

T, A M WLAN OREIFKR T T, A2 b WLAN ¥R — 45 BIMDOE5E WLC 1I2%6F L
T, A WLC : A F WLAN OFRENSH7Z AR WLAN Y T 4 72— DMEROT X TOFE
VIR LET,

72h—WLC ETOH X F WLAN DERE
TrHh—artun—7 ETOF AN WLAN O EIZ. WLAN A > X —T =2 AA ABIREL VT 4 T
U —RE (LT CEEMAEZRE) TELOBENADHDEERE, Ao bre—TF0RELFRLTY,

A
GE) 2 N WLAN ICTEFET 5 SSID 1. #M8 WLC ECTEFEEINS SSID ¢ o7 <K FLIZCTAHAXLERND
D E5,

FUoA—WLC: “RAFWLAN A V3 —T 4R

FROXIIC, T H— WLC ETHZ M WLAN ICRET H /8357 A—Z T, WLAN R~ v 7 Eh
HAE =T 2 A AEBFRNTRILTY, ZOHE, A M WLANIZ7 > 71— WLC ETA ¥ —7 =
A AEIF VLANICE DB THR, 7o = WLCIZL>TITZ 7 AT U=V EDAS v Z—T AR

FlZA v E—Ry NERAL—F TR INET,

ZFyF 1 [WLANs] ¥ 7 %27V v LET,

ATvT 2 WOBRERWT, S WLC ECRIE L2Sa LRERIC, 72 B WLAN 2Bk, &E. X 0aEk
LET,

WLAN O— %1 725% @ [Interface] T, 7 A b VLAN A > ¥ —7 = A ADFHE CER I NIzA v X7 —
TxA AL ERRLET (X 10-28 25 M),

ATvFT 3 [Applyl 7V vy2r LET,

IVE—TSAXREEYTA T3 THAV HAF
m. 0L-14435-01-J |



| #£10%F Cisco Unified Wireless Network X k 772X 4$—EX

Pz 7otzxome A

10-28 F72A— WLC Rk WLAN f 32— x4 RDEE
ation  ping  Logout Refresh
MONITOR  WLANS  CONTR RE| € LNDS
WLANs WLANs > Edit < Back ooty |
v WLANS General Security Qos Advanced
WLANS
AP Groups VLAN Profile Name Guest Access WLAN
WLAN SSID Guest
WLAN Status ] Enabled
Security Policies [wraz][Auth(B02.1X)]

(Moddications dane under security tab will appesr sfter spplying the changes.)

Radio Policy 802,11h/a gnly
Interface.
Broadeast SSID T Enabled

221877

72oh—WLC: ¥R K WLAN EEY T4 7Uoh—DEER

SE WLC SIERENERD 2 DADNRT A—ZF, WLANEE YT 4 7o h—RETT, YA b
WLAN v VT ¢ Toh—i%, 77— WLC BIKTY,

ZFvF 1 [WLANs] 27 %7 U v/ L&,
AT7wvF 2 A1 WLAN %## L . [Mobility Anchors] %27 U v 7 LT,

ATFYT 3 TNEFTBRIVA NN, Toh—arbo—F%KTIPT7T FLAZBERLET, ZOIPT FL
ADBRIZ T(Local)] ERAFRINTNET,

AFw 7 4 [Mobility Anchor Create] 227 UV v 7 L3, (X 10-29 #5MH),

10-29 2 FWLAN EEY T« 7o h—DEHR

Switeh 1P Addross (Anchor)

222551

FARWLAN YT 4 Toh—id, 2= THHIEICEBELTLLEEY (¥ 10-30 25HR),

IVA—TS54AXEEYTA4 T3 THFLY HAF
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WM 5zxF7h9 BB

10-30 FRANEEUT 4 FUoh—OHR

e Configurati i Refrach
llllnllln Save Configuration  Ping  Logout Refre:

cisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs Mobility Anchors < Back
- WLANS WLAN 551D Guest
WLANs
AP Groups VLAN Switch 1P Address (Anchor) Data Path Cantrol Path
lacal up up a

Mobility Anchor Create

Switch [P Address (Anchor) 10.15.9.14 ~

221879

Z AN WLAN OFE Y7 ¢ T o A—37 v — WLC BIEARDT, T—FLar ha—/ NXADA
T —=ZAEEIC Tup) ERRSNET, Tup) ERFRENBRVGHE, e — IV WLC A7 o —E LT
[Switch IP Address (Anchor)] Ky 7FX Ty A=a—nbBR L2 L 4B LET,

AFwFT 5 FARN+H ILEMZFEELTWAEA BRI TWAEBMOT 7 — WLC Z L2 WLAN OB E%

MIRLET, ZRUSOEE, 2 TH AN WLAN 27 >4 — WLC ETERT D DICHERRE
FNERET LET,

TFRANTHDOY NEE

o FAMNERERET—INOT U — ary bun—7 ETERTIEAIE, KOWThnOHIET
ERRIERAEER L CEA T ET,
e Lobby Ambassador BHE F 723 A—/"— 2—%/L— NERET v M afEHT 5

e 2 bu—F LTCTHE, v— Lot —EHET I FELITHEARY /EZXAKRT 7 AT
EXHFOMOERT hv s MRS S

EHVATLZERALET X NEHE

WOREFITIE, FEU AT A 4.1.83 LIENA VA F—/LEB L UFEE S . Lobby Ambassador D7
U RBMERSNTN Db DL LET,
S

GE) F AR ToTF e FEERT AR, %D WLC B ER SRS 25 A L [AM LT 5 = & 2R L
TL &,

VAT LEPENE D 4T/ Lobby Ambassador DEEIEREZMH L CTEHIV AT AICR A LET
(K 10-31 #&H),

IVA—TS5AXEEYTATITHFLL HAF
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10-31 Lobby Ambassador
afin]n
CISCO

Wireless Control System

User Mame Password

@ 2005-2007 Cisco Systemns

Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. ga
andior its affiliates in the U.5. and certain other countries. =
&
A e RN 10-32 12”9 & 9 el 3 2or Sh kg,
10-32 Cisco Prime Infrastructure DA E—&HBEAS V2 —Jz (4 R

- e: lobbyadmin Logout | Refresh Print View
Wireless Control System . ?

Guest Users Add Gusst User ~ GI‘II

[m} User Name Profile Description Applied To Status

221889

~

(i¥) Cisco Prime Infrastructure 1%, EZFIZiZ WCS B L OINCS EFEHENTWE L7,

GANTUTL— ML, RO 2FEENRH D F7,

e [Add GuestUser] 7 7' L— MN&ERT 2 &, BHERT A VEREFERZIER L, 2B 1 28
Fo7 o d— WLC ICEHTE £,

* [Schedule Guest User] 7> 7L — F & T2 &, FEENFRKOA, B, Bl 1 2L EOT >
— WLC IZHH &5 7 A MEERAERTEET (XK 10-3323H),

10-33 FRb A FoT—FATay

me: lobbyadmin | Logout | Refresh | Print view
mimm
cisco

Wireless Control System

Guest Users Add Guest User w Gnl

[0 UserName Profile Description

221890

IVA—TS54AXEEYTA4 T3 THFLY HAF
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FR s A—HY0EmTYIL— FOER

AFyvFT 1 TAFTUERY A 25, [Add Guest User] Z#IRLT[GO]l &2 U v 7 LET,
ATvT 2 1034 IR T X 2T v L — b RERENET,

10-34 TR~ 1—-0EMTFL—F

Usernsme: lobbyadmin | Logout | Refresh | Print View

alaln Wireless Control System
cisco

Guest Users > New User

Guest Information
User Hame
Generate Password =]
Password [

Confirm Password

Account Configuration

Profile | None v

Life Time @ Limited O Unlimited

End Time [16 %] Hour [55 | min. [0723/07 |3 ooy
Apply To [ . v

Carnpus [Root Ares v/

Building [None |

Flaar | &ll Floors |

Description Wireless Network Guest Ac

Disclaimer Guests understand and AI

acknowledge that we |
exercise no control over
the nature, content or 1|

] Make this Disclaimer default

Save I Cancel |

221881
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| #10%

Cisco Unified Wireless Network 52 b 79 #X —E X

2AFvT 3

(E)

gz L 7hooreE A

10-351F, A~ 2—=% Th v MEEOHIZR L THET,

10-35

TR A= THIY FOER

Username: lobbyadmin | Logout | Refresh | Print view

alaln
cisco

Wireless Control System

Guest Users > New Usger

Guest Informati
User Hame lquesta
Generste Password (]
Passmor 4 esesss
Confirm Passwort 4 esesss
A t Configurati
Prafile Guest v

© imited O Unlimited

[8 slnour [a ielmin, [or/20/07 | oay
spply To | Contraller List -

O 1P Address Name

# 1015911 Controllerl

|| 10.159.13  Controllers

[] 1015819 Controllers

Description ‘Wireless Network Guest Ac|
Disclaimer \Guests understand and 4|
acknowledoe that we |
exercise no control over
\the nature, contentor |
[ make this Disclaimer default
Save Cancel

221802

[Guest Information] (2 —H4 & XA T — RE AT LET,

RAT—= REIRILFLANALERKNENE T, 2—F41E, 24 XFLUFICHBINTWET, FHE
(\Z1%. [Generate Password] F = v 7Ry 7 A&+ 2+ 5ZLiICk» T, NATY— RO EBAEREFF
A HAFTvarbdboET,

[Account Configuration] T, ROEHE Z &N L £7,

[Profile] : V& 7 &R Y X M, L3 Web R U & — 0% E &7z WLAN (SSID) @ U A ka3
KRINET,

[Life Time] : [Limited] ¥ 721% [Unlimited] Z#R L F 9,

[End Time] : 7 A kb 7# 7 > b2 [Limited] ®6. EREHROFHIBRIOINDEH, B, KL%
WL ET,

[Apply To] : /L4 7 iR U A k25 [Controller List] #3&R LT, 7> — WLC 2&$ 2>
FeE—FDOBICHETF =y /Ry 7 A% AT LET, fcFrshdarybe—I0350 £F
M, ZNHIISNE WLC 2R T Z L ICHERBE LT ES W, A WLC ECa— &gl a A4
DRI H Y FHA, BREHEIRA > EBRT I — WLC THAHNLTT,

K 10-35 12”7 L9102, BRERZEHATE28HANCE., 2—FRF A N WLANIZT 7 EATZ 59
A/ MBI e r— a U ERRIEICE DL, SESERF TV arnb 0 £, 2T, BEBAME
W, BNEE, EAT 47, 7uThERNEERET, Zousr—T gy R—=ADT I RAFEE
EHTX A0, 1) WLAN EENEHI AT A v v By F—FR—RHEE SN TWAEEE. 2)
7 A~ WLAN (Web R U & —MNEE I N7 WLAN) BN VT 4 T h—%2HLARAWEEIZED
nE7,

| oL-14435-01-J
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WM 5zxF7h9 BB

o [Description] : @B % A L %9 $iBHIL, [Security] > [Local Net Users] TEMIEHRZ#H T 5
WLC IZETRENET, ZNEFTAMIEFETELZEA—NMIZHLEEN, Xy NY—T~DOT 7%
A ED LS BB REEHT 22T E T,

e [Disclaimer] : A b 2—FICHEETE D EA—NLTHASN, Xy b= ~DT 7 ERIZED
E) B BIEREERT 202 MbEET,

AFwF 5 SETLEL, [Save]l 27 U v 7 LET, 10-36 (TR~ U EEA R S, BHRERRT > —

arbr—ZICEA SNl LaEETE 9, FHA T, BERERE S A b 2—YICHIBIY 50
EXA—NLNTHEETLAT v a v bERRINET,

10-36 2N ThoY CFOEEGTER
alialn Wireless Control System ! posbednin | Logout | Refresh | oo
cisco

Guest User Account application result to the Selected controllers

1P Address Controller Name Operation Status Reason
1015911 Controllerl Success
10.15.9.13 Controllerd Sucecess

Guest User Credentials
Guest User
. Guestl

Start Time 81 17: 07/13/2007
End Time §: 0: 07/19/2007

Guests understand and acknowledge that we exercise no control over the nature, content or reliability of the information
and/or data passing through our network.

Guest User Credantials

221863
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| #£10%F Cisco Unified Wireless Network X k 772X 4$—EX

gz L 7hooreE A

AT7w7 6 [Print/Email Guest User Credentials] 227 U v 7 L&, 10-37 IR K5 RERERARRINET,

10-37 SR b A—HRAONRET X E »— )L TORE(E
Bubjeet

Cradentials for Guest User Guest]
Guest Liser | Guestl
N

Password  [test

Frofie Guest

Stat Time  |& 17: 077872007

EndTme |5 00 071952007

Discoimer | Guests understand ond acknowsedge that we:
‘xercise o conrol over the nature, contet o
rskisbily of the information andice data passing
through our network:

221804

G¥) AP TAT MEROA—PFA~DE A= VK EEYHR— T 25 K512 SMTP A —/b H— " ZRET
5 FiEOFEANL, [Wireless Control System Configuration Guide.]
(http://www.cisco.com/en/US/docs/wireless/wes/6.0/configuration/guide/WCS60cg.html) % ZHi L T
{TZEWY,

THYY OFMEANMELIZE A—LTEETD L. 10-38 (2R K O REHEH AR R ENET,
[User Name] 227 U v 752 L1k, BHEIZFANTHIUY MR- TRE LY, [User
Name] DEDOR v 7 2% AN LTHAE T EIRY 2 R 35 [Delete Guest User] #3325 Z & 1T
X0, FANThU L MERHIBRTEET,

10-38 Cisco Prime Infrastructure X b 2—HDH¥ <

me: Iobbyadmin | Logout | Refresh | Print view

alvaln
cisco

Wireless Control System

Guest Users add Guest User ~| so|

user Name Profile Description Applied To Status

o
(]

Guest] Guest Wireless Network Gusst Access Controller List Active

221895

~
GE) =—¥RT 7T ¢ TREET Cisco Prime Infrastructure 2> 62— 5o FL— M2 HIERT5 L. £0
2 —HOWANEEENET,

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m
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#£10#F Cisco Unified Wireless Network ¥R F 79X #—EZX |

WM 5zxF7h9 BB

TRk A—HORTTa—IL ToFL—OEA

AN T AT NORFEDOFHMIL, [Wireless Control System Configuration Guidel
(http://www.cisco.com/en/US/docs/wireless/wes/4.1/configuration/guide/wesadmin.html) %2R L T
<TEEW,

10-39 X, A b a—¥ 7o 7L —F F7varERLTVET,

10-39 FRb A4 FoT—FATFLay

Username: lobbyadmin | Logout | Refresh | Print Wiew

nmm
cIsco

Wireless Control System

Guest Users Guest Users Schedule Guest User

I User Name Profile Description Applied To Status

221808

AFvT 1 FAFZv@ERY X 5, [Schedule Guest User] Z3#R LT [Go] 27 V v 7 LET,
10-40 [TRT L9 RT o FL— R BRFERENET,

10-40 TR+ A—FORT 21— FoFTL—F

mame: Iobbyadmin | Logout | Refresh | Print View

mimm Wireless Control System
cisco

Guest Users > Scheduling

Guest Information
user Name

[ Generate new on svary scheduls

Account Configuration

Prafile [Wane v

Life Time. @ vimited O Unlimited

Start Time 10 % (Hours) |15 | (Minutes) 0771907 |3
End Time [10 %] (Hours) [15 ] (minures) 07720007 |

Daysofthewee 1 0 0 O 0O OO

Sun Mon Tues Wed Thur Fri Sat

Apply to Lindoor Ares il
Campus [Rast area =]
Building [tone 3|
Floar | all Flaors 4

Email credentials to L

Description [Wirsless Network Guest Ac]

Disclaimer Guests understand and |
acknowledge that we |
sarcise na control over
[the nature, content or |

[ mMakes this Disclaimar default

Save Cancel

221897
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| #£10%F Cisco Unified Wireless Network X k 772X 4$—EX
g2r7hyoreE A
X 10-411%, A b 2= TH T2 bDORT Y 2 —VOIEFEFI R L THET,
B 10-41 AP A—HF FHIOV DR a1 —ILDER
alvaln Wireless Control System Jeariam oy Schaln | Logout | RArRCTEL ek Mear
cisco
Guest Users > Scheduling
o ;l‘:enaram new on every scheduls
:;“:va (62; e::nlbed Lo :nhmmd
Start Time 8 v cwours) [0~ (minutes) [o7/19/07 |
End Time 17 % (Hours) [0 3] (Minutes) 0772007 |
Days af the weak T “ B @0
e e
[ 10.15.8.11 Controllerl
E 10.15.9.13  Controller3
[0 10.159.1%  Controllerd
[ #ake this Disclaimer defauk
Save Cancel %

AT7w7 2 [Guest Information] IZ2—H£E AN LET, 2—FLZOEIIL, 24 XLFETHHETT, ArVa—
NR—=ADT VT L— hEERT 546, BHEICEL, 778 ARRMEIR2H LA ZEIC, 2—%
EVEBERTEDLIICRDATVarbdVET, £/, ZOT7 T L— b E2EHTLHBE, =—
P RXAU— KR EEBAERINET, FEITRAU—FRE2EIDYTEHS T a v iddhHo EHA,

X797 3 [Account Configuration] T, ROEHZ RN L £,

o [Profile] : 7/L 4 7 L&Y 2 M2, L3 Web 45 ) & — 23 E Stz WLAN (SSID) @ U 2 k7%
FRENET,

e [Life Time] : [Limited] % 72/% [Unlimited] %3&R L £ 7,
o [Start Time] : 7 AV b3 T 77 4 72 D040 AL HEBIRLET,
A

GE)  BARREFZNZ. 7HA D RAMER SN DY AR T 22 LI TE A, BMBHEIE. TV
FRERREND BN 1 HULEEBETHWDMERH Y £7,

e [End Time] : 7H U FRFIRINTWDHAE, KTHZ, A, HEZRIRLET,
S

GE) PBRANOKRTHETOMMIZ, 30 HZBAL Z LI TS £EA,

» [Daysof Week] : 747> hOFHHFARICIE LT, BHERET /B AT M2 EHTEEY,
T EANHFAINARADOEOTF = IRy I 2% w7 LET,

| oL-14435-01-J
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WM 5zxF7h9 BB

>
B

[Days of the Week] 23 BIRS N TV 546, BAB L O TIRZNE, TNENOHDO S HTT 7 B RHA|
e 2R LET, AUHRSEINS EEDHD S HIZ, Cisco Prime Infrastructure (33 f 7l gE 72 =
Vhue—I L EREREEIRLET, T EARTFATINAH LWE /MR &1, Cisco Prime
Infrastructure {2 L > TH LWRRAT — R (LEIZE L T2—F4) BEBERK I, FA N 22—
E A—/VCREE &I, H LWERKITEHRNE A TAE72 WLC I &9, [Days of the Week] 23 E
FEINTWARWEGS, BBEBERFCESWTT 72 ARG I., RTHRETHIZT 7T 40712720 F
T

e [Apply To] : /L& 7 L3I Y A kv [Controller List] Z®R LT, 7> H— WLC £ T2
Fa—FDBRIZHLT 2y VR I A2 F T LET, IR REIND2L e —F08HD ET
M. ZNHIEFSNE WLC 2R T2 L ICERBR LT ES N, 4 WLC ECa— &G H 2w A7
HMENIH Y A, BIEEHIA A FR3T v — WLC THHNHTT,

10-41 1R T L9, BREBERZET CTE 28T, 2—FBF A WLANIZT 78 ATE 59

H/ ME e r—2a v EHETE 570, SFESERATvarnsb v Fd, X, BAME

W, BN, BT 47, 7H7&EﬁaiﬂiTo:@m#wya/NHX®77tXﬁ%%

R Cc&x5Dl%, 1) WLAN EBA2 Cisco Prime Infrastructure ¥~ v B 7 F— X RXR— R THEE SN T

WaHEE, 2) /fx rF WLAN (Web RV > —0RESNZ WLAN) BREE VT 4 7o h—%HA LA
WIERICR O ET,

e [E-mail Credentials to] : 7 # V> FAaRET 52 —VFDE A—L 7 RLAZ AN LET, T
WA 4 —I)V RTT,

~
GE)  SMTP A= B —NF, FA N THU Y MEROBEIHEHATE S L 512, Cisco Prime

Infrastructure TRRET 2MHERH Y £, FEMICON TR, KOEEAZRLTIES W,
http://www.cisco.com/en/US/docs/wireless/wcs/6.0/configuration/guide/6_0admin.html

e [Description] : #HIZ A LEF, #HII%, [Security] > [Local Net Users] TEMIEH 43 H 35
WLC 2R SET, slliEx. 7 A MC %FT% 5EA—MTHEEN, DL RERERE
Xy bU—=27 DT 7B AT 20 2mbEET,

e [Disclaimer] : 7 A h 2—FIZEFENDIEA—NLTHEHEIN, Xy NI =T ~DT 7R RAIZED
L0 BEREMEERT 2N EMEEET,

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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| #£10%F Cisco Unified Wireless Network X k 772X 4$—EX

gz L 7hooreE A

AFwF 4 wETLEL, [Save]l 27 Vv 7 LET, M 10-42 ([CRTHEENERSN, ArPa—LInEThy
VEBNMER SN EEERTE T, FEHEICE, BRERE S A N 22—V A E A —L
TREETLIA S a v bFERENET,

10-42 Ry Ta—NLENE=THT Y FOEREGTER

me: lobbyadmin | Logout | Refresh | Print view

alialn Wireless Control System
cisco

Guest User Account Scheduled on the selected controllers

Guest User Credentials

Guest User
Name e

Password FriadurF

Profile Guest

Start Time 8: 0: 07/20/2007
End Time 17: 0: 0B/03/2007

Guests understand and acknowledge that we exercise no control over the nature, content or reliability of the information
and 855ing through our network.

Diselaimer

221889

ATwF 5 WHEIZE U C, [Print/Email Guest User Credentials] %7 V v 7 L¥ 7, 10-43 1Z7RT & 5 7ol 23
RRINET,

10-43 TR b A—FHMOENRE(E& E A—ILTOEE

Email To |

Sublect

Credentials for Guest Usertest2

GusstUser [test2
Nome:

Fassword | Frisdurf

Frofie Guest

Start Time |8 0 072002007
EndTime |17 0: 08032007

Disclaimer | Gussts Lncerstand and acknowisdge that we
exercise o control over the nature, conter or
redobifty of the information anicr data passng
thrcugh our network.

221600

THAUY NOFEMERRMEILE A=V TRETD &, 10-44 IZR T L) et~V EEARRIN
F9, [UserName] #7 UV v 7352 L1280, HEHEILTADL THT L MR- TRELZY .,
[User Name] DBED R v 7 A% A N L TH VA U BRI R kb [Delete Guest User] #3#IRT 25 =
Lizky, FRAN T AU MEHIBRTEET,

10-44 Cisco Prime Infrastructure X b 2—H DY <)

. username: lobbyadmin Logout | Refrash Print Vie
vl Wireless Control System e " ' B

cisco

Guest Users Add Guest User v 60|

[0 userName Profile Description Applied To Status
O ea2 Guest Wirelass Nebwork Gusst Access Controller List Seheduled

221801

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m
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~

GE) =—¥NRT 7T 4 7 7IREET Cisco Prime Infrastructure 72652 —% 5o 7L — M2 HIRT 5 &, F0
22— ORBIENRRE I E T,

Z U, Cisco Prime Infrastructure @ Lobby Ambassador 4 > % —7 = A AZFEH LT AN THY
> N OERICHERFIETR T T,

Foh—a o rO—5LETOXFR M ERBROEREEE

WOFNEATIE, *y hV—7FHER, nb—FHEORHELZHEHLT1I 2B EoT7T I — = |
o— Flca—hVEBRT T FERELTVWAEDE LET,

ATFYT 1 VAT LEEENHO Yo - FHEEOBREREEHA LT - ar tr—Jitn s AL
9, a2 hr—50 Web FHICKk LT HTTP/HTTPS R[4 5121, 77 A7 U+ —/LZEL T
a Yy bERSBERDYES, [Toh—arbta—J0MERD ] (P.10-6) 2BBLTLEE
W,

=70 GV RSN 10-53 12”9 & 9 el 3 2R Sh kg,

10-45 Frh—arvbto—30B514>

Guest Management Guest Users List

Ttems 0 to 0 of 0

User Name WLAN SSID Account Remaining Time Description

221902

ATFvT 2 [New] 22V v LET,
10-46 IR T L5 RBEHENRRINET,

10-46 O—AJ)L WLC X FERIEBRDOER

Guest Management Guest Users List> Mew < Back Apply

user Name |test3

Generate Password O

Password |[senee

Confirm Password  [sesse

Lifetime [+ |days © hours [0 |mins secs|o
WLAN SSID [ Guest &

Description [Guest Accecs WLAN]

221803

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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gz L 7hooreE A

ATy 7T 3 2 —VEREREZERT I3, ROFIREFATLES,
a 2—PHLANRTU—FEADNLET (FEIEITES),

FAN T N EEAT S WLAN/SSID #3BIRLET, TOR, L3 Web R U U —RREIN
72 WLAN 20N ERENET,

c. BEEHROADHMAEATILET,
d. =—FoOBHEANLET,
A7vF 4 [Applyl 22 VU v s LET,
10-47 1R T XD 2@EEIC, HLBMENTZF A N 2—FRRRENET,

10-47 FUA—WLC ¥R+ A—HDY X F

Guest Management Guest Users List NEW..
Mems 1 tol  afl
User Name WLAN 5510 Account Remaining Time Description
tests Guest 1d Guest Aceass WLAN t

221904

ZOHEHETIE, ROEREZIATTEET,

o BEFOa—VofRE o) 7, FERR)
o BfFOa—FoHIR Aol 7, HERR)
o FHl=—FEBIMLET,

A—F FHO Y FOERBOHKRE

ay be—7 ETREMNRERTZAN 2= THU L bOT 75 /V MZIEX 512 T, ZoOfEiE,. koF
EAEFITT A LI Lo TERETEXET,

AFvF 1 [Security] #7427V v LET, (M 10-48 2 BH),

v — - &
10-48 A—H 7hHIY FOBRKBOEE
ration | Bing | Logaut Refresh
MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT C
Security General Apply.
- AAR Maximum Local Database entries (on next reboot), 512 {Current Maximum is §12)
w
General 2
» RADIUS =
Authentication &

AFwF 2 EMDONA LT, AAA 7a X7 4O TFO [General] 227V v 7 LET,
AF9T 3 2P F—FRX—X U N ORERKEERELET (512 ~ 2,048 D),
ATFyFT 4 [Applyl 7 Vs LET,

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m



#£10#F Cisco Unified Wireless Network ¥R F 79X #—EZX |

WM 5zxF7h9 BB

RXKEBL— OS54

WWLC Lou—h)v 22— 7H o bR 74 O KT, SRENAIRETY, FRFn 71 v
BAEHBICTA25A1. E2 0 LET, EEXx 1 ~8IZHIRT AL TEETS, 2—H us g
DO REE, WOFIETHREINET,

AFvF 1 [Security] ¥ 742V v LET, (K 10-49 % B ),

10-49 =R = b0 7 U

Saye Configurstion | Bing  Logeut Refresh

MONITOR  WILANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

Security User Policies Apply.

Mazimum Number of Cancurrent Logins for 2 single user name o

* RAA

221008

ATwvFT 2 AT, [AAA] @ [User Login Policies] #7 V v 7 L %7,
A7FyFT 3 [AlRfz—F v s o ORREEHFELET (0~ 8 D),
Z2FvT 4 [Applyl #7 U v/ LEF,

A b 1A—HYOERICEHT 5EEEE

WROEHITER LTI IZE0,
o JANMTHUL M, EROFEN, 2 00FEERFRRHIEMN L TEINTE 7,

» Cisco Prime Infrastructure O HKFIZ, =2 b o —F O E DT Cisco Prime Infrastructure & [A)
HENTHWARWES, nb—F#EIn—bLro7r s h— ar bo—5 ETERS - TTREED
L= THU U NERFTERNVIERDHY T, ZOHAIC, TTICWLC TREILTW
%2 —%4 T Cisco Prime Infrastructure ® 2 B —FHENRTH U FEBMLE > ET5E, m—
HVERED Cisco Prime Infrastructure %€ T LEE S ET,

o D—WNEBMENZ—Y THU v Eu—hLrDary hu—F BITEMNT 5 L X(2iE. Cisco
Prime Infrastructure R TEK INZH DL ED T, EREINTZT R TOT IV PEFRTE
ij_o

o Ak 22— WLAN IZxF U CRIEZ L2 IREE T, BRIE#H A Cisco Prime Infrastructure £ 72 1%
a—Hrparka—7 EnbilREhde, =2—W I T7 v 0T7a—p3EEREL, 2—F0
RREB MR ENFE T,

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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TOtOEEE Y a—ar+7ay M

FOMO#EEE YY) 2 — 30 AT gy

Web R—% )L R—DDEETE L EE

WS Web H— N b BELBERE 13, D—im/a)T/jJ~:r/]\D~7J:’CTX FEET, WEEE T
AANL—HD Web R —%EHT S XL 512 WLAN 2R E L72%ATE. 7 7 4/ h THHES Web —
NIRFEOHENE T, TN EOREEILEL Y A, NHR— 5’/1/ X, 7 a VORENRT
A—=EBRN OPHEBEEINTWET,

RE Web R—DEHE

AFwFT 1 [Security] ¥ 7 %2V v LET,
ATvT 2 oS A T, [WebAuth] #27 U » 2 LT, [Web Login Page] #7 U v 7 LE7,

B 10-50 \ZR3 & O ek E b ﬁﬁ\é@ﬁ“éﬂiﬁ‘ =B R=VICFKRENDHRAHL L A vy =1
WAELHETEET, Flo, BAEEOY XA L7 P URL 2 #IRT 52 L b TE £,

10-50 Web B A ¥ R— OB EE®T

Save Configuration | Ping | Logout 'Refrach

MONITOR  WLANs CONTROLLER ‘WRELESS GECURITY MANAGEMENT CQMMANDS HELP
Security Web Login Page Preview... Apply

v ARR Web Authentication Type Internal (Dafault) -
ra

us This page allows you to customize the content and appesrance of the Login
page, The Login page | is presented to web users (he lrsume me access the
WLAN if "Web Authentication' is turned on (under WLAN Security Palicies).

Cisco Logo @ show () Hide

Redirect URL after

login
Headline
¥ Local EAP
¥ Priority Order Message Cisco is plea: nm nm ide the Wirsless LAN infrastructur

for §our netwark. Plstse login and put yur T 008 10 rork
¥ Access Control Lists

b IPSec Certs
y Wireless Protection
Policies

» CIDS

221883

AFvFT 3 [Applyl &7 Vv 2r LET,

AFyFT 4 MBS UT, [Preview] 227V v 7 LT, 2—VICERREIND VXA VLT MEO_R—T ERERL
\j_o

Web R—S DA VR—

HAZ <A RENT Web <—V&F T ra—RKLT, B—hADT v h— 2y br—7 LICRETE
EF, WAS VA XERT Web R DA L B— b BT, ROFUEFETLET,

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m
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B zotoMEEy Ya—>Sa ATy

2AFyvFT 1

AFyvFT 2
AFvT 3
ATFvT 4

[Commands] # 7% 7 U w2 LEF (K 10-51 #5M8),

g ° e P
10-51 Web R—20 1 vR— b
el onfiguration  Ping  Logout Refrash
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT € HELP
Commands Download file to Controller Clear Downluad
Download File File Type e 3

Upload File
Reboot TFTP Server
Reset to Factory Default 1 jddeess 10.20.30.200

Set Time 10

6
'

File Name

221884

[File Type] T [Web Auth Bundle] #3#4R L £,
T ANBELET D TFTP =D P 7 KL RET 7 AV RAERELET,
[Download] %7 U > 27 LT, Fvrr— RN&BflLET,

Web #BFENY Rz X T ra— RT5RICF, RORICEELTIEIN,

o TNHTLUEINY A FD [Web Auth Bundle] #2#IRLC, 7y A A2 ba—F EOIELW
T4V MIIREIND LT LET,

e [Web Auth Bundle] X, #AX L Web a7 A X=Z7 Vi — 3N TW5S, HTML 7 7 A
NWEARA—=TY T7AND tar 77 A NVTHIUERDHY 9, ¥ vru—FEiIZ, WLCIZL-T
7 7 A LS untar S, @EIRT 4 LT B UK S IVE T,

e [Web Auth Bundle] (.tar 7 7 A V) &, IMB XY K& Tixe 8 A,
e HTML 2 A > RX—=Y D7 7 A V4 1%, loginhtml (IZ§ 24X H Y £7,
NAZ A RSN Web XR—=V DXy om— REMHFEOFEMIZ, RO URL 22 L TS0,

http://www.cisco.com/en/US/docs/wireless/wcs/4.1/configuration/guide/wessol.html#wp 1065703

A »R— k L1= Web SZEER— P D=RIR

ATvTA1
ATyF 2
ATv7 3
ATv7 4

ayha—JIZFyra—RLEIAF <A REHZD Web BAE_X—T A AT 21203, ROFNEE HE
TLET,

[Security] # 7% 27 U v 7 LET,

B DA T, [Web Auth] %27 U >~ 27 LT, [Web Login Page] 27 V v 27 LE7,

[Web Authentication Type] 7 /L& 7 R Y 2 kH 5 [Customized (Downloaded)] &R L 5,
[Preview] 227 UV » 7 LT, #¥ora—RLEX—VEFRALET,

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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AFwT 5

10-52

4 viR— bk L1= Web RBIER— P DER

ETOMOBEEE Y )1 -3y

B%ic, [Applyl 22 U v 7 LET (2 10-52 2BH),

Says Configueation | Ping  Logout Rafrash

Security

* ARR

¥ Local EAP

¥ Priority Order

¥ Access Control Lists
b IPSec Certs

Wireless Protection
Policies
* Web Auth
Web Login Page
Centificats

b CIDS

NEB Web FIRAE D ERE

Web #B3E 0 7' A v R_R—UTld, 22— PERIERZ R
Tid, HE2HCBAEAEZENERASINET,

MONITOR LA NTROLLER  WIRELESE RITY  MANAGEMENT

Web Login Page

Web Authentication Type

Internal {Default) v

This page allows you b custorize the conte

o )
page. The Login page is presented to web us|Exte, | (Redirect to external server)
Polices).

WLAN if "Web Authentication’ is turned on (under Sounty

Cisco Logo @ show (O Hide

Redirect URL after

login
Headline Welcome to the Cisco wirsless network
Message Cisco is pleased to provide the Wireless LAN infrastructure

far your network. Please legin and put your sir space to work.

NDS  HELP

Previewm... Apply

221685

A7 ay

T DO SSL¥MfEHESNET, v bha—7
SEAENRBOEL I N LD THLEZD, A~ 22—

PRE 10-53 17T LD RRER—VWVAA VI bEnd E ROEHIBRFR T T 7 7T —FR

KRENET,

10-53

Web fEEREL*2U T« 75— (IE6)

Security Alert

zecunty certificate.

& The secunty cerificate was izsued by a company pou have
not chosen b tust, View the certificate to determing whether

you want to truzt the certifwing authority.

o The secuity cerificate date iz valid.

a The security certificate has a walid hame matching the name

of the page you are trying to wiew.

Do yau want to procesed? %

""ﬂ Information pou exchange with thiz site cannot be viewed or
changed by others. Howeser, there iz a problem with the site's

3

es ] I o

l ’ Wiew Certificate ]

190842
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ZORFRT, [Yes] #7 U w7 LCHICHETeh>, [View Certificate] 2R L TEDOXR— V2 FHHI N
PAPELTFHETA AN NTEET, Web —1TlE, 70— WLC OFEBIOA ¥ —
T2 A ADFHRE] (P10-14) TRESNIBBA L H—T =24 ADIP T FLAREEILT KL AL L
THEASNET, RAME P T FLRALIITIBET 2HGIE, AA A DNS IZ Lo THkIN D
LI, ROFMEMET LT DIHERH Y £,

o U IAT RN Web iBiEN—VIC U XA LT FEnd,
o I—HWN, FAREFARNIP T RLADOFENFE D Web FBFET 7 — B L7220,

SMIE Web SEBIED 1 HK— k

ATvT 2
AT9T 3
AFv7 4
ATvT 5

B TE DN — b CAIZE > TRITENTZIER 7 Web SEAEN L ELRG AT, ROFINEEFEITTHZ
Litk-oT, avie—J ¥y re—RKT&EET,

[Security] # 7% 27 UV v 7 LET,
T ORA T, [Web Auth] 7 U v 7 LT, [Certificate] 7 Y v 27 LET (X 10-54 250),

10-54 5MEE Web SEHED 1 VR— k

Saye Cenfiguration  Ping  Legeut Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT C
Security Web Authentication Certificate Apply \ Regenerate Certificate
~ AAR Current
General Certificate
Narne: bsnSslwebauthCert
Type: 3rd Party
Serial
2832400190
Number.
Walid From 2006 May 315, 00:00:01 GMT Until 2016 May 5151, 00:00:01 GMT
u ﬁ::i" CaUS, O=Cisco Systems Inc., OU=DeviesSSL (WebAuth), CN=1.1.1.1
b Local EAP ::::S CUS, O=Cisco Systems Inc., OU=DeviceSSL (WebAuth), CH=1,1.1.1
s A -l 98:11:37:65:a:07:2c:81:31:3c:bd:ebie0 i 4:d9:98
i Fingermprint:
b Access Control Lists Ky
67:d8:35:60:96:1f:51:26:19:7d:h8:57: 85:48:6F:57: 93:40:db:2d
b IPSec Certs Fingermprint:
Wireless Protection
" Policies o
Download
* Web Auth ssL
Wil Login Fage Certificate *
Centificats - Gontrolier
b CIDS must be
rebooted for
1he new
cenificate to
{ake effect.
g
£ ¥

[Download SSL Certificate] 7= v 7 RNy 7 A& F T LET,
FEHEDZ Y vn— NICBE R Rz 457 4 —/V FIZA LET,
[Applyl 27 U v 7 LET,

MEAEAE XY o — RLeh, —"EREBLET,

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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TOtOEEE Y a—ar+7ay M

HEEWeb USFA LY arndR—Fk

BETIE, AROFA N 778 AEIINAC HiEELZ TR — 35 Web R—F /L A7 ANT TILE
BENTWAHERH Y £9, TOLX ) 2GEIE., BRI A N =2 —F &4 Web R—2 iz £ 14 L
7 RTDHEO, Troh—aryba—J%2ROFETRETETET,

AFvFT 1 [Security] # 7 %2V v LET,
AF9T 2 EMoOSA T, [WebAuth) 22V v 27 LT, [Web LoginPage] #7 VU v 27 L¥¥, (¥ 10-55 2%

M) o
o
10-55 S8 Web UF A L2308 R—F
alvaln Saye Configuration || Bing | Logout | Refresh
CISCOo MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Security Web Login Page Preview... Apply
¥ ARR Web authentication Type sternal (R o "
Genera

URL |https://10.20.30 41

External Web Servers

Web Server IP Address

Add web Server
» Local EAP
b Priority Order
¥ Access Control Lists
b IPSeC Certs
b Wireles: Protactien
= Web Auth

web Login Page
rificate

¥ CIDS

221887

Ji

AFwF 3  [WebServer IP] 7 4+ —/L F& [URL] 7 4 —/V RICAHLET,
ATyFT 4 [Applyl &7 VU7 LET,

7 > Hh— WLC FH1:2:5E ACL

FAGRRE ACL 1%, 72 M WLAN IZHEHTEET, 2LV, FBEEESNTWARWT 47 2 Fs,
FRRERTIZHRFE DA A M E721X URL Oz & 9, Failik ACL (37 A F WLAN ©O LA ¥ 3
XU TF A RETCHAINET, DR oTWBEES, 71— WLC ETOLETENET

(K 10-56 &),

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m
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10-56 WLAN ZE#i525E ACL

I|||r|||l ration  Bing | Logout Refresh
cISco
WLANS WLANS > Edit <Back o
T [[General | Security [ QoS | Advanced |
AP Groups Wk [(Laverz | Lavers [(AmAservers |
Layer 3 Security | Mone >

[#] web Policy 2
© authentication
© passthrough

© conditional web Rediract
Praauthentication ACL

Ciseo Open Garden v

221880

F¥EE D ACL (X, [Security] > [Access Control Lists] T E SN ET (X 10-57 BL U 10-58 &
IH\E\)O

10-57 WLC 79+tX avkrka—J)L YR+

vl

EBing  Logout Refresh

cisco MONITOR
Security Access Control Lists New...
- AAR Name
nere
% g:;ilﬁ; Cisco Open Garden a
Authentication
Accounting
» TRCACS+
LDAP

Local Net Users

b Local EAP
¥ Priority Order

221881

IVE—TS54XEEYTF4 T3 TSI HAF
10-48
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GE)

7> Ah— 3

~

GE)

TOtOEEE Y a—ar+7ay M

HATERFE ACL 28 Web RFER Y v— LA ENAHE. DNS EREZFATE/L—LRNEEN T
HUERHDET, GENTORWVWES, 77472 ME. ACLIZXk > THAEND5EESRZ F
/URL IZfRR L CHEE T2 Z E BN TEEHA,

10-58 ERTEREE ACL D

Saye Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER ~ WIRELESS i col DS HELP
Security Access Control Lists > Edit < Back Add Mew Rule
¥ AAR General
Access List Name Cisco Open Garden
Destination Source Dest
Seq Action  Source IP/Mask 1P /Mask Protocol  Part Part DSCP Direction
10.20.3 0.0,
1 peemp 0030 Rl ! uoe Any oNS ARy ANy -]
255.255.255.0 0.0.00
o 2 perme 0000 i) ! e oS any Any  Any -]
b Poliar 0.0.0.0 255.255.255.0
¥ Local EAP 3 Permit Nt - ATLILARLAD 1, TCR A HTTF Any  An -]
S 255.255.255.0 255.255.255.255 2 r
b Priority Order
v AP ek o iaoidd oL 102010 ! 1ep HTTE any any  Any -]
 Access Control Lists 256.255 255,256 256.255.255.0 o~
ontrol List: @
U Access Control -]
&
&

>~ kO—> DHCP &%E

TUoH—arha—I3B8F XN 727X WLAN @ DHCP y— bt 22 EFHT 25415, ROFIEEFE
TLET,

Trh—arvie—JF, FA NN+ LEEE2FEELTCODEHE, DHCP — 22 EHT 57201
ER+TZEITTEERA, 2ERSL, 29U EDO WLC M TH—OF X N VLAN/ 7%y hDT R
LA J—RAZRMTEA D= LB 2006 T,

HFLWLWDHCP Ra—7D7>vAh— ar bO—3~0iEM

2AFvFT 1
ATFvT 2

[Controller] # 7% 27 U v 7 LET,
D<A T, [Internal DHCP Server] 227 U v 7 LE 7,

| oL-14435-01-J
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AFYF 3 [New] &2 U s LET, (2 10-59 2BH),

10-59 $ LLVDHCP Ra—TJm3EM

alvaln onfiguration  Ping | Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COM
Controller DHCP Scopes New...
General Scope Name Address Pool Lease Time Status
Inventory
Interfaces

Network Routes
Internal DHCP Server
¥ Mobility Management

221858

2a—JRaDEE

ATFyT 4 Aa—FHEEHLT, [Apply]l 227V v 7 LET, (K 10-60 % B ),

10-60 AaA—THOEE

MONITOR WILANs CONTROLLER  WIRELS
Controller DHCP Scope > New

General Scope Name [Guest Seope|
Inventory

Interfaces

Network Routes

Internal DHCP Server

221859

» Mobility Management

ATF97F 5 [ScopeName] #7 Vv 7 LT, WELET (X 10-61 &),

10-61 DHCP X a—JniEsk

wfiguratio s o sfra
mm onfiguration ~ Ping = Logout | Refresh

CISco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COM HELP

Controller DHCP Scopes New..

General y Address Pool Lease Time Status
Inventory 0.0.0,0 - 0.0.0.0 id Disabled &
Interfaces

Network Routes

Internal DHCP Server
¥ Mobility Management

221860

RaA—7 FAnF1 DESE

ATYT 6 HEMLERROEREELZLET,
o T NLOBMEKT
e Xy hU—7
o TR
o TTHFINE N—H
e DNS #—

B Y334 XEEVYT4 T3 THIV HAF

OL-14435-01-J |
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AF7vF 7 [Status] & LC [Enabled] #3#R L. [Apply] %27 VU v 27 LET (1 10-62 % BH),

10-62 Ra—7F FOnT 1 0EEERE

Soye Cenfiguration  Ping  Legout Refresh

MONITOR  WLAS CONTROLLER  WIRE SECURITY ~ MANAGEMENT COl HELP

Controller DHCP Scope > Edit < Back. Apply

General Scope Name Guest Scope
Inventory Pool Start Address 10.20.31.100
Interfaces

Pool End Address 10.20.31.200

Network Routes
Internal DHCP Server Network 10.20.31.0
¥ Mobility Management Netmask 255.255,255.0

Spanning Tree

Lease Time (seconds) 86400
Ports
Default Routers 1020311 0.0.0.0 0.0.0.0
Master Controller
L NS Domain Hame
Network Time
Protocol DNS Servers 171.68.226 120 171.70.168.183 0.0.0.0
Faus Netbios Hame Servers 00.00 0000 0.0.0.0
» cop

Status

221861

5}&8 RADIUS &L

TFAN 2—YOFIATHALIZLSIC, YA NEKIEREe—DILOT > — 2 ba—TF EIZER
LCTHRET RO, 48 RADIUS —RZHH LT A N 22—V EBIETEET, ZOFEEME
HATA8E51T. YA T7ThH Yy VEHTHA L E—EHERIIENTEETA, TOMDNL D

MO A NEH Y XT A LS RADIUS — O E 2 i E T,

S RADIUS — A~ Z T2 K 91272 F WLAN 2R ET 5L, 7o h— arbe—7 ETR
D ETFIREEITLET,

RADIUS H—/ D3N

ATvF 1 [Security] ¥ 7 %27V v LET,
eV EEmARRINET (K 10-63 25H),

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J ..m.
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10-63 [Summary] Ei&

S T B Pt TEveeh
alvalrn onfiguration  Bing  Logeut Refr

s CONTROLLER

RADIUS Authentication Servers Apply New...
Call Station ID Type | IP Address v
Credentials Caching [J

Use AES Key Wrap  [J (Designed for FIPS customers and requires s key wrap compliant RADIUS server)

Network Server
User Management Index Server Address Port IPSec Admin Status
= o = 1 10.20.30.16 1812 Disabled Enabled -]
b Local EAP (] 2 10.20.30.15 812 Disabled Enabled (-]

221807

¥ Priority Order

AFyvF 2 [New]z7Vv7LET,
10-64 1277 & 5 R A FE R SILET,

10-64 RADIUS 4—/\BEDEE

ration  Bin ut Refresh
vlaln urstion  Ping | Logout Refre
c HELP
Security RADIUS Authentication Servers > New < Back Apply
Server Index (Priority) 3 -
Server IPAddrass 10.20.30.17
LA fesn shared Secret Format ASCIL ¥
LDAP
Local Het Users
Shared Secret snsanne

Confirm Shared

Secrat

» Local EAP
Key Wrap [ (Designed for FIPS custamers and requires 3 key wrap compliant RADIUS server)

b Priority Order

¥ Access Control Lists Port Number 1812

b IPSec Certs n

i Server Status Ensbled ¥
, Wireless Protection
Policies

Support for RFC 3576 Enablad v

* Web Auth

b CIDS Retransmit Timeout 2 seconds
Network User O Enable
Management O Enable
IPSec O Enable

221908

AFv 7T 3 RADIUS 4 —RORELXEFHRT HI121T. RADIUS y— AR ETHELELSIC, IP 7 FL A, LHF#
B OBIOHFER— I EEEARELET,

[Network User] = v 7 7R v 7 ANA 71272 > T % &, RADIUS #— 3%, #ED WLAN O
RADIUS #E TZDOHP—A"BIRMICER SN TNWD & X IR T2—FRGRCER S E T, £z,
[Network User] = v 7 R v 7 ANRF 17> T b & RADIUS $— 388, Z D — SO IIEN
[ZHEDNWT, T RTOa—VRIEEN S E T,

AFvTF 4 [Applyl #7 U v LET,

10-65 (R4~ U BEIZIZ, B L<BISey—"BFRRINET,

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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10-65 [Summary] Ei&

vlaln Ron T B T LAg0ue, HARen

Security RADIUS Authentication Servers Apply New...
~ RAA Call Station ID Type | IP address v
Credentials Caching [J

Use AES Key Wrap [ (Designed for FIPS customers snd requires s key wrap compliant RADIUS server)

etwork Server
Disabled Clients Uer”"™ anagement Imdew  Server Address Port Psec Admin Status
f:“;ol‘f"’t; SR m] 1 10.20.30.16 1812 Disabled Enabled =]
» Local EAP O 2 10.20.30.15 1812 Disabled Enabled -]
b Priority Order (2] O 3 10.20.30.17 1812 Disabled Enabled (-] 3
&
¥ Access Control Lists §
AF9F 5  RADIUS #— %®IRT5I21%. [WLANs] # 7% 27V v 2 LET,
- — - N —
10-66 (27”9 & 5 B A F RSN ET,
10-66 [WLANs] 2 7
alealn : AR s
cisco
WLANs WLANs NEW..
* WLANS Admin
WLANS Profile Name WLAN ID WLAN SSID Status Security Policies
AR GroLps MERN 1 SRND Enabled a02.1% -]
2 WER Enabled WEP -]
3 kM Enabled [wea + weA2)lAuthisn2 1] B
4 PKC Enabled [wPa + WPAZ][AuthiBoz 1)) B3
5 WPA Enabled [wPa + WPAZ][Auth(PSK)]
3 Guest Enabled ‘Wab-Auth, MAC Filtering -] &
7 Guestz Enabled Web-ALth, MAC Filtering a8 3z
&N
&

ATvyF 6 S AKNWLAN Z# LT, £® [Profile Name] #27 U v 7 LET,
10-67 12”3 L 212, A N WLAN O E B AF R INET,

IVA—TS54AXEEYTA4 T3 THFLY HAF
| oL-14435-01-J .m
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W sA%7s+x avra—n

10-67 72 b WLAN OB EEE

cisco MONITOR LCONTROLLER  WIRELESS ECURITY MANAGEMENT ¢

WLANs WLANs
| General | Security | QoS | Advanced |

* WLANS
[(Layer2 [ Layera | aa Servers

Select ARA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Authentication Servers  Accounting Servers Server 1 [None (%
O enabled Serverz [None v

Server 3 |None ¥
SOVE [19r10.20.30.07, Portiteaz ¥

2EYET [hene ~

SO [ fione 0

Local EAP Authentication

Local EAP Authentication [ Enabled

221811

AFwF T [WLAN Security] % 7 T [AAA Servers] Z#{R L £,

ATw9 7 8 [Authentication Servers] D7 /L F T IR Y A b5 Web FBFEICHE AT 5 RADIUS H— A3 5L L
£7.

NABF7OEX arvrka—IL

ZOETHH LIFREFS X N 7782 hARRr UiE, Cisco NAC Appliance 72 & DAHT 7 & A
ayvbha— 7Ty b I F—LEHEETEET,

ZOVFVATIE, RET, ARTFANTI7RA S = R2AE I R—- THE0DOT /A a2 br—
N TFy F T —AWA L Z—Fy FODMZIZEBRENTWAEDE LET (X 10-68 & M),

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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10-68 SNB7IER 2V bO—LE#FEALEERTYA N 79ER

Internet

ﬁg NAC
- Appliance Anchor by \vER

Cisco Prime
Infrastructure il
Corporate Controller —
senes I =l &
AIIIV """'¢T>
H B
I— T

Campus
Controllers

190862

=== Guest WLAN
""" Enterprise WLAN
10-68 IZ T LA, BRISARN 778A bR VL, Toh—arbte—7 L7 Ak VLAN
A B =T ARB, T7A4T U+ — BNV — 212869 518 v IZ Cisco NAC Appliance 72 &
DT A aryirua—NV 7Ty N7 —ADinside f ¥ —7 = A AT DR ERWTHELTY,
Z O U ATIE, NAC Appliance 23, VXA L7 v 3, Web ik, BXOZD®%RDOA ¥ —F >
DT 72 AZMELET, ¥y XX avir—F¢7 0 h—arta—JF NACT 77947
VAERIFZEOMDONL 2D T Ty b T A —LEER LT AN 772 RAEHIH L TW5H DMZ 2
277 A N WLAN R 7 4 v 7% U R AT 50T H IS ET,

72N WLAN, ¥¥ o2, BXOT7 v — ar bhae—50%EIX. Lol LFE LT,

TUE—FFAXEEYTA4 T3 THFIVHA4F 1
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N 5z 7/ ABEORR

Mq—DEWNE, YA S WLAN OtFx 2T 4BRETLA Y 3 Web RN —RNEDTR - THDARVET
T (K 10-69 B LUK 10-70 5 H),

10-69 TZAFWLANDOLAY 3 EFal)TFq RYI—

Saye Configuration = Bing | Logout Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMWAGEMENT COMMANDS  HELP

A
WLANs WLAMNSs > Edit < Back Apply
[ Genlrnl‘] Security | QoS ]"manced |

- WLANS
PR [ Layer2 | Layer3 | AAAServers |
Layer 3 Security | None v
] web Palicy 2
10-70 ZZAFWLAN L2 €% 1) T4 8&E

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COl

WLANs WLANs > Edit R o
v WLANS | General | Security | QoS | Advanced
pli Layer2 | Layerd | AAR Servers
Laysr 2 Sacurity |None v

221913

FROBETIE, £F2V 7 4 AU —2@AETIC WLAN BSRESHET, FAN bT7T7 497
X, 7o — a2 ha—J %l LT, Cisco NAC Appliance @ inside 1 > % —7 = A4 A £ 71354
ENTWRNA Y H =T 2 A AZEE L, 2—FPRIAESNDLETT Ry 7 ENET,

DHCP i&, v—ADar tr—7 ETHRA M55, SO NAC Appliance F 721 XFH Y —
THRARTEET,

Cisco NAC Appliance 722 DMONHET 78X av ba—L 7Ty 7+ —AEFOREICON
TiE. ZOETEHPLEEA, FLOREHA T 2O TE, 7Ty b7 —AHAEDO~==
TNaEHZRLTIIZEN,

FR & 7Yt AR ORER

AN T EA P —ERE, 2—FRROFEMZHIZ L TV DIIGAEICIEL HRE L E T,
e FZKWLANIZT VP x— FTE5,

e DHCP®HETIP 7 RLAZ%ZET S,

o TIUFEML L, Web BIAN—VICUF ALY hERD,

o BHEREANLT, 42—y b (FRIIZFOMDFFIIEINTET v TA R —L =1L X)
(ZHHET D

IVA—TS5AXEEYTATITHFLL HAF
m. OL-14435-01-J |
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2z F 7o expgEowz B

HAMTFTI9€AD STV a—Fa 2y

DOFERIEEX L N TN a—TF 4 U ZEEIT, ROZ EEFIHEE LTWET,
o IDVVa—aryTiE, Tryh— arba—7 k0D Web iREHERENEHA S TW5,
o I—YEKFHRN, v—DINLDOTh— arito—7 ETERBIUREINL TV D,

WROEIBEEEERIERDO VT TN a—FT 4 T HEITT DI, 2 b, AEoFx v 8%
Ay hr—IMLET U — arhr—Jlping TEDMERDHY T, TNURRARERGEIL, V—
T T MR LET,

FOWIZ, WOFER ping 2~ FEETCTEDMLERHVET, IhbDa~vr NiE, arbhe—
TGOV TN Ay =) A F—T 2 ABLTETEITTEET,

* mping neighbor WLC ip
Zoa~wy Rix, CAPWAP filfliF ¥ x vz L CiliBio = e —F1Z ping LET,
e eping neighbor WLC ip
ZDa<y Rk, CAPWAP 5 —4% Fy¥ 3L &@LCEBO=a L hr—F|2 ping LET,

FEHED ICMP ping 238> TH mping BRELRWEHAIL, & WLC DT 7+ /L FDEEY T 4 T —F
ANRFELCLTHDL EE, % WLC O IP, MAC, BLOEE VT 4 ZNV—T4BTXTO WLC ODEE
V74 AN YAMIANEINTWDLZ L 2B LET,

ping & mping 1ZiE > TH eping BVESRWHEIT, Ry hT—2TIP F'm =L 97
(Ethernet-over-IP) 37 8 v 7 SPLTNWRNWI L 2B LET,

aA—HMN5 X~ WLAN [CEEETE AL

© FALWLAN 29 HK—bF 57— ar ba—7 L _TOMay br—F TRk
WLAN BENC>TWAZ L 2B LET,

e FAKMWLANSSID A7 —FRFx¥ A FINTWVWLILEMERLET,
o UIATUNTETEERIIY T N 2T OREXHERLET,

2A—HHA DHCP #HTIP 7 FLRAZMBTELL

e WLAN ORENT v I— arbtue—J EEAHar te—F ECRIUCUTHDZ L 2R LET
(WLAN £ v Z—T =24 ZABIOEEL YT 4 7o h—%KE<, [T H— WLC ETOF X |
WLAN o#%iE] (P.10-28) &),

o AN WLAN 7 v 1— WLC L CHICR>TND Z L EMERLET,

o TUH— Ay hu—FDF AL VLAN A > #—7 = A ZOFET, DHCP #— D7 KL 235
BN EISMEFzy 7 LET,

458 DHCP — _Z AL TWAEAIL. IP 7 RLARAE Y — DT FLRIZR->TW5
VERH Y £,

— TUh—arbha—In56848 DHCP — I T7 7 ATE DL L 2R LET,

— DHCP #—vtRIZT7 v H— arbe—F%HLTWBH541L, DHCP — O 1P 7 KL &
NI har—FOFHIP 7 RL AL > TWAXLERSH Y T3,

— arhE—7 ETDHCP A2 —7REEINAID/L-oTWNWEZ LR LET,

— DHCP Aa—7 DRy hI—7 ~AJ AN VLAN A VX —T 2 ADV AT BN—FH LT
WAHZ L EMRLET,
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— DHCP A2—7MW, Xy NI—F S VT TR T I FXIZEVETHNTZTITOT N A
CEHELTWRWZ L AR LET,

A—HH Web BEER—DIZUSFAL LY FEhnin
WOMRRFTETIE, 2—FRZF 2P WLANICT7 Vo2 — R LTIP 7 RLRAZERGTE 52 & 2 8E
LTWET,
o H%)72DNS B — "B DHCP # /LTI 74T MZEIDSETOHONTWAZ L 2B LET,
o DNSH—RNT7rh— ar ha—I bkl 2 L 2R LE T,
e Web 77 UH TR TWAS URL 2MRIRFIRE/ZR Z & 2R L £,
e Web 77 U TR TWS URL 28 HTTP AR — |k 80 (2Hfe LTV 5 Z & 2B L £,

~

GE)  P9EE Web BREY — N3, 80 BL O 2—YNEL LIS D 1 DOR— FEZLSOR— K LD
ANEREZVZA V7 P LEREA (2= VXA L7 a] (P10-10) ZH),

A—HMRBEI LG
o Trh—ariue—J LOoa—VERERNT VT4 7RI EMRLET,

WBHEIZ. 7 A NEBERIZS L CTERIAREINE T, EFERIT. BIR3OATWDE L 7
v H— ar hr—F ko [Security] > [Local Net Users] U A MZzFRrIuEH A, Cisco Prime
Infrastructure Z#A L C, v—hroar tve—F ECa—F 77— &2 LET ),
- PEREREER LE LT ZEN, FHUAT LAEZEH L7 2 MERB L O 2 MNERNE
MOFERESZRLTIIEI N,

o A=W RRAU—REHERBLET,

A—HFRS 83—y FERIFT7Y TR M) —L H—EBRIZEHETEHL

e Tyd—aviu—Jk Trh—arybe—JlBREINTWDLI 77 AT U —VETITRER
N—BBON—T 4 T EHERBLET,

o MEIRUT, 77 AT VA —NERIFA L F—Fy FEFRNL—F O NAT R 2 MR L ET,

RTL E®EZRYDY
B ClZ, b T7TINYa—TF 4V TICRIMNDAFEMEDO H DN DD o< RIZHOW T L £
9,

Foh—arko—sS

VUTN aryy— v R— kb, KOavy REETLET,

Cisco Controller) >show client summary

Number of Clients... ..ttt 1
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:5f:£f8 10.15.9.19 Associated 3 Yes Mobile 1

IVE—TSAXREEYTA T3 THAV HAF
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71 k=L Mobile (272> TS Z EIZVER LTL Z&EW, Auth 7 4 —/b RidiE, EEO2—F 0k
EAKMmINET, 2—32 Web Bkt X2 FT5L, ZO7 4 —/LNIZYES EFERENFET, SAL
oG EX, 207 4 — /L RIZNO EFRRENET,

APZAICHER LT, ZhuE, M= be—F (EBAar bhr—7) OBFHIP 7 FLATY,
= UV ERICSTRENTZZIAT L FOMAC T FLAZMFHAL T, #EMERTFLET,

(Cisco Controller) >show client detail 00:40:96:ac:5f:£f8

Client MAC AddreSS .. i i i it ettt ieneeeeneneeeennnens 00:40:96:ac:5f:£8
Client USETNAME .t i vttt ittt ettt a e eeeeeeeeeenenn romaxam
AP MAC AdAreSS .t vttt ittt eneennennennenn 00:00:00:00:00:00
Client State. ...ttt ittt i i Associated
Wireless LAN Td. ..t i it ittt et eee e 3
2 00:00:00:00:00:02
(0301 0 o =0 N/A
0 =N T o= 10.20.31.100
Association Id.......uiiiiiiii ittt 0
Authentication Algorithm............. ... . ... Open System
Reason Code. . i iiii ittt ittt et 0
Status Code. . v ittt ittt i e e e 0
Session TiMeOUL . .t v it ittt ittt ittt et eieeeeenn 86316
Client CCX VEISIOM. vt ittt ittt et ettt e ee e No CCX support
e @ 3 1 L Disabled
[0 T 7T TS v Silver
Diff Serv Code Point (DSCP) . ittt it iiiieeeeennn disabled
802.1P Priority Tag. .. :ee e oo teeeeeeeeneneeennnns disabled
MM SUPPOT e i ittt e e e et e et et ettt Disabled
MObility State. .ttt i it e e e Export Anchor
Mobility Foreign IP Address........oevuieeieennnn. 10.15.9.19
Mobility Move CoUNt....iiiii ittt ennneennnnns 1
Security Policy Completed.......iuiiiiiiinnnnnn. Yes
Policy Manager State.....iiiiii i ineeennneennnn RUN
Policy Manager Rule Created...........c.iiiiennn Yes
NPU Fast Fast Notified.......... ... ... Yes
POLACY T P it ettt et ettt e e et et e eaeeeeeaeennnn N/A
Encryption Cipher..... ..., None
Management Frame Protection...................... No
N 7 T Unknown
Interface . v ittt it et e e e e e e e e wlan-user
0 31
Client Capabilities:
CEF Pollable. ..ttt ittt tiianens Not implemented
CF POll ReQUESt .t ittt ittt ettt tiinnnenn Not implemented
Short Preamble. ... ..ottt iennns Not implemented
232 Not implemented
Channel Agility. ... iii i ineeneennnn Not implemented
Listen Interval. ... ... iiiiiiiiiiiinennnn 0
Client Statistics:
Number of Bytes Received................... 0
Number of Bytes Sent..........ccviiiiiionn. 0
Number of Packets Received................. 0
Number of Packets Sent..................... 0
Number of Policy EXrOorsS......eeeeeeeeneenns 0
Radio Signal Strength Indicator............ Unavailable
Signal to Noise Ratio.......oiiiiiinnnn... Unavailable

Nearby AP Statistics:
TxExcessiveRetries: 0
TxRetries: 0
RtsSuccessCnt: 0
RtsFailCnt: O
TxFiltered: O

TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0]
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ar ha—70 Web i%E, BLXOEHA ¥ —7 =1 A [Clients] > [Detail] TR UIE#R A2 = &
MTEET (X 10-71 #5H).,

10-71 [Anchor WLC Monitor] > [Client Detail]
wl l Wl I 1 -y CanigursP.i':ﬂ Einq Logout B_efrl.-z
CISCO HELP
Monitor Clients > Detail | Apply | Link Test | mRemowe |
Summary Client Proparties AP Properties
F Statistics
MAC Addiress 00:40:96: ac:S5F:f8 AP Address Uk mowe
> CODP
IP address 10.20.31.100 AF Name 10.15.9.49
r wWireless
Clhent Tyrpe Regular AP Type Maobale
User Name romaxam WLAN Praofile Gueast2
Fort Mumber a Status Associabed
Inuarface wilan-user Aszcociation 1D o
VLAN ID 31 B02.11 Authentication Open System
CCx Yersion Mot Supported Reason Code o
EZE version Mot Supported Status Code o
Mobility Role Export Anchor ZF Polable Mot Implemented
Mobility Peesr 1F Address 10.15.9.19 CF Poll Reguest Not Implemented
Policy Manager State RN Shart Freambls Mot Implemented
Mirror Mode Disable =~ PBCC Mot Implementbed
L ! t Fi .
Pl o Channel agility Kot Implemented
Timeout o
Security Informatiom .
WEF State WEF Disable
Security Policy Completed Wes
Policy Type AR
Emcryption Cipher Mone
EAF Type MSA
Quality of Service Properties
WM State Disabled
-~ ) -~ F —
NEDxT /X a2 bAO—F
N N — o Y N > s
YUTIN Y=L R=hhb, ROawy FEFTLET,
(WiSM-slot3-1) >show client summary
Number of Clients......iiiiiiiiiiiiiinnnennnnns 2
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:5f:£8 AP3 .18e5.7fdc Associated 1 Yes 802.11g 29

T H— 2 b —F TliX Protocol 7 4 —/L K25 Mobile 1272 > CWE LR RLZ T4 7 2 Mt
L T Z® Protocol 7 4 —/L Fix 802.11g IZ72 > TWH Z LICHER LTLEE W, A OF ¥ /32 2

v hue—F Tk, %P —3 A Authenticated & L TFHER &4, AP name
IT—hENTWEEED AP NS NET,

ROa~vy REFIATTHE, SHICFHELWVEREGONET,
(WiSM-slot3-1) >show client detail 00:40:96:ac:5f:f8

WX AT BT VY

Client MAC AdAreSS. vttt tnttnneneeneeneeneennnn 00:40:96:ac:5f:£8
Client USErNamMe ... viiitineneeeenenenenenenens N/A

AP MAC AdAr eSS . vt ittt ittt eateeteaeee e 00:17:df:35:86:50
Client State. .ttt i it iie e Associated
Wireless LAN Id. ..ttt it i innennennenns 1

=1 00:17:df:35:86:50
Channel. .ottt i ittt i et ittt 11

I SN L s Y = Unknown
Association Td. ...ttt i 1

Authentication Algorithm........ ... Open System
Reason Code. . vttt ittt ittt 0

StatUS COQE . it ittt it e e e e e e e e e e e e 0

Session TiMeOoUL .. vttt ittt ittt iie e 0

Client CCX VeIrSIOM. . i vt it ettt e eeeteeenneeeennnnns No CCX support
I ks o Y Disabled

L0 1 TN T v Silver
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Diff Serv Code Point (DSCP) « vt ittt et eeeeeennnn disabled
802.1P Priority Tag. . :ue i it tieneeneeneeneenns disabled
MM SUP PO e v ettt e e ettt e e ettt e eeeteeeaeeeennns Disabled
Mobility State. ...ttt it Export Foreign
Mobility Anchor IP Address........ceveiieiunnnnnnn 10.15.9.13
Mobility MOVE COUNt . v i it ittt ettt et eeeeseeeneennns 0
Security Policy Completed........civiiiiiinennnn Yes
Policy Manager State. ...ttt RUN
Policy Manager Rule Created.........cviiiiieeenn. Yes
NPU Fast Fast Notified............oiiiiiinn.. Yes
POLICY TP ettt ettt ettt e e te e e eeeeeeeenen N/A
Encryption Cipher...... i iiinnennnns None
Management Frame Protection...................... No
0 2 4 T Unknown
Interface. it i e e management
T 9
Client Capabilities:
CE Pollable. . ittt it et Not implemented
CEF POll ReqUESt .t ittt ittt ittt iiieenen Not implemented
Short Preamble. ... ..ottt iennns Implemented
232 Not implemented
Channel Agility. ..o iiiiiee et nnnnnens Not implemented
Listen Interval.......iiiiiiiiiiiiinennnnn 0
Client Statistics:
Number of Bytes Received................... 308244
Number of Bytes Sent..........iiiiiinnn. 700059
Number of Packets Received................. 2527
Number of Packets Sent..................... 1035
Number of Policy EXrorS......eceeeeneeeneenn. 0
Radio Signal Strength Indicator............ -75 dBm
Signal to Noise Ratio................. ..., 25 dB
Nearby AP Statistics:
TxExcessiveRetries: 0
TxRetries: 0
RtsSuccessCnt: 0
RtsFailCnt: 0
TxFiltered: 0
TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0]
AP3_.18e5.7fdc(slot 0) ...,
antennal: 37 seconds ago =73 dBM.. ..o eiennne.. antennal: 4294510568 seconds ago

-128 dBm
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arbhr—50 Web #iE, BLOEHA »F—7 =A ZAD [Clients] > [Detail] TR UIE#k% BG T
F9 (¥ 10-72 &),

10-72

alisln

cisco

Monitor

Summary
¥ Statistics
¥ CDP

b Wireless

debug a7V F

VUTIN Ay —=Anbik, WOT Ny T awr REERTEET,

debug
debug
debug
debug
debug
debug
debug
debug

[Foreign WLC Monitor] > [Client Detail]

Clients > Detail

Client Properties

MAC Address 00:40:96: 8e:5F:f
1P Address 0.0.0.0
Client Type Regular
User Name
Port Humber 29
Interface management
VLAN ID g
CCX Version Mot Supparted
EZE version Not Supparted
Mability Role Export Fereign
Mobility Peer 1P Address 1015.9.13
Policy Manager Stats RUN
Mieror Mode Disable v
Management Frame No

ratsction

Security Information

Security Policy Completed  Yes

Policy Type /A
Encryption Cipher Mone
EAF Type A

Quality of Service Properties

WHM State Disabled

JRITY

MANAGEMENT

< Back

urstion  Ping

Apply Link Test

Logout Refresh

-
Remove |

AP Properties
AP Address
AP Name
AP Type
WLAN Profile
Status
Association 1D
802.11 Authentication
Reason Code
Status Code
CF Pallsble
CF Poll Request
Short Preamble
PBCC
Channal Agility
Timeout

WEP State

mac addr <client mac address>

mobility handoff enable

mobility directory enable

dhcp packet enable
pem state enable
pem events enable
dotll mobile enable
dotll state enable

00:17:¢1:35:86:50
AP3_18e5.7fdc
802.11g

Guestz
assaciated

1

Open System

o

o

Wt Implemented
tot Implemented
Implemented
Mot Implemented
Wot Irnplementsd
o

WEP Disable

221919
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