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3. [Redundant Unit] ke v 7Z 7> U X k25 190 WLC % [Primary] (2.6 9 12D WLC % [Secondary] IZ%ELF9, 2
OB TIZWLC 1 28 [Primary] & L TiRE S WLC 2 78 [Secondary] & L TR ESN TWET . REN KD -2 5 [Apply] %
707 LET,

11



N TRA T EY T 4 (SSO)EALA K

WLC 1:

Cisco

MONITOR

GUI 7250 HA O E

e

WLANs CONTROLLER WIRELES

SECURITY

Controller

General
Icons
Inventory
Interfaces
Interface Groups
Multicast

F Network Routes

¥ Fabric Configuration

* Redundancy
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Interface Groups
Multicast

b Network Routes
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“Redundancy port g IRIRIRIE
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|o0:BO:E1:F2:D8: 80 |
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Keep Alive Retries (3 - 10)2 13
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Link encryption
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b. WLC 2 04 . 2 YV — LHEEICBE L E T,

E:SSO A F—F T B L Oy V—AHHEE T —E R B EBIOWTESBEA L Z—T 24 A 0O SSH b 2 4
UL WLC IZT7 7 A TXx £,
VYU —287 DO HATLEMHOE=421) 7

SNMP MIB % & ¢r Management Ti&, LU T TRl 2 5taHEH 2 BS54 5 & 9 12 MIB CISCO-LWAPP-HA-MIB.my 73 5 57 ST
WET,

o hr—F @ [Monitor] # 712 E) L. [Redundancy] % i##K L THEHESREE=F TX £,
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GUI 650 HA @

iE

e

WIRELESS SECURITY MANAGEMENT NDS HELP FEEDBACK
Monitor Redundancy Statistics
Summary
» Access Points i v Clear |
5 5 Category =
¥ Cisco CleanAir
1 i =
kg It;w Reachability Counters I
* CDP RF Client brief
= — Gw Pings Succesfully sent 1375052
e i e ¢ - o B ot e :
* Redunda; |RF_
sur’“l:: ncy I cliantlD = 4103 cliantSeg = . Gw Rasponses Receivwed 1378052
!EIH_IHTERFM:E_CDM PONENT Current consecutive Gv Responses Lost 0
Summary | cllantlD = 23 clientSeg = 63 High Water Mark of Gw Responses Lost 1
il
s 35 clientSeg = 177 Histary
Clients e s . - Network Latencies (RTT) for the Management Gateway Reachability]
| clien - e - | FORET
Sineytu \Mevts |Re_caswas client 4 e
Multicast aleway Heac Latency usecs
b Applications Sanity Counters 1 533
* Lync Sanity Messages succefully sent 1390505 2 i
Local Profiling Sanity Messages failed to send o 3 £22
Sanity Messages received from pesr 2780353 2 511
¥ Cloud Services
5 557
& 589
Transport Counters 7 £07
Humbar of messages in the hold Queue 0 g 0
Application mesage Max Size BE4D El 519
1PC message Max Size 8976 - 569
Tirea bt hold IPC messages e
10 Saitincl nenlvas In TS | - 10938 | Ping Request and Response: |
IPC seguence numbar in the AX side ]
IPC sequence number mismatches{Low) 0 Ping Requests sent to Peer i1
IPC sequence number msmatches(high) 0 Ping Responie received from Peer 0
. e
Usmdb Functions sent for Sync
Keep Alive Request Received 13780480 Failed sync for Usmdb Sync
Keep Alive Responses Received 6850318 UsmDbs which failed to sync from Active to
Keep Alive Reguest Sent 5850318 Standby
Keep Alive Responsa Sent 13780480 Index Failed UsmDb

Keep Alive Reguests failed to send Q

Keep Alive Responses to failed to sand 0 Port Information
Number of times two Keepalives are lost 2

consecutively Local Physical Ports 1,3

Peer Physical Ports  1,2.4

Network Latencies (RTT) for the Peer Reachability in micros

165
165
165
178
175
163
168
167

W oW s W e W R e

s
(=]
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GUI 725D HA D&IE

e

[ U %7 . [Summary] Z&R+T 2 & . 7275 17 3 kua—F 0 [Redundancy Summary] ZF R T& £,

NI

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Monitor Redundancy Summary
Summary Local State ACTIVE
b Access Points
Pear State STANDBY HOT
b Cisco CleanAir
b Statistics Uit Brimary
b CDP Unit 1d 00:80:E1:F2:C2:80
¥ Rogues Redundancy State S50
* Redundancy Maintenance Mode Disabled
Statistics
e — Mzintenance Cause Disabled
Average Redundancy Peer Reachability Latency 17
(usecs)
Clients Average Management Gateway Reachability soa
S| . Clients Latency{usecs)
T e BulkSync Status Complete

Multicast
¥ Applications
F Lync

Local Profiling
b Cloud Services
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GUI 7250 HA O E

e

8.7 U U — ATl 47z Hr LV MRELZ  [Peer Statistics] 3% 0 £9°, ZHIZIX. BT OV I TAFEZB LT 7 VP OAT—H AT
BT 2B IERN R RINET,

i

CIsSCo CONTROLLER ~WIRELESS SECURITY MANAGE

Monitor Redundancy Detail
Summary Redundancy Management 10.70.0.13

¥ Access Points

) i Peer Redundancy Management 10.70.0.12
¥ Cisco CleanAir

} Statistics Redundancy port Ip 169.254.0.13
¥ COP Peer Redundancy port Ip 169.254.0.12
¥ Rogues Pesr Service Port Ip 0.0.0.0
* Redundan
Statistics ¥, Switchover History Table
Pear Statistics
E‘ Previous Active Current Active Switchover Reason Switchover Time
Clients Redundancy Timeout Values
Sleeping Clients
Multicast Keep Alive TimeOut 100 milliseconds
» Applications Peer Search TimeQut 120  seconds
P Lync
Local Profiling Metwork Routes Peer

b Cloud Services Number of Routes O
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEME
Monitor Statistics | Peer-System v
Summary
¥ Access Points ;E;r
2m
b Cisco CleanAir Sratistim
b Statisti
fshes Current
» CDP CPU(s)
¥ Rogues load %
” F;ﬂl!’"da“w Er;{:jmlduﬂl 0%/ 1%, 0%/1%, 0%/1%, 0%/ 1%
H Paer Statistics ’] Usage
e
Detail b
Peer System Memory Statistics
Clients — L " . s
Total Systemn Memory..ceewent 3735322624 bytes (3.47 GB)
Sleeping Clients
Multicast Used System Memory.....we...: 1643860608 bytes (1.53 GB)
» Applications Free System Memorfi.. .. 2085462016 bytes (1.94 GB)
F Lync Bytes aliocated from RTOS......: 579018752 bytes (552,23 MB)
Local Profiling Chunks Free....comivm it 50 bytes
b Cloud Services
Number of mmapped regions......: 15

Total space in mmapped regions.: 519614464 bytes (495.57 MB)

Total allocated space.. ...t S01149584 bytes (477.96 MB)
Total non-inuse Space....uum. 1 77869168 bytes (74.26 MB}
Top-mast releasable space......; 17223200 bytes {16.42 MB)
Total allocated (incl mmap)....: 1098633216 bytes (1.02 GB)
! Total used (incl MMap)sciciee: 1020764048 bytes (973.54 MB)
: Total free (indd MMap).......: 77869168 bytes (74.26 MB)

#

Serial Number FOC2115001X M

|
| Fan Status oK |

WO CL =2~ FTHRCERERRTEET,

show redundancy peer-system statistics

19



A TRAFEYT 4 (SSO)EAHA K

AV T7 44X a2l —rary UaP—RKnb0O HA OFRE

(Cisco Controller) =show redundancy peer-system statistics
Peer System CPU statistics:Current CPU(s) load: 0%
Individual CPU load: 0%/0%, 0%/0%, 0%,/0%, 0%/0%, 09%,/0%, 0%/0%

Peer System Memory Statistics:
Total Systermn Memory.
Used System Memory
Free System Memory.............:

Bytes allocated from RTOS......: 832189248 bytes (793.69 MB)
Chunks Free.......coovvevneennnt 71 bytes

Number of mmapped regions......: 35

Total space in mmapped regions.: 1302372352 bytes (1.21 GB)
Total allocated space..........: 768079776 bytes (732.55 MB)
Total non-inuse space..........: 64109472 bytes (61.14 MB)
Top-most releasable space......: 131216 bytes (128.14 KB)
Total allocated (incl mmap)....: 2134561600 bytes (1.98 GB)
Total used (incl mmap).........: 2070452128 bytes (1.92 GB)
Total free (incl mmap).........: 64109472 bytes (61.14 MB)

Peer system Power supply statistics:

Power SUPPiy L. enns Present, OK
Power Supply 2. Absent

Serial NUMBEr. ..o e FCH13921V24U
Fan Status.. oo ennes Ok

a7 4 FXal—rary U P —FRMhH0 HA ORE
WOTFNEEFEITLET,

1.2 OOWLCHEDHA b a7 4 X2l —ay U= R A 2—TMITEET,HA 24 X —T7 VT DRI W HT D
WLC OEBLIP 7 FLAZERUY TRy NIRETILENRHY £7°,

WLC 1:

c Acnin

nter Admin
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a7 4 K2l —vay U= 50 HA OFRE

WLC 2:

ter Acdm

ice Intert

Enzshle Link Agogregation [(LAG) [ye=] [MO]:

= untagged] @ 61

1.0.100

2. BRIPERETDEHAZAR—TNMIZT DRI V1P — Fzﬁ HAYE—URERINET HA ZA =TT 5T
yes “ AN LET . ZOHBII BT T IA~V LD F) 2=y BRI ORMEEHRLECTEHEO IP 7 FLAZREL
e

e ZOHITIEFWLC1Z7 74~ WLCELTHEL.ZNUNT 7T 47 WLC DEEIZ5| &5 £7,WLC2
T F Y ELTRESH, A 31 WLC O&E|ZF| &35 £1,
s TIAS VBN LFE VD= NOANZRITIUESEEHEIP 7 FLABIOE T ILEMHERIP 7 FLX
ERETHVLENDHY ET W HTDOAL L H—T 2 AT EHA L =T 2A ZALFE LT TRy FIC &bé%%
7)>E>‘?>U FI. 2O TIE.WLC 1 OITEMEHEIP 7 FL 211 9.661.21 . WLC2 OIEMESGHIP 7 K1 A1k
9.6.61.23 TJ ,WLC2 T.9.6.61.23 28 WLC2 DILEMHEHEIP 7 FL A.9.6.61.21 28 WLC 1 OJLEMEE L IP
T RLVRICRDEIICRETHALENDH Y 7,
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WLC 1:

WLC 2:

AV T7 44X a2l —rary UaP—RKnb0O HA OFRE

Addr
iddre

m M I

Inter
Ix
Ir
Ir
Ir

[a T A e B ]

S.1.0.100
Enable HL [y
Configure HA Unit [PRIMARY] [s ary] : Primary

cy Management IP

ment IF

System Name c 20 B9 H S (31 characters max) :
Enter hdmini I (24 characters max)
Enter bhdmini - 1 [ to 24 characters) :
Re-enter Administrative

Inter face =
Interface IP Addr s: 10.10.10.11
Interface Netmask: Z55.255.255.0
Enable Link AiAggre
Managemwent Interf:
nent Intert
Interface
Interts
Interfs
Interct
Enable HA [wve=][H
Conficure HA Unic [PRIMARY] [secondarvy] ;: secondary

Fedundancy Management IP Addres 9.6.61.23

FPeer Redundan E cement IP Address: 9.6.61.21

Wirtual Gateway IP Address: 1.1.1.1
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a7 4FXalb—var vgP—FKnH0 HA ORE

3. a7 4 FXalb—valry U —FRnE HA ZA X—T M LR T HFITTCROLATY— T4 P — R RTRA—XEHEL
7
o RFIPT FL A
s EEUT 4 RAA VA
+ SSID
« DHCP 7V v¥ E—F
+ RADIUS O E
o [EHEZ
e NTP&ERE
RHETEATREELRAET DL WLC RY 7 —FLET,

4. WLC TiE, 7 — MRFIZ 30l L2REICHE > CHA B2 R T — P LET HENRESND &L TURR— b2/ LTT 27
T4 7 WLC 2D AF 3 WLC ICREN R SN E T BN BV # Y & LTRES LTS WLC 28 XML DR —Ei %
VR—hL 77T 4T NOREEF V2= LT HEYV7—MLET B XU WLC TIX EFIBRE > 2% ORENY
T— MRRICREZFEMIE L7 LT XML OR—FZ LR — T X Z 31 WLC & LTENES 5 L 5 IR EHATLET,

WIZH 7D WLC 2D ofgdEin 74 R LET,
WLC 1:

350632
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a7 4 X2l —yay T4 —RKnHDO HA OFRTE

HA 2 A4 32— W LB OBREHIO WLC 2 U 7 — |

Searting Client Troubleshoot
ing BansgEmene

e dovnloaded from Aot ive. ..

TI2T 4705 XMLBEEEX T a—RLEHOWLC2 D2 EHDY 7' — b

350634

B#:SSO A X —TMZTHE . ary Yy — VG ERITT—E R R— M EBIOEEH A VX —T7 24 A LD SSH /6 A%
VAL WLC 1T 7 B ATE £ 7,

5. HA 4 2 —7/WIZLWLC 23V 7 — h LT XML BRENFRM SN D & WLC 1137 7 7 « 7HREEIZERE L WLC 2 (XA X
A ARy MREBICEE LET, ZORRUBIL. TR TORELEHET 77 47 WLC MO ETHALERSH H 720 EHA
2—7 A Z O WLC 2 D GUI, Telnet, SSH 13##E L F 8 A, LEEAREAS . A X 31 WLC(Z DAL WLC 2) 1%, = v
V= VERFP—E R R— b 2N L TCOREHRTEET,

FET7 WLC BNAF A By MRRBICER TS & -Standby F— U — RN A Z L3 WLC O 7' 1 > 7 M4 HEIICE
mEhEd,
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a7 4 Fal— gV "7/(—”-% N5 D HA OFE

6. ROFIAZ ST L T LRMEO 2T — 2 2 &R L E T

a. WLC 1 OiFA:

Tr
ki

IPF Addres
ent IP

24,61
»10.10.11

ility L=

£y

=nt I
Ent
Addres

ney Port IP

E:SSO A X —TNICTHE v — N ERII—E 2 R—F FBIOTESEA X —T7 A A2 0O SSH b 2 #
UL WLC IZT7 7 A TX £,
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HA&®y b7 v 7DOWLC OF7 v 77 L—K

HAty 77O WLC O v 77 L — K

2K 8 WLC % TFTP — NE X FTP — "Bl T v 77 L — R4 A Z LI TEERA TRTHOR T U 7 FDOFITEHK
ZRBE . TIVT 4 TWLC BAZ S WLCIZA A—VHEEELE T, AZ A WLCIZ. 7 27T 4 7 WLC b A A—T 55251
BETvTTL—RAIZ YT NOFEITERBGELE T, A A—VERIEEAX N, WLC ETORZ VT NEITOTRTOR X, T
77 47 WLC TR TE £,

5508} transfer download start

FTF Max Hctriuu
FIF Path. e
FTI' Filenane. .

his may take some time.
s goU SuPE Yol want to start? (y/N) ¢

FTF Code transfer starting.
FIF receive complete... extracting compinents.
hecking Verzion Built.
Imaze verzion check passad.
iting new FTOS to Flash disk.
iting new FP te flash disk.
iting new APIB to flazh diszk.
ecuting install_apih script.
ecuting fini seript.
FTF File transfer successful on Active Sontroller

Trarsferring File to the Standby Controller

= Standby receive complete... exiracting components:.
- Checking Version Built.

= Image verzion check paszzed.

= Writing new RTO0S te flash disk.

= Writing new FP to Flath disk.

= Writing new APIB te Flash disk.

- Execut ing install_apih BC ript -

= Executing fini script.

= Standby File transfer is succersful.

Rebiot the centroller For update te complete.

HFUS A A=, ar ba—F THA RS XF—T M ENTZRETT v 77— RT&ET, BH XY av be—F 3
WOa—RET v L= RTBLEXLERRICT v 7L —RFE&nFET.HE L. 794~ v b= T 77— L &BBL
FSRAEFUS OT7 v 77 L —FRRHAXT DT 75 4 T RAZ AL DOMBFTHETTHET WMHFTDaL 1 —F NREREEIC
RYFET . ZOTat AL IEHAFUS OT v 77 L— R EREFEIZ.5E T E TSR 30 ~ 40 5030 £97,

HA =~ N7 7 CoOT7 v 77 L — RFIE
WOTFNEEFEITLET,
1. HA £ v F 7 v 712 WLC 3 5E L7= %11 TFTP H— 30 FTP H—/\/nb 2 Z 25 f WLC A EHET v 7/ L— RTx 4 A,

2.CLIEAIZGUI NSO HA®Y T v 7DT7 7T 47 WLC OF v 7 L—REFBL. 7 v 77 L — R TTHETHELET,

3. TRTCOT v T T VL—R AT VT MEFATILRR T 77 47 WLC TIEILRR— FEN L TA A=V RIREA X 3 A
WLC IZHERE L E T,
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10.

11.

HAty v 77O WLC T v 77 L—FK

AL NAWLC XTIV T 4 T WLC oA A=V aXET5L. 7y 77— A7 U7 bOF Tt LET, A& 31

ANDA A= DEEEBLIOAZ 34 WLC TDT v 77 L—K X7 VT "DEITIE. T 7T 47 WLC D=V —/L Telnet,
SSH . HTTP Bt R Ccx £,

L ABUNRS, Ty T T — ROIEFKRT 2R A /-lz—vﬁx77747 WLC IZERENTEZH HLWAA—=UNT T4 < A

A=V L LTHESNTWDZ EEMERTHIZDIZ. TV T 47 WLC T show boot =2~ REFITTDH I ENEETT,

ERTEEL XY FPT—ZVHADTRTDO AP IZH LWA A=V REEET 5D 77T 47 WL TTFI5A4 < A A—TD

TLHE e — RERBLET,

LT RTOAP TT LA A—=UN5%ET Lz show AP image all =< RZRBITLTCWLC EOF T4 <) LA A=Y AP T

Ny T v T ARA=—VELTRESNTND Z LR LET,

AP T IAR N L L TR I T v T A A=V 512010 . swap A7 g VEBBLET, ZOERETIT.WLC BLD

AP DT T4 A A—=URHFLNA A—VIHESINET,

LA AT TT—FTEDLEIHIICAPBLUWLC 2Vt y T A0 GRS N EIEIZHE > Tlno swap 47 3 )

% fFiF 7~ schedule-reset =~ > FAFRITL £,
FTRTOAP IV T—F L. FHLWT 7T 47 WLC 12855t L F 9,

show boot, show sysinfo.show ap image all. 33 & OF show redundancy summary =~ > K& %17 L C.WLC & AP Dl 5
FLNAA—VEFHL T ENTWHZ AR LET,

HA >y 7 v IG5 EN5H WLC OT v 7 7 L — REBRGT ARIOEER T A KT
A

P—CRA T T T VL—RZIZDOY IV —ATEHIR—=FrENRTWETA, LERS>THA®Y h Ty 7OWLC 27 v 77 L —
KT BENCR Yy MU — 7 E IR Z 5 E T 20BN H D 3,

HAt > N7 v 7 TO7 v 77 L— R d DRI ETBAR Y b AZ A REIZR> TODRERDH Y £,

VTR 2T N=VarOR—BERRNEIN. T v 77— REZIZIHN GO WLC Z1E & A ERFIZY 7— 925 2 &2 BEID
L9,

[Schedule Reset] 1Z.HA =~ R 7 v 7O O WLC IZEH SN ET,

AV a—ENTY 'y FBRFHE SN TWRWEGES A HZ 31 WLC i3, reset peer-system 2~ > REHLCT 77 47
WLC "5V 7 — hT& E7,

TNy TREIRIX. T 77 47 WLC THAZ 31 WLC THA R —T /M TEET,

T T 47 WLC BF T ra— R HBRICSRAEE L, W57 WLC 2 FEE 5 L. 7 v 77 b— FEETT BT WLC % i
EBT 2 0ERH Y 7,

HA® > N7y 7 TO7 77 hOF T a—RFELOT v 7r—F

ABUNA WLE NOREZFEHES Vo — RERIET vy /e —RT5Z2 L ETEET A,

A A=Y REWeb FBAEN RV BL T 7 ANRETRTOAATDE T a— R T ANANNETT 7T 47 WLC ITF D
va— REN HEIZAZ N, WLC IZ T v ¥ 2 SET,

TI7T 47 WLC IV ya—REN-ary 7 4 X2l —yay 774 MF AL WC IC 7 vy ¥ =2 ENET, 2 OFE R
FEETAZ RS WIC BV Yy FENFENTCT 7T 47 WLC BN Yy FENET,

7 = AR FBIORET 4 v 7 = RETERDLXML 77 A VDO—FTHY a7 4 X2l —ary 77
D—EELTHE Y ra—FanThEHINEEA,

FEAEOF T n— I KR v 7 A TR X IZETTDHERD Y T Y T ORNZFEATT H2HERH Y 97,



A TRATEY T 1 (SSO)VEALA K

HA &> N7 v 7 TCOT7 =2— VA —_"— Tk

B RE ARSI T30 TrANBREDEESERT 7 AN ZAT DT v 7 a— RiE AZ 34 WLC H 5%
ﬁf’a“i'& —H P =NIP T AN BT NRREAFIRET v TR — FHOIEIERNT A — 57% XET DD CLI
X777 47 WLC TEITTEHIMERDVET, 7277 47 WLC T v 7B — R RXITA—FERELKZITZO AZ A
WLC 607 v 7’a— REBRBET 5729012, 7 277 4 7 WLC T transfer upload peer-start 3'73/ REFITTHHLERD

DETJ,

B J—E X R — hOIRRENL, 77?‘47WLC75 HBAZUNAWLC IZFRSNET, 2FEV. . T27T7 4 7 WLC H—E R K — T
DHCP A X —T7 NS TWBHEIF. AKX N1 WLC TH DHCP 2L CTH—ERXA R—FDIP 7 RLAZHE L F
.7 27T 47 WLC O —E & R— 1\75\7\5774 7 IP7 RLVAZFEHLTRESNTWEEEIE. A X 31 WLC 5D
AT 47 IPT RUAZFHLCERETIVLENRDLY EFT AZXZ N WLCH—ERAFR—FDIPT RLAZFET D CLI
IX.configure redundancy interface address peer-service-port <IP Address> C4 ., ZDa~r NiX. 7277 47 WLC
MOEETTHMLERNHLYET  FHL AX L NA WLC T 7V RE TR FEEHOZODONL— R e —E R R— MIRET DI
11\775“47WLC N configure redundancy peer-route add <Network IP Address > <IP Mask> <Gateway> A~

REFITLET,

HAE®y N7 v 7 TOT7 =2— VA —"— Tt X

HA &> b7 v 7 TIiZ. AP @ CAPWAP IRREIX. 77 7 4 7 WLC BX A X /N1 WLC THEEF S U E T (Run IREED AP IZIR D),
2% b Up Time £ & O Association Up Time (X[ 5 WLC THERF &I, A A v T A — =D SN D & AKX 31 WLC 3% v
N — 7 25| &L EST, ZOFITIIWLC 1 BT 7T 4 7TIREETHRy NU—J 2B L TEY WLC 2MAH U INAARETT ¥

T4 7 WLC ZEFE=F L TWVWET ,WLC 2 [FAH XA IREETT M, £72 AP © CAPWAP (RREAHERF L £ 97,

WLC 1:

350656

WLC 2:

HAtE > 7o 7 TOWLC 7 = — VA —N"—3.2 DORR L7 g ANIHATEET,

Ry AT z—)LF—r"—
Ry T A T2 NNF—=NR—=(T 75T 4T WLC DV T via VAT T FEHI Y b, 9@%”%4 o FF— =) DAL E
R—=FE2NMLTT 7T 47 WLC O EFEa~ Y RRBEEIN. Xy N7 23| &M STOICNERHEA L X —T 2 AND A
VAL WLC IZH B ESNE T, ZOMEIZIEFE. R*y FU—Z7 N AP OFIIG T T.5 ~ 100 3 ﬁﬂb MY EST, 77T 47 WLC D
BFREEEZIIAA v FA—R—DODOEHEa~ L REEETEXRWMILND 7 T v oI Ay NI —27 WO AP OHC
i 0T 350 ~ 500 X UMY F7,

TIT 4T Ry 7 ZADEREEDLERITT = — A —_"—ZHh 05 S WLC ITRESNTWEIF—TF T T4 7 ¥ A ~—ITEF
LET (T 74M FTIEH 100 2 U RICERE), 7 2 —b A — =2 RO L-DIHEHENE T LI R ERIRLET,
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A TRATEYT 1 (SSO)VEALA K

HAtEy N7 v 7 TOT7 =— )L F—"— J kA

[ ] xé?//w WLCIZT 7T 4 7 WLCIZXF—F T 54 THEE L. T 74/ kN ZA=—IZH60 100 3 U BLUNICHEZRRER H 5
ZEHEMELET, ZOFFREIE. 100 ~ 400 2 VRO CTRETETET,

B 100 S UBLRNIZX—T 7 T4 7 ORERIGER2NGE AZ 34 WLC T ARy 7 A 72— LA —R_—ThHHDONTE
A= M EGICBT 2O OMBETH D ONEMRT DO TIEEHA VX —T oA AN LTT 7T 7 WLC IZHIEIZ
ICMP X vt —U%%EELET,

B ICMP A vE—UICx T DRENR RV A X /3 WLC I3 A I L CAZ U3 WLC IZHIDF—TT 5347 X v
TP ERAIEITRE L 25 % S L7 (D £V (100 T VA 25 % 8 < L7z 75 X URD) BINORRRISE 2 HfF L £ 7,

B 75 S UBLNICE—TT T4 T ORERBEN 2 WA AZ 3L WLC (X IUREHA VA —T oA AN LTI T 47
WLC 128D ICMP A vt — U ZRIEIZEE LET,

B [f{RRIC.2 DHD ICMP A v — kT DB N2 WS A X 3 WLC T E HIZHEBEEZ L IO —TT 747 A v
TV HRHEICAZ S WLC IZEE LT \HIDOX—TT I 7 ZA~—DDLEEDOZ A ~—D 25 % & & SICHIE L7k
R(DFEY BFOXF—TT 547 ZA4~—T75 I VNS 100 S VRO 25% 25 < L7250 I UF) LINOREZINE % H L
i‘é_o

B 50 IURLRNIZI2EOX—TT 747 "7y hOWRINENRRWNGE AX 3L WLC T, TEEEHA v X —T7 = A 2%
LTCT 275 47 WLC IZRID ICMP A vt — % RIERICEE LET,

LI & e 3OE®ICMP/\/7/%ﬁlE@ﬁSKﬁ‘i,ﬁl/‘zﬁm\Xﬁ‘//M’WLC’G&iTﬁ?4’7°WLCﬂi{?ﬂ:b’(%ékﬁ%bffﬁ
T 47 WLC O&%E|Z 5| & Z 1T £7,

2y NIT—2 T x—F——
Iy b= Tz2— v F—R—=(DF D ALOBHBICLVT 7T 47 WLC 287 — b U = A IZEFERGE) OBEIT. Xy T —7
WD AP DI L CAA v F A —R—DRETETI~ARINDZENH 7,

Ry I A Tx—)F—R_R—D I 21— FHE

ROFNEZFATLET,

1. REDOEY ¥ a THIEN TS FIAEZF(TLT 2 50 WLC B2 HA Z3E L& A A v F 4 — N—03Bih S 2 A
W5 WLC M7 77 47 WLC & ZH /3 WLC & LTARTIZR-> TS Z L AR L ET,

WLC 1 04

IV E
= STANDBY HOT
PEimary

Redundancy 3t
Hobilitcy

Average Redun oy Peer Reac 31&::}1 1 11:1, Lat b UusSecs
Average Man nt Gateway AT ; 2043 usecs

254.81.23
10.10.10.11
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NA T RAZEYT 4 (SSO)VEAHA R

HA Y N7 v 7 TOT7 =— )L A —_"— a2

WLC 2 D5, =22 Y — VR E L £,

Fahow redundancy summacy

ENAFLED

I HOT

em=nt IP
IF Address.....
Peer Redundancy POort IP AAADESS....ccccinrarranas

2. AP %z WLC (ZBEEfHT W7D WLC TAP DAT —Z AR LET . HA Y T v P TIEAP 7T —F"N—ZADITF— =
=MD WLC THEFF SN E T, D FE D (AP @ CAPWAP REERT 7 T 4 7 L 22 231 @ WLC THERF S 41 (Run HREED
AP IZIRD) AL v FA—=N=DaIND L AZ 31 WLC iRy NU—2 R EPEET, ZOFTIZWLC 1 37 7
747 WLCWLC 2 RRAZ U NNAREETH Y AP 7 —F _X— AL 5D WLC THEFF S TWET,

WLC 1:
WLC 2
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A TR_AZEY T 4 (SSO) AN A K

HA &> N7 v 7 TCOT7 =— )V —_— Tk

3. A= U WLAN Z1ER L. 7 94 7> b9, 7 947> b T—FR_R=R[ZAH > 34( WLC TR 72wz
DI IAT b VT AE 8, WLC IZIEFE L EHAWLAN 27 75 ¢ 7 WLC IZHERET 5 & . 2 WLAN & I0E
R—= 2L TAZ L4 WLC IR S E T,

WLC 1:

WLC 2:

3508938

4. 77 7 47 WLC T redundancy force-switchover 2~ > K& #/TLET, 2D a~ 2y REHITT5 L. 777 47 WLC 28V
T—=RLTREUNA WL 3%y NT— 7 BB &S FEIAAL v FA—NN—R NI H—ENET, ZOHE. 7277 17 WLC
LI T4 T NMTREREER ST LT 77 ¢ 7 WLC ICBR LIE L £,

WLC 1:

WLC 2:

Fully., WLC switch over detection time : @ msec and AP

HE: ZOfFITIE, 7 e 7 A3 5508-Standby 525 5508 IV F9, ZAUX. T DO WLC 237 27 7 4 7 WLC (272 272728 T
HY AP AA v F A —N=IIhpo2RIE 1 I VBT,
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WLC 2:

WHIA L 3 WLC IZ72 > CWT AL v F A —_"—8ICT 77 47 WLC (272572 WLC 2 ® AP @ CAPWAP [RHEZ R L
TLZE W, AP Up Time 5 X U Association Up Time 23#ERF S 41 CE Y AP X Discovery REEIC72 Y FHA T LT,

HAt > "7 v 7O =—)LF—_"— Fat =

RO~ M) 7 2AESZRTDE WLC AL v TFA—"—=0D M) H—FMERNIT-& D oMb £,

Fy hU—7 ORE

RP &R— k TWREHZ | 77747 | AZ AL | AL T (EES
AT—HA | JFLTCET | b7 —F | o — b | A=
WZEIERRE | U= AIZH] | Uz A ZH
EEARE A HE

Up Yes Yes Yes No TIvariel

Up Yes Yes No No AR UINANY T — L A —
U = A OBEFTRENE 2 7S
LET, ELEBFEFRE TRV
BIX AT A = RIZA
DET,

Up Yes No Yes Yes A A ) FF— NI A

Up Yes No No No Trvariel

Up No Yes Yes No T arvisl

Up No Yes No No ABNNANRY T — L T —
N = A DEIEFTRENE 2 fERE
LET, FLEEFER TRV
Bl AT F A = FRICA
DES,

Up No No Yes Yes AA v F A — =34

Up No No No No TIvarisl

Down Yes Yes Yes No ABNANRY T — L T —
N = A OFEFTRENE 2 fERE
LET, FLEEFER TRV
Bl AT F A = FRICA
DES,

Down Yes Yes No No ABNAPY T— R L T —
N = A OEIEFTRENE 2 fERE
LET, EEBEEFTRE TG
X AT TR E—RIZA
DES,

Down Yes No Yes No ABNAPY T— R L —

kT = A OB RREM: % RS
LEd, FLERERRE TRV
Bl AT F A EF—FRICA
D ET,
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N TRAFED T 4 (SSOVEAAA K

HAt vy R 7 v 7 TOT7 2 — L F—"— Fut R

Fy FU—27 ORE

RPAR—F | ILEEHE | T2 747 | AZUAAL | AL v F il
AT—=BA | SFLTCET | T =k | BT —b | A==
WCEIERRE | U A28 | U= A IZE
A HE AR
Down Yes No No No ABUNNANY T — L T —
7 = A OEIEFRENE 2 TR
L7, FLEBEREE TRV
Bl AT F R E—RICA
DET,
Down No Yes Yes Yes AA s FF— R—D3F A L
Fv NU— 7 BNEEAIRREIC 72
LT BB ET,
Down No Yes No No ABNANDY T — L T —
7 = A OEIEFRENE 2 TR
L7, FLBEREE TRV
Al AT F R E—RICA
DET,
Down No No Yes Yes ZA ) FF— I
Down No No No No ABUNNANY T — L T —
h 7 = A OFE A RENE 2 iR
LET, FLEEERRE TRV
BlIZ AT F A ET—FRIZA
DES,
VAT KT DRI
~Y JT— RP ~"— K TTREHE | A vTF i
AT—HA | JFLTCET | A—r3—
\ZEIEEATRE
CP D7 Yes No Yes A v F
Tyva A==
s
DP 7 Yes No Yes ZA o F
Tyva FA—rN—
s
AT A N | Yes No Yes 2A v F
v A—s8—
A
TEhY Yes No Yes AL T
v b F— 33—
A
R 21 > | Yes No Yes AA T
F A== Fr—N—
A
CP b7 No Yes Yes 24w F
Tyva A= —
s
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N TRAFED T 4 (SSOVHAAA K

HA 777 |

VAT LIZEET HRIE
N T— RP &~ — k EEHE | AL vF i e
AT —H A | SHLTET | F—3—
\ZEIEE T HE
DP ®» 7 No Yes Yes A F
Tvva =R —
A
25~ | No Yes Yes ZA v F
7 F——
s
FEh Y No Yes Yes AA v F
v b Fr——
A
R 2 A >~ | No Yes Yes AL v F
F A —3— A —N—
A
CP 7 No No Yes AN
Tyva U — 7 O
Bt
a AT
VNEEHT
DP &7 No No Yes VAN
Tyva U —7 O
Mt
a ATHE
VR
v A7 H o~ | No No Yes VAN
:/7 ]7“_‘7 @F:ﬁ
Mt
g ThHE
VBT
FiEh Y No No Yes IESYRN
v b U—7 @F‘uﬂ
Mlts
va e
VN
i A+ >~ | No No Yes (v R
F A== U —7 D
it
voa e
VN
HA 777 b

B HAT U VIR FUAA TDON—=FR 72T V7 =T R=Ta VOB CEIARETT A —BR1HdE AT F R
E— FPRBENDZENRHY F£9,SSO ZRET DRI M HFD WLC TRAEIP 7 RLANRE—THLIMLENH Y £,

B 3500.5500.8500 U —XD WLC ORI T 7T 4 7 & AZ A DFLER— MOEEEGZBEIO LET,

B WiSM-2 WLC /Z.[F T 6500 ¥ ¥ —IIRET DMEND D TN AT+ =~ ADEENEEOH72OICVSS By b7 v
TITRETDHZ L HTEET,

B HARREIZENL>TILER— A VT TARNT I F ¥ Xy N —7 ORI ERT 20 ENRH Y £7,
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N TRATEY T 4 (SSO)BAHA K

HA 777 |

B HOHAEY N7y EREMr L-ary ha—F Lt DFEE Y5 4 ET7 5T A0, 754~V 2=+ h® MAC % HA
Ty b7y T TEEYT 4 MAC & LTHEET 20803 H 0 F47, FiERH Y | 7277«57A MAC 7 RLAZHRETHZ L H T
XFE9,Z2D7 KL R, configure redundancy mobilitymac <custom mac address> 2~ RZEHALTEE YT+ MAC
T RLAELTHERATEET RELEHAIZ. VAT AMAC T RLADRDLYVIZZIDO MAC 7 RUARAEZERLTEL Y 7 o
T AT O MLERH Y T, HA 0)‘””'“?& IZD MAC 2EHETXEHA,

B HA®Y b7 v 7DV —E A R—MNII.DHCP 7 RL AE W Y CTE2HHT I L 2BEIO LET . HA 24 xr—T7 M L=t
TH—ERAR—PIDAEZT v 7 IPERETDHEWLE TH—E R R—FIPBARAICRY FERETHILENRH Y £,

B SSO #A X—T7/WIZLEHEIFHA Y F 7 v 7O0NTho WLC iI2oWTH —E A R— FTO SNMP & GUI 7 7 &
AIH Y FHA,

B (KFEEIPT RLADEHE, 'I?ﬂE:LTfOCWeb%%]\GM’Z Tt Web SBiE 72 XL OB ER EORELFET AI121T. WLC ©
U7 — MRETT, ZOHEIE. T 774 7 WLC DY 77— MIZEoT AX A, WLC DRI 7 — b U H—SET,

B 77547 WLC TSSO 27 4 E—TNICTHELE . ZNB.AZAZ AL WLCIZT vy a2 &nET, ) 7 — FMEIZ. TR TOR—
KR T7 275 4 7 WLC IZERISN AZ 3, WLC TIETF 4 B—7 MR 9,

B BN T =~ REB/BIE.F—TFT 747 L PeerDiscovery DX A ~—%F 7 )V~ A ~—EOEFITTHLEN
&)Di‘é—o

B 77747 WLC TREZZIVTTHE AXLNAL WLC TOREDZ VT HLEBENET,
B SSO %A Rx—7 /WL TohHEE . HE DHCP 1T A — I EH A,

B RN—Vg 75 BIOENLUETIZAPIZ 54T NSSO T 7T 47 AZ A ar ha—F /o L3 MGID ORI %
PR—rLTWET,

B ISCiEHFEZM AT AP YR —F SN TWET,SSO 2 BAMLT HHIIZ, = hr—F D LSC GEMAZEF & SCEP OXEL T 7
TA47 artu—3L 220, arba—J7 CTEMTILENRHY 7,

FAA TF F—NR—BEOEEY T4 ETOEEI. T I—aryte—5t 73—V arhag—53TETLTNERN—V g
WCHEELET. 7o h—arha—S5¢ 74— ar hme—S50M N A—a v 7.5 $I3FNLUBEEAEIT L CWAELS a—
VT IIAT Y MIEBIIR  ETIEFEAAL v F A — "= XAyt —TEZITRMOKRE AP VAN EHEY AN A TTFANT S
F¥ MFP % —%2 8 LWT /T 47 av ba—J & ELET,

75 XVEIOHA YR —FFH5 3=V a (73 BILN7.4)%2FTLTND WLC & 75 D AR—2a 25T LT0W5 WLC
BDIRIELTCWBELEY T 4 IA—T Tl AL v F ==t 35 k\ﬂ—: /7‘ TIAT VNI T o= T75—V
WLC O FTZ U —> T v 7ENET, 20D HAXTRELYF 4 FA—TFICHEETHIEES . FOELY T4 I A—F 134
A—=U NR=Ua 75 BLOENLUBEEEITLTCND WLC THEKRTHIZEZ2BEIOLET WLC ODELE Y T 4 ETONR—T g
N73 LEVETTHA 2R —FLTOWRWES. ZORBEIZTFELEY A

AT IR E—FR

ABUSNAWLE BA T F U A FT—RIZAD Fy NT—7BIOET L@BETERVWEEOS T I ARH Y £,
B UREEHA VAT oA REN LT — My oA IZBIETE RN

B HASKU %> WLC A7 Z it L2z

B LEAR—-FBEELTND

B V72T RN=Va DR —E RPN TIWLC N7 7T 47 T—RIiZARD. $9 12O WLC B AT F A F—FK
2732 %)
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N TRA T EY T 4 (SSO)EALA K

VHY—=DTTA<V BHEY Z— v HA & &btz SSO #HA

(550B-Standly) >show redundancy sumary
redundancy Mode = S50 ENABLED
Ll:n:a] State = MEGOTIATION
Paer State = DISAELED
unit = sacondary - HA SKU
unit ID = 00:24:97:69:78:20
aech.mda.nciﬂ State = Mon Redundant
Mobi1ity MAC = 00:24:97:60:02:20

Mzintenance Mode = Enabled
Maintenance cause= Megotiation Timeout

Redundancy Management IF Adﬁ*ess.m“...m, cee 9.6.81.23
Peer Redundancy Management IF Address. 9.6.61.21
Redundancy Port IP Address.....eeeaiees ... 169.254,61.23
paer Redundancy Port IP address.. sesiesssaas 169.254.61.21

WAV TF A E—REKTTDICIEFIWLC 2V 7 — 20 ERBYVET AT T A E—FTE, a2 —EBIY
P—ERAR—= b DENRT 7T 47 TT,

L H—DFT7A4= vho 2 Z—2 % U HA L AEHE7= SSO EA

HA(E Y APSSO) 1T BURFERRIC. B VXV BIOF—v vy Voary ba—F LHlAADE CEATEET HAEY N T v 7T
HMABEDINTWDITIT AT ERAZ L RADEFTOWLC 27T A4~V WLC & LTEHETLILENDHY FJ,AP 1T HA &~ |
ToTDTIT 4T EARZ L NADETTOWLC NHFE L2 & IR v F Y SHITEX = v VDO WLC IZ7 4 — Ny
L9,

Primary (9.6.61.2/24) Secondary (9.6.62.2/24) Tertiary (9.6.63.2/24)
Data Centre Data Centre Data Centre

E AP Database

Primary WLC - 9.6.61.2
Secondary WLC - 9.6.62.2
Tertlary WILC - 9.6.63.2

FEYUT 4 By N7 w7 TO SSO EA

ZWLC IZMEHDO—ED MAC 7 RLAZELET, Z2OT7 FLA I Maroary he—F&IP T FLAEEDLETCEEY T &
ETHEHAINET HA(OED APSSO)ty N7 v 7T WD WLC (T T A~V RBILIORRZ L) HEDO—ED MAC 7 K
LAZRLET, 774 ~<Y Ry ZAPBEL AZ AR Ry NT—7 BB E|SEARIC. T T7A4~0 Ry 7 AD MAC 7 KL

ANEEVT 4 By b T v 7OROay ba—F THAINTWS &GN ABIOT —4% "Aapgirsn, =—Fix ey
TA Y NT v TOITRTOa ba—FTZDOMAC Z#AZ 314 MAC T RUVRIZFEICTEEST AZLENDH Y £, Fd@)ic kb
ZEDONANENE LT 5720, ZONAEITEIZENTT,
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N TRAFED T 4 (SSOVEAAA K

ETEUT 4 By T 7 TO SSO EHA

FICEDNARLICEE Y T ¢ Ry NI =T OREWERD MBEEIITAAL v FA— =l 2 572D KA.
(back-and-forth) TV 7 ¢t MACHEERNEASINE LT HAXT ERETIHAE. T 74V FTIE. 774~V WLC ® MAC 7 K
LANEEY T 4 MAC T RL AL LTAZ L4 WLC TRl S, f 5 » = k 1 —F T show redundancy summary =< > K
Lo TERTEET,

|(550E!—Etani:hy) sshow redundancy summary

Redunzancy Hm_lle = 553 ENABLED
UMt = Secondary - HA SKU

dund urit ID = 00:24:3::39:?3:213

Redundancy state = Non Redundant

Hul:'i'l¥ty MAC = (00:24:07:69:02:20 *

Redundancy Management IP AdOrass. . ...vevianasanss 9.6.61.23
Peer Reduncancy Management IP Address............ 9.6.61.21
Redundancy Port IP Address........covvevinnaianes 169.254.61.23
Peer Reduncancy Port IP Address.................. 165.254.61.21

ARNA 2y ba—F TCEX XY 7T X INEZOHATIEELEY T ¢ MACT RLAZHERCTEET, ZHIL. UnitID & LORER
TVWHAZX L NADMAC T RLREFRAVET, ZOMAC T RLAIX. T 27T 47 WLC BRI SN TEY B Y 7 3% E
THHTIVERSD T, ZOFEETIE. 777 4 7 WLC MEIET LA SRR TIHETHoTHL.EEV T s MACT K
VAR & & A X N, WLC THEMRRET. T 7 7 4 7 TI DT 77 4 7 WLC 2T B7-diciLnnar he—J% %y
RN = ICEATAES . Z0ay ha—F OIREEIFZA X VAL ICER L B LELE YT 4 MAC 7 RLANE LWA X 3 WLC
EHERBISNET,

ZORENIFHMENHY T T 4 7 WLC D MAC 7 RLRAZEE YT 4 MAC & LT 55 7 4L FOEMEICRZ T 0 A
ZLMAC 7 FLAZEEYT 4 MAC & LTRETEXEd, L. 72 7 47 WLC T configure redundancy mobilitymac
<custommac address> 2~ REFH L CEBTEE T HERIT. OI—FDar he—FT7 77 47 WLC D MAC 7 K L&
AT ARDVICZOMACT RLRAZBHLTELY T 4 ET72BKTAVERSH Y £9, 2D MAC 7 KL AT HAXT 2%
KT DANCHET DLERH D T HARXTOEKZIZ.TEY T 4+ MAC 228 E RETXEEA,

Maohility Canfiguration

MAC Address P Address  Group Narme
sdcsdadsaaaces 95612 Ha
wxranoar RE622  HA
dddddddddd 956632 HA

Mobilty MAC asdadaaaaaas |
Management P 9.661.2/24 IP:0.6.62.2/24 P:9.6632/24
AA'adTAd-aa aaaa bbbb:bb:bb:bb:bb (=== dd:dddd:dd:dd.cd

Phyiical Connection
= wm we (CAPWAP Tunnel

IORRaY T T TIAY EAZ AL T EFNENVHEDOMAC T FLAZRELET HAXT UV 7T 777 47 WLC ©
MAC 7 FLAREE YT 4 MAC 7 KL AL LTI ENET, ZHUL HA X7V U F ORI A X 5 MAC Da%E S TWhan
YAEDT 74NV OEETT, 77747 WLC D MAC 7 RLAREEY T4 MAC 7 RL AL LTRSS %IX. Y 7«
Ty N v FOTRTOay fe—FDEEYF 4 ZETHLE MAC BMEH S ET,
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HA X7 D7 A& A

HA X7 D7 A4t A

HA ST IE R OMAEGHETHEEH L T 5 2 50 WLC MICERETE 7,

B 1ODOWLCIZEZRAP I N T4 8 VARHY B9 120 WLC IZ HA SKU UDI 3% %

B W HOWLCIZE®R AP HU v b T4 BV ARH S

B 1 OO WLCITFHET A 28H V. 59 150 WLC IZ HA SKU UDI £7213KAT A B AR D 5

1T OOWLCIZE7R AP 7 b A4 BV ARHD 69 120 WLC (2 HA SKU
UDI 8% %

B HASKUIZAP 7 h T4 ARErOH L SKU T,

B HASKU Z#FOT A ZL PO TRTNIR D L ENWRAZ UL £,

B AP AR VAFERIZ T 7T 4 TNBARZ AT v a SNET,

B TUT 4 TRHE LT 5E HASKU TIX B L7 AP B w7 > b & LT AP A TX 90 HMoh v v M ¥ o 2B L
FT.2ONT L MU T HEALTY,

B 90 HEIRET 5 & BB A v E—VOHNERBLET HHRSNATND AP 2852 Lidd v 8 A,
B HLOWLC A7 v 73258 <7 U v ZHE0 HASKU 28 AP Iy M & HE L £,

- HLWWLC @ AP &7 h23RID WLC £V b REWEE 90 BOW v 2 iX Uy h&hET,

- HLWWLC @ AP 17> FAHTO WLC £V H/hSWEH.90 HOA v 23Uy hSvEtA,

- AAYTFF—NR—BIZAP BT " ETIFAT-DICWLC 7ty N Z A = —0T S BRI OROB % ITHEE /R A >
t—UERRLET,

o RIEMFFEIBLIWAP v NI Y 7 — MERICHERE S U E T,
o 777 R FT7 /LD HASKU 21 hu—F TIX AP OB 22 L TV T £ 8 A

WO WLC ICHEZhZ AP h 7 b T4 B ARH 5

B S5/KATA B A BT FNEEHEZ L TWADTHNIZ.CL ZFEHLT.1 DO WLC A% 31 WLC & LTRETS
VERHYFETEREOE T a v EBHR), 2 0O4%EIE 5508 WLC 72 FICA T, A X 3L 1T 5 K 50 @ AP KA S
A ANKINZ Y £97,5520, WiSM2, 7500, 35 L T 8500 72 £ dfthod WLC (ZHIFIFIEIZH © £ A

B APAHUUF TABVARERIZIT I T4 TNBALZ U RAIZ T v aEdhET,

B A v FF—R—DPE HLNT 7T 47 WLCIIHIDT 7T 4 7 WLC DT A A v hEEHALTENEL.90 HOb
v NE T RBIBLET,

B B FVELTRESNTVDIWLCIZ A AR—LENTWLIMEDO T A AEEHET . T2 T 4 70O LIZT
AL ADOHEFHLET,

B 90 HEI WS 5 & BHBERA v — VO A EIE LET RSN TVD AP 2872 2 Li3d ) £H A,
B HLOWLC A7 v 73258 <7 U v 70 HASKU 28 AP vy M &HE L £,
- HLWWLC ® AP 17> FAHIO WLC KW b REWEHH .90 HOA U o213 By bShvET,
- HLVWWLC D AP 7> FREIO WLC £V b/hSWEE .90 HOA T #iT )y S EREA,
- NEVWAP AT Y FADAAL v FA—N—=D%H WLC A7 & v b & A < —(THifT ST R ORI % I B2 A v & —
VERRLET,
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N TRATEY T 4 (SSOV AL A K

PAR—FSNDHA PRy

12O WLC IZFH T A B A3 HY . H 9 120D WLC 12 HA SKU UDI & 7= 1E 7k A

T ARD D

B HASKU 2855 S 2T G 74 B 2R 2 FEIT L TCWBEFEDT 7T 4 7 WLC EHIDTRTII/R B L& AX A
WLC 12720 F3, FIL KA TA B A oy FERZRETZ L TOIUS.CLUREEFRAL T RKATA A T2k
ZEITLTCODBEEDOWLC Z o F Y 2=y b LTRETE T, Z DML 5508 WLC 7ZIFICEZN T, A X /8 A 104
Had DA% 50 O AP KA T A o ARMEIZ/2 D £97,5520, WiSM2, 7500, 3504 35 L TY 8500 72 X D> WLC Il H
ETh EEA,

B APHDUUN FARVAERIZ. T 7T 4 TDBAZ AL T vy vashET,

B A v FF—R—DBEE HLNT 7T 47T WLCIZIRIDT 7T 4 7 WLC DT AL A v MEEALTEMEL.90 HOb
T N EBBLET,

B 90 HMISEIM T 2 & BHER A v —V O ZRB LET HESNTWD AP 2875 2 L 13dH 0 A,
B OHLVWLC 37 v 75 & 7 U 7D HASKU 28 AP o > R &2 BUF L4,

- HLWWLC ® AP 17> FAHIO WLC KV b REWEHH.90 HOA v o213 By bShvET,

- HLWVWWLC D AP 77 FREIO WLC £V b/hSWEE 90 BOA U Z Ty hShFEEA,

- IPNEVAP AT DAL v FA=N=DHhS WLC A7t v b ZA = —I3HiT ST R ORE%ZICHE R A v E—
VaFRLET,

PAR—hrSDd HA FARr Y

JU—R75~87 THR—FENDH HA hAr Y

3500(Y U —=% 8.5)/5500/7500/8500 >V —X @ ha—

1. 2 5O WLC IOy 7Y =3y 75Tk — b (RP) #e, TLRMAEBLA =7 = A Z(RMD#ERETE T L EBS— h D = A O
Bl E T = v 7,

2. 2 50O WLC [ L2 BifEd RP 83t . RMI #55i CE T LB — F U = A OBZEFREMEZ T = v 7 R T—Z o ¥ —HNIZH
DAL B AT — 2B —IChBEERHY T,

3. VSS _TZ#HHpi STz 2 B0 5508,7500 F 7213 8500, 77 A~ Y WLC 728 1 5 6500 (2, A 31 WLC 236 95 1 5D
6500 (Z#H&ft,
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FAR—FSNDHA PRy

N 7 —Nw 7 RP e

X 1

77

Ny 7V —Ry 7 RP ik

RP 169.254.56.10 RP 168.254.56.11

Management |P|

Management IP
vy 9.5.56.2124

9.5.56.2 124

Core w1 955814
Layer #
i Het Stand-by
WLC WLC

Distribution
Layer

AP Subnet IP
9.564.0 /24

ZhF.arbte—=90Y) ) =273 THR— SN bR ERTTT,
REFMPM|E X =TT ITAT7 Ay E—VITNER—FPbRESNET,

RMI A % —T = ATEHY TRy hO—HE U TERSIN BT EEHY— U = A OBIEAREEZRET D720 H
SNET,

RTT BIEIXT 7 4/ b T80 S UM TY,RTT IL.100 ~ 400 X UM OFFH CTHREMRELRT—TT 747 XA ~—D 80% 1ZT
DYMENRH Y F9,

fEE A R R 1% 3%100 + 60 + v #— (12 S U) = ~ 400 S U

HE: FRRoOHEXT 3 1EF—77 74 7HATEE 100 1ExX—F T 747 X4 ~—_60 1%
3*10 + 3*10(¥°7~® 3 RMI ping + 7 — F 7 = A ~® 3 ping) T,

HARIE : 60 Mbps DL E
MTU: 1500

4<1 WLC DRE:

configure interface address management 9.5.56.2 255.255.255.0 9.5.56.1

configure interface address redundancy-management 9.5.56.10 peer-redundancy-management 9.5.56.11

configure redundancy unit primary

configure redundancy mode sso

A

r A& 234 WLC DFRE:

configure interface address management 9.5.56.3 255.255.255.0 9.5.56.1

configure interface address redundancy-management 9.5.56.11 peer-redundancy-management 9.5.56.10

configure redundancy unit secondary

configure redundancy mode sso
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NA TRXAZEVT ((SSO)EATA K

PAR—FSNDHA PRy

A < F & Ui RP k¢

2 AA vF &N L RP £

RP 169.254.56.10 RP 169.254.56.11
Management IP i 1 | Management IF
9.5.56.2 124 9.5.56.2/24
e s v w o Wi

Core 1Y
Layer RMI9.5.56.10 e RmI9.5.56.11

Primary ., iy Hot Stand-by

WLC - WLC
Distribution
Layer

AP Subnet IP
9.5.64.0 124

AP Subnat IP
9.5.64.0 24

T—=H e = F T AL v TFENLTENER— MERIZZ O bR e Y THR— N ET,

RERHB LOF—77 F A TIXLER— MEH,

RMI A % —T = ATEHY TRy hO—H5E U TERIN BT EEHY— b U = A OBIEAREEEZRET D720 H

SNET,

RTT %I XT 7 4 /L b T 80 X UM TT,RTT i£.100 ~ 400 I UM O#FHT

LHBERDHY T,

R R M RFRD I 3%100 + 60 + ¥ #— (12 T URP) = ~ 400

11
=
oH
&

IR - 60 Mbps Ll L

MTU: 1500

774 ~<Y WLC OFRE
configure interface address management 9.5.56.2 255.255.255.0 9.5.56.1

configure interface address redundancy-management 9.5.56.10 peer-redundancy-management 9.5.56.11

configure redundancy unit primary

configure redundancy mode sso

By b AZ A WLC DFRE
configure interface address management 9.5.56.3 255.255.255.0 9.5.56.1

configure interface address redundancy-management 9.5.56.11 peer-redundancy-management 9.5.56.10

configure redundancy unit secondary

configure redundancy mode sso

a

REFRERF—T T 747 2 A ~—D 80% |
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VSS ~ 7 ZHEkE S 4172 5508,7500 % 7213 8500

3 VSS T izHE S iz WLC

Cisco Catalyst VSS Pair

Cisco 5508 Standby
Cisco 5508

Cisco 5508

Catalyst
VSS Pair

PAR—RFEINFZWISM2 2 hr—F D HA FFRa Y

[fl— v — T ND WiSM2

4 H—I¥—INO WISM2

Single Chassis HA Setup

Slot B: Active WisM-2

— Slot 9: Mot Stand-By WISM-2

350708
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MOT ¥ —T WO WiISM2:L2 x> U =712 L 5 TT&K VLAN

5 L2Xy FU—2IZKDILE VLAN 2R L7- WiSM2 #&f5e

RMI 8.5.56.10 RMI 9.5.56.11
Managemant IP Management IP
9.5.562 124 & 9.5.56.2/24
Core
Layer Primary Hot Stand-by
WiISM-2 WisM-2
Distribution
Layer

AP Subnet IP
0.5.64.0 24

Cat6k TD WiSM2 A% E
wism service-vlan 192 (#—t % ;K— k VLAN)

wism redundancy-vlan 169 (JTLE A — F VLAN)
wism module 6 controller 1 allowed-vlan 24-38 (5 —# VLAN)

WiSM2 HA R CIILEF S h A,

43



N TRA T EY T 4 (SSO)EALA K
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BD> v —HNO WiSM2:VSS ~7

6 VSS 7 ZfEH L7 WiSM2 £

Virtual Switch System [VSS)

Switch-1 Switch-2
(W55 Active) (VS5 Standby)
| Controd Plana Active ‘ VEL | Contral Plane Standby ‘
| Data Plana Active ‘ m | Data Pland Acthié ‘
| FWSM Active ‘ FWSM Standby
WISM-Z Active WISM-I Backup g
X7 VSLYYZZNLTERENTZT 7T 4 TBEIORF 34 VSS T
* AP-1
3750 switch - L3 switch AP-2
(—
VSL link{L2) ~
between SUP v ™
Active WISM2 Stanchby WISM2 ‘

44



NA T RAZE YT 1 (SSO)HATA R

PAR—FSNDHA PRy

B 8 VSS T Z{HH L7z WiISM2 ¢

VSS D

=L
AX B

350713

Cormmand

PUpOES

Step1 |Swl 1fesafig) dredundancy

Entars regundancy oonfgumbion mode.

SbEp 2 [Switon-ltcanfigoredlt meds ss0

Confgunid SH0. Wresh Tid Command i§ need, Tob rbdundin] supardio enging i fHoaded Bnd beging  work in 550
O,

Stap3 [switcholicoatig-redli anit

Exits redundlancy configuraiion mode,

feeafig)§ rewbaprouting protosel
]

Enabies routing, which places the router in router configuration mode.

Step S |Ewiven-1tesarig-raurer) dnal

Enabies NSF operatons fof Tl fouling profocol.

350714

Step§ |Switchel(coafig=router) fand Exifs o privileged EXEC mode.
Spep T |Ewiteh-1d abew runsing-config ierfes that S50 and NSF an configuned and enabied.
SHpS |Suitonole abow redusdancy Statas Desplays e GPArEENG Medundancy Mmoo,
Command Purposa
Sbep 1 Gwiteh-1{caafigl i awitch wirtual demain 188 Confgures the vifual Swilch domain on Chasss A
Step 2 Switch=1{centig-va-domainli switeh 1 Confgures Chassis A o vinual swich numbar 1
For Chassis B config - Switch 2
Step 3 Bwiveh-1{eeafig-va-domaini i anit Exits corriig-va-camain.
Command Pu
Step 1 Sw licoafiglé interfece port-chasnel 10 ‘Configures pori channal 10 on Swiich 1,
Stap 2 Bulrel-lfeoafig-if19 switeh wirtual Llisk 1 Associaes Switch 1 as owner of por channal 10,
Step 3 Switck-1 [gon mo Ehutdswn ACtaS T porl channal
Sbep 4 Bwiteh-1cesatig-1014 aml Exits inerface configuration.
Command Purpose
Step 1 Switche{configld intarface port-channal 238 Configures port channel 30 on Swich 2,
Stapd Gwineh-2ieenfig-Lfi ¢ switeh virtual link 3 Assocines Switch 2 as owner of pon channal 20,
Step 3 2 o ¥ no abatdown ACtvains i pon channal.
Stip 4 Swireh-2 deanfig-11 0 anlt (B et COnBguialion made,
Command Purpose

Switcheli switch convert mods wirtual

Thé #1 a

(Converts Swilch 1 1o virual switch mode.
ARB you BT T COMmand, you and promated i confiem T acton. Enryes.
ke, 803 Sk he B 1 M RP Boamlash,

350715
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N

RV Y7 0Ty Y 7EIEE 80 X UMLTICT 2 RERH Y £,
TRV 7 O#ELE MTU 1% 1500 LA ETT,
JLR Y v 7 O EIEIT 60 Mops LA ETH 2 LENH Y £,

260y hu—JFIC L2 EERDH D L Vol JUEFR— MR AL v F &N L TER SN TV SH5E RP VLAN [FEBAR— b
DAA » FIZREINTZT 7B A VLAN 226467 5 LERH D 7,

L2 %y FU—ZRATER SN D 2 EEHDO Y v — D WiSM2 #5034 . lredundancy vlan | A& HLR — kD A A » FITi%
EINT=ZT 78 AVLAN 2 OEEASNDLERH D £,

TOTAT-T 0T 47 > VA %EET 5720 RP R— MERLEHR—-FD T 7 4 v Z7IZ BRDAL vF £y bl
Moz eam<HRLES,

VSS £y b7 v 7D WiSM2 ZELE T 5456, B 7 B AZ 180 MICERET 5 Z & AR L ET,

AP L7 547 NOIREED[EH

BT mIOary b= R8HAY Y b T v I TRTICRVET. T 7T 4 7 CHEME LR EIT TR CULRER— MM
TARAL N aviia—F SN ET, o Y —NVEGEN S AX 31 WLC O WLAN <) —b (X —T = A A H
<~ —%ZHERALET,

A TRATEVT DOy T v 7 TIH . UP Time X° Association UP time 72 8. 7 7 T 4 7 o hua—JB LA X 3L

a2 br—7 (Run REED AP D &) ICHEFF STV S AP @ CAPWAP OIRFEN. 77 7 47 v ha—IFnbAX L3 2
har—FJICAENET U TOFITIEWLC 1 A7 77 4 7THRETRy RV —27 Z#F L THEY WLC 2 23 A F /31 {REE
TTP 7747 arhn—9%F=F L THETWLC 2 TR F LA RETT A, E7Z AP D CAPWAP REEAHMERF L £,

WLC 1-> =2 Y — L5 :

(POD1-WLC) >show ap uptime

Humber of APs
Global AP User Hame Hot Configured
Elobal AP Dot1x User Hame Hot Configured

Ethernet HAC AP Up Time Association Up Time

POD1-AP1 H : 5 0 days, 83 h 45 m 58 s @ days, @8 h 24 m 11 s
POD1-AP2 zd3:cazh2:31: 0 days, 15 h &6 m 37 s QD days, B0 h 24 m 07 s

350687

777 47 WLC @ AP UP Time 3 XL (O® Association UP Time Z it L £4

WLC 2-> 22> Y — LB

(POD1-WLC-Standby) >show ap uptime

Humber of APs

Global AP User Hame ««« Mot Configured
Global AP Dotix User Mot Configured

AP Up Time Association Up Time

POD1-AP1 Gc:20:56:e1:50:09 @ days, 03 h &6 m 11 s D days, 80 h 2k m 24 s
POD1-AP2 bh:dI:ca:h2:31:57 O days, 1S h s m S50 s 0 days, 00 h 2k m 20 s

Z K234 WLC @ AP Up Time £ X % Association UP Time 287 7 7 4 7 WLC LR+ 20 E2EMR L £,
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3. RV T A T 2= VA —NR—=(T 7T 47 ar ba =D Ty val VAT A NT|FH) vy NREIAA v F A —3—) D
BE ARy NI =7 DB EEDTZD FA VLT b a~vwy RRUEEEA VI —T 2 A ANLAZ LN, av be—F (kb
NILER—MRATT 7747 2 b= bk0NET, 72—V AF—R— L. 77747 a ba—70 AP/V T4
T MDOEIZE-T2~360 S UMD EST. 77T 407 WLC ITEREEEZIIAAL v FF—"—DF A LI h a<v K
HAF N, A b =T CEETERWMALND Y T v v aDBBAELTEHEEIE.360 ~ 990 S UMY TV T7 47 av
fa—FD AP/ AT v FOEBIRREENT-XF—T T 74T A A~—IlE o TEDLVET . TI74NVIDXF—TT T4
T HA=—L100 S VBT, T 74/ RTTEBLEN 80 S UMUTTHSZ L 2R LET,

4. 7547 FSSOD—FRELT VI —=RATE T 7 IAT Vv b T—=F_R=2AHL ZAZ 34 WLC IZREHI &, A X g
WLC IZIZ Run REED 7 T4 7 b = MU BNHE L £,

WLC 1-> =2 Y — /L [Telnet/SSH #:ig: :

(POD1-MLE) »show client Summary

Humber of Clients

Humber of PHIPUS Clients
GLRMS
RLAMS

WLAHM Auth Pratocel Part Wired PHIPUG Role

59:38 POD1-APY 1 Asseciated 1 Yes B02.11n(% BHZ) 1 Ho Ho Lecal
20:e7:cFiecie?:50 POD1-AP2 1 Asseciated 2 Yes @02.11n(5 GHz) 1 Mo Ho Lecal

350689

{(POD1-WLC) >show client detail 28:e7:cf:ec:e9:50
Client HMAC Address 28:e7:cf:ec:e9:50
Client Username
Gh:d9:89:42:34:70
POD1-AP2
AP radio slot Id
Client State Associated
Access

Mot Supported
Gh:d9:89:42:34:7e
252 secs

Channel

IP Address 10.18.11.76
Gateway Address 10.18.11.1
Hetmask 255.255.255.0
IPvé Address feBb::2aeT:cFff:feec:e?50
Association Id

Authentication Algorithm Open System
Reason Code

Status Code

Session Timeout

Client CCX version

350690

IIGAT v = b VIET 7T 4 7 WLC ICIFEL £7,
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WLC 2-> =1 Y — L5 :

{POD1-MLC-Standby) »show client summary

Humber of CliemtS....cccecsnnsancnsancnsnnansnnns

Humber of PHIPUE Clients

GLAM/S
RLANKS
Flot Status WLAN Auth Protecol Port Wired PHIPUS Role
"1 dssoclated 1 Yes 82.11n(S 6Nz} 1 We  Me  Local -
Associated 2 Yes 802.11a({5 EHZ) 1 Ha Ha Local %
(POD1-WLC-Standby) >show client detail 28:e7:cf:ec:e9:50
Client MAC Address 28:e7:cfzec:e9:50
Client Username
« Gh:d9:89:42:34:70
POD1-AP2
A radls sleot Id...cccsccccnansnssssnsnnnnnnsnnnna 1
Client State Associated
Client HAC D0B State Access
Wireless LAN Id......ccccccvcccacsnansnsansnanans &
Not Supported
Gh:d9:89:482:34:7e
262 secs
IP AdDress....ccceccscccacsssssnsssssssansssnnnss 10.10.11.76
Gateway Address 10.10.11.1
Netmask 255.255.255.0
IPub Address fedb::2ae7:cFFF:Feec:e950
Association Id
Authentication Algorithm...........cccvveeeee--.. Open System
Reason Code
Status Code
Session Timeout o
Client CCX version No CCX support %

IIGAT s = FUIEAF 3 WLC IZIEELET,
5, PMK ¥ viab 2B50ary ha—SBTRBENET,

WLC 1:

(FOD1-MWLE) »show pmk-cache all
Humber of PHE Cache Emntries: 2

PHR-CCEH Cache

Entry
Statiom LifFetime ULAH Override IPF Dverride Audit-Session=ID

To:de:e2:0ecce:05 83725
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WLC 2:

(POD1-WLE-5tandby) >show pek-cache all
2

Mumber of PHN Cache Entries:

PHE-CCEKH Cache
Entry

Type Station Lifetime ULAH Dverride IF Deerride Audit-Session-1D

L ETF-T
83T

28:eT:cFiecie
Ti:de:eZ:le:ce:

50

7 x—)LF—"— Tt X
1. 7277 47 2> hu—7 Credundancy force-switchover =~ > KRBT LET, ZDa~vy ReRITTHE. 77747 2
YR —=FNYT—RLTREZ LN, ar bva—FB Ry NV &5 EMIFEIIAS v F A —"—RN I T —IET, 2
DG T 77T 47 WLC @ Run REED 7 Z 4 7 > MIGRFHER S EH A, =+ R save config 7° redundancy

force-switchover =t~ > FORNZFEITENE T,

WLC 1-> =t Y — )L#5ke:

(POD1-WLC) >redundancy Force-switchover

Warning: Saving configuration change causes all the configurations to be saved om flash.

If this is mot what you intend to do, do not type "y’

The system has unsaved changes.
Would you like to save them now? (yY/H) y

Configuration Saved!Restarting system.

WLC 2-> @ Y — LB

[FOD1-WLE-Standby) >

HA completed successfully, WLLC switch over detection time :

(POD1-WLE) »>show client detail 28:e7:cf:ec:e®:50
Client MAC Address

Client Username ...

AP HAC Address.

AP radio slot Id.
Client State..
Client HAC DDB State
Wireless LAN Id
Hotspot (802.11a)

Connected For
Channel

IP Address..
Eateway Address

IPvé Address..
Association Id
Authentication Algorithm
Reason Code....
Status Code.
Session Timeout..
Client CCX wersion

FoEmx Yy S Fr TS NOELEERLET,

below.

350695

2 msec and APs switch ower time : 0 msec

28:e7:cfF:ec:ze9:50
Hin
Gh:d9@R:82:35:70
POD1-AP2

1

Associated

ACCESS

2

Hot Supported
Bh:dP:E9:82:34:Te
284 secs

149

10.10.11.76
10.10.11.1
255.255.255.0
fedb::2ae?:cFFF:Feec:e?Sh
1

Open System

1

[ ]

1800

0606

Ho CCX support

35
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WLC 2-> =1 Y — L5 :

(POD1-WLC) >show ap uptime

Configured
Hat Configured

Ethernet MAC

POD1-AP1 6c:20:5 9

POD1-AP2

B days, 83 h 57 m 13 s
bh:d3:ca:h2:31:57 0 days, 15 h 57 m 52 s

L ETTE
D days, BB h 35 m 22 5

fAssociation Up Time

a5 m 26 5

350697

MINIA L A TAAL v TF A —N—1RIZT 7T 4 7172 -7 WLC 2 T AP CAPWAP State %1l L £ 3, AP Up Time 35 &

* Association Up Time 1Z#E57 <41, AP 1% Discovery {REEICZ2 D £HA T LT,

2. F A v TFA=RN=DBEREND LETDT TAT v MERIC

bEELET. 74T b

\mquﬁ¢&%E§*LjfffAJ

AA o FH—N—FOEHRI FAT 2 "B — R U zA IPT7 RUAELEFEHIP T KLU A~O ping 13, 5/ hOBRERLET,

bytez=32 time{ims TTL=127%
bytes=32 timnedins TTL=127
hytes=32 time{ins TIL=127
hytez=32 timed{ims TTL=127
bytez=32 timedimnz TTL=127
hytes=32 time{ins TTL=127
hytez=32 timed{imsz TTL=127
bytez=32 time{ilms TTL=127%
bytes=32 time{ins TIL=127
bytes=32 timnedins TTL=127
hytez=32 timed{ims TTL=127
hytez=32 timedimns TTL=127
hytes=32 timedins TTL=127
hytes=32 tine-139ns TTL=127
bytez=32 time{lms TTL=127
bytes=32 time{imns TIL=127
bytes=32 timnedins TTL=127
hytes=32 timed{ims TTL=127
hytez=32 time=50mz TTL=127
bytez=32 timedimns TTL=127
hytes=32 time{ins TTL=127
bytez=32 time{imsz TTL=127
bytez=32 time{ims TTL=127%
bytes=32 timnedins TTL=127
R hytes=32 time{ins TIL=127
[Reply from 18.18. hytez=32 timed{ims TTL=127
R from 18.18. bytez=32 timedimnz TTL=127

Ping statistics for 18.18.18.2:
Packets: Sent = 63, Received = 63, Lost = B (B loss),

] NN
BE UE A% BE BB 46 94 B3 KB 48 53 B #6 90 B3 KR OF 88 B8 BE UK B0 BE OF 48 B BE

2
=
-
<
"
3
.
'

o e e e e e e e e e e ek
SOOI
h
T2 D B 0 0 50 0 13 0 B B B a3 12 B 0 B B3 3 3 13 B B B

L-=3

ipproximate round trip times in milli-seconds: g

Hinimum = Bms,. Maximum = 13%ms,. Average = 3Ims ]
leply from 18.18.18.1: bytez=32 timed{imz TTL=255%
Reply from 18.18.18.1: bhytes=32 timedims TTL=255
Reply from 18.10.108.1: hytes=32 time{ims TTL=255
Reply from 18.18.18.1: hytes=32 timedims TTL=255
Reply from 18.18.18.1: hytes=32 timedims TTL=255
leply from 18.10.18.1: bytes=32 time=3ms TTL=255
Reply from 18.18.18.1: bhytes=32 time<lms TTL=255
Reply from 18.10.108.1: hytes=32 time{ims TTL=255
Reply from 18.18.18.1: bhytes=32 time=lms TTL=255
Reply From 18.18.18.1: bytes=32 timed{ims TTL=255
leply from 18.10.18.1: bytes=32 time{ims TTL=255
Reply from 18.18.18.1: hytes=32 time<lms TTL=255
Reply from 18.18.18.1: bytes=32 time{ims TTL=255
Reply from 18.18.18.1: bytes=32 timedims TTL=255
Reply from 18.10.18.1: hytes=32 time{lms TTL=255
leply from 18.18.18.1: bytes=32 timed{lmz TTL=255
Reply from 18.18.18.1: bhytes=32 timedims TTL=255
leply from 18.10.18.1: bytes=32 timed{ims TTL=255
Reply from 18.18.18.1: hytes=32 time=2Zms TTL=255
Reply from 18.108.18.1: bytes=32 timed{ims TTL=255
eply from 1A.18.18.1: bytes=32 time=3ms TTL=255
Reply from 18.18.18.1: hytes=32 timedlms TTL=255

Ping statistiecs Fﬂr i8.18.1@8.1:

Packets: Sent = 49, Received = 49, Lost = 8 (8% loss). |3

Approximate round trip times in milli- secnnds- =

Minimum = Bms,. Maximum = 18ms. Average = Bms "]
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3. WEMAT =4 2ADF = v 7 Jik
WLC 1 -> 2> YV — )V Ca~ > N show redundancy summary % %17 :

WLC 2 -> =2 Y —/L§f5# T2~ | show redundancy summary % %77 :

(POD1-WLE) >show redundancy summary
Redundancy Mode = S50 EMABLED
Local State = ACTIVE
Peer State = STAHDBY HOT
Unit = Secondary - HA SKU (Inherited AP License Count = &2)
Unit ID = ED:2F:6D:SCIEE:AD
Redundancy State = S50 (Both AP and Client 550)
Hobility MWAC = E0:2F:6D:5C:FR:40

Average Redundancy Peer Reachability Latency = 26860 usecs
fAverage Hanagement Gateway Reachability Latency = 751 usecs

10.10.10.11
. 10.10.10.10
172.16.10.11
172.16.10.10

Redundancy Hanagement IP Address
Peer Redundancy Hanagement IP Address
Redundancy Port IP Address....

Peer Redundancy Port IP Address.
Peer Service Port IP Address

Switchover History[1]:
Previous Active = 10.18.108.10, Current Active = 10.10.10.11
Switchover Reason = User initiated, Switchover Time = Wed Apr 3 02:801:21 2013

WLC 2 -> [Monitor] > [Redundancy] > [Summary] £ 7V v 7.

MONITOR  WLAMs GCONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBAC
R

Summary

Paar Sarvica Past Ip

0.0.0.0

Lacal State ACTIVE
Access P t
G o ke d Paer State STANDEY HOT
Gico Cissnaire Unit Sacandary - HA SKU (Inharitad AP Licanse Count = £2)
b Staistics Unit 1d EO!2F 16D 1SCIEEIAD
> COP Redundancsy State S50 (Both AP an. r
* Rogues Maintanance Mada Dizablad
=
Redundancy Maintanance Causa Disabled
L Avarage Radundancy
Paar Reschability 1394
Clients Latency (usecs]
Sleeping Clients 5143
i Latency{usecs)
.
fulticast sdundancy R TR
Applications BN ar:
Paar Redundancy 10.10.10.10
Managerment
Redundancy pam Ip 172, 16.10.11
:‘;or Redundancy part 172.16.10.10

350702

4. BUEDT 77 4 7 WLC ~DIRHI 7R A A » FA— =Bl L £,

TIA4~) 2=y P LTRESNIZWLC BT 7T 4 71D BW o H Y 2=y FE LTRESN/IZWLC 2 iTAy b A
ZUNARREBICIRDLENRH Y FT,
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WLC 2:

(POD1-WLC) >redundancy Force-switchover

Warning: Saving configuration change causes all the configurations te be saved om flash.
If this is not what you intend to do, do not type "y' below.

The system has unsaved changes.

Would you like te save them now? (y/H) u

Configuration Saved!Restarting system.

WLC 1: AA v F 4 —_"—1%IZWLC 1 Dua— G NWRENT 7T 47 2=y b T ITA< VIR TWDLZ L 2R LET,

{POD1-WLE) >show redumdancy summary
Redundancy Hode = S50 EMABLED
Local State = AETIVE
Peer State = STANDEY HOT
Unit = Frimary
Unit ID = ER:2FréD:SCiFOIND
Redundancy State = 550 (Both AP and Elient 550)
Hobility HAC = ER:2F:4D:SC:FO:40
Hanagement Bateway Failower = EMABLED {Hanagememt EW failower would be operatismal in Few moments)
Link Encryptiom = DISABLED

Bedundancy Hanagement IP Address 10.10.10.10
Peer Bedundancy Hanagement IP Address.. eea 10.10.10.11
Redundancy Port IPF Address een 169.254.10.10
Peer Redundancy Port IP Address........ «ee 169.25H.10.11
Feer Serwvice Port IF address

Ay FA—=N—JREEZER L ET WLC (Z,10 BID AL v FA— —@BEZFIR L & bIThRFLET,

Switchover History[1]:
Previous Active = 10.10.10.10, Current Active = 10.10.10.11

Switchover Reason = User initiated, Switchover Time = Wed Apr 3 02:01:21 2013

350705

7747~ SSO OEYE & HlER

F—ERAB IO —ERCEEFT DN —E R T =B LN RNAAS VAT —F =AM 5785 Bonjour #1473 v
I TR ARAR AR SN ET,

RUNREEICH D7 FA T v "NEFW. TV T 4 T EAZ LA DO WLC B CRSNET. 79472 FSSO .2 hr—37F
OBSEM T fjoin 7w AICHDE I FTAT v DOV — AL ARBEBAVHR— b LETABBEED Y 54T MIAL vF
TN — DB SN, 2> b — T ICHE join TALENRH Y 3,

7547 v FA Run REEIZ W A AR A F v 35 LT NAC OOB [T HHR— S FE A,

D U —% 8.2.111.0 TIE.WGB 3 L 0 WGB IZ B 5TV 52 T4 T2 NI/ T4 T2 | SSOIC LY AF— k74T
A g FA—SN—LET,

CCX X—=R 77U r—va NI AL v FA—N"—RICHERGT 5UNERH Y 9,
FLWEREY 7 4 TR — S TWERA,

7747 OfEHERIZFRM S hEE A,
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N TRATEY T 4 (SSO)BAHA K

VU —=R28.0DNA TXATEVT 4

B  PMIPv6 . NBAR.SIP 2% 7 v 27 CAC ¥ U — IR &9 .SSO #%ICHSET 20BN H Y £,
B OEAP(600) 7 A4 72 MIV¥HA—hrENEHA,
B Ry VT 7T7A4T 2 M SSO “ICHEREMTAIMLERDH Y 77,
B TS RE— FFHEEIAZ N, arv bu—F CHBIRHIENEEA,
B APBIOZ IAT Y POREFRIZAZ A avybe—FZRYPENT Ky N AN TI77 47 arbe—F|Z
Tpole b ZITHFEENRMETT,
B RUV—TWREDOITAT v MERIZAZ A v bae—F /M SNERTA,
B NBARHMEHEMITE A XY av be—JICR#EnEEA,
B X AT47 70774007 T3 Z) ariba—JIZ/AEINR2NWED. 7 TAT 2 MIAL v FA—"—%ITH
Eoury AU TENET,
B ROFIZ.MAP & RAP T? w.rt SSO O#ifEEZ R LE 7,
AP SSO 7L Tk
SSO
RAP FHR—rHD PaR— b xf%sk
Map RV R—F PAR— e gsh

VU —2 80D N TRATEYF 4

VU —R8.0 TiE.NA TRA T T oLy PRIEB L UOSEINTWVET, 2OtE T 73 U TIXIROBEEETRILIZ DUV THL

v EFET,

B  Bulk Sync A7 —% &

B HA TH{bI N7 Ny 7L H A

B REARERX—TTIAT X A~—|) b TA LETMBEL A ~—fH
B Peer RMIICMP ping % UDP 2 vt —IZ4H

B XHANAWLC DALY TTADALTF A E—R

B F7FNVN S U= QOEFEAREOT = v 7 RO

B HA ST RRGE

JU—R8.0 DA T_AFEVT £ TIESSO ZHMZITHRD LD RHHEEEHHEAINTHET,
B PN DHCP #— N2k 5 SSO xfih= v hr—F7 OHF— |

B AP RO CAC it o [FH

B XJ—TREDI T4 T MERED SSO HAR— K

B OEAP 600 AP ® SSO #&K— k

HE:V V=2 8.0 LETIXARERAL v FA—_—%BT D7D RMI B L OEIRA & —T = A RA& T & THHTT 2 BN
HYEF,
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PERETRIL & U

Bulk Sync A7 —% &

BEa > b —7 X . Bulk Sync HENBMBEINTH. FDORET 2RT b O M L4 L EWA,Bulk Sync Z#EiR7 5 FEIL, = —V
WCEBEREARAZ N WLC IZRMI SN FA4 T v O EFETT = v 7 75 HEOHTT, ZOMRED—TE LT AZ v
234 WLC DOREIFFIC Bulk Sync D AT —& Z (AP &£ 27 S A4 7 v MABIOWM 7)) R Z D720 D A B = X AP EMHENTWET,

[Controller] > [Redundancy] > [Summary] ® T2, [BulkSync Status] & FEIENDH LW 7 —/L KA GUI & L GEIMER TWET,

ZDT 4=V RIZ AKX 34 WLC ~DO—fEEHIDO AT —F A% 7R L, AT —#% A1 Pending/In-progress/Complete O 9 11
W70 E9,

X 9 BulkSync Status GUI

vl

CISCO MONITOR WLANs CONTROLLER WIRELESS
Monitor Redundancy Summary
STy Local State ACTIVE
¥ Access Points Peer State STANDEY HOT
b Cisco CleanAir Unit Primary
b Statistics Unit Id 6C:20:56:64:89:A0
» CDP Redundancy State S50
b Rogues Maintenance Mode Disabled
~ Redundancy Maintenance Cause Disabled
Statictics Average Redundancy Peer
Summary Reachability Latency 450
Detail (usecs)
Average Management
Clients Gateway Reachability 2094

Latency{usecs)
Sleeping Clients T

BulkSync Status
Multicast

Applications
Lecal Profiling

F72.CLI 2> K show redundancy summary DH/JIIZH AX LA av ba—F DTV 7 HdE Bulk Sync A7 — 4 AR
FRENET, AT —Z AL LU TFIZRT L 512 Pending/In-progress/Complete DWW niz7z ) £97,

RH R Ay ba—FOEE T BulkSync 2T —# %211 [Pending] £ FoRENET,
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X 10 BulkSync Status:Pending

{(Cisco Controller) »show redundancy summary
Redundancy Mode = 550 EMABLED
Local State = ACTIVE
Peer State = UNKHOWN - Communication Down
Unit = Primary
Unit ID = 6C:20:56:64:B9:A0
Redundancy State = Mon Redundant

Mobility MAC = 6C:20:56:64:B9:A0
Eulﬁ!ync !¥3E05 - Fena!ni l

ABNA A b —FNT— K T v 7 FTatRE%ET L, —fEREBHEGEIND & AT —% A [In-Progress] (24 0 £7,

BEBTTT

X 11 BulkSync Status:In-Progress

(Cisco Controller) >
Blocked: Configurations blocked as standby WLC is still booting up.
You will be notified once configurations are Unblocked

Unblocked: Configurations are allowed now...

{Cisco Controller) »show redundancy summary
Redundancy Mode = S50 EMABLED
Local State = ACTIVE
Peer State = STANDBY HOT
Unit = Primary
Unit ID = 6C:20:56:64:B9:A0
Redundancy State = S50
Mobility MAC = 6C:20:56:64:B9:A0
HulkSgnc STatus = In-Frogress
Average Redundancy Peer Reachab y Latency = 0 usecs
Average Management Gateway Reachability Latency = 5802 usecs

—FEREE 7 ot 2085 T 95 & BulkSync %5 — % %3 [Complete] (225 v £7,

X 12 BulkSync Status:Complete

(Cisco Controller) >show redundancy summary
Redundancy Mode = 5SSO0 EMABLED
Local State = ACTIVE
Peer State = STANDBY HOT
Unit = Primary
Unit ID = 6C:20:56:64:B9:R0
Redundancy State = S50
Mobility MAC = 6C:20:56:64:B9:A0
BULKSYNnC 3Tatus = Complete
Average Redundancy Peer Reachab y Latency = 459 usecs
Average Management Gateway Reachability Latency = 4520 usecs
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debug/show =1~ > K DORERETRAL

HA TRy P U =27 MEIE LWL 912 25 ECHEREE 2 K237 ,SS0 DR RT, XL LD R T AR v 7 2Dk

DN ZET Ny T TEDINE I N HEZEPNDY £7,

WO LET 2 OFEE#RS [Monitor] > [Redundancy] > [Statistics] ® FICFEREND L H TRV £ LT,

b.

X 13

All

Infra

Transport
Keep-Alive
GW-Reachability

Config-Sync

Redundancy Statistics ® GUI

Monitor

Summary
¥ Access Points
F Cisco CleanAir
F Statistics
» CDP
F Rogues

* Redundancy
Statistics
Summary
Detail

Clients

Sleeping Clients
Multicast
Applications
Lecal Profiling

Redundancy Statistics

clientID
RF_INTERNA
clientiD -
SIM_INTERFACE_COMPONENT
clientID = 25 cdlientSeq =

69 CHKPT RF

clientlD = 35 dlientSeq = 177
History RF Clignt

clientID = 4100 clientSeq = 272
RF_CAPWAP client

| clientID = 4101 clientSeq =

Sanity Counters

Sanity Messages succefully sent 78051
Sanity Messages failed to send 0
Sanity Messages received from peer 155432

Transport Counters

Number of messages in the hold Quewe 0

Application mesage Max Size 6020
IPC message Max Size 6120
Time to hold IPC messages 100
IPC sequence number in the TX side 125
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Infra #EHEHFERITIZ K 14(57 X=)RTEIICRF 2 9472 FOFEMERE S =T 4 B U ERFRENET,

X 14 Redundancy Statistics:Infra

CISCO MONITOR WLANs CONTROLLER WIRELESS
Monitor Redundancy Statistics
Summary
» Access Points Category Infr2 2| dp—
¥ Cisco CleanAir
b Statistics
RF Client brief
> CDP
clientiD = 0 clientSeq= 0
¢ Rogues RF_INTERNAL_MSG
clientID = 4105 clientSeq= 1
* Redundancy SIM_INTERFACE_COMPONENT
Statistics clientiD = 25 clientSeq =
Summary 69 CHKPT RF
Detail c]ientID = _35 clientSeq = 177
History RF Client
Clients clientlD = 4100 clientSeq = 272
RF_CAPWAP client
Sleeping Clients | clientlD = 4101 clientSeq =
Multicast
Sanity Counters
Applications

Sanity Messages succefully sent 78108
Sanity Messages failed to send 0
Sanity Messages received from peer 155546

Local Profiling
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IX| 15 Redundancy Statistics: Transport

CISCO MONITOR WLANs CONTROLLER WIRELESS
Monitor Redundancy Statistics
Summary
F Access Points Category | Transport : I
} Cisco CleanAir '
b Statistics
} CDP Transport Counters
*F Rogues Number of messages in the hold Queve 0
i M, i 2
Statistics e piLi—
Summary Time to hold IPC messages 100
Detail IPC sequence number in the TX side 131
IPC sequence number in the RX side 1]
Clients PC
sequence number mismatches({Low) 0
Sleeping Clients IPC sequence number mismatches(high) 0
Multicast

A= R E= R TRy ZITE AN P E= ROREA N b o= BB hOBRA XY b B RO LIl L0 T 7 va
YHREENET,

58



N TRATEY T 4 (SSO)BAHA K

JY—Z 80 DA TRALFEYF 4

IX| 16 Redundancy Statistics:Keep-Alive

N IHIE

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Monitor Redundancy Statistics
Summary
¥ Access Points Category | Keep-Alive : —
F Cisco CleanAir
b Statistics
Keepalive Counters
b COP
Keep Alive Request Received 772
* Rogues Keep Alive Request Received 78
~ Redundancy Keep Alive Request Sent 78
Statistics Keep Alive Response Sent 772
Summary Keep Alive Requests failed to send 0
Detall Keep Alive Responses to failed to send 0
Clients MNumber of times two Keepalives are lost consecutively 0
Slesping Cllents Network Latencies (RTT) for the Peer Reachability in microsee
Multicast Peer Reachability Latency usecs
Applications 1 526
Local Profiling 2 B13
3 777
4 466
s 465
6 467
7 463
8 467
9 474
10 484 ﬁ

HA S AT A3 1y b T —27 OEIEEZEET 72D EBS— b U = A OBEAREME AR L £4,
ABUNRNAL A ha—FTIETIT 47 arba—53 L RAZ ", ar ha—FDF— MU = A OFERIRENEICBNES 54 R

DTNy 7 ENENOBRBIRE, B IO DIERICESHNTHTONET 7 v a v shEd . 727747 ar he—7TL7
7747 WLC ®F — FU = A ~OBFEFREMO H 3 W SIVET,
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IX| 17 Redundancy Statistics: GW-Reachability

cisco

MONITOR WLANs CONTROLLER WIRELESS

SECURITY  MAMAGEMENT

Monitor

Summary
b Access Points
b Cisco CleanAir
b Statistics
» CDP
¥ Rogues

* Redundancy
Statistics
Summary
Detail

Clients

Sleeping Clients
Multicast
Applications
Local Profiling

Redundancy Statistics

Category | GW-Reschabiry | ==

Gw Reachability Counters

Gw Pings Succesfully sent 785
Gw Pings Failed to send o
Gw Responses Received 785

Current consecutive Gw Responses Lost 0
High Water Mark of Gw Responses Lost 1

Network Latencies (RTT) for the Management Gateway Reachability in microsec

Gateway Reachability Latency usecs
2678
2250
1566
1552
1279
905
2078
2003
1704
1383

O om s A R W e

[
=]

]

X 18 Redundancy Statistics: Config-Sync

CIs5co

MONITOR WLANs CONTROLLER

WIRELESS

SECURITY

Monitor

Summary
b Access Points
¥ Cisco CleanAir
F Statistics
k CDOP
¥ Rogues

* Redundancy
Statistics
Summary
Detail

Clients

Redundancy Statistics

3| p—

Category Config-Sync

Config Sync Counter

Usmdb Functions sent for Sync
Failed sync for Usmdb Sync

78

UsmDbs which failed te sync from Active to Standby

Index Failed UsmDb
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Z ORERED 7= 12 ¥k debug/show CLI =< RAAEA SN TWET,

1.

2.

11.

12.

13.

14.

15

debug redundancy infra detail/errors/event

debug redundancy transport detail/errors/events/packet

. debug redundancy keepalive detail/errors/events

. debug redundancy gw-reachability detail/errors/events
. debug redundancy config-sync errors/events/detail

. debug redundancy ap-sync errors/events/detail

. debug redundancy client-sync errors/events/detail

. debug redundancy mobility events/errors/detail

. show redundancy infra statistics

. show redundancy transport statistics

show redundancy keepalive statistics

show redundancy gw-reachability statistics
show redundancy config-sync statistics
show redundancy ap-sync statistics

show redundancy client-sync statistics

RIEFBERX—TT 74 T L ETRED/NNT A —X
AR DB NRI T LRI D 2y BT =7 OBIEICK LT 270D . % =TT T4 T NRITRA—=H L TR /XT A —Z DBEREAREIC
RO ELI, ZCOBRERILICED . 77T 47 a2 ha—F L AXZ NS, ay ha—FBO7 x— VA —N"—% ) H—F 5 F—
TT A TORKBERECEDIICRVE L TR ETRRBIA~—X—TTI747 ¥4 ~—bJAWVHEHE Y FR— T3
2O EEINTVET,

KOF LW CLL 2= > FABEMENTEY 3~ 10 OFPHATILRF—T7 747 U F I DREBEZRETE £,

19 redundancy retries CLI =< F

(Cisco Controller) >»config redundancy retries 7

eep-alive-retry Configure the keep-alive retr

gateway-retry Configure the gateway retry count values between 6 to 12
(Cisco Controller) »config redundancy retries keep-alive-retry ? dp———

{retry count? Configures Keep-alive retry count between 3 and 10 3

count between 3 and 10

X =TT ITAT XA ~—DIIFED CLI 2~ K config redundancy timer keep-alive-timer 7% 100 ~ 1000 X VD F—77
FTAT FA~v—% Y FR— b THLIEEINTNET,

VT HRBES A ~—DOFFFED CLI =< K config redundancy timer peer-search-timer 7 60 ~ 300 RO ETHRBEZ A ~—% W
A= T EEICEEINTVET,
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X 20 redundancy timer CLI =~ K

’cl‘.sco Controller) >config redundancy timer 7 I

onfigure the keep-alive timer in milli seconds between 188 and

of 50. ——

onfigure the peer search timer in seconds between 60 and 300.

‘.\

n nultip

KEgp-alive-Tiner

shaveEd

TTR¥F =77 747 UV s T AEEFRT DO RO CLIBREASHLTHVET,

X 21 show redundancy retries CLI =<2 F

(Cisco Controller) >show redundancy retries Keep-alive-retry

Keep Alive Retries t hy

2627BA

VT RBAA~—BIORF—TT 74 T XA ~—E%FK T 521, show redundancy timers I~ RZfEif L E7,

X 22 show redundancy timers CLI =<~ K

(Cisco Controller) »>show redundancy timers peer-search-timer

Peer Search Timer : 300 secs <+

(Cisco Controller) »show redundancy timers Keep-alive-timer

Keep Alive Timer : 500 RSECS

A2 TED

=TT IATHELEETRRIA LT U MEEF T DT, show redundancy detail I~ R&FHLE9,
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X 23 show redundancy detail CLI =<~ F

(Cisco Controller) »show redundancy detail ?

(Cisco Controller) »show redundancy detail

Redundancy Management IP Address............ceea- 9.5.56.10
Peer Redundancy Management IP Address............ 92.5.56.11
Redundancy Port IP Address........ccececeneccnsnas 169.254.56.10

Peer Redundancy Port IP Address...........cc00:-.. 169.254.56.11
Peer Service Port IP AdAress.........cceveeeeea.. 0.0.0.0

eep Alive Timeout 500 msecs
Peer Search Timeout 300 secs
Humber of ROULES...cciciccccsnnsancnsnsssnssnnnns [}
Destination Metwork Hetmask Gateway
B
(Cisco Controller) }I 7]

Configuration] <— Y5 F R TE 9,

24 TEHEDO o — N VEED GUI

Controller Global Configuration
General :
Redundancy Mgmt Ip 1 9.5.56.10
Inventory o
Peer Redundancy Mgmt Ip 9.5.56.11
Interfaces
Redundancy port Ip 169.254.56.10
Interface Groups
Peer Redundancy port Ip 169.254.56.11
Multicast
Redundant Unit Primary
P Network Routes
Maobility Mac Address 6C:20:56:64:89:A0
* Redund
oy Keep Alive Timer (100 - 1000)-% 4 milliseconds
Global Configuration
Par Natwork Hosibs Keep Alive Retries (3 - 10)%
F Internal DHCP Server Peer Search Timer (60 - 300)

¥ Mobility Management
Ports Service Port Peer Ip 0.0.0.0
P NTP Service Port Peer Netmask 0.0.0.0

BT
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Peer RMI ICMP ping % UDP * vt —ICA W

YUY —2Z8.0FTIiE BT WLC O/ — b — M OFEFRIC  TURMEEBA V¥ —7 =4 ZAD ICMP ping AMEHINET, VU —28.0
TlE, Z O¥ReD—¥ & LT ICMP ping 73 UDP X v E— I IZER I TWHET,

TAUTIR ROBERIC L D FLERH Y F3,
B ICMP ping /S MMIBRAE LB SN D TN B 5.
B AL IPOF A ABMICH B & ping 1 BIEET B AHEMED B 5,

RERAAL v FF—N—%RETHT-DIC RM BXOEBA X —T A A X TN TH52 288D LET RMI L&A
B =T 2 ADHX L 71E, VY —2 8.0 TlEWLC %2 SSO £— R T_T U I AT EICRY £ L,

2B N WLC DA T FTA DA LT F A F— K (MTC)

VY)—RZAB8O0 ETIH AX AN, av ba—IRIF T3V N = T =A 1 F7203TET RPI~OBEAREMEZ LS L av b —
FITEEE L CREITICFORMAETHER L MTC E— REBBLET, ZOMETIZ. 20Xk x5 — S F UANEELTH AL
VA WLC IZFEEE S (A7 T4 (FD) ICTMTC E— REZBBLET BT RP EF 740 b F— F U = A OEEFRENE
NEETDHE VY —27.6 THEAINZ MTC E— FABIEEA I =X AN WLC #FHEEBI L. 777 47 WLC &7V 7 L%
T IDAN=ZALT AL N, WLC TORFEITENET. T/ T 47 ar ba—J05AEELD LT MTC T— F&Bthd 501
WCHRE L ET,

TN =T A OEEAREVE DT = v 7 BERED (L

COBRERILICE D S — U = A (GW) DB[ERTRENTF = v 7 A = ALITRARH A RS 2 X ) ICETFSh TnET, £ =
U hur—F ORI — b A OBEFMRET = v 7 2 FTT DA I bIREREICEFE SN TWET,

VU —280FTIEHKEORIT T — 3 U HFIZIGW BIERRENETF = v 7 INET SN TVWE L, Y UV —2 8.0 BXOZENLIKE
TR EHOR I =—2 3 UHIZIETSNT HA RXTRENT T LTho I ET,

FILRHEDAAL v FN—ZFHED L— hTICMP ping /37 » FDOflIROCHIENAE T D Z EDRHERINTWET BHENE MY
H—=42 20X 5 R EERES 5 72 D12 8 LWERETIE ICMP ping OETZT TAL v FF—"—DET2HW L2V XL i
ROFELZ. 0Ty 7 OEFIZEY 6 [BEFE LT ping BMEFES D & ARP ERBS GWIP 7 RLAZEFEENE T, ZOER~D
BRI 5 & GW IFRIZERTRE & s s nE T,

B HA X7 R E

BEIZHA OST Y 7 Fav AT 7T 4 TIAZ A DREINIRESL L T 27T 47 WLC )H A% 234 WLC IZT0E
R—FE2MN L CHRENPFRMENE T RENLBRL LA A Z Y WLC IZ XML OR—EERE L. T 7T 47 arba—I0nb
BEEF T m—FLTH)—EY = LET.EH &Y WLC 1L BB E 7= % OWRIE Y 7' — N RE & BEMEE L7~
FETXML DR =8N 2N L Z2RE L A Z 31 WLC & U THERET 2 & 9 ICAW B 26T L £,

Z OERERRILIC X 0 XML @I LR O XML ORRGEERNC. T 7T 4 753y hu—I b AR UL bary hu—J
EEEINFET, 2NICEY MMOEY 2 — LFEEUHEENTWARWED s U 7 — FORDRAT v IR b R e L
TT7 75 47 WLC & 2% 34 WLC O_TRENEHEILENET,

UTO7—=F v Zhnbpinnd X 50 XML DS A Z 34 WLC DU 77— F b EENTVERA,
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¥ 25 ZF AL WLC DT — T oS uas

Starting Management Frame Protection: ok

Starting Certificate Database: ok

Starting UPH Services: ok

Starting DHS Services: ok

Starting Licensing Services: ok

Starting Redundancy: Starting Peer Search Timer of 300 seconds

Initiate Role Megotiation Message to peer

Found the Peer. Starting Role Determination...
ok

Starting LWAPP: ok

Starting CAPWAP: ok

Starting LOCP: ok

Starting Security Services: ok
Starting Policy Manager: ok
Starting Authentication Engine: ok
Starting Mobility Management: ok
Starting Capwap Ping Component: ok
Starting AUC Services: ok

Starting Virtual AP Services: ok
Starting AireWave Director: ok

i Starting Metuork Time Seryicec: ok

3|7

SSO TOH LVMERED VAR — b

&S DHCP #—/ 3 SSO ¥4 — b

JU—2 8.0 £TIE HA BAZR = b a—F TR DHCP #— /3 Z MR T & £ A, 2L NHEE DHCP F—/ 307 — 4 3 2
5234 WLC IZFAMI SRR 2T, U U — % 8.0 38 K OAULIBE IR HA 2347878 = o b 1 —F 1295 DHCP #—/3) %4
ML TT =2 &AL WLC IZRITE D7D A v FA—N—DB%T I H LT 7T 1 Tlear br—7 EOTNE
DHCP #— | TY A4 7 h~DHY—E A 2B TE E7,

GUI Z A L TS DHCP H— %3 E9 5 121X, [Controller] > [Internal DHCP Server] (28 L 9,

X 26 HEDHCP #—/ 30 GUI

MONTTOR  WLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT CQMMANDS HELP FEEDBACK

Controlier DHCP Scopes
Genaral
Inventary Scope Hama Address Posl Lease Time Status
Interfaces BHCFScooy 11.12.10.0 - 1.11.18.255 14 Enobied B M

Interface Groups
Multicast
¥ Network Routes

b Mobility Managament ﬁ

FUHNERAZ N, ar ba—FIZRHEN 5D T.CLl =< K show dhcp summary & E{TL CTHERLET,
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X 27 77274 7BEXORZ 31 WLC E® show dhcp summary

(Cisco Controller) >show dhcp summary

Scope Mame
DHCPScope

(Cisco Controller-Standby) »show dhcp summary

Enabled

Address Range

Scope Hame Enabled Address Range
DHCPScope Yes 1141118 - 11.11.11.255 -
IIIIIIIIIIIIIIIII LR L R L R L R R L L e R P T T T T T

Yes 11.17.11.0 -2 11.11.11.255 g

ECETT

AP HERR D CAC HEa 1 #t o w5

ZOfRERRILIC L D FTF L BT A B X ONERE O EFHE RIS T 2§00 7e CAC FROTIRIEE D B TRIA—FNAZ LN
WLC IZE#IEZ N D720 . ZNZENDOERIZIA AL v FA—N"—D% T I, a— 1 T Ry va VHENCHERT 28/ LT 7T 47
ayhe—7 FCRIATEET,

AV —=TWRED T T4 T hd SSO VR — k

YY) =275 T AV—=TREDI T4 T D SSO VR — FRREINTWERATLE AV —TREDI FAT vk T—
HR—=ZANRAZ N, av ba—FIZG/B SN0, A, v F A —"—DFEHBITR ) —FRED Y T4 T v b & HRGE
TOHMERHYELEZ SEDOY Y —ATIE A —=TRED I TAT 2 N T—=ER=ZANAZ LN, av ba—FZZRAPlENnD
72D AV —=TRED I FTAT > MIAV—TREDT FAT > b XA 270 MEARBHRIZA Y —TfRERSNI=5E. U = 7 Bl
ZERETE ET,

CLI =~ K show custom-web sleep-client summary ZfifH L C. 7277 (7 WLC & A% "1 WLC (] CA Y —7IREED Y T
AT vk F=E_R—=ZORMERIEL £,

B 28 74 <Y WLC DRY —SREDI FA T b T—FX—2

(Cisco Controller) »show custom-web sleep-client summary
fctive Sleep-Client entries............ 1

Hax Sleep-Client entries supported..... 1000

HAC Address of Client

UserHane Tine Remaining

Te:d1:c3:86:Te:dc

e
r
-
e
c

=

"
e
a2
=
=
i

352795

X 29 AZ %A WLC DR Y —FIRED I FAT v b T—F_X—2R

(Cisco Controller-Standby) >show custom-web sleep-client summary

fctive Sleep-Client entries............ 1

Hax Sleep-Client entries supported..... 1000

HAC Address of Client UserHame Time Remaining
w

fo:d1:c3:@6:7e:de cisco 12 hours @ mins E
uw
™
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¥ 30 7754 7TBLORZ N4 WLC DR Y —FWREBDZ 547 > DM

{Cisco Controller) >show custom-web sleep-client detail 7c:di:c3:86:7e:dc

Hac : Tordi:icd:86:7ede

Usernane : cisco

Time Left : 11 hours 48 nin

HWLAN(SSID) : enjoy-WebAuth
(Cisco Controller-Standby) »*show custom-web sleep-client detail 7c:d1:c3:B46:7e:dc
Hac s Te:d1:c3:Bbd:Tede
Username : cisco
Time Left 2 11 hours 4@ min -
WLAN{SSID) : enjoy-WebAuth ‘g

OEAP 600 AP @ SSO #7— K

JU—28.0 FTIE HA LT TAA v FA— =234 2% L OEAP 600 AP |2 CAPWAP F > R ZHEEI L THLWT 7T «
T arhu—JICERLETEOD BRI TWHETXTOY T 7 hORBFEFER SN ET, Z OREGEIC L Y OEAP 600 AP |
CAPWAP F o va )ty LR RV FET EH. 7747 MIFHILWT 7T 47 av ba—7 L0 v — b L Ak
LET,

UTICRTEICTIT47BELRAHX L Nf a2 s 12— T show ap summary & show client summary =2~ RZFEITT5H
EHAZAP LV FGAT v h T2 R=ADRYINFRINET,

X 31 727 47 WLC Ed OEAP 600 AP

{Cisco Controller) »show ap summary
Hunber oF APS....cocecnnsnsssssnsnnsnsnsssnsnnnns 1
Clobal AP User Mame........cccvvrmnnasmsnsnnnnnns Hat ConFigured
Global AP Detix User Mame......:cccccssssssssnnass Mot ConfFigured
AP Hame Slets AP Model Ethernet MAC Location Country IF mddress
I-itlu’u-" ] AIR-DEAPADZT-H-KD ecicB:@2:b9:6c:60 deFault location IW 9.5.58. 107 E
& 32 2% /3A WLC ~? OEAP 600 AP D[R]
(Cisce Comtroller-Standby) >show ap summary
MERBEr BF APS..cvsnssssnnnsnsnsnonsmsmsnsnsnssnns 1
Global AP User HamP.....:c:csssssssssnsnsnsnsnnns Mot Cemfigured
Clobal AP Pot1x USer Mam......ccoevememennnranns Mot Comfigured
AP Mame Slots AP Hodel Ethermet MAD Location Country IP Address
OEAPGOS 3 MIR-OEAPGOI NP  ecica:e2:biiccied default lecation 1N 9.5.56.107 §
33 77747 WLC LY FAT b
{Cisco Comtroller) »show client summary
Munber ofF ClientS....ccvcesccsssssssssasnsansnnsns 1
Humber of PHIPUS Clients........ccvcevcnnnsnnnanas @
GLAM/
RLAH/S
WAL Address AF Hame Slot Status WLAH Auth Protocol Fort Wired PHIFUE Role
Te:d1:cd:86:Te:dc DEAPSDD 1 Associated 1 Yes @02.19n(5 CHz) 1 Ko Ko Lecal
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(Cisco Controller-Standby) >show client summary
Mumber oF ClienEE.....ccciccncnnnnsnannannannsns 1
Hunber of PHIPUS Clients.......coevecvnnvncnneans @
CLAHS
RLAH/S
HAC Address AP Hane Slot Status WLAH Auth Protocol Fort Wired PHIFUG Role
To:d1:cd:@6:Te:dc DEAP&OD 1 Associated 1 Yes @802.11n(5 CHz) 1 Ho Ho Local

DIU—=A81 DA TXAT7EVT 4

JYV=281DONA TRAFTEYT 4 TIEHARZ NS =8 ) 7BEREDNEAINTNET,

HA A X 3 =X U v TEREIZ DN T

TIOT4 T aryta—JLERy N AX UL ar b= VT4 T MOBETIZ1I DO T 4T 4 ERBREINETHNE
HEOBSN T2 2084 Oary o —J L RALTRSTF. BIOE=X LET . HEHEILI. 7774 T7BLORZ 234 WLC O
AT —H AL BRI B 4 IS L. 2 b —FDF =X LIRSFEBEHA V7 TR NI I F v L8 FSERha—F f 2 —
7 = A AETEH U CRE ATV E T,

OB a TR AZ A, ary b= nbBREREICET ERE N T v TERBET 570D A L Z —T = A ATONT
FHTRIE, I Nba—Y £ X —T =4 2% CLI,GUI.SNMP 75 % HIEIC DWW TR~ E T,

A Rk EaEEn

WLC ARy h AR UL o2t &xDNT v
FI o TITHAETNAR Yy b AF UL oln b DX A LARAZ U TETHRESINKOLIZ T o 7R HESINET,

RF notification EventType:37 Reason: HA peer is Hot-Standby...At:Wed Oct 29 18:53:01 2014
HLW T w7 ZAFH CISCO-LWAPP-HA-MIB.my (2B S TWET,
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Clappdad AF MAC) 00000000 0000 ,Classied BSEH 0
Mankor Rogue AP 580ber 27 93 ad detected on Base Radee MAC &) d9109:4 3109 b0 1

face nor L0002 10n(% Ghiz])

13 .T"‘;“.E{}H‘ Chanrel: 34 RES]) -80 SNR 3T Cladsification! unclassifed, State| Alert, RuleClisifed | N, Severty Scare
Sum ¥ . Euleliame: NA, Clagsified AF MAC 1 0000100 00100 ]
v The Aug 21 Bogue &P: B ificd e Td o detected on Base Badia M rfsce not 1(B02 115 Gmz))
¥ Access Points B 0.48:55 pppg Chansels 36 RSS1 -68 SNR: 27 Classification unclasade uleClassfied | M, Seventy Score: 0,
= i Fuledars. NLA. Classded &P MAC: 00:00:00: 0000 00
¥ Cisco Cleanhir Thydug 2l  Hoous AP: M:ific2decBe af detected on Base Radio MAC GHz))
15 L q.an e anyae Cenesl 36 RES] 66 SHE: 31 Classification: unclese N, Saverty 5
b Statistics 11ABIEE 201 b enama: N.A d AP MAC: 0000100, 00102
b COP Tha Aug 21 Bogrue AP ol T il o detected on Base Rad el 10109 1A 3 10800 Erterface not 1(B02.10m{% GHa))
b8 'L‘dq ".‘l-'l-l Chasral! 34 RES] B8 SNE. B Claspfication: uholiidied, State: Alert, RuleClpadfied @ N, Sevarty Soorw 0,
b Rogues it Bulebame: M.A, Classified AP MAC: 00,00:00,00:00. 00 Classfied RSS1 0
Ths Aug 21 Pl nd O 26 Do wd on Bghp MAC) &l dV 100 dab ot L{802
b Redundancy 17 'I.d-lo ¥ 014 3 RSS] 66 SNE 1 Classification unclassfied, Stste) Alert, RulsClaseliad | N, Soverty §
= it M.&, Classified AP MAC: 00,0000 0010000 Classfied RES] 0
Clients T Aug 21 tected on Base Badie MAC: é4:d9:89:43:a9:00 Interface no: 1(802.11n5 GHa))
| g lassification: unclassified, State: Alert, RulsClassified : M, Severty Score: 0,
Sleeping Clients Rt 2014 o M.A. Classifed AP MAC: 00:00:00:00:00-00 Classdied RSE1: 0
Multicast 19 TMAUSIL  Bogue AP 20:bbicib) emoved from Base Sadko MAC 1 64:d9:09:43:05:80 Interface no11(002.114)
Applications Thy Aug 71 :
0 'I.I-M . Boges AP : PRIc2 B0 3d o0 Ta rermoved fromn Base Badee MAC © 4 1d9: 001404950 Irtarface no: 1802 13a)
Local Prafiling . i

Tha Aug 11
11:40:58 2014
»p  Tha Aug 21
% pyamES 2014
5y Thu Aug 21
7T 1148055 2014
Thu Aug 21
11:48:51 2014

Rogue &F | 88 0c! Ddidbichoec remaved from Base Bado MAC © 6445 8% 3ea® b0 Interface no:1iBOT 11ec)
Rogun &P | Jc:00 16 0o idl e removed from Bake Bada MAC | &40 d9:09:40 4% 40 Interface noi1{002.210:)
Rogue AP : 58:be:27:53:80: 80 rerngwed from Base Badss MAC | dd:d9:85:43: 4500 Interface no:1{803 11n(% GHr))

BF progress notihcation unild: 151254145 peerlindld 114 unitState; 151254144 peerUnitState (9

s¢ Thudyg 21
=T 11044 2014

BF progress notdfication umild: 151294145 peerUinald (14 unitState; 151254184 peartinitStats |9
BY pragreis notifecation unlld; 151294145 peerlindld (14 vitSlate) 1512% 144 peerlnilState (B

=" Rogue AP: S2:50:15:72dd 0
- Ty Aug 21 i oy BEt <
o 11:48:78 2014 :h.‘.rtl_ 1_-!.‘44_]_. -S-I i

B0 11008 GHE))
werity Scone: O,

—HERMNET LD T v
HA <7 ) > 78347 S, —HBRIIASSE T 5 L RO b7 v 7RSSR E T

RF notification EventType:36 Reason: Bulk Sync Completed...At:Wed Oct 29 18:53:16 2014
FLW KT w7 & A7) CISCO-LWAPP-HA-MIB.my (BN E L TWET,

f r| I t| I
CISCO
Maonitor Trap Logs
Summary
» Access Paints Number of Traps since last reset 715
b Cisco ClasnAlr number of Traps since log last viewed 6
b Statistics Systom
¥ CDP Log Time Trap
Thy Aua 21 Rogue AP: 00:24:97:89:57111 detected on Base Radio MAC: &4:d5:89:43:57:b0 Interface no: 1(802.11n{8 GHz))
¥ Rogues 0 yyoas me 2o34 Channel: 4 RSSL: -69 SNR: 28 Classihcation: unclassified, State: Alert, RuleClassified 1 N, Seventy Score: 0,
b Redundancy o i RybeMame: N.&. Classified AP MAC: 00:00:00:00:00:00 Classiied RSSI: O
Thu Aug 21 Rogue AP: Zcid 1b9rec: Tf detected on Base Radio MAC: 64:d9: 8914395 b0 Interface no: 1(802 L1n(S GHz))
Clients i 11:45 "“\"'CIH Channel: 44 RES] -88 SNA: & Classificatron: unclassified, State: Alert, RuleClassified | N, Severity Score: 0,

RuleMame: N.A, Classfind AP MAC: 00:00:00100:00:00 Classfied RSSO0
Thu Aug 21 Rogue AP: 2e:36:f8 b9 ec: T8 detected on Base Radio MAC! 64:49 89:4 343 b0 Interface no: 18022105 GHz))
¥ Channel: 44 RSS]: -87 SNA; 10 Classification: unclassified, State: Alert, RuleClassified : N, Severity Score: 0,

Sleeping Clients

g NI A
Multicast 13:49:25 2004 g iatama: N8, Classifing AP MAC: 00:00:00:00:00:00 Classified RSST: 0
Applications 3 [RUAuG 2L |4 SHMP Authentication Fadure: IP Address: 9.9.105.145
Localbesl¥ng a  TruAUG2L  SHMP Authentication Faiure: [P Address: 99,108,145

w Aug 21 " - . '
45:0% 2014 SWMP Authenticabion Failure: IP Address: 9.9.105.145

Thu Aug 21 Riogue AP: fi:1f:c2: 30191 af detected on Base Rades MAC: dd:d9:89:43:49:00 Interface no: 1{002.11n{5 GHz))
7 11:40:5% 204 Channeli 36 REST: -67 SNR: 26 Clagsdhcation: unclassified, State: Alert, RuleClagsified 1 M, Severity Score: 0,
it RulsMame: N.&, Classified AP MAC: 00:00:00:00:00:00 Classified RSS1: 0
T Aug 21 Rogue AP: &4:ad:d9:36: 04 19 detectad on Base Radio MAC: t4:d3:89:43:49:00 Interface no: L{B02.11n{5 GH2})
[ :1._‘5 55 2014 Channel: 36 RESL -8 SNR: 16 Classshoation: unclassihed, State: Alert, RuleClassified : N, Severity Score: 0,

ek = RuleMame: NA. Classified AP MAC: 00:00:00:00:00:00 ,Classified RSS1: O
Rogue AP: fdr 1230107 2F detocted on Base Radio MAC: 64:d9:89:4 318960 Interface no: 1{002.11n(5 GHz))
Channel: 35 RES]; -68 SNR: 28 Classihcabion: unclassified, State: Alert, RuleClassified : N, Severity Score: 0,
RuybleMame: N.A, Classified AP MAC: 00:00:00:00:00:00 ,Classfied RSSI: O

Thu Aug 21 Rogue AP 441ad:d9:25:00:2f detected on Base Radio MAC: 64:d005:42:49:00 Interface not LIB0Z.11n(5 GHZ))
10 yy.gm.ee anyg Shannel: 36 RES[: -70 SKR: 9 Classificetion: unclassified, State: Alert, RuleClassified | N, Severity Scere: 0,

Thu Aug 21
1148:55 2014
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AR UNA WLC RE T LT EDNT v
AL A ETRIRDAR FOWTRNC IV F T T8 FT Yy TPRRESNET,

FEHUE> |k
7 E;S/i/:LE%
AEY V=TT

AT F VA = R~OBAT

WEIND F Ty TIIUTDLEY TH,

RF failure notification ErrorType:

34 Reason :Lost Peer, Moving to Active-No-Peer State!

FLWRT 7 A 7 H CISCO-RF-SUPPLEMENTAL-MIB.my (ZiBI &AL TWET,

|l|l|1|l|

CisCo

Monitor
17
Summary
¥ Access Points )
¥ Clsco Cleanair -
b Statistics
P CDP 0
¥ Rogues
b Redundancy 21
Clents g
Sleeping Clients 2
Multicast ik
Applications =
Local Prafiling 24
25
25
a7
8
2

Thy &ug 21
11:57:54 2014

Thid Aug I1
115754 2014

Thu Aug I1
11157:54 2014

Thu Aug 21
115754 2014

Thu Aug 21
115754 2014

Thu Aug 21
1115754 1014

Thu Aug 21
1115754 2014

Thy Aug 21
11157:54 2014

Thu Aug 21
11:57:53 2014

Thia Aug T1
11/57:54 2014

Thu Aug 21
11:57:54 2014

TUIETRATIIE . Nambe 3y i ie -
Rogue AP: 344

Channel; 3& RSSI:
RuleMarme: NL&, Classified AP MAC: 000000000 00: 00 ,Classified
Rogue AP: f4110c2:30:05:41 detacted on Dase Rado M 189100 Inerface not 1{802.1105 GHz))
Channel: 36 BSS1: -71 SKR: 23 Classification: unclass , RuleClassified : N, Severity Score: 0,
RuleMame: NA, Classified AP MAC ! 00100 00:00:00: 00 Classified RSSI: O

Rogue AP &4iad d9: J660:Tf detected on Base Radew MAC: 84:d%:09:47: 09100 Interface no: L(H02.11n{5F GHz))
Channel: 36 RES]: <70 SKR: 19 Classification: unclassdfied, State: llert, AuleClaseified : N, Severty Score: 0,
RuleMame: NLA. Classified AP MAC: 00:00:00:00:00:00 Classfied RSS1: 0

Rogue AP; 44;ad:d%: 38 62:5%f detected on Base Radw MAC: ddd®:09:43:0%:00 Interface no: 1{802.11n{% GHz})
Channel: 36 RSS1: -73 SR 21 Claserification: unclassified, State: dlert, RuleClassdied : N, Severty Score: O,
RuleMame: N.A a3aified AP MAC: 00100 00:00:00: 00 Classfed RES1 O

Rogue AP 58:0e:27: 9044 :cf detected on Dase Radio MAC: &4:d%.85:42:25:00 Interface no: 1(B02.11A(S GHe))
Channel: 34 RS -B7 Shit: 7 Clagsificabion: unclasshied, State: Alert, BuleClassified | N, Severty Score: 0,
RuleMame: N.A asiified AP MACT 00100 00:00:00:00 Classfied RSS1 O

Rogue AP od:7d:4f:53:2d:2c detected on Base Radio MAC: 64149 89:43:45:b0 Interface no: 1080211005 GHe))
Channal; 36 RSS]: 61 SNR: 32 Classification: unclassifisd, State: alert, AuleClassified : N, Severity Score: 0,
RuleMarme: NA, Classified AP MACT 00:00: 00:00:00:00 ,Classfied RSS1: O

Rogue AP: S41ad:d®: 36479 detected on Base Radio MAC: 64:d9:89:43:49:00 Intedface no: 1(B02.11n{5 GHz))
Channel: 36 RESI: -71 SNR: 15 Classification: unclassified, State: Alert, RuleClaseified : N, Severity Scare: 0,
BulsMarme: NLA, assified AP MAC: 00:00:00:00:00:00 Classfed RSS1: 0

Bogue APt a8:0c:0d:db:c¥i0d detected on Base Radio MAC: 64:d%:8%:43:4%:b0 Interface no: 1{B02.11ac) Channel
161 RS 79 SNR: 11 Classification: unclasefind, State: Alert, RuleClazsified | N, Severity Score: 0, RuleName
NA, Classified AP MAC: 00:00:00:00:00:00 Classifiad RESI: 0

Rogue AP: ol id: 3012 118d detected on Base Radio M B A9 85435500 Interface no: L(802.11a) Channel;
181 RESL: -89 SMRi 22 Classification: unclassfed, State: Alert, BuleClassified | N, Severty Score: 0, RuleName
NA. Clessified AP MAC: 00:00:00:00:00:00 Classifisd RSSI: 0

Rogue AP 241ad:d%:25: 3e:4f detected on Base Radio MAC: #4:d9:09:42:4%:00 Interface no: 1(802.11n(5 GHz))
Channel: 3& RSS1: -70 SN&: 27 Classification: unclassified, State: Alert, AuleClassified 1 N, Sevenity Score: 0,
RuleMarme: NL&, Classified AP MACT 00000 000000 00 Classfied RSST O
Rogus AP: Ze:36:f0:e8:6d:4e detectsd on Base Radio MAC: &4:d9:09.:42:89:00
161 RES1: -S4 SHR: 37 Classification: unclassfied, State: Alert, BuleClassified | N, Sever
WA, Classified AP MAC) 00:00;00:00:00:00 ,Classified RSS1: 0

Rogue AP: 641095947 c8:b7 detected on Base Radio MAC: 6414910943 a9: b0 Inerface ot 1{802.11n{5 GHz})
Channel: 36 RSSI: -61 SR 33 Classification: unclassif Stabe: A BuleClassified : N, Sove Secore: 0,
RuleMame: N.A asiified AP MAC: 00100 00:00:00: 00 Classfed RSS1: 0

L DTN COTUD TGO s s Roall 0
il 7538 3F detected on Base Radio MAC: 64 :d59:85:43:49:00 Interface no: 10021105 Gz}
<88 SNR: 7 Classification: unclassified, State: Alert, RuleClassified | N, Severity Score: 0,

o

o 1{602.11a) Channs|
y Scere: 0, Rulelame

CLlI ¢, =2~ K show traplog # #{TLCF7 v 72K R TEXET,

(Cisco Controller-Standby) >
Entering Maintenance mode as keepalives are lost..

Keepalive Counters........:
Keepalive requests Ssent.........uuuiiiinineeennnneeana: 10887
Keepalive responses received..........uuiiuuennean.....: 10884
Keepalive requests received from peer......... ..: 5442
Keepalive responses sent to peer.............eueueeene....: 5442
Keepalive requests failed tosend................c.....: O

Keepalive responses failed tosend.............cceveeo..: O
Number of times two Keepalives are lost consecutively...: 1

Entering maintenance mode. ..

(Cisco Controller) >
LR SR SRS S S S S ESESESSEEEE RS SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

Number of Traps since last reset

63

Number of Traps since log last viewed
Log System Time Trap

63
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0 Mon Oct 6 20:48:08 2014 SNMP Authentication Failure: IP Address: 9.9.105.145
1 Mon Oct 6 20:48:03 2014 RF failure notification ErrorType: 34 Reason :Lost Peer, Moving to Active-No-Peer
State!

2B NA TOERE T 7 A WD syslog 1B

SSH ZfH LI A X LA ~DEHE O 7 A
Z3UZ &Y msglog/syslog 124 X FBMERENE T, A vE—VDOR=y MNILLTFOLEED TY,

*emWeb: Oct 06 20:34:42.675: #CLI-3-LOGIN_STANDBY: [SS] cli_1v17.c:4520 [USER@9 name="admin" from="SSH"] user
login success on standby controller.

ZDA vE—UX . CLI @Ishow msglog | 3T LT, A% >34 WLC TR TXET,

(Cisco Controller-Standby) >show msglog

Message Log Severity Level .........c.iiiiinnnnnn. VERBOSE

*emWeb: Oct 06 20:34:42.675: #CLI-3-LOGIN_STANDBY: [SS] cli_1vl7.c:4520 [USER@9 name="admin" from="SSH"] user
login success on standby controller.

ay = NVEFHLIZAL A, ~DOEBEE A v
ZAUZ &Y msglog/syslog 124 X FBMERENE T, A vE—VDOR=y MNILLTFOLEED TY,

*emWeb: Oct 06 20:34:42.675: #CLI-3-LOGIN_STANDBY: [SS] cli_1v17.c:4520 [USER@9 name="admin" from="console"]
user login success on standby controller.

Z DA &=L, CLI DIshow msglog| %34T L T, A% /31 WLC THRIRTEXET,
(Cisco Controller-Standby)
Enter User Name (or 'Recover-Config' this one-time only to reset configuration to factory defaults)

User: admin

Password: *****

User login success on standby

Your password does not meet the strong password requirements.For added security, set a new password that
meets these requirements.To prevent this message from showing again, disable the strong password feature.
(Cisco Controller-Standby) >

(Cisco Controller-Standby) >show msglog

Message Log Severity Level .............cciuienen... VERBOSE

*emWeb: Oct 06 20:34:42.675: #CLI-3-LOGIN_STANDBY: [SS] cli_1lvl7.c:4520 [USER@9 name="admin" from="console"]
user login success on standby controller.

CLI ® v 7 ut& A%

ZOMREIC LD  AZ LN WLC DT RTDAL Y RO CPU & AFY OFEERN T 7T 47 a2 ba—Z12 10 2 LiIcFEH
SNFET, ZOBERIL. 2—FRT V7 47 WLC LOETHEHEREZBE L& S ITRTENET,

72T 47 WLC TEY 7rtEADY AT A CPU, AE U OMEERERRTHTOOH Lnva~vy RiFRO LB TT,
B show redundancy peer-system statistics
B show redundancy peer-process cpu

B show redundancy peer-process memory
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(Cisco Controller) >show redundancy peer-system statistics
Peer System CPU statistics:Current CPU(s) load: 0%
Individual CPU load: 0%/1%, 0%/0%, 0%/0%, 0%/0%, 0%/0%, 0%/0%, 0%/0%, 0%/0%, 0%/0%, 0%/0%

Peer System Memory Statistics:

Total System Memory............: 1025646592 bytes (978.20 MB)
Used System Memory.............: 544792576 bytes (519.59 MB)
Free System Memory.............: 480854016 bytes (458.61 MB)
Bytes allocated from RTOS......: 89576252 bytes (85.43 MB)
Chunks Free....................: 316 bytes

Number of mmapped regions......: 48

Total space in mmapped regions.: 293515264 bytes (279.93 MB)
Total allocated space..........: 28793316 bytes (27.46 MB)
Total non-inuse space..........: 60782936 bytes (57.97 MB)
Top-most releasable space......: 810440 bytes (791.44 KB)
Total allocated (incl mmap)....: 383091516 bytes (365.37 MB)
Total used (incl mmap).........: 322308580 bytes (307.39 MB)
Total free (incl mmap).........: 60782936 bytes (57.97 MB)
Peer system Power supply statistics:

Power SUPPlY l...cceeeecccccccccsssssassssscsccccscs Present, OK
Power SUPPLlY 2.ccccececcccccscsasccsscscsscsasscsasscs Absent

S OFGEHEREZ BT 5 72912 MIB CISCO-LWAPP-HA-MIB.my 3 E#H & Tk,

(Cisco Controller) >show redundancy peer-process cpu

HMaTs FIL FPriority P Use (fusr/sys1% e CFU Feaper
Srstem Reset Task 3161 (240, T ] Co0f ok 0 2
reaperdatcher 31&0 3 BE) ] (oof Ok 0 2 I
osap iReaper 3155 (10, &4y ] (oof Ok 0 2 I
Tenp Stats 3152 (240, T ] (oof iz 0 7 I
rEVn OIS Ta =k 3142 [ B0/ &4y ] (oo iz 0 &
ravnongyrHoldoTask 3141 [ =0/ &4y ] (o0 mE 0 a
rsynoyrRorTa sk 2136 [ B0/ &d) o SR N P 0 - 0 4
pkthelngsocketTask 3133 (2550 1) o SR N P 0 - 0 4
wekbauthRedirect 3132 (240, T ] Co0f ok 0 2
el 3131 (240, T ] O P 0 e - 0 2
mdnsHATask 3125 (240, T ] (oof E 0 4
Bonjouyr_ Socket_Tas 3128 (240, T ] (oof Ok 0 4
Bonjour_FProcess Ta 3127 (174, 32 ] (oof Oz 0 4
Bonjour M=y Task 3126 (174, 330 ] (o0 mE 0 4
portalMonitorMsgTa 3125 (240, T ] (o0f O 0 &
portalMsgTask 2124 240/ Th o SR N P 0 - 0 2
portalsockTask 31z3 240/ Ty a P e oD 2
iwad TP Audit Man 3121 (240, T a (oof ] ]
iWad &TP PDP direc 3120 (240, T ] Co0f ok 0 2
PMIPVE Thread 2 211% 240/ Th ] O P 0 e - ] 2
PMIPVE Thread 2 211% 240/ Th ] O P 0 e - ] 2
PHIPVE Threadd 1 3117 (240, T ] (oof iz 0 2
FMIFVE Thread O 311& (240, T ] (oo iz 0 2
botspotTask 3115 (1ad,/ &0y ] A P 0 e - 0 a
ipwesocketTask 3105 (240, T ] (o0 mE 0 S
Brconf igsynoTask 2110 240/ Th o SR N P 0 - 0 &
IPvE M=o Task 3102 (174, 32 ] Co0f ok 0 1
si=f switcherTask 3107 (174, 32 ] Co0f ok 0 1

(Cisco Controller) >show redundancy peer-process memory
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Mame

System Reset Task
reaperWatcher
ozapifeaper
TenpStatus

T eV O T Sed TR =k
reyncneyrHolATask
rsynchE rRove{Ta sk
Pk ek cmock et Ta sk
welkanthRedirect
ETidalks

mdnsHATask

Bonjonr Socket Tas
EBonjony_ Process Ta
Bonjonr M=o Task
portalMonitorMsyTa
portalM=ayTask
portalSockTask
iWaE STP Adlit Man
iWaE FTF FOF direc
FMTIPVE Thresd 3
FMTIPVE Thresd 2
FMIPVE Thread 1
FMIPVE Thread O
hotspotTask
ipwasocketTask

M ConficsyucTa sk
IPVE _M=sg Task

=1 =f S toherTa sk
SISF Feature Frooe
SISF BT Process
fmcH=Ta sk

Priority EytesInllse ElocksInise Eeaper
240y T 1] ] [af
L3 B o ] Y
(10 @dy 1] o (o af
(240, T 428 1 [ar
[ B0S 54y 24530 ] [ar
[ oB0S &d) 1] ] [ar
[oB0S &d) 1] ] [af
(2557 1 1] ] [af
240y T 1240545 03 [af
ados T S0l1ze 2544 ¢ooas
240/ T 1] o (o af
240/ T 1] ] (A )
(174, 229 1] ] [ar
(174, =229 1] ] [ar
(240, T 1] ] [af
(240, T 1] ] [af
240y T 1] ] [af
ados T 2078 & ¢ooas
ados T 10414 1= ¢ooas
240/ T 2825 1% (o af
(240, T 283865 1= [ar
(240, T 28365 1= [ar
(240, T 5738 26 [ar
(1aays &0y 1] ] [af
240y T 1] ] [af
240y T 212 4 [af
LlTdd 23 o ] ¢ooas
AL e 26 1 (o af
(240, T 1] ] [ar
(174, 229 1e 1 [ar
(1aoys &0y 1] ] [ar
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GUI o v 7 7ot AfEHE R
GUI © v 7 #iaHE#Hi%. [Monitor] > [Redundancy] > [Peer Statistics] THE/RTE £7,
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CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT
Monitor / Peer Statistics
‘Summary
|_Peer-System :
» Polnts Fﬂtlsl‘.lr_-: I

¥ Cisco CleanAir
Peer System Statistics

b Statistics
b
i Current CPU(s) load o%
* Rogues
Individual CPU Usage 0%/ 1%, 0%/0%, 0%/0%, 0%/ 0%, 0%,/0%, 0%,/0%,
* Redundancy
Statistics
TR h Peer System Memory Statistics
Summary Total Systern MEmMOony. ...........: 1025646582 bytes (978,20 MB)
Detail
Used System Memery.............: 544841728 bytes (519.63 MB)
Clients
Sleeping Clients Free System Memary.............: 4B0BD4BE4 bytes (458.56 MB)
Multicast Bytes allocated from RATOS......: B9576252 bytes (B5.43 MB)
b Applications CRUNKS Fr8Eecvooeersrenennss 316 byles
b Lync

Number of mMmapped regiong......; 48

Local Frofiling Total space in mmapped regions.: 293515264 bytes (279.93 MB)
Total allocated space..........: 28793316 bytes (27.45 MB)

Total non-inuse SPACE... ... 0 BOTE293S bytes {57.97 MB)
Tog-mast releasable space......: B10440 bytes (791.44 KB)

Total aliocated (incd mmap)..... 363091516 bytes (365.37 MB)

Total used (incl mmap).........: 322108580 bytes (107.39 MB)

IND OFEFHE R A BUET 5 721 MIB CISCO-LWAPP-HA-MIB.my 28 B STV,
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Monitor ’ Peer Statistics

Summary
Sratistics Peer-Process CPU x r

¥ Access Points

¥ Cisco CleanAir
Peer Process CPU Statistics

b Statistcs
S Harme PID Pmority O Use  [usr/sys)% hwm CPU  Reaper
F C
System Resel Task 3155 (240/ 7) 0 (O/oOps O 1
¥ Rogues reaperwatcher 3154 ( 3/ 96) 0 (/0% 0 11
osapifeaper 3153 (10/94) O (0O/0)% 0 5 I
* Redundancy TempStatus 3152 (2400 7) 0 (O 0y 0 4 1
STatistics rsyremgrondgTask 3136 ( 90/ 64) 0 [(O0/0)% 0 &
SN h rsynemgrioldqTask 3134 (90/64) 0 {0/ )% 0 8
S ar) rsyncmgricvgTask 3132 [ 90/ 64) 0 (/0% O 5
s pkiDebugSocketTask 3123 (255/ 1) 0 (o/0y% 0 9
Dok websuthRedirect 3122 (240 7) O ( O/ 0)% 0 1
hesits: enmweb 3121 (240/ 7) 0 (0/0)% 0 B
; mdnsHATask 319 (240 7) 0 (O O)m @ 7
Slesping Bonjour_Socket_Task 3118 (240/ 7) O ( 0O/ Op% © 7
N Bonjour_Process_ Tas 3117 (174/32) O (0/Of& 0 5
Multicast Bonjour_Msg_Task 3116 (174/ 33) 0 (/0% 0 4
) Tunmnel cleanup Task 3112 (2557 1) 0 (0/opa O B
b Applications portalSockTask 3113 (240/ 7) 0 (0/0)% 0 4
portalMsgTosk 3414 (240/ 7) O ( O/ 0% O 3
* Lync portalMonitorMsgTas 3115 (240/ 7) 0 (o/D0)e 0 1
Turned Process Task 3101 (240/ 7) O (O 0)% O 1
Local Profiling WAG GTP PDP drect 3108 (240/ 7) 0 (00 O 8

o
IWAG GTP Audit Mang 3109 {240/ 7) 0 (0o 0% 0 1

PMIPVE_Thread_3 3107 (240 7) 0 (O/0)% 0 4
PMIPVG_Thread_2 3106 (240/ 7) 0 (o/0)% 0 1
PMIPVE Thread_1 3105 (240/ 7) 0 (oo o 2
PMIPVE_Thread_0 3104 (240 7) 0 (/o) 0 5
notspotTask 3103 (100/ 650) 0 (0/0p% 0 7

HACanfigSyncTask 3102 (240/ 7) 0 (O/ 0% 0 6

IpvGSocketTask 3101 (240/ 7) 0 (O/0) O 7
1Pvé_Msg_Task 3100 (174/ 32) 0 (0 Oy 0 7
miafRwitrherT S (1740 1) n o/ n 7
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Monitor ’ Peer Statistics
Summary r "
" Pt Statistics Peer-Process Memory = n
b Cisco Cleanfic
b Statstc Peer Process Memory Statistics
Narne Priofity  BytesinUse BlocksinUse Reaper
* CDP
System Reset Task (2407 7) ] o [ oy Oy
¥ Rogues rEAperWATcher [ 3/ BB) o o (oo 1
osapifeaper {10/ 94) 0 o (oo I
* Redundancy TempStatus (240/ 1 428 T (o |
SIAUSICS rEyncmgrondqTask S0/ 64) 24530 5 { of 0)%
Peer Statistics rsyncmgrioldqTask [ 90/ 64) o o { O O)w
Summary \ reyncmgrRCvgTask . [ 90/ 4} e | (W o%
phiDebugSocketTask (255/ 1) o a (0 oy
Dea webauthRedirect (2407 7) 1240549 603 ( 0f 0)%
s emWeb 230/ 7) 143726 2326 ( O/ 0)%
mdnsHATask 240/ 7) o 0 {0 0)%
Sleeping Chents Bonjour_Socket_Tas (240/ 7) Q 0 (o 0%
Bonjour_Mrocess_Ta (174) 32) o 0 0f o)
Multicast DBonjour_Msg_Task (174 32) o a ( 0/ 0)%
Tunndl cleanup Tas (255/ 1) o 0 {0 D)%
¥ Applications portalSockTask  (240/ 7) o 0 (o0
portaiMsgTask {240/ 7) 0 o {0 0P
* Lync portalMonstorMsg Ta {240/ 7) o o0 [0 o)
Tunnel Process Tas (240/ [ o (o o)
Local Profiling WWAG GTP PDP direc (240/ 7) 10394 12 ( 0f 0)%
IWAG GTP Aude Man (240/ 7) 2078 6 [ o o)
PMIPVE_Thread_3  (240/ 7) 9910 59 [ of 0)%e
PMIPVG_Thread_2  (240/ 7) 9310 s9 o/ o)
PMIPVE_Thread_1 (2407 7) 9910 59 [ o 0%
PMIPVG_Thresd_0 {240/ 7) 12706 79 o/ o)
holSporTosk {100/ 50) o ] { o
HACOonhgSyncTask (2407 7) 1z L] [ O O)%
IpvESocketTask {240/ 7) 1] o { o/ 0)%
IwE_Msg_Task (174 33 1] V] { 0f Oy
aifswitrcherTask (174 1) an 1 fnf miss
Config Sync Counte
Keepalive C —
Usmdb Functions sent for Sync
Keep Alive Request Feceived 13780480 Failed sync for Usmdb Sync
Kesp Alive Responses Recsived 6850218 UsmbDbs which failed to sync from Active to
Keep Alive Request Sent 6850218 Standby
Keep Alive Response Sant 13780480 Index Failed UsmDb
Keep Alive Requests failed to send a
Keep Alive Responses to failed to send 0 Port ormati
Number of times two Keepalives are lost o
consecutively Local Physical Ports 1,2

Peer Physical Ports  1,2.4
Network Latencies (RTT) for the Peer Reachability in micros

165
165
1635
176
175
163
168
167

1
2
3
4
5
&
7
8
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Web U > 7

MONITOR WLANs CONTROLLER

WIRELESS

MANAGEMENT

Monitor

Summary
¥ Access Points
¥ Cisco CleanAir
b Statistics
* CDP
F Rogues
- Redpndancy

S

Peer Statistics

Deetail
Clients
Sleeping Clients
Multicast

F Applications

¥ Lync
Local Profiling

b Cloud Services

Web UV 7

Statistics | Peer-System v

Peer
System
Statistics

Current
CPU(s)
load

Individual
CPU
Usage

Q%

Peer System Memory Statistics

0%/1%, 0%/1%, 0%/1%, 0%/1%

Total System Memory....cee .t 3735322624 bytes (3.47 GB)
Used System Memory: st 1643860608 bytes (1.53 GB)
Free System Memory......cc..t 2085462016 bytes (1.94 GB)
Bytes allocated from ATOS......: 579018752 bytes (552,23 MB)
Chunks Freeu .t 50 bytes

Number of mmapped regions......: 15

Total allocated space.. i 501149584 bytes [477.96 MB)
Total non-inuse Space.......... 1 77869168 bytes (74.26 MB)
Top-mast releasable space......: 17223200 bytes (16.42 MB)

Total allocated (incl mmap)....: 1098633216 bytes (1.02 GB)

Total used (incl mmap)..iccensat 1020764048 bytes [973.54 MB]

Total free (incl mmap)..icee : 77869168 bytes (74.26 MB)

Serial Number FOC2115Q01X

Fan Status oK

Cisco WLAN = > b 7 — T &%, :
http://www.cisco.com/c/en/us/products/wireless/4400-series-wireless-lan-controllers/index.html
http://www.cisco.com/c/en/us/products/wireless/2000-series-wireless-lan-controllers/index.html

Cisco NCS &¥LY 7 b 7 = T HE#:
http://www.cisco.com/c/en/us/products/wireless/prime-network-control-system-series-appliances/

index.html

e

s

Cisco MSE {&# : http://www.cisco.com/c/en/us/products/wireless/mobility-services-engine/index.html

Cisco LAP R = A > 7 —3 = > :http://www.cisco.com/c/en/us/products/wireless/aironet-3500-series/index.html
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