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» config radius acct (11 ~X—73”)

« config radius acct ipsec authentication (15 ~—73)
» config radius acct ipsec disable (16 ~—73)

» config radius acct ipsec enable (17 ~X—73°)

» config radius acct ipsec encryption (18 ~X—73")

« config radius acct ipsec ike (19 ~X—73)

» config radius acct mac-delimiter (20 ~<—73)

« config radius acct network (21 ~—727)

» config radius acct realm (22 ~X—7)

« config radius acct retransmit-timeout (23 ~X—13)

« config radius auth (24 ~=—2)

+ config radius auth callStationldType (27 ~X—73")

» config radius auth framed-mtu (30 ~X—737)

« config radius auth IPsec authentication (31 ~X—73)
» config radius auth ipsec disable (32 ~X—73")

» config radius auth ipsec encryption (33 ~<X—73”)

» config radius auth ipsec ike (34 ~X—)

« config radius auth keywrap (36 ~—2")

» config radius auth mac-delimiter (37 ~X—13)

« config radius auth management (38 ~X—3")

+ config radius auth mgmt-retransmit-timeout (39 ~<—3”)
» config radius auth network (40 ~—73”)

« config radius auth realm (41 ~<X—37)

» config radius auth retransmit-timeout (42 ~X—737)

» config radius auth rfc3576 (43 ~X—)

« config radius auth retransmit-timeout (44 ~X—73)

» config radius aggressive-failover disabled (45 ~X—7)
» config radius backward compatibility (46 ~X—3)

» config radius callStationldCase (47 ~<—73)
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« config radius callStationldType (48 ~X—13)

« config radius dns (51 ~X—72)

» config radius fallback-test (53 ~—73)

« config radius ext-source-ports (55 ~X—737)

+ config radius acct retransmit-timeout (56 ~X—3)

+ config radius auth mgmt-retransmit-timeout (57 ~<—3”)
* config radius auth retransmit-timeout (58 ~X—13)

» config radius auth retransmit-timeout (59 ~X—1)

» config redundancy interface address peer-service-port (60 ~X—13)
» config redundancy mobilitymac (61 ~X—12)

+ config redundancy mode (62 ~X—73)

» config redundancy peer-route (63 ~<—13)

« config redundancy timer keep-alive-timer (64 ~X—17)
» config redundancy timer peer-search-timer (65 ~<—73”)
« config redundancy unit (66 ~~—3)

« config remote-lan (67 ~X—73)

» config remote-lan aaa-override (68 ~X—13)

« config remote-lan acl (69 ~—3)

* config remote-lan apgroup (70 ~X—3°)

» config remote-lan create (71 ~X—73°)

* config remote-lan custom-web (72 ~X—13)

» config remote-lan delete (75 ~X—73)

» config remote-lan dhcp_server (76 ~X—7)

« config remote-lan exclusionlist (77 ~X—73)

* config remote-lan host-mode (78 ~—1)

» config remote-lan interface (79 ~X—73°)

» config remote-lan Idap (80 ~=—73)

+ config remote-lan mac-filtering (81 ~—737)

» config remote-lan mab (82 ~X—7)

« config remote-lan max-associated-clients (83 ~X—3)
* config remote-lan pre-auth (84 ~<—73)

» config remote-lan radius_server (85 ~—73°)

* config remote-lan security (87 ~—1)

» config remote-lan session-timeout (88 ~X—73”)

» config remote-lan violation-mode (89 ~X—7)

» config remote-lan webauth-exclude (90 ~X—7)

« config rf-profile band-select (91 ~—)

* config rf-profile channel (93 ~—3)

« config rf-profile client-trap-threshold (94 ~X—)

« config rf-profile create (95 ~—<)

» config rf-profile fra client-aware (96 ~X—73)
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« config rf-profile data-rates (97 ~X—1)

« config rf-profile delete (99 ~<X—1)

» config rf-profile description (100 ~<—13)

» config rf-profile fra client-aware (101 ~X—73)

» config rf-profile load-balancing (102 ~X—3)

« config rf-profile max-clients (104 ~X—3)

« config rf-profile multicast data-rate (105 ~<—13”)
» config rf-profile out-of-box (106 ~X—1)

» config rf-profile rx-sop threshold (107 ~—73)

» config rf-profile trap-threshold (108 ~X—73")

» config rf-profile tx-power-control-thresh-vl (109 ~—73)
« config rf-profile tx-power-control-thresh-v2 (110 ~—<)
» config rf-profile tx-power-max (111 ~~—3)

» config rf-profile tx-power-min (112 ~X—)

« config rogue ap timeout (113 ~<X—37)

« config rogue adhoc (114 ~—727)

« config rogue ap classify (118 ~X—3")

« config rogue ap friendly (120 ~<—27)

* configrogue ap rldp (122 ~X—2°)

» config rogue ap ssid (124 ~X—)

« config rogue ap timeout (126 ~<—3°)

« config rogue auto-contain level (127 ~X—73)

» config rogue ap valid-client (129 ~X—73)

« config rogue client (131 ~X—73)

« config rogue containment (133 ~X—1)

» config rogue detection (134 ~X—1)

» config rogue detection client-threshold (135 ~X—2)
« config rogue detection min-rssi (136 ~X—13)

+ config rogue detection monitor-ap (137 ~X—1)

« config rogue detection report-interval (139 ~—13)
« config rogue detection security-level (140 ~X—)
« config rogue detection transient-rogue-interval (141 ~X—1)
« config rogue rule (142 ~—72)

» config rogue rule condition ap (147 ~X—73)

+ config remote-lan session-timeout (149 ~X—37)

« config rfid auto-timeout (150 ~—<)

* config rfid status (151 ~—3)

* config rfid timeout (152 ~X—7%)

« config rogue ap timeout (153 ~<X—37)

« config route add (154 ~<—3°)

» config route delete (155 ~X—7)
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« config serial baudrate (156 ~X—1)

» config serial timeout (157 ~X—7%)

« config service timestamps (158 ~—3)

» config sessions maxsessions (159 ~X—1)

» config sessions timeout (160 ~X—1)

s config slot (161 ~<—3")

« config switchconfig boot-break (163 ~~—73”)

» config switchconfig fips-prerequisite (164 ~X—3°)
» config switchconfig ucapl (165 ~X—3)

* config switchconfig wlancc (166 ~X—1)

» config switchconfig strong-pwd (167 ~X—1)

» config switchconfig flowcontrol (170 ~—73)

« config switchconfig mode (171 ~<—73°)

» config switchconfig secret-obfuscation (172 ~<—73”)
« config sysname (173 ~<—3%7)

+ config snmp community accessmode (174 ~X—37)
» config snmp community create (175 ~3—737)

« config snmp community delete (176 ~<—3)

« config snmp community ipaddr (177 ~X—13)

» config snmp community mode (178 ~X—73°)

« config snmp enginelD (179 ~—<7)

« config snmp syscontact (180 ~<—37)

» config snmp syslocation (181 ~<—13)

« config snmp trapreceiver create (182 ~—3)

« config snmp trapreceiver delete (183 ~<—13)

» config snmp trapreceiver mode (184 ~X—73°)

* config snmp v3user create (185 ~X—)

« config snmp v3user delete (187 ~X—7)

» config snmp version (188 ~X—1)

» config tacacs acct (189 ~X—73)

» config tacacs auth (191 ~<X—73)

» config tacacs auth mgmt-server-timeout (193 ~—13”)
« config tacacs dns (194 ~—<°)

« config tacacs fallback-test interval (196 ~X—73)
» config time manual (197 ~<X—7)

* config time ntp (198 ~X—3)

* config time ntp version (201 ~X—72)

* config time timezone (202 ~X—73)

* config time timezone location (203 ~X—13)

» config trapflags 802.11-Security (207 ~X—3)

» config trapflags aaa (208 ~X—7)

. configav K :r~z



I configav > K :r~z

« config trapflags adjchannel-rogueap (209 ~<—73”)

» config trapflags ap (210 ~X—3)

» config trapflags authentication (211 ~X—3")

« config trapflags client (212 ~<—3)

» config trapflags client max-warning-threshold (214 ~X—1)
« config trapflags configsave (216 ~X—3)

» config trapflags IPsec (217 ~*—3”)

* config trapflags linkmode (219 ~—73)

« config trapflags mesh (220 ~—<)

» config trapflags multiusers (221 ~X—73")

» config trapflags rfid (222 ~X—73)

« config trapflags rogueap (224 ~<X—3)

« config trapflags rrm-params (225 ~X—137)

» config trapflags rrm-profile (226 ~X—°)

» config trapflags stpmode (227 ~X—73)

» config trapflags strong-pwdcheck (228 ~X—3)

» config trapflags wps (229 ~X—7)

« config tunnel eogre heart-beat (230 ~<—73)

« config tunnel eogre gateway (231 ~—73°)

* config tunnel eogre domain (232 ~X—)

* config tunnel eogre domain primary (233 ~X—13)

« config tunnel profile (234 ~—73)

« config tunnel profile rule (235 ~X—37)

» config tunnel profile rule-delete (236 ~X—73)

» config tunnel profile eogre-DHCP82 (237 ~—3)

« config tunnel profile eogre-gateway-radius-proxy (238 ~X—1)
« config tunnel profile eogre-gateway-radius-proxy-accounting (239 ~X—13)
» config tunnel profile eogre-DHCP82 (240 ~X—3")

« config tunnel profile eogre-DHCP82-circuit-id (241 ~~—<)
« config tunnel profile eogre-DHCP82-delimiter (242 ~<—7)
» config tunnel profile eogre-DHCP82-format (243 ~—3)

» config tunnel profile eogre-DHCP82-remote-id (244 ~—3)
« config watchlist add (245 ~—2°)

« config watchlist delete (246 ~<—3)

» config watchlist disable (247 ~X—73")

« config watchlist enable (248 ~X—3”)

* config wgb vlan (249 ~X—1)

» config wlan (250 ~<—73)

« config wlan 7920-support (252 ~—<)

« config wlan 802.11e (253 ~<—2°)

+ config wlan aaa-override (254 ~X—73")
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« config wlan acl (256 ~X—)

» config wlan apgroup (257 ~X—7)

» config wlan apgroup atf 802.11 (266 ~<—7)

« config wlan apgroup atf 802.11 policy (267 ~X—73")
» config wlan apgroup opendns-profile (268 ~X—1)

« config wlan apgroup qinq (269 ~<—3")

« config wlan assisted-roaming (271 ~X—3°)

* config wlan atf (272 ~—73)

« config wlan ave (273 ~—2°)

» config wlan band-select allow (274 ~X—3)

» config wlan broadcast-ssid (275 ~X—73")

« config wlan call-snoop (276 ~<—7)

* config wlan chd (277 ~—73°)

» config wlan ccx aironet-ie (278 ~X—)

« config wlan channel-scan defer-priority (279 ~X—13)
+ config wlan channel-scan defer-time (280 ~X—2)

» config wlan custom-web (281 ~X—37)

« config wlan dhep_server (283 ~<—)

* config wlan diag-channel (284 ~~—73’)

« config wlan dtim (285 ~<X—71)

* config wlan exclusionlist (286 ~—73)

« config wlan fabric (287 ~X—3)

+ config wlan fabric acl (288 ~X—73)

« config wlan fabric avc-policy (289 ~—137)

« config wlan fabric encap vxlan (290 ~X—)

» config wlan fabric switch-ip (291 ~—73)

» config wlan fabric tag (292 ~X—3)

« config wlan fabric vnid (293 ~<X—3°)

» config wlan fabric ave-policy (294 ~—73)

« config wlan flexconnect ap-auth (295 ~<—7)

« config wlan flexconnect central-assoc (296 ~<—17)

« config wlan flexconnect learn-ipaddr (297 ~—72°)

+ config wlan flexconnect local-switching (298 ~X—13)
+ config wlan flexconnect vlan-central-switching (300 ~X—12)
» config wlan flow (301 ~X—73")

« config wlan hotspot (302 ~~—12)

« config wlan hotspot dotllu (303 ~<—73”)

» config wlan hotspot dotl1u 3gpp-info (304 ~<—73”)

» config wlan hotspot dotl1u auth-type (305 ~X—73”)

+ config wlan hotspot dotl1u disable (306 ~<—13)
+ config wlan hotspot dot11u domain (307 ~X—3")
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« config wlan hotspot dotl1u enable (308 ~<—1)

» config wlan hotspot dotl1u hessid (309 ~X—1)

» config wlan hotspot dotl11u ipaddr-type (310 ~=—3")

« config wlan hotspot dotl1u nai-realm (311 ~X—12)

» config wlan hotspot dotllu network-type (314 ~X—37)

+ config wlan hotspot dot11u roam-oi (315 ~—2)

* config wlan hotspot hs2 (316 ~X—72)

» config wlan hotspot hs2 domain-id (319 ~—73")

+ config wlan hotspot hs2 osu legacy-ssid (320 ~X—73”)

« config wlan hotspot hs2 osu sp create (321 ~X—73°)

» config wlan hotspot hs2 osu sp delete (322 ~X—73")

« config wlan hotspot hs2 osu sp icon-file add (323 ~<—)
« config wlan hotspot hs2 osu sp icon-file delete (324 ~<—13)
« config wlan hotspot hs2 osu sp method add (325 ~X—1)

« config wlan hotspot hs2 osu sp method delete (326 ~<—12)
» config wlan hotspot hs2 osu sp nai add (327 ~X—7)

» config wlan hotspot hs2 osu sp nai delete (328 ~<—13)

« config wlan hotspot hs2 osu sp uri add (329 ~—<)

« config wlan hotspot hs2 osu sp uri delete (330 ~<—3°)

» config wlan hotspot hs2 wan-metrics downlink (331 ~X—12)
* config wlan hotspot hs2 wan-metrics link-status (332 ~X—3)
+ config wlan hotspot hs2 wan-metrics Imd (333 ~X—73)

» config wlan hotspot hs2 wan-metrics uplink (334 ~X—1)

+ config wlan hotspot msap (335 ~X—3)

« config wlan interface (336 ~<—1)

» config wlan ipv6 acl (337 ~X—7)

« config wlan kts-cac (338 ~—2)

« config wlan layer2 acl (339 ~—2)

» config wlan ldap (340 ~X—2°)

« config wlan learn-ipaddr-cswlan (341 ~X—3")

« config wlan load-balance (342 ~X—1)

« config wlan lobby-admin-access (343 ~X—1)

» config wlan mac-filtering (344 ~—32°)

+ config wlan max-associated-clients (345 ~X—1)

+ config wlan max-radio-clients (346 ~X—3")

* config wlan mdns (347 ~<X—2°)

« config wlan media-stream (348 ~—73”)

« config wlan mfp (349 ~X—7)

+ config wlan mobility anchor (350 ~—1)

+ config wlan mobility foreign-map (351 ~X—73°)

« config wlan multicast buffer (352 ~<X—73)
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« config wlan multicast interface (353 ~X—1)

* config wlan mu-mimo (354 ~X—73")

» config wlan nac (355 ~—2°)

» config wlan override-rate-limit (356 ~X—13)

» config wlan opendns-mode (358 ~X—1)

* config wlan opendns-profile (359 ~X—3”)

« config wlan passive-client (360 ~X—137)

» config wlan peer-blocking (361 ~<—73”)

* config wlan pmipv6 default-realm (362 ~X—73)
+ config wlan pmipv6 mobility-type (363 ~X—1)
+ config wlan pmipv6 profile name (364 ~X—737)

« config wlan policy (365 ~<—)

* config wlan profile (366 ~—3°)

« config wlan profiling (367 ~—73)

» config wlan qos (369 ~—<°)

« config wlan radio (370 ~~—2)

» config wlan radius_server acct (371 ~X—3°)

« config wlan radius_server acct interim-update (373 ~X—73)
» config wlan radius_server auth (374 ~—73°)

» config wlan radius_server overwrite-interface (375 ~X—1)
« config wlan radius_server realm (376 ~X—3)

+ config wlan roamed-voice-client re-anchor (377 ~X—73")

» config wlan security 802.1X (378 ~X—7)

« config wlan security ckip (380 ~—3)

« config wlan security cond-web-redir (382 ~X—73°)

« config wlan security eap-params (383 ~<—1”)

» config wlan security eap-passthru (385 ~<—13)

« config wlan security ft (386 ~~—3)

» config wlan security ft over-the-ds (387 ~X—13)

» config wlan security IPsec disable (388 ~—3°)

» config wlan security IPsec enable (389 ~—1”)

» config wlan security IPsec authentication (390 ~X—2)

» config wlan security IPsec encryption (391 ~X—2)

» config wlan security IPsec config (392 ~X—)

» config wlan security IPsec ike authentication (393 ~X—1")
« config wlan security IPsec ike dh-group (394 ~=—2)

« config wlan security IPsec ike lifetime (395 ~<—1)

« config wlan security IPsec ike phasel (396 ~X—1)

» config wlan security IPsec ike contivity (397 ~—73)

» config wlan security wpa akm ft (398 ~X—1)

» config wlan security ft (399 ~<X—13)
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« config wlan security passthru (400 ~<—13”)

« config wlan security pmf (401 ~X—72)

« config wlan security sgt (403 ~<—3")

» config wlan security splash-page-web-redir (404 ~X—3")

« config wlan security static-wep-key authentication (405 ~X—73")
« config wlan security static-wep-key disable (406 ~<—2)

« config wlan security static-wep-key enable (407 ~~—73”)

« config wlan security static-wep-key encryption (408 ~<—13")
» config wlan security tkip (409 ~<—3")

« config wlan usertimeout (410 ~<—2)

+ config wlan security web-auth (411 ~X—73")

« config wlan security web-auth captive-bypass (413 ~<—3”)
« config wlan security web-auth grscan-des-key (414 ~—73")
» config wlan security web-passthrough acl (415 ~—73")

« config wlan security web-passthrough disable (416 ~X—73")
« config wlan security web-passthrough email-input (417 ~X—3")
» config wlan security web-passthrough enable (418 ~<—13)
« config wlan security web-passthrough qr-scan (419 ~—<7)
« config wlan security wpa akm 802.1x (420 ~<—73°)

» config wlan security wpa akm cckm (421 ~X—3°)

« config wlan security wpa akm ft (422 ~X—3)

+ config wlan security wpa akm pmf (423 ~<X—)

+ config wlan security wpa akm psk (424 ~X—)

« config wlan security wpa disable (425 ~X—73)

« config wlan security wpa enable (426 ~—73°)

» config wlan security wpa ciphers (427 ~<—17)

« config wlan security wpa gtk-random (428 ~X—13)

« config wlan security wpa osen disable (429 ~<—13)

» config wlan security wpa osen enable (430 ~X—13)

« config wlan security wpa wpal disable (431 ~<—3)

« config wlan security wpa wpal enable (432 ~—73”)

« config wlan security wpa wpa2 disable (433 ~X—1)

« config wlan security wpa wpa2 enable (434 ~X—1)

« config wlan security wpa wpa2 cache (435 ~X—7)

» config wlan security wpa wpa2 cache sticky (436 ~X—3")

« config wlan security wpa wpa2 ciphers (437 ~—3)

* config wlan session-timeout (438 ~X—3)

» config wlan sip-cac disassoc-client (440 ~X—1)

« config wlan sip-cac send-486busy (441 ~X—73”)

« config wlan ssid (442 ~<—2°)

» config wlan static-ip tunneling (443 ~X—")
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« config wlan uapsd compliant client enable (444 ~<X—13)
« config wlan uapsd compliant-client disable (445 ~X—1)
« config wlan url-acl (446 ~<—3)

» config wlan user-idle-threshold (447 ~X—73")

» config wlan usertimeout (448 ~X—137)

» config wlan webauth-exclude (449 ~X—73”)

« config wlan wgb broadcast-tagging (450 ~—73")

* config wlan wifidirect (451 ~X—2)

« config wlan wmm (452 ~=—2)

* config wps ap-authentication (453 ~X—73)

+ config wps auto-immune (454 ~X—73")

s config wps cids-sensor (455 ~X—3)

« config wps client-exclusion (457 ~<—3°)

* config wps mfp (459 ~<—7)

» config wps shun-list re-sync (460 ~X—37)

« config wps signature (461 ~X—37)

» config wps signature frequency (463 ~X—1)

» config wps signature interval (464 ~X—3)

« config wps signature mac-frequency (465 ~<X—73°)

« config wps signature quiet-time (466 ~<—1)

» config wps signature reset (467 ~X—1)

. configav K :r~z



I configav > K :r~z

config radius acct .

config radius acct

Cisco VAf YL ALAN 22> b —F @ RADIUS T H U VT 4 2 7 — R"OREEIT I IZIE.
config radius acct =~ REZFEHL 7,

config radius acct{ {add index IP addr port {ascii | hex} secret} | deleteindex | disable
index | enableindex | ipsec {authentication {hmac-mdS index | hmac-shal index } |
disable index | enable index | encryption {256-aes | 3des | aes | des} index | ike

{auth-mode {pre-shared-key index type shared secret key | certificate index } | dh-group {
2048bit-group-14 | group-1 | group-2 | group-5} index | lifetime seconds index | phasel
{aggressive | main} index} } | {mac-delimiter {colon | hyphen | none |
single-hyphen}} | {network index {disable | enable}} | {region {group | none |
provincial} } | retransmit-timeout index seconds | realm {add | delete} index realm-string}

BXDEREA

add RADIUS 7 H W T 7 H—~ (IPv4 £7-
IZIPv6) ZBMLET,

index RADIUS — R A v F w7 2 (1~17) .

ip-addr RADIUS — D IP 7 KL & (IPv4 £721%
IPv6) ,

port RADIUS — DA v H—T = A A 71 ba
JL D UDP /R— &&=

ascii RADIUS ¥ —_OIEHFX—D % A 7 (ascii)
PRELET,

hex RADIUS =D F—D % 4 7 (hex) %
fBELET,

secret RADIUS r— "D —7 L v b,

enable RADIUS TAH D T 4 v T H—"EBHHL
iﬁ‘o

disable RADIUS 7 7 T v — AT L
£,

delete RADIUS 7H U T 4 v 7 —EZHIBLE
T

ipsec TH T 4T =Tk S IPSec AR —

AN ETITEDC L ET,

Gx) IPSec 1% IPv6 TlIVAR— F XN FH
/Uo
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authentication IPSec WAE & #XE L £ ¥

hmac-md5 IPSec HMAC-MD5 RBREZ AN L 77,

hmac-shal IPSec HMAC-SHA1 #BiEZ A2 L £,

disable THT T 4 T =TT D IPSec YA —
N AN L ET,

enable THTT 4T =T B IPSec YR —
N ERZICLET,

encryption IPSec BB AR E L £7,

256-aes IPSec AES K5 5k 2 AN LE 7,

3des IPSec 3DES Witz AN L £ 9,

aes IPSec AES-128 I b 2 AN L £,

des IPSec DES 5 5tz A L £,

ike {8 —Fy hF—x27 AF Y (IKE)
EHRELET,

auth-mode IKE R NERELET,

pre-shared-key

FORED FHTIEA X —

certificate

FRREIC B S D REIE,

dh-group

IKE Diffie-Hellman 7 /L — 7 %#&HTE L £7,

2048bit-group-14

DHZ/V—714 2048t v ~) ZRELET,

group-1 DHZ/L—71 (7168 £ v ) Z#EELET,
group-2 DHZ /L —72 (1024 v b) Z&ELET,
group-5 DHZ/V—>7"5 (1536 £ k) Z#FELET,

lifetime seconds

IKE 74 744 5 (BHAL) ZELET,
7 T X HHuPHIX 1800 ~ 57600 FCT9, T
7 4V M 28800 BT,

phasel IKE phasel E— R&Z5%E LET,
aggressive IKE7 7Ly 7 T—FReAcLET,
main IKE A1 > E—Fa2fAICLET,
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config radius acct .

mac-delimiter

I— LA T— g D & a— L RT—
aryIDOMACT VI X EZHRELET,

colon TUVIFEaa AIHRELET
(XXXKXKXX XXX 72 E)

hyphen TVIFENATAAHELET
(XX-XX-XX-XX-XX-XX 7£ &) &

none TUVIXEHILET Gooooxxxxx 78 &)

single-hyphen

FUIS W TATRELET

(XXXXXX-XXXXXX 7£ &) &

network Xy NU—27 2—%DF 7 4/ s RADIUS
P—NERELET,

group RADIUS $—/3 % A 7% group IZFEE L £ 7,

none RADIUS #—/3 ¥ oA 7% none IZFEE L £,

provincial RADIUS #—/3 % A 7% provincial IZf5E L £

—qu

retransmit-timeout

P—RNOT 7 4V NFEEEA LT T NEE
WLET,

seconds BiEEOME (AL

realm RADIUS 7TH U T 47 LILVAEIRELE
T,

add RADIUS 7T hH U T 47 LIV AZEMLE
TO

delete RADIUS 7D v T 47 LIV AEHIERLE
Er

AT K FI74J)+  RADIUS %= SOk, AN— FE ST 1813 (27 7 4 /L FIRE S 4L, IRAEDS enabled (272 1)

i‘a—o

FEHEDHA KS4 > IPSec T IPv6 TIIVR—FShEHA,

avy FERE 1)1y —= LEEHNE
7.6 Zoa<wy R, VU—RXT76LHIDOY Y —2A

THAShE L,

config A< K :r~z .“



configav > K :r~z |
. config radius acct

1) —Z EERNE
8.0

Zoa<y Rk, IPvd L IPv6 Dl ST DT KL
AR e R — M LET,

WIZ. BR— 1 1813 Tadmin D7 A > RAT— R&EMEH LT, 10.10.10.10 \25 H &
SENEARE 1 O RADIUS 7 H T T 4 v Y —RERETHHZRLET,

(Cisco Controller) > config radius acct add 1 10.10.10.10 1813 ascii admin

WIZ . B— 1+ 1813 T admin D7 A 2 RAT— K& LT, 2001:9:6:40::623 12 %
DESNERL 1 O RADIUS T hH U T 4 7 —REFRET HHZRLET,

(Cisco Controller) > config radius acct add 1 2001:9:6:40::623 1813 ascii admin

. configav K :r~z



I configav > K :r~z
config radius acct ipsec authentication .

config radius acct ipsec authentication

Cisco VA ¥ LA LAN =2 h v — 7 T IPSec il & X £ 521X, config radius acct ipsec
authentication =~ > R L 7,

config radius acct ipsec authentication {hmac-md5 | hmac-shal} index

X DEHEA hmac-md5 IPsecHMAC-MD538GEZ A R — 7 /WZ L E T,
hmac-shal [Psec HMAC-SHA1 §8GE%E A 2 —7 LIC L E
—a—o
index RADIUS r— X £ T v 7 A,

ATV RFIFLE AL

av Y REE ) 1y—2 RENE
7.6 Zoa<wr Rk, VU —RT76LHTIOY ) —2

TEAINE L,

WIZ, RADIUS 7 H W T 4 v H—s3 A 5w 27 Z 1 T IPSec hmac-md5 ZRaEH —
ERAERET DR LET,

(Cisco Controller) > config radius acct ipsec authentication hmac-md5 1

BEavy K show radius acct statistics

config A< K :r~z .



configav > K :r~z |
. config radius acct ipsec disable

config radius acct ipsec disable

CiscoVAYLALAN 2 b2 —F DT BT 4 7 B —rNTxb7 5 [PSec AR — b % M)
\Z9%I21X. config radius acct ipsec disable =~ > & H L £,

config radius acct ipsec disable index

RBX DA index RADIUS #—/ £ U F w7 A,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

WIZ, RADIUS T H T T 4 7 =X A F v 7 A 11Tk 5 IPSec Vih— k 24
T BH 2R ET,

(Cisco Controller) > config radius acct ipsec disable 1

BEavy K show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius acct ipsec enable .

config radius acct ipsec enable

Cisco VA YLVALAN 2> b —F DT H 7T 47 P—rNIxT 5 IPSec ih— b &A%
IZ951ZiZ. config radius acct ipsec enable =~ > K& L £7,

config radius acct ipsec enable index

RBX DA index RADIUS #—/ £ V' F w7 A,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

1

WIZ, RADIUS T DT 47— AT v 7 A 1Tk 5 IPSec h— &4
T HHERLET,

(Cisco Controller) > config radius acct ipsec enable 1

BEaw Y K show radius acct statistics

config A< K :r~z .



configav > K :r~z |
. config radius acct ipsec encryption

config radius acct ipsec encryption

Cisco VA YL ALAN 22> ha—F DT AT 4 v 7 $—rNT IPSec B 5L AR ET DI
IZ. config radius acct ipsec encryption =~ > R&fiH L £,

config radius acct ipsec encryption {3des | aes | des} index

-3 qOE L); 256-aes IPSec AES-256 K55t 2 AN L ET,
3des IPSec 3DES 5 5{b & A4 R —7 /WIZ LE T,
aes IPSec AES K5 b=z LE 7,
des IPSec DES I 5{b % A4 X —7 /WIZ L ET,
index RADIUS =D A 7 > 7 ZffE (1~17) .

ATV RFI4LE AL

avy FERE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

&IZ. RADIUS — 30D A 5 7 Al 3 O IPSec 3DES B Bt AR ET A4~ L%
j‘o

(Cisco Controller) > config radius acct ipsec encryption 3des 3

. config a<v UK :r~z



I configav > K :r~z
config radius acct ipsec ike .

config radius acct ipsec ike

Cisco WLC TA »#—x v b F—2Z# (IKE) Z##ET HIZIL. config radius acct ipsec ike =
~v Rz LET,

config radius acct ipsec ike dh-group {group-1 | group-2 | group-5 | group-14} | lifetime
seconds | phasel {aggressive | main}} index

X DA dh-group Dixie-Hellman (DH) 7 /V—7Zf5E L £7,
group-1 DH Z/V—71 (768 £y ) ZHELET,
group-2 DHZ LV—7"2 (1024 v ~) ZFEELET,
group-5 DHZ W—75 (1024 b) #@RELET,
group-5 DHZ/L—714 2048t > k) ZFZELET,
lifetime IKE 74 7414 LaRELET,
seconds IKE DAZNHIM (FPEANL)
phasel IKE phasel / — FZ & L£7,
aggressive Ty T = R R—7NVICLET,
main AL F—REA X =TV LET,
index RADIUS =3 A T w7 A,

aRVRFILLE L

2wy FEE y1y—2 RENE
7.6 Zoa<wy Rk, VU —RX76LEIOY Y —X

THAShE L,

WIZ. RADIUS —8 A 5w 7 2 1 O IKE OAZME 23 ICEETAH2 5~ L
i—a‘o

(Cisco Controller) > config radius acct ipsec ike lifetime 23 1

BEavy R show radius acct statistics

config A< K :r~z .



configav > K :r~z |

. config radius acct mac-delimiter

config radius acct mac-delimiter

RADIUS 7 T T 4 7 P —NIZEEESNDMACT FLATHA SN LTV I ¥ 2 fET
5121, config radius acct mac-delimiter =~ > F&fEH L £ 9,

config radius acct mac-delimiter {colon | hyphen | single-hyphen | none}

ST ERBA colon FYIFEaa B ELET
(XXXKXKXXXXXX 72 &)
hyphen TVIFENATAHELET
(XX-XX-XX-XX-XX-XX 72 &) &
single-hyphen TUVIZEHR -4 T CRELET
(XXXXXX-XXXXXX 782 &) &
none TV I XL F T (XXXXXXKXKKKX 78
E) .

ATV R FI4NE TIANIDOTIUIZIE, N TTT,

2wy FEE -2 RENE
7.6 Zoa<wy Rk, VU —RX76LEIOY Y —X

THAShE L,

wIZ, Ry V=27 2—FDORADIUS T H U T 4 v 7 B—NIZEEEND MACT
RLATHRAENDET Y I Z A 7 2RETHHZ - LET,

(Cisco Controller) > config radius acct mac-delimiter hyphen

BEEavy R show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius acct network .

config radius acct network

Xy NI —2 a2—%DF 7 4 /L s RADIUS — %3 ET HIZ1X, config radius acct network
axy RaHLET,

config radius acct network index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable P& Ry NI =7 =P DT T 4Lk
RADIUS #r— & LTHEINZ LET,

disable PN xy hT—2 2—HFDF 74/ k
RADIUS #— & UL THEIZ L ET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

&IZ, RADIUS %= A > F w7 A1 THxy hU—27 2—%DF 7 4/ k RADIUS
THOT 4T F—RNERETHHEZRLET,

(Cisco Controller) > config radius acct network 1 enable

BEawy R show radius acct statistics

config A< K :r~z .



configav > K :r~z |
. config radius acct realm

config radius acct realm

RADIUS 7 1 7 T 4 7 H—/"T ULV LERET HITIL, config radius acct realm =~ > F
ZEEHLET,

config radius acct realm {add | delete} radius index realm string

X DEREA radius_server RADIUS $r— 3 A 7w 7 A, #iiZ 1 ~ 17
‘(:\ﬁ_o
add RADIUS 7 AU > T 4 v 7 H— |2 LV D%
BIMLET,
delete RADIUS 7 H U T 4 7 H—r3n5 LV A
ZHIBRL £9,
realm_string RADIUS 7 AV T 4 > 2 LV I BRI

LT —EDIXFHTT,

aRVRFILLE L

avy FERE )= EEAR

8.0 Zoawy RpREAINE L,

WRIZ, RADIUS 7 7 T 4 7 =2 LV A& BINT H6 2R LET,

(Cisco Controller) > config radius acct realm add 3 test

. configav K :r~z



I configav > K :r~z
config radius acct retransmit-timeout .

config radius acct retransmit-timeout

Cisco VA Y LVALAN @2 hr—F ORADIUS 7 U T 4 7 B —_"DT 7 4V MiEfE ¥
A LT U NEEFET HIZIE, config radius acct retransmit-timeout =~ > R&fEH L 9,

config radius acct retransmit-timeout index timeout

X DERHA index RADIUS H— A U F v 7 A,
timeout MHA CTORRERE 2~30) .

aATYRFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

wIZ, BEERBOFEEZA LT U MEZ 5 ICBET D012~ LET,

(Cisco Controller) > config radius acct retransmit-timeout 5

BEEawy R show radius acct statistics

config A< K :r~z .



. config radius auth

configav > K :r~z |

config radius auth

Cisco VA ¥ LA LAN 22> k12— @ RADIUS BFEV— /SO E %17 9 1Z1%. config radius
auth =2~ REfEH LET,

config radius auth {add index IP addr portascii/hexsecret} | | delete index | disable index |
enable index | framed-mtu mfu | { ipsec {authentication {hmac-md5 index | hmac-shal
index } | disable index | enableindex | encryption {256-aes | 3des | aes | des} index

| ike {auth-mode {pre-shared-key index ascii/hex shared_secret | certificateindex } | dh-group
{ 2048bit-group-14 | group-1 | group-2 | group-5} index | lifetime seconds index |

phasel {aggressive | main} index} } | { { keywrap{add ascii’hex kek mack index } |
delete index | disable | enable} } | {mac-delimiter {colon | hyphen | none |
single-hyphen}} | {{managementindex {enable | disable}} | { mgmt-retransmit-timeout
index Retransmit Timeout } | { network index {enable | disable}} | {realm {add | delete}
radius-index realm-string} } | {region {group | none | provincial}} |
{retransmit-timeout index Retransmit Timeout} | { rfc3576 {enable | disable} index }

BX DA enable RADIUS #EFEV— 2 Hh L ET,
disable RADIUS BFEH— NZ 2 L E T,
delete RADIUS #BFEH— N ZHIFR L £,
index RADIUS h— "N A T v I A, arvia—7

. | CRBEEBRELET, T ATy
s AOFPFIE 1~ 17 TT,

add RADIUS GBREY—zBMLET, [F7%
VN ODIEEZML T I,

ip-addr RADIUS #— 3D IP 7 R LA (IPv4 £7-1%
IPv6) T,

port RADIUS — DA v H—T = A A 71 b a
JL® UDP AR— &5

ascii/hex RADIUS #—DFEF —D X A 7 (ascii
721Z hex) ZHTE L ET,

secret RADIUS #— XD —7 L v b,

callStationId Type RADIUS #FEA v b=V TEEESN DL a—)L
FTAT—a  IDIERERTELET,

framed-mtu $ T RADIUS H—/3D Framed-MTU % &%
ELET, Framed-MTU O#iPHIT 64 ~ 1300
RA T,

. configav K :r~z



I configav > K :r~z

aAvY R FI4ILE

FEHREDHA KS4 > IPSec T IPv6 TIEHR—FEnFEHA,

config radius auth .

ipsec FBREY— /30D IPSec VAR — F &8N /- 13 1%
Mz L ET,
G¥) IPSec X IPv6 TiZHV A — F S FEH
Ao
keywrap RADIUS ¥—7 v 7% E LET,
ascii/hex F—TF o7 F—DANEXEHEELET,
kek 16 31 FOF—MEEbx—Z2 AN LET,
mack 2034 NDORAYEB— A —R T4 r—H

a— R F—2AHLET,

mac-delimiter

I— LA T— gD & a— L RAT—
aryIDOMACT U I X ERELET,

management

Bl —4 D RADIUS — 2R E L £7,

mgmt-retransmit-timeout

P—=ROT T 4V NEER T A UBEESA
LT U NEEHELET,

network %y NU—27 a2—H¥DF 7 4/ RADIUS
P—REFRELET,

realm RADIUS REF LV AR ELET,

region RADIUS U —Ya > Fu s 4 ZRELET,

retransmit-timeout

P —ROTFT 7NV F Xy NT—T al A U
BEXALT T NEEELET,

rfc3576

FREEY— 2% B RFC-3576 7R — k & A%
FITEHIILET,

RADIUS ¥ —/ SOEMKRE, R— FFESIL 18121275 7 # /L bR E &1, JREEDS enabled (272 1V

£7,

avy FNERE

Jiy—=x EENE

7.6 Zoa<wy R, VIU—RT76LRIDYU U—RA
TEAINE L,

8.0 Zoa<wy Rk, IPvd L IPV6 Dl ST DT KL

AR eI A= LET,

config A< K :r~z .



configav > K :r~z |
. config radius auth

WIZ, B— 1 1812 T admin Da 7 A > NAT— REHER LT, 10.10.10.10 (73 HH
SENENT. 3 @ RADIUS 383E— &R ET 262 RLE T,

(Cisco Controller) > config radius auth add 3 10.10.10.10 1812 ascii admin

WIZ, K= b 1812 Tadmin DR 7 A 2 NAT — REHEH LT, 2001:9:6:40::623 12
BEIANL 3 O RADIUS FBRE — N2 ET S 27" LET,

(Cisco Controller) > config radius auth add 3 2001:9:6:40::623 1812 ascii admin

. config a<v UK :r~z



I configav > K :r~z

config radius auth callStationldType .

config radius auth callStationldType

RADIUS fBAEH— &% ET 5121, config radius auth callStationldType =~ > N&ffH L £
R

config radius auth callStationldType {ap-ethmac-only | ap-ethmac-ssid | ap-group-name |
ap-label-address | ap-label-address-ssid| ap-location | ap-mac-ssid-ap-group |
ap-macaddr-only | ap-macaddr-ssid | ap-name | ap-name-ssid | flex-group-name | ipaddr
macaddr | vlan-id}

B DEREA

ipaddr IP7 FLAEFEHT LR ID ¥ A 7 %%
ELET (LAFVP3IDH)

macaddr VAT ADOMACT R L A5l HT AR
IDZATEFRELET (LAY 2BIUOLA
Y3,

ap-macaddr-only TIEARA L ROMAC T KL AZfMHT

HEEHR ID # A THRELET (LA
Y2BLOLAY3) ,

ap-macaddr-ssid AP MAC address:SSID D TT 7 B A RA
kD MAC 7 R L A &H & 2R ID #
A THERELET (LA V2B A

Y3,

ap-ethmac-only TIREARA L FDOA = Fy FMACT R
VAT H2EERARID YA TE2RE L
R

ap-ethmac-ssid AP Ethernet MAC address:SSID DA TT 7 &

ARA PDOA—Y Ry NMACT RL A%
AT 25EWMRID A4 THHRELET,

ap-group-name AP V7 N—T % 2T DGR ID % A 7
ERELET, APWN AP VL —T7 O Ty
WA, Tdefault-group] 7% AP 7' /v—7"4 &
LCERHSNET,

flex-group-name FlexConnect 7 /L— 74 Zfsi 113~ 2 IR K 1D
S AT HELET, FlexConnect AP 73
FlexConnect 7 /L — 7" D—E TR\ GHE, T A
7 L MAC 7 R L ADMEHEER ID & LT
SNET,

ap-name T U RvARA L NOAFT AT D REAR
ID %A 7 &EELET,

config A< K :r~z .



configav > K :r~z |

. config radius auth callStationldType

ap-name-ssid AP name:SSID DIETT 78 A RA - ND4
AiEEHT AR ID ¥ A4 2R ELE
7,

ap-location TIRARL L DOar— g U EFERTD
MEHSRAR ID # A 2R ELET,

ap-mac-ssid-ap-group EEWARID ¥ A 7%, <AP MAC
address>:<SSID>:<AP Group> TR E L
7

vlan-id VAT 5D VLAN-ID %1 F 3 5 A 1D
A TERELET,

ap-label-address MR ID XA Th, T T 4T Ay

T—=U D AP T VIZHEIR STV D APMAC
7 RVARICERELET,

ap-label-address-ssid FEHEGZR ID Z A 7°% . AP MAC address:SSID
FRUTERE L ET,

AR TIAIE

FRLEDHA KS1 Y

VAT LD MAC T KL A,

ayhke—JF, TRTOFMNNT Yy NBXORT BT T 47 /3% b TRADIUS %—3
WCEERID BMEESE LE T, SEMAIDEMEZHEHT S L. BEMICESHT, Bs
IN—Fla—PEpEHTEET, a~vy NIEEREICH L CORBHETH Y, 5500
KIITEH T EHA,

SSID D 4 % Calling-Station-ID & L TEET 25 Z LIXT& WA, SSIDIX, 77 BAFRA b
MAC 7 RLVAEIET 7 A BRA LV MEOWDTHINCORFMAEDEDL Z LN TEET,

avy FERE

)1)—=R TEAR

7.6 Zoa<wy R, V) —RXT76LEIDY Y —2A
TEASINE LA,

7.6 TIRBARL L FOAL =YXy N MACT K

L A %Y AR — F9 5 72DIZ ap-ethmac-only ¥ —
U — K & ap-ethmac-ssid % — 7 — RK23B 1 &
nE L7,

ap-label-address 33 . O} ap-label-address-ssid
F—U—FBIMEShE L7

8.0 ZOa~wy R, IPv4 & IPV6 D DOT KL
AR EYAR—FLET,

8.3 ap-mac-ssid-ap-group % — 7 — RANEM S L E
L7z,

. configav K :r~z



I configav > K :r~z

config radius auth callStationldType .

WIZ, IP 7 RUVAZERTHREHERID ¥4 T2 ET 20 %2R LET,

(Cisco Controller) > config radius auth callStationIdType ipAddr

WIZ, VAT ALADOMACT FLAZERTHMFHmAID ¥ A4 72 ET 2R LE
7,

(Cisco Controller) > config radius auth callStationIdType macAddr

Wiz, T2 AKRA L FOMACT FLAZERTAMEHERID ¥ A 72 RET 25
ZnLET,

(Cisco Controller) > config radius auth callStationIdType ap-macAddr

config A< K :r~z .



configav > K :r~z |
. config radius auth framed-mtu

config radius auth framed-mtu

9T D RADIUS #— 30 Framed-MTU {EZ % E 9 5 IZ1%. config radius auth framed-mtu =
~v Rz LET,

config radius auth framed-mtu mzu

X DERHA mtu Framed-MTU {ED#iHIL 64 — 1300 /XA F T
7,

ATV RFIFLE AL

avy RER Jiy—=x EERNE
7.6 Zoawy RpREAINE L,

&Iz, RADIUS #EFY— 3D Framed-MTU [BEx R ET AH 2R LET,

(Cisco Controller) > config radius auth framed-mtu 500

. config a<v UK :r~z



I configav > K :r~z
config radius auth IPsec authentication .

config radius auth IPsec authentication

Cisco VA ¥ LA LAN = b 11— F OFBGEY — /NI % IPSec #7R— M &R ET HITI3,
config radius auth IPsec authentication =~ > K&l L 7,

config radius auth IPsec authentication {hmac-mdS | hmac-shal} index

X DA hmac-md5 IPsec HMAC-MD5 #85E % A X —7 /MZ LET,
hmac-shal IPsec HMAC-SHA1 F8GE% 1 *—7 WIZ L E
7,
index RADIUS %r— X A T v 7 A,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

KIZ. RADIUS BBEFY— N A 5 v 7 A 1IZ%T 5 IPSec hmac-md5 7R — b+ 23R &7
L0 %R LUET,

(Cisco Controller) > config radius auth IPsec authentication hmac-md5 1

EEawy R show radius acct statistics

config A< K :r~z .



. config radius auth ipsec disable

config radius auth ipsec disable

Cisco 7 A ¥ LA LAN > b 1 —F OFBGEY — /N3 2 IPSec YA — b &2 23 21213,
config radius auth IPsec disable =~ > K& L 7,

configav > K :r~z |

config radius auth ipsec {enable | disable} index

-3 qOE L); enable I — D IPSec AR — FEFHNMTLET,
disable FEEY— XD IPSec VAR — AT L E T,
index RADIUS —/X A T w7 A,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDYU U—RA

THAShE L,

&IZ. RADIUS REFH—/N A ' F w7 A2 11Z5%T 5 IPSec ViR — + AT 56 %
i—\‘ L/ibé‘o

(Cisco Controller) > config radius auth ipsec enable 1

wIZ, RADIUS #GEY— A 5 w7 A 11Zx1 5 [PSec ¥R — b 2 L2+ 2 6%
w~LET,

(Cisco Controller) > config radius auth ipsec disable 1

BEavy K show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth ipsec encryption .

config radius auth ipsec encryption

Cisco 7 A ¥ LA LAN 21> b 72— 7 OFBFEY— Nk 3 % IPSec K 5 bR — M ARXET HIC
IZ. config radius auth ipsec encryption =~ > R&fH L £,

config radius auth IPsec encryption {256-aes | 3des | aes | des} index

-3 qOE L); 256-aes IPSec 256 AES K S kA AN LET,
3des IPSec 3DES 55k A AENIZ LET,
aes IPSec AES K5 5k &= AN LET,
des IPSec DES W5 5k Z#H N LET,
index RADIUS =/ A VT w7 R,

ATV RFI+LE AL

avy FRERE J1)—x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDYU U—RA
TEAINE L,
8.0 256-aes ¥ — T — RO BIMINE LT,

&IZ, IPsec 3dec lF 5D RADIUS FFEV— N A T v 7 A3 &R ET A0 2R LE
j‘o

(Cisco Controller) > config radius auth ipsec encryption 3des 3

BEEawy R show radius acct statistics

config A< K :r~z .



. config radius auth ipsec ike

config radius auth ipsec ike

configav > K :r~z |

Cisco7A YL ALAN Y b —FDA U F—F vy b F—5H (IKE) ZET HITIL, config

radius auth IPsec ike =~ > RZfHH L £,

config radius auth ipsec ike {auth-mode {pre-shared-keyindex {ascii | hex shared-secret} |

certificate index } dh-group {2048bit-group-14
seconds | phasel {aggressive |

| group-1 | group-2 | group-5} | lifetime

main} } index

BXDEREA

auth-mode

IKE fBFEFRERELE T,

pre-shared-key

IKE #3iEF RO Fai A —2HELET,

index RADIUS r—XDA T w7 &2 (1 ~17) ,

ascii ASCII JE=» RADIUS IPSec IKE Fh% %+ — %2 3%
E’ l_/ \32 —a—o

hex 16 #EHIE D RADIUS IPSec IKE b % — %

RELET.

shared-secret

#:44 RADIUS IPSec B F— 2R E L F7,

certificate IKE FRGEDFEHEERTE L E 7,
dh-group IKE Diffe-Hellman 7' /L — 7 %% E L £,

2048bit-group-14

DHZ/L—714 2048t v k) ZHRELET,

group-1 DHZV—71 (7168 B k) Z&EL £,

group-2 DHZ /W —72 (1024 v ) ZHELET,

group-5 DHZ/W—72 (1024t k) #RELET,

lifetime IKE 74 784 L% ELET,

seconds IKE DA ZAR (BOEAL) o AZh7Ze®EPHIE 1800
~ 57600 ¥» T3,

phasel IKE phasel E— RAZRE L ET,

aggressive TV T FT— REAR—TMILET,

main AA YV F—REARX—TMIZLET,

index RADIUS %=/ A T v 7 X,

. config a<v UK :r~z



I configav > K :r~z
config radius auth ipsec ike .

ATV R FIHFIR T AN TIE, FREHEAF 2 PSec £ v v a T &L, IKE O 2RI 28800 4T

j—o
avy FRERE J1)—x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

Iz, RADIUS #GEA1 5 v 7 A 1 @ IKE DA % 23 IR ET 2612~ L E
ﬁ‘o

(Cisco Controller) > config radius auth ipsec ike lifetime 23 1

BEawy R show radius acct statistics

config A< K :r~z .



. config radius auth keywrap

config radius auth keywrap

configav > K :r~z |

Advanced Encryption Standard (AES) ¥— 7 v 72 WML OEL T, 2> ba—F &
RADIUS =D IFXF—DtF 2 U 7 1 2@k T 51X, config radius auth keywrap =~ >~

REfHALET,

config radius auth keywrap {enable | disable | add {ascii | hex} kekmack | delete} index

XA enable AES %¥— T v 7 HHMILET,
disable AES ¥— T v 7ML ET,
add AES ¥ — T v 7 OEMERE L ET,
ascii X— T v 7% ASCIIEXCTHRELE7,
hex F— Ty TR 16 ERERLTRELET,
kek 16 /34 k@ Key Encryption Key (KEK) ,
mack 20 /XA | @ Message Authentication Code Key
(MACK)
delete AES ¥— T v 7 OJEMEAHIFRL £ 7,
index AES ¥ — 7 v 7 & IET % RADIUS 8GEH—

NRNDA VT w7 A,

ATV RFI4LE RL

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

IZ, RADIUS #ZFEY—/ 3D AES ¥ — T v 72BN T B0 2R LET,

(Cisco Controller) > config radius auth keywrap enable

BEawy R show radius auth statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth mac-delimiter .

config radius auth mac-delimiter

RADIUS #BGEV— NIZEEESNDLIMACT RLATHEHAEINS T U I X 2 f8ET 521X, config
radius auth mac-delimiter =~ > RZfH L £,

config radius auth mac-delimiter {colon | hyphen | single-hyphen | none}

(XXXXXKXXXKXX 72 &) o

hyphen TUVIFENATCERELET
(XX-XX-XX-XX-XX-XX 72 &) &

single-hyphen TUVIFEH AT UHELET
(XXXXXX-XXXXXX 72 &)

none T I XL F T (XXXXXXXXXKKX 78
E) .

ATV R FI4NAE T IZANMPOTVIRIE A TUTT,

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHEIDY Y —2A

THAShE L,

KIZ, RADIUS FRGEY— NIEH T 27U I ¥ A T afaET D6z m L ET,

(Cisco Controller) > config radius auth mac-delimiter hyphen

Eawy K show radius auth statistics

config A< K :r~z .



configav > K :r~z |
. config radius auth management

config radius auth management

B2 —Y DT 7 +/L F RADIUS — " Z 3 ET 521X, config radius auth management =~
YRR LET,

config radius auth management index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable Y B —F DT 7 4 /L~ RADIUS H—
NELTHZLET,

disable P EFHa—Y D7 7 /1 F RADIUS ¥—
NE LT LET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

Wiz, EH2— D RADIUS —ZRETIHH 2R LET,

(Cisco Controller) > config radius auth management 1 enable

BEavy K show radius acct statistics
config radius acct network

config radius auth mgmt-retransmit-timeout

. config a<v UK :r~z



I configav > K :r~z
config radius auth mgmt-retransmit-timeout .

config radius auth mgmt-retransmit-timeout

BFEHa—HF DT 7 4/ h RADIUS ' — SOFEEFEX A L7 U M EFHET HITIL, config radius
auth mgmt-retransmit-timeout =~ > R &2 L £,

config radius auth mgmt-retransmit-timeout index retransmit-timeout

X DA index RADIUS — A U F v 7 A,

retransmit-timeout HA LT T ME, #iFHIX 1~ 30T,

ARURFIFLE EL

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

Wiz, BEla—Y DT 7 /L h RADIUS U — _"OEREEX A LT 7 N E2RET 50 %
%Lij‘o

(Cisco Controller) > config radius auth mgmt-retransmit-timeout 1 10

BEavy R config radius auth management

config A< K :r~z .



configav > K :r~z |
. config radius auth network

config radius auth network

Ry NU—2 2—HFDF 7 %/ s RADIUS — %5 ET 511X, config radius auth network
ax s RaHLET,

config radius auth network index {enable | disable}

EX DA index RADIUS — " A U F v 7 A,

enable PRy NI =7 =P DT T 4L h
RADIUS #r— & LTHEINZ LET,

disable PN xy hT— 2—HFDF 74/ k
RADIUS #—/ 3¢ LTHEEIZLET,

aAvYRFIHLE RL

avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

Wiz, Ry U —27 2—HFDF 7 /L ks RADIUS Y —_E2RET 50 %ERLET,

(Cisco Controller) > config radius auth network 1 enable

EEawy R show radius acct statistics

config radius acct network

. config a<v UK :r~z



I configav > K :r~z

config radius auth realm .

config radius auth realm

RADIUS FFREY—/NT LIV A% ET 121X, configradius authrealm =~ > RZEH L £,

config radius auth realm {add | delete} radius index realm_string

3O L): radius_server RADIUS —/N A > F v 7 A, #FHIZ 1~ 17
‘(\‘—a—o
add RADIUS GBREH— NI LV AZBML £ 7,
delete RADIUSFEFET— 005 LV A ZHIR L £,
realm_string RADIUS F&FE L /L NMZBHEAHT Hivie—E D
XFHNTT,
aAvURFIANE AL
2wy REE yy—2 KENE
8.0 Ioavwy RPREAINE LT,

&IZ. RADIUS ZREEH— N2 LV A BB Al 2R~ LE T,

(Cisco Controller) > config radius auth realm add 3 test

config A< K :r~z .



configav > K :r~z |
. config radius auth retransmit-timeout

config radius auth retransmit-timeout

Cisco VA ¥ LA LAN @ h @ —5 @ RADIUS FRiEY — DT 7 4 )V NEEX A LT U b &
ZEW 4 5HIZIE. config radius auth retransmit-timeout =~ > K& L £,

config radius auth retransmit-timeout index timeout

X DERHA index RADIUS — " A U F v 7 &,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

RIZ. RADIUS FRGE —_DFEES A LT U & S ICRET D02 L ET,

(Cisco Controller) > config radius auth retransmit-timeout 5

BEEawy R show radius auth statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth rfc3576 .

config radius auth rfc3576

Cisco WLC DOFEBFEY—3Z RADIUS RFC-3576 ¥4 — b #3%EJ 5 IZIL. config radius auth
rfe3576 =~ > RAEFEHLET,

config radius auth rfc3576 {enable | disable} index

-3 qOE L) enable FREEY— /SO RFC-3576 iR — b 2 FENC L%
7,
disable ZREEY— XD REC-3576 AR — 2 Ehic L%
‘d‘o
index RADIUS V— R A U F w7 A,

ARVR TN D

2wy REE yy—2 RENE
7.6 Zoa<wry Rk, VU—RXT76LEIOY Y —X

THAShE L,

EELEDOHA K54 > RFC3576 IXRADIUS 71 b /U {Zxt 4 2458 T, =—V¥ v v a L OBNREE L AREIC L
£9, RFC3576 CTlx, =2—VOUIiB L2 —¥F v v a ATl SN D] O N R—
FENTWET, Disconnect A v —UlIa—F o a2 HICK T S, CoA A v
VT Ta N R Dy a VEBREREEEE L E T,

&IZ ., RADIUS BFFHY— %9 % RADIUS RFC-3576 VA" — ks G+ 50 %=
LE9,

(Cisco Controller) > config radius auth rfc3576 enable 2

BEavy K show radius auth statistics
show radius summary

show radius rfc3576

config A< K :r~z .



configav > K :r~z |
. config radius auth retransmit-timeout

config radius auth retransmit-timeout

RADIUS 7 H U > T 4 > 7 = "OFEEXA LT U MEERET DI, config radius auth
server-timeout =1~ > R&ZfHH L £,

config radius auth retransmit-timeout index timeout

X DA index RADIUS — A T v 7 A,

timeout A LT D ME, #EIZ2~30TT,

AT VR TFI4NE T IANEDEALT U MI2HTT,

avy RER Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDYU U—R

THAShE L,

WIZ, RADIUS BAF— RN A v F v 7 210 DY —NRN Z A LT 7 MlEZE 2 BITERET
HH 2R LET,

(Cisco Controller) > config radius auth retransmit-timeout 2 10

BEavy R show radius auth statistics

show radius summary

. config a<v UK :r~z



I configav > K :r~z
config radius aggressive-failover disabled .

config radius aggressive-failover disabled

B LT3 D07 T4 7T v MIRE LD >72 RADIUS h—_%& X7 (&R L) & LT
~v—7FHEIICar b —TFEEET HITIL, config radius aggressive-failover disabled = ~

VREMEALET,

config radius aggressive-failover disabled

ZOavwy FIESIBEELITF—U—RNEH Y A,

BX DA
ATYRFIALE L
avy FERE 1)1y —= LTEHNE

7.6 Zoawry NiE, VU —AT6LREIOY U —2

THAShE L,

wIZ, RADIUS — % F 7 L L(~—7Fh5krcaryru—7%
RLUET,

(Cisco Controller) > config radius aggressive-failover disabled

show radius summary

config A< K :r~z .



configav > K :r~z |
. config radius backward compatibility

config radius backward compatibility

Cisco VA ¥ LA LAN 22> h ©—5 ® RADIUS ML A#IEEZFHET HIZ1L. config radius
backward compatibility =~ > N& i H L £,

config radius backward compatibility {enable | disable}

KEST D EHEA enable RADIUS X % — ID O i B4tk 2 4750 L
7,

disable RADIUS X & —ID O FA7 B HulE 2 ME4h2 L
i“@‘o

ARVEFIANE AR

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L=,

]

&IZ, RADIUS N AMEDORREE AT 20 2R L ET,

(Cisco Controller) > config radius backward compatibility disable

EEa< R show radius summary

. config a<v UK :r~z



I configav > K :r~z

config radius callStationldCase .

config radius callStationldCase

Cisco WLC @ RADIUS A »vt&— & L TiEE S5 callStationldCase i # 43X & 35 1T1F,
config radius callStationldCase =~ > RZ il L £,

config radius callStationldCase {legacy | lower | upper}

X DERHA legacy LA Y 2 BEEAH O AR ID 2 KT T
RADIUS 2% & L £,
lower TR TOEHEAR ID % /)35 TRADIUS (7%
FLET,
upper TR T OREHERAR ID % KT TRADIUS (2%
FLET,
ARVEFIALE AFTTN
avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDY U —2A

BEav >R

TEAINE L,

I, FRHIEAR ID Z2/NCF TR ET L6l 2R LET,

(Cisco Controller) > config radius callStationIdCase lower

show radius summary

config A< K :r~z .



configav > K :r~z |

. config radius callStationldType

config radius callStationldType

Cisco VA YLV ALAN 22 hr—FDRADIUS T AV VT 4 7 AvyE—V L LTEESN
HEBIMAID A FEREZRET HI2IE. config radius callStationldType =~ > K& L
£

config radius callStationldType {ap-ethmac-only | ap-ethmac-ssid | ap-group-name |
ap-label-address | ap-label-address-ssid| ap-location | ap-mac-ssid-ap-group |
ap-macaddr-only | ap-macaddr-ssid | ap-name | ap-name-ssid | flex-group-name | ipaddr
| macaddr| vlan-id}

B DEREA

ipaddr IP7 RLAZEHTAMEHRRID ¥ A 7 % 5%
EFELET (LAY 3DR)

macaddr AT AOMACT RN LA ZHHT AR IR
IDXATHEFRELET (LAY 2BIUOLA
3,

ap-macaddr-only TIEARA L ROMAC T KL AZMMHT

LSRR ID # A THRELET (LA
Y2BLOLAY3) ,

ap-macaddr-ssid AP MAC address:SSID DR TT 7 v A RA v
kD MAC 7 KV A% HT 2 M- R ID #
A THERELET (LA V2B A

Y3) .

ap-ethmac-only TIREARA L FDOA = Fy FMACT R
VAT H5EEmRARID YA TE2REL
R

ap-ethmac-ssid AP Ethernet MAC address:SSID DX TT 7 &

ARA MDA =Y Ry N MACT KL A%
EHTAEEHKRID XA FEHELET,

ap-group-name AP U )v— T4 i T B IR R ID & A 7
ZRELET, AP AP VLV —TF O T
WA, Tdefault-group] 7% AP 7' /v—7"4 &
LTERHSNET,

flex-group-name FlexConnect 7" /V— 74, 2 3~ % M- R R ID
AT HFHELET, FlexConnect AP 73
FlexConnect 7 /L —7 D —E TRWEE, VA
7 A5 MAC 7 R L ADBEGR ID & U CE
SnET,

. config a<v UK :r~z



I config av K :r~

avy KT+

FEREDHA K542

config radius callStationldType .

ap-name

TR A RA L NOLRT AT D MR
ID ¥ A 7S HBRELET,

ap-name-ssid

AP name:SSID DX TT 7B A RA 2 hD4
A& DR ID # A 723 E LE
TO

ap-location

TIRARL L Our—a o EERTS
MR ID 2 A 7R ELET,

ap-mac-ssid-ap-group

EEUAR ID ¥ A 7% <AP MAC
address>:<SSID>:<AP Group> = UZREE L £
ﬁ‘o

vlan-id

VAT 5D VLAN-ID %1# 4 2 FEH R 1D
HATEHRELET,

ap-label-address

RS RID X A T, TAT T 4T Ay
=D AP 7 ~VICHI S 1TV S APMAC
7 RLRIZRELET,

ap-label-address-ssid

FEHESHAR ID Z A 7% . AP MAC address:SSID
ERICERELET,

HF—="DIP T FL X,

ayhr—=7i% §TO

uAL‘nJ—.E/\bA/ l\i’oJi()\TjJ?/T% /& /\b‘/ ]\TRADIUS "j__/\

’%ﬁ%*mﬁﬁ%%hbiﬁ HEEmAID @AM 5 & BIEEICE ST, RS

TN—TFIla—F &5

VHTEET, 3~y NIEEmARICH L TOREHETSH Y, 5
RICITHEH T EEA,

SSID %% Calling-Station-ID & L CiEETHZ &1L TEEH A, SSIDIE, 727 EAKRA b
MAC 7 RV AETZT 78 A BA 2 bEADOTNNCOHRMABEDED Z LN TEET,

av Y RERE

J1)—Xx EERNE

7.6 Zoa<wry R, VIV —A76LHIOY Y —2A
TEAINE L,

7.6 TIRARL Y FOA—HF v N MACT R
L 2% %R — F 3572 DIZ ap-ethmac-only % —
7 — K & ap-ethmac-ssid ¥ — 7 — F3E1 S
nE L7,
ap-label-address 33 JX O* ap-label-address-ssid
F—U— RK2BMENE L,

8.0

Zoa<x Rk, IPvd L IPv6 Dl ST DT KL
AR EZY R — M LET,

config A< K :r~z .



configav > K :r~z |
. config radius callStationldType

)1)y—= TEAR
8.3 ap-mac-ssid-ap-group * — 7 — RGBS iU E
L7z,

WIZ, IP 7 RV AEFERTHMEHERID ¥4 T 2R ET 50 2R LET,

(Cisco Controller) > config radius callStationIdType ipaddr

WIZ, VAT LDOMACT RUAZFEHT AR ARID ¥ A T 2RET L0 2~ L E
@—O

(Cisco Controller) > config radius callStationIdType macaddr

WIZ, T7EBARA L FOMACT RLUAZHHTHMHEARID &% A 7 25%ET 54
ZRLET,

(Cisco Controller) > config radius callStationIdType ap-macaddr-only

. configav K :r~z



I configav > K :r~z

config radius dns

DNS #—/3/25 RADIUS IP {58 % Bf3 3 5 121%. configradiusdns =~ > R&fH L £,

config radius dns .

config radius dns {global port {ascii | hex} secret | queryurltimeout | serverip ip address
| disable | enable}

B DEREA

global 7'a—3)L JR— k& DNS #— 3725 RADIUS IP (58 & BUG T 2 s — 2 &k
ELET,

port SREEHOR— NES, ARFMIL 1 ~ 65535 T, 3T DNS ¥ — %A
CRBGEAR— M2 AT 20 ERH Y £,

ascii ASCIL TR ET D MBLD & 5 G T — DR,

hex 16 EHIZHRTT DV EDH HILFME T —DEA,

secret RADIUS Vr— "D a 7' A L FAEE ¥ —,

query RADIUS % — " DFERERi KA A >4 (FQDN) &, DNS ¥ A A7 U M &FEL
7,

url RADIUS #—/3? FQDN, FQDN I3 K 63 LF D587 (KXF L /N FE X
Bl CTHRETE £,

timeout CiscoOWLCN Y 7 T A MDH A LT U MERTE L THEETHE TORREHA
¥, FBETE HHPHIT 1 ~ 180 TT,

serverip DNS H— D IP7 RL AZBELET,

ip_address DNS #—/ XD IP 7 KL A,

disable RADIUSDNSHEREZ NI LET, T 74/ FTlE. ZOMEEIZT 4 BE—7 VT
725> TCUWET,

enable Cisco WLC 7% DNS J—/,37>5 RADIUS IP [ A BG e 2 Lol LET,

DNS 7 = U HMMITDE, AT 4 v IR ELV LEHLINEST, DFD,
DNS UZ MIAZT 4 v 7 AAA U A MO BESLRSNET,

AR R FIHILE

Ju—/L AR— b &, RADIUSIP i a UG T 2 WEX— 2R ETET A,

avy RERE

Jy— EEAE

A

1.5

Zhavry RREAINE LT,

config A< K :r~z .



configav > K :r~z |
. config radius dns

FEREDHA KSAY THIST 427 A= MIGRRER— bR SN ET, T3 TDODNS ¥ — N3 U ¥ —
AT OMERHY £,

&IZ. Cisco WLC T RADIUS DNS ¥REZ AN+ 52~ LET,

(Cisco Controller) > config radius dns enable

. config a<v UK :r~z



I configav > K :r~z

config radius fallback-test

config radius fallback-test .

RADIUS =D 7 4 —/A/3y ZEEZERET H1T1E, config radius fallback-test =~ R %

AIILET,

config radius fallback-test mode {off | passive | active} | username username} | {interval

interval'}

X DR mode E—RFEHELET,

off RADIUS % —/30D 7 4 —)b R 7 W L
iba‘o

passive RO WT e —T XA o=V EIERETDH D
L7, ary hba—INMERTRER NNy 7T v
T =G (=N ATy 7 ARL DN
W) B — Nyl B eNnET, 2
ra—Zi%, LIEBL OBET 77 4 77T
RTOY—"ZMHE L, & & TRADIUS A »
TV DOEENNEIT R o FITHBRITL
EL

active RADIUS 7V —7 X vt —U%EEL, ET
TT 4TIl —"NF T A RBEEICE -
TWNBENE I DEFFNCHER L LT, 2
b —F BERFRER N 7Ty T =3
5 (=AU T v 7 ZANID/IEN) B
PNz B2z onET, 2 ha—J1%,
T_CDT 77 4 7 72 RADIUS ERIZK} LT,
HETIT 4 TIRT_RTCOYP— MG L FET,

username I—FLERELET,

username a—WL, 2—PLITIL, K16 LFOTH
TEREHTXET,

interval Tu—7OlREEEELET,

interval 7'a—7 O, &PHIX 180 ~ 3600 T3,

ARV R FI4NAL T 7ANFOT o —TREIE 300 TY,

Ay RERE J1—2 EERAR
7.6 Zoa<wr Rk, VU—RXT76LHIODY Y —XA

TEAINE L,

config A< K :r~z .



configav > K :r~z |
. config radius fallback-test

WKIZ. RADIUS 7 H 7 T 4 v 7 H— D7 +— Ny 7 EMER T AH & L
i—a—o

(Cisco Controller) > config radius fallback-test mode off

KIZ, BROBRWT =T Ayt —UaRMET LI LR, Ay bu—J M6
BNy Ty T = NInBEEY—ANZUID AL ND KO ICRET 262 R L E
R

(Cisco Controller) > config radius fallback-test mode passive

WIZ, RADIUS 7m—7 XA vt —U%EEFELT, ary he—I 03 FHHARER Ny 7
T T =N EE YN B 5ND L ICRET DR E R LET,

(Cisco Controller) > config radius fallback-test mode active

BEavy R config advanced probe filter
config advanced probe limit
show advanced probe

show radius acct statistics

. configav K :r~z



I configav > K :r~z

config radius ext-source-ports

RADIUS Y — TR EEITEAR— F DOV R — FEERET A2

avr REFHLET,

config radius ext-source-ports { enable | disable }

enable Radius XfFER— b Y AR— M2 L £,

B DEREA

disable Radius EfZcA— b PR — F 2RI L ET,

config radius ext-source-ports .

. config radius ext-source-ports

AR RFI40kc AL
av R E—F Config
2% AR Jy— EENE
2
8.1 ZDavwy RBREAINELE,
RIZ, RADIUS H— NTHLiREF LA — N2 HIZT 62 R L ET,

config radius ext-source-ports enable

config A< K :r~z .



configav > K :r~z |
. config radius acct retransmit-timeout

config radius acct retransmit-timeout

Cisco VA VY LVALAN 2 hu—F ORADIUS T AV T 4 27 H—3DF 7 4V NEEH
A LT U NEEFET BHIZIL, config radius acct retransmit-timeout =~ > R&fEH L 7,

config radius acct retransmit-timeout index timeout

X DERHA index RADIUS — A U F v 7 A,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

wIZ, BEEREOFEEZA LT U MEZ 5 ICBRET D01 2R LET,

(Cisco Controller) > config radius acct retransmit-timeout 5

BEEawy R show radius acct statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth mgmt-retransmit-timeout .

config radius auth mgmt-retransmit-timeout

BFEHa—HF DT 7 4/ h RADIUS ' — SOFEEFEX A L7 U M EFHET HITIL, config radius
auth mgmt-retransmit-timeout =~ > R &2 L £,

config radius auth mgmt-retransmit-timeout index retransmit-timeout

X DA index RADIUS — A U F v 7 A,

retransmit-timeout HA LT T ME, #iFHIX 1~ 30T,

ARURFIFLE EL

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

Wiz, BEla—Y DT 7 /L h RADIUS U — _"OEREEX A LT 7 N E2RET 50 %
%Lij‘o

(Cisco Controller) > config radius auth mgmt-retransmit-timeout 1 10

BEavy R config radius auth management

config A< K :r~z .



configav > K :r~z |
. config radius auth retransmit-timeout

config radius auth retransmit-timeout

Cisco VA ¥ LA LAN @ h @ —5 @ RADIUS FRiEY — DT 7 4 )V NEEX A LT U b &
ZEW 4 5HIZIE. config radius auth retransmit-timeout =~ > K& L £,

config radius auth retransmit-timeout index timeout

X DERHA index RADIUS — " A U F v 7 &,
timeout WA CORXRERE 2~30) .

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

RIZ. RADIUS FRGE —_DFEES A LT U & S ICRET D02 L ET,

(Cisco Controller) > config radius auth retransmit-timeout 5

BEEawy R show radius auth statistics

. config a<v UK :r~z



I configav > K :r~z
config radius auth retransmit-timeout .

config radius auth retransmit-timeout

RADIUS 7 H U v T 4 > 7 Y= "OFEEXA LT U MEEZRET DI, config radius auth
server-timeout =1~ > R&ZfHH L £,

config radius auth retransmit-timeout index timeout

X DA index RADIUS — A T v 7 A,

timeout A LT U ME, #EIZ2~30TT,

ATV RTFI4NE T IANEDEALT U MI2HTT,

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

WIZ, RADIUS BBAF— R A T v 7 210 DY —NRN Z A LT 7 MlEZE 2 BICERET
HH R LUET,

(Cisco Controller) > config radius auth retransmit-timeout 2 10

BEavy R show radius auth statistics

show radius summary

config A< K :r~z .



configav > K :r~z |
. config redundancy interface address peer-service-port

config redundancy interface address peer-service-port

7 aryha—3F 3 AR NN, ar g —TF DY —ERAR—FDIPT RLALE Ry b~
A BFRET HIZIL. config redundancy interface address peer-service-port =~ > K& L
g

config redundancy interface address peer-service-port ip address netmask

X DA ip_address ©7 H—bE 2 RK—FDIPT KL XA,

netmask BT —ERR—bDRy hv R,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

FEREDAARSAY 77747 arbua—Inb0Hh0avy FaRETEET, HABEDLE, —E R
R— FREITZ P —F LTV ET, T— FE HADGIFHAIWCEE TS L Gy [HE
) . I OREITRbIET,

wIZ, BT avyba—JF 3R 0o aryre—50OY—EX R—FIPBIW
Xy N AT BRETHHERLET,

(Cisco Controller) >config redundancy interface address peer-service-port 11.22.44.55
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config redundancy mobilitymac .

config redundancy mobilitymac

HAEE U7 A ODMACT FUVAZFERIT & LTHERT S L D IZEKET HIZIX, configredundancy
mobilitymac =~ > K& H L 7,

config redundancy mobilitymac mac address

X DR mac_address 7 o5 47 ar ha—F L AZNA oy ha—FOT OFBITF T DHMAC
7 RL A,
ARVRFIFAL RL
2wy REE y1y—2 RENE
7.6 Zoa<wr Rk, VU—RT76LHIOY U —2A

FREDHA KS14 Y

THAShE L,

U —280110006ZFNLUBEY ) —RIZT v 77 L—R$5L, avr FOFRTITHIERSN
¥4, 777 L —REBEICFHTELEY T4 MACT RLAZERETAHLENL Y £3,

WIZ. HAEE VT A DMAC 7 RLAEZRET HHE2RLFET,

(Cisco Controller) >config redundancy mobilitymac ff:ff:ff:ff:ff:ff

config A< K :r~z .
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. config redundancy mode

config redundancy mode

TEMEFIANA TXA T8V T ¢ (HA) ZAZEITEIZT 521, config redundancy
mode =~ R&EFEHLET,

config redundancy mode {sso | none}

X DA $80 AT — N7 AL v TFA—s3— (SSO) FlIE v b AZ UL TLET— REFRIC
L%,

none TEE— REZHEMNCLET,

aATYRFIHLE AL

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

FEREDHA K54y INEMEERTET DI, =WV EETOINEERIP T RLAEZRET HLENH 7,

WIZ, TLRMEZAICT 2012 RLET,

(Cisco Controller) >config redundancy mode sso
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config redundancy peer-route .

config redundancy peer-route

ETEIFAZ RN, av ba—FO/— N EFEET HIZIL, config redundancy peer-route
av s REEHLET,

config redundancy peer-route {add | delete} network ip address netmask gateway

EX DA add Sy hU—2 L— b EBEMLET,
delete AN, aryha—J@EORy NT—7 b— MEHIBRLET,

network_ip_address %~ WU —27 1P 7 R L &,

netmask Fy NT—=I DY TRy k<R,

gateway N=h Ry PIT—=Z DT =R U= DIPT FL A,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDYU U—RA

THAShE L,

FERLEDHARSAY 77747 A bu—=InbDAhIDaxy ReRETEEY, HAKEDY A, —EX
R—FREFTa Pe—F LTV ET, E—F2HALOIHFHAICEETLHE (b [A
R . B OREIFRDbNET,

WIZ, ETEFAZ NS, ar b =DV — FaRET D02 R LET,

(Cisco Controller) >config redundancy peer-route add 10.1.1.0 255.255.255.0 10.1.1.1
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. config redundancy timer keep-alive-timer

config redundancy timer keep-alive-timer

X—TTITAT A LT Y MEEKET HIZIE.  config redundancy timer keep-alive-timer =
~v Rz LET,

config redundancy timer keep-alive-timer milliseconds

X DR milliseconds X ) FSHN. DX —TF T 74 7 XA L7 7 ME, #iPHIZ 100 ~400 2V TY,

ARVEFIANE T IANNOX—=TTIAT XA LT U MEIZ100 IV TT,

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

W, =TT ITAT A LT U MEERET DB 2R LET,

(Cisco Controller) >config redundancy timer keep-alive-timer 200

. config a<v UK :r~z
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config redundancy timer peer-search-timer .

config redundancy timer peer-search-timer

VT OMBH A ~—%2RET HIZIX. config redundancy timer peer-search-timer =~ ) K%
HHLET,

config redundancy timer peer-search-timer seconds

BX DA seconds FYEART D VT DM Z A ~—DfHE, #iPHIZ60~180F Td,

ARV R FTIFILL  ETORRIA~—DT 7 /L MEZ 120 T,

avy RERE Jj1)y—= EERNE

7.6 Zoa<wr R, VU —RT76LRETIOY Y —2

THAShE L,

ERLDHA KSqY ZO0avy RiE, BEirn—A xavm—va Dy (L7 0 ME BN ZRET 57201
EATEET,

WIZ, TRET OMRIA v~ — a2 ETHHE2RLET,

(Cisco Controller) >config redundancy timer peer-search-timer 100

config A< K :r~z .
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configav > K :r~z |

config redundancy unit

CiscoWLC 77 A~V E72ixEh &Y WLC & LTHET HIZIL,  config redundancy unit
avy REEHLET,

config redundancy unit {primary | secondary}

B DEREA

ARV R TIHIbE

primary  CiscoWLC% 77 A4~V WLC & LTHRELET,

secondary CiscoWLCAZEH & U WLCE L TERELET,

7T A<V WLC 287 7 )V hDIRRETT,

avy FERE

FRLEDHA KS1 Y

J1y—=x ETEAR
7.6 Zoa=wr R, VU—RXT76LHEIDOY Y —2A

THAShE L,

&) WLC & L CERE STz CiscoWLC 1, A%h72 AP 7 A & AD 72\ HA O Stakable
Unit (SKU) 2720 £9°,

RIZ, CiscoWLC #7774 ~U WLC & L CHRETHHZr~LET,

(Cisco Controller) >config redundancy unit primary

. configav K :r~z
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config remote-lan .

config remote-lan

UE— |k LAN 2R EJ 5I21%. config remote-lan =~ > R&fiH L £,

config remote-lan {enable | disable} {remote-lan-id | all}

JUE—h LAN A F—7 M LET,

X DiRHA enable
disable UE—FLAN 257 4 E—7 NI LET,
remote-lan-id JE£— b LAN ORI+, A7 fEiX, 1~
512 T,
all T RTOER LAN ZRTELET,
avURFIHLE AL
av Y FRERE Jjy—= EEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, ID2D YV E—F LAN A F—T7 W T D50 %R LET,

(Cisco Controller) >config remote-lan enable 2

config A< K :r~z .
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. config remote-lan aaa-override

config remote-lan aaa-override

UE— K LAN TAAA ZNN Liz2—H RV o — F—"—F 4 RERET HIZIX, config
remote-lan aaa-override ==~ > F&A{HH L £,

config remote-lan aaa-override {enable | disable} remote-lan-id

X DEREA enable U%E—F LAN TAAA 2/ L2 —% K
V= F = R—=Ff Rl F—=T NI LET,
disable UE— K LAN TAAA N L7m2—H R
U N—F 4 RET 4 —T M LET,
remote-lan-id JE—  LAN O#BI1, A7 fEX, 1~
512 T,

aRVRFILLE L

av 2 REE )= ZEAR
7.6 ZoawryRNE, V=276 UEIOY Y =2 THAShE LT,

WwIZ, VE—FLANID 282 DU E— K LAN T, AAAZ N LT7-oa—F RY o — F—
N—=Ff REAR—TNMZTHHEZRLET,

(Cisco Controller) >config remote-lan aaa-override enable 2
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config remote-lan acl .

config remote-lan acl

VE—RMLANDOT7 7R arba—/L AL (ACL) Z4HET HI21E. config remote-lan acl
av s REEHLET,

config remote-lan acl remote-lan-id acl_name

X DERHA remote-lan-id U &— b LAN OB+, A7 X, 1~
512 T9,
acl_name ACLA4 T,

GE) A AEE/: ACL 2 MEiR9 D121,
show acl summary =~ > RZ{HH L

ij‘o
aATYRFI4LE RL
avy FERE Jiy—= EERNAE
7.6 ZoawrRiE, VYV—RT6LHEIOY U —ATHEAINE LT,

Wiz, IDMN2DYE—hKLANIZ, ACLI 28T 502~ LFET,

(Cisco Controller) >config remote-lan acl 2 ACL1

config A< K :r~z .
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. config remote-lan apgroup

config remote-lan apgroup

U%— h LANIEEE 802.1X (27 7 B A R4 >~ (AP) Z/V—7%BIT %I21L, config
remote-lan apgroup =~ > RZ{HH L £,

config remote-lan apgroup add apgroup-name description

X DA add HLUWAP 7 —7 2 ERR L £,

apgroup-name  FiET 5 AP 7 )L— 7T D4R,

description ({EE) AP Z V— 7 DA,

ATV RFIHLE AL

AT K E—F I bR —T7 DOE
avy FER J)— ZEERNE

z
8.4 Zoawy RPREAINE L,

FEREDHA FS1 Y
1

&Iz, VE— k LANIEEE 802.1X {2 AP /' /L — 7% BINT 5H %2R~ LET,

(Cisco Controller) > config remote-lan apgroup add testap
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config remote-lan create .

config remote-lan create
FLWY E— | LAN #ft 2 2% E79 521X, config remote-lan create =~ > RZfEH L £7,

config remote-lan create remote-lan-id name

X DA remote-lan-id UE— k LAN O#BI 1, A7, 1~
512 T9,
name UE— bk LAN O£ RT, A0 IR 32 3C
FOFHTTT,

aATYRFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

WIZ, LANID # 3 & LT, #L\WYE— |k LAN, MyRemoteLAN %% E T % il & /R
LET,

(Cisco Controller) >config remote-lan create 3 MyRemoteLAN

config A< K :r~z .
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config remote-lan custom-web

Y &—  LAN HH®D Web

LET,

configav > K :r~z |

FAEAFRET HITIL, config remote-lan custom-web =~ > N A& i

config remote-lan custom-web { ext-webauth-url URL } | global {enable | disable} | login-page
page-name | loginfailure-page {page-name | none} | logout-page {page-name | none} |
webauth-type {internal | customized | external}} remote-lan-id

XX DEREA ext-webauth-url

SNER Web B3E0D URL 3/ EL £,

URL

1A = H D Web 8k URL,

global

YE—KhLAN DOV B — )L 2T —HF A%
ELFET,

enable

UE—FLAN DV 0—rVb 27 —Z A% A
F—=T M LET,

disable

JE—RLANDZ 00— )L 2T —HX A %T 4
-7z LET,

login-page

arAf s R=UERELET,

page-name

Dy‘/])\‘//\o%i/“@zlﬁﬁo

none

BrAf Ly R=UERELEE A,

logout-page

BT R=UERELET,

none

BrT R R=UhRELEE A,

webauth-type

UE— b LAN ® Web 8GE¥ A 72 ZE L F
j—o

internal

FIFN T NR=TERRLET,

customized

Fora—RIflen 74y R=U%RRL
£75

external

N — b dra (v R=VEF R LE
7,

name

UE— k LAN O£ AT, A7 K 32 3C
FTOEETTT,

remote-lan-id

U %&— K LAN OB+, BRh72EOHFHIL 1
~ 512 T9,

. configav K :r~z
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config remote-lan custom-web .

ATV RFIFLE AL

av Y RERE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y —ATHAShE LT,

EREEDHA K54 > config remote-lan custom-web =~ > R&fET 2 & XTI, RDOHTA FT7 A - TLES
AN

« 7158 Web 58FE URL 3% €T 2% E 15, RO L HIZLTLEEV,

-wwmﬁitiw&ﬂxxw~ﬁ%:J74w4x~7w% ETHDH I L alEdL
F7, Web BiE&x AT ZIX. config remote-lan security web-auth enable =~ >
REMHLET, Web /SR Xﬂ/** ZA T DL, config remote-lan security
web-passthrough enable =~ > K& L £,

« JE— M LAN D7 01—/ AT —H& ZANT 4 &—T7 /IREE( ﬁofwé & Z s
LEd, VE—RFLANDZ a0 — )L A5 — X A% X—T7 VT HITIE, config
remote-lan custom-web global disable =~ > K& L £,

e UE—RNLANBT 4 B—T REEICR > TWH 2 L 2R LET, VUE—FLANZ
N9 5 I21E, config remote-lan disable =~ > K& L 9,
« USE— F LAN D Web @Bk ¥ A 72 R ET D% E1E, RO X HICL T EE 0,

s HAXARENTa T A N=TEFRET DHAIL. D74’ v R=UNERESH
TWAZEEMBELET, n/ 40 R=U%ERET DL, config remote-lan
custom-web login-page =~ > RZ i H L 9,

N a Ay R=UEERETHEHAIE. SN Web SRFENEMET 5 L 512, FHRIFEAE
ACLEZRELTZZ EZMERLET,
WIZ, ID3 DV E— h LANIZXxF LT, MH Web #B3E URL 3% BT 2612~ L E T,

(Cisco Controller) >config remote-lan custom-web ext-webauth-url
http://www.AuthorizationURL.com/ 3

KIZ, ID3DYVE—FRLANDZ @ — )L A5 —X A% A F—TNITBHERLE
—é—O

(Cisco Controller) >config remote-lan custom-web global enable 3

WKIZ, ID3DUE—RFLANIZKI LT, Bl A2 R—UEBETABERLET,

(Cisco Controller) >config remote-lan custom-web login-page custompagel 3

WIZ, ID3DYE—FLANIZX LT, 774/ h B2 2 _—= T Web ik # A 7
ERET HBERLET,

config A< K :r~z .
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. config remote-lan custom-weh

(Cisco Controller) >config remote-lan custom-web webauth-type internal 3

. config a<v UK :r~z
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config remote-lan delete .

config remote-lan delete
U —  LAN #fit 2 HIf%9 % (21X, config remote-lan delete =1~ > RZ{HH L F9°,

config remote-lan delete remote-lan-id

X DA remote-lan-id U E— b LAN OB+, A7 0%, 1~
512 T9,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6 LRIV Y —ATHEAShE LT,

Wiz, ID3 DY E—F LAN Z2HIT 561527 LET,

(Cisco Controller) >config remote-lan delete 3

config A< K :r~z .
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. config remote-lan dhcp_server

config remote-lan dhcp_server

Y %&— I LAN ® Dynamic Host Configuration Protocol (DHCP) #—/\%
remote-lan dhep_server =~ R&H L £,

IET HITIL, config

config remote-lan dhcep_server remote-lan-id ip_address

X DA remote-lan-id U E— h LAN OB+, A7, 1~
512 T9,
ip_addr F—s3—F 4 F DHCP % — "D IPv4 7 F L

X o

AU R FoA LR 000078 —T =g ADF 740 MEE LTRESHET,

av Yy FER Jy—2= ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,
8.0 Toawy KL IPvd T RLAEROLEFR—FLET,

wiZ, ID3 DY E—F LANZ% LT, DHCP V— &R ET 5B %2R LET,

(Cisco Controller) >config remote-lan dhcp_server 3 209.165.200.225

BEa<w > KR show remote-lan

. config a<v UK :r~z
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config remote-lan exclusionlist .

config remote-lan exclusionlist

UsE—h LAN OFRSY 2 & XA L7 7 MR ET DI, config remote-lan exclusionlist =
~v Rz LET,

config remote-lan exclusionlist remote-lan-id {seconds | disabled | enabled}

TR remote-lan-id U &— b LAN OB+, BR7EE, 1~
512 T7,
seconds BRALU A N XA 570 b () . H0IZiL,
BHEDOA —N—F 4 RPHETT,
disabled ALV A RET =TI LET,
enabled B R b BA R—T M LET,

ARy RFIANLE AL

avy FER Jjy—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

KIZ, ID3DYE—FLANT, BRIN AN A LT 0 b2 20 DICRET D614~ L
\i—g—o

(Cisco Controller) >config remote-lan exclusionlist 3 20

config A< K :r~z .
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. config remote-lan host-mode

config remote-lan host-mode

Y &— N LANIEEE 802.1X 7R A k &— RZF&ET HIZIE. config remote-lan host-mode =1~
YR LET,

config remote-lan host-mode {singlehost | multihost } remote-lan-id

X NN singlehost JE—RFLANY Y VLR A NE— REZELET,

multihost UE—RMLAN < /LFHRA N T— RERELET,

remote-lan-id WLAN #51, #PHIX 1 ~ 512 T,

ATV RFI+LE AL

avV K E—F =¥ b= ORE
avy FERE ))— ZEEAR
R

8.4 Doy RPNEAINE LT,

1

w2, VE— F LANIEEES02.IX DARA h E— RZI 7L E LTRETHH AL
F7,

(Cisco Controller) > config remote-lan host-mode singlehost 1

. config a<v UK :r~z
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config remote-lan interface .

config remote-lan interface

VE—KMLAN DA X —7 = A ZA%FHET HIZIL, config remote-lan interface =1~ > RN & {f
ALET,

config remote-lan interface remote-lan-id interface_name

X ERBA remote-lan-id JE— kN LAN ORI, AZh7eMiE, 1~
512 ¢,
interface_name A E—T A R,
GE) A H—T A ALITRLFIT LR
WTL &N,

ARVEFIALL AL

avy FERE J1y—=x EZENE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, ID3 DY E—F LANIZX LT, A ¥ —7 = A A myinterface %X ET 56 %
RLET,

(Cisco Controller) >config remote-lan interface 3 myinterface

config A< K :r~z .
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. config remote-lan Idap

config remote-lan Idap

UE— K LAN @ LDAP % — %23 ET 521X, config remote-lanldap =~ > RA&fH L £
R

config remote-lan Idap {add | delete} UE— b lanid A>T v 7 A

SO A add RIEFE D LDAP —N (g K3 H) ~DV
VI EBMLET,
delete REINTWS LDAP —3~D U 7 % Hl
L ET,
remote-lan-id U £— K LAN O#5+, Bzh7efEix, 1~
512 T4,
index LDAP — N A T v 7 A,

ATV RFIFLE AL

av Y FERE Jy—2 ERERE
7.6 Zoa<wry RNE, VY —RT76LEIOY Y —ATHAINE LT,

wIZ, ID3DYFE—F LANIZKI LT, AT v 7 ZA&ES 10 O LDAP ¥ — %804
LR LET,

(Cisco Controller) >config remote-lan ldap add 3 10

. config a<v UK :r~z
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config remote-lan mac-filtering .

config remote-lan mac-filtering

UE£—FLAN TMAC 7 4 V& VU > 7 %G ET HIZIL, config remote-lan mac-filtering =~ >~
NEfERLES,

config remote-lan mac-filtering {enable | disable} remote-lan-id

¥EXDEHEA enable JE—hKLAN TMAC 74V HZ VT A
F—7 NI LET,
disable Y£—FLAN TMAC 74 VEZ ) T HT 4
?_7\/141 L/jz‘@#o
remote-lan-id U £— k LAN OFBF, AZh7EIX, 1~
512 T,

ATV RFI4)k VE-BFLANTMAC 7 A VZ VU TRA X—=T NI £7,

av Y FER Jiy—= EENAE
7.6 ZoawrRiE, VIV—RT6LHEIOY YV —ATHEAINE LT,

I, ID3DOUVE—KNLAN CMAC 7 AN EZ D v T 5T 42— NCTR0E R LE
T,

(Cisco Controller) >config remote-lan mac-filtering disable 3

config A< K :r~z .
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. config remote-lan mab

config remote-lan mab

APR—FLANZ 747 2 F DI MACTRGE A 7S A (MAB) FBGEDY R — X ET S
|ZiX. config remote-lan mab =~ > RZ&fFH L £9,

config remote-lan mab { enable | disable} remote-lan-id

EX DA enable MAB #REEDHR— R EHGI LET,

disable MAB JBFEDO YR — F ZEEHIZ L ET,

remote-lan-id WLAN i 1-, Ah7e&PHIZ 1 ~512 T,

ATV RFI+LE AL

avV K E—F =¥ b= ORE
avy FERE ))— ZEEAR
R

8.4 Doy RPNEAINE LT,

151
WIZ, APR—FLAN 7 9 A4 7 FDT=HIZ MAB FRAFDHR— s G NT 546 %
RLUET,

(Cisco Controller) >config remote-lan mab enable 8
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config remote-lan max-associated-clients .

config remote-lan max-associated-clients

UE—FLAN D7 747 » MEGEO R KB 2 X ET 511X, config remote-lan
max-associated-clients =~ > FZFEH L £,

config remote-lan max-associated-clients remote-lan-id max-clients

U E— h LAN OB+, A7, 1~

X DR remote-lan-id
512 T9,
max-clients UE—RNLAND Y T4 7 v MER ORI ®
RELET,
avYRFI+LL RL
av Yy FER Jy—2= EERE
7.6 Zoavwry RNE, VY —A 76 LARIOY Y —ATHAINE LT,

W, ID3DOYE—FLANIZH LT, 10D7 S5A4 Ty MNMEGEZRETHHERLE
j‘o

(Cisco Controller) >config remote-lan max-associated-clients 3 10
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. config remote-lan pre-auth

config remote-lan pre-auth

RLAN IEEE 802.1X DO HiF8AE VLAN Z 3% E 3 521X, config remote-lan pre-auth =~ > N %
AL ET,

config remote-lan pre-auth {enable | disable} remote-lan-id vlan vian-id

EX DA enable RLAN HHF8FEE A 2 —7 W L ET,
disable RLAN HHIERFEE HERH 720 £,

remote-lan-id WLAN i3+, #iPHIZ 1 ~ 512 T4,

vlan RLANIEEE 802.1X O HHilz8AE VLAN Z3% E L £ 7,
vian-id U &— bk LAN OFRFRFE VLAN O8]+,

ATV RFI4LE AL

avYRE—F (2 hu—T ORGE)
avy FERE ))y— ZEEAB
R

8.4 Doy RPNEAINE LT,

151
WIZ, UE— b LANIEEE 802.1 ® Hi8:E VLAN 2T 5 H12 R~ L £ 7,

(Cisco Controller) > config remote-lan pre-auth enable 1 vlan vlanl

. config a<v UK :r~z
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config remote-lan radius_server

) =—  LAN T RADIUS ¥ — R ZHET 51T

L £

config remote-lan radius_server {acct { {add |
interim-update {interval | enable | disable}} |

config remote-lan radius_server .

I, config remote-lan radius_server =~ N%

disable} |
{enable

delete} server-index | {enable |
auth {{add | delete} server-index |

| disable }} | overwrite-interface {enable | disable}} remote-lan-id
BX DA acct RADIUS 7 A T 4 v $—RERELE
7
add HRE SN TS RADIUS — "~V v 7 %
‘ML ET,
delete FIE I TUVWD RADIUS —"~D VY 7 %

HIBR L £7

remote-lan-id

U E— k LAN O3+, A2h7eEix, 1~
512 T9,

server-index

RADIUS =X A T v 7 A,

enable

ZDOYVE—KRLANDORADIUST H U VT 4
T F2—T M LET,

disable

ZOVYE—KRLANDORADIUST H T T 4 v
TET 42—V LET,

interim-update

ZDYVE—RFLANORADIUST AV T 1V
T FX—T T LET,

interval T T T 4 7 ORI, #PHIL 180 ~
3600 ¥ T,

enable W7 O T 4T Ty T T — e A x—
T LET,

disable W7 H T4 T T T T — T —
TN LET,

auth RADIUS §8GEH— &% E L ET,

enable Z® YU E— FLANI{ZX L CRADIUS F¥GEE A
F—=T Mz LET,

disable Z®D Y E— b LAN IZ%F L T RADIUS 38iE%

F 4= LET,

config A< K :r~z .
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. config remote-lan radius_server

overwrite-interface UE— FLANDRADIUSE/IA X —T = A
AEBRELET,
enable J & — K LAN ® RADIUS#IH) A v % —7 = A

A A X —T W LET,

disable J£— FLANDRADIUSEIH)A > X —7 = A
AETF 4 B—T M LET,

ATV R FI4A N EHET v 77— MR 600 T,

avy FER Jjy—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

wIZ, ID3DUE—FLANDRADIUS TH DU VT 4 v T oA X —T T B0 %7
LET,

(Cisco Controller) >config remote-lan radius_server acct enable 3
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config remote-lan security .

config remote-lan security

VE—FLANDOEXx 2V T 4 KU —%RET HIZIX, config remote-lan security =~ > N
ZEHLET,

config remote-lan security {{web-auth {enable | disable | acl | server-precedence}
remote-lan-id | {web-passthrough {enable | disable | acl | email-input} remote-lan-id}}

X DiRHA web-auth Web SRFEEXFEE L E T,

enable Web iBiEDBRTELE A F—7 M LET,

disable Web FAEORELET 4 —T M L £ T,

acl TR aryra—L A RNEHRELET,

server-precedence Web FRGEL — %3 B 385 E T — N OESCIE
PEFELET,

remote-lan-id U E— k LAN OBF, BZh7MEIX, 1~
512 ¢,

email-input EWA—IL T RLAZMEHL T Web ¥+ 7
F 4T R—BNLEZRELET,

web-passthrough RIEREDWeb ¥ ¥ 77T 4 7 R—HIVERE
l/\i j"o

aAvYRFIALE AL

avy FERE 1)1y—= TERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
8.4 802.1X ¥—U— FAEMENE LT,

wIZ, VE—FLANIDIDOEX =Y T ¢ WebililtR U > —2RETHH 2~ L F1,

(Cisco Controller) >config remote-lan security web-auth enable 1

config A< K :r~z .
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. config remote-lan session-timeout

config remote-lan session-timeout

IITAT U By aryOFA LT T NEFRKET HITIL. config remote-lan session-timeout =
~v Rz LET,

config remote-lan session-timeout remote-lan-id seconds

X DERHA remote-lan-id U E— k LAN O+, ARh7eElE, 1~
512 TF,
seconds HALTU NERITEY > 3 VR (B) .

0L, #ALT D FRLICHYLET,

ARVRFIFAL RL

avy FERE J1y—=x TEAR
7.6 Zoa<wry RNE, VU —RT76EIOY V—XTHAINE LT,

WIZ,IDIDUE—RLANT, 2947 By ary ZALT7 7 6000 T
ET D ERLET,

(Cisco Controller) >config remote-lan session-timeout 1 6000

configav K :r~z
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config remote-lan violation-mode .

config remote-lan violation-mode

Y s&— b LAN IEEE 802.1X MK E— NAZFXET HIZIL, config remote-lan violation-mode =
~v Rz LET,

config remote-lan violation-mode {protect | replace | shutdown} remote-lan-id

EX DA protect JE— h LAN Off#ET— REZELET,

replace UE— b LAN OEMHE— RZRELET,

shutdown UE—hLAND Y Y v hE T T— REHRELET,

remote-lan-id WILAN #5F, #FHIZ 1~ 512 TF,

ARVEFIALE BL

AT K E—F Iy hur—7 DORE
avy FERE Jyy— ZEERRE

3
8.4 Zoawy RBREAINE L,

FEREDHA FS14 Y
1

KIZ, UE— F LANIEEE 802.1X DiEXE— FEZ{Ri#EE— & L TRET A2 L
ij‘o

(Cisco Controller) > config remote-lan violation-mode protect 1

config A< K :r~z .
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. config remote-lan webauth-exclude

config remote-lan webauth-exclude

UE— K LAN @ Web iBFED RN 2% E T HIZ1E. config remote-lan webauth-exclude =~ >~
NEFERHLET,

config remote-lan webauth-exclude remote-lan-id {enable | disable}

BX DA remote-lan-id U E— b LAN O+, Azh72EiE, 1~
512 T7,
enable JE— h LAN O Web @BFED B4 & A % —7
MZLET,
disable V& — |k LAN O Web #AEDBRS & 7 1 £ —
T LET,

ATV RFI4LE RL

av Y FERE J1)—2x FTHEAR
7.6 ZoawrRiE, VIV—RT6LHIOY V —ATHEAINE LT,

WIZ, ID1 DY E— | LAN T, Web iBiEg4 %2 A 2 —T7 T 562~ LET,

(Cisco Controller) >config remote-lan webauth-exclude 1 enable

. config a<v UK :r~z
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config rf-profile band-select .

config rf-profile band-select

RF 7’07 7 A VOFARRIN T A —F 23R ET DHIT

ML ET,

X, config rf-profile band-select =~ >

config rf-profile band-select {client-rssirssi | cycle-count cycles | cycle-threshold value | expire
{dual-band value | suppression value} | probe-response {enable | disable}} profile name

B DEREA

client-rssi

RF a7 57 A Mkt LT, 7 Z4 7 b ® Received Signal Strength Indicator
(RSSI) DL EWEZHELET,

rSSi

T —NISETH T T4 T D RSSI O/ ME, #iPHI -20 ~ -90 dBm
<9,

cycle-count

REZu 757 A ND7Ta—T YA IV h 7 haeRELET, ¥ A 7V EE
. LW 547 FOIHY A 7 VR ERELET,

cycles

YA 7N T NOfE, EOFFIL T~ 10 T,

cycle-threshold

FLWAX ¥ RF 7' 7 7 A LOFHBGERIR T A 7 VIER]O L & VA Z 3R E
LET, ZOFRTIEZ. Z7I9AT 2 bDBOF LT A —TERNHT LA
XX YA 7NV TEEINDLEOR L EWEEZRE L £,

value RF 7077 A NMDY% A 70O LEVE, #HEIX1~ 1000 2 VT,

expire HHORIRICHT A7 947 v FOEIMIRZRE L E£1,

dual-band BEEHIDT 2T W R 74T 0 " eRET2EMHBEEZHRELET, =
DORFENGRT 5L, 79472 MIBH EAZREINT, 7 a—7 2
DXFR LY F5,

value T 2 TN ROfHE, #PHIX 10 ~ 300 BT,

suppression %ﬂ@SMUWg774?/h%@£¢6ﬁ%%@% XELET, Z DR

BT BDE, 74T MIFHELEAREINT, T a—T B 0% %

&&@iﬁo

value Pt OE, &EPEIE 10 ~ 200 BT,

probe-response

RF 7ua 7 7A NV a— P ELET,

enable RF 707 7 A MZX LT, 24 GHz i CEMEL TWH 27 A4 7 F D
b= TS R A KT M LE T
disable RF 707 7 A /WZK LT, 24 GHz TR TEMEL TV D27 94 T v

0 —7IaEEE T 4 t—T7 i LET,

config A< K :r~
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. config rf-profile band-select

AU R TIHIE

profile name RF 707 7 A NVOA4H, 7077 A NVAITRK32LFORETF T, RLF
LAFEEBILET,

7747 > hRSSI DF 7 /v MEIE -80 dBm T,

T 74N OV A 7 NVEEKIL2 TT,

T 74N hOY A 7 VEHEL 200 < U FTT,

T 2T NN ROFIHIROT 7 4 /v MEIX 60 BT,
MDA DIIROT 7 4 /L M 20 BT,

av Y RERE

EREDAARZA

Jy1)y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY Y —ATEHAINE LT,

WLAN THIEGRIRZ AT 5L, TI/RBARA L MTE->T24GHz TD Y FA T N 7
a—7NIWEIEN, TaT RN R I3, T 2 M 5Ghz A7 MVICBEI SN ET, Hi
BIRTVITY AL DT 2T VN R 7T T7 > hOFHEIZ, RILT Z7EARL L hD24
GHz )6 5 GHz EHRA~ICIRONE T, 2T ITY XABEET LDI1E. 77 8RR A
v FT24GHz & 5GHz O 7 DRI L CWAIBAE DA T, H0EIR I, Cisco Aironet
1040, 1140, 1250, B L3500 >V —RADT 7/ A KA N TORMERTX F9,

Wiz, 7747 NRSSI 2R BT HHlERLET,

(Cisco Controller) >config rf-profile band-select client-rssi -70

. configav K :r~z
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config rf-profile channel .

config rf-profile channel

RF 7’0 7 7 A4 L@ DCA Z & ET 5121, config rf-profile channel =~ > R&EH L £,

config rf-profile channel {add chan profile name | delete chan profile name | foreign {enable

| disable} profile name | chan-width {20 | 40 | 80} profile name}

B DEREA

add RF 707 7 A4 /LD DCA F ¥ R/ U A MMIF¥rLZBMLET,
delete RF 70277 A4 /V®DDCAF ¥ /N UASNLT ¥ RV EHIBRLET,
foreign RF 7’17 7 A4 /L0 DCA M AP DF G AR E L £ 7,

chan-width RF 7’17 7 4 /LD DCA F ¥ X/UIEZ R E L E 7T,

chan Fy N EEEREELET,

profile name

RE7a 77 ANDAFIZRELET, 707 74 NVAFRK32 LTF0OHR
BFT, RUFENLTFERILET,

enable SR AP THEFHIZ L ET,
disable NEL AP T AN L ET,

{20 | 40 | 80} RF Y177 A /LD DCA F ¥ RNMIEZIEE L £7,

aRVRFILLE L
AR FEE 1)) =2 EERNE
8.0 Zoawry R EASELL,

WRIZ, REZB 7 7 A VD DCAT ¥ %/ URARNIT ¥ RNEBNTLIHERLET,

(Cisco Controller)

>config rf-profile channel add 40 adminl

WIZ, REZF1 7 740D DCA F ¥ FNVIEERET HH &2~ LET,

(Cisco Controller)

>config rf-profile channel chan-width 40 adminl

config A< K :r~z .
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. config rf-profile client-trap-threshold

config rf-profile client-trap-threshold

T RARA L MIBEEMTONDE 7 TAT 2 MO LEWVEEZRET DI (ZOLEVWE
ZHZ5HE, SNMP F 7 v 7R ar ke —F2%F & D) | config ri-profile
client-trap-threshold =~ > FZfEH L £,

config rf-profile client-trap-threshold threshold profile name

B DR

ul
&

threshold TR ARA L MIEEMTOND T T4 T MEOLEVME, ZOLEVWE
ZHz 5L SNMP h T v I nNar b —JICE EENET, &L 0~ 200
TT, b7 v 7E, LEWVERERIZRESN TWAEGEEIET 4 —7 1 TT,

profile_name RF 7’117 7 A VD4R, 707 7 A NVAITERK 32 LFOELT T, KRXTFL

INCTFH KR L FET,
ARVRFIFLL AL
avy FERE Jiy—= EENAE
7.6 ZoawrRiE, VYV—RT6LHIOY U —ATHEAINE LT,

WIZ, TI7ZRBARAL Y MIBEEMTONTWDE I I T MO LEVEZRET D
&R LET,

(Cisco Controller) >config rf-profile client-trap-threshold 150

. config a<v UK :r~z
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config rf-profile create .

config rf-profile create
RF 707 7 A WaAERKT HIZ1X. config rf-profile create =~ > K&ZfEH L £7,

config rf-profile create {802.11a | 802.11b/g} profile-name

ST ERBA 802.11a 2AGHZ KO RF 70 7 7 A VAR ELE T,
802.11b/g SGHz DO RF 7 7 7 A VERE L £,
profile-name RF 7' 7 7 A VD4,

ATV RFIFLE AL

av 2 RERE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y =2 THAShE LT,

WIZ, HILWRFE 70 7 7 A )V aAERT 262" LET,

(Cisco Controller) >config rf-profile create 802.1la RFtestgroupl

config A< K :r~z .



configav > K :r~z |
. config rf-profile fra client-aware

config rf-profile fra client-aware

RE7a 757 ANDY T7A7T 2 MNiBilk FRABSHEZ X ET 521X, config rf-profile fra client-aware
avy REEHLET,

config rf-profile fra client-aware { client-reset percent rf-profile-name | client-select percent
rf-profile-name | disable rf-profile-name | enable rf-profile-name}

X DERHA client-reset A E=% E— NIZETT-HDORF 277 AL D AP fEHAEDO L X\ ME%
‘“*Li#
percent 0~ 100 £ TOMEHEOHE, 77 4 /v MEIX 5% TI,

rf-profile-name RF 7't 7 7 A L D4 i,

client-select MG % SGHZ IZUIW X 572D RF 717 7 A MEHRO L & WMEERE L
F7

percent 0~ 100 ETOMMARDME, 77 4 /L MEIZ 50 % TT,

disable RF 7077 ANVDY T 47 Fillik FRA HERE 2 S0 L £ 7,

enable RF 7277 ANDYT T7A7T 2 Mlil FRABSBEZ AN LET,

ATV R FI4 )Lk clientselect 3 & W client-reset D7 7 4 /L b D/ 3—k > MiEIZ, £HZ150% 36 L T5% T,

av Y FERE Jiy—=x ETEAR
8.5 Zawy RpREAINE L,

Wz, MET 2Ty FEREZSGHZzZ AT b B —ROKREHHE=X T— K
WCRTTODRF a7 7 A MEHERO LI WMEERET D0 2R LET,

(Cisco Controller) >config rf-profile fra client-aware client-reset 15 profilel

WIZ, MET a7 ANy RiEREE=% F— b 5GHz Y A4 T v b r— D%
WCHIVEZ BT8O DRF a7 7 A NMERARDO LI WMEERET S0 2~ LET,

(Cisco Controller) >config rf-profile fra client-aware client-select 20 profilel

WIZ, REZTa 77 ANDT T4 7T 2 Filik FRA BEREZ BT D62 R LET,

(Cisco Controller) >config rf-profile fra client-aware disable profilel

WIZC REZTa 77 ANDYT T4 7T 2 Filik FRABSBEA BN T HH 2R LET,

(Cisco Controller) >config rf-profile fra client-aware enable profilel

. configav K :r~z
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config rf-profile data-rates .

config rf-profile data-rates

RF 70757 A NVOT—X% L— hNE#&ET HIZIL. config rf-profile data-rates =~ > K% {#
LET,

config rf-profile data-rates {802.11a |802.11b } {disabled | mandatory | supported} data-rate
profile-name

BX DA

aAav>U R FI4ILE

802.11a RF 707 7 A )VOBELR Y > — & LT802.11a
PRELET,

802.11b RF7 0”7 7 A VOMERRY 2 —& LT802.11b
FHEELET,

disabled L— s 2F 40— LET,

mandatory L — M2 MAEICKRELET,

supported L— R &Y AR—MIRELET,

data-rate 82.11EIEL— K (1*, 2%, 5.5% 6. 9. 11%,

12, 18, 24, 36, 48. BL O 54) , * i,
802.1IbDHDL — hTHBHZ EERLET,

profile-name RF 7’1 7 7 A L DA,

RE7a 77 A NVDT 74NV OT—X L— ML, a2 ba—7 VATLADT 74/ ThD
Jra—sNF—8 L— FRENOIEINET, 2L ZIE RETR 7 7 A LVOBEHEARY > —
N802.1lalc~ vy B rans e, Zua—Lr802.1la7—4% L— ME, {EREFICRF 707 7
ANMIa—3nFEd,

ZOav Y RCRELET—X L—HME, 7747 h& Cisco VA VYL ALAN 2 b —
FEofTRrIvE—brENET, T—% L— b mandatory IZFRTE SN TWDIEE, 774
T MIRY NT—=2 2 ERT 57202207 —% L— YR — M 2R0ERH D £,
Cisco VA YL ALAN 22> ha—7 T7 —# L — K73 supported [ZF%XE SNV TNV DS, 7Y
VE—FSNTWDEOMD I FA T DB, ZOLV— eV R—=F 57747 b
., ZOL— & LTCiscoLightweight 7 7 E A RA v b LBETE£4, 7Y vo— |
THDIT, 7 T4 7 ") supported & ~—27 SNLTWVWAHTRTOL— hEHTE 545
THD XA,

avy FERE

)1)—2x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ, 12Mbps DMLZHL— RN CTRF 7027 7 A LD 802.11b Rk 7% ET D6 &2~ L %
D

config A< K :r~z .
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. config rf-profile data-rates

(Cisco Controller) >config rf-profile 802.11b data-rates mandatory 12 RFGroupl

. config a<v UK :r~z
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config rf-profile delete .

config rf-profile delete
RF 7'v 7 7 A4 L& HIBRT 5121L. config rf-profile delete =~ > R&fEiH L £,

config rf-profile delete profile-name

X DA profile-name RF 7'v 7 7 A )L D44 i,

aAvURFIALE AL

avy FER Jjy—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, RE 77 7 A VEHIRT 5625 L ET,

(Cisco Controller) >config rf-profile delete RFGroupl

config A< K :r~z .
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. config rf-profile description

config rf-profile description

RF 71 7 7 A VOt Z A3 521X, config ri-profile description =~ > N&fH L £,

config rf-profile description description profile-name

X DA description RE 7107 7 A L OB,
pl’Oﬁle—l’lame RF 7OD - > /r /I/@Z[ ﬁﬁo

ATV RFIHALE AL

avy FER Jiy—=x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY Y —ATHAINE LT,

WIZ, REZ 07 7 A4 MTHHZBINT A0 %257 LET,

(Cisco Controller) >config rf-profile description This is a demo desciption RFGroupl

. config a<v UK :r~z
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config rf-profile fra client-aware .

config rf-profile fra client-aware

RE7a 757 ANDY T4 7T MNililk FRABSHEZ ZXET 5 Z1E, config rf-profile fra client-aware
av s REEHLET,

config rf-profile fra client-aware { client-reset percent rf-profile-name | client-select percent
rf-profile-name | disable rf-profile-name | enable rf-profile-name}

B DEREA

AU R TFI4ILE

client-reset MERZF =% F— NIZETTZODRF a7 7 A4 /bD AP RO LEVMESL
‘“*Li#

percent 0~ 100 £ TOMEHEDOHE, 77 4 /V MEIX 5% TI,

rf-profile-name RF 7't 7 7 A L D4 i,

client-select MG % SGHZ IZYIW X 572D RF 717 7 A ME RO L & WMEERE L
F7

percent 0~ 100 ETOMMARDME, 77 4 /L MEIZ 50 % TT,

disable RF 7077 ANVDY T 47 Fillik FRA HERE 2 S0 L £ 7,

enable RF 7R 77 ANDYT T7A7T 2 MNlil FRABSBEZ AN LET,

client-select 33 &2 WM client-reset DT 7 # /b s D/ 3—+1 > Mild, EIEI 50% B L V5% T9,

avy FERE

Jiy—=x ETEAR
8.5 ZOawy RpREAINE L,

Wz, MET 2Ty FERZSGHZz 7 AT b B —ROKEHHE=X T— K
WCRTTODRF a7 7 A MEHERO LI WMEERET D02~ LET,

(Cisco Controller) >config rf-profile fra client-aware client-reset 15 profilel

WIZ, MET a7 ANy Rt EE=% F— F0b5GHz Y A4 T r— "%
WCHIVEZ BT8O DRF a7 7 A MERARO LEWMEERET L0 2~ LET,

(Cisco Controller) >config rf-profile fra client-aware client-select 20 profilel

WIZ, REZTa 77 ANDT T4 7T Filik FRA BEREZ BT D6 2R LET,

(Cisco Controller) >config rf-profile fra client-aware disable profilel

WIZC REZa 77 ANDYT T4 7T 2 Filik FRABSBEA BN T HH 2R L ET,

(Cisco Controller) >config rf-profile fra client-aware enable profilel

config A< K :r~z .
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configav > K :r~z |

config rf-profile load-balancing

RF 7R 77 A40Du— R ANT 0 7 hRET HITIL, config rf-profile load-balancing =~
YR LET,

config rf-profile load-balancing { window clients | denial value} profile name

EX DA window

REZu 77 A0 — RS THOIITAT s T4y RUEREL
ij‘o

clients

TIBVARA L NEDIFTAT U N T I —va 2RI H57 747 b
T4 R YA X, FBECTEHEPAIL0~20TT, T 74/ MEILS T,

TOT 4R HARE, TIZERA RSV VOARNETECENLL EIZY 5
AT R TIvm—a a2 ERTERW0NE I T 57
Ny RN THEASNET,

= RRZ T U Ry + i bAMBERNT 7 EA RS N DY T4
TUoRTIVvZ—arfi=ua—RK X7 LEVE

TIAT VN TIIovm—ya OBENRZOBMBERBIDT 78R RS2 MIE
V—IREETHDEBRBREN, IV IA TV MR T I o— R TEXDLDE, 7947
Y MNEEIEE TRELT 78 ARA U RNETERDET, ZOU 4 RUTIE
AT A YX ITAT L beT Vo — MBI b TEET,

denial

RFF a7 7 ANDE— R T TR TAT v FOERERERELET,

value

O— R ARG THROT Vo — g VESEORKRE, EoHEIX 1~ 10 T
T, T 7 4V ML 3 T,

IIAT L bETAVY LA Xy NU—Z(ZBEMT LD ETH85E6. 27947
YRMILTIIRBARL L NIT v m—y g VEREEELET, TR R
A2 FRBAMIZRY, a— R AT Rar ba—7 ETA R2—T L7
B TI78ARL U MIT Yo —y g VERICH L THEEZEELET,
o7 7 ERARA L EBRT 74T FOHBEIZEENLTWRWEE, 7947
YRMIFUET 7 'R FRA L FA~OEEMTEZHFITLET, L ORRKBUCE
LTk, 7 747y MBBEEMIT ONET, AP BT b DEID 7 T4
T RMDOTIBARAL L b~DT YV vo— g VITIE, 7YY —va v
D=l U AEMENET, T 74 ME3 TT,

profile_name

RE 782 7 7 A )VDLHET, T8 77 ANEITEHRKI2 CFOERF T, KXF LN
LT EXRILET,

aATYRFI4LE AL

avy B 1)) —=

EENE

7.6

ZoawryRNE, V=276 LEIOY Y —ATHAShE L,

. configav K :r~z
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config rf-profile load-balancing .

WRIZ, RFEZTa 77 ANDIFA T N T4 Ry A XERETHHERLET,

(Cisco Controller) >config rf-profile load-balancing window 15

config A< K :r~z .
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. config rf-profile max-clients

config rf-profile max-clients

REZO 77 ANDT IHARAL L NI DI T4 T 2 "NEROBRREEZHRET HIZIL, config
rf-profile max-clients =~ > RZfEH L £,

config rf-profile max-clients clients

BX DR

nl
&

clients:m RF 70 7 7 A NDT 7B ARALA L  HIZOVDI T4 T v MMEROR KR, fiETE
BHEPAIE 1~ 200 T,

ATYRFIALE L
vy FBE DR ZENE
7.6 ZoavrRNiE, V=276 UAIOY U —ZATHAIhE L,

HEREDAA K1Y

ATV NOEBREEBICHDLT Vv ARALA U b, EREEEEEOCT A EZIZI v e
YIVT A INBREET T = a v EREL WA TV BA RS N ETITIAT b
DERRBEZRET DL, Zoa<wr RefFERALET,

WIZ, 7547 bORKELY SOIZRETHH R LET,

(Cisco Controller) >config rf-profile max-clients 50

. configav K :r~z
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config rf-profile multicast data-rate .

config rf-profile multicast data-rate

RF 707 7 A VDN~ VFFx AT —% L— MEET HIZIL, config rf-profile multicast
data-rate 2~ > RZ&fEH L £9,

config rf-profile multicast data-rate value profile name

BX DA value RE 7077 A NDR/NVILFFY AN T—F L—h, 7 a036, 9,
12, 18, 24, 36, 48, 54 T, 7V A RA v FTENET—% L— N5 3H
B AEAIT0 2 AT LET,

profile_name RF 7’117 7 A VD4R, 707 7 A NVAITERK 32 LFOELT T, KT L
INCTFE KR L FE T,

AT RTI4) RETRT7ANOERNVFHFY X b T =% L—KI0TT,

avy FER J1y—=x EEAR
7.6 ZoawrRiE, VIV—RT6LHEIOY V—ATHAINE LT,

WIZ, REFR 77 A NDILTFFX AN T—% L—EaRETHHERLET,

(Cisco Controller) >config rf-profile multicast data-rate 24

config A< K :r~z .
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. config rf-profile out-of-box

config rf-profile out-of-box

FMULSEBE LT 7 EARA U MO SNDT U NF TRy 7 AAP IV NV—T%AEKT 5
|ZiZ. config rf-profile out-of-box =~ > R&{FEH L £,

config rf-profile out-of-box {enable | disable}

EX DA enable 77 KA TRy I RAAP I N—T OMEREA X —TNMILET, ZDavr RaA
FX—T T B &, ROBIENRFELET,

o T T7HINVKNAP I N—TIZEEN, LA VAN LETZ7EAKRSL B
. T NI TR 7 RAAP I NV—TDO— &7 3, FOERIIA 7I12H)
DEZON, FILWT 782 RA L MIE>TAL S RF ORLEREE S
iTO
o« IN—TREERETNTRTOT VA RAL Y NI, T RAF TRy 7 A AP
TN—TD—FI 72 7,
o JERIZ2 RF 7’02 7 7 A LIE 80211 #k T L IZ/ERk SN ET, TN HDRF I
77 AL, BEFOTRTD REF /RT A—FDOF 7 /)L hi%iE. BLOUE
DHLWERERH Y 7,

disable 7o NATRY IV AAP I N—T%T 4 —T NI LET, ZOHEEZT 1 E—7
T BE, TUNT TR I ZAAP TN —T~DHFLWAPY T 27 Y I g 77
FMEIELEST, T RFT YRy 7 ZAAP FN—T~YP T 27 54 T ENT-T
TOAPN, ZOAP I N—TZKVET, Xy MU= a "=V x  RKIT,
FI N TN—TET213H A X AP 7 —TZ AP B8N TX 9,

ATV RFIHLE RL

vy FERE Jjy—= TEAR
7.6 ZoawrRiE, VIV—RT6LHEIOY Y —ATHAINE LT,

TURNETHRY 7 ZAAPR A Fr—FICRINCEEM T HND & & ZD AP IEFHI7: AP
TN—FIZVHEAL VLT FEN, ZOAP ZN—7 Tl RRE/ZRRE 7' 7 7 A JLiX, AP DR
BEHWREORTELHEIH LEST, Xy NIV —7 a v X—V VA, T4V T—TF
I AZ N TV—TFIZ AP BB TX £,

FEREDHA RS54

WIZ, T MET Ry T AAP I N—T OV EA X —T M T 50 %2R LET,

(Cisco Controller) >config rf-profile out-of-box enable

. configav K :r~z



I configav > K :r~z
config rf-profile rx-sop threshold .

config rf-profile rx-sop threshold

802.11 #H Z & 12, . KD Rx SOP L & VWMEZZE T HITiX. config rf-profile rx-sop
threshold =~ > K& AL E7,

config rf-profile rx-sop threshold {high | medium | low | auto} profile name

BX DA high RF 7’027 7 A LD Rx SOP L & WMEZZHEL T,
medium RF 7277 A/LOH Rx SOP L & WMEEZFHE L ET,
low RF 707 7 A LVOEKRx SOP LEWVEEZZRELET,
auto RF7077A/VDOHEEHRxSOP LEVMEARE LET, auto ZIEINTH L, 7

THARA L K Rx SOP LEVWVEEZRE LE T,

profile_name Rx SOP L & VMEARET D RF 717 7 A /L,

ATV R FI4LE T A/ FDORxSOP LEWEA T T 3 T auto TY,

avy FERE N)— ZEERE
R
8.0 Zoawy FREASRELE,

WIZ, RFF2 77 A4 LDE RxSOP L X WMELXRET AH1E2 1~ LET,

(Cisco Controller) > config 802.11 rx-sop threshold high Tla

config A< K :r~z .



. config rf-profile trap-threshold

configav > K :r~z |

config rf-profile trap-threshold

RFE7u77AN0D N7 v 7 LEVELZRET HIZ1X, config rf-profile trap-threshold =~ > N

ML ET,

config rf-profile trap-threshold { clients cl/ients profile name | interference percent profile name |
noise dBm profile name | utilization percent profile name}

B DEREA

clients RF7 02757 A4 NDIFA T DO N T P LEWVEERHRELET,
clients N7 THOT 78 A RA Y NOBRO 7 47 > M1 ~200 T, 7

THNRNI1R2TTAT L RTT,

profile name

RF 707 7 A VOAHTEEELET, 707 7 A VA ITHCR 32 CF- DR E T
T, KXFENLFEXHILET,

interference RF 7’027 7 A LOTFWDO T v 7 LEWVEEZRELET,
percent F7 oy THOTHLEVEOEIEIL0~100% TT, T 7 +/L ME10% T,
noise REZa 77 AND)AAD T v T LEVEEZRELET,
dBm N7 THDO ) AXLEWVED L-LE-127 ~0dBm T3, 7 7 4 /L ~E-17
dBm T,
utilization RF 7' 7 7 A VOFEHEDO 7 v 7 L EWEEZRE L ET,
percent TIRARAL PLEWVETHERENS b7 v 7 HOMFEIREOEEIL0~ 100%
TT, F7 4N L% T,
ARURFIALE EL
avy FERE 1)1)—Z EEAE
8.0 Zoavwry RBREAINE L,

W, REZUG 77 ANDIFAT NN T P LEVWEEZHRETAHERLET,

(Cisco Controller) >config rf-profile trap-threshold clients 50 adminl

. configav K :r~z



I configav > K :r~z

config rf-profile tx-power-control-thresh-v1

RF 7’12 7 7 A JLIZ Transmit Power Control /3>—3" =3 > 1 (TPCvl) %
rf-profile tx-power-control-thresh-vl =~ > RZf/H L 7,

config rf-profile tx-power-control-thresh-v1 .

ET HIZIX, config

config rf-profile tx-power-control-thresh-v1 tpc-threshold profile name

BXDEREA

tpc-threshold TPC L & VM,

profile-name RF 7’0 7 7 A VD4,

ATV RFIFLE AL
avy FERE )1)—X EERNA
7.6 Zoa<wr R, VI—R76URIOY ) —RXTEAZINE L,

WIZ, REZ2 77 A4 /)L®D TPCvl Z/RETHH 2L ET,

(Cisco Controller) >config rf-profile tx-power-control-thresh-vl RFGroupl

config A< K :r~z .



configav > K :r~z |

. config rf-profile tx-power-control-thresh-v2

config rf-profile tx-power-control-thresh-v2

RF 712 7 7 A JLIZ Transmit Power Control 73— 3 > 2 (TPCv2) ZET HITIX. config
rf-profile tx-power-control-thresh-v2 =~ > RZf/H L 7,

config rf-profile tx-power-control-thresh-v2 tpc-threshold profile-name

X DEREA tpc-threshold TPC L X\ M,

profile-name RF 7' 7 7 A VD4,

aRVRFILLE L

av 2 REE )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y =2 THASHhE LT,

WIZ, REZ2 77 A4 LD TPCV2 Z/RET HHl 2L ET,

(Cisco Controller) >config rf-profile tx-power-control-thresh-v2 RFGroupl

. config a<v UK :r~z



I configav > K :r~z
config rf-profile tx-power-max .

config rf-profile tx-power-max

RF 707 7 A Wil KB &) RF %
HALET,

FET HITIL, config rf-profile tx-power-max =~ > R%&ff

config rf-profile tx-power-max profile-name

X DA tx-power-max B [ 8 RE TX &

profile-name

RF 7’1 7 7 A4 )L D4Fil,

aAvVRFI4LE AL
avy FERE Jiy—= EENA
7.6 ZoawrRiE, VYV—RT6LREIOY V—ATHEAINE LT,

WIZ, RE 7’87 7 A4 )L tx-power-max & X €3 512~ LET,

(Cisco Controller) >config rf-profile tx-power-max RFGroupl

config A< K :r~z .



configav > K :r~z |

. config rf-profile tx-power-min

config rf-profile tx-power-min

RF 7’0 7 7 A )VIZH/NEAE) RF 3% E T 5I21L. config rf-profile tx-power-min =~ > R %
HLET,

config rf-profile tx-power-min tx-power-min profile-name

X DA tx-power-min /BB RF TX &

profile-name RF 7’1 7 7 A )L DA,

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 ZoawrRiE, VYV—RT6LHEIOY U —ATHEAINE LT,

WIZ, RE 7’827 7 A VO tx-power-min Z % ET DB %R~ LET,

(Cisco Controller) >config rf-profile tx-power-min RFGroupl

. config a<v UK :r~z



I configav > K :r~z

config rogue ap timeout .

config rogue ap timeout

RIERT VR ARA LV BN FA4 T oy NURHIREIE 20, VA NDPBHHIBRS
N2 ETOREERET SIZIE, config rogue ap timeout =~ > RAfEH L F9,

config rogue ap timeout seconds

B DEREA

AR R TFIAILE

seconds 240 ~ 3600 B F TOME, T 7 4V MEIE 1200
»Td,

RERT IVEARA L FBEIONIZIA T Fo N BHIRBYINE 2D ETOT 740 D
W%, 1200 BT,

av Y FNERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

WL, RETZ7VBVARL L "7 T7A4T 2 VAR MDOZY N OFRIEARE 2400
R ET DH R LET,

(Cisco Controller) > config rogue ap timeout 2400

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue rule

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



. config rogue adhoc

configav > K :r~z |

config rogue adhoc

WSTAIEA S —E 2 €y b (BSS £72137 Ky 2) ORERT /LA KA Y hDAF—4
A7 —r )V E T IIMEBNCER ET HIZIX. config rogue adhoc =~ > K& L £,

config rogue adhoc {enable | disable | external rogue MAC | alert {rogue MAC | all} |
auto-contain [monitor_ap] | contain rogue MAC 1234 _aps| }

config rogue adhoc {delete {all | mac-address mac-address} | -classify {friendly state { external
| internal} mac-address | malicious state {alert | contain} mac-address | unclassified state
{alert | contain } mac-address}

BXDEREA

enable T REy 7 OREORIEVHR— & a—
SNTAEIINZ LET,

disable 7 KRRy 7 OREORKIE VR— & a—
IS L E T,

external Xy T —2 OHMICH Y . WLAN D& % =
VT 4B A G ZBWRET 7R RA v
rOSEIREEEZHRELET, 2 hua—F X
ZORERT 7R R bOIFEEZFL
TWVWET,

rogue MAC T KRBy 7 ORERT 7EAKRA L NOMAC
T RLA,

alert 7 RAy 7 OREEBRETSE SMNP K7 v
TERERL, VAT NEBEICAEILT T —
ERE L ELREEERLET,

all TRTOT KRy DORERT 7EBARA
MZBET 27 7— a2 LET,

auto-contain ay he—JIkoTHREINEZTXTOHR
BT RARy 7 OREPREENET,

monitor_ap (L) 7 Ry 7 ORERT 78 A FA v
FDIPT KL A,

contain MEFANAL Z%EHIEL, ZOESDERT
AT MEHELRZVEIICLET,

1234 _aps T RRYIIDODRERT VA RL L " BT 0
T4 TIHIET A 7-01I2E 0 Y Ton-, &~
AADT I BARA Y NOFRKRK (1~4)

. configav K :r~z



I configav > K :r~z

config rogue adhoc .

delete

T RE Y7 ORERT 78R RA Lk ZHIR
l_/i‘j_‘o

all

TRCOT Ry I DORERT 78 A KRA
N &R L £,

mac-address

BELEMACT RLARHAT Ry 7 OR
ERTI7EARA L FEHIBRLET,

mac-address

T Ry 7 DORIEIRT 7B X RA 2 FDMAC
7 RL A,

classify

T RRy T DORIERT 78ARA L FOGHA
%D fﬁﬂbij«o

friendly state

T RAEY 7 ORERT 7R RA v FEfEMR
PEDIRNT 7B ARAL L FE L THELET,

internal

F v NUT—=7 ONANZH Y, WLAN OFF =
VT 4 BB 5 2 WRET 78 A RA
NOT T — MREEEZRELET, 2 ha—
FIXZDORERT 7B A RA v FEEHELE
R

malicious state

T KRB I DORERT 78R RA VN EE
DHDHT7HAFRA L MELTHELET,

alert

FAN— U RPN, FE—YRRE
L7 fGERRE D72 VY MAC D U A MIE#E ST
WRWARIET 72 A RA 2 hOT T — MRKEE
ERELET, a ha—9nhb3 AT 0%
FREIC, SR ATT O K O BpERlc st
NERE SN ET,

contain

RIET 7B ARA L b % contain DIRAEIZFR E
LET, arhe—J2koTaBEEDH S
TNA ARSI, DT A ZADEEH,
BEEENT=T7 TA T MIFHLanE i
o0 ET,

unclassified state

T RRy I DRIERT 78R RA N eRy
HOT 7 8ARA L FELTHELET,

ATV R FI4ILE DAY ROT 75 )b hienabled TH Y |

disabled T,

alertiCFREINFE T, HEHIEOT 7 40 M

config A< K :r~z .



configav > K :r~z |
. config rogue adhoc

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, YVU—RX76LEIOY Y —X

THAShE L,

ERALDHA KSq4Y 2 hr—T1F, TRTOEROT 78R KA v FEFEHIICER L, RIERT 7R KA
VRBXOI IAT U MIETAERE IR LCNELET, ar be—F RN RIER
TIEARLA L MRt AL, REusy— g U7 e = (RLDP) 245 L TARE
RTI7EBRARA L FDRERR Y NU—Z IR SN TWENE I NEMHRLET,

N

(G¥)  RLDPiZX. ¥ RAa® Atonomous NIET 7B A RA v FTIEHR—FENTWVEEA, ZHHD
T B ARA L ME, RLDPZ 74 7 MLk TEEEN/ZDHCPHHZER % Fu v 7 LF
T, FREARERT 7EARA Y b F v R EEREEGER (DFS) #2383 534, RLDP
T AR—FShEdA,

containment 2~ ROWIF A ASTHE, ROBEERELREINET,

Using this feature may have legal consequences. Do you want to continue? (y/n) :

PEERIZER (ISM) #4024 GHz- B L V5 GHz DJEHREIIABR I TEBY ., 94 2%
ZPIHEHCTEET, LENR-T, ROy hU—7 EOF A 2 %&[HIET 5 L, 1B/
EEEZMDbONDGERH Y 7,

RIERT 78 A RA Y FEIEETICEDT 78R KA N EERT D121, monitor_ap 5|
BAfEH LT auto-contain =2~ > FEZ AN LET, 2 he—F TRriichizTXTOT R
By 7 ORIERFAHRT 78X RA > b & BEFNZFLIET 521X, 472 2 D monitor_ap %
fif FHE971C auto-contain =~ > R&E AL E7,

WIZ, T RBy 7 OREORKEHE VAR— M HNZT 50 2R LET,

(Cisco Controller) > config rogue adhoc enable

KIZ, TR_RTCOT REY I ORERT 7 EARL Y MIHT BT I5— FEEDCT S
Bz m LET,

(Cisco Controller) > config rogue adhoc alert all

WIT, T RB Y 7 DORIERT 7 BARA» FEfaltEa L e LTHEL, SNk
RET LB R LET,

(Cisco Controller) > config rogue adhoc classify friendly state internal 11:11:11:11:11:11

BEavy R config rogue auto-contain level

show rogue ignore-list

. configav K :r~z



I config IY > K :r~z
config rogue adhoc .

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



. config rogue ap classify

config rogue ap classify

configav > K :r~z |

RIERT IV BARAL Y NOAT—F X% 55T HIZIE, config rogue ap classify =~ > N4 fifi

}EH I_/\ij—‘O

config rogue ap classify {friendly state {internal | external} ap mac}

config rogue ap classify {malicious | unclassified} state {alert | contain}ap mac

X DA friendly

RERT 7B ARA VMot LE LT
SYHELET,

state

ST~ DISEZELET,

internal

CORERT 7EBARAL L FEEETSH LD
oy he—J%RELET,

external

DT I BARA L FOFLEERDD L HIT
oy hr—J5RELET,

ap_mac

RERT I7EARAL L FDOMAC T KU A,

malicious

RERT 7B A BRA Y NEBENEEL LT
SSELUET,

unclassified

RERT 7% 2 HA v M EREE LTHREL
i‘a‘o

alert

VAT NEBFICANEBEIZT 7 — N ERE L,
MERREZRT LI he—F & E
l./\gz—g_ﬂo

contain

fEREtE D BT 84 ZAEFHIE LT, FOF AN
A ADEFNEIEINTZT T4 T v M T
LWk icarybe—92%TLET,

ARV RTFIFIAL INLOATY NI TN N TREDIRSTOET, LT, $XTORPLRT
v R KA NI, T 7 A4 b Tlunclassified: U CHEINE T,

avy NEE )1)—=

EENE

7.6

Zoa<wy Rk, VY —RT6LETDOY U —2A
TEAINE L,

FEREDAA K54 > BUEDIKEEN Contain D5

Ao

. configav K :r~z

. RIEEZRT 78 A RA > ;i Unclassified 7 7 ACBEI T £4



I configav > K :r~z

config rogue ap classify .

WAL D containment 2~ 2 K% AJJ9°% & [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNFRRINET, EEREER (ISM) flko 2.4
GHz- 3 L O'5GHz DJF AT RSN TEY . A4t AT TE £, Lo
T, HPROR Y NI —2 LEOTNA AERIET S & IENETEZDORDGERH 0 £7,

WIZ, RIERT 7B ARA » Fafatte LE LTHEL, BEHTE DX 92T 54
zZRLET,

(Cisco Controller) > config rogue ap classify friendly state internal 11:11:11:11:11:11

WIT, REERT 7 EARA b EBEREELTHEL, 77— MeHMET 202 R L E
@—o

(Cisco Controller) > config rogue ap classify malicious state alert 11:11:11:11:11:11

WIZ, RIERT 78 A RA » FERGAL LTHEL, LT8R LET,

(Cisco Controller) > config rogue ap classify unclassified state contain 11:11:11:11:11:11

config rogue adhoc

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



. config rogue ap friendly

config rogue ap friendly

HLWERRIED7Z2NWT 78 A RA L b = b ZGEREDZRZVMAC T RLADY A MIIA
MU0, VA SOSEFEORBIEDRNT VB ARAL L b MY ZHIBRLEZY 45120,

config rogue ap friendly =~ > K& AJJL £ 7,

configav > K :r~z |

config rogue ap friendly {add | delete} ap mac

X DA add fERPEDZRVMAC 7 RL A U A R 2D
RIERT 78 A RA 2 FE2BMLET,
delete fERRIMED IRV MAC 7 KL A U A KB Z D
RERT 7R RA L FEHIBRLET,
ap_mac BINELITHIBRT 2 RERT 7R KA b
D MAC T RV A,
IRV R FI+LE  BL
avwy FERE J1)—Xx EENE
7.6 Zoa<wr Rk, VU—RT76LHIOY J—2A
TEAINE L,
wIZ, MAC 7 RU AN 11:11:11:11:11:11 OF LWERED R W T 78 2 RA v b
fERIED IRV MAC 7 LA U A MBI 561277 LE9,
(Cisco Controller) > config rogue ap friendly add 11:11:11:11:11:11
BEEawy K config rogue adhoc

config rogue ap classify
config rogue ap rldp

config rogue ap ssid

config rogue ap timeout
config rogue ap valid-client
config rogue client

config trapflags rogueap
show rogue ap clients

show rogue ap detailed
show rogue ap summary

show rogue ap friendly summary

. configav K :r~z



I config IY > K :r~z

show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config rogue ap friendly .

config A< K :r~z .



. config rogue ap ridp

configav > K :r~z |

config rogue ap ridp

Rogue Location Discovery Protocol (RLDP) #Azhfk. bk, £721EBALAT HITIX. config
rogue aprldp =~ > RZfEH L £,

config rogue ap rldp enable {alarm-only | auto-contain} [monitor ap only]
config rogue ap rldp initiate rogue mac address

config rogue ap rldp disable

BX DA

alarm-only A7 a » DF B monitor_ap only EF T
AN THE, TRTOTI7®ARA R T
RLDP "AZ0I272 0 £77,

auto-contain F 7 a v DEIE monitor_ap only % T
AT HE, TRTORERT 7R KA
v N HBWICELIE S E T,

monitor_ap_only UEE) BELREEMRT 782 KA v 2T
CRLDP Z#AZhZF 57> (alarm-only ¥ — 7 —
NEH L725E) « XA A2 A%
(2L E7 (auto-contain¥—7 — R&flH L 7=

%/E[\ o
initiate HREDRIERT 7 & A RA > FTRLDP %
HBLET,
rogue_mac_address BrEDORERT 7B A KRN, D MAC T R
LA,
disable T_XTCOT 7' AKRA L FTRLDP ZHZHIZ
Lij"o
aARVRFILLE L
a7 RERE 1y —2 EERAR
7.6 Zoa<wy R, VU—RT76LHIODY Y —X

EREDAARZA

TEAINE L,

WFALDAD containment v > K& AJJ9 % &, [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNERRINET, EEREER (ISM) ko 2.4
GHz- B LU 5GHz DA T A SN TEY . T4 B A2 FICHATEEY., Licho
T, TRy hT—2 EOT A ZA%IET 5 & ENELZRDONOGERH D F7°,

. configav K :r~z



I configav > K :r~z
config rogue ap rldp .

WIZ, T_XTOT 7 8A KA RN TRLDP #HMIT LB %2R LET,

(Cisco Controller) > config rogue ap rldp enable alarm-only

Wiz, BERE— R 727 ARA > hap 1 TRLDP #HNZT 0% R LET,
(Cisco Controller) > config rogue ap rldp enable alarm-only ap 1

wIZ, MAC 7 KL A28 123.456.789.000 DARIEZR T 7 & A 7RA > b T RLDP % Bit59
LHHE R LET,

(Cisco Controller) > config rogue ap rldp initiate 123.456.789.000

WIZ, T_XTOT 7R KRA L FTRLDP 28T 202~ L ET,

(Cisco Controller) > config rogue ap rldp disable

BEEav> R config rogue adhoc

config rogue ap classify

config rogue ap friendly

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

config rogue client

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



configav > K :r~z |
. config rogue ap ssid

config rogue ap ssid

T T — LRI EERT D0, E2E Ry R U —27 @ Service Set Identifier (SSID) %7 K/3%Z A
AL TWALRERT 7 EBARA L F&HIET 5121, configrogueapssid =~ > FZ{if] L %
D

config rogue ap ssid {alarm | auto-contain}

X DA alarm RERT 7B ARL L MR RY hT—2 D
SSID%7 RARZAL XL TWBZ ExBHTS
LTI EARLET,

auto-contain Xy NT—2DOSSIDET RAZAXLTW5B
RERT 7 ARA L b BERYICIHIE L F
—a—o

ARV RFIFLE EL

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDYU U—R

THAShE L,

FERLEOHA KSq4>Y VT containment 7~ > RZ& AJj9 2% &, [Using this feature may have legal consequences.
Do you want to continue?] &9 A v —UNERIRINET, EERTFERE ISM) #lko 2.4
GHz- B L OSGHz DAREUI AR SN TR Y . 74 b AT FICHATE S, Lizii-
T, HEHOR Yy hU—2 EOTNA RE[IET 5 & ENEEERDNLGERH Y £7,

W, X hU—=27DSSID ZT RARFZ A XLTWARERT 7R RA L M2 BHE
BRI 2B 2R L E 9,

(Cisco Controller) > config rogue ap ssid auto-contain

BgEa<w >R config rogue adhoc

config rogue ap classify
config rogue ap friendly
config rogue ap rldp

config rogue ap timeout
config rogue ap valid-client
config rogue client

config trapflags rogueap

show rogue ap clients

. config a<v UK :r~z



I config IY > K :r~z

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue client detailed

show rogue client summary

show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config rogue ap ssid .

config A< K :r~z .



. config rogue ap timeout

configav > K :r~z |

config rogue ap timeout

RIERT IR ARA LV BN IFA4 T oy NURHIREI LD, VA MNDPBHHIBRS
N2 ETOREERET SITIE, config rogue ap timeout =~ > RAfEH L F9,

config rogue ap timeout seconds

B DEREA

AR R TFIAILE

seconds 240 ~ 3600 B F TOfE, T 7 4V MEIZ 1200
»Td,

RERT IVEARA LV FBEIONIZIA4 T Fo N BHIRBYINE 2D ETOT 740 D
W%, 1200 BT,

av Y FNERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—R

THAShE L,

WL, RETZ7VBVARL L "7 T7A4T 2 URAMDOZY N OFREARE 2400
WCRET DHZ R LET,

(Cisco Controller) > config rogue ap timeout 2400

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue rule

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue auto-contain level

RIED BEIFELE L~V Z23RET DT,

config rogue auto-contain level .

config rogue auto-containlevel =~ > RZ i L £,

config rogue auto-contain level /eve/ [ monitor_ap_only]

X DEREA level

1 ~4 OFIPHOARIED BEFHIE L)L, 0 DfE
Z ANJ14 5 &, Cisco WLC 2% B BhfH. 1k {8
T 5 AP DA HEEIRTX 5 L 912720
F9, arbue—J1% ARRMEIEDOZDIC
VBT AP D% RSSLIZEESWCEIR L E
7T

GE) HEIPHIEAR Y 2 —I2 X > TRIER AP
MPRIERREICRAT SN2 BRIC, ek
450 AP = HEPAIEICFEH TE £
T,

monitor_ap_only

(LE) BEHAPE— FOLAMEH L CHBIME
lEzsE LET,

ATV R FIHNAR T AN OB LT T

avy FERE Jiy—=x EENAE
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

EELEOHA KSq> 2y b=, TRTOEKEOT 78R KA v MEMFGEICER L, RIERT 78X KA
VEBEWZ TA Ty MIETAEREBEMICHRH L TIELES, 2> he—J13, RIE
BT IERARA Y et d 5, REFABEIERY >—2EH L CHBLIEZBMA L E
9, BENHLZBRBT AR Y —i%, VA ¥ EORE (RLDP % 721 Rogue Detector AP (2 L -
THHD) | EHESIRSSID 21 L7IeARIE, RIERAPOAFRNR 7 T4 T b BEIUT Ry

7 RIETY,

ZOT =TIV, FRLE LV BIE T 5TV D RSSTEZ /R L £

& 1:&BBELELARVIZEEMIT SN TS RSSI

HERRLEL AN RSSI

1 0 ~—55 dBm

2 ~75 ~ -55 dBm
3 —85 ~ 75 dBm
4 —85 dBm A

config A< K :r~z .



config AY > KR :r~z |
. config rogue auto-contain level

\}

G¥)  RLDPIZ. ¥ RAadAtonomous RIET 7B ARA v hTIEEVAR—FENTHERA, ZHHD
T HEARAL ME, RLDPZ 54 7 v M Lo TEEENT-DHCPHHE kA Fo v 7 L%
Ty FTEARERT 7 BAKRA U N F ¥ RUDRENIEREEGEIR (DFS) #2403 &9 5454, RLDP
T FR— N EnERA,

containment 2~ ROWTNNE AT BH E, ROEERFRINET,

Using this feature may have legal consequences. Do you want to continue? (y/n) :

PEXRIFEE (ISM) 8980 2.4 GHz 38 LTV 5 GHz OEEEIT—RIcABENTHY, 5414k
VAEZITPIHEATEET, LA T, RO FR Yy hU—7 EOT A A EIET S
L ENEEEZDNDEAENH Y 9,

wIiZ, BEPHIED L-ULE 3 ICHRET D ZRLET,

(Cisco Controller) > config rogue auto-contain level 3

BEa<T R config rogue adhoc

show rogue adhoc summary
show rogue client summary
show rogue ignore-list

show rogue rule summary

. configav K :r~z



I configav > K :r~z
config rogue ap valid-client .

config rogue ap valid-client

T I —ANIEFEERT D, FRIREETEL 7 747 "BRBEEMT O TWDARERT 7k
A RA > b BEBICBEIET 511X, config rogue ap valid-client =~ > RZfH L £9,

config rogue ap valid-client {alarm | auto-contain}

EX DA alarm RIERT VB ARAL NBER 27 FA4T v
MIBEAT SN TWA Z E R END &
T I = AT RERENE T,

auto-contain BEHTE57 747 MCEEMT T
HARIERT 7B A RA b2 BERJIZFLE L
£77,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wr Rk, VU—RX76LHIOY Y —X

THAShE L,

FEREDHA KS4 > WTHL1O containment =~ > K& AJ)4 % & [Using this feature may have legal consequences.
Do you want to continue?] £ \\H A v —IUNFRINET, EERFEER ISM) Fiko 24
GHz- B L OS5 GHz D BT A SN TR Y, FAM b 222 FIMHEHTEEd, Lieho
T, FHOR Y U —7 LDOTNA ZEMIET B &, BERNEEEZONDEERH Y 7,

W, BT 74T 2 MBEEMTONTWARIERT 78 A KRA 2 % HEIMIC
FHIEF 262~ LET,

(Cisco Controller) > config rogue ap valid-client auto-contain

BEa<wy R config rogue ap classify
config rogue ap friendly
config rogue ap rldp
config rogue ap timeout
config rogue ap ssid
config rogue rule
config trapflags rogueap
show rogue ap clients

show rogue ap detailed

config A< K :r~z .



configav > K :r~z |
. config rogue ap valid-client

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue client

RERTTAT v M ERET HITIL.

config rogue client {aaa {enable | disable}

config rogue client .

config rogue client =~ > R&fH L £,

| alertap mac | contain client mac | delete

{state {alert | any | contained | contained-pending} | all | mac-address client mac} |

mse {enable | disable} } }

B DEREA

aaa RIERT TAT > NISBRNIR T FA4T 2 b
EODERIET D X 912 AAA — " F 21X
=) T —H_R=REHBELET, T 74
VR TIEET =T Mo TVET,

enable AAA P —NFEF =W T —H_R—=2 %
NZ LT, RIERZ 74T FMACT KL A&
DHERNE D D ERER L ET,

disable AAA Y —RFEF T —H L F—F_R— 2 5
INZ LT, RiERZ7 F4 7 FMACT KL A
DHEINE D DEHERLZWVWE I LET,

alert VAT NEEHICHIEICT 7 — FERIE L
MBEREEZRT LI he—F & E
L%,

ap_mac TIEARAL L RDOMACT FL A,

contain BB DTN, AZFRIEL T, FOT AN
A ADEBFNFEIESNTZT T4 T v MTTW
LanWEoicarbe—9%RELET,

client_mac RIERTFAT 2 FDOMACT RL A,

delete RERTFTAT v MEHIBRLET,

state RIEZRT T4 T v b &ZFOIREIZS CTHIBR
LET,

alert T T — MREOREZ AT FaHIRLE
_a—o

any HEEDOWREDORIEY 747 v M EHIBRLET,

contained FLIEIRAEIC /2 > TWABTRTORIEZ AT

Y MEHIBRLET,

contained-pending

FHIEREE HF OREDT X TORIEY T4 T
MEHIBRLET,

config A< K :r~z .



. config rogue client

configav > K :r~z |

all TRCORIEZ FAT > b&EIBRELET,

mac-address WEFLMACT RLABESRIEY SAT v
&AL £9,

mse RIETTAT Y SBAENR T TAT 2 hink

IMEMSEZMERA L CHIELET, T 741
FTCIEF 4 =TI TWET,

aARVRFIALE L
Ay RERE J1—2= EERR
7.6 Zoa<wr R, VU—RT76LHEIDY Y —2A

EREDAARZA

TEAINE L,

MSE & AAA IZKT L CRIBFICRIEY 94 7 v b afpirt b 2 iz Tca A,

WIZ, AAAD—R_"FEEIn—H L T —HRXR—=ANBMACT FLAZERTEXH L1
THEERLET,

(Cisco Controller) > config rogue client aaa enable

I, AAAY—"EI I —H L F—EZ_XR—ZNMACT RLAZMERTERNE D
2T B R LET,

(Cisco Controller) > config rogue client aaa disable

config rogue rule

config trapflags rogueap
show rogue ap clients

show rogue ap detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. configav K :r~z



I configav > K :r~z
config rogue containment .

config rogue containment
AIEZR LI ZF%E T 521X, config rogue containment =~ > R&fH L £,

config rogue containment {flexconnect | auto-rate} {enable | disable}

BXDEREA flexconnect 2 % > R 7 12 . FlexConnect AP D AR IEZfHIEZ 3% E L E 7,

auto-rate  REZFHIEOBEE L — MEIRAZRELET,

enable RIEZRBIEZAHLET,

disable ARIE 2 BRI 2 #E2hi2 U E 9,

ARVEFIAAL AL

avy RERE )— ZEEAS
2
7.5 Zoavwy RBREAINE LE,

FEREDHA KS4Y KOT—TMC, FIERMBIEOAB L — MEROEMEZ R LET,

R2:AEGHEIEOBEE L— FER

RSSI (dBm) 802.11b/g Tx L— & (Mbps)  |802.11aTx L— ~ (Mbps)
-74 1 6

=70 2 12

-55 5.5 12

<-40 5.5 18

WIZ, NEZREIEO BB L — MERZ AT D62~ L £,

(Cisco Controller) > config rogue containment auto-rate enable

config A< K :r~z .



. config rogue detection

configav > K :r~z |

config rogue detection

N

REOKHZ AN E 13BN T HITIE, config rogue detection =1~ > K& L F9,

GE)

AP FRN all ¥ — U — R TERIE STV S5, all access points OF 5 (T all L) F—T —
RZFFO AP IZERE L £7,

config rogue detection {enable | disable} {cisco ap | all}
ST DA enable DT 'R FRA L NMIBITHREOHTZ
AT LET,
disable ZOT 7R RA L MIRITHREDOHEZ
i LET,
cisco_ap VAT ITEAKRALA U,
all TRTOT 7 ®A RS bEEELET,

AV R FI4ILE

77 AV s ORIEDRHEN A2 97,

avy FERE

)1)—2 EZEAR
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THAShFELL,

FEREDHA K54 OfficeExtend” 7 £ AR A v F&FRE, Ay b —J RSN TXTOT 7 A RA b

BEav> R

W2kt REOBHNT 7 40 b THZNC & E T, OfficeExtend 7 7 & A iRA > MI=ENER
BIZEASN, 2 OHEE., REORIERT AL 22 BELET,

WIZ, T 78R RA L bk Cisco AP DRIEDORMZ AT 204~ LET,

(Cisco Controller) > config rogue detection enable Cisco_ AP

config rogue rule

config trapflags rogueap
show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z
config rogue detection client-threshold .

config rogue detection client-threshold

TIEARL Y NORERT FTAT 2 FLEVWEE
client-threshold =~ > RZfEH L £7,

FRET 5IZI. config rogue detection

config rogue detection client-threshold va/ue
ZDfEE# X% & Cisco

o0 =

BX DA value 772 A KA NTORIERZ T4 T MEO L E WA
Wireless LAN Controller (WLC) 756 8T v 7R EESNE T, AT 1 ~ 256

TY, ZOWEEZEDNITHITIT0Z AN LET,

TI7XINVNORIEZ T4 T > bOLEUVEIX 12 T,

AR TIAIE

avy FERE Jy— ZEHAR
R
75 ZOawy RREAINE LT,

WIZ, RIEZ AT FOLEVEEZRET D012~ LET,
200

(Cisco Controller) >config rogue detection client-threshold

config A< K :r~z .



config AY > KR :r~z |
. config rogue detection min-rssi

config rogue detection min-rssi

AP BREZBIL, 2> ha—F TRERT YV MY ZIERTX 22 EETRELS V27 —4
(RSSI) Dig/IMEZFRET HIZIE. config rogue detection min-rssi =~ > &2 H L £9°,

config rogue detection min-rssi rssi-in-dBm

WX DA rssi-in-dBm RSSI DF/IME, A 20745 1X 70 ~ ~128 dBm
T, T 7/ MEIZ -128 dBm T,

ARV RTFI4LL  APOAREZRIET ST 7 4/ b RSSIEIZ, -128 dBm T,

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LHIOY Y —X

THAShE L,

FEREDHA KSq4y ZOKREZ, §XTOAPE—FIZEATE T,
RSSIEAFEF RNV RIENEZEH 5 & . RIEOSHICHEARIERAZEONR2NZ XDV F
T, Lo T, AP ARIEAZRIT AR/INRSSUEXIEET A2 & T, ZOF > a v &
LTAREZ T ANEZY U TTHZ ENTEET,
WIZ, RSSI O/ MEZRET D2~ L ET,

(Cisco Controller) > config rogue detection min-rssi -80

BEav> R config rogue detection

show rogue ap clients
config rogue rule

config trapflags rogueap
show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z

config rogue detection monitor-ap .

config rogue detection monitor-ap

T RTOEEME— RO Cisco AP IZxIT A ARIEL A — hDOMREFKET 511X, config rogue
detection monitor-ap =~ > K& H L £,

config rogue detection monitor-ap {report-interval | transient-rogue-interval} time-in-seconds

B DEREA

report-interval ARIEVHR— FDEESNLMREHEELE T,

transient-rogue-interval BONC RIS 5 A % ¢ L 34T L2 41C,
EHIIC A % 2 %17 5 IR A HRE L £ T,

time-in-seconds ORI DERH], AR TR D L B0 TT,
* 10 ~300 : report-interval

* 120 ~ 1800 : transient-rogue-interval

avy FERE

FEREDAA RZA4 Y

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RT76LRIDOU U—R

THAShE L,

COBREE, T=4 T— FO AP ORTHEB SN ET,

— MR Z A LT, AP AEEZ AF Y o+ 5MREHIE T x4, APTIE, =T
NO—FMREEIC SN T, REO T A AEZ ) U I EITTEET,

Z OBBRIZIZIR ORISR H Y 97,
AP LI hE—T~DOARIE AP LiR— FREL 725,
« AR EZ NV Bay hur—F CTHEBETE 5,
s —HFIRIE~OARER A Y E Y Y CTAERTE 5,
w2, RIEELVAR— FOBREEZ 60 FICHET AF 2R LET,

(Cisco Controller) > config rogue detection monitor-ap report-interval 60

WIT, —RFAREDMBE 300 ICRET 2614~ LET,

(Cisco Controller) > config rogue detection monitor-ap transient-rogue-interval 300

config rogue detection

config rogue detection min-rssi

config A< K :r~z .



configav > K :r~z |
. config rogue detection monitor-ap

config rogue rule

config trapflags rogueap
show rogue ap clients

show rogue client detailed
show rogue client summary
show rogue ignore-list
show rogue rule detailed

show rogue rule summary

. config a<v UK :r~z



I configav > K :r~z
config rogue detection report-interval .

config rogue detection report-interval

AEBRH LR — MRS 2R E T 5121, config rogue detection report-interval =2~ > K % {#

LEJ,

config rogue detection report-interval time
(BHAL) T

time 77 A R "B ay ha—J I CRERBLERE—FE2EET ARG

XN
+, &I 10 ~ 300 T9,

ATV R FI4NN T 7 AV FORERE LAR— FMERBIE 10 BT

avy FEREE Jy— ZEHEAR
3
7.5 Zoa<wy FREAINE LT,

ZOMREIX, BERE—RFOT 7 X RA V FORITHEA S E T,

FREDHA FS14 2
wIZ, RERHBLVAR— MNEEEZRET 262 RLET,

(Cisco Controller) >config rogue detection report-interval 60

config A< K :r~z .



configav > K :r~z |

. config rogue detection security-level

config rogue detection security-level

REMRHEEX 2T 40 LUV ERET HIZIE. config rogue detection security-level =7~ > K%
HHLET,

config rogue detection security-level {critical | custom | high | low}

B DEREA

AU R TFI4ILE

critical RIEMHEF=2 VT 4 LA TERK) ITRELET,

custom REERHEEF2UT 4 L% [HAZL] ITREL, REARRY — 85 2 —%
ERETEDHE IR0 ET,

high REMRHEX2 T 0 LNLE TR ICRELET, 208X 7 0 LUV,
HHBRE LI H E Y BRTRWEMO O ORI RIEM T & BEIFHIEZ 3 E L
¥9, ZOEXx=2 VYT ¢ LLTlLRogue Location Discovery Protocol (RLDP) (/i
f)‘ﬁ]fﬁ‘o

low RERHEXF 2V T 0 bobh MR ICERELET, 208X VT 4 LULE,
INBREDRBAD T2 O DA B A ERMBEZRELE T, Z0EF=2U T4 LLT
IEEBBLIEIZ YR — S TOERA,

T T AN FORERIEF 2 Y T 1 LAYV [R5 L) T,

avy FERE

Jy— EEAE
A

7.5 Doy RREAINE LT,

WIZ, AEBEEF2Y T4 bk TE] (CRET 2012 RLET,

(Cisco Controller) > config rogue detection security-level high

. config a<v UK :r~z



I configav > K :r~z

config rogue detection transient-rogue-interval .

config rogue detection transient-rogue-interval

RNIERBHO—IFRIRE 2% €3 5 21E. config rogue detection transient-rogue-interval =~ >
EEHALET,

config rogue detection transient-rogue-interval time

B DEREA

AR R TFIAILE

time AN ARENAFT Y ENT%., 778 R KRA 2 FDEGRIICRIEZ 2% v T 504
EOH LM BHEAD) T, BRI 120 ~ 1800 T,

FEXa2 VT4 LLDT 7 40 NORERHEO—EERIETKRDO LB T,
oK 120 B

o 5 : 300 F
« HK : 600 F

av Y RERE

FEREDAHA RS2

Jy— EERR
7S

75 ZOawy RREAINE LT,

ORI, BIRET—FOT 78R RA L PORICHEHENET,

HHHNIARENR ARy L END &, BHIEHERDEHIHIIZ Cisco Wireless LAN Controller (WLC)
~NEEENET, T BARA V MI, ERICHEOEEMZ T T 7 7 4 TR IEE 7 4 L
2V 7L, EORIKEBZELLET,

RIZ, AEREO—FRIRRZ3ET 50 2R LET,

(Cisco Controller) > config rogue detection transient-rogue-interval 200

config A< K :r~z .



. config rogue rule

configav > K :r~z |

config rogue rule

RESFL— V2B O ET S I121E, config rogue rule =~ > RZEH L £ 77,

config rogue rule {add ap priority priority classify {custom severity-score classification-name |
friendly | malicious} notify {all | global | none | local} state {alert | contain | delete |
internal | external} rule name | classify {custom severity-score classification-name | friendly
| malicious} rule name | conditionap {set | delete} condition type condition value rule name
| {enable | delete | disable} {all | rule name} | match {all | any} | prioritypriority|
notify {all | global | none | local} rule name |state {alert | contain | internal |

external } rule name}

(=340

BLL]

add ap priority fiaE Lo s JOMBRNAALIC —& T 51—
VBN ET,

priority Z D= D—) Y A NNTOESENAN,

classify =V D EIEE L ET,

custom HARLE LTON—I—ET DT /A A
BOFLET,

severity-score V=V DAL LSO ERER T, #iF
1% 1~100 T¥,

classification-name T AL B FED 4R, 4RI ER KR 32 LT 03
BT, RXFL/PLFERBILET,

friendly =V ESERMED IV L— L & L TR L E
R

malicious N—VEBEDHHL—NLE LTHELET,

notify =V DREITBT D8O HZ A T 2%
7,

all a2 ha—7 ., I XN Cisco Prime Infrastructure

REDORNT T LI —N|[ZHELFET,

global Cisco Prime Infrastructure 72 & k7 » 7 L o —
ANEEFIZEm LET,

local oy he—J 7 cEmLET,

none ar fr—7 ., I IO Cisco Prime Infrastructure
REDRNT T LI —_"OEELICh@E L
FHEA,

. configav K :r~z



I config av K :r~

config rogue rule .

state

N— LV DREHRDRERT VA2 KA FD
REEZRELET,

alert

FAN— U R MR, ElE—FRERE
L7=fGRRMED 72V MAC D U 2 MZEE#H ST
WRWRIET 7B A KA > DT T — MIREE
EHRELET, 2 bR —FNnL T AT LE
HFEIC, S50 A24TH X ) AR s
DHRE S VE T,

contain

RIET 7B AKRA L b % contain DIRFEIZFRE
LET, arire—Jickos TRHBEDH S
T NA AR E 3L, DT SA ADIEEH,

muuﬁéﬂf’77/])7/]\ ?(51/7?1/‘:125@:
e ET,

delete

RIET 7B A RA k% delete DIRAEIZFRTE
l/\i—;_‘o

%

external

Fv NI —Z OIMANZEH Y . WLAN OF % =
VT 4B A5 ZIRWRET 7R KA v
FOAERIREZRELET, = be—F0%
ZORIERT 78 A KRA 2 NOFEERH L
TWET,

internal

F v hU—Z7 ORMANCH Y . WLAN DE % =
VT 4B A5 ZIRWRET 78 & RA
FOT T — MREEZRELET, 2 hur—
FTIEZDORERT 78 A KRA L MEEHELE
7T

rule_name

gy RE#EHATAL—ALEF ST L L—
v DA,

condition ap

RIERT 7B A BRA Y BT THREDH S
N—VCEMHERRELET,

set

RIERT 7B A RA L M-I HLEOH D
= VG Z B L £7,

delete

RERT 7B A RA Y BT THREOH S
=N DOFEMEHIRLET,

config A< K :r~z .



. config rogue rule

config AY > KR :r~z |

condition_type

RETDRMEDZ AT, FIEZATITLLTD
LB T,

« client-count : fx/NEXD 7 T A4 7 FHBRIE

BT VEARAL L MIT Y vm— &R
TWD I EREKIMELE 720 9, ARh7ed
BHIE 1 ~ 10 T,

e duration : RIERT 7B AKRA L FINRE
E}qfﬁf‘*ﬁﬂj éhé ZENEE D FT,
HEh 72 #PHIL 0 ~ 3600 BT,

« managed-ssid : NIERT 7B A RA 2 hD
SSID7§§:{V}‘D‘—‘ifntuuj&éhézgj)
HYET,

* no-encryption : NIE/RT 72 A KA > b
DT FNZ A XS T2 WLAN TR
NI > TWDMERH Y £77,

erssi: RIERT 7B ARA » MZiZ, &/
D RSSUENSLEE T, &iPHIZ, —95~-50
dBm T,

essid : RIEART 7B A RA 2 MiT, H
TED SSID 73BT,

substring ssid : NIERT 7 EA KA b
IZa2—PERESSID DY 7 R Y v 737
BT HUERD D £7,

condition_value

ZMofE, Z OfElE. condition type (2L > T
B FE4, 72&xIEX, FHZA 7D ssid D
By, SeMHEIE SSID 4 70 all T,

enable

T_RTCON—VETNIFFEDNL—IV 1 D&H
N LET,

delete

TRTCON—)VEZITFETED/NL— 1 D% H
ML £,

disable

T_RTCONL—VETHEEDL— 1 D%&H
B/%L/iﬁ—o

. configav K :r~z



I configav > K :r~z

config rogue rule .

match B SN RIERT 78R BA L hAL—L
W—ELTWD LRI, ZDONL—LD5y
WAATHNEHAEND DI, V—VTE
BINTVWELTRTOFRMZMI-THLERD
L0, —ESOSMNE T HNEND D0 E R

ELET,
all EREINTWATRTONL—LEEELET,
any HREDSMZTE L TWAIL— L EIEELF
7,
priority FFED N —/VOERIAM 2T L, I
CTC. U A MADZDOMDNL—LOESENERL
T L £,
ATV R TFI4L L AREL—ADRRESNLTOEREA,
avy FERE )1y—= EEHNE
7.6 Zoa<wr R, VU—RXT76LHIDY Y —2A

FREDHA FS14 Y

THAShE L,

BENREANCTHIZE, V= VEFMNITILERSHY £7, K64 DIL—LERET
xFET,

ARIEZ2 /L — L@ RSSI FEHEITIE U7 ARIEZ: AP OF435A1%. RSSI 233% & 4172 RSSIAEMN D +/-
2dBm A HX TER SNTGAEORFAELET, FHBLOABMCL208T, WAXLOR
ERNV— X0 b ERENET, 7 TR XA TIRROFEICETE I, WRED alert ITEE I
LHE, = VEFEBTEEINZAREICEASNNET, 7 FRy 7 OREIZSEI L, REIR
REIZIEe D FH A, ARSOEODES A THRETEET,

Wz, BERNEARLDS 1, 533E28 friendly TH 5. rule 1 &9 A RTO/NL— L EAVERKT 5 B
RLET,

(Cisco Controller) > config rogue rule add ap priority 1 classify friendly rule_l1

WIZ, rule 1| Z AT DH1 2R LET,

(Cisco Controller) > config rogue rule enable rule_l

wIZ, EO=a~ > FOBEIRMZEE T 562~ L ET,

(Cisco Controller) > config rogue rule priority 2 rule_l1

RIZ, GO~ FOGHERES D0 2R LET,

config A< K :r~z .



configav > K :r~z |

. config rogue rule

(Cisco Controller) > config rogue rule classify malicious rule_1
WIZ, BOa~vy REBHT 0%~ LET,

(Cisco Controller) > config rogue rule disable rule 1

WIZ, rule-5 D —FHRFEE L= SSID U A /6 SSID 2 ZHId 5614~ L £,

(Cisco Controller) > config rogue rule condition ap delete ssid ssid_2 rule-5

WIZ, DAL BDOARIER N —IVEAERT DB ER L ET,

(Cisco Controller) > config rogue rule classify custom 1 VeryMalicious ruleé6

. config a<v UK :r~z



I config av K :r~

config rogue rule condition ap .

config rogue rule condition ap

RET 7 A RA Y FOREN—VOFMEEZRET HIIL, config rogue rule condition ap =
~v Rz LET,

config rogue rule condition ap {set {client-count count | duration time | managed-ssid |
no-encryption | rssirssi | ssidssid | substring-ssid substring-ssid} | delete {all | client-count
| duration | managed-ssid | no-encryption | rssi | ssid | substring-ssid} rule name

B DEREA

set

REZRT 7B ARA Y EPWT-THEOHDN—NVIZEKEERELET,

client-count

RIET 78 ARA 2 MTRNID I FA T baT Y vo—hT&EL X951
Liﬁ—O

count RETIVHVARARAL L MNZT Vv 2— NTBRNEDO7 Z 47 > b, &PHIL
~ 10 CT9, =&z, TE@T??X?%V&’TVVI%Féﬂt7?
AT v N OENFREELL EOBE, T 78X RA > ME Malicious 124788 &
nE7,
duration RIET 78R RA v e/ THRETELLSICLET,
time RIET 7 EBR RA v M T 2500l (FBPEAD)  $EPHIX 0 ~ 3600 T

B

managed-ssid

RETIVEHARAL L FDOSSID Ny hua—T CTRENL LI LET,

no-encryption

RIET Z7EBRARA L FOT RARZ A XE T WLAN T 51k % HE5hC
HEHICLFET, RERT Z7®A KA FDOKS M#ﬁm_ﬁofméﬁ
B, XL DI ITAT U IREDT IV EARAL Y MK LTT Y m— b
ERATLET,

rssi

RIERT 7B ARA v "B OZEREFREA P —4 (RSSI) fH%E£F
THEOITLET,

rSSi

T ARA L MK ER/NRSSIE (dBm) , #PHIE, 95 ~ -50 T,
=& z2E. RERT 7B A iM’/M> E{ﬁiwﬁgb\RSSI%%oiﬁD\
FDT A RA L I Malicious [ FHEI N FET,

ssid

RIERT IV ARA L FOBEEDSSID Z#FETH L HICLET,

ssid

RIET 7 &2 KA b SSID,

substring-ssid

TET&%XT4/h#n~ﬁ REDSSID DY T AN T ERHTH LD
\_. Lij—o

substring-ssid

J—% Y% SSID Y7 A MY 7, 7=& 21X, ABCDE &9 SSID 238 5
LA, ABCDEIZABCE LTH TR NY U752 EETEEST, 22— N
*ﬁ?é@ﬁ@SQD% YHETAHZ ENTEET,

config A< K :r~z .



configav > K :r~z |
. config rogue rule condition ap

delete RIEZRT 7B A RA 2 bW T REDH DN —NOFMEEEIRL ET,
all T RTOREL—LOSEEZEIELET,
rule_name

o~y RPN#EHE IS RIEL—,

ATV RFI4)k  RSSIOT 74/ MEIZ 0dBm TY,
7 7+ v N OMRIEZ 0 BT,
AT v NEDTF T v MEIZ 0 T,

avy FERE )1y—= EEHNE

7.6 Zoa<wr R, VU—RXT76LHIDY Y —2A
TEAINE L,

FEEEDHA KS4 REL—AHIEVEK2 OSSID ZRETLHZENTEET, RIEAL—AHIZVRK25 D
SSID Y7 A M) T EBETDHIENTEET,

KIZ, RSSIREN— VDR EZHRET DBz L ET,

(Cisco Controller) > config rogue rule condition ap set rssi -50

. configav K :r~z



I configav > K :r~z
config remote-lan session-timeout .

config remote-lan session-timeout

IJITAT U By aryOFA LT T NEFRET HITIL. config remote-lan session-timeout =
~v Rz LET,

config remote-lan session-timeout remote-lan-id seconds

X DERHA remote-lan-id U E— k LAN OiRl+, ARh7eEE, 1~
512 T¥,
seconds HALTUNERITEY 3 VR (B) .

0L, ZA LT D FRLICHYLET,

ARVRFIFAL RL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ,IDIDUE—RLANT, 2947 By ary ZALT7 7 6000 T
ET D ERLET,

(Cisco Controller) >config remote-lan session-timeout 1 6000

config A< K :r~z .



. config rfid auto-timeout

configav > K :r~z |

config rfid auto-timeout

AR JE WAL ID (RFID) # 7 OBEWZ A A7 U M &FET HI2IL, config rfid auto-timeout =~
YRR LET,

config rfid auto-timeout {enable | disable}

X DERHA enable HEYW Y A LT U haeA 32— LET,
disable HE#IX A LT T 48— M LET,
ARVEFIALE L

avy FERE

BEEavT YR

JU— EERE
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATHAINE L,

WRIZ, RFID # JOBPEHX A LT U b A x—T M TDHH 2R LET,

(Cisco Controller) > config rfid auto-timeout enable

show rfid summary
config rfid status

config rfid timeout

. config a<v UK :r~z



I configav > K :r~z

config rfid status

MRS AID (RFID) % 7 07 — Z BB &% ET 521X, configrfid status =~ > A L

i‘j—o

config rfid status {enable | disable}

config rfid status .

EX DA enable RFID # 7 Bi% A 2 —7 WZ LET,
disable RFID ¥ 7B % A 3x—7 WIZ L ET,
ARVEFIALE BL

avy FERE

BEEavT YR

JU— EERE
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATEHAINE L],

RIZ. RFID # 7B 2% e+ 562" L E£7,

(Cisco Controller) > config rfid status enable

show rfid summary
config rfid auto-timeout

config rfid timeout

config A< K :r~z .



. config rfid timeout

configav > K :r~z |

config rfid timeout

ABT 4 7 EREEEID (RFID) Z 7 D5 —% 2 A LT 7 b &#RET HITIE. config rfid
timeout =~ > R&E{FEH LE T,

config rfid timeout seconds

B DEREA

AR TIFIE

seconds WM TOX A LT T~ (60~ 7200) ,

L

avy FERE

BEEavTY R

JU— ZERR
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

WIZ, AXZT 47 RFIDZ T DT —HX A LT DU Mae 60 PICHRET BH 2~ LE
T,

(Cisco Controller) > config rfid timeout 60

show rfid summary

config rfid statistics

. config a<v UK :r~z



I configav > K :r~z

config rogue ap timeout .

config rogue ap timeout

RIERT VR ARA LV BN FA4 T oy NURHIREIE 20, VA NDPBHHIBRS
N2 ETOREERET SIZIE, config rogue ap timeout =~ > RAfEH L F9,

config rogue ap timeout seconds

B DEREA

AR R TFIAILE

seconds 240 ~ 3600 B F TOME, T 7 4V MEIE 1200
»Td,

RERT IVEARA L FBEIONIZIA T Fo N BHIRBYINE 2D ETOT 740 D
W%, 1200 BT,

av Y FNERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

WL, RETZ7VBVARL L "7 T7A4T 2 VAR MDOZY N OFRIEARE 2400
R ET DH R LET,

(Cisco Controller) > config rogue ap timeout 2400

config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue rule

config trapflags rogueap

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary
show rogue ignore-list

show rogue rule detailed

show rogue rule summary

config A< K :r~z .



configav > K :r~z |
. config route add

config route add

P —ERAR—= PO HEHT I RAT7—2 a3V DIPT RUAHH~ORX Y NU—27 b— N &K
FET DL, config route add =~ > REHH L £,

config route add ip_address netmask gateway

X EREA ip_address T hU—Z 1P 7 LA,
netmask Iy NT—=T DY TRy b <wRT,
gateway N—=K"Ry NU—=I DT = 7 x2ADIPT R
LA,

ARV RFIFLE EL

EELEOHA KS4> VU —RA7.6DORET, IP address 1L 1Pvd 7 RLADHE YR —F LET,

avy RER Jiy—=x EERNE
7.6 Zoa<wy X, VIY—RT76LRIDY U—R

THAShE L,

o=y ik, IPvd 7 KL AR LE2 Y
A—FLET,

wIZ, EHY—2 25— 3 >OIP7 FLA210.1.1.0. 3 7%y b w27
255.255.255.0, BLOF— 1T =4 101.1.1 ~DF >y T —727 b— K E2HET HH%
~LET,

(Cisco Controller) > config route add 10.1.1.0 255.255.255.0 10.1.1.1

. configav K :r~z



I configav > K :r~z

config route delete .

config route delete

P—ERXAR—RI0nbHRy NU—7 b— FZHIBRT 5121, config route delete =~ > N Zfii
LET,

config route delete ip _address

X DA ip_address Sy RU—ZIPT KL A,

ATV RFIFLE AL

EELEDOHA KS4> VU —RA7.6ORET, IP address 1L 1Pvd 7 RLADHE YR —F LET,

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, YVU—RX76LEIOY Y —X
TEAINE L,
8.0 Zoa<wr Rk, IPv6 7 KL AEXDOHR %
AN—rLET,

WIZ, Z2y FU—Z P 7 FLZ10.1.1.0 2B b— R &2 BB+ 5642~ LE,

(Cisco Controller) > config route delete 10.1.1.0

config A< K :r~z .



configav > K :r~z |
. config serial baudrate

config serial baudrate
YUT N AR—FDOR— L— hEFHET HIZIL, config serial baudrate =~ > REZH L £,

config serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600}

KEST D EHEA 1200 PR — b ZF TV D EEEHE A 1200 1IZFRE L
\i—g—o

2400 PAR— b I TV DR E % 2400 IZHE L
*9,

4800 PAR— b ZN TV DR A 4800 1ZHEE L
i‘g—o

9600 PR — F TV BEHHE % 9600 | ZF67E L
F9,

19200 PR — F Z TV D EHREHE % 19200 (2R E
Li‘d‘o

38400 PR — F ZH TV D BEfeHE & 38400 (R T
l./\gz—gqo

57600 PAR— b EN TV DEFHEE % 57600 |26 €
]\_/iﬁ—o

ARV EFI4NE T IANMEOVU T R—OR— L— L9600 TT,

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHIDY Y —2A

THAShE L,

W, 9600 DT 7 4V b OFEFHEE TV U TR — L — haRETHHERLET,

(Cisco Controller) > config serial baudrate 9600

. configav K :r~z



I configav > K :r~z
config serial timeout .

config serial timeout

VUTNAHR—h 'Yy arDX A LT T NERET HITIL, config serial timeout =~ > K%
HHLET,

config serial timeout minutes

X DERHA minutes DHEALTOXZA LT 7 N (0~160%)) , A0
X, FA LT 7 R LERLET,

ARVETFIALE 0 (XALTTREL)

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, YVU—RX76LEIOY Y —X

THAShE L,

FEREEDHA KSq4y ZOaZ FE2MH LT, CiscoVA Y LVALAN = b —FH[HO Y Y T IAEGRD X A LT
U R0~ 160 ORI THRELES (01FFA LTV FRL)

WIZ, SUTNA R =Ry arOXA LTI N5 10 D5CRETAHERLET,

(Cisco Controller) > config serial timeout 10

config A< K :r~z .



configav > K :r~z |

. config service timestamps

config service timestamps

A= a0l DEALAZ T EANETZITEHNICT SHIZIE, config service timestamps =
~v Rz LET,

config service timestamps {debug | log} {datetime | disable}

BX DA debug TR T A=V DL A DAL T iR E
L\ij—o
log 07 Ay —VDEA AL T HRELE
R
datetime BHEAMAZHEA LT, XA LARZ T Ayt —

vulEBELET,

disable A= a A A BDAF T REREIN
RNEHITHEELET,

ATV EREFIANAL TIANITIE AvE—Y alOY A LAY T ITEYTT,

avy FER Jy— ZEHEAR
x
7.6 Zoawr R, VU—RX76LHIOY U —ATHEAINE L,

WIZ, BFERANZEH LT, 2ALRZ T Ayt —Y n 7 2R ET 502" LE
R

(Cisco Controller) > config service timestamps log datetime
RIZ, Ave—= aZIZH A4 LAZCTRRESNBNE T 02 RLET,

(Cisco Controller) > config service timestamps debug disable

BEa< R show logging

. configav K :r~z



I config IY > K :r~z
config sessions maxsessions .

config sessions maxsessions

Cisco Wireless LAN Controller C#F R[5 Telnet CLI & »» ¥ 2 »Hi &% ET 5 IZIX. config sessions
maxsessions =~ > K& H L 7,

config sessions maxsessions session_num

BX DA session_num 0~5Dt v g

A<vY R FI4)Lk  Cisco WLC TFFAI &5 Telnet CLI £ v o5 D7 7 40 ML 5 T,

avy RERE )— ZEEASE
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L,

FEEHEDAA KS4Y RSBy a UNHFAISNET, 0ICRETDH LT T Telnet CLL & v &3 A3 EEIESh
£7

WIC, FAENECLIty Y a v OE 2ICHRETHHEZRLUET,

(Cisco Controller) > config sessions maxsessions 2

BEav > KR show sessions

config A< K :r~z .



configav > K :r~z |

. config sessions timeout

config sessions timeout

Telnet CLI & v ¥ a » OIHEEY X A L7 U M & ET ST, config sessions timeout =~ > N
EEHALET,

config sessions timeout timeout

X DR timeout SSEAID Telnet v > a DX A LT 7 K (0
~160%43) . EOIX, #A LT D RaLER
L\i—gﬁo

ATV R FI4 N, TelnetCSIE Y > a DT 74 /L hOBEE X A L7 ¥ MELS 5T,

avy FEE ) — EERE
=z
7.6 Zoaw R, VU —RX76LHIOY U —ATHEAINE L,

WIZ., Telnet & v 3 v OIEEIY A LT 7 M 20 SR ETHH 2 LET,

(Cisco Controller) > config sessions timeout 20

BEawy R show sessions

. config a<v UK :r~z



I configav > K :r~z

config slot

config slot .

SEIFERAT Y b RT A= EFFET HITIL, configslot =~ FEEH L E7,

config slot s/lot id {enable | disable | channel ap | chan_width | txpower ap | antenna
extAntGain antenna_gain | rts} cisco_ap

B DEREA

slot _id FX¥FARFDETHNTAT Y hOX T
Uz, VU —RAT5UEDY ) —AT
X, Ao h1T802.11a, Ay b2 T
802.1lac # X ETE £ 7,

enable 2wy MEATLET,
disable vy MEEHIZLET,
channel 20y MIF ¥ RXVERTELET,
ap 1 @ 802.11aCisco 7 7 B A iR A > b R TE
LET,
chan_width Ay NOF ¥ RVIEEERE L ET,
txpower A2y hOTxENEHELET,
antenna 802.11a 7 7T F & REL £,
extAntGain 802.11aSMBT 7T F A L EBRELET,
antenna_gain 0.5dBi AL DI T 7 F 74 A (Fil - 2.5
dBi=5) ,
rts T2 ARA L MK L TRTS/CTS Zf%E L
ESc AN
cisco_ap F ¥ FUPFRE SN TN D Cisco 77 B A R
AN R
ARVEFIAAE L
av Y FERE )1)y—= TEAR
7.6 Zoa<wryRiE, V=276 URIOY U —ATHAShE LK,

WIZ, 7T78A KRS babc DAr Y 3 ZHGBT LB %2R LET,

(Cisco Controller) >config slot 3 enable abc

WIZ, T7E8ARA2 |k abec ®RTS ZHRET HHZRLET,

config A< K :r~z .



configav > K :r~z |
. config slot

(Cisco Controller) >config slot 2 rts abc

. config a<v UK :r~z



I configav > K :r~z
config switchconfig boot-break .

config switchconfig boot-break

VAT AORBFFIZEse ¥ — &AM LT, 77— b7 a7 MCEIVIALEEL A R—T L E Tl
T 4 B—7 M T BT, config switchconfig boot-break =~ > RZ{Eff L £ 7,

config switchconfig boot-break {enable | disable}

EX DA enable AT LOREFIC Ese F—Z2 WL T, 7—
N 7u 7 MZEID AL EE A R —T VI
Lij—o

disable AT LDORENIFIZ Ese ¥F—2 LT, 7—
F 7 MIEIVIALZ AT =T
2 LET,

ATV RFI4INR T IANBITE, VAT LAOERBFFIZEsc X —A LT, 7 — b 77 MCEI0 AT EEIX
BT,

FEREDHA KSq4y 7= MNZTa T O VIRABZ A F—T VKT 4 £ =7 WITT DRI, d R
FEHE (FIPS) £— RORMHESGM THOMEELZ A X —T NVICTHILERH Y £,

wIZ, VAT LADOEENFIZEsc F—Z LT, 7— b a7 MIE VAT EE A
FR—=TNAZT HHERLET,

(Cisco Controller) > config switchconfig boot-break enable

EEav R show switchconfig

config switchconfig flowcontrol
config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig fips-prerequisite

config switchconfig strong-pwd

config A< K :r~z .



configav > K :r~z |
. config switchconfig fips-prerequisite

config switchconfig fips-prerequisite

UG RAAERFERE (FIPS) £— RORMHRSGHFTH OMEEE A X — T NV E1ET 4+ BE—7 T
5IZ1%., config switchconfig fips-prerequisite =~ > RZfffH L £79°,

config switchconfig fips-prerequisite {enable | disable}

WX DEH enable FIPS & — RO RIHRZE I C o 5 A% A % — 7
M LET,
disable FIPS & — ROMHRAMTH HHREL T 1 £—
T LET,

ATV R FI4I N T 7 AN B TIE, FIPS E— RORHERMTH HHREITHES T,

FERLEDHA KS4q> FIPS ORERFRMETH HMEERL A X — TV ET2IELT 4 B—T /T DITIE, FIPS FKGEO v —7
Ly heRETDLENRDH D £,

Iz, FIPS &— FORMESRMETH DMEE A X —T M T B2 R LET,

(Cisco Controller) > config switchconfig fips-prerequisite enable

BEEavy R show switchconfig

config switchconfig flowcontrol
config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig boot-break

config switchconfig strong-pwd

. config a<v UK :r~z
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config switchconfig ucapl .

config switchconfig ucapl

ay hr—7OXEOEHP#AE (DoD) O —HREARK MY X b (APL) FRFEAZRET DI
L. config switchconfig wlance =2~ K2 H L F9°,

config switchconfig ucapl {enable | disable}

EX DA enable 2y hue—F TUCAPL 83N LE T,

disable 21 b r— T UCAPL Z##5hic LE1,

ARVEFIALE BL

avy FERE J1y—x EERNR
8.0 oo RREAIREL
776

Wiz, 2> ha—FTUCAPL A4 x—7 WMZTHH %2R LET,

(Cisco Controller) > config switchconfig ucapl enable

config A< K :r~z .



configav > K :r~z |
. config switchconfig wlancc

config switchconfig wlancec

2 hr—7 CWLANZEY 7747 VU7 (CC) ZKET HIZIL, config switchconfig wlance
avy REEHLET,

config switchconfig wlancc {enable | disable}

ST ERBA enable 2> hr—70 WLANCC B LE9,
disable 2 hr—7® WLAN CC Z iz LET,

ARVEFIALE L

avy FERE J1y—x EERNR
8.0 Zoawr RREAINREL
776

w2, 2 e —F T WLANCC Z#8Ncd 5042~ LET,

(Cisco Controller) > config switchconfig wlancc enable

. config a<v UK :r~z
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config switchconfig strong-pwd .

config switchconfig strong-pwd

FLAER NIRRT — ROMEICHT 5y b —FDF =y VA RX—TIVEITT 4
©—7 2T 5IZIX, config switchconfig strong-pwd =1~ > K& H L F 9,

config switchconfig strong-pwd { case-check | consecutive-check | default-check | username-check
| position-check | case-digit-check | minimum {upper-case | lower-case | digits |
special-chars} no. of characters | min-length | password length | lockout{mgmtuser |
snmpv3user | time | attempts} | lifetime {mgmtuser | snmpv3user} [ifetime | all-checks}
{enable | disable}

X DERHA case-check AN, ORSCFA, BT F IR TN D

DR Y 3ORMAEDINTWA g
FoZ LET,

consecutive-check RUXXFER3IEMHI TV RN ET = v
7 LET,

default-check T 7 F/V MEETITENS DN T 2 R DME
HAEnTninhraeF=v 7 LET,

username-check A=A BIEESNTWVWANE I DETF =
7 l_/iﬁ_‘o

position-check WUV AT — RN DOEFN 4 LTH DN E

IMETF ey LET,

case-digit-check IRAT — RIZRICF, /T, BT, Rk
FO4OFTNTOMBEDERZTENTND
WEIDEF I LET

minimum INAT — RIZRILTF- LN, BT, Rk
FORNMNENEENTNDLNEI NET =
7 LET,

upper-case IRAYT — RIZKRLF-OR/NEREENTND

MEINeTF =y LET,

lower-case INA T — NI/ FDOR/NENEEN TS
MWEIMWEF oy LET,

digits IRAT — FIZHFOFRNEPEEN TN D)
EoyrrTFov s LET,

special-chars IRA T — RIZRFBRSCF Dl /N G £ T
HMEIDET =y 7 LET,

min-length INAT — RO F/NCFHAEFRELET,

config A< K :r~z .“



. config switchconfig strong-pwd

configav > K :r~z |

password_length

INAYT — ROF/NCTH, EO®RFEIT 3 ~ 24
XFETT (KXFENLFEZXPILET)

lockout

B — % F 721X Simple Network Management
Protocol version3 (SNMPv33) =—H# D v 7
MERBEZRELET,

mgmtuser

AT RS E e — Y or vy 7 T Y
FMATESEZBA D &, BH—Y 20 vy
LET,

snmpv3user

H R TR 5 7Y SNMPY3 = —HF D v 7
7T U TR A B Z 5 L, SNMPy3 = —
oy LET,

time

o —YP ET SNMPV3 —H 0 v 7 &
nNTnwaeamn, nyr 77 M7 Ok
REM 2% E LET,

attempts

ARIERAT — ROEFGAN B EFELET,
Z DR EBZ D L EB T —Y £ 721X SNMPv3
a—YRa v EhET,

lifetime

NRAT— RO A v TRRKT, S —
P E721L SNMPV3 2 —HIC L 5827 — Ko
EENLEICRHETORBERELET,

mgmtuser

IRAT— RO A TRER T, B —
PIZEL DA T = ROEERMLEIZ/RDET
DOHRBERELET,

snmpv3user

IRAT— ROz A 2 T NEKT, SNMPv3
22— LB NRNAT — FOLEERNEICR D
FTCOBREEHRELET,

lifetime

NRAT— RO A INERKNT, EFHa—
P FE 721X SNMPV3 2 —FIZ L B/RA T — KD
EHRNVENZIHETOBRE, lifetime

all-checks

TRTOr—2%F =y 7 LET,

enable

7B A RA L MBI Cisco WLC DI T) 72
NAT— K F o7 BN LET,

disable

T A RNA L MBI Cisco WLC Dif )73
INAT— R F vl BHhLET,

aAvY R FI4ILE

L

. configav K :r~z
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config switchconfig strong-pwd .

avy FER Jy— ZEHEAR
z
7.6 Zoawr R, VU —RX76LHIOY V—ATHEAINE L,

WIZ, NIRRT — R Foy Ve A 2— 7 MZT D02~ LET,

(Cisco Controller) > config switchconfig strong-pwd case-check enable

show switchconfig

config switchconfig flowcontrol

config switchconfig mode

config switchconfig secret-obfuscation
config switchconfig fips-prerequisite

config switchconfig boot-break

config A< K :r~z .



configav > K :r~z |

. config switchconfig flowcontrol

config switchconfig flowcontrol

802.3x D 7 1 —ill{fl & A %h & 72 1L MhiZ 7 5 121X, config switchconfig flowcontrol =~ > K%
HHLET,

config switchconfig flowcontrol {enable | disable}

B DEREA

ARV R TIHIbE

BEav Y R

enable 802.3x 7 u—HillfEl &2 A r—T NI LET,
disable 802.3x 7 u—fllET 4 t—T T LET,

F 740 T, 802.3X O 7 m— T AN XL TUVWE T,

KIT, Cisco VA YL ALAN 2 hr—F /XT A —2T8023x 7 1n—ffilifl & A r—7
T Dl 2R LET,

(Cisco Controller) > config switchconfig flowcontrol enable

show switchconfig

. config a<v UK :r~z
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config switchconfig mode .

config switchconfig mode
LAY 2 £71L A ¥ 3 ® Lightweight Access Port Protocol (LWAPP) K > AR — K £— K
ZRRET DT, config switchconfig mode =~ > R&fH L £,

config switchconfig mode {L2 | L3}

X DERHA L2 FF U AR—F F—RELTLAY22HEE
L\ij—()

L3 N7 AR—K EF—RELTLAYIEZEE
LET,

ATV R FI4NAE T IANMPDORT A R— K E—NIL3 TT,

avy FERE J)— ZEBEAR
R

7.6

Zoavwry NI, VI —RXT76LEIOY Y —RATHAINE L,

WIZ, LWAPP F T VAR —F F—FZ LAV 3IZHRETHHZRLET,

(Cisco Controller) > config switchconfig mode L3

show switchconfig

config A< K :r~z .



configav > K :r~z |

. config switchconfig secret-obfuscation

config switchconfig secret-obfuscation

M RIHOEGL 2 A3 £ 721X HI21E, config switchconfig secret-obfuscation =~ >
NEFERHLET,

config switchconfig secret-obfuscation {enable | disable}

B DEREA

ARV R TIHIbE

enable WEREHOMGH LA A 32— N LET,
disable MEFEHOET AT 4 E—7 LT LET,

HEEEB IR —F RRAT— I, =7 AR — SN XMLBET 7 A LV TITEF LS
ESc N

av Y RERE

FEREDAHARFS1Y

Jy— ZEERR
S

7.6 Zoa<wry RE, VI —=A76URIOY V—ATHEASHE LT,

RIET 7 A VORI ONR & ZEITR#ET D121, EFHROHGT LA I LT 72X
W, BREZ7ANDEX=2 )T 02 I LIZHIET D121, RE7 7 A VOB LZANZLE
7,

WIZ, EFHEOMGLE A 2 —T MZT 502" LET,

(Cisco Controller) > config switchconfig secret-obfuscation enable

show switchconfig

. configav K :r~z



I configav > K :r~z

config sysname .

config sysname

Cisco Wireless LAN Controller D> A7 54 Z g% E T 521X, config sysname =~ > RZ2{liH L

i‘j—o

config sysname name
X DEREA name VAT DA, AENTIE, K31 SCF DR
2R TE £,
avURFIALE &L

avy RERE

Jy— EEAE

3
7.6 Zoavwr NI, VI —R76LHETIOY Y —ATHAINE LT,
WIZ, Ent 01 EWOLRIDY AT AEFRETHHEZRLET,

(Cisco Controller) > config sysname Ent_01

show sysinfo

config A< K :r~z .



configav > K :r~z |

. config snmp community accessmode

config shmp community accessmode

SNMPa X 2=7 4 D7 7EAE—F AR GHELITHARD EEHEZIALR) 2EET S
|21, config snmp community accessmode =~ > N&fEfH L £,

config snmp community accessmode {ro | rw} name

EX DA ro SAHR D EHE—RFZ2EELET,
rw FAHAIY [FEEIALT— REFRELET,
name SNMP =X = =7 14,

ATVRTIFIR T 7ANETE ROREEZFO2ODAI 2 =T A PRESNTVET,

SNMP Community Name Client IP Address Client IP Mask Access Mode Status

public 0.0.0.0 0.0.0.0 Read Only Enable

private 0.0.0.0 0.0.0.0 Read/Write Enable
av Y FERE J)— ZEEARR

A

7.6 Zoa<wryRE VI —=RAT6LHIOY V-2 THEASHE L,

KIZ, SNMP A X 2 =7 ( [ZH AR /EEIART 7B A FT— FeRET D02 R L%
ﬂ—o

(Cisco Controller) > config snmp community accessmode rw private

BEaI<TUFR show snmp community

config snmp community mode
config snmp community create
config snmp community delete

config snmp community ipaddr

. config a<v UK :r~z



I configav > K :r~z

config snmp community create .

config shmp community create

BB SNMP =2 2 = =7 « Z1Ef% 7 5I21%. config snmp community create =~ > K& L &
R

config snmp community create name

B DEREA

AR R FI4ILE

name R 16 3LFD SNMP 22 =2 =T 4 4,

L

avy RERE

FRLEDHA KS1 Y

Jy— EEAE
S

7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

WKDOa<wy REHLT, 7740V FREOHHaAI a2 =T 0 Z2ERLET,
WIZ, test EWVHOLBIOF LWSNMP 21 2 =2 =T 4 BT 282~ LE T,

(Cisco Controller) > config snmp community create test

show snmp community

config snmp community mode
config snmp community accessmode
config snmp community delete

config snmp community ipaddr

config A< K :r~z .



configav > K :r~z |

. config snmp community delete

config shmp community delete

SNMP = 2 = =7 1 ZHIB&9 5|21, config snmp community delete =~ > RKZ{#H L 9,

config snmp community delete name

X DERHA name SNMP 212 = =5 4 44,

aAvURFIALE AL

2% KRR Jy— EENE
A
76 Zomwr R U U—XT6UEOY U — A THASRE L,

WIZ, test EWVVHLEBTO SNMP =1 2 = =F 4 #HIBRT 2042~ LE T,

(Cisco Controller) > config snmp community delete test

BEa<y R show snmp community

config snmp community mode
config snmp community accessmode
config snmp community create

config snmp community ipaddr

. config a<v UK :r~z



I configav > K :r~z

config snmp community ipaddr .

config shmp community ipaddr

SNMP =X = =7 ¢ DIPv4 £721XIPv6 7 R L A ZFRET HIZ1E. configsnmp community ipaddr
av s REEHLET,

config snmp community ipaddr /P addr IPv4 mask/IPv6 Prefix lengthname

B DEREA

AU R TFI4ILE

ip-addr SNMP 2 X ==7 4 ®DIPv4 £7=1XIPv6 7 K L
Ao
IPv4 mask/IPv6 Prefix length SNMP 23 =2=54IP~vA2Y (IPv4~AJ F

721X IPv6 7L 7 4 w7 AE) , IPv6 7 L
74 v AEFE, 0~ 128 TT,

name SNMP =X = =7 1 4,

L

avy FERE

FEREDHA FS14 Y

Jy— EEAE

2
7.6 ZoawrRiE, VYV—RAT6LHIOY V —ATHAINE LT,
8.0 Zoawy Rk, IPvd EIPve Dl HF DT KU AR AV R—FLET,

e ZDa~y Rk, IPv4 & IPv6 D JTOT R AIZHEH S E T,

cZDaAwLrKNE, FIZANIFDSNMP I 2=F 4 (T Y vy FITA—]F) 213
HAEnFEHEA,

Wiz, IPv4 7 KL A 10.10.10.10, IPv4 ¥ A 7 255.255.255.0, BLUPSNMP =2 I = =
T 144 comaccess D SNMP 2 X o =F 4 R ETHHE R LET,

(Cisco Controller) > config snmp community ipaddr 10.10.10.10 255.255.255.0 comaccess

WIZ, IPv6 7 R L & 2001:9:2:16::1, IPv6 7L 7 4 v 7 AR 60, BLOSNMP =3 =
= (4 comaccess D SNMP 21X 2 =T 4 ZRETHHEZ R LET,

(Cisco Controller) > config snmp community ipaddr 2001:9:2:16::1 64 comaccess

config A< K :r~z .



configav > K :r~z |

. config snmp community mode

config shmp community mode

SNMP 2 X = =7 ¢ W E 7213229 521X, config snmp community mode =~ > R Zff
HALET,

config snmp community mode {enable | disable} name

22T 4 A X —T I LET,

X DA enable =
disable Al a=T 4 E T =TT LET,
name SNMP =X = =7 14,

ATV RFI+LE AL

avy FER Jy— ZEHEAR
=z
7.6 Zoawr R, VU —R76LHIOY UV —ATHEAINE L,

WIZ, public VI LHETO SNMP = 2 2 =F 4 ZHNZT 501~ LET,

(Cisco Controller) > config snmp community mode disable public

show snmp community

config snmp community delete
config snmp community accessmode
config snmp community create

config snmp community ipaddr

. config a<v UK :r~z



I configav > K :r~z

config snmp enginelD .

config snmp enginelD

SNMP = > ID %3 E T 5 IZ1L. config snmp enginelD =~ > RZ&fEH L £9,

config snmp enginelD {engine id | default}

BX DA

AU R TIHIE

engine_id 16 BH LT Y ID (F/NT 10 3CF,
BRKT24 XFEFEHATEET) ,

default FIFN IO IDEY AT LET,

L

avy FERE

FEREDHA FS1 Y

BEaY

~

> >

JU— EERE
A

7.6 Zoa~wry RiE VI —=A76URTIOY V—ATHAShE LT,

SNMP = 2> IDIE, EEHIZT NA A& 27 DIHEHT 2 —BOXTFHTT, T 7+
JVNDOXXFINIT A aDFEE L TN ADFEIDA L Z—T A ADOMACT RLAZFEHL
THBMICAERINATED, TXAADOT LIV ID 2EETALERH Y T,
TV IDEERT LA, BEEFNNZTHIZTY) 7 — T H0ERH Y £,

HESNMP = UV IDOEEERTLHE, a~v 2 R IA4 A EN2—FDRAT— R
73 MDS (Message Digest 7/L T U AL 5) FZIXSHA (BEF a7 Ny o 7)LaY L) &
X2 T4 XAV A MIEBINET, ZOXA T2 A NIRRT —Rer—hL ¥
YID OEFIZESNTWET, av K I ORRAU— NFHIBRESNES, ZDH, =
YV ID D —HAEEEE LIZEA1E, SNMP 2—H Dt X2 U7 4 XA 2= A h VL)
LRV 2—YEHHRELRITIRD A,

WA . il FEEEEEALL 2 L C SNMP => P ID 2R/ ET Al 2R LET,

(Cisco Controller) > config snmp enginelID fffffffffff

show snmpengineID

config A< K :r~z .



configav > K :r~z |

. config snmp syscontact

config snmp syscontact

SNMP ¥ AT L2584 7% ET HIZIL, config snmp syscontact =~ > RZ2{HH L F9°,

config snmp syscontact contact

X DA contact SNMP 3 A7 A2 54, Aoh7efiiE. fek 255
XFOH I AEER LT T,

ATV RFIFLE AL

avy FER Jy— ZFTHEAR
3
7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

RIZ, SNMP ¥ AT L5 % Cisco WLAN Solution_administrator & V9 £ FIZFRET 5
BlERLET,

(Cisco Controller) > config snmp syscontact Cisco WLAN Solution_administrator

. configav K :r~z



I configav > K :r~z

config snmp syslocation .

config snmp syslocation

SNMP v 27 LDwu/lr—3 a A% ET HIZIE, config snmp syslocation =~ > RZfEH L
£

config snmp syslocation /ocation

¥ TR location SNMP VA7 Apulr—3 a4, ARN7E
(T, K 255 CFOH I AIEEZR ST,

ATV RFIFLE AL

avy FER Jy— ZEHEAR
z
7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE LKL,

WIZ, SNMP ¥ AT L 17— g9 4 % Building 2a (ZRET 20127 L £,

(Cisco Controller) > config snmp syslocation Building 2a

config A< K :r~z .



configav > K :r~z |

. config snmp trapreceiver create

config shmp trapreceiver create
P—/NTSNMP 7 v 7 ZZET 5 L9 ICERET HITIL. config snmp trapreceiver create =~
YRR LET,

config snmp trapreceiver create name IP addr

SNMP 22X = =7 14, £EICIEL, KT3Il
NFEFETHHATEET,

SNMP k7 v 7 & RET HLGHETO IPvd F 7213
IPv6 7 RLRAZRELET,

X DEREA name

ip-addr

ARVRFIFAL RL

avy FRERE Jyy— ZFTHEAR
2
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
8.0 Zoa<wy RiE, IPvAEIPV6 Dl F DT RUAERE Y HR— N LET,

Zawy REEITLTH LW —R"E2BINT 5120, IPv4 E7213IPv6 7 KL AREI /2o

EREDAARZA Y
TWOHRENDH D £,

WIZ, 20 test TIP T RLUAAR10.1.I.1 OSNMP F T v 7 LI — Ao, HLwn
SNMP T v 7 LI —REBMT 552 LET,

(Cisco Controller) > config snmp trapreceiver create test 10.1.1.1

I, ZH1D test TIP 7 R LA 2001:10:1:1::1 D SNMP T v 7 L3 — %o,
FHLWSNMP 5 o7 LI —R_EBINT 36 %2 5k LET,

(Cisco Controller) > config snmp trapreceiver create test 2001:10:1:1::1

. config a<v UK :r~z



config snmp trapreceiver delete .

I configav > K :r~z

config shmp trapreceiver delete
FT7 v 7 Ly—nN U R D= "EHIERT 511,

ML ET,

config snmp trapreceiver delete name

config snmp trapreceiver delete =~ > N

SNMP =2 = =7 144, ZRIERHRK 16 35T

X MDEREA name
FRETXE7,
aRVRFILLE L
vy FRERE J)y— ZEERNE
z
7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE LKL,
WIZ, test E VO ZAFTOY— %2 SNMP h 7 w7 L — U X MW BHIRT 5627w
L%,

(Cisco Controller) > config snmp trapreceiver delete test

show snmp trap

config A< K :r~z .



configav > K :r~z |

. config snmp trapreceiver mode

config snmp trapreceiver mode

IR L7z —~D b T v T OREEFH R E IR ERICT 5120,
mode =~ R&EfEHLFT,

config snmp trapreceiver

config snmp trapreceiver mode {enable | disable} name

B DEREA

AR R TFI4ILE

SNMP h7 v 7% A F—TWZLET,

enable

disable SNMP 7 v Ly —R%&T 4 &—T7 /2L
i ‘a—o

name SNMP =2 = =7 14,

L

2L KRR

JU— EERR
A
7.6

ZoavwrRE, VI—RT6LETIOY ) —ATHAINE LT,

ZDa~vwr REFEHLT, CiscoVA YL ALANZ Y ha—I BB LI —"~D T v

HEREDAA K1Y

TOEEEAX—TNVERIZT 4 E—T NI TEET,
KIZ, SNMP ~F v 7 Lo — 323 serverl & WO LRTOH— NI hT v FEEELR
WEHIZT R ERLET,

(Cisco Controller) > config snmp trapreceiver mode disable serverl

show snmp trap

. configav K :r~z



I configav > K :r~z

config snmp v3user create .

config shmp v3user create

N— =32 3D SNMP = —H ZE 7T 521X, config snmp v3user create =~ > K& L &
R

config snmp v3user create username {ro | rw} {none | hmacmdS | hmacsha} {none |
des | aesctb128} [auth _key] [encrypt key]

B DEREA

username /N—3 923 D SNMP = —H4,

ro B 2 — PR AR E L E T

rw BHAMY /FEE A —FHERZ R E L T,
none PRREDS IR WA ITHRE L E T,

hmacmd5 FRGEIZ Hashed Message Authentication =—7 ¢

VIDA = XA AR5
(HMAC-MD5) Z=HELET,

hmacsha FUFIEIZ Hashed Message Authentication =@ —7
VIDEX DT Ny o T XA
(HMAC-SHA) ZHEEL £,

none AL RE R NGEITIRE L £,
des Cipher Block Chaining-Digital Encryption Standard
(CBC-DES) W& HALZMMd 25 L D ITHREL
£,
aescfb128 Cipher Feedback Mode-Advanced Encryption

Standard-128 (CFB-AES-128) W84tz {# 4
HEHHmEELET,

auth_key (f£&) HMAC-MD5 % 7213 HMAC-SHA %3
7'a ka3 OFRFEF—,

encrypt_key ({£&) CBC-DES % 7-!% CFB-AES-128 g =
7u k)L DORFRX—,

AU RTIAIE

SNMP v3 username AccessMode Authentication Encryption

default Read/Write HMAC-SHA CFB-AES

config A< K :r~z .



configav > K :r~z |

. config snmp v3user create

Jy— EEAE

avy FNERE
A
7.6 Zoa<wyRE, VI —=RT6LHOY U —ATHEASHE L,
WIT, FEAHIY FHMERAZZRE L, B b EITRRAEEZREE T, test & VD £ARATD
SNMP == —H4 B4 56 2" LT,
(Cisco Controller) > config snmp v3user create test ro none none
BEawy R show snmpv3user

. config a<v UK :r~z



I configav > K :r~z
config snmp v3user delete .

config snmp v3user delete

N— 3 3 O SNMP = —H & HIERT 51213,
D

config snmp v3user delete username

config snmp v3user delete =~ > K& L &

HIBRT 22— W4,

X MDEREA username
aAvURFIALE AL
avy FERE Ji)— ZFTERHEAE
2
7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],
RIT, test &N ZRTD SNMP 22— ZHIET 252 R L E T,

(Cisco Controller) > config snmp v3user delete test

show snmp v3user

config A< K :r~z .



configav > K :r~z |

. config snmp version

config shmp version

BER L7 SNMP N—2 = U A AN E 72135029 % 121%, config snmp version =~ > K& ff
LET,

config snmp version {vl | v2 | v3} {enable | disable}

EX DA vl HRYETITERNITT D SNMP X—V 3 &5
‘_‘/]:z L/iTO
v2 HENE T ITERZT 5 SNMP X— 3 &5
FLET,
v3 B ETITELNIC T 5 SNMP N— 5 v &4
'_‘/:E_‘ Lij‘o
enable BEINAA—=Vara A X—7 M LET,
disable BESN-AA—Va 2T o B—7 M LE
ﬁ‘o

ARV ERFI4N L T IANRTIE, TRTOSNMP A=V 3 LI R =T M2 THET,

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

WIZ, SNMP X—Y a1 &2 3—TWZT 50%2RLET,

(Cisco Controller) > config snmp version vl enable

BEa<wy R show snmpversion

configav K :r~z




I configav > K :r~z

config tacacs acct

TACACS+ 7T A7 T 4 7 P— "R ET HIZIE, configtacacsacet =~ > RAMH L E T,

config tacacs acct .

config tacacs acct {add/-3 IP addr port ascii/hex secret | delete [-3 | disable /-3 | enable /-3

| server-timeout /-3 seconds}

B DEREA

add HLWTACACS+ T H U T 4 7 —_"%
BhNL £,

1~3 TACACS+ T hH O T 4T =R AT v
JAB 1ML 3ICEELET,

ip-addr TACACS+ T DU T 4 7 $—30D IPv4d
771X IPv6 7 FL A BEELET,

port TACACS+H— SO TCP AR — hZHEL T,

ascii/hex 4% TACACS+ V— _"DOMEF—D X A
7HEELET (ASCH 7-1X HEX) .

secret FE 2 — % ASCII SCF F 7213 16 #E5CC7 Ce
ELET,

delete TACACS+ V— & HIEEL £,

disable TACACS+ V— &Mz LE T,

enable TACACS+ ¥ —N"ZEH NI L FET,

server-timeout

TACACS+ H— DT 7 4 /b k H—s3 X A L
TUNeEERLET,

seconds TACACS+H—"NH A LT 7 v THETOR
BEBELET, = Z A LT 7 FO#H
X5 ~30 8T,
aATYRFIHLE AL
avy FERE 1)1y —= LEEHNE
7.6 Zoa<y R, VI —RT76LETIOY Y —=
THEAINhE L
8.0 Zoa<x Rk, IPvd L IPv6 Dl JTOT KL

2R e AR—FLET,

config A< K :r~z .



configav > K :r~z |
. config tacacs acct

wIZ, IPvd 7 K12 10.0.0.0, R— F&E5E 49, 3 L OV ASCI OFAE % — 12345678 DT
LWTACACS+ T AT T 4T =N AT o7 A1 ZEBNT50%2 5~ LE7,

(Cisco Controller) > config tacacs acct add 1 10.0.0.0 10 ascii 12345678

WIZ, IPv6 7 KL Z2001:9:6:40::623, AR— h&F 549, L NASCI OFAEE 23— 12345678
DHLWTACACS+H T H T T 4 T =R AT v 7 A1 ZBINT 50 %2RLF
7,

(Cisco Controller) > config tacacs acct add 1 2001:9:6:40::623 10 ascii 12345678

WIZ, TACACS+ T H T T 47 =Y — R XA LT 7 N5 IR ET S
Bz R L £,

(Cisco Controller) > config tacacs acct server-timeout 1 5

. configav K :r~z



I configav > K :r~z

config tacacs auth

TACACS+ FBFEY — R Z R ET DI,

config tacacs auth .

config tacacs auth =~ > R&fEH L F9,

config tacacs auth { add/-3 IP addr port ascii/hex secret | delete /-3 | disable /-3 | enable
1-3 | mgmt-server-timeout /-3 seconds | server-timeout /-3seconds}

B DEREA

add HLWTACACS+ T H U T 4 7 —_"%
BhNL £,

1~3 1 753 FTHOTACACSH T I T 47
Y= AT T A,

1P addr TACACS+ 7O T 47 —_"DIP T K
LA,

port TACACS+ T 17 T 4 v 7 H— N
Harbhe—7 Rm—k,

ascii/hex T AIMEZEX—D X A7 (ASCII £7-1%
HEX) .

secret ASCII ¥ 7213 HEX O 3L K DRk % —,

delete TACACS+ V— & HIEEL £,

disable TACACS+ V— &Mz LE T,

enable TACACS+ —"EHFMZ L E T,

mgmt-server-timeout /-3 seconds

P —=ROT 7 x )V NOEH e T A =R K
ALT O NEEELET, —NZXA LT
7 N HETOMEIT1~30TT,

server-timeout /-3 seconds

P—ROFTF N R DFRy NT—2 0wl A
PRI LT PEEELET, Y
A LT Y N5 ETOREKIES~30HTT,

ARVEFIALE BL
2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VI —RT76LEIOY Y —2
TEAINE L,
8.0 Zoa<xr Rk, IPvd L IPv6 Dl ST DT KL

2R E P R—FLET,

config A< K :r~z .



configav > K :r~z |
. config tacacs auth

Iz, IPvd 7 K12 10.0.0.3, R— F&EE 49, 3 L OV ASCI OFAE % — 12345678 DT
LW TACACS+ #BFES— R A T v 7 A 1 ZBINT 5612 R LET,

(Cisco Controller) > config tacacs auth add 1 10.0.0.3 49 ascii 12345678

WIZ, IPv6 7 KL 22001:9:6:40::623, — hFE 549, 1L UASCI DFLE % — 12345678
DHF L TACACS+ FBFEY— N A T v 7 A 1 ZBMNT 5%~ LET,

(Cisco Controller) > config tacacs auth add 1 2001:9:6:40::623 49 ascii 12345678

RIZ, TACACSH FERE — DY — N Z A LT U M aRET D02~ LET,

(Cisco Controller) > config tacacs auth server-timeout 1 5

. configav K :r~z



I configav > K :r~z
config tacacs auth mgmt-server-timeout .

config tacacs auth mgmt-server-timeout

B2 —YF DT 7 4L N TACACS+ JBREY— "D H A LT U N ET ST, config tacacs
auth mgmt-server-timeout =~ > K& i L £7,

config tacacs auth mgmt-server-timeout index timeout

T DA index TACACS+ #BRE— N A T w7 A,
timeout ZA LT D ME, FBECTE2HMIZ1~308
VG\‘?‘O

ATV RFI+LE AL

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy X, VIU—RT76LRIDYU U—RA

THAShELL,

wIZ, B2 —F DT 7 5/ b TACACS+ FBFEV— DX A4 LT U M ERET HH%
%L/iﬁ‘o

(Cisco Controller) > config tacacs auth mgmt-server-timeout 1 10

BsEa<vw R config tacacs auth

config A< K :r~z .



. config tacacs dns

configav > K :r~z |

config tacacs dns

DNS #— 375 TACACS IP {H# & BtfS 3 5121, config radiusdns =~ > RAMH L £7,

config radius dns {global port {ascii | hex} secret | query urltimeout | serverip ip_address
| disable | enable}

B DEREA

AR R FIAILE

global 71— R— hE LUV DNS —/37 5 TACACS 1P i # & B3 2 fib & —

EERELET,

port RREH DR — N &EH, AL 1 ~ 65535 T9, 3-XTD DNS $— N L[A
URBRER— P2 AT 2 B ERH Y £,

ascii ASCILIZERET B MED & 2 IHWE X — D,

hex 16 EENTRRE T D MED b 5 IHFLE F — DI,

secret TACACS H— "1 7' A L FibE,

query TACACS #—/3& DNS ¥ A A7 U b D5ea(Effi KA A 4 (FQDN) %&%
E

url TACACS ¥ —/30 FQDN, FQDN [di K 63 LT D 4H T (KT & /N LTF% X

Al THRETE £,

timeout Cisco Wireless LAN Controller (WLC) XY VA NDHXA LT 7 2R ELTH
FEETAHECTORRGFEAL, IBETX 28T 1 ~ 180 T,

serverip DNS % — D IP7 L AZRELET,

ip_address DNS #—/ 3D IP 7 KL A,

disable TACACS DNS #EREA N LET, T 74V b TIET 4 =T N2> TV E
—éAO

enable Cisco WLC 7% DNS % — 3735 TACACS IP [ G Tc& 2 L olc L,

DNS #—/ 335 TACACS IP [ ZHET B Z iz TE ¥ A,

av Y FERE

EREDAARZM4

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—2R

THAShE L,

THOT 47 A= MIRIER— "L BRE SN E T, T TOHDNSH— 3 3[F U % —
EHEATAMLENRHYET, DNSZ U EFNNITDHE, A¥T 4 v /7R EFLEEZINE
T, DNSURMIZAZT v 27 AAA Y A LD bELXEENET,

. configav K :r~z



I configav > K :r~z
config tacacs dns .

&IZ., Cisco WLC T TACACS DNS #EEZ BT 2612 R L E7,

(Cisco Controller) > config tacacs dns enable

config A< K :r~z .



configav > K :r~z |
. config tacacs fallback-test interval

config tacacs fallback-test interval

TACACS + 7’ — 7 @& 7% €3 5IZIL. config tacacs fallback-test interval =~ > N & fHf L
£

config tacacs fallback-test interval { seconds }

WX D5 seconds TACACS+ 7 m— 7Rl (BVHIAD) . HE2I 0
T, #PHIE 180 ~ 3600 BT,

ATV RFIHALE RL

avy FRERE Jyy—= ETEAR
8.2 ZOa<y REIARY U —2TEMENE L,

WIZ, TACACS+ u—7HlRE&RET HHl 2R~ LET,

(Cisco Controller) > config tacacs fallback-test interval 200

. config a<v UK :r~z



config time manual .

I configav > K :r~z

config time manual

VAT LOWL 2R ET 51T, config time manual =~ > RZ{Ef L £,

config time manual MM |DD | YYHH:MM:SS
=3 dOE ) MMIDDIYY A A
HH:MM:SS =N
ARVRFIFAL RL
avy FER Jyy— ETEHRNE
R

7.6 Zoa<wyRiE, VI —R76LEIOY Y —ATHEAINE L],

WIZ, VAT 5O BT E 04/04/2010 ITEREL. AT LD A 15:29:00 IZHE

Bz R L ET,

(Cisco Controller) > config time manual 04/04/2010 15:29:00

show time

BEEavTY R

config A< K :r

ERA

. m



. config time ntp

config time ntp

Fy U= Z AL 7a han (NTP) ZaiET HIZIEL. configtimentp =~ > REEH L £

j—‘O

configav > K :r~z |

config time ntp {auth {enable server-index key-index | disable server-index} | intervalinterval
| key-auth {add key-indexmdS {ascii | hex} key} | deletekey-index} | pollinterval maxpoll

minpollserver-index | server index IP Address}

B DEREA

auth

NTP #RGEA R E L £,

enable

NTP #BEEZ A R —T M LET,

server-index

NTP — N A T v J A,

key-index 1 ~ 4294967295 DF— A T v 7 A,

disable NTP i85t %2 T 4 E—7 M LE T,

interval NTP N—2 a3 3 DR—V  JHEEFRE L
£7,

interval NTP AR—V > 7RikE (B) . A h#HHIZ 3600
~ 604800 5T,

key-auth NTP FRREF —Z B E L E T,

add NTP FBRExF— & B L £,

md5 WAk a ha v EREELE T,

ascii ASCIl % — # A THfRELET,

hex 6 W F— XA THRELET,

key K 16 U7 ASCIL F— & 7213 K 32
i 16 X —EXEEEL T,

delete NTP H— S ZHIFR L £,

pollinterval Ry NT—T BA N Ta halLn—Tg04

DR—=Y > 7Rz E L ET,

maxpoll |minpoll

BB LUOE/NONTP A—V 7R E (2
DEF) HTAHLET,

server-index

NTP H— A T v AFFEATILET,

server

NTP —%EZHELET,

. configav K :r~z
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config time ntp .

IP Address NTPH—RDIPT KL &, => U ZHIR3
A120%£0.0.00 £/20T = 2EA L ET,

AU R TIHIE

L

avy FERE

JU— ZERR

A

7.6 Zoa<wr N, VU—=AT76URIOY U —ATHEASRE L,

8.0 Zoa=y NiE, IPv4 & IPv6 DG DOT FLAERz AR —FLET,

8.6 Zoaxry RNiE, AV Y —2ATEfbESE Lz, Bmshizflund—U— R
pollinterval, maxpoll, minpoll T,

8.6 NTP — 3HlIBr4~7 > 2 > X, config time ntp delete server-index Tl T& 9,

FRLEDHA KS1 Y

e 2 hE—FIZNTP $— "ZBINT 5IZiE. config time ntp server index IP Address =~
Y REMFEHLET,

s b —F ETREINTVD NTP — %K /R"9 5(21%, showtime=~ > F&fFH
L\iﬂ—o

&Iz, NTP OFR— VU > ZEl@% 7000 IR ET A0 %2~ LE9,

(Cisco Controller) > config time ntp interval 7000

I, =N AT I ANLAT, F— AT v 7 AN ThHDHNTPRIEZE A X —
TNCT HPERLET,

(Cisco Controller) > config time ntp auth enable 4 1

Wiz, =R 16 EHLFT, S— AT v 7 AN THD, BN fONTP 73
X —Z BT AHERLET,

(Cisco Controller) > config time ntp key-auth add 1 md5 hex ff

WIT, F—TERDN ASCIL LFT, F— AT v 7 AN 1 ThHDH, [ED ff DO NTP 2BEF
F—mBENT A ERLET,

(Cisco Controller) > config time ntp key-auth add 1 md5 ascii ciscokey

WIZ, NTP —R_ZEML, 22 br—F IR EINTWV DLV —REFRT 4%~
L/iﬁ‘o

(Cisco Controller) > config time ntp server 1 10.92.125.52
(Cisco Controller) > config time ntp server 2 2001:9:6:40::623

config A< K :r~z .
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. config time ntp

(Cisco Controller) > show time

51 Fri May 23 12:04:18 2014

Timezone delta. vttt ittt ittt teenneeennnnns 0:0

Timezone 1oCation. .. v i ittt ittt eeeeeeeennneens (GMT +5:30) Colombo, New Delhi, Chennai,
Kolkata

NTP Servers

NTP Polling Interval...... ..ottt ennnnns 3600
Index NTP Key Index NTP Server NTP Msg Auth Status
1 1 10.92.125.52 AUTH SUCCESS
2 1 2001:9:6:40::623 AUTH SUCCESS

I, NTP = ZHIERT 562" LET,

(Cisco Controller) > config time ntp delete 1

. configav K :r~z
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config time ntp version .

config time ntp version

)

CiscoWLC D%y hT—27 XA A 7va haj (NTP) N—Va U EHET HITIL, config time
ntp version =~ R&HHLET,

G¥)

NTP 7'v h 2/v "= g VOEFEHIZ, BEFEO Y — F L O Cisco WLC DF—[FHIfrES N E
7,

config time ntp version version-number

X DA version-number Cisco WLC #5795 NTP N— 3 3 £72
T4 2 AN LET
ARVREFIALL AL
avy FERE J1)y—=x EEAE
8.6 Zoawr RPN EASHELL,

&IZ, Cisco WLC TNTP X—T g U 4 ZRETHHEEZRLET,

(Cisco Controller) > config time ntp version 4

config A< K :r~z .
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. config time timezone

config time timezone

VAT ADHEA L= EFRET HITIL. config time timezone =~ KA L E9,

config time timezone {enable | disable} delta hours delta_mins

X DERHA enable B2 A4 2 —7 iz LE T,
disable HEWMET =7 M LE T,
delta_hours Universal Coordinated Time (UCT) 750D 12—
A VIR D 7,
delta_mins UCT b D a— VD7,

ARVEFIALE BL

2% FRE JU— EERE
A
76 Zomvy R U U—RT6MHIOY U — X THASRE LE,

Rz, A Z A =7 T 502" LET,

(Cisco Controller) > config time timezone enable 2 0

BEav> K show time

. config a<v UK :r~z
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config time timezone location .

config time timezone location

TEN e R KT & A BRI B R E SND LI F A LY — U D& ET D I2IE.
config time timezone location =~ > F&fEH L ¥,

config time timezone location /ocation_index

config A< K :r~z .
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. config time timezone location

BX DA location_index

. config a<v UK :r~z
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config time timezone location .

LRI S 2T E . MR &5
bt

« (GMT-12:00) HfIZEHTHR, FEl

« (GMT-11:00) V&7

+ (GMT-10:00) ™7 A

« (GMT-9:00) 77 A%

« (GMT-8:00) A FyEiRvERy CRER KO0

B FH)
o (GMT-7:00) [LEHBFEEAER CKRER LW
B FH)
+ (GMT-6:00) HAZHERE CRER IO
F )
+ (GMT-5:00) HUEPEEHERE CKEFR LU
F4)

+ (GMT-4:00) KPGFEAEHERE (T 4)

(GMT-3:00) 7=/ A7 A LA (FT)LE
vF)

(GMT-2:00) &8 PETE

(GMT-1:00) 7V L A:k K

e (GMT) vy Ry, URARY, &7V
V. T 4T (T 7 4L MH)

(GMT+1:00) 7 A AT ILH I, LY
A =S SN G

« (GMT+2:00) /L L A
e (GMT+3:00) N7 & R

e (GMT+4:00) ~AH v . 7TXE
« (GMT+4:30) 7 —/v

o (GMT+5:00) B T7F, A AT ~</3— R,
R a sk

o« (GMT+5:30) Z=a iR, aVhH, Ly
NA, =a—T U —

« (GMT+5:45) B b~ X

e (GMT+6:00) 7/L<hrA. /R ENLR

config A< K :r~z .
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. config time timezone location

7
+ (GMT+6:30) 77—

o (GMT+7:00) %A T2, N/ A, Nz
AN & i

(GMT+8:00) ik, b, R
(GMT+9:00) HUnT, K, FLIE

(GMT+9:30) X —7 1 v~

(GMT+10:00) > R=—_ ALK,
Xy LN

o (GMTH11:00) ~H &>, YaT 5.
—a—HF L R=7

o (GMT+12:00) B AF ¥V H, v— %
VbR, T4V

o (GMT+12:00) A—27F v K (ma—T—

7 R)
avURFI4LE EL
avy FERE )— ZEERE
3
7.6 Zoavwr NI, VI —RT6LETIOY Y —ATHAINE LT,

WIZ, BRFREIDNGETA 7 v 7 A 10ICHBEIICRESND K HI2H A &V — 2 DT
ERETHHIERLET,

(Cisco Controller) > config time timezone location 10

BEavy R show time

. configav K :r~z
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config trapflags 802.11-Security .

config trapflags 802.11-Security

80211 EX¥ =2 U T 4 B N T v T OFEZ AR EIITELITT 511X, config trapflags
802.11-Security =~ > R&HEH L £,

config trapflags 802.11-Security wepDecryptError {enable | disable}

X DA enable 80211 XU T 4Bl F T v 7 DEFEZA
=TI LFET,

disable 80211 tx 2 VT 4BE#H NT v T OREET «
=Tz LET,

ATV R FIFILL T IANMNTIE, 80211 EF 2 VT (B N Ty TORBIFA K —T L TT,

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

Wiz, 8211 X =2V T A BENT v T E2T 4 =TT BEERLET,

(Cisco Controller) > config trapflags 802.1l1-Security wepDecryptError disable

BEa<v K show trapflags

config A< K :r~z .
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. config trapflags aaa

config trapflags aaa

AAAY— B T v T OREEA X —T NVETIET 4 B—7/UICT SIZIE, config trapflags
aaa 2~ FEfEH LET,

config trapflags aaa {auth | servers} {enable | disable}

BHa—H Ry b a—W, FIEMAC T «

¥ ST MEREA auth

JVZIT AAARRRET T — R4 LTI=E12, b
Ty T DOEEEAF—T NI LET,

servers RADIUS #— RS ZE L TWRWEAIZ, b
Ty T DREEA XTI LET,

enable AAAY—REHEH N T v T OEEEA X—T L
WZLET,

disable AAAY—REE N T v T OREET 1 &—7
JLIC LET,

ARV ERFI4IL T ANV RTIE AAA =B R T T OREEITA R—T LTI,

2% KRR Jy— EERE
A
76 Zomwr R U U—XT6EOY U — A THASRE L,

WIZ, AAAYV—RBEHE T v T OREEA RF—TNMITDHHERLET,

(Cisco Controller) > config trapflags aaa auth enable

BEav > KR show watchlist

. configav K :r~z



I configav > K :r~z
config trapflags adjchannel-rogueap .

config trapflags adjchannel-rogueap

BEET ¥ RV TARIERT 7 B A BA 2 EBBR SR ZHEIS, b7 v Tl E#ET 2120,
config trapflags adjchannel-rogueap =~ > R&fEH L 3,

config trapflags adjchannel-rogueap {enable | disable}

BX DA enable [fb:iT v XL TCRERT 7 E R RA v MRBRHENEHAIC, Ty S @asE A
Z—T Mz LET,

disable [i#:iF v XL CRERT 7 ERARA v bR ENTBEIC, NIy FBMET 4
=7 M LET,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VY —AT6LEIOY U —ATEASRELL,

W, BEF ¥ XV TCARIERT 7B A RA » b SN HEAIC, Ty %
A R =TT DHH %R LET,

(Cisco Controller) > config trapflags adjchannel-rogueap enable

BEa<wy R config trapflags 802.11-Security
config trapflags aaa
config trapflags ap
config trapflags authentication
config trapflags client
config trapflags configsave
config trapflags IPsec
config trapflags linkmode
config trapflags multiusers
config trapflags mesh
config trapflags strong-pwdcheck
config trapflags rfid
config trapflags rogueap
show trapflags

config A< K :r~z .
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. config trapflags ap

config trapflags ap

Cisco Lightweight 7 7 B A R A M N7 v 7 OREGEEZ A XR—T NVETIET 4 B—T M F
5IZi%. config trapflags ap =~ > FZFH L 7,

config trapflags ap {register | interfaceUp} {enable | disable}

BX DA register Cisco Lightweight 7 7 = 2 R A > 73 Cisco A
Ay TFICREETDHEI. N Ty TOEEE
A X =TI LET,

interfaceUp Cisco Lightweight 7 7 £ A RA |k A L F—
ZxA A (ARTEB) BERSNIGEIC,
NI YT DEEEA R—T VI LET,

enable TIREARA L NEHE T v T OXREEA R—
T LET,
disable TIRARALA LV FEENT v TOEEET 4

r—7 Nz LET,

ATV R FI4I R+ T 74V R TIL, Cisco Lightweight 77 Z 2 AR A v MR b T » T OEFIA 2 —T7 L TT,

av 2 RERE J)— EERE
e
7.6 ZoawrNE VY —=RAT6LHIOU Y —ATHEASHE L,

WIZ, T T, TIVRARA Y FEE R T v T OEEIMTOINLRNE DT 56
ZRLET,

(Cisco Controller) > config trapflags ap register disable

BEavwy K show trapflags

. config a<v UK :r~z
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config trapflags authentication .

config trapflags authentication

)72 SNMP 7 7 B ZAMEZFFO N T v THEEEA R—T NV ETIET 4 =7 MTT DT,
config trapflags authentication =~ > R&ZfEH L £,
config trapflags authentication {enable | disable}

EX DA enable N 72 SNMP 7 7 & AEEFFO T v 7Dk
g A4 32— NI LET,

disable WELH 72 SNMP 7 7 ¥ AMERFFO N T v T Dk
BT 48— L%,

T 7 A/ N TR, BN SNMP 7 7 B AEEFFO N T v T OREITA F—T NV TT,

AR R TFI4ILE

avy FERE J)— ZEBEAR
R

7.6

Zoavwry NI, VI —RXT76LEIOY Y —RATHAINE L,

WIZ, WEh72 SNMP 7 7 ZAMET, b7 v T OEEEITZ VLT B0z~ LE
7,

(Cisco Controller) > config trapflags authentication disable

show trapflags

config A< K :r~z .
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. config trapflags client

config trapflags client

7747 NEEDOTI b7 v P OREEA X —T NETLT 4 B—7/MZT 5T, config
trapflags client =~ > K& L £ 7,

config trapflags client {802.11-associate 802.11-disassociate | 802.11-deauthenticate |
802.11-authfail | 802.11-assocfail | authentication | excluded} {enable | disable}

X DA 802.11-associate 34T h~DDotll 7Y T— g2 b
Ty TOEGEEA F—T M LET,

802.11-disassociate I IAT v R ~DDotll 7 4 AT Vv E— T
¥ I TOERFEARX=TNMILET,

802.11-deauthenticate 7 FAT 2 h~®D Dotll FRFHER N T v 7 D
EEEA RX—T VI LET,

802.11-authfail 54T h~®D Dotll BiF-TF— +TF v
DEEEAX—T NI LET,

802.11-assocfail 74T h~DDotll 7/ t— g T
T— b T DEEEA XTI LET,

authentication T5AT v h~DRIFET N T v T DOEEE
/rz“‘—jﬂ/&: l_/i‘é—o

excluded AL R T v T DY T4 T o DEEE
A X =TV LET,

enable 7547 FEEDOTIL b7 v 7OEEREA
*‘—‘7\\/1/@: szjao

disable 7447 FEEDOTIL b T v 7 DEEE
F 4= LET,

ARV ERFI4NL T IANEITIEH, 274 T2 MBI DOTIL 7 v T OREIXT 4 E—7 L TT,

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHEAINE L],

WIZ, 7F9A T h~DDotll 7V x— g U fR/E T v FTOEEEA X —TIVIT
THH 2R LET,

(Cisco Controller) > config trapflags client 802.l1l-disassociate enable

. configav K :r~z
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config trapflags client .

BEa<v >k show trapflags

config A< K :r~z .
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. config trapflags client max-warning-threshold

config trapflags client max-warning-threshold

ayha—FICHEMNTE7 TAT Y FOKEO LEVEEREL, TOH, SNMP 7 v 7L
syslog A v E—URary hr—Z0XE S5 L DI2T 5HITiE, config trapflags client
max-warning-threshold =~ > K& H L 97,

config trapflags client max-warning-threshold {threshold | enable | disable}

BX DA threshold = fo—F |ZREfIT A2 T4 T2 FOBDO L XV RR—EY NEREL., #
D, SNMP b7 v 7 & syslog A ve—Y 0y bo—FZkEans koL
F-4, #iPHIZ 80 ~ 100 T,
2 OO L OB OF/NEMREIL 10 0T, ZORRERET LI LIXTEEYE
%Uo

enable KT w7l syslog A v =Y DAERMEA F—T I LET,

disable N7 w7 L syslog A vb—YDERET 4 =7 M LET,

AR R SEoA Lk O R E—FCHEENT RTINS 2 T4 T2 MEDT 7 40 b L& WMER 90 % T,

avy FERE ))y— ZEERR
R
7.6 Zoav R ., VY —RT6URIDOY Y —ATEHAINE LT,

EELEODHA KSAY ZOT—TNME B30 ma—5307 7470 NORKR¥ERLET,

RIBLEHAVFO—FTHR—FENTVEI 5472 FORKHE

arhko—35 YR— b ENTWEI 5S4 T2 FORRH
Cisco 5500 'V —X v ha—7 7000
Cisco2500 vV —X v ha—7 500

Cisco VA ¥ L A P —E X EFY=2—/L | 15000
2

Cisco Flex 7500 ) —X = hr— | 64000

Cisco 8500 vV —X v hr—7 64000

Cisco Virtual Wireless LAN Controller 30000

RIZ, ar be—=ZIBEMTONTWD T T4 T 2 MO LEWEEZRET 2612
ALET,

. config a<v UK :r~z
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config trapflags client max-warning-threshold .

(Cisco Controller) > config trapflags client max-warning-threshold 80

BEavy R show trapflags
config trapflags client

config A< K :r~z .
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configav > K :r~z |

config trapflags configsave

REWRIE LT v TOEEEA RX—T NVEILT 4 B—7MTT SIZiE, configtrapflags configsave
ax s RaHLET,

config trapflags configsave {enable | disable}

B DEREA

AR R TFI4ILE

enable RERTFEN T v TOEEEAF—T NI LFE
TO

disable RERT N7 v 7OEEE2T 4 B—71ICL
E

F 7 4V b T, RERF DT v 7 OEEITA X —T NV TT,

av Y RERE

BEEav

> >

Jy— ZEERR
S

7.6 Zoa<wry RiE, VI —=A76URIOY V—ATHEASHE LT,

WIZ, RERITFERN T v T OEEEA =TT D20 E2RLET,

(Cisco Controller) > config trapflags configsave enable

show trapflags

. configav K :r~z
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config trapflags IPsec

config trapflags IPsec .

IPSec b T v 7 DREEBINETITIELNTT B1T1E. config trapflags IPsec =~ > K& L %

j—‘O

config trapflags IPsec {esp-auth | esp-reply | invalidSPI | ike-neg | suite-neg |

invalid-cookie} {enable | disable}

X DERA esp-auth

ESP #BGF= 77— %L L= & %12, IPSec k
Ty T ERFETEHLIICLET,

esp-reply

ESP FFE— 7 —23 384 L= & =12, TPSec b
T T DOERFEAF—TMILET,

invalidSPI

ESP T 72 SPI M & 417= & Z1Z, IPSec
N7y POREEA RX—T NI LET,

ike-neg

IKE X FvT— gy 27 —nELEEx
2, IPSec N7 v S DOEEFEEA X —T M LE
7

suite-neg

2 —h Rz — g T —NEELE
LE|Z, IPSec b T v T DFEEERA X —TIIZ
LET,

invalid-cookie

Isakamp CHEZh72 7 o F—0 i Sz & &
\Z, IPSec N7 v T DEFEEA RX—T ML E
To

enable

IPSec b7 v T DEEFEEA X —TMILET,

disable

IPSec N7 v T DEEET 4 =T NMIZLE
_a‘o

ATV RFI4IAL T 7AHNBITIE IPSec T v T OREFA F—T N TT,

avy FERE J)— ZEERNRE
2
7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATEHEAINE L],

WIT, ESPEREF= T —NFAL7m & X1T, IPSec T v TOEEE A F—T NI S

zZRLET,

(Cisco Controller)

> config trapflags IPsec esp-auth enable

config A< K :r~z .
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. config trapflags IPsec

BEa<v >k show trapflags

. config a<v UK :r~z
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config trapflags linkmode .

config trapflags linkmode

CiscoVATYVALAN Y ha—FDL)L U DT v TIB T T T TT7 T %A FR—

TNEZET 4 B—T I T BHI21E. config trapflags linkmode =~ > K& L £7,

config trapflags linkmode {enable | disable}

B DEREA

ARV ETIAINb

enable XY, CiscoVA VL ALANZ YV ha—
FOL Yo IDT7 v FIxT v T
T T A =T M LET,

disable ZIUZED, CiscoVA YL ALAN=Z Y ha—
TV YT DT v TIE T TS
797 %FT 4 =TI LET,

F 7 4L FTiE, CiscoWLC DL~V Yo o7 DT7 v FIx Ty v 75734 %—T LT
—é—O

avy FNERE

Jy— EEAE
S

7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE L,

WIZ, Cisco VAVYLALAN 2 ha—S5DL~L Uo7 v FIE Ty VT
A R—TWZT HHE2RLET,

(Cisco Controller) > config trapflags linkmode disable

show trapflags

config A< K :r~z .
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. config trapflags mesh

config trapflags mesh

Ay a T 7RBARA LV SRR INTGEIC, Ty TEMEHRET 51, configtrapflags
mesh =~ > RZEH L E9,

config trapflags mesh {enable | disable}

X DA enable % oo o2 77V RAKRA L MBBEH SRS, NIy T@EMEA X —TVIZLE
7

disable X o o 77V RARA v BB ENZSHAIC, VT yTEMET =TI
iﬁ‘o

ARV REFIALE AL

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76L IOV Y —ATHEAINE L],

WIZ, Ay a T 78ARLS Y PBRBREEINZEGEIC, Ty TBHEA R—TVIZ
THHE R LET,

(Cisco Controller) > config trapflags mesh enable

BEavy K config trapflags 802.11-Security
config trapflags aaa
config trapflags ap
config trapflags adjchannel-rogueap
config trapflags authentication
config trapflags client
config trapflags configsave
config trapflags IPsec
config trapflags linkmode
config trapflags multiusers
config trapflags strong-pwdcheck
config trapflags rfid
config trapflags rogueap
show trapflags

. config a<v UK :r~z
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config trapflags multiusers .

config trapflags multiusers
BEa A BT VT4 TRGAEICN T v THEEEAR—TNVEIZT =TT HIC
config trapflags multiusers =~ > K2/ L £9°,

.
config trapflags multiusers {enable | disable}
BX DA enable BETA BT 2T 4 TREAIC, by
TEEEA XTI LET,
B 74 VNT 7T 47 RGAEIC, b Ty

disable
TEEET 4T M LET,

rZ v TEEFA RX—T LT,

FI7 A NTIE, B S nT 0T 4 TIREA.

AR R TFI4ILE
avy FERE Jy— ZEHAR
3
7.6 Zoa<wy X VU—RT6LETIOV V—ATEAINE LT,

WIZ, BE T AT 7T 4 TRGE. VI v T iEEET 4= NI T B0 %

TLET,

(Cisco Controller) > config trapflags multiusers disable

show trapflags

config A< K :r~z .
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. config trapflags rfid

config trapflags rfid

B L DA (RFID) Z 7 D RKBO LI WEEZHRE L, £DOH%, SNMP 7 v 7 &
syslog A vE—Y% a3y br—ZI2%EFT HI21%, configtrapflagsrfid =~ > RZfEH L £,

config trapflags rfid {threshold | enable | disable}

BX DA threshold RFID # 7D/ KO L EWEASR—E S FEREL, £D%., SNMP F 7 v 7L
syslog A vtE—URar hr—JICFEIND LI LET, #PHIL80~100T
ﬁ—o
FZ w7l syslog A v =N 1057 EICAERSINET, ZOMBITRE T
FH A,

enable kT v 7L syslog A v =Y DA EA F—T I LET,

disable N7 w7 L syslog A vbE—YDERET 4 E—T7 M LET,

AT R FI4I) R+ RED X TOEREOT 740 FOLEWEIT, 90% T,

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATHEAINE L],

FEREDHA KS4y KRORIC, BipDar brn—J7 THR— S5 RFID ¥ 7 DR Kz R LET,

K4:BEH2bO—FTHR—FEND RAD B T DERH

== R YR—FSNTWVEI 5472 bOFERKRH
Cisco 5500 ' —X @y hm—7 5000
Cisc0 2500 ¥ ) —X @ br—7 500

Cisco7VA VL AP —E R EY 22—/ 10000
2

Cisco Flex 7500 'V — X = hz— |50000

Cisco 8500 >V —X 2 fr—7 50000

Cisco Virtual Wireless LAN Controller 3000

KIZ, RFID % 7 DR RO L& WEEZEET 202 L ET,

(Cisco Controller) > config trapflags rfid 80

. config a<v UK :r~z
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EEav> R

config trapflags 802.11-Security
config trapflags aaa

config trapflags ap

config trapflags adjchannel-rogueap
config trapflags authentication
config trapflags client

config trapflags configsave

config trapflags IPsec

config trapflags linkmode

config trapflags multiusers
config trapflags mesh

config trapflags strong-pwdcheck
config trapflags rogueap

config trapflags mesh

show trapflags

config trapflags rfid .

config A< K :r~z .



configav > K :r~z |
. config trapflags rogueap

config trapflags rogueap

RIERT 78 A RA L MEH T v T OREEEA R—TNVETIET 4 =7 MTT DT,
config trapflags rogueap =~ > FZ i H L £,

config trapflags rogueap {enable | disable}

EX DA enable RERT VERARAL Y M N T v T DEE
A X =Tz LET,

palll

disable RERT 7EARAL Y MEHFT v 7O
F 4= LET,

ARV EREFI4IAL T IANBITIE RERT 7R RA 2 MR b7 v T OREIEZA X—T L TT,

avy FERE J)— ZEERE
R
7.6 Zoavy R, VU —=AT6LEIOY U —ATEASRELL,

WIZ, RERT VRV ARL L MR T v 7OREET 48— M T 502 R L E
7,

(Cisco Controller) > config trapflags rogueap disable

BEaw Y K config rogue ap classify

config rogue ap friendly

config rogue ap rldp

config rogue ap ssid

config rogue ap timeout

config rogue ap valid-client

show rogue ap clients

show rogue ap detailed

show rogue ap summary

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap unclassified summary

show trapflags

. configav K :r~z



I configav > K :r~z

config trapflags rrm-params .

config trapflags rrm-params

Y Y —2AEFH (RRM) T A—=F FT7 v TOREEA R—TNVERIET 4 =TT
5IZ1X. config trapflags rrm-params 2~ > RZfEH L £7,

config trapflags rrm-params {tx-power | channel | antenna} {enable | disable}

B DEREA

AR TFIHILbE

tx-power RF ¥ 3 — ¥ 7 Cisco Lightweight 7 7 £ A 7R
AV MAVHE—T =2 A4 ADtx/NT— L~ L%
HEIRICER T 25512, N7 vy TO%EEL
A X =T M LET,

channel RF <~ % — ¥ 7 Cisco Lightweight 7 7 & A 7~
AR AVE—T A ADF X V% BB
WCERTDGEIC, NIy TOREEEA R—
T LET,

antenna RF ¥ & — ¥ 7 Cisco Lightweight 7 7 £ A 7R
AN A B =T = ADT T T & BB
WCERTDEEIC, N7y TOREEEA R—

T LET,

enable RRM/XT A —HEHH T v 7 OREE A *—
T LET,

disable RRM RTZ A —4BHE T v T OEREET 4

=7z LET,

T 74 TliE, RRM AT A—4% T v T OEEFEIZA R2—T LTI,

avy FNERE

Jy— EEAE
S

7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE L,

WIZ, RRMARNTA—ZHHE T v TOEEEA X —TNCT B2 R LET,

(Cisco Controller) > config trapflags rrm-params tx-power enable

show trapflags

config A< K :r~z .



configav > K :r~z |
. config trapflags rrm-profile

config trapflags rrm-profile

MY Y —2EH (RRM) 777 A VEE T v T ORMEEA R—TNVELBT =T
IZ9 512X, config trapflags rrm-profile =~ > RZ&fFH L £7°,

config trapflags rrm-profile {load | noise | interference | coverage} {enable | disable}

EX DA load RFEv R —TUxIlkoTEHEINS L — N o
T ANNERBRLTZGEIL. N Ty T ORE
A X—T Nz LET,

noise REZA—V X IZLoTEHENSE /A X T
T ANBRKRLTEGEIL, N7y T O%EG
A X—T NIz LET,

interference RE~ A= ¥ Lo TEHINDA X —
T AT TP ANARERLEZSHEIC, B
T T DERFREAFX—TNMILET,

coverage RFv*— Vv 2 ko THEBEND AL v
I 7 ANNBRRLIEBEEC. P Ty TD
EEEARX—T VT LET,

enable RRM a7 7 A VEH N T » T DEFEEA
F—T I LFET,

disable RRMZ' a7 7 A NVEE#E T v T DOEEET 4
=Tz LET,

ATV RFI4NAL T 7ANVETHE RRM 727 7 A VEEHE T v 7 OEEIEA F—7 L TT,

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

WIZ, RRM 7277 A NVEE N v TOREET =T W T 50 &R LET,

(Cisco Controller) > config trapflags rrm-profile load disable

BEa<v >k show trapflags

. configav K :r~z



I configav > K :r~z
config trapflags stpmode .

config trapflags stpmode

ANR=Z T — 8T T OREEA RX—TNVETET 4 B—T I T HITIE, configtrapflags
stpmode =~ > RZfEH L £,

config trapflags stpmode {enable | disable}
ARz 7YY — Ty TOEREA F—T

X DEREA enable
Mz LET,

disable ARZV TV = b Ty TOREET 4 —
T LET,

TN NTIE, A=Y ) — T T OEBEFA R —T AT,

AU R TIFIE

JU— EERR
S
7.6

avy FERE

Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

WIZ, ANR= TV ) — v T TOREET 4 =TT 502 R LET,

(Cisco Controller) > config trapflags stpmode disable

BEa<v K show trapflags

config A< K :r~z .



configav > K :r~z |
. config trapflags strong-pwdcheck

config trapflags strong-pwdcheck

TN RAT — ROF = 7 O N T v 7@ E R ET DI, config trapflags strong-pwdcheck
avy REEHLET,

config trapflags strong-pwdcheck {enable | disable}

EX DA enable 557172 X2 —RKOF 2w Z7HO T v TBEEA F—T VI LET,

disable /)72 2TV —FDOF v 7O T v @M ET 4 —T I LET,

AR RFI40 bk AL

avy FER Jy— ZEHAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATHAINE L,

WRIZ, WA AT—R FozvZ7HDO NI v @HEA X—7WIT 0%~ LE
7,

(Cisco Controller) > config trapflags strong-pwdcheck enable

EEa<wy R config trapflags 802.11-Security
config trapflags aaa
config trapflags ap
config trapflags adjchannel-rogueap
config trapflags authentication
config trapflags client
config trapflags configsave
config trapflags IPsec
config trapflags linkmode
config trapflags multiusers
config trapflags mesh
config trapflags rfid
config trapflags rogueap

show trapflags

. config a<v UK :r~z



I configav > K :r~z
config trapflags wps .

config trapflags wps

Wireless Protection System (WPS) k7 v 7 OEEEZA RX—T NVEITT =7 MICT DHIT
. config trapflags wps =~ > RZH L £7,

config trapflags wps {enable | disable}

EX DA enable WPS b7 v 7 DEEEA F—T ML ET,
disable WPS b7 v T DOREET =TI LE
7,

T 74/ T, WPS b7 v 7T OEEIFA X —T NV TT,

AR TIAIE

Jy— EERR
S
7.6

av Y RERE

Zoa<wry NI, VI —RXT76LEIOY Y —RATHAINELL,

WIZ, WPS "I w7 DREET 4 =TT D50 ERLET,

(Cisco Controller) > config trapflags wps disable

BEav> R show trapflags

config A< K :r~z .



configav > K :r~z |

. config tunnel eogre heart-beat

config tunnel eogre heart-bheat

X —7T T A 7 ping MR EZET HIZIL. config tunnel eogre =~ > RZHH L £9,

config tunnel eogre heart-beat {interval | max-skip-count} number-value

interval number-value Ta—FEWRA v E—HOMRE FPHEAD) .

M B
max-skip-count number-value % > rS—7SHEHE LT R b LA % CORA TR,

ARV R FI4 L 2 ME— Ninterval DT 7 /v MEIX 60 T, #EPHIL 10 ~ 600 B> T,
/N— kB — & max-skip-count DT 7 # )b MEIX 3 BIOFERIT T, FPHIL, 3~ 10 [BIOFFIT

<7,
av Yy FERE Jy— ZHERAR
R
8.1 Zoa~wy RPREAINE LT,
WIZ, N— b — FNEROEE 45 IR ET D02~ L ET,

config tunnel eogre heart-beat interval 45

. config a<v UK :r~z



I configav > K :r~z
config tunnel eogre gateway .

config tunnel eogre gateway

GRE 77— b7 =2ADIPv4 7 RLARKEHTA —H Ry bERET D21, config tunnel eogre
gateway 2~ R LET,

config tunnel eogre gateway {{{add | modify} gateway-name {ipv4-address | ipvé6-address}
gateway-ip-address} | {delete gateway-name} }

X DEHEA add LW — oo ZBINLET,
delete TF—ruxAZHIRLET,
modify BGFOr— bz 2 EBLET,

ipv4-address F—=hTzADIPV4T RLAZ AN LET,

ipv6-address TF—=h7=2ADIPv6 T KL AZ AT LET,

gateway-ip-address /7'— 77 = A D IPv4 £721X1Pv6 7 KL AT,

gateway-name | N VAl NV S AN

aATVRFIHLE AL

av 2 FERE ))— ZEERAS
z
8.1 Zoavy RpNEAINE LT,
83 RV =R ADIPV6T RLATERDOF 7> a UvBINENE L,

« IPv4 7 R L ZA D4

config tunnel eogre gateway add hurricane ipv4 192.168.10.1

«IPv6 7 KL 2D

config tunnel eogre gateway add hurricane ipvé 2001:DB8::1

config A< K :r~z .“



configav > K :r~z |

. config tunnel eogre domain

config tunnel eogre domain

Mo =R oA RAAL HERCE FITT DI, config tunnel eogre domain =~ > K%
FEHLET,

config tunnel eogre domain { {create | delete}domain-name} {add | remove}domain-name
gateway-name

X DA create LW — R T A AL UL ZERLET,
delete T—=hFUxA FALZHIBRLET,
add F—=R T8k RAAL ABMLE T
remove RAAL IS — MU oA A ZHIBRLET

domain-name R A A 4

gateway-name /7 — 77 = A 4

ARVRFIFAL L

avy RERE )— ZEEAS
3
8.1 ZDavwy RBREHEAINE LE,

WIZ, HTLW R AL A EERRT DB 2R LET,

config tunnel eogre domain create web.com data

. config a<v UK :r~z



I configav > K :r~z

config tunnel eogre domain primary .

config tunnel eogre domain primary

TIA=VERITE I AN F—= T2 %% FAAL BT 51T, config tunnel eogre
domain primary 2~ > R&HH L £,

config tunnel eogre domain primary domain-name gateway-name

B DEREA

FEREDHA K4V

domain-name RN A A LA EF AN LET

gateway-name R A A NEBMT A — R =2A L EADLE
—d—

RAALLTIE, 94~ F—= b 02T 74NV ITT I T4 7120V EST, 7T74<
F= 0z ABIELTOWRWES, B X =N A RT I T4 TR = 7 =A1Z
ROET, 7IATURNE, BAUF Y = U oA EHEMEMTAILERHY FF, Tx—
NFA—N—DHRH%TH, CiscoWLC T T A4~ F— T =A~OD ping ZHciTET, 7
TAY TF—= U oA BDFCIMERRRICRD E, TIA~Y ST — NV ART I T 4 70—
T2 ET, T’ 7 I7AT U IR TITA4~) F— b 02T 4=y 7 LE
T, AUF TV aid, va—h A4 vF K E— RO FlexConnect 7> 6 D TGW THF|F T
%9, EoGRE b %/LiZ1%, DTLS W51t CAPWAP IPv4 £ 7213 IPv6 2R ETE £9, 2D
Hrgld, 2OV U —ATHR—FINTNDHTXTD Wave 1 AP 35 L1 Wave 2 AP THAR— |
ERTWET,

avy FERE

Jy— EEAE
A

8.5 Doy RREAINE LT,

config A< K :r~z .



configav > K :r~z |

. config tunnel profile

config tunnel profile
a7 A NVEER, 2 E—F 2 IXHIBRT 521X, config tunnel profile =~ K& L &
j—o

config tunnel profile {copy | create | delete} profile-name

EX DA copy MEfFoOTm Ty A NEaE—LET,

create L\ 7 7 A LAER LT,

delete fEfFD7 7 7 A L EHIBRL £,

ATV RFI+LE AL

Jy— ZEHEAR
A
8.1 Zoa<wy RPNEAINE L,

avy FERE

WRIZ, w77 A NVEERT D62~ LET,

config tunnel profile create floorone

. config a<v UK :r~z



I configav > K :r~z

config tunnel profile_rule .

config tunnel profile_rule

a7y A= BB LT D L— L ZZE BT HIZIE, config tunnel profile =~ > N A& fif

MALET,
config tunnel profile rule {add | modify }profile-name realm-filter realm-string eogre vlan vian-id

gateway-domain-name

BX DA

AR TIHIE

add  FHEA—AZEBMLET,

modify BEfED/L— /L &2 LET,

L

avy FERE

JU— EERR

A
8.1 Zoavr RPREAIRE LR,
WIZ, Ta7 7 AN A— VA BINT A6 %2R LET,
.com

config tunnel profile add table realm filter 5 eogre vlan 3 web

config A< K :r~z .



configav > K :r~z |

. config tunnel profile_rule-delete

config tunnel profile_rule-delete

7a 77 AN — )V ERIERT 512X, config tunnel profile =~ K& L £,

config tunnel profile ruledelete profile-name realm-filter realm-string

X DEREA delete 77 7 A ADSEIEONL—LVEZHIBRLET,

aAvURFIALE AL

2% KRR Jy— EENE

R
8.1 Zoa<wy FREAINE LT,
Wiz, a7 7 AN L—LEEIRT A6 R LET,

config tunnel profile delete table realm filter 5

. config a<v UK :r~z



config tunnel profile eogre-DHCP82 .

I configav > K :r~z

config tunnel profile eogre-DHCP82

DHCP 47> 2 v 82 /N T A —Z AN E 121X N T HIZIL, config tunnel profile =~ > K

ML ET,
config tunnel profile eogre profile-name DHCP-Opt-82 {enable | disable}

enable * X5 AODHCPA 7L a5 A —XEHINZLET,

EX DA
disable 25 LODHCP A7 3 L 82 /35 A —F HMAHZ L7,

AR R T4 AL
2T KRR JU— EEAE
z
8.1 ZDa<wy RPREAINE LT,
WIZ, DHCP A7 a v 82 /8T A —H NI T 62~ L£7,

config tunnel profile eogre test dhcp-opt-82 enable

config A< K :r~z .



configav > K :r~z |

. config tunnel profile eogre-gateway-radius-proxy

config tunnel profile eogre-gateway-radius-proxy

7= F U = A Radius 7' 0 ¥ L 2 AR ETITENITT HITIE, config tunnel profile =~ 7 R &l

}EH L/jij—o

config tunnel profile eogre profile-name gateway-radius-proxy {enable | disable}

EX DA enable Radius 7 XL L LTH— T AN LET,

disable Radius 7 m ¥ & LTH— b xA 2T LET,

ARVRFIFAL RL
avy FERE ) — EERR
2
8.1 Ioawy RINEASHE LI,

WRIZ, == Tax 2N T 502~ LET,

config tunnel profile eogre test gateway-radius-proxy enable

. config a<v UK :r~z



I configav > K :r~z
config tunnel profile eogre-gateway-radius-proxy-accounting .

. config

config tunnel profile eogre-gateway-radius-proxy-accounting
TAU T 47 Radius 7 0¥ & LT — MU = A ZHEHEITEDCT DI
tunnel profile =~ > K2/ L £,

config tunnel profile eogre profile-name gateway-radius-proxy accounting {enable | disable}

enable 7 h o7 oV Radius 7 eXv & LT —hu=AZHMMILET,
disable 7 v 5 ¢ JRadius 7 XL & LTHF— T A ZEBLET,

B DEREA

ATV RFIHLE RL

avy FERE J)y— ZEERAE
R

8.1 ZOa<wy RPREAINE LT,

WwIZ, ThHOT 47 Radius 7% b LTH — MY oA BT 5642~ L%

‘jﬂo

config tunnel profile eogre test gateway-radius-proxy accounting disable

config A< K :r~z .



configav > K :r~z |

. config tunnel profile eogre-DHCP82

config tunnel profile eogre-DHCP82

DHCP 47> 2 v 82 /N T A —Z AN E 121X N T HIZIL, config tunnel profile =~ > K

ML ET,
config tunnel profile eogre profile-name DHCP-Opt-82 {enable | disable}

enable * X5 LAODHCPA 7L a5 A —XEHIMZLET,

EX DA
disable x5 LODHCP A7 3 L 82 /%5 A —F HMAHZ L7,

ARVRFIFAL RL
avy FERE ) — EERR
2
8.1 Ioawy RINEASHE LI,

W, DHCP A7 3 v 82 8T A—Z B[N T 50 Z2RLET,

config tunnel profile eogre test dhcp-opt-82 enable

. config a<v UK :r~z



I configav > K :r~z
config tunnel profile eogre-DHCP82-circuit-id .

config tunnel profile eogre-DHCP82-circuit-id

DHCP 47> 3> 82 /XF A—X TR ID 7 4 —/V ROEREZFHET HIZIL. config tunnel
profile =~ > RAMH L £,

config tunnel profile eogre profile-name DHCP-Opt-82 circuit-id parameter-id

X DA circuit-id DHCPA 7 a v 2 DEKID 7 4 —/L RORREZHRELET

parameter-id YR — N X TWVWBRTA—FZDY A |,
* ap-mac
* ap-ethmac
* ap-name
* ap-group-name
* flex-group-name
* ap-location
* vlan-id
* SSID-name
* SSID-TYPE

* Client-mac

ARy RFIALE AL

avy FIERE Jy— ZEHAR
R
8.1 Zoa<wy FREAINE LT,

WIZ, DHCP A7 3 v 82 /3T A —X Tl ID DX AR ETHHE2RLET,

config tunnel profile eogre test dhcp-opt-82 circuit-id accesslbldg

config A< K :r~z .



configav > K :r~z |

. config tunnel profile eogre-DHCP82-delimiter

config tunnel profile eogre-DHCP82-delimiter

DHCP A7 a v /X7 A—=207 U 1% (KUY XF) ZHET HITIE, config tunnel profile

avy R LET,
config tunnel profile eogre profile-name DHCP-Opt-82 delimiter delimiter character

BX DA delimiter VAT LDDHCP A7 a v 82 8T A= X OXY ) XFEBELET,
delimiter character X)) 73 DHCP 47> a2 82 /85 A — X # XU 5 7= S E
‘aAo
IRV R FI+AE  BL
avy FRERE J)— ZEERNE
3
8.1 ZOavy RPREASINE L,

WIZ, DHCP A7 > a v 82 /83T A—X 2 XU P THETHHZ R LET,

config tunnel profile eogre test dhcp-opt-82 delimiter -

. config a<v UK :r~z



I configav > K :r~z
config tunnel profile eogre-DHCP82-format .

config tunnel profile eogre-DHCP82-format

DCHP A 7"v = 82 THERBEREZKET HITIL. config tunnel profile 2~ > REEH L F

j—o

config tunnel profile eogre profile-name dhcp-opt-82 format {binary | ascii}
EBX D& binary DHCPA 7' 3 v 82 DFA % A F VICHE L £ T
ascii  DHCPA 7't a v 82 D% Ascii ICEREL ET
ARVEFIALE BL
avy FERE Jy— ZEBEAR
A
8.1 Zoavy FREASE L,

KIZ. DHCPA > a v 82 T A—Z|C N4 F V| BREZETABETLET,

config tunnel profile eogre test dhcp-opt-82 format binary

config A< K :r~z .



configav > K :r~z |

. config tunnel profile eogre-DHCP82-remote-id

config tunnel profile eogre-DHCP82-remote-id

DHCP A 72 a 8237 A—=ZTUE— LD 7 4 —/L FORXAZHET D21, config tunnel
profile =~ > RAMH L £,

config tunnel profile eogre profile-name DHCP-Opt-82 remote-id parameter-id

X DA remote-id  DHCPA 7> 2> 82D UVE—RID7 41—/ ROEREFHRELET

parameter-id YR — N X TWVWBRTA—FZDY A |,
* ap-mac
* ap-ethmac
* ap-name
* ap-group-name
* flex-group-name

* ap-location

« vlan-id
¢ SSID-name
« SSID-TYPE
* Client-mac
ARV RFIALE L
avy FERE J1)— ZEERNE
A
8.1 Zoa<wy FREAINE L

WIZ, DHCPA 7> a v 2 RXTFA—Z T E—  DDOEREZRETHHE2RLET,

config tunnel profile eogre test dhcp-opt-82 remote-id accesslflr

. config a<v UK :r~z



I configav > K :r~z
config watchlist add .

config watchlist add

ML LAN OB A R = MU ZBI013 5121%, configwatchlistadd =~ > K& L £,

config watchlist add {mac MAC | username username}

ML TAN O MAC 7 RLZZELET,

X DiRHA mac MAC

BT 2 a—VoniizfiE L £7,

username username

ARV R FI+LE  BL
avy FERE J1y—= ETEAR
7.6 Zoavy NI, V=276 UHIOY Y —ATHAINE LT,
WIZ, MAC 7 K L & a5:6b:ac:10:01:6b TEtR U A b =2 b U ZBINT 2612 R L F
7,

(Cisco Controller) >config watchlist add mac a5:6b:ac:10:01:6b

config A< K :r~z .



configav > K :r~z |

. config watchlist delete

config watchlist delete

ML LAN OB Y A N =2 b U ZHIBRT 5 1Z1X, config watchlist delete =~ > K& L &
R

config watchlist delete {mac MAC | username username}

U A B HIFRT 58 LAN O MAC 7 KL

EX DA mac MAC
AEEELET,
username username U2 R LHIBRT 22—V O4RTIZEELF
T,
ARV REFIANE L
avy FER Jjy—= EERNE
7.6 Zoavr NI, V=276 UHIOY Y —ZATHAINE LT,

KIZ. MAC 7 R L A a5:6b:ac:10:01:6b TR U Ak = U ZHIRT 50127~ L £
7,

(Cisco Controller) >config watchlist delete mac a5:6b:ac:10:01:6b

. configav K :r~z



I configav > K :r~z

config watchlist disable .

config watchlist disable

7 7AT v NOBERLY A N EBEHZT 5HIZIE, config watchlistdisable =~ > RZfEH L 7,

config watchlist disable

XD IR FIFBIEERITZF—Y—NIdb v A,

ARVRFIFAL RL

avy FEE )1)—2 TERAE

7.6 ZoawryRiE, VI—RAT76LURIOV UV —ATHAINE LT,

W, 7594 T Y FOERY 2 T 42— T 305 R LET,

(Cisco Controller) >config watchlist disable

config A< K :r~z .



configav > K :r~z |
. config watchlist enable

config watchlist enable

MR LAN OB Y A s =2 b U ZH%hZ7 521X, config watchlist enable =~ > RZ{#H L
£

config watchlist enable

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

Wz, AR AN = M) B X—T T B0 RLET,

(Cisco Controller) >config watchlist enable

. config a<v UK :r~z



I configav > K :r~z
config wgb vlan .

config wgb vlan

VLANY —27 7 )Vv—77Y v (WGB) 7 747> OV R— NERET HIZIL, configwgb
vlan 2~ FEFEHLET,

config wgb vlan {enable | disable}

WX D5 enable WGB OB HAHY T4 T v b arT— 4
B — (DMZ) DT v H—ay ha—5
I CE D LI LET,

disable WGB DE#RIZH LA 747~ ~% DMZ
DT v H— 3 ba—TF~DEHN S IELhIZ
]\_/iﬁ—o

ARVRFIFAL RL

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, VU—RXT76LHIDY Y —2A

THAShE L,

W2, VLANWGB 7 74 7> OV R— b E2HT B2~ LET,

(Cisco Controller) >config wgb vlan enable

config A< K :r~z .



config AY > KR :r~z |
. config wlan

config wlan

AR LAN Z1ERK, HIBR, A Rr—7 v, 2T 4 B—7 2T HITIE, configwlan =~ > N
ZEEHLET,

config wlan {enable | disable | create | delete} wlan id [name | foreignAp name ssid |
all]

- QOB L); enable JA ¥ LALAN & A X —7/WZLET,
disable JAYVLVALAN 27 4 B—7 MZLET,
create MR LAN 2 1/ER L £ 9,
delete MR AN ZHIBR L £ 9,
wlan_id 1 ~ 512 OEER LAN #8510+
name (&) &K 32 LFOFHT O WLAN 7' 1
77 ANV,

foreignAp EE) =K X—=FT DT 7R KAk
REERBELET,

ssid K 32 XFDOHEFD SSID (v hU—7
£4)

all (EE) T X CTOERLAN 2 ELET,

ATV RFI+LE RL

avy FER Jiy—=x ETEAR
7.6 ZoawrRiE, VIV—RT76LHIOY U —ATHAINE LT,

FEEEDHA K54 > configwlan create 2~ > FAfEH] L TH LV WLAN ZAERT 2 &, HH)E— R CTIER S L E
T, HEDPKTTHETE, EBHOEFIZL TSI,
SSID ZHEE L2 WGEIE. 707 7 A NVEANTA—=RNnT a7 7 A )4 & SSID D HI24#
Ehxd,
BHA LA —T 2 A ABLI VAP X=X A LV Z—T 2 A ARFUAR— M~y 7 ENTE
D, WIFNRBLIELT VLAN @ XA X THHEEIE. WLAN 2852 L Tonb, R— kv oy B
THNTNDDA L HE—T 2 AIEETHVLENDY T, BEHA VX —T A AL AP~
F=T % A H—T A ANPI& DO VLAN IZEID B THNTWDEEIL, WLAN % 5024
HLBEIIH Y FHEA,

. configav K :r~z



I configav > K :r~z
config wlan .

TIVARA L N TN —TIZE DY THNTWAWLANZHIBRLEY 5L, 29— Ay
T —UNREREINET, TOEEFITTDHE. TI/VBARAS U N TN—T LTI BRAKRAL
k DRSS WLAN VIR E N E T,

W, WEH LAN B+ 16 24 2 —7 M2 d 5062 R L £,

(Cisco Controller) >config wlan enable 16

config A< K :r~z .
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. config wlan 7920-support

config wlan 7920-support

Fabl kT DR — N 2R ET DT, config wlan 7920-support =~ > R&2H L £,

config wlan 7920-support {client-cac-limit | ap-cac-limit} {enable | disable} wlan id

BX DA ap-cac-limit USATY MO a—L T R v Lo
# (CAC) ZHELTDH (YARIADNU S —
BEAE®RESR (E) NEREND) EiFxH
AR—FLET,

client-cac-limit TIEBRBRA L MO CAC ZXLFE LTS
(IEEE 802.11e Draft 6 QBSS-load 23 23k & 41
%) BV ER—bMLET,

enable B AR — A X—TNICLET,
disable BT AR— 2T o B—T M LET,
wian_id 1 ~ 512 DR LAN #5511,

aATYRFIHLE AL

av Y FEE 1) =2 EENE
7.6 Zoavwry NI, V=X 76 URIOY V-2 THASNE L,

FRLEOHA KSq4y 1ODOWLAN T, WMM E— &7 747 M XVl Sz CAC E— ROWM T 2 A2
THZLETEERA,

WIZ, R LANID8 T, 7 747 MilfIEN 5 CAC % L E T 5 EFY A — b &
AR =TT HH R LET,

(Cisco Controller) >config wlan 7920-support ap-cac-limit enable 8

. configav K :r~z
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config wlan 802.11e .

config wlan 802.11e

MERR LAN T 802.11e B — M & FXET HIZI1E, config wlan 802.11e =~ > R&fiH L £,

config wlan 802.11e {allow | disable | require} wian_id

¥ETDEHEA allow MR LAN T 802.11le Xy 74 7 2 b & Hf
l./\gzjqo
disable HEHR LAN T 802.1le ¥ih— ~ &7 4 &E—7 1
I LET,
require AR LAN T 802.11e ®Hiin 7 74 7> F & HR
L/‘iTO
wlan_id 1 ~ 512 DR LAN #5511,
ARV RTFIALE EL
avy FERE )1)—2 EENRE
7.6 Zoavr NI, V=276 UHIOY Y —ATHAINE LT,

FREDHA FS14 Y

802.11e [ LAN 7 7'V r—3 3 |2 Quality of Service (QoS) ¥ — &AL L F7, i,
Voice over Wireless IP (VOWIP) 72 CIRIEICHEINSLT W T F U r— g il e > TEER

PAR— K TT,

802.11e (X 80211 AF 47 77 A ar bu—/L LA¥ (MAC LA Y) OILERTHY .
FHERF R Z ekt (TDMA) MRE S, SFRET A7 ERIEICEEINSCTNT 7Y

r—ra T O T —EEA = RLPRBEMSITWET, 802.1le fHARITFC Y LT AT ¢
THEREDNSAAENT- Ry N — 7 TOMAICE L THY . > — AL AR AEERMEA FEE L
7,

&IZ. LANID 1 O LAN T 802.11e ZFF v+ 542~ LE T,

(Cisco Controller) >config wlan 802.l1lle allow 1

config A< K :r~z .



config AY > KR :r~z |
. config wlan aaa-override

config wlan aaa-override

MR LAN TAAA Z N Lima—Y R ) o — 4 — =T REZRETHIZIE. config wlan
aaa-override =~ RZ A L E£7,

config wlan aaa-override {enable | disable} {wlan id | foreignAp}

X DA enable R —F—=R—=F 4 R, x—T ML F
T
disable R —F—NR_—F5 4 RETFT 42—
ij‘O
wlan_id 1 ~ 512 OMEHF LAN #%5+
foreignAp P—RKRX—=FT DT 7R KA MEREL
ibado

AT RFIAIE  AAA x5 4 =71,

av v FERE =2 EERE
7.6 Zoavry RE, VU —=A 76 URIOY U —ATHASHE L,

FEREDHA KS4Y AAAT— =T 4 RRET/R>TWT, 7747~ FTAAA L Cisco Wireless LAN Controller
DEFRLANGRIE N T A =2 RHE L TWDHE. 7 747 FRAHTIAAA Y — T L - TYT
PIET, ZORFEO—BRE LT, ANV —TFT 4 U T VAT HNII TATV NeT 74/ FD
Cisco Wireless LAN VLAN 205, AAA —NiZ ko CiR&ENzary ha—F DA X —T x4
XT%EXZ (MAC 7 o & U > 7, 802.1X, I & O Wi-Fi Protected Access (WPA) Eh{EIZxt L T
PURESNTWDEA) CTHATER SN VLAN ICBEH LET, T XCTHOr—RAT, a2
fR—=FDA 2 =T A4 AERTHEFAER SNV TWDLRY , ARV —T 0 7 VAT AT
QoS. DSCP, 802.1p EILNENL % 7 ER LN AAA — NTHREINZ ACLs ZHH L FT (=
DAAAA—"—F A RIZLDVLAN AL v F o 70, IDFy U —F 7 L HMHENET) |

BEDOIMLAN 28 VLAN2 IZEI D S TOHONTWDLEHA VX —T = A%MH L, AAA A —
N—F 4 RN VLAN 100 ~D VU XA L7 h%Zi&kT 556, VLAN 100 283EF 0 4 THALTW S8
A= MIERERL, AR —FT 4 7 VAT AFTRTD Y 547 F%fE% VLAN 100 12
VEA LT FLET,

AAAOverride 27 42— WZTHE, a ha—FDOFINRNT A—HRENTXTDOT T4
Vv }\mun e kb\—(7477]'/1/ }‘T{&%ﬁﬁéﬂ oy ba— 7ﬁ7f§|<LAN ZIIA TV ]‘ﬁ@%ﬁ
FERT A=A BIRNEEIT. AAA T — ORI L » THRIENFEITESNFE T,

AAA F—"—F A FflilX. RADIUS 3 — O EVIAENIEANH Y £9°,

WIZ, WLANID1 TAAAZ N Liza—P R o— F—R_R—F 4 RERET D6 % R
L/\i‘é—o
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config wlan aaa-override .

(Cisco Controller) >config wlan aaa-override enable 1

config A< K :r~z .
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. config wlan acl

config wlan acl

AR LAN O7 78R a2 br—/L U AL (ACL) & ET HITIL, config wlan acl 2~ > R
EEHALET,

config wlan acl [acl name | none]

B DA wlan_id WS LAN 337 (1~512) .
acl_name (f£E) ACL 4 T,
none (ER) #BE SN/ LAN O ACL &%
77 LET,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VIV—RT6LHIOY U —ATHAINE LT,

KIZ, WLANID 1 & office 1 EWHARTO ACL TWLANT Z7E2A 2> hr—/L J A
FNERETHHIETRLET,

(Cisco Controller) >config wlan acl 1 office_l1

. config a<v UK :r~z
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config wlan apgroup .

config wlan apgroup

TIRARA LN T —T7 D VLAN Hie 2 BB 521X, config wlan apgroup =~ > N4 fif
HALET,

config wlan apgroup {add apgroup name [description] | delete apgroup name | description
apgroup _name description | interface-mapping {add | delete} apgroup name wian_id
interface_ name | nac-snmp {enable | disable} apgroup name wlan id| nasid NAS-ID
apgroup _name | profile-mapping {add | delete} apgroup nameprofile name | wlan-radio-policy
apgroup_namewlan-id {802.11a-only | 802.11bg | 802.11g-only | all} | hotspot {venue {type
apgroup _namegroup _codetype _code| mame apgroup namelanguage codevenue name} |
operating-class {add | delete} apgroup nameoperating class value} }

BX DA

add LT 7 BARS kI —TF (AP —
7)) wERLET,

apgroup_name TIRBARA Y N TN—T4,

wlan_id 1~ 512 DR LAN @l

delete AP 7 V=T bR LAN Z R4 L £9

description AP 7L —FIZHONWTHB L,

description AP 7 v — 7 DA,

interface-mapping ({EE) AP 7 — 7GR LAN 280 24
THNHIBRLET,

interface_name UEE) AP I N—T%~y I HA A —
VA

nac-snmp HE D AP 7 /L— 7D NAC SNMP HHE 2 3% &

LET, 77X KRSV N T N—TFTD
Network Admission Control (NAC) 7 v b4~
N RHR= b2 F—=TNVETT 4 —
T LET,

enable AP 7L —F ETNAC 7V h AT 3y R
R— b F—T M LET,

disable AP /N—7 ECNAC T & b4 7 Ay R
R—r2F 4 —TNICLET,

config A< K :r~z .
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configav > K :r~z |

NAS-ID

AP T N—T DRy NT—0 T A HF—N
ID (NAS-ID) , NAS-ID (%, #RFFEER % H
LTz be—FL->7T (RADIUS 7 7 A
7 k& LT) RADIUSH—IZiELNET,
TR S ETSE R N—TITHET
HI=OIEHINET, mKR32LFOFLTF
EANTEET, UV U—RT4LIFETIE,
NAS-IDZ A »#Z—7 = A A, WLAN, £721%
TIRARAL L b TN—TITHRETEET,
ESENENL 1T AP 2 /L — 7D NAS-ID > WLAN O
NAS-ID> A > Z—7 = A ZAD NAS-ID DJIFT
7T

none

o b —I DY AT L% % NAS-ID & LT
HELET,

profile-mapping

AP NV—FDORF R 77 AL~ 7%
RELET,

profile_name

JEELIZAP ZL—7DOREF a7 7 A4,

wlan-radio-policy

AP 7L —7 1 WLAN AR Y o — %2 RE L
9,

802.11a-only

AP 7L — 712 WLAN ERREAR Y > —2REL
3

802.11bg

AP 7' )L—71Z WLAN R Y o —%RE L
9,

802.11g-only

AP 7L — 71 WLAN AR Y o —Z2RE L
i‘a‘o

all

AP 7' /L —71Z WLAN R U o — & 3% E L
F9,

hotspot

AP N—T DRy ARy hERELET,

venue

AP 7 V— T O #R AR E LET,

type

AP T NV—T DG DL A T HHELET,
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config wlan apgroup .

group_code AP 7 )V—T DG 7 N — T DI,
ROFT v a el TEET,
<0:fEEZRL
o 1 RN
*2: EVRA
*3:HAE
<4 Tk L UPERE
« 5 BB
6 PHENRX
7 ¢ RS
«8: A
< 9: AR . Z Ofth
<10: VY
11: 7T MKRT

config A< K :r~z .m
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. config wlan apgroup

type_code
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config wlan apgroup .

AP 7 NV—T DIGHET ¥ A 7 DI #H,

L 7 —>7"1 (BaShEsx) 12X, ko4~
varyPERTEET,

<0 FRE SN TV RWERNERR

c1:7VU—F

2 RBVT A

3 kKX —I TN

<4 HIZEIY

o5 lEREHh

< 6 ALESAT

A=

« 8 XEAH

<9 A

«10: LA KMT

1l : T H—

12 : /8 —

e 13: W7 =

o 14: IR F 7o 13K IGAE

o 15 BAKOJHEZE L Z—
BT N—7"2 (EVFRA) 1Zid, ROLT
arMEfHTEET,

0 HHESNTVARNE TR A

o1 ERTEZITHEBIEDO T 4 A

« 2 $RT

<3 {BRIR

<4

<6 B{H)R

<7 HMFROFT 4 A

« 8 : WFJERA FE Ak

«9: Jp#EtDOFT 4 R
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L 7 —"7"3 (#EEx) 12X, koL
VarMERTEET,

0 HRE SN TOARVEE R

o 1 NVER

o2 IR

3 RFFEITHEM L
G 7 v—7"4 (I35 KOPEZE) 1I2iE, ko
FTva UPMERTEET,

<0 FRESNTWRWISR L OEE

«1: T8
Gt 7 —7"5 (B§EA) 121k, koA 7 v a v
PEHTEET,

<0 : FRE STV RS

« 1 : Jmbe

<20 R

3TN A= NEBIUOBRED Y BT F—
ar koK —

o4 T)V—"T K— 1A

o SFES TR H LA
ST 7 v—7"6 (Ra¥his%) (21X, ROFT
varpEHTEET,

<0 FEE SN TV W FEERMRR

o1 : /5B

<2 BT

«3: HEH Y —E A AT —T 3

4 vavt T BT

5: TV RAFE R
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config wlan apgroup .

LT —7" 7 (EFEiER) (2%, RO+
aryMERTEET,

« 0 FHE STV W EFE R
o1 HADEE

2 ARTNELIFTE—T I

.
(8)
by

Py

1"

=
i

4 :
BT n—>78 (BFE) 12id, koA 7va v
NMEHTE £,

0 HESNTWARWATE
B 7 v—7"9 (AdfEak, = ofh) (i, ®
DOFTa IMERHTEET,

0 FEEESN TCWARWALHIZRE L OFD

1t
Bt —710 GED ) 1[Zid, ROAT v =
UIMERHTEET,

0 HEESNTWVARWED Y

ol HEYEHEAIZI T v

© 20 WTZER

«3: R
4Tl —

o5 R ETITAR— R
<6 P

T NA7

config A< K :r~z .
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configav > K :r~z |

L7 v—>7"11 (77 k F7) 1Zid. koA
FraryPERATEET,

0 EEEENTHWARANT YRR
3= Ayva Ry FT—Y
o2 AR

3 PRERT

© 4 ZZIETIEERR

5 NRNAE

c6:FAARY

name

AP I N—T7 DG O4FTI X E L ET,

language code

BT TR SN D EE% EFRT D D IS0-639
AL T, O FINII L TFOEFED—
RTY, =& xiX, EEEDOLGAIXENG & AT
LET,

venue_name

ZDOAP T N—TEGO4R, T OAFNE,
AP —E R ¥ (BSS) IZBEAT B,
SSID THATICB T 5+ 72 MG Hav 72
EEICHERINET, BITOLAENTACK 252
LFEOFHT T, KLFL/INLTFERBILE
7T

add AP I NV—T7DER 7 7 AZBIMLE7,
delete AP I N—T7DiEH 7 7 AZHIBELET,

operating class _value

AP NV—T DM 7 7 A, M RE7/REH 2
Z A%, 81, 83, 84, 112, 113, 115, 116,
117, 118, 119, 120, 121, 122, 123, 124,
125, 126, 127 T,

ATV RFI4) kAP Z—T D VLAN (TR T,

av Yy FER Jy—2 ERERE
7.6 ZoavwryRE, VU —AT76 LIRIOY ) —ATHASNE LT,

FEREDHA KSq4y 1 OULEDT 72X KA P THEHMLTWD T 78X RA 2 b ZA—=TZHIBRLED ET5
L. 27— RAvk—URFRINET, 2 bvr—F VY7 7T U U—R6.0TAP ZH|
BRI DI, £, ZOTNA—TDOFTRTO AP 2RO 7 V—7I12B8 L E9, LEiOY U —
ADE I, TR RA L M default-group 77 £ A KA v F I A—T BB SNDZ &
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config wlan apgroup .

THY EHA, AP #F~9 5IZ1E, showwlan apgroups =~ FE AT LET, AP #B#ET
5IZ1X. config ap group-namegroupname cisco ap 2~ FE A LET,

AP Zb—7 WLAN, F723A v X —T oA AD3 L b —FITHRE STV D NAS-ID 2
AR S ET, NAS-ID iz hr—JmFa g A,

Wiz, T0®AKRLA N IN—T4T, NACT U AT R RV ER—b e 3—7
T BH R L ET,

(Cisco Controller) >config wlan apgroup nac enable apgroup 4

config A< K :r~z .
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. config wlan apgroup atf 802.11

config wlan apgroup atf 802.11

config wlan apgroup atf 802.11 =~ > R&ZEH L T, AP 7/ /L —7 L ~ULTD Cisco Airtime
Fairness Zi% & L £7°

config wlan apgroups atf 802.11{a | b} {mode {disable | monitor | enforce-policy}

ap-group-name} | {optimization {enable | disable} }

BX DN a 802.11a * v MU —ZBEZIRELET,
b 802.11b/g % v b — 7 REZIEE L £,
mode Cisco ATF D3| D & DN S 3% E L E T,
disable Cisco ATF Z #2302 LE 9,
monitor Cisco ATF #E=% £— R CHE L £7,

enforce-policy Cisco ATF %38l E— FCTHREL £,

ap-group-name {57E$ 5 MBI D AP T I)V—T 4

optimization E{ERRIDOEFEILEZRTE L T,

enable WER O 2 AN L ET,

disable EE R Ol 2 T L E T,
avy FERE J)— ZEEARR

A

8.1 Zoavy RPBIMSIVE L7z,

802.11a r » k7 —2 C Cisco ATF Zi&if|€— N TERET HIZIE. AP/ —7
my-ap-group\Z, IRD A~ K&z ANHLET,

(Cisco Controller) >config wlan apgroup atf 802.1la mode enforce-policy my-ap-group

. config a<v UK :r~z
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config wlan apgroup atf 802.11 policy .

config wlan apgroup atf 802.11 policy

WLAN T Cisco ATF KU 2 —D AP LD F—N—F 4 RERETHITIT, kOa~v K%

AL £,
config wlan apgroup atf802.11{a | b} policy ap-group-name wlan-id policy-name override {enable
| disable}
BX DA a 802.11a v NV —J/ RRELEELET,
b 802.11b % v MV =7 B ELRE L ET,
policy Cisco ATF 7R U o —Z48E L £ 7,

ap-group-name FEET HMIENH D AP T I)—T4

wlan-id FBETALENRHS WLANID £7-13 Y E— k LANID,

policy-name — F57ET HMLENH 5 Cisco ATF AR U 2 —44,

override AP 7 )L—70O WLAN O ATF ;R U ¥ — A —N"—F 4 RERELET,
enable AP 7 V—7 D WLAN O ATE R Y ¥ — A — =T 4 REGHLET,
disable AP 7 L—7® WLAN O ATF R U > — A —"—F 4 REEHcLE7,
avy FERE J)y— ZEEAR
2
8.1 Zoawry RNEIMESIE L,

config A< K :r~z .



configav > K :r~z |
. config wlan apgroup opendns-profile

config wlan apgroup opendns-profile

G =T RAL L X—=L VAT A (DNS) O T 7 A NVET 7 EA KA (AP) V' /b—
T O LAN (WLAN) (2R ET S IZ1X. config wlan apgroup opendns-profile =~ > R % fifi
HALET,

config wlan apgroup opendns-profilew/an-id site-name profile-name enable

SO wlan-id WLAN #3511,

site-name RIET D AP 7 )V—T DL HI,

profile-name = >7v 7 7 A )V EIBEFT S 7292 £ 415 OpenDNS 7’12 7 7 A V4,

enable OpenDNS D7 A 72T 4 7 4 Z MM LET,

disable OpenDNS DT A T 2T 4 7T 4 MMz L E 7,

ATV RFI4) kAP Z/L—7 D WLAN IZ OpenDNS 7’12 7 7 A JUIER S AL EH A,

aAavU R E—FR (2> bur—JORIE) >
av Y FERE Ji)— ZEEAR
S
8.4 Zoavy RPREAINE LR,

FERALDHA K54y 2L

1

WIZ, AP 7L —7 0 WLAN {Z openDNS 7' 10 7 7 A VR ET HB 2R LET,

(Cisco Controller) > config wlan apgroup opendns-profile wlanl sitel userl

. configav K :r~z



I configav > K :r~z
config wlan apgroup qing .

config wlan apgroup qing

AP NV—T7D T 7 4 7 D 802.1Q-in-QVLAN ¥ ¥ 7 %2R E T HIZIL. config wlan apgroup
qing 2~ RZEFEHLET,

config wlan apgroup qinq {tagging {client-traffic | dhcp-v4 | eap-sim-aka} apgroup name {enable
| disable} |service-vlanapgroup name vian_id}

B DERA tagging FT7 7 4 w7 D 802.1Q-in-Q VLAN % X 7/ %% E L £,
client-traffic AP /L —T7 D754 TN T 7 4 v 7 D8021Q-in-Q XXV ERELE
7
dhcp-v4 AP 7 )V—7®DHCPv4 N7 7 4 v 7 D 802.1Q-in-Q ¥ ¥ V' HFHE L E 7,

eap-sim-aka AP /' /L—77( Extensible Authentication Protocol for Authentication and Key
Agreement (EAP-AKA) . 35 JX TN EAP for Global System for Mobile
Communications Subscriber Identity Module (EAP-SIM) hJ 7 ¢ v 27 ®
802.1Q-in-Q # ¥/ HRELET,

enable NZ7 4 w7 ®8021Q-in-Q ¥ X 7 EHHMILET,

disable K77 47 ®8021Q-in-Q ¥ X 7 WM LET,

service-vlan AP V' L—7 DOV —E X VLAN 2% E LE T,

apgroup_name 7 7 & A IRA L~ T —T DL,

vian_id VLAN #5113 7,

ATV EF IR TIAMETE AP IA—T DY G4 T NE LV DHCPVA F T 7 4 27 O 802.1Q-in-Q ¥
X UITEY T,

avy FIERE Jy— ZEHAR
R
8.0 Zoa<wy FREAINE LT

FRLEDHA KS1 Y

N

(G¥) DHCPv4 R 77 4 27 ®802.1Q-in-Q ¥ X 7 HMITHRINC, 7 IF7A TN T 7497
D 802.1Q-in-Q X X L VT HMNIT HMENH Y £7,

IITAT R NTT7 4 v 7 D8021Q-in-Q ¥ XV EHMIT H L, EAP-AKA 1 L UVEAP-SIM
77 4 w7 ®802.1Q-in-Q ¥ X7 LAEMZRD T,

config A< K :r~z .
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. config wlan apgroup qing

WIZ, APINV—T DI FAT N 77427 08021Q-in-Q XX 7 HHNITH
&z~ L ET,

(Cisco Controller) >config wlan apgroup qing tagging client-traffic APgl enable

WIZ, AP Z—T7 D% —E 2 VLAN 2R ET A 2R LFT,

(Cisco Controller) >config wlan apgroup qing service-vlan APgl 10

. config a<v UK :r~z
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config wlan assisted-roaming .

config wlan assisted-roaming

WLAN TRH P —I 7 %23 ET 521X, config wlan assisted-roaming =~ > R & H L £
R

config wlan assisted-roaming {neighbor-list | dual-list | prediction} {enable | disable}
wlan id

BXDEREA

AU RTIAIE

neighbor-list WLAN o 802.11k kA "X— U 2 N &R ELET,

dual-list WLAN OF =7 /b 32 K 80211k XA N— VR MERELET, T 7415
L. 7747 > S BEREM T STV ST,

prediction  WLAN Ok — I o 7V ko PHIZHRE L £,

enable WLAN OFE&E A F—T WM LET,
disable WLAN OB EEZT 4 —T I LET,
wlan_id 1 ~ 512 O MR LAN #0l+

F_T? WLAN T 802.11k A /X— U A " WNERTY,

F 7L T, RA = U 2 MEREDS WLAN IS L TA X — T NARERIT, T a7 Ry
K U A MIAR—=T IR0 FT,

avy RERE

EREDAARZA

Jiy—= EERNE
7.6 Zoa<wr RNE, VYU —RT76LEIOY V—ATEHAINE LT,

BHET—IZOFHDOY A FEA 2—T M DL, EENFRINET, £/, WLANT
0= RANT UV TRTTIA 32— T M5 T D EE, v— K37 v v 713% O WLAN
TT A= MR £97,

wIZ, WLAN @ 802.11k XA N— U A h& A X—T M T B0 %2R LET,

(Cisco Controller) >config wlan assisted-roaming neighbor-list enable 1

config A< K :r~z .
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. config wlan atf

config wlan atf

config wlan atf =~ > R L T, Cisco ATF RV ' —IZ WLAN Z#~ v B> 7 LET,

config wlan atf wlan-id policy policy-id

X DEREA wlan-id CiscoATF R > —%~ v B 7T A30NENRH D, FEET1Z WLANID,

policy Cisco ATF RV > —%F T L E£7,

policy-id {579 5 ME13 &% % Cisco ATF 78 U 2 — 1D,

avy FERE Jy— ZEHEAR
4
8.1 ZoOawy RRBINENE L,
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config wlan ave .

config wlan avc

WLAN |Z Application Visibility and Control (AVC) %i%EJ 5HIZIE, configwlanave =~ K%
BEHLET,

config wlan ave wilan_id {profile profile name | visibility} {enable | disable}

BXDEREA

wlan_id 1 ~ 512 OEER LAN #F-

profile WLAN 225 AVC 70 7 7 A VT Vv o— g v
FITHIBR L E9,

profile_name AVC 71 7 7 A IVDL4HT, Tu 77 ANV ITERK
R LFORBF T, KUFE/NILFEXPLET,

visibility WLAN IZT7 PV r—3a v OFRRERELET,

enable WLAN C7 U r— 3 VOFRFREA R —T L

%7, Network Based Application Recognition (NBAR)
FA =T RNy b AV AT gy T7 )y —
ICESWT, 77V r—va v ONEERRTE
D

7 74T b AVC HEHE#R A XTI HITIE, show
avc statistics client =~ RZfEH L £,

disable WLANTT PV r—3a v OERRET 4 B—TVIC
Lij—o
ARVRFIALE L
av Y FRERE Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE LT,

FREDHA KS14 Y

1 5O WLAN IZIZAVC 72 7 7 A )% 1 DR ETEET, F7248 AVC 717 7 A Ll
BRI ONL—NEHRETEET, FEL—NEZT TV r—a i L Tv—% 0 772135
BT 7 varEREL, WLAN 28R K2 DT 7V r—2a D7 7y aryZRETEE
T, arhe—J 1 BICEKI16 DAVC Fu 77 A LEREL, AVC a7 7 A )L 1 D%
D WLAN (BT 5 Z E R TEET,

IZ, WLAN IZ AVC 71 7 7 A V&2 BT 252~ LE9,

(Cisco Controller) >config wlan avc 5 profile profilel enable

config A< K :r~z .



configav > K :r~z |

. config wlan band-select allow

config wlan band-select allow

WLAN THUEGERIN 2 5% E 3 5 121%. config wlan band-select allow =~ > K& L F7,

config wlan band-select allow {enable | disable} wlan id

BX DA

enable WLAN CHIGERIREZ A 2—T7 M2 LET,

disable WLAN CHHRIREZ T 4 —T Mz LET,

wlan_id 1 ~ 512 OEF LAN #k51-,

AR RFIALE L
avy FERE )= ZEAR
7.6 Zoa<wr N, VU—=AT76 IO U —ATEASRE L,

FEREDAARZA Y

WLAN THHIBGRIRZ AT D E. 77 BARAL L ML -5 T24GHz T FA T 7
oO—7NIEEN, TaT RN R 7T, T 2 FN5Ghz AT "MUVICBEI SN ET, Hi

BIRTNVIY ZLZE DT 2T VR R TA4T 2 MOFEX, FILT7R2ARAS L hD2.4
GHz S 5 GHz BERA~CRONFET, ZoOT7 0T XLARRET DL, 7278 R KA

> FT24GHz & 5GHz D 5 DEEREE#E L TV DA DR TT, HH5EIRIL, Cisco Aironet
1040, 1140, 1250, B L3500 2 Y —RXDT 7 A KA > h TORMEFATE 9,

WIZ, WLAN CTHIGRIRE A 21— T T 502~ LET,

(Cisco Controller) >config wlan band-select allow enable 6

. config a<v UK :r~z



I configav > K :r~z

config wlan broadcast-ssid .

config wlan broadcast-ssid

MR LAN TH—E X &> FlkBl+ (SSID) 7 r— R¥ ¥ A M ZRET HIZIE. config wlan
broadcast-ssid =~ > R&Z{HEH L E7,

config wlan broadcast-ssid {enable | disable} wlan id

B DEREA

enable EML LAN TSSID 72— K% ¥ 2 M & A X —
Tz LET,

disable M LAN TSSID 72— R¥ 4 A h &7 1 —
T LET,

wlan_id 1 ~ 512 OHEERR LAN @il

ARV ETIAINb

SSID D7 e— RKFx X MITF 4 EB—T LTI,

avy FNERE

Jy1)y—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

W, EFH LANID1 O SSID 7 u— R¥x v X N &RET A2~ LET,

(Cisco Controller) >config wlan broadcast-ssid enable 1

config A< K :r~z .



configav > K :r~z |

. config wlan call-snoop

config wlan call-snoop

FEE D WLAN (2%} L C Voice-over-IP (VoIP) AX—V > 7 %A F—T)VEITT =71
IZ9 %1Zi%. config wlan call-snoop =~ > RZ&FH L £7,

config wlan call-snoop {enable | disable} wian id

BX DA enable MR LAN EO VoIP A X — 0 7 % A F—F
I LET,
disable WG LAN £ VoIP 2 X —E 2 7 %5 4 £ —
T LET,
wilan_id 1 ~ 512 O MR LAN 5511,

aAvYRFIHLE RL

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

FEREDHA K54 > WLAN (I Platinum QoS & L, Z® CLI #E&BHIZT 4 B—T7 VT HHERH Y £,

OB TIE, VoIP A X —t' 7% WLAN3 TA RX—7 M5 HiEZE R LET,

(Cisco Controller) >config wlan call-snoop 3 enable

. config a<v UK :r~z
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config wlan chd .

config wlan chd

ML LAN 2K L CH AN Ly ¥ R —/ Uk (CHD) A2 E 72133 511X, config wlan
chd =~ FEMEHLET,

config wlan chd wian_id {enable | disable}

X DA wlan_id 1 ~ 512 O LAN 511,
enable ML LAN TSSID 72— R¥ 4% 2 h & A R—
T LET,
disable WA LAN TSSID 7 1 — R 2 k%5 4 & —
T LET,

ATV RFIFLE AL

avy RER Jy—= TEHNE
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

DB TiL, CHD % WLAN 3 TA 32— 7 /WZT 5 HFiEZ R LET,

(Cisco Controller) >config wlan chd 3 enable

config A< K :r~z .



. config wlan ccx aironet-ie

configav > K :r~z |

config wlan ccx aironet-ie

WLAN IZ5x3 % Aironet f[§ 8 ZE# (IE) Z AN EITENIZT 2IZIE. config wlan cex aironet-ie
avy REEHLET,

config wlan ccx aironet-ie {enable | disable}

EX DA enable Aironet [EEFZZ A X —7 M LET,
disable Aironet [EEFE A>T 4 E— TN LET,
aATYRFI4HLE AL
vy RERE )1)y—=2 EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, WLAN (Z%f9 % Aironet [EHREZZ A F—T M T D6 2R LET,

(Cisco Controller) >config wlan ccx aironet-ie enable

. configav K :r~z



I configav > K :r~z

config wlan channel-scan defer-priority .

config wlan channel-scan defer-priority
F7 FruF Ax vy R TE 537y hOBSEIRMNL~—F 71T LT, 592 X5
iy b —J 2R ET HITIX, config wlan channel-scan defer-priority =~ > K& L &
R

config wlan channel-scan defer-priority priority [enable | disable] wilan id

EX DA priority 22— T4 F VT 4l (0~7) ,
enable () BEOERIBN O/ N THT7 F v
oV AX ¥ DI E A X —T ML ET,
disable (EE) FrEDERNEN D/ > FTHT F
FIVAF ¥ OE AT 4 B—T I LET,
wlan_id MR LAN #5517 (1~512)

AR R FIALE AL

avy RERE )1)—2 EEAR

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE L,

FEREDHA K54 priority i, 7747 FEBIOWLAN TIE 6 IZRETHMLENDH Y £,

I, 22— 754 FV T 4 fE6 BLPWLANID30 DA 7 F ¥ k)L A¥ v L &IE
WITXBEENEN~—F T Day ba—F X5 E A x—T T HH% - L
ij_o

(Cisco Controller) >config wlan channel-scan defer-priority 6 enable 30

config A< K :r~z .



configav > K :r~z |

. config wlan channel-scan defer-time

config wlan channel-scan defer-time
2 UBHLCTT v R A%k ¥ o OBFIERFE ZE D 2T HITIE,
avy REMEHLET,

config wlan channel-scan defer-time

config wlan channel-scan defer-time msecs wilan_id

2 U RHEALOBRIERERT (0~60000 X U RD) |

BX DA msecs
wlan_id 1 ~ 512 DR LAN #5511,
ARV RFI+LL RL

=2 LERE

avy FERE
ZoawrRiE, VYV—RT6LHEIOY U —ATHEAINE LT,

7.6

FEREDHA KS5q> X VBBALORRMIEIL, WLAN B2 OB 22T HERH Y £,
IZ, WLANID 50 (2% LT, 40 S VRO A X v IBIERF 2B 0 ¥ CTHH 2R L E
7,

(Cisco Controller) >config wlan channel-scan defer-time 40 50

. config a<v UK :r~z
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config wlan custom-web .

config wlan custom-web

WLAN O Web FRFE— AR ET HITIX

. config wlan custom-web =~ RZH L £,

config wlan custom-web { {ext-webauth-url ext-webauth-url wian id } | {global {enable |
disable}} | {ms-open {enable | disable |url}} | {login-page page-name } |
{loginfailure-page {page-name | none}} | {logout-page {page-name | none}} | {sleep-client
{enable | disable} wlan_id timeout duration} | {webauth-type {internal | customized |
external} wlan _id}}

BX DA

ext-webauth-url

%%K Web munE(]) URL % E Lij‘

ext-webauth-url

H4ET Web 2RFED URL,

wlan_id WLAN &5l 1. 7 7 4 /v hO#FFHIZ 1 ~ 512 TT,

global WLAN O 7 10—/ AT —H A% E LET,

enable WLAN O 7' 10 —N)L 25 —H 2% A F—T W LE T,
disable WLAN O 70—/ )L ZF—H% Z%F 4B —7 /M LET,
ms-open WLAN Tms A —7 UV IEEZ R E L £7,

enable WLAN T ms A — 7 UHREa A R—7 M LT,

disable WLAN Tms A —7 U427 1 E—7 M LET,

url ms A —7 > URL &% & L£7,

login-page A Web #8FE URL ~D 1 7' A X—=T DA R ZHE L E T,
page-name A Web F8FE URL ~D w1 7 A v NX—=T 4,

loginfailure-page

SR Web 58FE URL ~D 1 7 A VR —V DLARTERELE T,

none

AR Web F8GE URL ~D B 7 A U RS—VEHRELETEA,

logout-page

ML Web i8GEURL D 77 o b X—VDA4FTZRELET,

sleep-client

WLAN CARU—7 7547 MEREZRELET,

timeout

WLAN CAU =T 7 53AT FDEALT 7 FERELET,

config A< K :r~

-
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. config wlan custom-web

duration AV —=TWRREIZHDH 7 T4 7 NPEEHIINCHEIESN S ETD, 74 R
B A LT T MMEORKFEE (REEEAL) , #EFHIX 1 ~ 720 FFE T9,
TN MEFI12 T, AV—F 7747 MEENRENICRD L A
UV —7 L HEERMOM, 7747 MIFECEEY T4 JA—TNT
1 ©® Cisco WLC 225 B[ Cisco WLC I[ZB8) LT=356. 174 EKRIE
BAEANTHMEEIHY A,

webauth-type WLAN D Web #BFED % A 7 HHELET,

internal FIFN T N—=UERRLET,
customized HAZ<w A RSINTa T4y X—=VERRLET,
external AER Web —NIZH B A 0 R—=UEBFRLET,

AR RFIALE AL

av Y FRERE Jy1)y—= EENE
7.6 Zoawr Rt VI —RT76LURIDOY UV —RATEASINE L,
8.2 ZOavwry RREEIN, ms A—F 2 NI A—FNEIMEINE L,

WIZ, WLAN T Web iRiEX A 72 RET 2B 2~ LET,

Cisco Controller config wlan custom-web webauth-type external

. configav K :r~z



I configav > K :r~z

config wlan dhcp_server .

config wlan dhcp_server

4L AN OWNES DHCP — 2R ET 51T

. config wlan dhep_server =~ > F&fif L £
R

config wlan dhcp_server {wlan_id | foreignAp} ip address [required]

-3 qOE L); wlan_id 1 ~ 512 DR LAN #5511,
foreignAp P—RR—F 4 DT 72 A KA MEREL
ESc I
ip_address W DHCP — "D P 7 FL A (ZD/3F
A—HIFIMETT)
required

({£&) DHCP 7 N L RE| D Y CTHRMIENE
IMERELET,

AR R FIALE AL

avy RERE )1)—2 EEAR

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE L,

FEREDHA K54 > DHCP DFREIZIL, DHCP = DA —"—=F A RTERL, FEDA F—7 = A AZED
BToHNZTT7A~VDDHCPT L AZMERT 5 AN BLEsnET, A——J74 F&f

N T H5E 1L, showwlan 2~ > K& H L C, DHCP %— 328 WLAN IZEI D ¥ CTHh T
DI EEMERTEET,

WIZ, R LANID 16 OES DHCP H— "D IP 7 KL 2 10.10.2.1 & ET 5% R
L/i—a—o

(Cisco Controller) >config wlan dhcp_server 16 10.10.2.1

config A< K :r~z .



. config wlan diag-channel

configav > K :r~z |

config wlan diag-channel

KD WLAN TRZWF v RO N T TNy a—TF 4 o T uEAANTT 5HI21E. config wlan
diag-channel =~ > RZfE/H L £,

config wlan diag-channel [enable | disable] wlan id

WO enable (HE) BHLAN OBITT XL %A 2 —
JZLET,
disable (fE8) MHRLAN OBBIF ¢ R L% T 1 £ —
T LET,
wlan_id MR LAN #h 1 (1~512)
ARV RFIHLL RL
avy FERE J1yy—x ERERE
7.6 Zoaxry Rt V=276 URIOY U —ATHAShE LK,

WIZ, WLANID 1 O LAN OZWTF ¥ 2% A F—T T 5605~ LET,

(Cisco Controller) >config wlan diag-channel enable 1

. configav K :r~z



I configav > K :r~z
config wlan dtim .

config wlan dtim

802.11 L % ~» kU — 2 @ Delivery Traffic Indicator Message (DTIM) %% ET 5IZi%. config
wlan dtim =~ > R&H L £,

config wlan dtim {802.11a | 802.11b} dtim wian_id

X DA 802.11a 802.11a /AR » U — 27 O DTIM 2% E L £
7,
802.11b 802.11b MR+ v F U —27 O DTIM #RE L E
‘d‘o
dtim DTIM OffE (1 ~ 255) ,
wlan_id RET H WLAN OFE 5,

ATV RFI4) T 74/ MEIDIIMIL TY,

avr FERE 1) =2 EENE
7.6 Zoavwry NI, V=X 76 URIOY V=2 THASNE L,

&IZ, DTIM & 128 3 L OWLANID 1 C, 802.11a R+ » h U —2 @ DTIM % % i€
THFERLET,

(Cisco Controller) >config wlan dtim 802.1la 128 1

config A< K :r~z .
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. config wlan exclusionlist

config wlan exclusionlist
MR LAN ORI U A &2 F%ET 5HIZ1%, config wlan exclusionlist =~ > RKZ#H L 9,

config wlan exclusionlist {wl/an id [enabled | disabled | fime] | foreignAp [enabled |
disabled | time]}

BX DA wlan_id MR LAN #5517 (1~512)

enabled ((EE) HEDERLAN £ 7213887 7 & %
WA FOBRINY A M B2 A RX—T VT LET,

disabled (&) HrEOMERRLAN £ 721358587 7 & A
RA PO A BT =TI LE
ﬁ—o

time EE) BNV AN 24277 (B) , &
0 I ZIHIRZ R L E T,

foreignAp P —RKX—=TF 4 DT 72 ARA 2 MEFREL
i‘g—o

ATV RFIHLE RL

avy FERE Jy—2 EERE
7.6 ZoawrRiE, VIV—RT6LHIOY V—ATHAINE LT,

FEHEDHA KS4> TP~ Fidconfig wlan blacklist =7~ > ROV (T L £,
WIZ, WLANID 1 DAY A B A R2—TNZT D62 R LET,

(Cisco Controller) >config wlan exclusionlist 1 enabled

. config a<v UK :r~z



I configav > K :r~z
config wlan fabric .

config wlan fabric

WLAN CT7 7 7V v 7 G E 23BN T 511X, config wlan fabric =~ > RAfH L £
R

config wlan fabric {enable | disable}wlan-id

EX DA enable WLAN CT7 77V v/ &2 A 2= LET,

disable WLANTZ 77V v 27 %5 4 —7 M LET,

wlan-id  WLAN #%58F,

AR R FIHILE
AUk E—FK

avy FERE Jyy— ZEERE
R
8.5 Zoawy RREAINE L,

FEREDHA KS4y HF777 V27 APIE7 77V v 7 WLAN TIEBRE SN EE A,

151
WIZ, WLAN T7 7 7 U w7 A X—T7 W T D0 &E R LET,

config wlan fabric enable wlanl

config A< K :r~z .



configav > K :r~z |
. config wlan fabric acl

config wlan fabric acl

7770y WLANDT Z7® A 3 ha—L U+ (ACL) #&ETHI2IE, config wlan
fabricacl =~ FZfEH L E£7,

config wlan fabric acl flex-acl-name wlan-id

B DB

i
&

fex-acl-name ACL 4 T,

wlan-id WLAN %51l

%O
aAavv R TFI4ILk
ATV KR E—F
avy FEREE Jy— ZEERE
3
8.5 Zoavwy RPREASNE L,

EELEOHA K54 HHT 5 ACL L, Flex ACL 7—7 AmbEfGSNET,

151
Wi, 777V w7 WLAN O ACL 42 RET AW 2R LET,

config wlan fabric acl flexACL wlanl

config a<v UK :r~z




I configav > K :r~z

config wlan fabric avc-policy .

config wlan fabric avc-policy

7 77V w7 WLAN @ Application Visibility and Control (AVC) 7'v 7 ¢ V4 %R ET HITIE,
config wlan fabric ave-policy =~ > & H L £,

config wlan fabric ave-policy flex-avc-policy-name wlan-id

KEST D EHEA Sflex-ave-policy-name  AVC RV L —D4,
ﬁILJ‘O
wlan-id WLAN &l

aARRTFIA4ILE

avU kK E—F

avy FERE ))— ZEEAR
A

8.5 Toavwy RREAINE L,

FEREDAA RZM4 Y

451
W, 777V w27 WLAN D ACL 70 7 7 A N4 HRET HH 2R LET,

config wlan fabric acl AVCpolicy wlanl

config A< K :r~z .



config AY > KR :r~z |
. config wlan fabric encap vxlan

config wlan fabric encap vxlan

WLAN (T ARSEHE LAN (VXLAN) % v bV —2Z733l+ (VNID) &~ v B 79 5120E,
config wlan fabric encap vxlan =~ > RZfEH L £7,

config wlan fabric encap vxlanwl/an-id

X DERHA wlan-id WLAN %51
%O

AR R TFIAILE
ARV FE—F

avy FERE J)— ZEERNE
z
8.5 Zoawy RREASHhE L,

FEREDHA FS1 Y
1

&IZ, WLANIZVNID %~ v B 73562~ LE9,

config wlan fabric encap vxlan wlanl

. config a<v UK :r~z



I configav > K :r~z

config wlan fabric switch-ip .

config wlan fabric switch-ip

APVXLAN h > R ESND 7 77V v 7 AL v FOIPT RLAZFHET HIZIE, config
wlan fabric switch-ip =~ > &2 H L £,

config wlan fabric switch-ip ip-address wlan-id

B DEREA

aAavv R TFI4ILk

avU kR E—F

ip-address A A < FOIP T KL
2,

wlan-id ~ WLAN #3+.

avy RERE

FREDHA FSA4 Y

Jy— EERE
S

8.5 Zoavwy RPREASRE L,

Coa<w  RET7 7Y v IBRETIIA T arTHY ., EIZFARAP bR SN
T, 777V I BNANIR S TWDGEE, 774V M TIXAP BERINLTND AL v TF
DIP T RUABRBSNET, IP % 0.0.0.0 IIHET D EFHENTENI/RY, T 7 4V M E
WCETZENRTEET,

1

WIZ, APVXLAN b RV ESNDE 777 Vw7 AL v FDIPT RLRAEERE
THEERLET,

config wlan fabric switch-ip 10.1.1.1 wlanl

config A< K :r~z .



configav > K :r~z |
. config wlan fabric tag

config wlan fabric tag

WLAN Ttx =27 4 Zv—7 %7 (SGT) ZiXET HIZIX. configwlan fabrictag =~ > N
EREHLET,

config wlan fabric tag sgt wilan-id

EX DA sgt X VT4 TN—T X,

wlan-id WLAN #%5317-,

aARRTIA4ILE

avU kK E—F

avy FERE ))— ZEEAR
A

8.5 Toavwy RREAINE L,

FEREDHA KS4 > WLAN TSGT Z 82T 21203, sgrZBBUZ 0 2 L,

SGT %, RADIUS $— 375 OFBFERF IS5 LA T, 7 A MATICZ DfEZRE T
EFEJ, TN MEIZO0 TY

151
WIZ, WLAN |Z SGT % ET H 2R L FT,

config wlan fabric tag sgtl wlanl

Wiz, WLAN 7° 5 SGT #8523 242~ LE T,

config wlan fabric tag 0 wlanl

. config a<v UK :r~z



I configav > K :r~z
config wlan fabric vnid .

config wlan fabric vnid

777U w7 WLAN I[ZAEYESE LAN (VXLAN) v hU— 2753+ (VNID) #®RET DI
. config wlan fabric vnid =~ > RZFEH L 7,

config wlan fabric vnid vnid wlan-id

BX DA vaid ~ VXLAN X~ kU —2
1D,

wlan-id WLAN #5317

aARRTFIA4ILE

avU kK E—F

avy FERE ))— ZEEAR
A

16.5 Zoawy RREAINE LT,

ERALDHA K54 > WLAN 725 VXLAN O~ v EU 7 EHIBRT 21013, vnidZBH0C 0 2 L E 7,
WLAN TOA v Z—T A ZF-IXVLAN ¥ v B 7%, A4 v FTIrbhvET,

151
Wi, 777V v 27 WLAN T VNID R ET 50 a2~ LET,

config wlan fabric vnidl wlanl

wIiZ., 777U w27 WLAN 225 VNID = v o Z 2 HIRT 262 R~ LE T,

config wlan fabric 0 wlanl

config A< K :r~z .



configav > K :r~z |
. config wlan fabric avc-policy

config wlan fabric avc-policy

7 77V w7 WLAN @ Application Visibility and Control (AVC) 7'v 7 ¢ V4 &R ET HITIE,
config wlan fabric ave-policy =~ > RZ{EfH L £,

config wlan fabric ave-policy flex-avc-policy-name wlan-id

KEST D EHEA flex-ave-policy-name  AVC RV 2 — D4,
ﬁILJ‘O
wlan-id WLAN sl

aARRTFIA4ILE

avU kK E—F

avy FERE ))— EEAR
A

8.5 Toavwy RREAINE L,

FEREDAA RZM4 Y

1

Wiz, 777U v WLAN ® ACL 70 7 7 A V4 5B ET A6 5 R LET,

config wlan fabric acl AVCpolicy wlanl

. config a<v UK :r~z



I configav > K :r~z

config wlan flexconnect ap-auth .

config wlan flexconnect ap-auth

H—W )V TAA v F Zi%H WLAN T, FlexConnect ([ZBHEMT T D7 T4 T v hor—)L
REEA X ET D21, config wlan flexconnect ap-auth =~ > K& L E7,

config wlan flexconnect ap-auth wlan_id {enable | disable}

X DA ap-auth

2—H )V TAA v F D WLAN T,
FlexConnect (ZBS#Eff 1T N2y FA T hD
0 — G NVEHFERELET,

wlan_id

1 ~ 512 O LAN 5511,

enable

WLAN @ AP #EiE%a A 2—7 VI LET,

disable

WLAN O AP BGEE T 4 Z—T M LET,

ARy RFIANLE AL

avy FER Jjy—=

EERE

7.6

Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

FEREDHA K54 > FlexConnect (ZBHESH T b T AT > FO v —TVERBREA R ET D WLAN T, m—H/L A
L F U T A F—T T ARERS Y 7,

RIZ, $87E L7z WLAN T FlexConnect [ZBHEff 1T 5N TWD 7 T4 7 b OFBGEE A
=T M LHl R L ET,

(Cisco Controller)

>config wlan flexconnect ap-auth 6 enable

config A< K :r~z .



configav > K :r~z |

. config wlan flexconnect central-assoc

config wlan flexconnect central-assoc

CiscoWLC TZ A TV hOBFT Vv o= ardttXal T4 X—DOF v v varBETDH
|ZiZ. config wlan flexconnect central-assoc =~ > K& L £7,

config wlan flexconnect central-assoc wlan-id {enable | disable}

BXDEREA

AU RTIHIE

wlan-id WLAN @ 1D

enable CiscoWLC D7 Z AT FD
BT Yio—arbttda
V74 F—DF vy viakf
iz LT,

disable CiscoWLC D7 T AT hD
BT Yo—arbttda
V74 F—DF v v ok
e LEd,

CiscoWLC DI FAT v hET Voo —2arvbeda T F— Xy v aid, EBEHOR
e,

avy FERE

FEREDAHA RS2

JU— EERE
S

8.0 ZOawy RREAINE LT,

Z OREOHMBIL, v — < 7 B L KRB R T,

2—HNVEIETOHRRT Vv — g VOREIX., WLAN THAHR— K ELEH A, PMIPv6 b
VAAPREEEIND L, PMIPV6 7 TA T2 LT RTOT—H 8T 7 4w 71%, Cisco
AP 75 Generic Routing Encapsulation (GRE) h > R/l u—h /LY T 4 72— (LM)
IZHRE &N E 9, Cisco AP & Cisco WLC OO N b T-5E . BEfED PMIPV6 7 A T
YEDOTFT—X T 7 4 v 7%, CiscoAP &7 T4 7T v NOMOEGENKDILS F TH i
EZEENET, APBAX Y T r Y £— ROHA, PMIPV6 %It WLAN TIXHH 27 74 7
YhT Y=y arigF AL ER A,

KIZ, ID %32 D WLAN T CiscoWLC D27 TA T > bOFET Y vx—arltxa
VT4 F=DF v v T 20" LET,

(Cisco Controller) >config wlan flexconnect central-assoc 2 enable

. configav K :r~z



I configav > K :r~z

config wlan flexconnect learn-ipaddr .

config wlan flexconnect learn-ipaddr

CiscoWLAN 2 b B —FZZX L CZ T4 T MIPT RLADFEBRERNETITET DI
. config wlan flexconnect learn-ipaddr =~ > R&fEH L 9,

config wlan flexconnect learn-ipaddr wlan_id {enable | disable}

BXDEREA

aAavU R TFI4ILk

wlan_id 1 ~ 512 OEER LAN 78510+
enable HEMLLAN T2Z A4 T R IPvA 7 RLAD¥

BHaeARX—T M LET,

disable W LAN T 7A T FIPVAT RLADF
BEF o —T NI LET,

config wlan flexconnect local-switching =~ > RV IEZNTh 535513, HhiT/e 0 £9°, config
wlan flexconnect local-switching =~ > R HZTH L5513, A0 £,

avy FERE

FEREDHA KS4A4 Y

J1y—=x ERAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,
8.0 Zoawy N, IPvd 7 RLAEROLE Y R—FLET,

7747 v MZ Layer2 B bR E SN TWDIGE, 2 e —F 127747 NPT R
AFETE BHNCI 94T h e Rry T LES, 7747 FIPT RLADFEE
BRI TAT o OB MR DR, 20X T a UEEIZLET,

oo RiXIPvd TORELTT,

BEEav> R

IP 7 KU ADZEE M3 HH6EEIL. FlexConnect F1R- A A »F 2 7 TliEhHR—FEh T
FH A,

WIZ, WLANGIZH LT AT FIPT RLADEE T 4 v —T7 NI T 506 % R
Li‘g—o

(Cisco Controller) >config wlan flexconnect learn-ipaddr disable 6

show wlan

config A< K :r~z .
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. config wlan flexconnect local-switching

config wlan flexconnect local-switching

FlexConnect WLAN T, w—/v AA v F 7 HH4EH DHCP, NAT-PAT, £7oidA4— —
74 RDNS A7 a U &ET HIZIE, config wlan flexconnect local switching =~ > R % fif
HALET,

config wlan flexconnect local-switching wlan_id {enable | disable} { {central-dhcp {enable |
disable} nat-pat {enable | disable} } | {override option dns { enable | disable} } }

BXDEREA

wlan_id 1 ~ 512 OEERR LAN 78510+
enable FlexConnect WLAN T —Hh /)L AA v F 7

A R—T M LET,

disable FlexConnect WLAN T —H )V AA v F 7
T 4= M LET,

central-dhcp a—5 )V AA v F 7 FlexConnect WLAN T,
DHCP /X7y FOHFRAAL »F 2 T HiRE L
T, ZOBEEZA X—T T HE, AP
5%fg L7=DHCP X7 v ME, a2av hr—7
IZHRTAA v F Ei, AP B LU SSID (25
SWTHET 5 VLAN (ICHRE S E T,

enable FlexConnect WLAN O£ 145 ¥ DHCP % 1 % —
T LET,
disable FlexConnect WLAN O 4E & HE DHCP % 7 «

—T Iz LET,

nat-pat a—J1)v A A+ F > 7 FlexConnect WLAN T,
Xv FU—27 7 RL 22 (NAT) LAR—k
7 RL 225 (PAT) Z#&ELET,

enable FlexConnect WLAN @ NAT-PAT % A % —7 )L
IZLET,

disable FlexConnect WLAN ® NAT-PAT %7 4 & —7
Mz LET,

override FlexConnect WLAN C DHCP A —/3—F A K

FFvarERELET,

. config a<v UK :r~z
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AR TFIAILE

config wlan flexconnect local-switching .

option dns FlexConnect WLAN TA—/3—7 1 K DNS &
TarvEEELET, ZOFTva kA —
N—=F A FTHL, 7I7A47 2 ME, = b
0 —7 TR <, AP2S5DNS Y — "D IP 7
FLAZRfFLET,

enable FlexConnect WLAN TA—/N—5 1 K DNS %
TarkA X —T NI LET,

disable FlexConnect WLAN T#4—/3—Z 1 K DNS A
TrarkETF 4= M LET,

ZOMREIXT 4 =T AT,

avy FERE

EREDAARZA Y

Jiy—=x EERNE
7.6 Zoa<wry RNE, VYU —RT76LEIOY V—ATHAINE LT,
8.0 Zoa=wrRix, IPvd 7 RLAEROLEZYR—FLET,

config wlan flexconnect local-switching =1~ > RZHZZ79 5 & config wlan flexconnect
learn-ipaddr =~ > &7 7 4 /L h THEZEINET,

Do RiXIPvd TOREETT,

IP 7 R L 2D 2024 HHRE1L. FlexConnect PR A A v F o 7 ClIPR—FEnTWH
A,

Wiz, a—h) AL v F 7 TWLANG6 A F—7 iz L, FE£PEPLDHCP B LW
NAT-PAT % A 2 — 7 MZT A6 %R LE T,

(Cisco Controller) >config wlan flexconnect local-switching 6 enable central-dhcp enable
nat-pat enable

WKIZ, WLANG6 T, F—_—F5 A RDNS A>3 & A 3—7 T 5052 RLE
7,

(Cisco Controller) >config wlan flexconnect local-switching 6 override option dns enable

config A< K :r~z .
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. config wlan flexconnect vlan-central-switching

config wlan flexconnect vlan-central-switching

12—V TCAA v F D WLANT, FRAL v F o 7% ET HIZIEL, configwlan flexconnect
vlan-central-switching =~ > F&{HH L £,

config wlan flexconnect vlan-central-switching wian id { enable | disable }

i
&

B DB

AR R TFI4ILE

wlan_id 1 ~ 512 DR LAN #8510+

enable O —H)NVTAL v TFINDHTA ¥ L ALAN
T, WRAAL v F U T oA X—T M LET,

disable 2—HNVTAAL v FENDHY AL ALAN
T, TR vF T BT 4 —T VI LE
7,

PR A F o T3 TT,

avy FNERE

FEREDAA RZA4 Y

-2 EEAR
7.6 Zoa<wrPiE, VU —=AT6LEIOY Y —ATHEAShE L,

VLAN OF R A A v F o T A 2—T I T HIT1E. Flexconnect D2 —H )L AA v F L T %
AR—=T VT LMERHY £, WLAN HRZAA v F o T4 RX—TMIZF5H L, WLAN
e —7/VIEEE802.1Q U 7 E TCRESNTWALEA, 778 ARA LV NEIN T T4 v 7 %
a—AMZ7 Y vy LET, T7E'AKRA L MIVLAN BERESILTOZRWEA, APIX, b
PHANVEHEALTCary hr ==l 77 s v B RL, 2 br—Z 35T % VLAN (IZ
N7 T4 BT v LET,

WLAN FRA A »F o 7L, L FZ R —RFLTWWERA,

« FlexConnect @ — 5 /L E8F,

=NV AL F T ITITAT L bDLA Y3 n—3 7,

WIZ, WLAN 6 CTHIRZ A v F o T oA 2 —T T B %2R LET,

(Cisco Controller) >config wlan flexconnect vlan-central-switching 6 enable

. config a<v UK :r~z
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config wlan flow .

config wlan flow

WLAN [Z NetFlow & =% % B#f} 17 51213, config wlan flow =~ REfH L £,

config wlan flow wian_id monitor monitor_ name {enable | disable}

X DERHA wlan_id 1 ~ 512 O LAN #B1 (s ofEx3Te)
monitor NetFlow =¥ #ZELF T,

monitor_name  NetFlow & =% D4, &= 413K 32 LFOHEEF T, KLFL/NLF
ZXHILET, T2 AICAR—RAELEZTOLLITTEEE A,

enable WLAN & NetFlow & =& % B#EfT i+ F 4,

disable WLAN 7> 5 NetFlow & = & OR#AHT Zf#& L £,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoavry Rt VY—RXT76LEIOY VU —ATEAINE L,

FEREDHA KS4 > configflow =~ &l LT, ¥ L NetFlow =% 2R T& £,

®IZ. WLAN & NetFlow &= % & BE#Ef T 262~ LET,

(Cisco Controller) >config wlan flow 5 monitor monitorl enable

config A< K :r~z .
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. config wlan hotspot

config wlan hotspot
WLAN D7 v AR > M &EFHET HIZI1E, config wlan hotspot =~ > RAZEH L £,

config wlan hotspot {clear-all wian_id | dotllu | hs2 | msap}

X niHA clear-all WLAN Oy FZARy FREEZZ VT LET,

wlan_id 1 ~ 512 OERRE LAN 35517,

dotllu  WLAN ® 802.1ludy ARy FEHRELET,

hs2 WLAN @ HotSpot2 % E L £,

msap WLAN @ Mobility Services Advertisement Protocol (MSAP) % EL £,

ARVRFILLE L

av 2 REE )= EEAR
7.6 ZoawryRE V=276 UEIOY Y =2 THAShE LT,

ERALDHA K54 WK3248 Y hAKRY h WLAN ZRETEET,

KIZ, WLAN (Z HotSpot2 X ET Az~ LET,

(Cisco Controller) >config wlan hotspot hs2 enable 2

. config a<v UK :r~z
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config wlan hotspot dot11u .

config wlan hotspot dot11u

WLAN @ 802.11lu x> h ARy FERET HITIX

LET,

. config wlan hotspot dot1lu =~ > R % {ii [f]

config wlan hotspot dotllu {3gpp-info | auth-type | enable | disable | domain | hessid |

ipaddr-type |

nai-realm | network-type | roam-oi}

BX DA

3gpp-info 3GPP BV T — Ry bU—IERERELET,

auth-type Fv NI —VREEX A TR ELET,

disable By hARY hOFa77A4LT, 802.1luzT 4 E—7 LI LET,

domain RAAL U ERELET,

enable Ky hARy ho7Ta 77 AT, 802.11u A F—7 /W LE7, IEEE
802.11ulx, ENANEZIFR—I 7 N— | F—DKRy FAKR Y M T, 802.1X
FNRL ZDOHE) WLAN 71— K& A x—7 I LET,

hessid Homogenous Extended Service Set Identifier (HESSID) %Xz L £9, HESSID

X, Xy FU—J 2 —BIZEBATH6 47T FOMACT RLATT,

ipaddr-type

IPv4 7 KL ADR MY A TE2RELET,

nai-realm

802.11u %Thts WLAN O L /L AR HE L E T,

network-type

802.1luRy hU—7 AATBLOA A=y b T I/ RAEZRELET,

roam-oi o—3 7 aryy—7 A0 (O) DU R MERELET,
avvRFIrAe AL
2% RBE Jy—2 EERE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,
8.0 Zoawr R, IPvA T RLABROLEZ Y R— N LET,

WIZ, By FARy h a7 7 AL T80R2.1luzx A F—7 M T 50 a2 R LET,

(Cisco Controller) >config wlan hotspot dotllu enable 6

config A< K :r~
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. config wlan hotspot dot11u 3gpp-info

config wlan hotspot dot11u 3gpp-info

802.11u 75 v b AR > b WLAN T3GPP E/LT7— % v U — 7 1EMAZRET 5I21E. config
wlan hotspot dot11u 3gpp-info =~ > K& H L £,

config wlan hotspot dotl1u 3gpp-info {add | delete} index country code network code wlan_id

X DA add TNV BNV T— Ry NT—TIFREZBMLET,
delete ENRAN BT — Ry NT—TIFEREHIBRL T,
index vV T— AT v A, FEETE HHMIL 1 ~32 TT,

country code 2 #:Al 10 #% (BCD) DT NRANVEE S (MCC) . FHEZITHRK3 LF
TY, 7=& 21X, kE® MCC 1% 310 TY,

network_code BCDAXDENA L Ry hU—27 a—FK (MNC) , EALVEFES (MCC)
ERLAG T, MNC I B OES FEF - IXBEFEST L —BITHk
BT HOIERSNET, *v hU—27 a—FidxK3XFTYT, &z
1. T- Mobile ® MNC X 026 T,

wlan_id 1 ~ 512 O LAN 511,

ARVEFIALE AL

avy FER J1y—= EERNR
7.6 Zoa<wr RNE, VU—RT76EIOY V—XTHAINE LT,

EELEOHA KS4Y FPA—FERTVDHEASASL Ry U —27 a— ROHL, WLAN 720 32 T,

&IZ., WLAN ® 3GPP /LT — %y U — 75 ARET D0 %R LET,

(Cisco Controller) >config wlan hotspot dotllu 3gpp-info add

. configav K :r~z
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config wlan hotspot dot11u auth-type .

config wlan hotspot dot11u auth-type

802.11uA > h AR > NWLAN DR v NU— 7 3BFEX A 7 Z 5% E T 5 IZIE. config wlan hotspot
dotllu auth-type =~ > R&EMHHL £,

config wlan hotspot dotl1u auth-type network-auth wian_id

BX DA network-auth  WLAN T ET 5% v b U —27 383, HHTE 2EIZ. kO LB TT,
<0 SRR,
ol AT A UBER,
«2 : HTTPHTTPS U XA L 27 /g 2,
*3:DNSUXA LT aL,
4SRN

wlan_id 1 ~ 512 DR LAN #5111,

AR FIALE AL

av Yy FER Jjy—= TEAR
7.6 ZoawrRiE, VV—RT76LHIOY UV —ATHAINE LT,

FEHEDHA KS4> DNSUXA LI vary A7 varid, V=73 TEHAR—FSNTHEEA,

RIZ 802.1lu By hAR Y B WLAN DRy U —JFBFEX A 7 & LC., HTTP/HTTPS
VEA VI varERETHHERLET,

(Cisco Controller) >config wlan hotspot dotllu auth-type 2 1

config A< K :r~z .
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. config wlan hotspot dot11u disable

config wlan hotspot dot11u disable

WLAN @ 802.11u7x > h AR b & T 4 B—7 /2T BIZ1. config wlan hotspot dot11u disable
avy REEHLET,

config wlan hotspot dotl1u disable wian_id

X DERHA wlan_id 1 ~ 512 O R LAN 3531 1-,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

wIZ, WLAN D 802.1lury ARy h&T 42— WIT 50~ LET,

(Cisco Controller) >config wlan hotspot dotllu disable 6

. config a<v UK :r~z
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config wlan hotspot dot11u domain .

config wlan hotspot dot11u domain

802.11 77 A v NU—J TEHHIEL TS RAA U ZFHET HITIL, config wlan hotspot
dotllu domain =~ > RZFEH L £,

config wlan hotspot dotl1u domain {add wlan_id domain-index domain_name | delete wian_id
domain-index | modify wlan_id domain-index domain_name}

B DR

ul
&

add RAA v Z2BIMLET,
wlan_id 1 ~ 512 O LAN G851,

domain-index 1~32 O RKAA L AT v A,

domain_name R A A 4, RAA TR 255 SCFORHBF T, KILFL/NTF%E KHI L

e
delete RAA HHIBRLET,
modify RAAL L HEERLET,
ARURTFIALE L
av Y RERE =2 EERE
7.6 Zoawry R V=276 LEIOY Y —ATHAShE L,

WIZ, 8RN TV EA Ry NT—T TRAAL VEBMNT5H %2R LET,

(Cisco Controller) >config wlan hotspot dotllu domain add 6 30 domainl

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot dot11u enable

config wlan hotspot dot11u enable

WLAN @ 802.11u &8 v b AR > h & A F—7/LIZF HIZIL, config wlan hotspot dot11u enable
avy REEHLET,

config wlan hotspot dotl1u enable wian_id

X DERHA wlan_id 1 ~ 512 O R LAN 3531 1-,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

WIZ, WLAN @ 802.1lury ARy A X—T NI THH0ERLET,

(Cisco Controller) >config wlan hotspot dotllu enable 6

. config a<v UK :r~z
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config wlan hotspot dot11u hessid .

config wlan hotspot dot11u hessid

802.11u & v F AR v F WLAN T Homogenous Extended Service Set Identifier (HESSID) % #¢7E
3 5I1Z1L. config wlan hotspot dotllu hessid =~ > RZ&fffH L £9,

config wlan hotspot dotl1u hessid /essid wlan_id

B DEREA

hessid  HESSID & L CHRETX S MAC 7 RL A, HESSID (%. *v hU—2 % —E|2#%R
T564 7T FOMACT FLATY, /=& z21EX. WLAN O Basic Service Set
Identification (BSSID) . HESSID & L T Cx £,

wlan_id 1 ~ 512 OMEEHRE LAN #5817,

aATYRFIHLE AL
avy FEE )1)—2 EERAE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

w2 802.11u A" v F A7 > ~ WLAN @ HESSID #RET 5%~ LET,

(Cisco Controller) >config wlan hotspot dotllu hessid 00:21:1b:ea:36:60 6

config A< K :r~z .
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. config wlan hotspot dot11u ipaddr-type

config wlan hotspot dot11u ipaddr-type

802.11us v h ARy  WLAN CRIFI CEX BAIPT RLADH A T HFHZHET HIZIL, configwlan
hotspot dotl1u ipaddr-type =~ > & H L £7,

config wlan hotspot dotl1u ipaddr-type /Pv4Type {0 -7} IPv6Type {0-2}wlan id

X DEREA IPvdType IPv4 2 A4 7 DT R A, IROWTNNOEEZ AT LET,
0:1Pv4 7 RLAIfEATE EHA,
1: 370 7 IPvd 7 RLABMEHTE £,
2 R— MHIBRAT & IPv4 7 L ABMER T £9,
3: VU TIVNAT ST T A4 X— K IPvd 7 RUARERTE £,
4: XTIVNAT 7T A X— K IPv4 7 RLUARMER TE £7,
5 AR— MIBRAT & IPv4 7 R L A LN 7L NAT 3t IPv4 7 R L ARl T

%i—a—o
6 : R— MHIFRAHE IPvA 7 FLRAB L OE 7V NAT k)i IPvd 7 KU A DMER T&
iﬁ—o

7 :IPv4 7 RLAMERTE 5208 9 003 RBATY,

IPv6Type 1Pv6 # A 7 DT RV A, IROWTIOHEEATILET,
0:IPv6 7 RLRIIEHTE LA,
1:1Pv6 7 KL R CE £,
2:IPv6 7 RLUANPMEHTE 57008 5 AT,

wlan_id 1 ~ 512 OHERE LAN 55/ F,

ATV RFI4IR PVAZATOT RLAOT 7 4L ML 1 TY,

avy FER Jy—= EERNE
7.6 Zoavwry Rt VIY—RXT76LAIOY JV—ATEAINE L,
8.0 Zoawy RN, IPvd 7 RLABEROLEFR—FLET,

wIZ802.11luxy ARy NWLANDIPT RLAD R HMZ A T HERETHHZEZRL
F9,

(Cisco Controller) >config wlan hotspot dotllu ipaddr-type 6 2 6

BEav >R show wlan

. configav K :r~z
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config wlan hotspot dot11u nai-realm .

config wlan hotspot dot11u nai-realm

WLAN @ 802.11uAl v F ARy RO LIV AZRIET ST, config wlan hotspot dot11u nai-realm
axy RaHLET,

config wlan hotspot dotl1u nai-realm {add | delete | modify} {auth-methodwlan idrealm-index
eap-index auth-index auth-method auth-parameter | eap-method wlan_id realm-index eap-index
eap-method | realm-name wlan_id realm-index realm}

B DEREA

add LIV AEBINLET,
delete LV AEHIBRLET,
modify LV AEERLET,

auth-method i /i~ 2 3BRE S XA FEE L £ 7,

wlan_id 1 ~ 512 O 8RR LAN 5517,

realm-index — L)V A T w7 A, fRETE HHMHIT 1 ~ 32 TY,

eap-index EAP A VT v/ A, FEETZ B%MHIT1 ~4 TT,

auth-index SWELA VT w7 A, HEOFEIZ 1 ~ 10 T,

auth-method — fi 14 2 BFEH A, FETE 2#MHIT1~4TT, WOFT v a 2T
£7,

o 1 : 3F EAP WHRERGE ST 20
o2 WERRRGESX 1 7
3 LTV EAT

e4: NIV EAP D7 LT oy 2 AT

auth-parameter ffifl§~ 238587 A —%, ZOfEIE, EHTL2RIES UL > TERZRY £,
FEIC OV TR, ROKREZZRLTIZE,

eap-method i ] L HHEIRFERE Y = h 2V (EAP) HFAAHELET,

config A< K :r~z .



. config wlan hotspot dot11u nai-realm

configav > K :r~z |

eap-method

EAP 5, H&h7e&iflix0~7 CT9, ROF T a v 2EHATEET,
<0 WH W

* 1 : Lightweight Extensible Authentication Protocol (LEAP)

2 : Protected EAP (PEAP)

* 3 : EAP-Transport Layer Security (EAP-TLS)

*4: EAP-FAST (2% =27 bRV T E2N L7 LX T T ILREGE)

* 5 : EAP for GSM Subscriber Identity Module (EAP-SIM)

* 6 : EAP-Tunneled Transport Layer Security (EAP-TTLS)

* 7 : EAP for UMTS Authentication and Key Agreement (EAP-AKA)

realm-name L)L ADLFEIEELE T,
realm LIV ADAET, LV b4E, RECA2 ICHERLL TWALENRH Y T4, =&

ZIE, Cisco DX DT F£9, LIV LAAITHRK 255 LFOEETF T, KRILF

N FEXRALET,
aATVRFIHLE AL
av Y FRERE )1)—Xx EZEHNE
7.6 Zoawry Rt VIU—RAT76UAIOV V—ATEHAINE LT,

ERELOAA RS54y KOEIE, RIASTA—FNY A PSRTOET,

. configav K :r~z
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KR5S A—4

config wlan hotspot dot11u nai-realm .

JEEAP AERAR (1) RNEBEAP B ARDA AT | 9LToov L3247
(2) (3) [Tunneled EAP & LT >
L BAAT (8)
0 : THRIFH 1 : LEAP 1:SIM
1 : Password Authentication 2 : PEAP 2 : USIM
Protocol (PAP) 3 : EAP-TLS 3:NFCE*27 TL Ak
2 : Challenge-Handshake ) R RN
Authentication Protocol 4 - EAP-FAST i nmRT=T hmr e
(CHAP) 5 : EAP-SIM 5:Y7 k8 b=
3 : Microsoft Challenge 6 : EAP-TTLS 6 : AEHIE
Handshake Authentication 7 . EAP-AKA 7 e AT
) ) o < .
Protocol (MS-CHAP) ‘ ‘
4 : MSCHAPV2 8 ¢ Reserver
9: [EA4

10 : XX —[EAG

&IZ, WLAN 4 T Tunneled EAP Method Credential 233F 52 & B¢ 562~ L £,

(Cisco Controller) >config wlan hotspot dotllu nai-realm add auth-method 4 10 3 5 4 6

config A< K :r~z .
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. config wlan hotspot dot11u network-type

config wlan hotspot dot11u network-type

802.1lux v F ARy NWLAND Ry hU—2 Z AT LA 2=y FOFHAMERET I
. config wlan hotspot dotllu network-type =~ > RZfEH L £9,

config wlan hotspot dotl1u network-type wlan_id network-type internet-access

X DERHA wlan_id 1 ~ 512 O R LAN G511,

network-type %y WU —2 Z AT MEHTEX ATV a U 0E, KO LB T,
0: FTARN=F Xy bT—=7
1 AT I BREFHLETFAR—K Xy hT—2
2 HRONRTY s Ry hT—S
<3 MEOART Y v Xy hT—Y
4 HADTNA A Ry NT—2
o5 BAY—EXAHHR Y bU—7
<14 7 A M EITERH
c15: YAV RA—FR

internet-access A X —F v NAJHMEO AT —F A, 0DfHEIZ. £ > X —% v NEAERTx2
W2l LA v F—y MEEHTEL 2R LET,

ATV RFIFLE AL

av Y FEE 1) =2 EERE
7.6 ZoavyRiE VY —=A76 URiD ) V) —ATHEASNE LT,

wIZ802.1lubry hAR Y N WLAN TRy NU—F XA T LA X —F%y bOr] M
ERETHHERLET,

(Cisco Controller) >config wlan hotspot dotllu network-type 2 1

. configav K :r~z
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config wlan hotspot dot11u ream-oi .

config wlan hotspot dot11u roam-oi

802.11u " v ARy b WLAN Tr—=3 7 av Y —v 7 AOMMEHR T (O OV A &
FIET HITIL. config wlan hotspot dotllu roam-oi =~ > R&fEH L £,

config wlan hotspot dotllu roam-oi {add wlan_id oi-index oi is-beacon | modify wlan_id oi-index
oi is-beacon | delete wlan_id oi-index}

B DEREA add Ol ZiBML £,

wlan-id 1 ~ 512 DR LAN 351+,

oi-index 1~32 OFHDA T v 7 A,

oi Bz 6 Hid 16 HE, E&% 6 /5 MITHMENHLES, 72L& 21X, 004096
*7-1% AABBDF & L 9,

is-beacon v —za 2Ol #BMNTH1-DIHHTIE—ar 757, 01FT7 4 8—7 1, 1
MAX—TNTHDEZLERLET, 77 7BRREINT- WLAN IZH LT, &K
3500l #BEIMTE£7,

modify Ol #Z & L%,

delete Ol ZHIFRLE7,

aATVRFIHLE AL

av Yy FER J1)—x TFTEHNAE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

Wi, a—3I 7 ary)—y7AD0L Y A NEHRETAHFEZRLET,

(Cisco Controller) >config wlan hotspot dotllu roam-oi add 4 10 004096 1

config A< K :r~z .
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configav > K :r~z |

config wlan hotspot hs2

HotSpot2 /X T A — X %% E 3 5HIZ1%. config wlan hotspot hs2 =~ > N&fEfH L £7,

config wlan hotspot hs2 {disable wlan _id | enable wlan id | operator-name {add wlan id index
operator_name language-code | delete wian_id index | modify wlan_id index operator-name
language-code} | port-config {add wlan_id port config index ip-protocol port-number status |
delete wlan_id port-config-index | modify wlan_id port-config-index ip-protocol port-number status }
| wan-metrics wlan_id link-status symet-link downlink-speed uplink-speed '}

BX DA

disable HotSpot2 %7 4 E—7 /LI L £,

wlan-id 1 ~ 512 DR LAN #5511,

enable HotSpot2 % A r—7 M LE T,

operator-name 802.11 AL —Z DA &R E L ET,

add WLAN FREIZ., AL —&4, F— NRE.
FEIEIWAN X R w7 RTI A= EEBML
9,

index TR —=EZDAT v 7 A, FHETE HEIH
X1 ~327T9,

operator-name F R —F DAHI,

language-code AT 5558, Sitx EFRT 5 I1S0-14962-1997

Ta— RFH, ZOXFHNL3 LFDOE
Ea— N T, EBEORYID 3 LFEEHIET
ANTLET (2L 21E, #EFEOL A Teng) |

delete WLAN b AL —24 R"— MRIE, £
IEIWAN A R U w7 RT A= ZHIBRLET,

modify WLAN OF R VL—2 4 R— MRE, £700%
WAN A RV w7 RT A= EETFLET,

port-config N— MREMERELET,

port_config_index = REREA T v 7 A, BHETE HHEPFIL

1 ~32T9, 74/ MAIZL T,

. configav K :r~z



I configav > K :r~z

config wlan hotspot hs2 .

ip-protocol

HHT D7 hal, ZoRTA—2 %, M
BIERAESNDWEETo haLtR— o
FeRIEBICBET A ERA R L 3, koA
varvEFEHTEET,

1 : ICMP

6 : FTP/SSH/TLS/PPTP-VPN/VoIP
17 : IKEv2 (IPSec-VPN/VoIP/ESP)
50 : ESP (IPSec-VPN)

port-number

R— b &, WOA T a2l TE£7,
0 : ICMP/ESP (IPSec-VPN)

20 : FTP

22 : SSH

443 : TLS-VPN

500 : IKEv2

1723 : PPTP-VPN

4500 : IKEv2

5060 : VoIP

status

IPHE—FNDRF—H A, ROFT > a2 wfF
Acxxd,

0: 7a—XxX
1:4—7
2 REA

wan-metrics

WAN A R v 7 #RELFT,

link-status

Vo AT —HA, WDAT g #ERAT
%ij‘o

«0: A~
1V Ty
2V Hyv

3.7 ANKREDY Y

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2

symet-link SRR v AT —H AR, RO T a
PEHTE £9,
c0: VU IHEXT TN T XTI
TRV ET (ADSL 72 &)
1 VU IHEEIT TV e x T
Y7 TCRILCTT (DS172 &)

downlink-speed kbps ELAZLD WAN /Ry 7 ik—)L U 7 DX
U, RKAEIX 4,194,304 kbps T,

uplink-speed kbps LD WAN /N> 7 7R—L U 7 DT
TV, e KB 4,194,304 kbps T,

ARV RFILLE L

av v RERE J1y—2 EEARAR
7.6 ZoavwryPiE, VU—=RAT76 LRIV Y —ATHEAShE L,

WIZ, WAN A b U w7 RTA—=ZDOFEFE TR LET,

(Cisco Controller) >config wlan hotspot hs2 wan-metrics add 345 1 0 3333

. configav K :r~z



I configav > K :r~z

config wlan hotspot hs2 domain-id

RAA L ID ZRET HITI1E, WLAN 27 ¢ F 2 L—3 5 > E— R T config wlan hotspot hs2

domain-id =~ > FEHEH L £,

config wlan hotspot hs2 domain-id wlan-id domain-id

config wlan hotspot hs2 domain-id .

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

wlan-id ~ WLANID %75, 1 ~ 512 Dz A LET,

domain-id |~ A A 1D, 0~ 65535 D& TEEZ AT LET,

RAAL L ID BDRES N TWVEE A,

WLAN O E

avy FERE

JUy—Z ZEERAR

Uy —= Zoawy RREAINE LT,
8.2

WIZ, RAALID #RETHH0 2~ LET,

Cisco Controller > config wlan hotspot hs2

domain-id 12

config A< K :r~z .



. config wlan hotspot hs2 osu legacy-ssid

config wlan hotspot hs2 osu legacy-ssid

FrIA AT v (0SU) —E X &y halhll+ (SSID) 4 ziEd 5Ii2id, WLAN
227 4 F 2 L—3 3 E— KT config wlan hotspot hs2 osu legacy-ssid =~ > K& ffi [l L &

‘jﬂo

config wlan hotspot hs2 osu legacy-ssid wlan-id ssid-name

BX DA

AU R TIAIE

ATV R E—F

wlan-id ~ WLANID &5, 1 ~512DfEx AN LET,

ssid-name SSID 4.,

OSU SSID A MR EINTWVERA,

WLAN DR E

av Y RERE

JUY—X EERAR

V)=  ZoavwryREAShELL,
8.2

WIZ, OSUSSID 4 =R ET HH &R~ LET,

Cisco Controller > config wlan hotspot hs2 osu legacy-ssid 12

. config a<v UK :r~z

configav > K :r~z |

cisco



I configav > K :r~z

config wlan hotspot hs2 osu sp create .

config wlan hotspot hs2 osu sp create

Fr T4 AT v (0SU) P—E R Fu g F—2EERT 5121, WLAN 22> 7 ¢
F =2 L—3 3 F— KT config wlan hotspot hs2 osu sp create =~ > F&fEH L 9,

config wlan hotspot hs2 osu sp create wian-id osu-index lang-code ascii/hex friendly-name

[description ]
BX DA wlan-id WLANID %5, 1~512DfEE A LET,
osu-index OSUA T w7 A, 1~16 DEHTHEAEAT LET,
lang-code SREa— R, 1S0-639 D2 LFFIXILFOI— REANLET (& 2,
KEEDY A 1L eng)
ascii/hex TXAMEREHE L ET (ASCH F 713 16 D)

friendly-name

=R TS F—F, R TFHEIL 252 LFETT,

description

(EE) V= 0@, BRI 252 X7 TTS

AU R TIHIbE

AR E—F

OSU Y —ER Fa A X —LRREINTVERA,

WLAN D% E

avy FERE

D)—R ZEERE
JYy—2  Zoavry R FREAISRELL
8.2

wIZ, OSU B —E R g X —ZERETHHERLET,

Cisco Controller > config wlan hotspot hs2 osu sp create 12 2 eng ascii cisco server-1

config A< K :r~z .



. config wlan hotspot hs2 osu sp delete

config wlan hotspot hs2 osu sp delete

FrIA4 A7y (0SU) —ER Fu g X —%HIRT 5HIT1E

hs2 osu sp delete 1~ > N &fiH L £,

config wlan hotspot hs2 osu sp delete wlan-idosu-index lang-code

configav > K :r~z |

. config wlan hotspot

B DEREA

wlan-id

WLANID &5, 1 ~512 DfEZ AT LET,

osu-index

OSUA VT v A, 1~ 16 D#EPHTHEEZ AT LET,

lang-code

FEa— R, 1SO-639 M2 LFF I3 XFOa—Ra AN LET (2L 2F, &

=
FEOEE L eng)

AR R TFI4ILE

ATV R E—F

OSUV—E R Tu " X —NRESNET,

WLAN D% E

avy RER Jy—x LETHEAR
Jy—= ZDavwy RBREAINE LR,
8.2

WIZ, OSU —E A FunAf F—ZHlRd 56 27" LET,

Cisco Controller > config wlan hotspot hs2 osu sp delete 12 2 eng

. config a<v UK :r~z



I configav > K :r~z

config wlan hotspot hs2 osu sp icon-file add .

config wlan hotspot hs2 osu sp icon-file add

FFED WLAN TH Y T4 YA 7 v (0SU) 74 3y 77 A NVEFRET HITIE, WLAN
a7 4 F 2 L—3 3 F— KT config wlan hotspot hs2 osu sp icon-file add =~ > FZ{Eff L
g

config wlan hotspot hs2 osu sp icon-file add wlan-idosu-index icon-filename

BX DA

wlan-id WLANID &5, 1| ~512 DfEizx A LET,

aAvU R FI4ILE

O R E—F

osu-index OSUA VT w7 A, 1~16 D&M EEZASLET,

icon-filename 7 A 2 D7 7 A N4 T,

OSUT Ay 77 ANDBRESNTWVETA,

WLAN D% E

avy FERE

FREDHA FS14 Y

JUY—R ZEERAR

J1J—= Zoawy RREAINE LT,
8.2

Zoa<y REEHATBENIT, configicon file-info 2~ REEALTT A 2y NI A—F%
HELET,

WIZ, WLAN TOSUT A 2y 77 A NVERETHHEZRLET,

Cisco Controller > config wlan hotspot hs2 osu sp icon-file add 12 2 test-icon

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 osu sp icon-file delete

config wlan hotspot hs2 osu sp icon-file delete

WLAN IS F T A AT v 7 (0SU) 74 2y 77 A VaHIERYT 5I12iE, WLAN =&
7 4 ¥ = L— 3 > &— R T config wlan hotspot hs2 osu sp icon-file delete =~ > K& fifi [l L &
T

config wlan hotspot hs2 osu sp icon-file delete wlan-idosu-index icon-filename

EX DA wlan-id WLANID &5, 1 ~512 DfEEZ AN LET,

osu-index OSUA VT w7 A, 1~16 D&M EEZASILET,

icon-filename 7 A 2 D7 7 A V4T,

ATV RFIHLE OSUTA 2y Ty A VRERESNES,

a7V R E—FK WLAN D% E

AU REE J)—R  EERE
JU—2A  Zoavwr RpREAShELE,
8.2

WIZ. WLAN 25 OSU T A 22 77 A AVEEIRT 56257 LET,

Cisco Controller > config wlan hotspot hs2 osu sp icon-file delete 12 2 test-icon

. config a<v UK :r~z



I configav > K :r~z
config wlan hotspot hs2 osu sp method add .

config wlan hotspot hs2 osu sp method add

FrITA AT v 7 (0SU) LY A P ERETDICIE, WLAN =27 fFalb—g
> % — KT config wlan hotspot hs2 osu sp method add =~ > K% L 7,

config wlan hotspot hs2 osu sp method add wlan-id osu-index method-primary method-secondary

EX DA wlan-id WLANID &2, 1 ~512 D A LET,

osu-index OSUA T v 7 A2, 1~16 DHEIFETEAEZATTLET,

method-primary 75 A <1 OSU = 22— K 5ikE, A%, oma-dm % 72/% soap-xml
‘(“@—O

method-secondary (47> a ) ®h &Y OSUTY 22— R, A8)72EIX. oma-dm £
721% soap-xml T,

AU RFIA R OSUKEY A MARESATOER AL

Aa<vY R E—F WLAN DR E

avy FERE JY—R EERAE

VY=  Zoa<wry R RREAShE L
8.2

WIZ, OSU HiEY A b &aRET D612 RLET,

Cisco Controller > config wlan hotspot hs2 osu sp method add 12 2 oma-dm oma-dm

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 osu sp method delete

config wlan hotspot hs2 osu sp method delete

FrTA AT v 7 (0SU) iU A FZHIRT 21213, WLAN 27 fFalb—g
> % — KT config wlan hotspot hs2 osu sp method delete =~ > R &l L £,

config wlan hotspot hs2 osu sp method delete wlan-id osu-index method

EX DA wlan-id ~ WLANID &5, 1 ~512 Dz AL LE T,

osu-index QSU A T w7 A, 1~ 16 D#EPHTHEEASILET,

method — OSU = 22— RJj{k, HA%h7afElE. omadm 7= (Xsoap xml T,

ATV RFI4 R OSUFEY R MRRESNET,

av YR E—FK WLAN D% E

vy FERE Jy—x ZEERNBE
JY—A  Zoavwry RRBREAInELE,
8.2

WIZ, OSU LY A P &HIBRT S 2R LET,

Cisco Controller > config wlan hotspot hs2 osu sp method delete 12 2 oma-dm

. config a<v UK :r~z



I configav > K :r~z

config wlan hotspot hs2 osu sp nai add

config wlan hotspot hs2 osu sp nai add .

Fr T4 AT v (0SU) Ry hT—2 T 7A@ (NAD ZAERRT 2121,
WLAN 227 ¢ ¥ 2 L—3 3 » & — KT config wlan hotspot hs2 osu sp nai add =2~ > R & {#

% sz‘jﬂo

config wlan hotspot hs2 osu sp nai add wlan-id osu-index nai

BX DA

aAvU R FI4ILE

O R E—F

wlan-id ~ WLANID &5, 1 ~512 Dz AL LET,

osu-index OSUA > F w7 A, 1 ~ 16 D&EE THEE A LET,

nai OSU % —/ 3D NAI, 255 XFLNTLREIZ AN LET,

OSU NAI R E SN TV EH A,

WLAN D% E

avy FERE

JUY—R ZEERAR

J1J—= Zoawy RREAINE LT,
8.2

RIZ, OSUNAI = ET 202 R~RLET,

Cisco Controller > config wlan hotspot hs2 osu sp nai add 12 2 nai-1

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 osu sp nai delete

config wlan hotspot hs2 osu sp nai delete

Fr A4 AT v 7 (0SU) Fy bT—2 T 72 A@BHF (NAD ZHIFRT 21204,
WLAN 227 4 ¥ 2 L —3 3 > *E— KT config wlan hotspot hs2 osu sp nai delete =~ > K% {#
HALET,

config wlan hotspot hs2 osu sp nai delete wlan-id osu-index

EX DA wlan-id ~ WLANID &5, 1 ~512 Dz AL LET,

osu-index QSUA T w7 A, 1~ 16 DFEPHTHEAEATILET,

ATV R FI4 )k OSUNAIDREINET,

Aa<vY R E—F WLAN D% E

av v RERE JUY—X EERAR
JYy—x  Zoawry R FBREAIShELL
8.2

KIZ, OSUNAI #HIBRT 562~ LET,

Cisco Controller > config wlan hotspot hs2 osu sp nai delete 12 2

. config a<v UK :r~z



I configav > K :r~z

config wlan hotspot hs2 osu sp uri add

config wlan hotspot hs2 osu sp uri add .

Fr T4 AT v 7 (0SU) URI ZERT 5IC1F, WLAN 27 Falb—v gy £—
R C config wlan hotspot hs2 osuspuriadd =~ > FZEH L £ 7,

config wlan hotspot hs2 osu sp uri add wlan-id osu-index uri

BXDEREA

AR R FIHILE

aAvU R E—F

wlan-id ~ WLANID &5, 1 ~512 DfEx AL LE T,

osu-index QSU A T w7 A, 1~ 16 D#EPPHTHEEASILET,

uri OSU ¥— 34, K 255 SLFOD Uniform Resource Identifier (URI) # ASJ L4,

OSUURI BEREINTWERFA,

WLAN DO 5E

avy FERE

JUy—Z ZEERAR

1) —= Zoawy NRREAINE L,
8.2

KIZ, OSUNAI Z1Ep Al2 R~ LET,

Cisco Controller > config wlan hotspot hs2 osu sp uri add 12 2 server

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 osu sp uri delete

config wlan hotspot hs2 osu sp uri delete

T4 Y47 7 (OSU) URI ZHIBRT 5IZ1E. config wlan hotspot hs2 osu sp uri delete
avy REEHLET,

config wlan hotspot hs2 osu sp uri delete wlan-idosu-index

EX DA wlan-id ~ WLANID &5, 1 ~512 Dz AL LE T,

osu-index QSUA T w7 A, 1~ 16 DFEFHTHEAEATILET,

ATU KR FI4 )+ OSUURI BEESHTHET,

AT R E—F WLAN D% 7E

av Y FERE Jy—x ZEERNE
JU—2A  Zoavwr RPREAShELE,
8.2

&Iz, OSU URI ZHIrT D4 %2 R~ LET,

Cisco Controller > config wlan hotspot hs2 osu sp uri delete 12 2

. config a<v UK :r~z



I configav > K :r~z
config wlan hotspot hs2 wan-metrics downlink .

config wlan hotspot hs2 wan-metrics downlink

Zr) 7 WAN A MU w7 2R ETHITIE, WLAN=a 7 4 Fal—v g =T
config wlan hotspot hs2 wan-metrics downlink =~ > RZ{#HEH L £7,

config wlan hotspot hs2 wan-metrics downlink wlan-id dlink-speed dlink-load

EX DA wlan-id WLANID &5, 1 ~512 DfEEZ AN LET,

dlink-speed kbps BNLD WAN /S 7 78—V U > 7 OFEEE, HPHIL 0 ~ 4,294,967,295 T,

dlink-load  WAN /X 7 ix—)v V) > 7 OB, &L 0 ~ 100 T,

ATV RFI4NRE FUUU LT WAN A RU o 7 BRRESHTVER A,

ATV R E—F WLAN D%
av Yy FER Jy—x ZEERNBE
JU—2A  Zoavwry RREAINELE,

8.2

Wiz, o7 WAN A Y v 7 OREFZRLET,

—
Cisco Controller > config wlan hotspot hs2 wan-metrics downlink 12 2468 10

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 wan-metrics link-status

config wlan hotspot hs2 wan-metrics link-status

WAN 2 RV w7 D)7 AT —=FAZRET HICIE, WLAN 227 4 Fab— gy T—
KT config wlan hotspot hs2 wan-metrics link-status =~ > RZ{HEH L £7,

config wlan hotspot hs2 wan-metrics link-status wlan-id link-status

EX DA wlan-id ~ WLANID &5, 1 ~ 512 Dz A LET,

link-status ) > 7 A7 —H A, HRIEITRO L BY TT,
«0: ~H
177
2 KT

*3: 7 A

aAvU R FI4ILE Vo g AT —HARREINTWERA,

a7V R E—FK WLAN D% E

AU REE J)—R  EERE
JU—A  Zoavwry RpREAShELE,
8.2

WIZ, WAN XA RY w2 DY v o 25 —F ZDREFERLET,

Cisco Controller > config wlan hotspot hs2 wan-metrics link-status 12 1

. config a<v UK :r~z



I configav > K :r~z

config wlan hotspot hs2 wan-metrics Imd .

config wlan hotspot hs2 wan-metrics Imd

WAN * U w7 ORMFRIERFZRET 5121, WLAN 27 4 a2 b— g £—FT
config wlan hotspot hs2 wan-metrics Imd =~ > RZ{EH L £7,

config wlan hotspot hs2 wan-metrics Imd wlan-id Imd-value

BXDEREA

AU R TIHIE

AU kFE—F

wlan-id ~ WLANID &5, 1 ~512 DfEix A LET,

Imd-value WAN O& i EHIR, #FEIX 0~ 65535 TJ,

WAN OAFTHITEHEARE SN TOETA,

WLAN D% E

avy FERE

JU—2  EERE

Y=z  Zoavwry R RREAShE L,
8.2

WIZ, WAN 2 MU v 7 OAFRHRAIEMBOREF 2R LET,

Cisco Controller > config wlan hotspot hs2 wan-metrics Imd 1 2456

config A< K :r~z .



configav > K :r~z |
. config wlan hotspot hs2 wan-metrics uplink

config wlan hotspot hs2 wan-metrics uplink

Ty 7V WAN A b w7 Z28ET 5121, WLAN 27 Fab—a F—RFT
config wlan hotspot hs2 wan-metrics uplink =~ > RZ{#HEH L £7,

config wlan hotspot hs2 wan-metrics uplink wlan-id ulink-speed ulink-load

EX DA wlan-id WLANID &5, 1 ~512 DfEE AN LET,

ulink-speed kbps B WAN /S 7 FR—)L U > 7 OWEE, &iPHIX 0 ~ 4,294,967,295 T,

ulink-load  WAN /X~ 7 78—V U > 7 OAN, #iFHIZ 0~ 100 T3,

ATV RFIFNR T YTV WAN A RU o 7 BRRESHTVER A,

AT RE—FK WLAN D%

av Y FER Jy—x EERE
JY—2  Zoavy RRBAINE L,
8.2

Wiz, T 7V 7 WAN A Y v 7 OFREFZRLET,

Cisco Controller > config wlan hotspot hs2 wan-metrics uplink 12 2468 10

. config a<v UK :r~z
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config wlan hotspot msap .

config wlan hotspot msap

WLAN @ Mobility Service Advertisement Protocol (MSAP) D/3T A —# % ET 521X, config
wlan hotspot msap =~ > K& H L 7,

config wlan hotspot msap {enable | disable | server-id server id} wlan_id

X DA enable WLAN O MSAP %A 3*—7 W2 LET,

disable WLANODOMSAP %5 4 E—7 L2 LET,

server-id MSAP #— X ID 2 E L F9,

server_id MSAP %— 1D, EOFFIZ1~10 T3,

wlan_id 1 ~ 512 D4R LAN #k5 7.

aARVRFILLE L

avy FER Jjy—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY UV —ATEHAINE LT,

&IZ, WLAN T MSAP % A 2 —7 W T 5%~ LET,

(Cisco Controller) >config wlan hotspot msap enable 4

config A< K :r~z .



. config wlan interface

configav > K :r~z |

config wlan interface

W LAN A L X —T A AFTIA v B —T oA A T N—T%FET 521, config wlan
interface =~ F&2EH L £,

config wlan interface {wlan id | foreignAp} {interface-name | interface-group-name}

BXDEREA wlan_id (ER) #Ef LAN @RI (1~512) .
foreignAp P—RKRX—=FT DT 78R KRA L FEFEEL
i‘a—o
interface-name A H—T AR,
interface-group-name A B =T A A T )N—T DL,
ARV RFIFLE EL
avy FERE 1)) —= EEAR
7.6 Zoa<wrNE, V=X 76 UHIOY V=2 TEASHE L,

KIZ, VLAN9OL E WHLFIDA v H—T =2 A ARRETHHERLET,

(Cisco Controller) >config wlan interface 16 VLAN901

. config a<v UK :r~z
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config wlan ipv6 acl .

config wlan ipv6 acl

AR LAN OIPV6 778 A 2> ba—/)L U A (ACL) ZF%ET HIZIL. config wlan ipv6 acl
av s REEHLET,

config wlan ipv6 acl wian_id acl name

X DERHA wlan_id 1 ~ 512 OEHR LAN #B-,

acl_name IPv6 ACL D44 i,

aATYRFI4LE RL

avy FERE Jiy—= EENA
7.6 ZoawrRiE, VYV—RT6LREIOY V—ATHEAINE LT,

iz, a—h AL v F o D IPv6 ACL R ET Al Z R LET,

(Cisco Controller) >config wlan ipv6é acl 22 acl_sample

config A< K :r~z .



configav > K :r~z |
. config wlan kts-cac

config wlan kts-cac

WLAN ORH VEEEEY AT I _X—AD CAC R U v —%%ET HIZIL, config wlan kts-cac =
~U REEHLET,

config wlan kts-cac {enable | disable} wlan id

X DA enable KTSX—ZADCACHKRY v —% A F—T /WML
F9,
disable KIS X—ZXDCACHY v —%T 4 E—TNZ
]\_/i j"o
wilan_id 1 ~ 512 O MR LAN 5511,

aAvYRFIHLE RL

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

FEELDOHA K54 WLAN O KTS X—2D CAC R Y v —% A X —T/MIT HI21E, ROFIEELFEITLET,
« WLAN @ QoS 7'® 7 7 A /L% Platinum ([Z5%E T DL, kOa~<w> REANLET,
config wlan qos wian-id platinum
* WLAN Z #5029 21213, Roa~x > Fe AN LET,

config wlan disable wlan-id

* WLAN (25195 FlexConnect 2 —H /v A A v F L T 25T 4 =T MZTBHIZ1E, kROa~
Y REANLET,

config wlan flexconnect local-switching wlan-id disable

w2, ID4 D WLAN IZxf LT, KTS _X— 2D CAC R > —% A Fx— T W T A%
/j——\‘[/ij—o

(Cisco Controller) >config wlan kts-cac enable 4

. config a<v UK :r~z




I configav > K :r~z
config wlan layer2 acl .

config wlan layer2 acl

HIRCAAL v F L 7 SNDHWLAN CTLA Y27 78X 2 hr— J AL (ACL) Z3%ET
5IZi%. config wlan acl layer2 =~ > RZfEH L £9,

config wlan layer2 aclwlan_id {acl name | none}

EX DA wlan_id — #E# LAN @ 1D, &FHIZ 1 ~ 512 T,

acl_name 1 A ¥ 2ACL%, &RBIZIL32 3CFUNOERFEEH T £,

none WLAN(Z=w vy B T ENTEBEDO LA Y2ACLEZ VT LET,

ATV RFI+LE AL

avy FERE )— ZEEAS
A

7.5 Zoavwry RREAINE L,

LA ¥ 2ACL Ik L THRK 16 DL— L ZE CTx £97,

Cisco WLC IZ1E. xRk T64 D LA ¥ 2ACL #{ERRTX ¥,

TIEARAY MIFEK 16D WLAN 2V R— T 5DT, 7T7E8ARA L FTLITHRK 16
DL AY¥Y2ACL NV FR—FENFET,

TIRARA LV MIVLAY2BIORLATYIDREIUACLAZYR—FLARWNW=D, LAY 2
ACL 4 78 FlexConnect ACL 4 E i A L TWRWI L &MER L ET,

EREDAARZA

WIZ, WLANIZ LA Y 2ACL @4 502 R~rLET,

=

(Cisco Controller) >config wlan layer2 acl 1 acl_ 12 1

config A< K :r~z .
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. config wlan Idap

config wlan Idap

X IE X 41TV 5 Lightweight Directory Access Protocol (LDAP) H—/S~D Y > 7 BN E 721%
HIBR9 % (21X, config wlanldap =~ > FEZ AL ET,

config wlan ldap {add wlan_id server id | delete wlan id {all | server id}}

X DA add HESN TS LDAP r— "~ 7 %38
wlan_id 1 ~ 512 O LAN ##51+
server_id LDAP h— A VT v I A,
delete RESNTWVWD LDAP —3~D U 7 %l
BLUET,
all 4 _TD LDAP V— & ELET,

aAvYRFIHLE RL

avy FER Jiy—=x TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

FEELOHA KS4y ZOavy FEMH LT, WLAN (2 LDAP %— " OERIER 2 HE L £,
LDAP % — SOEIENAN ZH8ET D121, ROWTNPERE L, AT HM4E R’ H Y
D
* 802.1X #&ilEds L UV — U /L EAP

* Web &GER & O LDAP

N

GE) m—HNVEAPII=v b —F VY7 b7 JU—R41 TEA
ENFELE, 77, Web FZIETO LDAP OHR— ~ME, =22 b
0—o VY7 b7 VY —R42 TEASNE L,

®IZ, WLANID 100 8 L O — NID 4 IZFRE I N TWD LDAP —~D VY 7 %
BINT 562 R~RLET,

(Cisco Controller) >config wlan ldap add 100 4

. configav K :r~z
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config wlan learn-ipaddr-cswlan .

config wlan learn-ipaddr-cswlan

HIRCAA v F 78D WLAN TY 7472 D IP T KL RAFEZFET SITIE, config
wlan learn-ipaddr-cswlan =~ > RZfEH L £9°,

config wlan learn-ipaddr-cswlan wilan_id {enable | disable}

X DA wlan_id 1 ~ 512 QR LAN #%k57.
enable H1L T2 A vF LV ENSE WLAN TDZ 54T D IPvA T R L RA¥8EE2HNT
Li‘é—o
disable Hfo T2 A4 v F L T END WLAN TDYZ 54T 2 FD IPvd T KL Z¥E 2852
LET,
ATV RFI+LE RBL
avy RERE J1yy—= EENE
7.6 Zoavwry R, VY—RXT76LEIOV V—ATEAINE L,
8.0 Zoa<wy R, IPvd 7 RLABEROLE Y R—FLET,

FRLEOHA KSq>y 7747 M Layer2 B bANRE S LTV D 5E, CiscoWLCIZZ A4 7 FIPT FLA
BEETET, B 9A4 T U E Rry T LET, CiscoWLC N7 FA T NPT R
VAL THI IA TV MEREMERCTE 21912, o4 T varezBicL T2
W,

WIZ, FRTAAL v F LU T ENDBWLANTY A4 T MPT RLADEEET & —
TNCT HPERLET,

(Cisco Controller) >config wlan learn-ipaddr-cswlan 2 enable

BEEavy R show wlan

config A< K :r~z .
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. config wlan load-balance

config wlan load-balance

JR—=a—= KNRT U T DOREEA—/N—=T 4 FL, FFEOWLAN T — K /3T
VT HAR—=TINETIET 4 B—T M T HITIX, config wlan load-balance =~ RZ ] L
g

config wlan load-balance allow {enable | disable} wlan id

TR enable HERR LAN CHAGEIRZ A r—7 MIC LET,
disable M TAN CHIEIR A2 T+ B—T7 M L E
7,
wilan_id 1 ~ 512 O MR LAN 5511,

ATRVETFIFNE BTV TET T 4 TEA R TR TVET,

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

&IZ, WLANID 3 O TAN THIREIR 2 4 2 — TN T B0 %2 5R" LET,

(Cisco Controller) >config wlan load-balance allow enable 3

. config a<v UK :r~z
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config wlan lobby-admin-access .

config wlan lobby-admin-access

FFED WLAN T B — 22— FBE T 7 & A 227 521X, config wlan lobby-admin-access
av s REEHLET,

config wlan lobby-admin-access {enable | disable} wian id

BXDEREA

aAvU R FI4ILE

enable ML LAN CHIGRINE A4 2 —7 iz LET,

disable IR LAN Clilo®INE2 T + E—7 iz L&
E

wlan_id 1 ~ 512 OfEHE LAN #8511,

B E—FHE 2 — I T 7 4 b TR T,

avy FERE

Jiy—=x ETEAR
8.4 Zoawy RpREAINE LT,

WIZ, WLAN Tr E—FHE 2 A4 2 —7 W IT 50~ LET,

(Cisco Controller) >config wlan lobby-admin-access enable 2

config A< K :r~z .
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. config wlan mac-filtering

config wlan mac-filtering

fEH LAN TMAC 7 4 V& ) 7 DIREEA AT 511X, config wlan mac-filtering =~ > N

EERLET,
config wlan mac-filtering {enable | disable} {wlan id | foreignAp}
RXOHH enable WA LAN TMAC 7 4 V5 U v T A F—T
ML ET,
disable HERLLAN TMAC 74 VZ ) v 75T 4 & —
Tz LET,
wlan_id 1 ~ 512 O MR LAN #5101
foreignAp = RR—=F DT 7 ®A KAV FEREL
*7.
AR R FIALE AL
vy RERE J1)—=x EEAR
7.6 Zoavr NI, VIV—RAT76LHIOY UV —ATHAINE LT,

WIZ, WLANID1 CTMAC 74 NVEZ ) o T AF—TNZT 502 R LET,

(Cisco Controller) >config wlan mac-filtering enable 1

. configav K :r~z
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config wlan max-associated-clients .

config wlan max-associated-clients

JESLLAN, 7 A NLAN, 7213V E— FLANDZ T4 7 > MNEHRO BRI AR ET D121,
config wlan max-associated-clients =~ > K2 L £,

config wlan max-associated-clients max_clients wlan_id

X DE5EA max_clients A ESND T T4 T > MNMERORKREL,
wlan_id 1 ~ 512 OEERE LAN #5511,
ARVRFIFLL AL
avy FERE J1)—= EENE
7.6 Zoavwry RNE VY —A76 LARTIDO Y Y —ATEHEAINE LT,

WIZ, WLANID2 D7 547 v MNMEROERE KRB ERET D02~ L ET,

(Cisco Controller) >config wlan max-associated-clients 25 2

config A< K :r~z .
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. config wlan max-radio-clients

config wlan max-radio-clients

TIHARALA L FZTEDWLAN 7 T4 T 2 h D KEZ R ET 5I21E. config wlan
max-radio-clients =~ > FZHEH L £,

config wlan max-radio-clients max radio clients wlan_id

BT 722 RA L bHIZDIFFATShD Y

B X m:ERA max_radio_clients
TAT v MNEBORRE ARVEIE 1~ 200
T7,
wlan_id 1 ~ 512 OfEHE LAN #5111,

ATV RFIHALE RL

av Yy FER Jy—2= ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ., WLANID2 C, T 7B A RS "W DT 54T MNESOR KA1
ETHHERLET,

(Cisco Controller) >config wlan max-radio-clients 25 2

. config a<v UK :r~z
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config wlan mdns .

config wlan mdns

WLAN O</LF %+ A F DNS (mDNS) 717 7 A L A& ET 5I21%. config wlan mdns =
~ REERLES,

config wlan mdns {enable | disable | profile {profile-name | none}} {wlan id | all}

BXDEREA

aAvU R FI4ILE

enable WLAN TmDNS A X —t' > 7 %A X—7 N LET,
disable WLAN TmDNS AX—tE' > 7 %F 4 —7 NI LET,
profile WLAN ® mDNS 7“0 7 7 A L HRELET,

profile-name  WLAN (2 B8 T 5 mDNS 7' 12 7 7 A )L D4R,

none WLAN 7°5EFfED mDNS 712 7 7 4 L &8I LE 3, WLAN IZ mDNS 7 2
T ANEFRETEEEA,

wlan_id 1 ~ 512 O LAN 5517,

all 4T WLAN ® mDNS 72 7 7 A L EZHRHELET,

F 7 4L N TliZ, WLAN TmDNS A X—E U ZRENI /> TWET,

avy FERE

EREDAARZM4

Jy— EERE
A

7.4 Doy RPNEAINE LT,

Zoawy REFEHT LRI, WLANEZT 4 E—7 N LET, 7 I9A4 T MIFa 77 AL
BT SN —EADBDOY—E AT RARX A XA b eZELET, avbe—JF
A B —T oA AT N—FIZEEM T b= 0 7 7 A Ve OELIEN %2 52 3, IT
AUHE—=T A ATaT77 A, WLAN 707 7 A ABREET, K7 7472 ML, B
NEAZ Iz > TT R 7 7 AN~y FEINET,

wIZ, WLAN ® mDNS 71 7 7 A VEFRET HH 2R~ LET,

(Cisco Controller) >config wlan mdns profile profilel 1

config A< K :r~z .
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. config wlan media-stream

config wlan media-stream

HHILAN AT 47 AR —LDONVFXH¥ AN XA L7 NEBET HIZIE, config wlan
media-stream =1~ > R&ZfEH L £,

config wlan media-stream multicast-direct {wlan_id | all} {enable | disable}

T ER A multicast-direct MR LAN A7 47 AR —LD~v LT Fx
ARNFA VLT MEFRELET,
wilan_id 1 ~ 512 OEERE LAN #5511,
all TRCOAT 4T AR — A THERLAN %
BRELET,
enable =%y A RNEHT AT a— )L v )L FFy

A MEAMTLET,

disable =%y A NEWAST B0 — )L v L TFFy
A b EBEHITLET,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoavwry Rk, VY—RXT76LEIOY VU —ATEAINE L,

FEREDHA KSA4Y ATA47 APV =LA TFXY A XA L7 FEHT 2103, AffN—2ADa—L T R
Ty va Ul (CAC) DEITSNTWVDHRLENH Y £9, WLAN Quality of Service (QoS)
Z gold £ 721 platinum DWTNMNITHET HHLENRH D £7,

WIZ, WLANID2 12Xk > T/ =L < VFHFYx A NEA LI N AT 4T AR —
LEAMZT HHERLET,

(Cisco Controller) >config wlan media-stream multicast-direct 2 enable

. configav K :r~z
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config wlan mfp .

config wlan mfp

A LAN [CEHL 7 L—A5# (MFP) 473 a v 2% ET AI2IE. configwlan mfp =~ > F
ERHEALET,

config wlan mfp {client [enable | disable] wian id | infrastructure protection [enable |
disable] wian id}

B DEREA client BEMILANIZZ 947 > NMFP 2% E LE7,
enable (&) HREx A *—7 M LET,
disable (L&) WEEET +B—7 M LET,
wlan_id HERR LAN #5017 (1~512)
infrastructure protection (L) W\ LANICA V7T AT 7 F ¥

MFP ##%E L £,

ARVRFILLE L

av 2 @R )= ZEAR
7.6 ZoawryNiE, V=276 UEIOY Y =2 THAShE LT,

WIZ. WLANID1 DV 54T MEH 7L —2DR#EEZETAHE R LET,

(Cisco Controller) >config wlan mfp client enable 1

config A< K :r~z .
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. config wlan mobility anchor

config wlan mobility anchor

S LAN TMAC 7 4 V& ) 7 OIREEAZZEE 3 5121, config wlan mobility anchor =~ >
NEFERHLET,

config wlan mobility anchor {add | delete} wlan _id ip_addr priority priority-number

X DA add HEHLLAN TMAC 7 A VA ) o T 3 —T

I LET,

delete W LAN TMAC 7 4 L5 U v 7 %7 42—
Tz LET,

wilan_id 1 ~ 512 O MR LAN 5511,

ip_addr HARLAN 27 U —TFT DAL N AL v TFD
IPvd 7 KL &,

priority TUoN—ENTZTIVALFPLALANODIP 7 R

ANEFNANL A TR E L E T,

priority-number FPHIZ 1~3 O TT,

aRVRFILLE L

avy FERE 1)) —=Z EEAE
7.6 ZoawryRE, V=276 UEIOY Y =2 THASHhE LT,
8.0 Zoa=r i, IPvAT FLABROAEZYHR—F LET,
8.1 prioritypriority number /X7 A — X PRE A IjLE LTz,

&I, WLANID4 & IPv4d 7 FL- A 192.168.0.14 T, EE U T A EH LAN 7 — U
A MERNEN 2R ET B2~ LET,

(Cisco Controller) >config wlan mobility anchor add 4 192.168.0.14 priority 1

BEa<wy R show wlan

. configav K :r~z
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config wlan mobility foreign-map

S CiscoWLC DA X —T = Af ZAFETNIA V H—T =2 A A T N—T%FHET HIZIL, config
wlan mobility foreign-map =~ > N&fiH L £,

config wlan mobility foreign-map .

config wlan mobility foreign-map {add | delete} wian_id foreign mac address {interface name
interface_group _name}

B DR

ul
&

add MNar ha—5 vy Al B —T = A A
FIFIA L E—T oA A TN—THEBINMLE
R

delete Neary ha—F vy Thb A EZ—T A
AERIFA L HE =T 2 A A TNA—TZHIBRL
ij‘o

wlan_id 1 ~ 512 DOHEERR LAN @i+

foreign_mac_address

WLAN DA A »F D MAC 7 R LA,

interface _name

KR LFOHRET DA X —T = A A4,

interface_group name

R 32 XFOFEHFDOA B —T oA AT
—T%

aATYRFI4LE AL
avy FEE )1)—2 EERAE
7.6 Zoa<wr RNE, VU—RT76EIOY V—XTHAINE LT,

RIZ, WLANID 4 @ Cisco WLC IZX¥f 3§51 HX—T7 A A J)—7"¢, WLAN
00:21:1b:ea:36:60 DHERA A »F D MAC 7 KL R &2 BT 56 %277 LET,

(Cisco Controller) >config wlan mobility foreign-map add 4 00:21:1b:ea:36:60 mygroupl

config A< K :r~z .
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. config wlan multicast buffer

config wlan multicast buffer

AR~ LT Xx AN Xy b Xy Ty YA XEFRET HITIL, config wlan multicast buffer =
~v Rz LET,

config wlan multicast buffer {enable | disable} buffer-size

EX DA enable M LAN DIV FFXY AN A F—T = A
ABRER A X —T VT LET,

disable R ILAN O LF XY AN A 2 —T A
AMERER T 4 E—T7 VI LET,

buffer-size R~ LT XX AR Xy b Ry 77 A
R, FPHIE 30 ~60 T, AP R~ /LF X A
MZEID B THND Ny 7 7 B A BRI
TAHZEERTTHITE. 0 AT LET,

wlan_id 1 ~ 512 OEERR LAN G851+

ATVRTIFIRN T IANEONRY T 7 B T30 TY,

av 2 REE )= EEAR
7.6 ZoawryRNE, V=276 UEIOY Y =2 THAShE LT,

WIZ, MR~V FHx 2 b Ny 77 2RET L0 2R LET,

(Cisco Controller) >config wlan multicast buffer enable 45 222

. config a<v UK :r~z
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config wlan multicast interface .

config wlan multicast interface

AR LANIZV AT XY AN A X —T7 2 A AR ET HITIL, config wlan multicast interface
av s REEHLET,

config wlan multicast interface wlan_id {enable | disable} interface name

KEST D EHEA wlan_id 1 ~ 512 DR LAN #5511,
enable WHIAN OLF XX AN f X —T = A

ARgREZ A X — T VIZLET,

delete BB LAN DL FF ¥ AR A L F—T A
AKREER T 4 B —T LI L £,

interface_name A B —T A AL,
GE) A F—TxARBIE, PLFTL
MEETEER A,

AT VR FI4NLE IATFYANIT 4T ATT,

avy FERE )y—Xx TEHRARR
7.6 Zoa<wry RNE, VYU —RT76LEIOY YV —ATHAINE LT,

KIZ. WLANID4 5 X O v % — 7 = 1 A4 myinterface] O LAN O~ /LT % v %
NAVH—T oA ZEREL A F—T T BBIERLET,

(Cisco Controller) >config wlan multicast interface 4 enable myinterfacel

config A< K :r~z .



. config wlan mu-mimo

config wlan mu-mimo

WLAN T~ /L F =— Multiple-Input Multiple-Output (MU-MIMO) % H %23 5IZ1E. config

wlan mu-mimo =~ > RZ A LE7,

config wlan mu-mimo {enable | disable} wlan-id

BX DA enable wian-id  }§7F X172 WLAN TMU-MIMO A2 L %4
disable wian-id g7 X172 WLAN T MU-MIMO % #4512 U4
avy FERE J)y— ZEERR

A

8.1 ZOa<wy RPREAINE L,

. config a<v UK :r~z
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config wlan nac .

config wlan nac

WLAN 2T 5%y hU—2 7T Ry ar arbia—)L (NAC) OT U M4 7R K
N A R—=TNEIET 4 B—T/MZT DT, configwlannac 2~ > REHH L ET,

config wlan nac {snmp | radius} {enable | disable} wian id

SNMP NAC ¥ R— b2 & E L £,

X DA snmp
radius RADIUS NAC HR— R &g E L £7,
enable WLAN TNAC &A1 X —7 /M LET,
disable WLAN TNAC #7 4 E—7 ML ET,
wlan_id 1~512 & WLAN %5l +,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoa<wry RE, VU—RT76 LRIV V—2ATHEAINE LT,

RADIUS NAC JREEZ HZNZ T HHIIC. AAA T —"—F A REHNITHHLEND Y 97,
RADIUS NAC IRFEZ A X — 7 /VIZT B HEIC, FlexConnect 2 —H )V A A v F o T 5T (B—T
JNZT BHERH D £,

FEREDAA RZA Y

IZ. WLAN 13 @ SNMP NAC ¥ R— h ZRET 2B 2R LE T,

(Cisco Controller) >config wlan nac snmp enable 13

=l

RIZ. WLAN 34 @ RADIUSNAC i R— F 2R ET HH 2R~ LET,

=~

(Cisco Controller) >config wlan nac radius enable 20

config A< K :r~z .



. config wlan override-rate-limit

config wlan override-rate-limit

configav > K :r~z |

QoS 7' 7 7 A NVTEFREINT- 22— W LU Service Set Identifier (SSID) T &2, 7 v 7 A b
J—LbBLOF T A M) —LORIRIRHIRZ A ——F 14 F9 521X, config wlan
override-rate-limit =~ F&ZfEHA L E 7,

config wlan override-rate-limit wian_id { average-data-rate | average-realtime-rate |
burst-data-rate | burst-realtime-rate } { per-ssid | per-client } { downstream | upstream

} rate

BX DA wlan_id

1 ~ 512 O LAN 5511,

average-data-rate

2—YFEZLSSID TEIZTCP F T 7 4 v 7 D
Y57 —42 L— b EfE LEd, #PHIZ0~ 51,2000
Kbps T3,

average-realtime-rate

2—HE2LSSID LI UDP T T 4 w7 D
BWUTNEAL LT —F L— R NEdELET, #iH
1% 0 ~ 51,2000 Kbps T,

burst-data-rate

2—HPFFIISSID TEICTCP N5 7 4 v I DE—
7 F—H L— EHEELET, &FEIL0~ 51,2000
Kbps T,

burst-realtime-rate

2—HWE72ILSSID ZLICUDP T T 4 v I DE—
JUTNEAL LT —F L—hERELET, #ipH
1% 0 ~ 51,2000 Kbps T,

per-ssid

R TLDOSSIDO L — MR EZFRELET, T
TDOIITAT LV MDIRENT 7 4 v 7132 OHFIR
EBZIRNE IR ET,

per-client

SSID (2B fHT b5 27 T4 T > b L— Kl
RAERELET,

downstream

FOYARY—h b TT 47O MlRER
ﬁbjﬁ—a—o

upstream

TyTFAN)—A NFT 4 v 7D L— MllRE R
ELET,

rate

2—HWE72XSSID T & D TCP 721X UDP k7
T4y DT—H L— b, L0~ 51,2000 Kbps
T, fHIC0ZFEETDHE, QoS 717 7 A /Ll
X9 % A E O HIRITAT AL E A,

. configav K :r~z
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config wlan override-rate-limit .

AR FIALE L
av Yy FERE )= ZEAR
7.6 Zoa<wr N, VU—=AT76UaIOY J—ATEASRE L,

FEREDAA RZA4 Y

L— MlfRIZ, 2 hr—F L APICL > THEASNET, FRAL v F L 7DRHIZ, av
fa—J1%, 9L AN =LA TB7 74T DL — MHIBROEH ZLEE L, AP
X7 v FPARN)—A " TT 4w & FUUARN)—A NTT7 4 27Z%4 5 SSID Z&D
L— MHBOBERAZLE L4, APIX, AZ v F7ry B— Ridkhol-bxlo, FU U AL
V=29 57 74T b DL — MlIROwEH HAEE L £,

FlexConnect 2— W)V AAf v F 7 E—  FBLRARAF KTy E— KT, 77947 8D
L SSID ZEDL—MHRIZ, VAR —ABRIOT v T AN —A 8T T 4 v TRt
LT, APIZ Lo TEITENET, 7272 L. FlexConnect A% > K7 1 £— NOFEIL AP IZ
RIFSNRWED, AP Z Y n— FL L SITHREN KDL, b— MlRIZFEEI#%IZEH &
nNEHA,

R—=IV7 I IATMRFELLary be—7 EOAPHTE—I T 55A1F. ACL—§
HIRANT A—=Z BT TAT > M@ ShET, LIEL, 2947 bR T v h—ar ba—
oA bu =T~ =TT E 7 IAT N IEDI AR =LA L— |
HIRCIE, 7o H—ary hr—F TREINIATA—ZBRMEHSH, 7y TA M) —A Lb—
RMHBRCIE, AMBa s hr—F—DRF XA =2 MEHINET,

WIZ, SSID Z&IiZ7 v 7 A NY—A 8T 7 4w Z71Z%F LT 2000 kbps Burst Real-time
DEEOL— M ERET D0 2R LET,

(Cisco Controller) >config wlan override-rate-limit 2 burst-realtime-rate per-ssid
upstream 2000

config A< K :r~z .
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. config wlan opendns-mode

config wlan opendns-mode

OpenDNS H—/3 7 7 & 2 |Z%f LT DNS Z il £ 7213 = ©—F 7213 EH 35 X 512 WLAN
OpenDNS E— K& 5% ET 5IZ1%. config wlan opendns-mode =~ > K& L F7,

config wlan opendns-mode wlan-id { ignore | force | copy}

EX DA wlan-id 4 LAN (WLAN) O ID,

ignore  QOpenDNS E— FZ M L £,

force  OpenDNS &— RZ @il L £,

copy  OpenDNSE— K& b —L %7,

aAavyRE—FK (2 hr—JORE) >
av Yy FERE J)— ZEEARR
2
8.4 Zoavy RPEAINE LT,
!l
RIZ, WLAN OpenDNS E— R Z & {2 OpenDNS #— N2 DNS # 2 & —32% K H1Z3%
ET DI EERLET,

(Cisco Controller) > config wlan opendns-mode wlanl copy

. config a<v UK :r~z
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config wlan opendns-profile .

config wlan opendns-profile

OpenDNS H—/ 7 7 Z AZHF L TR AL F—L AT A (DNS) ZiiflEizida e —%7
FEELS D & 9 1Z WLAN OpenDNS 7' 2 7 7 A /L Z 5% E S 5 T1E, config wlan opendns-profile
avr R LET,

config wlan opendns profile wian-id profile-name { enable | disable}

BX DA

AU kFE—F

wlan-id JA¥YLALAN %2 hU—7

profile-name = D717 7 A )V AIBHT 572 DIZEH &35 OpenDNS 7' 2 7 7 A L4

enable OpenDNS DT A T T 4 T 4 &~y BT LET,
disable OpenDNS DT A 77 47 4 ZHIFR L £,

(2 br—FDOHRE) >

avy FERE

FEREDAA RS>

Jy— EERE
S

8.4 ZDavwy RBRHAINELE,

L

il

RIZ, OpenDNS H— N2 DNS Z5&fi] 4% K 9 12 OpenDNS 7' 2 7 7 A /L 0O WLAN %
RET D HEERLET,

(Cisco Controller) > config wlan opendns-profile wlanl userl enable

config A< K :r~z .
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. config wlan passive-client

config wlan passive-client

R LAN O/ o7 7 547 MERRZFXET HITIE. config wlan passive-client =~ > K%
AL ET,

config wlan passive-client {enable | disable} wlan id

BX DA enable WLAN <o &7 7 54 7 o e 5o A
T LET,
disable WLAND/Sy &7 7 T4 7 Mhes 7 4 —
T LET,
wlan_id 1 ~ 512 ® WLAN 2% 7

aAvYRFIHLE RL

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VYV—RT6LHIOY UV —ATHAINE LT,

FEREDHA KS4y O~ R&EAJTLHHEIC, config network multicast global 35 JX U config network multicast
mode =~ REMHL T, /n— L vLTFFy AN E—RNEvLTFH¥ A v TFFx
A b B REEDCTDLEND Y £,

\}

GE) ~NFFHYRAPTAFFXY AN ET—FROSALFXFYAML, 2=F v A s T— FUSNDOHLT
BRETIHVENHVET, 2OV IV—RAT, RXu T 77347 MERIX, VT A b
=% ¥ A+ E— RKTEIELEE A,

WIZ, BHLANID2 DXy T 75347 b aRET 202 R LET,

(Cisco Controller) >config wlan passive-client enable 2
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config wlan peer-blocking .

config wlan peer-blocking

WLAN [ZE 7Y —E7 71 v X o Ve &% E 7T 5121, config wlan peer-blocking =~ > R
EEHALET,

config wlan peer-blocking {disable | drop | forward-upstream} wlan id

X DA disable 7Y —E7 TayX SR TF 4 —T T
LT, AREREAIZIZay ha—FNTHT
T4 hEa—Mc7 ) v LET,

drop ay b= TRry FERETDH IO
9,
forward-upstream Ry RIRT w7 A R U — A VLAN [ZHEE X

NAHE2IZLFET, 26Dy MIXFL
TIThNAEMEIX, = be—J L0 % BiR
WZHDT A AL VRESNE T,

wlan_id 1 ~ 512 ® WLAN #5111,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoa<wry RE, V=76 LEIOY V—2ATEAINE LT,

KT, WLANID1OETY =7 7 avx 7 a7 4 —7 Wz T 502 rLET,

(Cisco Controller) >config wlan peer-blocking disable 1

config A< K :r~z .
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. config wlan pmipv6 default-realm

config wlan pmipvé default-realm

PMIPv6 WLAN OF 7 4 /L ~ LV A ZGHET HIZIEL.  config wlan pmipv6 default-realm =~
YR LET,

config wlan pmipvé6 default-realm { default-realm-name | mnone } wian_id

XA default-realm-name WLAN O 7 # )b kD L)V L4,
none WLAN O LV A& %7 U T LET,
wlan_id 1 ~ 512 O LAN G851,

aATVRFIHLE AL

avy FER J1)—=x EENE
7.6 Zoavry Rt VY—RXT76LEIOY VU —ATEAINE L,

RIZ, PMIPv6 WLAN OF 7 4V b LIV LA ZRET HH %R LET,

(Cisco Controller) >config wlan pmipvé default-realm XYZ 6
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config wlan pmipvé mobility-type .

config wlan pmipv6é mobility-type

WLAN OEE VT 4 DX A T AEET HITIL,  config wlan pmipv6 mobility-type =~ > R %
HHLET,

config wlan pmipv6 mobility-type {none | pmipvé } { wlan id | all }

BXDEREA

none fii% IPEE YT ¢ CWLAN Z3%E L £,

pmipv6 PMIPv6 E VU T ¢ T WLAN ZRE L E7,

all FTRTOWLANIZKI LT, 8B LTV 4 DOXA T4 F—T M LET,

wlan_id 1 ~ 512 © WLAN #5317,

ARVRFIFAL RL
vy FEE IR ZENE
7.6 ZoavwryRiE, V=276 URIOY U —ZATHAIhE L,

HEREDAA K1Y

FEVT 4 DEATERETDHEIL. WLAN 25 4 B —7 LT DMERH Y 97,

&I, WLAN TPMIPv6 & LCEE VT 4t DX A THRETHHZRLET,

(Cisco Controller) >config wlan pmipvé mobility-type pmipvé 16
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. config wlan pmipvé profile_name

config wlan pmipvé profile_name

PMIPv6 WLAN D712 7 7 A V4 %5 E T 511X, config wlan pmipv6 profile_name =~ > R
ZEEHLET,

config wlan pmipv6 profile_name profile name wlan_id

KEST D EHEA profile_name PMIPv6 WLAN O ~7' 11 7 7 A L4,
wlan_id 1 ~ 512 O MR LAN #5511,
ARV R FI+LL L
avy FRERE J1)—= EENE
7.6 ZoavyRiE, VU —RA76URIOY Y —ATHAINE LT,

FEREDHA FS14 Y

Z D<= N PMIPv6 WLAN £721X SSID 70 7 7 A V& &34 RLET, B/
J—FRE&Eary bha—Z 2T 57N, PMIPV6EY 22— D MU =270 7 74 V4
BIONAIMEHA SN ET, PMIPV6 £ = —/Li%, LMAIP, APN, NAIL &2 &, T
07y A)VEED/NT A—Z L, PBU % ASRSK I[ZEfE LE T,

&IZ, PMIPv6 WLAN T ABCOl E WO ARIDT 0 7 7 A VEERT A0 2~ L ET,

(Cisco Controller) >config wlan pmipvé profile name ABCOl 16
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config wlan policy

WLAN TR Y > —ZHET DI,

config wlan policy .

config wlan policy =~ > K& H L 9,

config wlan policy {add | delete} priority-index wlan-id

BX DA

aAvU R FI4ILE

add

WLAN (2R Y > —ZBIL £9,

delete

WLAN 2> SBEEOR Y o —ZHIR L £,

priority-index

WLAN CRETARY O —DOEENESLA T v 7 A,
RY S —i%, BRNENA T v 7 RS TT FAT
Y MOERHESET, FBETESHMILI~16 T,

policy name

a7 7 ANDORY —DLH,

wlan-id

1~512 ® WLAN #5171,

WLAN R Y > —iddH Y £H A,

avy FERE

EREDAARZA4

Jy— EERE
A

7.5 Zoavwy RREASINE L,

WLAN IZH L THRKR 16 DRI > —%2@HATX E9,

RIT, WLANZARY =2 RET D012~ LE T,

(Cisco Controller) >config wlan policy add 1 teacher policy 1
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. config wlan profile

config wlan profile

WLAN [ZBHEfFIT b TWD 7 7 7 A V&R T 511, config wlan profile =~ > R4
HALET,

config wlan profile wlan_id profile-name

X DERHA wlan_id 1~512 ® WLAN %511,

profile-name WLAN 7’1 7 7 A )L D4 i,

aATYRFI+LE AL

av Y FER Jy— ZEHEAR
A
8.0 Zoavwy RBREAINE LK,

WIZ, WLAN [ZBEMTT b Tnbd e 7 7 AV ERET 4 2R LET,

(Cisco Controller) > config wlan disable 1
(Cisco Controller) > config wlan profile 1 new_sample
(Cisco Controller) > show wlan summary

Number Oof WLANS. .. ...ttt i iintentennennnnn 1
WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility
1 new_sample / new_samp Disabled management none
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config wlan profiling

config wlan profiling .

WLAN TV 747 b 7a 774V 7 %FHET HITIL, config wlan profiling =~ > K& fiff

}EH I_/\ij—‘O

config wlan profiling {local | radius}

{all | dhcp | http} {enable | disable} wlan id

EX DA local

WLANDO R =N E—=RTIIA4 T N Ta7 74
Vo7 EBELET,

radius

WLAN EDRADIUS E— R T/ IA4 T h7Fmr7y
YT ERELET,

all

WLAN TDHCP B X OHTTP 7 A 7> s 7 m 7 7
AV T eBELET,

dhcp

WLAN T, DHCP /7 A4 7 s Ta 7740772
TEFRELET,

http

WLAN T, HTTP 7 A4 7 N a7 74 ) 7%
RELET

enable

WLANT, 7947 M 7a774 0 TOBED
AT 2 =T M LFET,

HTTP 777 A V7% A X—T/WZT 5 &, Cisco
WLCIX, 7a 77 A4V 7 D=Hll, 779472 b
@» HTTP BMEEINEL £7,

DHCP a7 7 A Vv T A X —T /T 5 &, Cisco
WLCIX, 7a 77 A4V 7 D=Hll, 77472 b
@ DHCP gt & IVE L F 7,

disable

WLAN T, 74T v 7Ta7y7 40 7TORED
AT T 4 =TT LET,

wlan_id

1 ~ 512 O MR LAN G857,

FERLEDHA KS4> WLANDZ IA T b 7u7yA ) 7 2@ETHANS, WLAN 27 4 =7z Lic 2 &

R L ET,

ATV RFIFNRE I TAT U NOTaT A T TT,

av v FERE J1y—2 EEARAR
7.6 ZoavwryPiE VU —=RAT6LRIOY Y —ATHEAShE LT,
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. config wlan profiling

FEREDHA K54 HITP TR— R ROICHH SN TA T M2 a7 w774 ) o 7 CEET, IPv6 HH 2
FAT MITR T AU EnER A,

o alr HALT T R WLANICH L TREZIILVTWDEE. 7747 M, REZN
FPEZALT T NRTa 77 A4V TENARNCHTIP T 7 4 v 7 B EETARLERHD £
-éAO
ZOMREIX. LT T A= SN TWEFA,

e FlexConnect A& > K72 £— K

* FlexConnect @ — %7 /L83

&IZ, WLAN CDHCP 7r 77 A UL L HITP 07 7 A4 UV I OW G2 A % —7
M TBH 2R LET,

(Cisco Controller) >config wlan profiling radius all enable 6

HTTP Profiling successfully enabled.
DHCP Profiling successfully enabled.
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config wlan qos .

config wlan qos

fE#E LAN @ Quality Of Service (QoS) #ZH 3 5IZ(X, configwlanqos =~ > RZEH L E
R

config wlan qos wlan_id {bronze | silver | gold | platinum}
config wlan qos foreignAp {bronze | silver | gold | platinum}

KEST D EHEA wlan_id 1 ~ 512 OEERR LAN #8510+
bronze Bronze QoS R U v —%FEE L E T,
silver Silver QoS R U v — %4/ E L E7,
gold Gold QoS RV v —#HEL 7,
platinum Platinum QoS RV > —Z¥E L £,
foreignAp P—RKRX=F DT VA KA MEFEEL
EJx a8

ATV RFIFILR T IANVED QoS AY =TT N—TT,

av Yy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XTHAINE LT,

WIT, BEHRLAN 1 RS L~V —EREHRET D02 RLET,

(Cisco Controller) >config wlan gos 1 gold
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. config wlan radio

config wlan radio
MR LAN 2V A 3 DOBERRIR Y o — %% ET HI21L, configwlanradio =~ > REZMH L £,

config wlan radio wilan_id {all | 802.11a | 802.11bg | 802.11g | 802.11ag}

KEST D EHEA wlan_id 1 ~ 512 DR LAN #5511,
all TR T ORI CTERLAN ZHE L ET,
802.11a 802.11a 721 IZHERR LAN 23 E L £ 7,
802.11bg 802.11b/g 721F 1T MERE LAN 258 & L £

(802.11g 737 4 £ —7 V7285413 802.11b 72
FIZERE)

802.11g 802.11g 72\ IZHEHR LAN 238 E L £ 7,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

WIZ, TN TO®MEFIRI LR LAN 23R ET 202~ L E T,

(Cisco Controller) >config wlan radio 1 all
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config wlan radius_server acct .

config wlan radius_server acct

WLAN TRADIUS 7 h 7 T 7 = "2 ET 521X, config wlan radius_server acct =
~v Rz LET,

config wlan radius_server acct {enable | disable} wian id | add wian id server id | delete

wlan_id {all | server id} | framed-ipv6 { address | both | prefix } wlan id}
KEST D EHEA enable WLAN O RADIUS T AT T 4 v T %A F—

T LET,

disable WLAN O RADIUS 7H DV T 4 v T %T 4
=7z LET,

wlan_id 1 ~ 512 O LAN §#511-,

add REINTWALRADIUS T hH U T 4 v
PN~ Y 7 HBEILUET,

server_id RADIUS h—/N A T v 7 R,

delete REINTWALRADIUS T VT 4 v
PR~V 7 BHIELE T,

address IPv6 7 RLVARIZT ho T 47 7L —25A4k
INT-IPve BIHEERTELE T,

both IPv6 7 RLAE TS VT 4w T AT T T 4
VI 7 L—ME ST IPv6 B AR E L E
—a—o

prefix IPV6 VT 4 T RLT AT T 4T 7

L—2afb &Nz IPve B2 T L £9,

ARVEFIALE AL

avy FERE J1y—=x EZENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, WLAN2 DRADIUS TV T 4 T oA 2 —TNMZT D62 R LET,

(Cisco Controller) >config wlan radius_server acct enable 2

WIZ, BRESNIZRADIUS T AU T 4 v T H—_~D U v 7 BT 564~ L%
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. config wlan radius_server acct

(Cisco Controller) > config wlan radius_server acct add 2 5
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config wlan radius_server acct interim-update .

config wlan radius_server acct interim-update

WLAN CTRADIUS 7 AU > 7 4 > 7 Y—_"OFM T v 77T — N EHET HITIL, config wlan
radius_server acct interim-update =~ > RZ{HH L £,

config wlan radius_server acct interim-update {enable | disable | interval } wlan id

*%K@ERIEE interim-update RADIUS 7 4 |7 s e \/7 “H-‘—/\‘@EPFEﬁT v
TT—hERELET,

enable WLAN D RADIUS 7 7 > T o ¥ 7 H—r3D
FET v 7T = A R=T NI LET,

disable WLAN @O RADIUS 7 B0 T 4 H—s3D
W7 v 75— T 42— M LET,

interval a—EREEF A RET v 7 — M. A
72 EDOHPHIE 60 ~ 3600 F T,

wlan_id 1 ~ 512 OEERR LAN 78510+

ATV RFI4), RADIUS 7H U LT 4 7 Y= SOHET v 77— ME 600 FIZERE S NLET,

avy FER J1)—=x EENE
7.6 Zoavwry Rk, VY—RXT76LEIOY V—ATEAINE L,

WIZ., WLAN2 D RADIUS 7 hH 7 o7 4 v 7 H— N2 200 ORI T » 75— R &35
ETHEZ2RLET,

(Cisco Controller) >config wlan radius_server acct interim-update 200 2
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. config wlan radius_server auth

config wlan radius_server auth

WLAN T RADIUS Z2EF V) — &R ET B
LET,

configav > K :r~z |

. config wlan radius_server auth ==~ > K % {i ff]

config wlan radius_server auth {enable wian id | disable wian id} {add wlan_id server id |

delete wian_id {all | server id}}

XN auth RADIUS RiF AR E L E9
enable Z D WLAN 5% L T RADIUS #RF & A % —
LiZLET,

wlan_id 1 ~ 512 OMEHF LAN #5511

disable Z O WLANZxt L CRADIUSREFEA T 1 & —
TN LET,

add FE SN TWS RADIUS —_"~D VY 7 &
BiMLET,

server_id RADIUS Hh—/3 A T v 7 A,

delete FHEENTWVWS RADIUS —~D VY 7 %
HIBR L £,

all FIEZN TS RADIUS H— " ~DF T D

Vo7 BEIBRLET,

aAvYRFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE L,

wIZ, WLANID 1 B X O — N1ID 1 DR EH A RADIUS fBFEY— N2 U v 7 2380

THBZRLET,

(Cisco Controller) >config wlan radius_server auth add 1 1
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config wlan radius_server overwrite-interface .

config wlan radius_server overwrite-interface

MR LAN @ RADIUS #hi) A > % — 7 = A A& ET HITIL,. config wlan radius_server
overwrite-interface =~ > RZfHH L £,

config wlan radius_server overwrite-interface {enable | disable} wlan id

X DA enable Z @ WLAN IZ%] L T RADIUS &1 > & —
Tz A RAEARX—TMILET,

disable Z D WLAN IZ%] L T RADIUS &1 o & —
T oA AT 4 =TI LET,

wlan_id 1 ~ 512 OHEERR LAN @il

ATV RFIFLE AL

avy RERE Jy1)y—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

EELEOHA KS4y Ty hr—F0% ID & LTEHRAS VX —7 =4 Z&EH L ET, RADIUS ¥ — 03 EHbefi
ENTZEA L Z—T 2 A AZHDEE. N T T4 7 IFENA =T = ADBEE SN
FT, TNLUSOLEIT, FEHIP T RLABRFEHIET,
COMREER AT D E, ar hr—FE, FDOWLAN EOT X THORADIUSEE T 7 ¢ v
2 O Identity 38 L OEEL L LT, WLAN OREITHREINTA ' F—7 = A A% Identity &
LCEHLET,

&Iz, ID 1 @ WLAN 2%} LT RADIUS 8if) A > X —7 = A A% A F—T NI 5 H)
R LET,

(Cisco Controller) >config wlan radius_server overwrite-interface enable 1
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. config wlan radius_server realm

config wlan radius_server realm
WLAN T L /L AZRET HIZIE. config wlan radius_server realm =~ > R&2fH L £,

config wlan radius_serverrealm{enable | disable} wlan-id

¥ESLDERRA radius_server RADIUS —/N A 7 v 7 A, @HIZ 1~ 17
T,
enable WLAN CL LV AEAZLET,
disable WLAN CTL /L AZ I L ET,
wlan-id WLAN ID, #ipHi% 1~ 512 T,

ARVEFIALE BL

avy FERE 1)1y —= LEEHNE
8.0 Zoavry RPEASNELE,

WIZ, WLAN TL /L A& A X—T W T D0 &R~ LET,

(Cisco Controller) > config wlan 2 realm enable 50
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config wlan roamed-voice-client re-anchor .

config wlan roamed-voice-client re-anchor

N— VT EINDIEFRITAT DO T oh—RY —%FET HIZIE. config wlan
roamed-voice-client re-anchor =~ > RZfHH L £7,

config wlan roamed-voice-client re-anchor {enable | disable} wilan id

X DA enable oS YT ENBITAT L ROV T A=
R —% A X —T VI LET,

disable 0= T EINDTITAT L NDY T H—
RIS —%F 4 E— NI LET,

wlan_id 1 ~ 512 OHEERR LAN @il

ARUERFIFNE BRIV TEINLITAT DY T A — R 3T,

avy RERE Jy1)y—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

WIZ, WLANID X1 Our—I VT EINDIEFIT7A T T, VT —RY v—
AR =TT DHHERLET,

(Cisco Controller) >config wlan roamed-voice-client re-anchor enable 1

config A< K :r~z .
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config wlan security 802.1X

configav > K :r~z |

AR LAN O3 A 2D 802.1X X = U 7 ¢ OWREAZEE T 5HIZI1L, config wlan security

802.1X =~ R&fEH L £7,

config wlan security 802.1X {enable {wlan_id

| foreignAp} | disable {wlan id | foreignAp}

| encryption {wlan_id | foreignAp} {0 | 40 | 104} | on-macfilter-failure {enable |
disable} }
X DA enable B2IX REZXZ AL FET,
wlan_id 1 ~ 512 OEERR LAN 75510+
foreignAp P—RKRX—=FT DT 7R KA MEREL
F9,
disable 802.1X X EZ AN LET,
encryption FHWEP X — &L A T v 7 AZBELET,
0 WEP & —0OH A X% 0 (K72 L) IZRE
LET, 774/ MAEIZ 104 TT,
GE)  ERLANHNOTRTOF—X., [
CH A XTRITFNIEeD /A,
40 WEP X —DH% A &40y MIFEELET,
7 7 4V MEIX 104 TT,
GE) EFRLAN NOTXTOXF—T, [A
CH A ATRIFIER 0 FHA,
104 WEP ¥ —0OH A X% 104 £y MIHEELE

9, T 7 AV MHElE 104 T,

GE) EHRLANNOTRXTOXF—(%. [
U A XTRITNIE20 $HA,

on-macfilter-failure

MAC 7 4 V& ORI HT 5 802.1X 23R E
Li‘d‘o

enable MAC 7 4 VX ORI T 5 802.1X k%
Bz LET,
disable MAC 7 1 /b5 D REUZRET 5 802.1X #FE%

BN LET,
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config wlan security 802.1X .

ARVRFILLE L

avy NERE )1)—=R EEAR

7.6 Zoa<wrPiE, VU —=AT6LHIOY U —ATHEASHE LT,

ERALDHA KS54 > THRLAN O X RO 802.1X EF = U T 4 DI HLL NV EEE T HI21E, kO F—
A R LET,

«0:802.1X K5 E1{k7z L,

« 40 : 40/64 £ v NEEEAL,

« 104 : 104/128 ¥ bEF S (ZHUE, T 7 #/V b OEGEALERETY) &
WIZ., WLANID 16 T802.1X X2 UTF 4 2R ETAHE R LET,

(Cisco Controller) >config wlan security 802.1X enable 16

config A< K :r~z .



. config wlan security ckip

configav > K :r~z |

config wlan security ckip

IR LAN |2 Cisco Key Integrity Protocol (CKIP) X = U7 4 A7V a v EHRETHIT
config wlan security ckip =~ > RZFH L £7,

config wlan security ckip {enable | disable} wlan id [akm psk set-key {hex | ascii} {40 |
104} Kkeykey indexwlan_id | mmh-mic {enable | disable} wlan id | kp {enable | disable}

wlan_id]

ST ERBA enable CKIP £ = V7 4 ZHNLET,
disable CKIP EF% = V7 4 M LET,
wlan_id 1 ~ 512 DR LAN #8510+

akm psk set-key

(f1:75) CKIP M LAN D5 — & P 4 3%
'_./:E_‘ Lij‘o

hex

6 DM X —Z+EELET,

ascii

ASCII O 5% —ZFRE L £ 1,

40

CKIP WLAN O 5% — DR E% 40 £ v
MIERELET, 40 By FF—ITiE. ASCII

T XA RSUT 5 LT E 16 EESTTDY 10 X
FTHETT,

104

CKIP WLAN DI 5 ¥ — DR 2 104 £

MIFEELET, 104 By hF—I21, ASCII
TR A NFN 13 LF & 16 T 26 X
FETT,

key

CKIP WLAN OXF —DOHELXTFEE L E7,

key_index

REFEH»PSK F— A T v 7 A,

mmbh-mic

(f£E) CKIP 4 LAN O~ L FE 25
Ny Va Aye—VEAEET =y 7 (MMH
MIC) #fFaaRE L £,

kp

({£7) CKIP 4 LAN OX — B2 3T L
\i—g—o

ATV RFI+LE AL

avy FEREE )1)—=x

EEAR

7.6

ZoawrRiE, VIV—RT6LHIOY V—ATHAINE LT,
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config wlan security ckip .

WIZ, WLANO3 DPSK ¥ — A > F v 7 2212104 € b (16 EEESTFE 26 ) O
CKIP WLAN B 5% — 23R T3 D0 2R LET,

(Cisco Controller) >config wlan security ckip akm psk set-key hex 104 key 2 03
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. config wlan security cond-web-redir

config wlan security cond-web-redir

bt Web U XA L7 NEARNETIZIEZNICT HIZIL, config wlan security cond-web-redir
avy REEHLET,

config wlan security cond-web-redir {enable | disable} wlan id

BX DA enable L& Web U XA LY REFEIIZLET,
disable FAFfFE Web U XA L7 FNEBIZLET,
wlan_id 1 ~ 512 OEERR LAN 78510+,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoavry Rt VY—RXT76LEIOY VU —ATEAINE L,

WIZ, WLANID 2 CT&fft&E Web ) XA L7 N 2B T 502 R LET,

(Cisco Controller) >config wlan security cond-web-redir enable 2
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config wlan security eap-params

config wlan security eap-params .

WLAN Tr— /L EAP # A ~—Z &7 521X, config wlan security eap-params =~ > K%

L £

config wlan security eap-params { {enable| disbale} | eapol-key-timeouttimeout| eap-Kkey-retries
retries | identity-request-timeout timeout | identity-request-retries retries | request-timeout

timeout | request-retries retries}wlan_id

B DEREA

{enable |disable }

SSID [EA D EAP % A A7 7 NFE 7= X ERIT
EENETNTERDNCT DL HITHEELET,
T 7 /v F T, BENCERESINTWVET,

eapol-key-timeout timeout

a v he—IR¥r—ANLVEAP AR LTYUA
YL RAZFA7T v FMIWLANFRH TEAP % —
DIXE &Rk HHER (200 ~ 5000 2 V) %
FBELET, A2h7e&P I 200 ~ 5000 X U R
<7,

57 )V MEIZ 1000 2V T,

eapol-key-retries retries

oy he—S RN —H L EAP BFEHLTUA
YL AT TAT 2 MIWLANFH TEAP ¥ —
DEEERA LR KRB (0~4[0]) ZHEL
*9,

7 7 4V MEIZ 2 T,

identity-request- timeout timeout

oy hba—I78a—H0/VEAP i LT
WLANHNE D T A ¥ LA 7 5147 FMZEAP
ID ZROEE A DR (1~ 1208) %
RELET,

77 /v MEX 30 B T9,

identity-request-retries retries

oy bha—I3a—h0/VEAP ZfifH LT
WLANHE DT A ¥ LA 7 T 147 MZEAP
ID ZR D FE(E 2l A 2 R EEL (0~41H])
ERELET,

77+ /v MEIX 2 TT,

request-timeout

oy ba—I3a—h/)VEAP ZfH LT
WLANHNE DT A ¥ LA 7 47 MZEAP
INT A= B BEROEG R A DR (1~120
B) #fELET,

77 F /v MEIX 30 BT,

config A< K :r~z .



configav > K :r~z |

. config wlan security eap-params

request-retriesretries ay hu—7R3e—4)LEAP Z{EH LT
WLANNEED U A ¥ LA 7 A 7 FZEAP
IXT A =B PROFEG %R D FREE (0
~20R]) ZHEELET,

77 F /v MEIX 2 T,

wlan-id WLAN ID #F &

ATV R FI4I L T AN IO EAPOL F— ¥ A A7 7 MME 1000 X UM TY,
EAPOL ¥ —OETEE DT 7 /v I 2 T,
T 74N hOIDERY A LT U MEIX30 BT,
77 /v k@ ID ERFEATIEEIT 2 T,
T 7 A N DOERS A LT U MEZ 30 T,
77 4V N OERBEITEHIL 2 TT,

av Y RERE J1)y—= EERNE
7.6 Ioavwy RPREAINE LT,

IZ. WLAN T SSID [EH D EAP /3T A —Z ZHNZT 5% R~ LET,

(Cisco Controller) > config wlan security eap-params enable 4

2L

&IZ, WLAN TEAPOL ¥ — # A L7 7 b XTI A—ZERETHHERLET,

(Cisco Controller) > config wlan security eap-params eapol-key-retries 4

RIZ., WLAN T EAPOL ¥ —OHRITHBRERET D02 R~RLET,

(Cisco Controller) > config wlan security eap-params eapol-key-retries 4

. configav K :r~z
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config wlan security eap-passthru .

config wlan security eap-passthru

A —T T 4 = H T 802.1X T L— L /XA A)L—H R ET HITIE. config wlan security
eap-passthru =~ > K& L 7,

config wlan security eap-passthru {enable | disable} wian id

X DA enable WA —T T 4 r—HF~D802.1X 7 L — L
IRA AN —" /L ET,

disable NEA—T T 4 r—HF~D802.1X 7 L — A
ISR AN —H Wz LET,

wlan_id 1 ~ 512 OHEERR LAN @il

ATV RFIFLE AL

avy RERE Jy1)y—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

WIZ, WLANID 2 DA —T T 4 5 —H ~D 802.1X 7 L—2L /XA A)L—%HF%)
T A E R LET,

(Cisco Controller) >config wlan security eap-passthru enable 2

config A< K :r~z .
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config wlan security ft

802.11r MBI TR —I T NI RA—F %

configav > K :r~z |

FRET 5IZIE. config wlan security ft ==~ > R & ff

ALET,

config wlan security ft {adaptive | enable | disable | reassociation-timeout timeout-in-seconds}

wlan_id

X DA adaptive 802.11r BHEBATR — 7 TH ST 4T Y

R—=bFERELET, ZOUDBT 74V FOF
7a T,

enable 02.1lr miBITr — 2 7 iR — M EFIIC
l/ \jz ‘j’_‘o

disable 802.11r R T — 2 > 7 Yl — b &I

Li‘d‘o

reassociation-timeout

B Y=y a VRO ZRE LET,

timeout-in-seconds

BT YvT—varod LTy Mi (BHE
fn) o ARDEEPRIZ 1 ~ 100 B TT,

wlan_id

1 ~ 512 O LAN 5851+,

aRVRFILLE L

av Y FERE )1)—= EEAR
7.6 Zoa<xryRiE, VI —AT76URIOY U —ZATHAShE LK,
8.3 ZDa~vy RPERINE L, adaptive ¥ — 7 — R2NBIISIVE LTz,

FEREDHA K54 FTITHEDRNZ, WLAN ZE2C Lo L 2R L E T,

KIZ, WLAN 2 T802.11r mi#ERBITe — I 7 i R— b E2HNIT 502~ LT,

(Cisco Controller) >config wlan security ft enable 2

wIZ, WLAN2 @ 802.11r miEBITe — 7 R — MNMIKdT 5/ 7 VY vo— g

DIZA LT T Mz 20 7

T OB R LET,

(Cisco Controller) >config wlan security ft reassociation-timeout 20 2

. configav K :r~z
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config wlan security ft over-the-ds .

config wlan security ft over-the-ds

T AT A D 80211 EEAT /N T A —Z X ET HITIL. config wlan security ft over-the-ds
av s REEHLET,

config wlan security ft over-the-ds {enable | disable} wian id

EX DA enable S AT AN D021 EEB T — I v
FR— b EHEDLET,

disable S AT A ED-21r mEER T —3I v
PR— F L ET,

wilan_id 1 ~ 512 O W LAN 5511,

ATV RFILLRE A FTTN

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

FEREDHA K54 LITEDLHNT, WLAN 28 Lo 2 L 2R L ET,
802.11r EHEITAS WLAN THHITH D Z L 2B L E T,

&IZ, WLANID 2 Oy 25 A Eo 802.11r mdiTe — I v 7 iR — 2 A7
THH 2R LET,

(Cisco Controller) >config wlan security ft over-the-ds enable 2

config A< K :r~z .
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. config wlan security IPsec disable

config wlan security IPsec disable

IPSec ¥ = U7 4 2T T5IZ1L, config wlan security IPsec disable =~ > K& L &

RS
config wlan security IPsec disable {wl/an id | foreignAp}
EBX D& wlan_id 1~ 512 OHFERR LAN Gl 1
foreignAp Y= RR=F 4y DT 7V A RA L FEIFEL
£
AR RFIALE AL
av Y RERE )= EEAR
7.6 Zoa<wrNE, VU—=AT76 IO J—ATEASHE L,

&IZ, WLANID 16 @ IPSec Z &2+ 26277 L £,

(Cisco Controller) >config wlan security IPsec disable 16

configav K :r~z
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config wlan security IPsec enable .

config wlan security IPsec enable

IPSec ¥ = U T 4 AN T 5IZiE,. config wlan security IPsec enable =~ > N&ff ] L &

RS
config wlan security IPsec enable {wlan id | foreignAp}
XX DER8A wilan_id 1~ 512 OHFERR LAN Gl 1
foreignAp P—RR=F 4y DT 7 VA RA L b EIFEL
£
AR RFIALE AL
av Y RERE )= EEAR
7.6 Zoa<wrNE, VU—=AT76 IO J—ATEASRHE L,

&IZ, WLANID 16 @ IPSec Z A+ 26 %2 77 LET,

(Cisco Controller) >config wlan security IPsec enable 16

config A< K :r~z .
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. config wlan security IPsec authentication

config wlan security IPsec authentication

MR LAN CEH T2 IPSec X = VT 4 BFE7' 1 b 2L &2 B9 5121, config wlan security
IPsec authentication =~ > RZHH L £7,

config wlan security IPsec authentication {hmac-mdS | hmac-sha-1} {wlan id | foreignAp}

KT ERBA hmac-md5 IPSec HMAC-MDS G8iE 7' 1 k 2 /LA $R7E L &
R
hmac-sha-1 IPsec HMAC-SHA-1 F8iE7' 1 b a /L& fRE L
ij‘o
wlan_id 1 ~ 512 OEERR LAN #8510+,
foreignAp = RR—=TFT DT 7 RAKRA Y FEFREL
iﬁ‘o

aATYRFIHLE AL

av Yy FER Jjyy—= ETEAR
7.6 ZoawrRiE, VYV—RAT76LHIOY UV —ATHAINE LT,

&IZ. WLANID 1 @ IPsec HMAC-SHA-1 £ ¥ = U T 4 il T A —Z AR ET HH %
~LET,

(Cisco Controller) >config wlan security IPsec authentication hmac-sha-1 1

. config a<v UK :r~z
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config wlan security IPsec encryption .

config wlan security IPsec encryption

L LAN CEFHT 5 IPSec X 2 U 7 s 57 h 2L 2 H 4 5Z1%, config wlan security
IPsec encryption =~ > R&fiH L £7,

config wlan security IPsec encryption {3des | aes | des} {wlan id | foreignAp}

-3 qOE L) 3des IPSec 3DES 5t & A X —7 W LET,
aes IPsec AES 128 'y MEEILAZ AN L ET,
des IPSec DES W5 5{b & A X —7 M2 LET,
wlan_id 1 ~ 512 DM LAN #%51)
foreignAp P— RRX—=F DT 78X KA FEFRTEL

35

ARVREFIAAE L

avy FERE 1)1)—=x EENE
7.6 Zoavr NI, V=276 UHIOY Y —ATHAINE LT,

RIZ. IPSec AES i F{b 2R ET HH 2R L FET,

(Cisco Controller)

>config wlan security IPsec encryption aes 1

config A< K :r~z .
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. config wlan security IPsec config

config wlan security IPsec config

A LAN CEHT 28U A 2 —3% v b =254 (IKE) CFG-Mode /87 A —# %

RET
%1Z1%. config wlan security IPsec config =~ > RZ i H L £7,

config wlan security IPsec config qotd ip_address {wlan_id | foreignAp}
BX DA qotd cfg-mode ® quote-of-the day ¥— 3 IP & &% 7E L
£,
ip_address cfg-mode @ quote-of-the-day ¥—/N 1P,
wlan_id 1 ~ 512 OfEHE LAN #5511,
foreignAp

P—RR=FT 4 DT 7 ¥ A KA FEIEEL
£,

ARy RFIANLE AL

avy FERE )1y —= TERNE

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

FEHEEDHA KSqy KEFEy v ar d— (LB LURGEE) OGN E LT, BEOVPN =2 FARA &k
(T =2 OREFIEZREET 2 FEL LTS ETS, KEZEF=2UT 47 Yo —Tg
¥ (SA) D/ Pz BHERUTEID T T, Stz B L £,

IZ. WLAN 1 ® CFG-mode @ quote-of-the-day —/3IP 44.55.66.77 % i% &3 5 5l % 7
LET,

(Cisco Controller) >config wlan security IPsec config qotd 44.55.66.77 1

. configav K :r~z
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config wlan security IPsec ike authentication .

config wlan security IPsec ike authentication

B LAN T3 25 IPSec A > ¥ —F v b F—2# (IKE) BIET 7 F VA AR 2120,
config wlan security IPsec ike authentication =~ > FZ i L £ 7,

config wlan security IPsec ike authentication {certificates {wlan id | foreignAp} |
pre-share-key {wlan_id | foreignAp} key | xauth-psk {wlan_id | foreignAp} key}

X DR certificates IKE F8FEE— READCLET,

wilan_id 1 ~ 512 DR LAN #5511,

foreignAp P —RKR—=FT DT VR KA MERREL
EJr RN

pre-share-key HRTA X — 2> IKE Xauth ZHIC LE
R

xauth-psk IKE FrijdfaF—2 G20 LET,

key FRIEA B X O xauth-psk (24 FE 72—,

ARVEFIALL AL

avy FERE J1y—=x EZENE
7.6 Zoa<wrRNE, VU —RT76LEIOY V—XATHAINE LT,

Wiz, IKE @BFEE— FE2RTT D0 2R LET,

(Cisco Controller) >config wlan security IPsec ike authentication certificates 16

config A< K :r~z .
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. config wlan security IPsec ike dh-group

config wlan security IPsec ike dh-group

IS LAN T % IPSec f % —F v b F—5H#t (IKE) Diffie-Hellman 7 /L —7 % & H 3
5121, config wlan security IPsec ike dh-group =~ > F&EH L £,

config wlan security IPsec ike dh-group {wlan id | foreignAp} {group-1 | group-2 |

group-5}
KEST D EHEA wlan_id 1 ~ 512 DR LAN #5511,
foreignAp P —=RR—=TFT DT VA KRS bEHEEL
35N
group-1 DH 7 W—71 (7168 £ ) ZIEEL T,
group-2 DHZ W —72 (124> k) #EELET,
group-5 DHZ W—75 (1536 v ~) #HELET,

ATV RFIFLE AL

av Yy FER Jy—2 ERERE
7.6 Zoawry NI, VY —RT76LEIOY V—ATHAINE LT,

Wiz, 7 v—7 1 @ Diffe Hellman 7 /L —7 /X7 A — X 2R ETHBZRLET,

=~

(Cisco Controller) >config wlan security IPsec ike dh-group 1 group-1

. config a<v UK :r~z
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config wlan security IPsec ike lifetime .

config wlan security IPsec ike lifetime

MR LAN CHEF T2 IPSec f v % —F v b F—25# (IKE) T4 7 XA LEEET HITIE,
config wlan security IPsec ike lifetime =~ > K& L 7,

config wlan security IPsec ike lifetime {wlan id | foreignAp} seconds
XD EHEA wlan_id 1 ~ 512 DOHEERR LAN @il 1

foreignAp P—RKX—=F DT 7 AR MERREL

£

seconds 1800 ~ 345600 M IKE 71 7 % A & () ,
avURFI4LE L
avy FERE Jy—2= EEAE

7.6 Zoawry N, V=X 76 UHIOY V=2 THASNE L,

W, MR LAN TFEH T IPSecIKE T4 7 X2 A LB ET A 2R LET,

(Cisco Controller) >config wlan security IPsec ike lifetime 1 1900

config A< K :r~z .
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. config wlan security IPsec ike phase1

config wlan security IPsec ike phase1l

MR LAN CTfEF 3 5 IPSec A > % —F v b F—%H# (IKE) 7 =—RX1%EH T 5HIZ1L, config
wlan security IPsec ike phasel =~ > R&#H L £,

config wlan security IPsec ike phasel {aggressive | main} {wlan id | foreignAp}

ST aggressive IKET 7Ly 7 T— REANLET,
main IKE A A v E—REAMNLET,
wlan_id 1 ~ 512 O LAN #8511,
foreignAp P—RKRX—=F DT 78R KRA L FEFEEL
E3xpe

ATV RFI4LE RL

av Y FER Jy—= EENA
7.6 ZoawrRiE, VIV—RT76LHIOY V —ATHAINE LT,

WIZ, TPSecIKE 7 = — X 1 #EE+AF 2R LET,

(Cisco Controller) >config wlan security IPsec ike phasel aggressive 16

. config a<v UK :r~z
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config wlan security IPsec ike contivity .

config wlan security IPsec ike contivity

HERR LAN C Nortel @ Contivity VPN 7 A 7> h %48 — 2235121, config wlan security
IPsec ike contivity =~ > K& H L £,

config wlan security IPsec ike contivity {enable | disable} {wlan id | foreignAp}

KT ERBA enable Z @ WLAN %95 Contivity DY R— h &4
ML ET,
disable Z ® WLANZ%}9 % Contivity DR — K % i
iz LET,
wlan_id 1 ~ 512 OEERR LAN #8510+
foreignAp P —RKRX—=F 4 DT Vv A KRA 2 MEEEL
iﬁ‘o

aATYRFI+LE AL

av Yy FER Jjyy—= ETEAR
7.6 ZoawrRiE, VYV—RAT76LHEIOY JV —ATHAINE LT,

WIZ, Contivity VPN 7 74 7> K R — b2 EFT T 562 R LET,

(Cisco Controller) >config wlan security IPsec ike contivity enable 14

config A< K :r~z .
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. config wlan security wpa akm ft

config wlan security wpa akm ft

802.11r FEMAT 802.1X A H L CRRREF —F B 23X E ¥ 121X, config wlan security wpa akm
ft a2~ REfEHLET,

config wlan security wpa akm ft [over-the-air | over-the-ds | psk | [reassociation-timeout
seconds]] {enable | disable} wlan id

BX DA over-the-air (EE) 802.11r = TH Lt m — I > 7 4
R—FEHELET,
over-the-ds ((EE) 802.11r (T — 3 o 7/ DS ¥ —
N ELET,
psk (EE) 802.11r AT PSK ¥ 7k — b &3 E
l/\ji —;’_‘O
reassociation-timeout EE) 7Y yo—ya OHRHEREZ R
FELET,
B 7REMHIE 1 ~ 100 T3, 77+ /L ME
120 BT,
seconds BTV z— g OB FPEAD) .
enable 802.11r E AT 802.1X AR — FEHNZ L
F9,
disable 802.11r & 4T 802.1X H R — 2 MR L
i‘g—o
wlan_id 1 ~ 512 O LAN #8510+
ARV RTFIALE EL
av Y RERE J1)—2 EERNE
7.6 Zoa<wry RNE, VY —RT76LEIOY V—ATEHAINE LT,

WIZ, 802.11r BB T2 L CRGEX — B AR ET D02~ L ET,

(Cisco Controller) >config wlan security wpa akm ft reassociation-timeout 25 1

. configav K :r~z
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config wlan security ft

802.11r FmIEBITR — I 7 NT A—F R ET HITIX, config wlan security ft 2~ > R &

config wlan security ft .

ALET,

config wlan security ft {adaptive | enable | disable | reassociation-timeout timeout-in-seconds}

wlan_id

X DA adaptive 802.11r BHEBATR — 7 TH ST 4T Y

R—=FERELET, TNUDBT 74V FOF
7ia T,

enable 802.1lr miBITr — 2 7 iR — M EFAIIC
l/ \jz ‘j’_‘o

disable 802.11r R T — 2 > 7 YR — b &I

Li‘d‘o

reassociation-timeout

B Y=y a VRO ZRE LET,

timeout-in-seconds

H7ryvo—varof4 L7y M (BH
i) o AZHEPAIL 1 ~ 100 BT,

wlan_id 1 ~ 512 OEER LAN 7851+
aRVRFILLE L
vy FERE J1y—= EERNE

7.6 Zoa~vr NI, VIV—RAT76LHIOY VU —ATHAINE LT,

8.3 ZDa~vy RPERINE L, adaptive ¥ — 7 — R2NBIISIVE LTz,

FEREDHA K4V

SEICHETRNIZ, WLAN I L7z Z & = /ER L E T,

&IZ, WLAN2 T 802.11r mi#ERITe — I 7 i R— b E2HNIT 502~ LET,

(Cisco Controller) >config wlan security ft enable 2

WIZ, WLAN2 @ 802.11r miEBITe — 7 R — MNMIKdT5H/ 7 VY vo— g

DEA LT T MEZE 20 7D

THB R LET,

(Cisco Controller) >config wlan security ft reassociation-timeout 20 2

config A< K :r~z .
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. config wlan security passthru

config wlan security passthru

MR LAN CTEFH 3% IPSec /XA AL— % F 521X, config wlan security passthru =~ > R
EREHLET,

config wlan security passthru {enable | disable} {wlan id | foreignAp} [ip address]

-3 qOE L); enable [PSec /N A ZL—Z MM LET,
disable IPSec /XA A L—% WAz LE T,
wlan_id 1 ~ 512 OEERR LAN 78510+,
foreignAp P—RKX—=F DT 7 A KRA Y MERREL
ESc I
ip_address (fF&) VPN b2 /L Z &8 LTV 5 IPSec
F—roxA b—%) OIPT RL A% AT]
LE7,
ATV RFI4LE RL
av Y FER Jiy—= EENA
7.6 ZoawrRiE, VIV—RT6LHEIOY U —ATHEAINE LT,

W, MR LAN THFEHT 5 IPSec WA R L—E2 BB A4 %27~ LET,

(Cisco Controller) >config wlan security passthru enable 3 192.12.1.1

. config a<v UK :r~z
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config wlan security pmf .

config wlan security pmf

WLAN @ 802.11w FBE 7 L — Af5# (MFP) %% EJ HIZIL. config wlan security pmf =~ >
REfEHLET,

config wlan security pmf {disable | optional | required | association-comeback
association-comeback_timeout | saquery-retrytimeout saquery-retry timeout} wlan_id

- QOB L); disable WLAN @ 802.11w MFP {#i# % B0 L,
optional WLAN @ 802.11w MFP {f:# % A2hic L £ 7,
required 7547~ h7% WLAN O 802.11w MFP {£i#% % 2> = — 45
ZLHRERLET,
association-comeback 802.11w 7Y v —3 g VIR 2% E L £,

association-comeback_timeout 7 ) L x—3 g EIREE (BEAD) , TV —a v
T—HA A= R30Ik oTHEGSARIL, 7Yy —hEh
TWAHI IA TV M3T Y vo—v a U ERRITT 2 £ TICrHE
T2 RER D DRI, AT —2 2 23— F30D A vE—IIF,
[ Association request rejected temporarily; Try again later] T,

WEIZ. 1 ~208TF,

saquery-retrytimeout 802.1lw k¥ =2UF 4 7Y —ay (SA) 27U U ko4
HALT U NERELET,

saquery-retry_timeout TYvT—aryERRITTAAENC, 7T Y v — ST
WD TATV h~DT Vo o— g VSETEE SN ERIN
W, 7V —a OEEHIRYT, ZoREFRICLY, 77
ATV IIEBEOI T4 T b THY, RIERZTA T FTlE
RWDINE D DR EINE T, 7 T4 T M3 ORFFENITIGE
LERWERIE, 794 T b7 Yo —aryipnary ha—Ih
HHIFR S E T, 5E TE HHiPHIZ 100 ~ 500 X YR TH,

wlan_id 1 ~ 512 O MR LAN #8511

ATV RFIFNNR TIANVEDSAZ Y U RTA X ALT T ME200 I YHTT,
TN DT Y=g VERZA LT U M1 T,

avy FERE J1y—=x ETEAR
7.6 Zoa<wryRNE, VU—RT76LEIOY V—ATHAINE LT,

config A< K :r~z .
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. config wlan security pmf

FEEEDHA KSq> 8021lw TiE, 7o —Fx¥ A MELEILVTFF ¥ A NOBREREHLT L—LER#ET D20
W2 & 415 Integrity Group Temporal Key (IGTK) 2 A I TWET, IGTK X, Y —XA
STADHLOMACEH 7 ha)7F—4% 2=v  (MMPDU) %#Ri#T H7-DICHHT 54—
v T4 =2 AT —vay (aryhr—7) ZLoTHDVETHEND, T X LRETT,
802.1IWIGTK F—(, 4 V= A N>V Ry =A 7 ZHH L THHE S, b1 Y2 TWPA 721
WPA2 X 2 U7 4 IZL > TREINTVD WLAN TOAFEH S E T,

&IZ, WLAN @ 802.11w MFP #2023 A2~ LE T,

(Cisco Controller) > config wlan security pmf optional 1

WIZ, WLAND SA 7 =) U T4 ZALT Y MERETDHHERLET,

(Cisco Controller) > config wlan security pmf saquery-retrytimeout 300 1

. configav K :r~z
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config wlan security sgt

WLAN TEx=2UT 4 J—7 %7 (SGT) #RET DT

REfHLET,

config wlan security sgt {value | wlan-id} wlan_id

config wlan security sgt .

X, config wlan security sgt =~ >~

EX DA value SGT &

wlan-id WLAN ID

ARV REFIALE AL

avy FERE J1y—= TEAR
8.4 Zoawry RRBEMENE L,

config A< K :r~z .
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. config wlan security splash-page-web-redir

config wlan security splash-page-web-redir

AT T wva N—=Y Web U XA LT NEAHEITENIZT SIZIE. config wlan security
splash-page-web-redir =~ > K& AJJLE T,

config wlan security splash-page-web-redir {enable | disable} wian id

XX DA enable AT Ty a =Y Web ) XA LT NEFER)
W LET,
disable AT T va =Y Web U XA LT k&S
WZLET,
wlan_id 1 ~ 512 OHEERR LAN @i+

AT R TFI4IIE AT T yva =T Web U XA L7 Fﬂiﬁ%§%7?7ro

avy RER Jy—= TEAR
7.6 Zoa<wr RNE, VYU —RT76LEIOY VU —ATHAINE LT,

RIZ, AT T vva ~—=Y Web UZA L7 FEFMITDHZRLET,

(Cisco Controller) >config wlan security splash-page-web-redir enable 2

. config a<v UK :r~z
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config wlan security static-wep-key authentication .

config wlan security static-wep-key authentication

R LAN C##HJ Wired Equivalent Privacy (WEP) % — 802.11 FFEA 7% &9 5 21%. config wlan
security static-wep-key authentication =~ > FZfEfH L £7°,

config wlan security static-wep-key authentication {shared-key | open} wlan id

WX OB shared-key Jodr AR A LET,
open F—=T 0 VAT LRI AN LET,
wlan_id 1 ~ 512 DR LAN #8510+

ARy RFIALE AL

avy FERE 1)1)—=x EENE
7.6 ZoaxryRiE, V=276 UIOY U —ATHAShE L,

®IZ, WLANID | ©#) WEP 225 &+ —383E2 AN T D0 2R LET,

(Cisco Controller) >config wlan security static-wep-key authentication shared-key 1

config A< K :r~z .
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. config wlan security static-wep-key disable

config wlan security static-wep-key disable

##H) Wired Equivalent Privacy (WEP) % —Offi il 2 )29 %1213, config wlan security
static-wep-key disable =~ > K2/ L £,

config wlan security static-wep-key disable wlan id

X DA wlan_id 1 ~ 512 MR LAN #8517,

aATYRFIHLE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76EIOY V—XTHAINE LT,

WIZ, WLANID | O##H) WEP % — A2 HE0C+ 562~ LET,

(Cisco Controller) >config wlan security static-wep-key disable 1

. config a<v UK :r~z



I configav > K :r~z
config wlan security static-wep-key enable .

config wlan security static-wep-key enable

##H) Wired Equivalent Privacy (WEP) % —Offi il 2 A2 9 %1213, config wlan security
static-wep-key enable =~ > K& i L £,

config wlan security static-wep-key enable wian_id

X DA wlan_id 1 ~ 512 MR LAN #8511,

aATYRFIHLE AL

avy FERE J1y—=x ETREAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

&2, WLANID 1 O##) WEK ¥ —2 82T 26 %2 R L £,

(Cisco Controller) >config wlan security static-wep-key enable 1

config A< K :r~z .
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. config wlan security static-wep-key encryption

config wlan security static-wep-key encryption

519 Wired Equivalent Privacy (WEP) F—& A 7 v 7 A% ET 521X, config wlan security
static-wep-key encryption =~ > K2/ L £,

config wlan security static-wep-key encryption wian_id {40 | 104} {hex | ascii} key key-index

XX DEREA wlan_id 1 ~ 512 DR LAN G+,

40 Wb L~ % 40 ICFRE L 7,

104 b L~ L% 104 IZHE L E 7,

hex F—ANT16 EBCF AT 5 L 9 IHRE
LET,

ascii F— AT ASCIL LFZMHT 2 X 5 ictaiE
LETS,

key ASCII ® WEP % —,

key-index X¥—AT v I (1~4),

ATV RFIFLE AL

av Y RER Jyy—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATHAINE LT,

ERLOHA KS4y BEHRLANICLSDO—ERWEPF— A VT v/ AZWMHTEET, WEPF— AT v 7 R
T4 5L, §E WEP LA ¥ 2 F51KiCiE 4 DOER LAN LRETE £ A,

Zoawy REFERTLHENC, 802.1X ZEIC L T Z &V,

W, 16 HHCF 0201702001 BLOF— A T v 7 A2 %L TWLANID 1 O##
) WEP ¥ —% & ET HH 2R LET,

(Cisco Controller) >config wlan security static-wep-key encryption 1 40 hex 0201702001
2

configav K :r~z
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config wlan security tkip .

config wlan security tkip

Temporal Key Integrity Protocol (TKIP) Message Integrity Check (MIC) H 7 > X — A V% — 7k —
WVRE T B <—%RET D21, config wlan security tkip =~ > K& LE7,

config wlan security tkip hold-down time wian_id

B DEREA

AR R TFIAILE

hold-down TKIPMIC h U H— AV ¥ — K=V RKEZ U A A~v—%RELET,

time TKIPMIC 7 v B — Ry — ih—/L RZ D O BN OB, B2 7 #FIx
0~ 60T,

wlan_id 1 ~ 512 DR LAN 351,

FIZHIEIDTKIP AT Z—RA % —1T 60 IR ESNET,

avy RERE

=2 EERE
7.6 Zoa<wrPiE, VU—=AT76LRIOY Y —ATHEASHE L,

FEREDHA KSq4y TKIP AV Z =AY Y —F—FE, 7T27E8ZXFRA 2 D60 BOBIKIAIZ 2 >0 MIC =7 —

EREULBAICHET 52 L 80 £, JORWARE LA, 77 v ARV M,
802.11 M T Vo — FENTWETXTOTKIP Y T4 7 v FORIERSE L, I Z—
AV x— =V KA TR DY 54 7 > MBI LET,

WIZ, TKIPMIC AU v B —A %y — HR— IV RE T B A< —oHETHHZRLE
T,

(Cisco Controller) >config wlan security tkip

config A< K :r~z .
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. config wlan usertimeout

config wlan usertimeout

WLAN TT A RAWREED I FA T ey arOF A LT U MaRET HITIE
usertimeout =~ > RZHEH L E T,

. config wlan

config wlan usertimeout timeout wlan_id

X DA timeout WLANIZXIT 57 A RARED 7 AT v vy a b DEALT I h, 7547
VMIEDVEEEINAD N T T4 v IR LI VMEE TRIZEE. 72747 MIZA

AT T NREZHIBR S AL E T, #EPHIE 15 ~ 100000 #0 T,

wlan_id 1 ~ 512 OERRE LAN 351+,

FIFNINDIFTAT L Ny ary T4 RV EALLAT T MNX300FTT,

aAvY R FI4ILE

av Yy FER Jy—2= ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

FERELEOHA KSq4y ZITHRELLEZALT U MEIE, =< F config network usertimeout Z /] L TEFRT S
Ta—rN)VEALT T Ned—n"—F 4 FLET,

WIZ, WLAN T7 A K/WVIREED 7 FA T v bty a BZRETDHHERLET,

(Cisco Controller) >config wlan usertimeout 100 1

. config a<v UK :r~z
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config wlan security web-auth .

config wlan security web-auth

AR LAN TfEH 7% Web f8GED AT — % A% 2B J 5 IZ1%, config wlan security web-auth =
~v Rz LET,

config wlan security web-auth { {acl | enable | disable} {wlan id | foreignAp} [acl name

| none]} | {on-macfilter-failure wian _id} | ({server-precedence wian id | local | ldap |

radius} | {flexaclwian id [ipv4_acl name | monel} | {ipv6 acl wian id [ipv6_acl name

| none]} | {mac-auth-server {ip addresswlan id}} | {timeout {value in_secondswlan_id

}} | {web-portal-server {ip address wlan_id } }

BT DA acl TR Aarybe— L YA RNERELET,

enable Web FBREE AN LET,

disable Web FRFEA RN LET,

wlan_id 1 ~ 512 OEERR LAN 78510+

foreignAp P—RKRX—=FT DT 7R KA MEREL
*9,

acl_name (fEE) ACL 4 (FK 32 LFOHET)

none ({EE) ACLAZHBTELE A,

on-macfilter-failure MAC 7 4 V& ORIUZ I 5 Web iRGEA A
iz LET,

server-precendence Web #8iET — VI %3 B RRGEY — N OE LA
fLEFELET,

local P =R AL TERELET,

Idap =N EATERELET,

radius P =R AL TERELET,

flexacl FlexConnect D7 7 & A =2 b —L J X b
EERELET,

ipv4_acl_name (fEE) IPv4 ACL D44, FK 32 CFD B
Bre ANTEET,

ipv6_acl _name ({EE) IPv6 ACL D4R, fcK 32 LFDH
BraE ANTEET,

ipv6 IPv6 BN T A —F 2R E L £7,

config A< K :r~z .
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configav > K :r~z |

mac-auth-server

WLAN @ MAC it — %2R ELE7,

timeout

Web B8REX A LT U M ARELE T,

value_in_seconds

A LT ME (B o A7 300 ~
14400 #T9,

web-portal-server

WLAN @ CMCC Web 78— # )L D P — R Z 3R E
l./\jzjqo

ATV RFIHLE RL

avy FERE )1)—=x

7.6

ZoawryRiE, VIV—RT6LHIOY U —ATHAINE LT,

WIZ, WLANID1 B X WACLO3 L WHARIDACLOEX =T 4 RY —%FKET

LB zR L ET,

(Cisco Controller)

. config a<v UK :r~z

>config wlan security web-auth acl 1 ACLO3
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config wlan security web-auth captive-bypass .

config wlan security web-auth captive-bypass

TA XY VALAN DX X 7T 4 7 NANZAZFHFET HIZIE, config wlan security web-auth
captive-bypass =~ &AL E5,

config wlan security web-auth captive-bypass {enable | disable | none }

X DEREA enable WLAN DX ¥ 7T 4 T A N2 HIM L E
7,

disable WLAN D ¥ T 7 XA N2 EH L E
ﬁ‘o

none WLAN D% 7T 4 T NAIRARELE A 71T

LY, Fua—WRXxy 7T 4T Ry hU—
T VAR NNARARENEA S NET

wlan-id 1 ~16 ® WLAN #bl+2 A1 LET,
avy FEE )1)—2 EERAE
8.4 Zoawry RBBMENE L,

KIZ, FXTT 4T Ry FT—=7 NARAEHHIT 20 2R LET,

(Cisco Controller) >config wlan security web-auth captive-bypass enable 1

config A< K :r~z .
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. config wlan security web-auth qrscan-des-key

config wlan security web-auth grscan-des-key

WLAN W T QR A ¥+ > DES ¥—% X ET 5HIZIL, config wlan security web-auth qrscan-des-key
avy REEHLET,

config wlan security web-auth qrscan-des-key {DES key stringwlan id }

EX DA DES key string 8 F?D DES ¥F—% AT LET,
wlan-id 1 ~16 ® WLAN #bl+2 A1 LET,
avy FERE J1y—= ETEAR
8.4 Zoavwry RPREAINE L,

WIZ, QR AX ¥ DES ¥ — %2R ET AR LET,

(Cisco Controller) >config wlan security web-auth qrscan-des-key 1

. config a<v UK :r~z
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config wlan security web-passthrough acl .

config wlan security web-passthrough acl

77X arbtr—/ URA L (ACL) % MEH LAN E&IZBIT 51X, config wlan security
web-passthrough acl =~ > K& L E 7,

config wlan security web-passthrough acl {wlan _id | foreignAp} {acl name | none}

KEST DR EA wlan_id 1 ~ 512 DR LAN #5511,
foreignAp = RR—=T 4y DT 7 BA KA FEFREL
E3r 8
acl_name ACL 4 (B K 32 LFEDOFEHTF) .
none ACL e Z & ZBEELET,

ATV RFI4LE RL

av Y FER Jy—= EENAE
7.6 ZoawrRiE, VIV—RT6LHEIOY UV —ATHAINE LT,

WIZ, ACL Z M58 LAN EFRIZBMT 2012~ L ET,

(Cisco Controller) >config wlan security web-passthrough acl 1 ACLO3

config A< K :r~z .
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. config wlan security web-passthrough disable

config wlan security web-passthrough disable

MR LAN CTREIEARED Web v 77 4 7 R— X )L &2 W43 5 121%, config wlan security
web-passthrough disable =~ > R&{HH L £,

config wlan security web-passthrough disable {wlan id | foreignAp}

BX DA wlan_id 1 ~ 512 DR LAN #5511,
foreignAp = RR—=T 4y DT 7B A KA FEFREL
i‘a—o

aATYRFI4LE RL

av Y FER Jy—= EENAE
7.6 ZoawrRiE, VUV—RT6LHIOY U —ATHAINE LT,

Wiz, R LANID | TREAEARED Web v 77 4 7 R—HX LB T 20 %7~ L
F9,

(Cisco Controller) >config wlan security web-passthrough disable 1

. config a<v UK :r~z
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config wlan security web-passthrough email-input .

config wlan security web-passthrough email-input

BAA—NT RLRAEFEHLTWeb ¥ 77 4 7 R—F )V ERET HIZIX. configwlan security
web-passthrough email-input =~ > & H L £,

config wlan security web-passthrough email-input {enable | disable} {wlan id | foreignAp}

XA email-input B A—NLT FLRAZFEHL T Web ¥+ 7

F 4T R—=EZNERELET,

enable B A=/ T FLAZEHL T Web v 7
T4 T R—=FNVEREMNMLET,

disable WA= T RUAZFHEHALT Web ¥
TAT RN EHZLET,

wlan_id 1 ~ 512 DR LAN #5511,

foreignAp P —=RKX—=T DT 7 8ARA L MEREL
\i—g—o

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoavwry Rk, VY—RXT76LEIOY V—ATEAINE L,

WIZ, BFA—IL T RLAZFEHLTWeb F+v 7T 47 R—FILEHRETDHHZR
L/iﬁ—o

(Cisco Controller) >config wlan security web-passthrough email-input enable 1

config A< K :r~z .
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. config wlan security web-passthrough enable

config wlan security web-passthrough enable

MR LAN CTREIEARED Web v 77 4 7 R—Z )L 2T HI21E. config wlan security
web-passthrough enable =~ > R&Z{HEH L £,

config wlan security web-passthrough enable {wlan id | foreignAp}

BX DA wlan_id 1 ~ 512 DR LAN #5511,
foreignAp = RR—=T 4y DT 7B A KA FEFREL
i‘a—o

aATYRFI4LE RL

av Y FER Jy—= EENAE
7.6 ZoawrRiE, VUV—RT6LHIOY U —ATHAINE LT,

Wiz, R LANID | TRAEARED Web v 77 4 7 R—H )V EANIT 20 %~ L
F9,

(Cisco Controller) >config wlan security web-passthrough enable 1

. config a<v UK :r~z
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config wlan security web-passthrough gr-scan .

config wlan security web-passthrough qr-scan

WLAN T QR A ¥ ¥ U ZH N E 1T T 511X, config wlan security web-passthrough
qr-scan 2~ RZEEH L ET,

config wlan security web-passthrough qr-scan { {localenable | disable} | enable | disable}

X DA local AT ROAPTER—HILTHR—FEN
HQRIA— K AX v VEHELET,
senable- 7 7 A 72 MIxtT 2 QR a2— K
AX X DYV R— A LET,

s disable- 7 7 A 7> MMZxTHQRaI— K
AX X OV R— MBI LET,

enable 7547y MCET % QR a— K 2% % 0
PHR— N EEDCLET,

disable 74T MIHTHQR 23— K AF ¥ D
PR— b EEIC LET,

wlan-id 1 ~16 ® WLAN B+ 2 AN LET,

ATV RFIFLE AL

avy RER Jiy—=x TEAR
8.4 Zoawy RpREAINE L,

KIZ, WLANID1 TQR AFXx ¥ U ZA RX—7 M T D502 R LET,

(Cisco Controller) >config wlan security web-passthrough gr-scan enable 1

config A< K :r~z .
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. config wlan security wpa akm 802.1x

config wlan security wpa akm 802.1x

802.1X M H L CRRAEXF—& 8 (AKM) %FXET HIZIE. config wlan security wpa akm 802.1x
avy REEHLET,

config wlan security wpa akm 802.1x {enable | disable} wian id

-3 qOE L); enable 802.1X HAR— hEHZ L ET,
disable 802.1X VAR — M & HIhIZ L ET,
wlan_id 1 ~ 512 OEERR LAN 78510+,

ATV RFI+LE AL

avy FER J1)—=x EENE
7.6 Zoavry Rt VY—RXT76LEIOY VU —ATEAINE L,

WIZ, 802X Zffi il L CRRGEA R ET Dl m L7,

(Cisco Controller) >config wlan security wpa akm 802.1x enable 1

. config a<v UK :r~z
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config wlan security wpa akm cckm .

config wlan security wpa akm cckm

Cisco Centralized Key Management (CCKM) #ffif L CRRGEF —EF B AR ET HIZ1X, config
wlan security wpa akm cckm 2~ R&H L E T,

config wlan security wpa akm cckm {enable wilan id | disable wilan id | timestamp-tolerance }

-3 qOE L) enable CCKM HR—rEHHZLET,
disable CCKM #AR— h &z LET,
wlan_id 1 ~ 512 DR LAN #8510+
timestamp-tolerance CCKMIEDH A LAZ L TDRNLT A, H

7R EPHIE 1000 ~ 5000 S VR TT, 57+
L R E 1000 U FTE,

aATYRFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VYV—RAT6LHIOY U —ATHEAINE LT,

KIZ, CCKM MM L CRERExF — B 2R ET 202 R L E£7,

(Cisco Controller) >config wlan security wpa akm cckm 1500

config A< K :r~z .
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. config wlan security wpa akm ft

config wlan security wpa akm ft

802.11r FEMAT 802.1X A H L CRRREF —F B 23X E ¥ 121X, config wlan security wpa akm
ft a2~ REfEHLET,

config wlan security wpa akm ft [over-the-air | over-the-ds | psk | [reassociation-timeout
seconds]] {enable | disable} wlan id

BX DA over-the-air (EE) 802.11r = TH Lt m — I > 7 4
R—FEHELET,
over-the-ds ((EE) 802.11r (T — 3 o 7/ DS ¥ —
N ELET,
psk (EE) 802.11r AT PSK ¥ 7k — b &3 E
l/\ji —;’_‘O
reassociation-timeout EE) 7Y yo—ya OHRHEREZ R
FELET,
B 7REMHIE 1 ~ 100 T3, 77+ /L ME
120 BT,
seconds BTV z— g OB FPEAD) .
enable 802.11r E AT 802.1X AR — FEHNZ L
F9,
disable 802.11r & 4T 802.1X H R — 2 MR L
i‘g—o
wlan_id 1 ~ 512 O LAN #8510+
ARV RTFIALE EL
av Y RERE J1)—2 EERNE
7.6 Zoa<wry RNE, VY —RT76LEIOY V—ATEHAINE LT,

WIZ, 802.11r BB T2 L CRGEX — B AR ET D02~ L ET,

(Cisco Controller) >config wlan security wpa akm ft reassociation-timeout 25 1

. configav K :r~z



I configav > K :r~z
config wlan security wpa akm pmf .

config wlan security wpa akm pmf

BEHT L —AOFRGEXF—EH (AKM) ZRET 5121, config wlan security wpa akm pmf =
~v Rz LET,

config wlan security wpa akm pmf {802.1x | psk} {enable | disable}wlan id

BXDEREA 802.1x AT L— AD{E# (PMF) 0802 XA &4 E LET,

psk PMF O FgidtHF— (PSK) #FELET,

enable PMF @ 802.1X FBFF£ 721X PSK Z AN L E9,

disable PMF o 802.1X :F %7213 PSK ##E20IC L £,

wlan_id 1 ~ 512 OERR LAN #&51-,

ARYETFIALE T AT

avy FER J1)—=x EENE
7.6 Zoavry Rt VY—RXT76LEIOY VU —ATEAINE L,

FEELEDHA KS4> 802.11wITiX, 00-0F-AC:S F721% 00-0F-AC:6 D2 DDH LW AKM A1 — hA3dH 0 £9°, WPA
ZHENT L. RIZC WLAN 244512 LT WLAN FCTPMF 2R ETAHALERH Y F7°,

wIZ, WLAN @ PMF @ 802.1X L2 AT 2012 R LE 1,

(Cisco Controller) >config wlan security wpa akm pmf 802.1x enable 1

config A< K :r~z .
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. config wlan security wpa akm psk

config wlan security wpa akm psk

Wi-Fi Protected Access (WPA) FHpijdfF ¥ — F— KEFHET HIZIL. config wlan security wpa
akmpsk =~ > R&E2FEHLET,

config wlan security wpa akm psk {enable | disable | set-key key-format key} wlan id

ST enable WPA-PSK ZH %02 L £ 7,
disable WPA-PSK % L2 L £§,
set-key FRHEAXF—ZHELET,
key-format F—IAAfE L ET, ASCH L7213 16 #EEK
DTN £,
key WPA FRILA F—,
wlan_id 1 ~ 512 OEERE LAN #5511,

ATV RFI4LE RL

av Y FER Jy—= EENAE
7.6 ZoawrRiE, VIV—RT6LHIOY Y —ATHAINE LT,

RIZ, WPA FHILA F — = — FERET D0 2R L ET,

(Cisco Controller) >config wlan security wpa akm psk disable 1

. config a<v UK :r~z
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config wlan security wpa disable .

config wlan security wpa disable

WPA1 % 5023 511X, config wlan security wpa disable =~ > RZ2fH L £9°,

config wlan security wpa disable wian_id

XX DERA wlan_id 1 ~ 512 O LAN 5511,
aARVRFILLE L
av Y FRERE )1)y—2=2 EREAR

7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, WPA ZIE5zd 262~ LE7,

(Cisco Controller) >config wlan security wpa disable 1

config A< K :r~z .
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. config wlan security wpa enable

config wlan security wpa enable

WPA1 Z A0 3 5IZ1%, config wlan security wpa enable =~ > RZ{#H L 97,

config wlan security wpa enable wian_id

X DERHA wlan_id 1 ~ 512 O LAN 5511,

aAvURFIALE AL

avy FER Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

&IZ, WLANID 1 T WPA &K ET 202~ LE T,

(Cisco Controller) >config wlan security wpa enable 1

. config a<v UK :r~z
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config wlan security wpa ciphers .

config wlan security wpa ciphers

Wi-Fi PRERRRE (WPA1) F 7213 Wi-Fi RF#ERFE (WPA2) % FXET 521X, config wlan security
wpa ciphers =~ > REMHEH L ET,

config wlan security wpa {wpal | wpa2} ciphers {aes | tkip} {enable | disable} wlan id

BX DA wpal WPAL HAR— hEHELET,
wpa2 WPA2 AR — FERELET,
ciphers WPA K5 5 iR ARELET,
aes AES B5 AL DY R — N & ELET,
tkip TKIP K5 5L DY R — hEZFE L ET,
enable WPA AES/TKIP €— RZHM L E T,
disable WPA AES/TKIP &— R & M4h2 L £ 7,
wlan_id 1 ~ 512 DM LAN #%51)

ATV RFIHLE RL

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VYV—RT76LHIOY UV —ATHAINE LT,

ERELEDOHA KS4Y WPANR—Va VERELRWEAIE, RO X HIThRY £5,
s B S0 AES DA, WPA2/AES # 3% E L TV ET,

« AL ENTZHE 52 AESHTKIP %4 . WPA/TKIP, WPA2/AES. F7-1% WPA/TKIP %%
FELTWET,

o A ST 528 TKIP O34 . WPA/TKIP % 721 WPA2/TKIP ##%E L TWET,

YUY —280Mmb, AXZ U RT7 Uik E LT TKIP #3RETE 2L 20 £ Lz, TKIP
X, AES Sk iR CORMEATX £,

WIZ, WPA G LT 502 R L E7,

(Cisco Controller) >config wlan security wpa wpal ciphers aes enable 1

config A< K :r~z .
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. config wlan security wpa gtk-random

config wlan security wpa gtk-random

WLAN OT7 72 A RA v hE 7 T4 T 2 b & DT Group Temporal Key (GTK) D7 > & A
{LZFH T HI21E, config wlan security wpa gtk-random =~ > K& L E9,

config wlan security wpa gtk-random {enable | disable} wlan id

BXDEREA

enable 77 vXRA L NI TAT U MNEDOGTIKF—D T X MBI LET,

disable 7/ v 2ARA L b7 TAT L FERIDGTKF—D T & MMbE BN LE T,

wlan_id 1 ~ 512 ® WLAN %537,

ARVREFILLE L
av 2 RERE 1) —2 EERNE
7.6 Zoavry R, V) —=AT76URIOY UV —ATHEAINE LT,

FEREDAA RZA4 Y

Zoavwr REENCT AL, KAY—EZ2®y N (BSS) D7 T4 T MI—EDGTK F—
NN ET, 7947 MI, AT AR T 740 v FiZ7e—REy A b b
T4 v EZE LER A,

WIZ, WLAN TT VYV —hENTWAEETZ T, T2 FD GTK DT F LM EHE)
W5 ERrLET,

(Cisco Controller) >config wlan security wpa gtk-random enable 3

. config a<v UK :r~z
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config wlan security wpa osen disable

WLAN T OSU Server-Only Authenticated L2 Encryption Network (OSEN) % #E4h|29~ % (21X,
WLAN 227 (¥ = L —3 3  &— RT config wlan security wpa osen enable =~ > N Z{# H

LE7,

config wlan security wpa osen disable wlan-id

BX DA

aAvU R FI4ILE

O R E—F

wlan-id WLANID &5, 1| ~5120fEE2 AN LET,

OSEN AN/ 0 £9°,

WLAN O E

avy FERE

JUy—R ZEERAR

JJ—= Zoawy RREAINE LT,
8.2

&IZ. WLAN T OSEN Z#hcF 562~ L E7,

Cisco Controller > config wlan security wpa osen disable

config wlan security wpa osen disable .

12

config A< K :r~z .



. config wlan security wpa osen enable

config wlan security wpa osen enable

WLAN “C OSU Server-Only Authenticated L2 Encryption Network (OSEN) % A%Z9 21214,
WLAN 27 (¥ = L —3 3  &— RT config wlan security wpa osen enable =~ > N Z{# H

LE7,

config wlan security wpa osen enable wlan-id

BX DA

aAvU R FI4ILE

O R E—F

wlan-id WLANID &5, 1 ~5120fEE2 AL ET,

OSEN NHAZTIEH D FHA

WLAN D% E

avy FERE

JU—R ZEERAR

JJ—= Zoavwy RREAINE LT,
8.2

®IZ. WLAN T OSEN 80T 50z~ L E7,

Cisco Controller > config wlan security wpa osen enable 12

. config a<v UK :r~z
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config wlan security wpa wpa1 disable .

config wlan security wpa wpal disable

WPA1 % #5029 5 1Z1%, config wlan security wpa wpal disable =~ > N&fffH L £,

config wlan security wpa wpal disable wian_id

XX DERA wlan_id 1 ~ 512 O LAN 5511,
aARVRFILLE L
av Y FRERE )1)y—2=2 EREAR

7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, WPAL #5262~ L E9,

(Cisco Controller) >config wlan security wpa wpal disable 1

config A< K :r~z .
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. config wlan security wpa wpa1 enable

config wlan security wpa wpal enable

WPA1 Z A0 3 5IZ1%. config wlan security wpa wpal enable =~ > R&fffH L £,

config wlan security wpa wpal enable wian_id

X DERHA wlan_id 1 ~ 512 O LAN 5511,

aAvURFIALE AL

avy FER Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, WPAL #8352 B6 2R L ET,

(Cisco Controller) >config wlan security wpa wpal enable 1

. config a<v UK :r~z
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config wlan security wpa wpa2 disable .

config wlan security wpa wpa2 disable

WPA2 % #5023 5 1Z1%, config wlan security wpa wpa2 disable =~ > N&fffH L £,

config wlan security wpa wpa2 disable wian_id

XX DERA wlan_id 1 ~ 512 O LAN 5511,
aARVRFILLE L
av Y FRERE )1)y—2=2 EREAR

7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, WPA2 # M5z A6 2R L E9,

(Cisco Controller) >config wlan security wpa wpa2 disable 1

config A< K :r~z .
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. config wlan security wpa wpa2 enable

config wlan security wpa wpa2 enable

WPA2 Z A5 3 5IZ1%. config wlan security wpa wpa2 enable =~ > & L £,

config wlan security wpa wpa2 enable wian_id

X DERHA wlan_id 1 ~ 512 O LAN 5511,

aAvURFIALE AL

avy FER Jj1y—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, WPA2 #8532 BHl 2R L ET,

(Cisco Controller) >config wlan security wpa wpa2 enable 1

. config a<v UK :r~z
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config wlan security wpa wpa2 cache .

config wlan security wpa wpa2 cache

WLAN O % v ¥ = F{E&EFRET 5I21E,  config wlan security wpa wpa2 cache =1~ > R Z&f#
HALET,

config wlan security wpa wpa2 cache sticky {enable | disable} wian id

BX DA sticky ~ WLAN O Sticky Key Caching (SKC) m— = 7 #HR—hERELET,

enable WLAN TSKCr—3I 7 R — FE2HEMZLET,

disable WLAN TSKC n—=3 7 ¥ 7R— M2 EHIZ L E T,

wlan_id 1 ~ 512 OERE LAN %511,

ARVRFIFAL RL

avy FER J1)y—= EERNR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

FELOHA KS4 > PKC (Pro Active Key caching) & HFFEIL % SKC (Sticky Key caching) Tix, 7 74 7> M
Pairwise Master Key Security Association (PMKSA) (Zxf L T4 Pairwise Master Key (PMK) ID
(PMKID) %2fR1FLET, 7 T4 7 2 PRZIUTKT D PMKSA Z{RE9 2 AP & oF 7245
B, 7Y —v 3 VESRNT PMKID % AP ICEA(E L £ 9, PMKSA 23 AP TEB L T\ 2555
BlE. AP, Ml —I 7 2YAR—hLES, SKCTE, 2I9A4T bR T Y vro—bd
D8 L AP IZB L TRBMRRENFEIT SN, §NTDO AP LT Yo — &5 PMKSA %
T4 T EPBHERF L2 T T 0 £H A

wIZ, WLAN @ SKC i — =3 7 % R— b2 AT 2627 LET,

(Cisco Controller) >config wlan security wpa wpa2 cache sticky enable 1

config A< K :r~z .
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. config wlan security wpa wpa2 cache sticky

config wlan security wpa wpa2 cache sticky

WLAN @ Sticky PMKID Caching (SKC) % & E$ 521X, config wlan security wpa wpa2 cache
sticky =~ RZEHLE7,

config wlan security wpa wpa2 cache sticky {enable | disable} wlan id

B DB

i
&

enable WLAN CSKCZAZNZLET,

disable WLAN TSKC % ®E&hz L9,

wlan_id 1 ~ 512 O LAN #%5817,

A< R5FI4)Lk  Stkeky PMKID Caching 13850 T,

avy FER Jjy—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—RATEHAINE LT,

FEREDHA KSq4y VUV —AT20UREDY U—A25 Sticky PMKID Caching (SKC) % #7R— F LE T, sticky
PMKID ¥ v =l LV, 7947 ME, 7/ — 325 AP Z &I2H72 % PMKID %%
BL, BRfFLET, APH, 7 74T 2 MIFEITI4LDH PMKID D7 —H# X— R & L7,
PKC (Proactive Key Caching) & &IE:(Fi 5 SKC Tik, 27 74 7 > b Pairwise Master Key
Security Association (PMKSA) (Zxf L T4 Pairwise Master Key (PMK) ID (PMKID) % &% L
FT, 7 T4 T RIRENITKT D PMKSA #RFFT 5 AP 2 o786, 7Y v=— 3
VBRI T PMKID % AP (22415 L £9, PMKSA 28 AP TEEI L CW A5 A1E, AP L, @il
n—I %Y AR—FLET, SKCTIX, 7747 BTV — M58 LWAPIZE L
TRERBIANFITEN, T_XTOAP L7 VYT — &5 PMKSA %27 7 A 7 b HSHER;
L7aidiuiE7e v 8 A, SKC OFE, PMKSA X7 A4 7 2 "IMRFT D AP OX ¥ v a2 D
ETHY ., FH LW AP O BSSID IZESWTHANCHRE SN ET,

e 22 b E—F T K 8 DD SKC LY AR— K L TRz, K EEAIZ SKC & 1#
HATsZ iz TEEHA,

«SKCiX, FEEUT 4 FN—TFDOT7 /7t A ar ba—7 TlIMELEEA,

« SKC IZ, WPA2 NHENZ72 > T D WLAN TOALEMEL £,

«SKC (e —H /L F— KD AP TOAEMEL 7,

WIZ, WLAN 5 T Sticky PMKID Caching A2 3 2612~ L E7,

(Cisco Controller) >config wlan security wpa wpa2 cache sticky enable 5

. configav K :r~z
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config wlan security wpa wpa2 ciphers .

config wlan security wpa wpa2 ciphers

WPA2 K55 & 7%E L. WPA2 @ Advanced Encryption Standard (AES) F 7-i% Temporal Key
Integrity Protocol (TKIP) 7 —Z W55z A% E 721X 5121, config wlan security wpa
wpa2 ciphers =~ > R&fEH L £7,

config wlan security wpa wpa2 ciphers {aes | tkip} {enable | disable} wlan id

BX DA (Cisco Controller) > aes WPA2 (Zxt9" % AES 7 —# Wi 5L &2 E L £7,
tkip WPA2 (Zxt3 % TKIP 7 — # i Sk A E L £ 7,
enable WPA2 (2% % AES £ 7213 TKIP ¥ — Z B 5t Z A& L £,
disable WPA2 @ AES F 7213 TKIP 7 — # B o b & H2hlc L9,
wlan_id 1 ~ 512 DR LAN #8510+

ATV R TFIA4ILR AES X7 7 #/V b THZh T,

av Y RERE )1)—2R EEAR
7.6 ZoavwryPiE VU—=RAT76LRIOY Y —ATHEASHE L,

WIZ. WPA2 IZ%9 % AES & — Z 5B b 2 G+ A2~ LET,

(Cisco Controller) >config wlan security wpa wpa2 ciphers aes enable 1

config A< K :r~z .
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. config wlan session-timeout

config wlan session-timeout

AR LAN 7 74T bOXA LT U MEEET HITIL, config wlan session-timeout =~ > N
R L ET,

config wlan session-timeout {wlan id | foreignAp} seconds

BX DA wlan_id 1 ~ 512 OEERR LAN 78510+,
foreignAp P —RKRX—=F 4 DT 78 A RA L FERELET,
seconds AALT T NERFEYy 3 VERE () o H0IX, A L7 7 MeLiZ

G EByvarZALTUNOHIHIL, EX2 VT 4 XA TITE-
THERRY ET,

e F—TF L VAT L0~ 65535 (7))
* 802.1x : 300 ~ 86400 (F)

« Static WEP : 0 ~ 65535 (%)

* Cranite : 0 ~ 65535 ()

« Fortress : 0 ~ 65535 (F)

« CKIP : 0 ~ 65535 (f)

« Open + Web Auth : 0 ~ 65535 (7))
* Web Pass-thru : 0 ~ 65535 (F)

« WPA-PSK : 0 ~ 65535 (#)

edisable : Hilil/ By a v XA LT U N XA ~v—% BT
L\i—aﬂo

ARVRFILLE L

ERLDHA KS4> PMK ¥ vy ffilld5802.1x 7 74T b EXal T4 ¥4 TTHE, Eyvary 24
LT U MBI o TWDIGEH, RETEHRKEY v a v XA LT 7 ME86400FH T,
PMK % v v ¥ 2 MERR S gy, A —7 . WebAuth, PSK 72 EDZ DD 7 F 47 k&
X2 UT 4Tl BEyvary FALT U RREDIZRSTHWDEGEE, Eyvary FA4 LT D
MEVE [infinite] & FRSvET,

av Y REE 1) =2 EENE
7.6 Zoavwry NI, V=X 76 URIOY V-2 THASNE LT,

. configav K :r~z
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config wlan session-timeout .

WIZ, WLANID 1LIZH LT SA T hDOX A LT 7 F% 6000 FHIZERET A%
Li—a—o

(Cisco Controller) >config wlan session-timeout 1 6000

config A< K :r~z .
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. config wlan sip-cac disassoc-client

config wlan sip-cac disassoc-client

vy arBth7 e han (SIP) oa—v 7 R v a Vifilill (CAC) OEERICZI FA4 7T
YEDTA4RT V= a A X —T T HITIL, config wlan sip-cac disassoc-client =
~r REMHLET,

config wlan sip-cac disassoc-client {enable | disable} wian id

EX DA enable SIP CAC [BERD 7 FA4 T FOF 4 AT Y
VI—VvarEARx—T I LET,

disable SIP CAC [EERF D7 F A4 T bDOT 4 AT Y
VIE—varET 4 =TI LET,

wlan_id 1 ~ 512 OEERE LAN #5511,

ATV RFI4) R SIPCACDOIIFAT U NDT A AT V¥ T—a Y NT 4 E—=T NV TT,

av Y FER Jiy—= EENAE
7.6 ZoawrRiE, VIV—RT6LHIOY V —ATHEAINE LT,

WIT, WLANID 4% 1 T % SIP CAC BEHEIF D7 T4 72 bOF 4 ATV vm— 3
VEAR—T T B AR LE T,

(Cisco Controller) >config wlan sip-cac disassoc-client enable 1

. config a<v UK :r~z
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config wlan sip-cac send-486busy .

config wlan sip-cac send-486busy

SIP =—/L 7 KX v a Uil (CAC) DEERRAELLGEICEy vy a v BmT e b a
(SIP) > 486Busy A v E—T%EET 5 L 9 ICEKET HITIXL, config wlan sip-cac send-486busy
avy REMEHLET,

config wlan sip-cac send-486busy {enable | disable} wlan id

BX DA

aAavY R TFI4ILE

enable SIP CAC [E5ERF D SIP 486 Busy A v & —Y D
EEEA =T M LET,

disable SIP CAC [&5EFFD SIP 486 Busy A v t&—T 0
EEEZT =TI LET,

wlan_id 1 ~ 512 OEERE LAN #5511,

Ty varyBthT e haET 7 40 TEHTT,

avy FERE

)1)—2x TEAR
7.6 ZoawrRiE, VIV—RT6LHEIOY YV —ATHEAINE LT,

RIZ, WLANID 73 1 T 5 SIP CAC [EHERED SIP 486 Busy A > E— Y DFE(E % A 1 —
TMZT D HEERLET,

(Cisco Controller) >config wlan sip-cac send-busy486 enable 1

config A< K :r~z .
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. config wlan ssid

config wlan ssid
WLAN (ZBIE T 40TV 5 SSID a3 % 121%. configwlan ssid =~ > RZEHA L £,

config wlan ssid wlan_id ssid

X DERHA wlan_id 1~512 ® WLAN k51,

ssid WLAN |[ZBHE#fF I b Tn s —E 2ty B
A+ (SSID)

aATYRFI+LE AL

av Y FER Jy— ZEHEAR
A
8.0 Zoavwy RBREAINE LK,

WIZ. WLAN ([ZEHEfAHT ST 5 SSID AT 262~ L £,

(Cisco Controller) >config wlan disable 1

(Cisco Controller) >config wlan ssid 1 new_samp
(Cisco Controller) >show wlan summary

Number Of WLANS. ..ttt ittt ittt nnneeennn 1

WLAN ID WLAN Profile Name / SSID Status Interface Name PMIPv6 Mobility
1 sample / new_ samp Disabled management none

. configav K :r~z
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config wlan static-ip tunneling .

config wlan static-ip tunneling

WLAN CTRAET 4w 7 PV TFAT 8 bRV T OYR— FEZFRET HIZIE. config wlan
static-ip tunneling =~ > R&ZfH L £,

config wlan static-ip tunneling {enable | disable} wlan id

XA tunneling WLAN TRAZT 4w 7 P IAT 2 b
XV T DY R— FEFRELET,

enable WLAN CTRET 4w 7P T7A4T 2~ b
RV T DY R— b oA F—T NI LET,

disable WLAN TRET 4T IP 7 T7A4AT N bV
XV T OV R— b eT 4 B—T M LET,

wlan_id 1 ~ 512 DR LAN #5511,

aATYRFI+LE AL

av v FERE =2 EERE
7.6 Zoavry RE, VU —=A 76 URIOY Y —ATHASHE L,

WIZ, WLANID3DAXT 4w I IP 7 T7A T h bR TOVR— & A F—
TINZT BH R L ET,

(Cisco Controller) >config wlan static-ip tunneling enable 34

config A< K :r~z .
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. config wlan uapsd compliant client enable

config wlan uapsd compliant client enable
WPA1 Z A% 3 5IZ1%. config wlan uapsd compliant-client enable =1~ > K2 L £ 9,

N

GE)  ZUiE Ascom WMM FEXTSE R B A SN 72 DT, Cisco792x/9971 1P 7 # 2
INFEHA,

config wlan uapsd compliant-client enablewl/an-id

X DA wlan_id 1 ~ 512 O LAN 5511,

ARVEFIALL AL

J1y—=x EEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

WRIZ, WPAL ZHNZT D0 RLET,

(Cisco Controller) >config wlan uapsd compliant-client enable 1

PAVAG A avi JO/T 4 & ZTa/\T 1 DEREA

. configav K :r~z
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config wlan uapsd compliant-client disable .

config wlan uapsd compliant-client disable
WPA1 % #5023 5121%, config wlan uapsd compliant-client disable ==~ > K2 L 97,

N

GE)  ZUiE Ascom WMM FEXHSE R IHTEA SN 72 DT, Cisco792x/9971 1P 7 # 2
INFEHA,

config wlan uapsd compliant-client disablewlan-id

X DA wlan_id 1 ~ 512 O LAN %511,

ARVEFIALL AL

J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

RIZ, WPAL ZHNZT 56 RLET,

(Cisco Controller) >config wlan uapsd compliant-client disable 1

config A< K :r~z .
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. config wlan url-acl

config wlan url-acl
WLAN @ URL ACL %% &% 5(Z1%. config wlan url-acl =~ > R&H L E3,

config wlan url-aclWLAN-id acl-name

X DA WLAN-id WLAN #8511, #FIL 1 ~ 512 T9,

acl-name ACL D44 i

ATV RFIHALE AL

avy FER Jiy—=x ETEAR
8.3 Zoawry RPREAINE L,

wIZ. WLAN @ URL ACL #RET PR L F T,

(Cisco Controller) >config wlan url-acl 3 testacl

. config a<v UK :r~z
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config wlan user-idle-threshold .

config wlan user-idle-threshold

WLAN 7 AT F By aOT7 A RV EALT Y NI, 27470 bk ESND
LEVMEDT — % %% ET HI21Z. config wlan user-idle-threshold =~ > R&fEH L £,

config wlan user-idle-threshold bytes wian_id

B DEREA

AU RTIAIE

bytes.  WLAN 7 AT h®wiarDT A RVEALT T NI TAT > RNk
BENDLEVEDT =4, 7947 MCEVREESND T 7 4 v 7, B
ENTWBLEWEEZ FEISHE. 77472 MIFA LT U MERHCHIBRESE T,
FiPHIX 0 ~ 10000000 /31 kT,

wlan_id 1 ~ 512 OHERE LAN %5317,

TA RVEALLT TR, 2947 M) LEVWVET =N EEESNDLET 74 FDH
A LT 7 RI0ONA T,

av Y RERE

Jjy—= EENE
7.6 Zoa<wry RNE, VU—RT76LEIOY UV —ATHAINE LT,

WIZ. WLAN 72 9 AT ey a7 A KAV EALLT Y NI IFA T My
LEEEIND LEVVET — X 2R ETHH 2R LET,

(Cisco Controller) >config wlan user-idle-threshold 100 1

config A< K :r~z .
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. config wlan usertimeout

config wlan usertimeout

WLAN TT A RAWREED I FA T ey arOF A LT U MaRET HITIE
usertimeout =~ > RZHEH L E T,

. config wlan

config wlan usertimeout timeout wlan_id

X DA timeout WLANIZXIT 57 A RARED 7 AT v vy a b DEALT I h, 7547
VMIEDVEEEINAD N T T4 v IR LI VMEE TRIZEE. 72747 MIZA

AT T NREZHIBR S AL E T, #EPHIE 15 ~ 100000 #0 T,

wlan_id 1 ~ 512 OERRE LAN 351+,

FIFNINDIFTAT L Ny ary T4 RV EALLAT T MNX300FTT,

aAvY R FI4ILE

av Yy FER Jy—2= ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

FERELEOHA KSq4y ZITHRELLEZALT U MEIE, =< F config network usertimeout Z /] L TEFRT S
Ta—rN)VEALT T Ned—n"—F 4 FLET,

WIZ, WLAN T7 A K/WVIREED 7 FA T v bty a BZRETDHHERLET,

(Cisco Controller) >config wlan usertimeout 100 1

config a<v UK :r~z
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config wlan webauth-exclude .

config wlan webauth-exclude

Web 58FER U > — 2 HIRGILIC &otﬁﬁfﬁxkl%#®m7bvx%mmb 343 MH 1P
T RUVAZRAGTE WL S, Z2OF A N 2—HERIF 5121, config wlan webauth-exclude
avy REMEHLET,

config wlan webauth-exclude wilan_id {enable | disable}

BX DA wlan_id MR LAN #8517 (1~512)
enable Web fB7E DRI A R —T M LE T,
disable Web iRGEDRN 2T 4 B —7 MIZ L E T,
AVVERFIANE T AT
avy FERE 1)) —= EEANRE
7.6 Zoa<wr NI, V=X 76OV J—ATEASHE L,

FEREDHA K542

ZOawr Nt Web SREERRESNTWVWAF A M WLAN (A CT& £,
a b —JZHNE DHCP A a—7 %2 ETH L XL, Zoavy P TExET,

F 74 FTlE, FA b 2—F D Web BFEH A ~—DNHIRUINIC R > T, A b 22—
Fix, BIOFA N 2—FRZDIPT RV AZBET HRICTZEBLIZFECIP T RVAZHT VY
vr—hTAHZENTEET, DHCP 7 —MIEED 7 A b a—HF EITHIRIEO P 7 R
VABHET 256, —HOTFA N 2—FRIP 7 RLAZFHETERWEENRSH Y £7,

7 A b WLAN T:@F%ﬁg%ﬁéﬁﬂ:jﬁé L. Web FBREAR U o —DHIRREIAIC 22 o T2 IRf T A
P 2—=FDIPT FLABEHE S, TOFA R 2—=HFFIP T FLAEZRETERNE S, 3
SEBAAESNET, FOIPT RLRE, BIOF A N a2—FRERATEET, 308 T2 L,
BRASN TNV AN 2—FIEHFT7 Vo — kL, A[RERTHIULIP 7 FLRAZEE T 5 L
IR ET,

KIZ, WLANID 5 ® Web iBGEBRIN 2 A4 X —T N T B2 R LET,

(Cisco Controller) >config wlan webauth-exclude 5 enable

config A< K :r~z .
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configav > K :r~z |

config wlan wgb broadcast-tagging

WLAN TWGB 7R — K& v A b ¥ X 7% ET 521X, config wlan wgb broadcast-tagging
avy REEHLET,

config wlan wgb broadcast-tagging {enable |disable} wlan-id

B DEREA

AR R FIHILE

enable WLAN CTHX 72Uy 7Ju— K%y X kX
> D VLAN Z X0 7 2B/ LET,

disable WLAN TH U v 7a— Ry A kR
7> M@ VLAN % ¥ 7 &Mz LET,

wlan-id FXE &35 WLAN ID,

WGB 72— K¥ 4y A b XX 13T 7 40 b CTEMEREINTWET,

avy FNERE

Jiy—=x EENE
8.3 ZOawy RpREAINE L,

wIZ, WLANID1 TWGB 72— KXy R N XU T4 X =TT 20 %R LE
j—o

(Cisco Controller) >config wlan wgb broadcast-tagging wlan 1

. config a<v UK :r~z
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config wlan wifidirect

config wlan wifidirect .

WLAN T Wi-FiDirect 7 74 7 > b R U > —%5KET HIZIL, config wlan wifidirect =~ > N

ML ET,

config wlan wifidirect {allow | disable | not-allow | xconnect-not-allow} wlan id

EX DA allow

Wi-FiDirect 7 7 A 7> b & WLAN DT V&
T—varyEHFALET,

disable

7547~ k@ Wi-FiDirect 27— % A % 44
L. #ic X > TWi-FiDirect 7 7 A4 7 > b ®D
TV — gy EHFAILET,

not-allow

Wi-Fi Direct 7 74 7> s & WLAN O Y &
T—a kL ET,

xconnect-not-allow

AP 2 X 5., Wi-FiDirect &7 % a V' INHARNIC
Mo TWBIIFIAT L MOT IV o—3 g
DR ZHINZLETN, 7747k
(Wi-Fi e > TEVMET 2 4556) 1X. B
VBT A A LA ET,

wlan_id

M TAN #5107 (1~ 16) ,

AR RFIALE AL

avy FERE 1)1)—=

EERE

7.6

Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

&IZ, WLANID 1 C Wi-FiDirect 7 7 A4 7> k RU > —% AT 50 %2R~ LET,

(Cisco Controller)

>config wlan wifidirect allow 1

config A< K :r~z .
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configav > K :r~z |

config wlan wmm

R LAN (I Wi-Fi vV F A7 47 (WMM) E— RZ&ET HIC1E, config wlan wmm =~ >/

REFEHLET,
config wlan wmm {allow | disable | require} wlan id
BX DA allow ML LAN T WMM Z#FAf L £,
disable HHLAN TWMM A7 4 E—7 /LI LET,
require FRE LI LANCTZ 74 72 MZWMM O
EREREL XTI,
wlan_id HEMR LAN #3517 (1~512) .
aARVRFIALE L
av Y FERE )1)y—= EEARE
7.6 ZoavwryRiE, V=276 URIOY U —ZATHAIhE L,

FREDHA K514

ay k=N A¥2E—RFT, WMMMPAILEN TWAGAILT 7B AR Feayw
Fa—FICHEETED L1273 I2F,. 26T 7 BARSL U b2 bT o7 A—F EICH

BITAXLENRHD F9,
WIZ, WMM %2725 L) IR LANID 1 #3%ET 2602~ L £,

=~

(Cisco Controller) >config wlan wmm allow 1

WIZ, 7747 ML WMM O EZEET 2L DI LANID 1 2R ET 5
Bz~ LET,

(Cisco Controller) >config wlan wmm require 1

. configav K :r~z
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config wps ap-authentication .

config wps ap-authentication

T EARA Y NORAN—RBREERET HIZIX, config wps ap-authentication =2~ > K%
HALET,

config wps ap-authentication [enable | disable threshold threshold value]

X DA enable (fEE) EMHRLAN TWMM Z A0 LET,
disable ({FE) #EHELAN TWMM 220 LEJ,
threshold (£ #EHRLAN O WMM kHE 2 54 72 b

THHI L EHEELET,

threshold value LEVVE (1 ~255)

ARVRFIALE L

ATy RERE J1—2 EEAR
7.6 Zoa<wy R, VI —RT76LREIOY Y —=

THAShE L,

WIZ, TI7BARA Y b FAN—FEREEZRET DB 2R L ET,

(Cisco Controller) > config wps ap-authentication threshold 25

show wps ap-authentication summary

config A< K :r~z .
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. config wps auto-immune

config wps auto-immune

P —ERIEAS (DoS) BEN O ORGEE AN E T ILEHZT HI21E. config wps auto-immune
avy REEHLET,

config wps auto-immune {enable | disable | stop}

EX DA enable HOmEMEL BN LET,
disable H O isE 2 i L4,
stop AT w7 HOREMEZEIELET,

ARy RFIALE D

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy RiE, VIY—RT76LRIDYU U—R

THAShELE,

GRLEDHA RS4 > BIEMREEEIEBINAER LISy hEER L, EHOZ 547 haBiEE L LTus
?éi5l&kﬁﬁyx?A(m$?%é%ﬁé%A#%DiT zhick -, :y%m~
FIXZDIEHD 7 T4 T > hOER AR L, DoSHENBMB SN ET, HOMEKET, A
%EFA”®i9ﬁﬁﬁ%%<i9_m#éhfwiﬁ 2L, B %ﬁ@ ey
% & Cisco792x 7 4 » Z M LT SEE AWl SN2 Z 03 H 0 £9, 792x 7+ %

AL TS & EITHBEICHH SN D &9 ThiuE, ZOBREZ B L T 7EE0,

WL, BCAREE— RERET L2~ LET,
(Cisco Controller) > config wps auto-immune enable
RIZ, BEWREE— Fa2F1k T 502~ LET,

(Cisco Controller) > config wps auto-immune stop
Dynamic Auto Immune by WIPS is stopped

BEav> K show wps summary
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config wps cids-sensor

config wps cids-sensor .

Wireless Protection System (WPS) DR ARENIL AT & (IDS) BV —%F%ET HIZI, config

wps cids-sensor =~ > K& L 9,

BXDEREA

config wps cids-sensor { [add indexip address username password] | [deleteindex] | [enable

index] | [disable index] [port index port] [interval index query interval] | [fingerprint

shal fingerprint]

add (EE) HILWIDS B —%2RELET,

index IDS B> —DOWEA T v 7 A,

ip_address DS Y —DIPT FL XA,

username IDS oY —Da—HV4,

password IDS o —D/ AT — K,

delete (EE) IDS BV —%HIBRELET,

enable (EE) IDS B Hh—afzhic LET,

disable ({EF) IDS B —aMhic LET,

port (EE) IDS B —DR— " BEFEZREL
e

port R— &7,

interval (EE) IDStEUY—n /7 HEEZIEEL

i‘a‘o

query_interval

7 - U Fﬁﬁﬁg@%ﬁo

fingerprint UEZ) IDSEBELH—DTLS 7 4 H—FV
Y RERELET,

shal (EE) TLS 74 v H—T7V v hafRELE
—a—o

fingerprint TLS 7 4 T —7V K,

ARV KR TIANE

O ROF 7 40 MERISRLUET,

A—h

443

gl — X —IN)

60
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. config wps cids-sensor

HEET 4 H—TF Y B 00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00

7 = —IRHE )
2wy REE y1y—2 KENE
7.6 Zoa<wy Rk, VU—RX76LHIOY Y —X

THAShE L,

WIZ, IDS A > 7 27 A1, IDSEUH—1IP 7 KL Z10.0.0.51, IDS = —%4%
Sensor_userOdocl, 35X ONIDS /XA T — K passowrd0l TIRARE T AT LERET D

BlamLET,

(Cisco Controller) > config wps cids-sensor add 1 10.0.0.51 Sensor_user(Odocl password(l

BEEavy R show wps cids-sensor detail
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config wps client-exclusion .

config wps client-exclusion
74T MRARY —ERET DL, config wps client-exclusion =1~ > K& L £,

config wps client-exclusion {802.11-assoc | 802.11-auth | 802.11x-auth | ip-theft | web-auth
| all} {enable | disable}

X DEREA 802.11-assoc I hE—FR802.11 TV o—3 g | TH
FESEIRIT B L. 6B ORITERINT S 2
EERBEELET,

802.11-auth o b E—F A 802.11 FREFIC B K 5 [HJeBd
Ll 6MBORITERNT D LEEELE
R

802.1x-auth 2 hE—F 7 802.11X RAEl ﬁsﬁ%%
Ték\6@ﬁ®ﬁﬁ%%%¢é_k%?
ij‘o

ip-theft IP 7 RLABFTTITHIDOT A ZZEHID 4T
ODNTWDIELHRIE, 2 b= R84 7
VNEBINT DL ERELET,

web-auth o ]\El 7%)) Web 72 RO ‘f)LS @%B&ﬁé
k. 4@9@@??%5%5’@‘6_9:%? ELFE
T

all ay v =N EREOTXTOHBTY 74
T hERATEZLERELET,

enable T IAT L MRARY —2FIMILET,

disable AT NRARY —E I LET,

ATV R FIHILL  TRTORY —NERHRY T,

avy FERE Jiy—=x EENAE
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

WIZ, 802.11 7Y vm— a GEE S IR LZGAIC 7 94 7> N 2T 5
Bl R L ET,

(Cisco Controller) > config wps client-exclusion 802.l1l-assoc disable

config A< K :r~z .
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. config wps client-exclusion

BMEaTUR show wps summary

. config a<v UK :r~z
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config wps mfp .

config wps mfp
BHT L — L% (MFP) Z#ET 521X, configwps mfp =~ R&EfEA L ET,

config wps mfp {infrastructure| ap-impersonation} {enable | disable}

DR infrastructure MFP A > 77 A NIV F ¥ X ELET,
ap-impersonation MFP T AP {#3&f 2 & L £7
enable MFP FEREZ AT NIC L £ 97
disable MFP FERE & B2 L £,

AR R T4 AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VU —RT6LEIDY U —2A

THAShE L,

W, A7 T ANTTF ¥ MFP ZHNT 50 %R LET,

(Cisco Controller) > config wps mfp infrastructure enable

BEavy R show wps mfp

config A< K :r~z .
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. config wps shun-list re-sync

config wps shun-list re-sync

EREY A hpay ha—J%FE YT 4 J)—AOMOar be—F LR SE 52T,
config wps shun-list re-sync =~ > RZfFH L £9,

config wps shun-list re-sync

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

Wiz, EE) A ooy va—J &0y v —F LRI SL L HICERET H6%
RLET,

(Cisco Controller) > config wps shun-list re-sync

BsEa<vy R show wps shun-list
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config wps signature .

config wps signature

RABH L AT L (IDS) ¥ 7 =F v B2 AN E 1T ENCT D, E72id, FFED IDS v 7
=F X EHNEITEIZT SHITIX, config wps signature =~ > R&2HH L £,

config wps signature {standard | custom} state signature id {enable | disable}

KT EHBA standard BEH¥EDIDS v/ =F v R ELET,
custom BEHREDIDS VI =F ¥ 2R ELET,
state IDS ¥ 7 =F ¥ DIREEZFRE L E7,
signature_id BHETITENTHL 7 =F ¥ D ID,
enable IDS ¥ 7 =F v JLBEE 72 [ IHFED IDS ¥ 7 =

Fya2AMMILET,

disable IDS v 7 =F ¥ LB F /=134 ED IDS v 7 =
Fx B EHLET,

AT R FI4AL  IDSTT=F AL, T T A B THMTRY £,

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

FELOHA KSq> IDS T = F AR THE HADY T =F R ICBTEINTWAIREICE R AL, T
RTCOYV T =F ¥ BN £,

WIZ, T_XTOIDS ¥ 7 =F ¥ OMERFEIN /2D L 912, IDS v 7 =F v LBl 2 H
T B 2R~ L ET,

(Cisco Controller) >config wps signature enable

W, BEAEEDHEED IDS ¥ 7 =F v T 50 %~ LEI,

(Cisco Controller) > config wps signature standard state 15 disable

BEaw Y K config wps signature frequency

config wps signature interval
config wps signature mac-frequency

config wps signature quiet-time

config A< K :r~z .
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. config wps signature

config wps signature reset
show wps signature events
show wps signature summary

show wps summary

. config a<v UK :r~z
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config wps signature frequency .

config wps signature frequency

il e DT 7 8ARA L M LVTREINDIANE, IHBEHZY O—F 7y MEERET S
\Z1X. config wps signature frequency =~ > RZ AN LET, ZOMEICET S EHERHRH S
iz LtEranxJ,

config wps signature frequency signature_id frequency

B DEREA

AU R TIAIE

signature id METAHY S =F %D ID,

frequency BT AR L P LLT, KL RS
N5 ECICHRINSNDLEDH 5 ST
DO—F Ny Nk, @EIZMARHZ 1~
32,000 /X7 v N T,

frequency 7 7 AV MEIX, 7 =F ¥ TEIZRRD ET,

av Y RERE

FREDHA FS14 2

EEav> R

Jy—= EENE
7.6 Zoa<wy R, VI —=RT76LREIOY Y —=

TEAINE L=,

IDS ¥ 7 =F ¥ LB A ENCTH L, Hr DL F=F v IZHESNTWVWAREICEERERLS . T
RCOV T =F ¥ N0 £9,

WRIZ, 7 =F ¥ IDAIZKH LT, KT VAR, NTHEL Bhin5, BEH-
D O—F R A 1800 IR ET BRIl AR LET,

(Cisco Controller) > config wps signature frequency 4 1800

config wps signature frequency
config wps signature interval
config wps signature quiet-time
config wps signature reset
show wps signature events
show wps signature summary

show WpS summary
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. config wps signature interval

config wps signature interval

VT =F X BENRE SN-HIEN T L EWEIZET 2 £ CoRif (B 2fRET 51
. config wps signature interval =~ > F&Z A L% T,

config wps signature interval signature_id interval

BX DA signature_id W2 7 =F % O ID,
interval T =F v OHEE L EWVEICET S E TICR
W DB HFEL, EOFPHIL 1 ~ 3,600
wct,

ATV R FI4IN  interval DT T F v MEIX, V7 =F v TEITRRD £,

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VU—RT6LEIDY U —2A

THAShE L,

FREDHA KSqy IDSTT=F v B ZENT 5L, lxDY 7 =F v IZRESNTOHREBIZERZR L, T
NTCOV T =F ¥ PEHTe £7,

WIZ, 7 =F % IDIIZH LT, Y7 =F v OE L IVMHEIZET S ETITRIBT S
W& 200 IR ET D02 R L ET,

(Cisco Controller) > config wps signature interval 1 200

BEaw Y K config wps signature frequency

config wps signature

config wps signature mac-frequency
config wps signature quiet-time
config wps signature reset

show wps signature events

show wps signature summary

show wps summary
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config wps signature mac-frequency .

config wps signature mac-frequency

ExDT7 7 BARA L NTIZIFAT » MNFFESNDNE | HREHTZD O—F 7 v NI
ZRET DT, config wps signature mac-frequency 2~ > K& AN LET, ZOMHEIZET D
EWBRRH S LTS E T,

config wps signature mac-frequency signature_id mac_frequency

B DEREA

AU R TIAIE

signature id METAHY S =F %D ID,

mac_frequency BIIAT U FBIOT 78R KA T,
WL AasnslEeHizn o—FH 7 v b
¥, &PHIZREHTZY 1~ 32,000 %47 > T
7,

mac_fiequency 7 7 AV MEIL, 7 =F ¥ T EIZHRY F,

av Y RERE

FREDHA FS14 2

EEav> R

Jy—= EENE
7.6 Zoa<wy R, VI —=RT76LREIOY Y —=

TEAINE L=,

IDS ¥ 7 =F ¥ LB A ENCTH L, Hr DL F=F v IZHESNTWVWAREICEERERLS . T
RCOV T =F ¥ N0 £9,

wIZ, 7 =F ¥ ID3ICH LT, K7 IF7A T FTHELAAAEINS, BEbi-v o
—FR Ay M E SO WCRRET Al E R LET,

(Cisco Controller) > config wps signature mac-frequency 3 50

config wps signature frequency
config wps signature interval
config wps signature

config wps signature quiet-time
config wps signature reset
show wps signature events
show wps signature summary

show wps summary
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. config wps signature quiet-time

config wps signature quiet-time

KTV EARA U NTHERKBRH ST, 77— 2B3MEIET 5 ETORBOEIZHRET HIC
IZ. config wps signature quiet-time =~ > &2 H L £,

config wps signature quiet-time signature id quiet time

BX DA signature_id W2 7 =F % O ID,

quiet_time KT 7 RARA N LYV THERKRE S
T, T I —LPMMEILETHETORMOE X,
EDOHFIPHIX 60 ~ 32,000 7T,

ATV R FEI4I N quiet_time DT 7 AV MEILZ, VT =F ¥ TEITRRD 9,

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VU—RT6LEIDY U —2A

THAShE L,

FREDHA KSqy IDSTT=F v B ZENT 5L, lxDY 7 =F v IZRESNTOHREBIZERZR L, T
NTCOV T =F ¥ PEHTe £7,

W, VT =F % IDIICK LT, T7ERARAL L T ICKBERBRHE SN2 hoT b
T 5REHEE 60 IR ET HHERLET,

(Cisco Controller) > config wps signature quiet-time 1 60

BEEavy R config wps signature

config wps signature frequency
config wps signature interval

config wps signature mac-frequency
config wps signature reset

show wps signature events

show wps signature summary

show wps summary
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config wps signature reset .

config wps signature reset

REDRAGINS AT 5 (IDS) ¥ 7 =F ¥ E£1ETXTOIDS V7 =F ¥ &7 7 4+ /L MEIZ
U+ 9 25IZI1%, config wps signature reset 2~ > R&fffH L £,

config wps signature reset {signature id | all}

BX D5 signature_id Uty FTARED IDS ¥/ =F % D ID,

all TRTCOIDS v/ =Fx%2 Vv hLET,

ARVEFIALE BL

avy FERE 1)1y —= LTEHNE
7.6 Zoa<y R, VY —RT6LEIDY U —2A

THAShE L,

FEREDHA RSqy IDSTT=F v UHZENT 5L, laxDY 7 =F v ITRESNTOHREBIZERZR L, 5
NTCOV T =F ¥ PEHITe Y £7,

WIZ, IDS T 7 =Fx 1 %77+ MEZY By M S50 RLET,

(Cisco Controller) > config wps signature reset 1

BEavy R config wps signature

config wps signature frequency
config wps signature interval

config wps signature mac-frequency
config wps signature quiet-time
show wps signature events

show wps signature summary

show wps summary
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. config wps signature reset
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