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s config aaa auth (10 ~X—73")

« config aaa auth mgmt (11 ~=X—3)

» config acl apply (12 ~=X—72)

« config acl counter (13 ~X—1)

» config acl create (14 ~X—737)

e config acl cpu (15 ~—2)

» config acl delete (16 ~X—73")

« config acl layer2 (17 ~X—73)

s config acl rule (19 ~—73)

» config acl url-acl (21 ~X—3°)

» config acl url-acl external-server-ip (23 ~<—73")

« config acl url-acl list-type (24 ~~—<)

» config acl url-domain (25 ~X—7)

« config advanced 802.11 7920VSIEConfig (26 ~~—<)

« config advanced 802.11 channel add (27 ~<—73")

» config advanced 802.11 channel cleanair-event (28 ~X—1)

» config advanced 802.11 channel dca anchor-time (29 ~X—1)
» config advanced 802.11 channel dca chan-width-11n (30 ~X—13)
+ config advanced 802.11 channel dca interval (31 ~X—73")

« config advanced 802.11 channel dca min-metric (32 ~X—73")
» config advanced 802.11 channel dca sensitivity (33 ~X—12)

» config advanced 802.11 channel foreign (35 ~<—1”)

» config advanced 802.11 channel load (36 ~<—73")

+ config advanced 802.11 channel noise (37 ~X—3)

» config advanced 802.11 channel outdoor-ap-dca (38 ~X—73")
« config advanced 802.11 channel pda-prop (39 ~<—3")

» config advanced 802.11 channel update (40 ~X—2")

» config advanced 802.11 coverage (41 ~X—3°)

» config advanced 802.11 coverage exception global (43 ~—73")
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« config advanced 802.11 coverage fail-rate (44 ~<—13)

» config advanced 802.11 coverage level global (46 ~<—73")
« config advanced 802.11 coverage packet-count (47 ~—73)
» config advanced 802.11 coverage rssi-threshold (49 ~X—73)
» config advanced 802.11 edca-parameters (51 ~X—13)

« config advanced 802.11 factory (54 ~X—73)

« config advanced 802.11 group-member (55 ~—73°)

» config advanced 802.11 group-mode (56 ~X—)

» config advanced 802.11 logging channel (57 ~X—2)

» config advanced 802.11 logging coverage (58 ~X—)

» config advanced 802.11 logging foreign (59 ~X—7°)

» config advanced 802.11 logging load (60 ~X—73)

« config advanced 802.11 logging noise (61 ~<—1)

« config advanced 802.11 logging performance (62 ~X—73°)

» config advanced 802.11 logging txpower (63 ~X—737)

» config advanced 802.11 monitor channel-list (64 ~X—73)

» config advanced 802.11 monitor load (65 ~X—73)

« config advanced 802.11 monitor measurement (66 ~—13)
» config advanced 802.11 monitor mode (67 ~<—17)

» config advanced 802.11 monitor ndp-type (68 ~<—3°)

» config advanced 802.11 monitor timeout-factor (69 ~X—73”)
» config advanced 802.11 optimized roaming (70 ~X—73)

» config advanced 802.11 packet (72 ~X—3")

« config advanced 802.11 profile clients (74 ~—37)

« config advanced 802.11 profile customize (75 ~<—73°)

» config advanced 802.11 profile foreign (76 ~<—1)

» config advanced 802.11 profile noise (77 ~X—73)

» config advanced 802.11 profile throughput (78 ~X—73")

» config advanced 802.11 profile utilization (79 ~X—73)

» config advanced 802.11 receiver (80 ~X—73”)

« config advanced 802.11 reporting measurement (81 ~<—137)
» config advanced 802.11 tpc-version (82 ~X—1)

* config advanced 802.11 tpcv1-thresh (83 ~X—)

» config advanced 802.11 tpcv2-intense (84 ~X—37)

» config advanced 802.11 tpcv2-per-chan (85 ~X—1)

« config advanced 802.11 tpcv2-thresh (86 ~—37)

« config advanced 802.11 txpower-update (87 ~X—3°)

» config advanced eap (88 ~X—71”)

» config advanced fra service-priority (91 ~X—13)

» config advanced fra client-aware client-select (92 ~X—73)

» config advanced fra client-aware client-reset (93 ~X—73")
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« config advanced hyperlocation (94 ~—73")

» config advanced hyperlocation apgroup (96 ~<—73”)

» config advanced hyperlocation ble-beacon (97 ~X—3)

» config advanced hyperlocation ble-beacon beacon-id (98 ~<—13)
» config advanced hotspot (99 ~X—73")

« config advanced timers auth-timeout (101 ~<—3%")

» config advanced timers eap-timeout (102 ~<—73")

» config advanced timers eap-identity-request-delay (103 ~X—12)
« config advanced timers (104 ~<—3)

» config advanced fastpath fastcache (107 ~X—73")

» config advanced fastpath pkt-capture (108 ~X—73")

» config advanced sip-preferred-call-no (109 ~X—12°)

« config advanced sip-snooping-ports (110 ~<—137)

» config advanced backup-controller primary (111 ~—73")
« config advanced backup-controller secondary (112 ~X—73")
» config advanced client-handoff (113 ~X—7)

» config advanced dotl1-padding (114 ~X—2)

« config advanced assoc-limit (115 ~<—3”)

« config advanced max-1x-sessions (116 ~X—137)

» config advanced rate (117 ~—73")

» config advanced probe backoff (118 ~—73)

» config advanced probe filter (119 ~X—73)

» config advanced probe limit (120 ~<—1)

« config advanced timers (121 ~X—3)

« config ap 802.1Xuser (124 ~—73°)

» config ap 802.1Xuser delete (125 ~X—)

* config ap 802.1Xuser disable (126 ~X—°)

» config advanced dotl1-padding (127 ~X—73")

s configap (128 ~X—73)

« config ap aid-audit (129 ~X—3)

« config ap antenna band-mode (130 ~—73)

« config ap atf 802.11 (131 ~X—7)

» config ap atf 802.11 client-access airtime-allocation (132 ~X—)
« config ap atf 802.11 policy (133 ~—2)

+ config ap autoconvert (134 ~—73)

« config ap bhrate (135 ~X—73)

» config ap bridgegroupname (136 ~X—3°)

* config ap bridging (137 ~X—3)

* configap cdp (138 ~—2)

« config ap core-dump (140 ~X—37)

» config ap crash-file clear-all (142 ~X—73)

configa<v > K :a~i .



configav > R:a~i |

« config ap crash-file delete (143 ~<—73)

» config ap crash-file get-crash-file (144 ~<X—2°)
» config ap crash-file get-radio-core-dump (145 ~X—3")
» config ap dhcp release-override (146 ~X—737)

» config ap dtls-cipher-suite (147 ~X—3")

« config ap dtls-version (148 ~X—3”)

« config ap ethernet duplex (149 ~X—73)

» config ap ethernet tag (150 ~2—73)

» config ap autoconvert (151 ~<—37)

+ config ap flexconnect central-dhcp (152 ~X—7)
» config ap flexconnect local-split (154 ~X—73)

« config ap flexconnect module-vlan (155 ~<—°)
« config ap flexconnect policy (156 ~—17)

» config ap flexconnect radius auth set (157 ~X—)
« config ap flexconnect vlan (158 ~X—13)

» config ap flexconnect vlan add (159 ~X—73")

» config ap flexconnect vlan native (160 ~<X—13)
« config ap flexconnect vlan wlan (161 ~—72)

» config ap flexconnect web-auth (162 ~<—737)

» config ap flexconnect web-policy acl (163 ~<—73”)
« config ap flexconnect wlan (164 ~—73)

« config ap group-name (165 ~<X—3)

» config ap hotspot (166 ~<—1)

« config ap image predownload (173 ~X—73)

* config ap image swap (174 ~~—3°)

« config ap lag-mode support (175 ~=2—3”)

« config ap led-state (176 ~<—32°)

« config ap link-encryption (178 ~~—<)

+ config ap link-latency (179 ~X—73")

« config ap location (180 ~<—73)

« config ap logging syslog level (181 ~—73°)

« config ap logging syslog facility (182 ~X—)

» config ap max-count (185 ~—<3)

« config ap mgmtuser add (186 ~<—2)

» config ap mgmtuser delete (188 ~X—13)

* config ap mode (189 ~<—3”)

« config ap module3g (191 ~<X—72)

» config ap monitor-mode (192 ~X—1)

« config ap name (193 ~—2)

« config ap packet-dump (194 ~—2°)

» config ap port (198 ~X—37)
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* config ap power injector (199 ~<X—73)

» config ap power pre-standard (200 ~<—13”)
» config ap preferred-mode (201 ~—327)

« config ap primary-base (202 ~<X—3")

» config ap priority (204 ~X—73)

« config ap reporting-period (205 ~X—73)

* config ap reset (206 ~X—73)

» config ap retransmit interval (207 ~—737)
* config ap retransmit count (208 ~X—7)

« config ap role (209 ~<—<°)

» config ap rst-button (210 ~<X—73)

« config ap secondary-base (211 ~X—73)

« config ap slub-debug (213 ~<—)

* config ap sniff (215 ~X—2)

- configap ssh (217 <X—27)

« config ap static-ip (218 ~<—27)
s config ap stats-timer (220 ~X—1)

« config ap syslog host global (221 ~<—3")
« config ap syslog host specific (222 ~—73")
» config ap tcp-mss-adjust (223 ~<—737)

» config ap telnet (225 ~<—37)

« config ap tertiary-base (226 ~—)

« config ap tftp-downgrade (228 ~X—73)

« config ap username (229 ~—73)

* config ap venue (230 ~X—3)

» config ap wlan (234 ~<X—73)

* config atf 802.11 (235 ~X—)

« config atf policy (236 ~—<)

s config auth-list add (237 ~<—7)

« config auth-list ap-policy (238 ~—72)

« config auth-list delete (239 ~<—1)

» config avc profile create (240 ~<—73”)

» config avc profile delete (241 ~<X—3)

« config avc profile rule (242 ~—2°)

» config band-select cycle-count (244 ~=X—)

» config band-select cycle-threshold (245 ~=X—)

* config band-select expire (246 ~X—1)

» config band-select client-rssi (247 ~—73°)

» config boot (248 ~<—37)

» config call-home contact email address (249 ~<—73)

» config call-home events (250 ~X—7)
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* config call-home http-proxy ipaddr (251 ~X—72°)

» config call-home http-proxy ipaddr 0.0.0.0 (252 ~<—3°)
» config call-home profile (253 ~—2)

» config call-home profile delete (254 ~X—37)

» config call-home profile status (255 ~X—3°)

« config call-home reporting (256 ~<—3")

« config call-home tac-profile (257 ~<X—73")

* configedp (258 ~—7°)

« config certificate (259 ~—<)

- config certificate Isc (260 ~—2)

» config certificate ssc (263 ~X—73)

» config certificate use-device-certificate webadmin (265 ~2—73")
« config client ccx clear-reports (266 ~<—3°)

» config client ccx clear-results (267 ~X—1)

* config client ccx default-gw-ping (268 ~X—)

« config client ccx dhep-test (269 ~~—2)

» config client ccx dns-ping (270 ~X—73)

« config client ccx dns-resolve (271 ~<—73)

« config client ccx get-client-capability (272 ~<—73)
» config client ccx get-manufacturer-info (273 ~<—737)
» config client ccx get-operating-parameters (274 ~—13)
» config client ccx get-profiles (275 ~X—737)

» config client ccx log-request (276 ~X—737)

» config client ccx send-message (278 ~X—1)

» config client ccx stats-request (282 ~X—17)

« config client ccx test-abort (283 ~X—1)

« config client ccx test-association (284 ~X—)

* config client ccx test-dotlx (285 ~X—737)

» config client ccx test-profile (286 ~X—73)

« config client deauthenticate (287 ~—73)

« config client location-calibration (288 ~<—1)

» config client profiling delete (289 ~X—)

» config cloud-services cmx (290 ~—<)

» config cloud-services server url (291 ~X—73”)

» config cloud-services server id-token (292 ~X—73)
» config coredump (293 ~X—73")

« config coredump ftp (294 ~<—3°)

» config coredump username (295 ~—1)

» config country (296 ~—<°)

e configcts (297 ~—2)

s configcts ap (298 ~X—3°)
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* config cts inline-tag (299 ~—13)

» config cts ap override (300 ~X—72)

« config cts device-id (301 ~<—3)

« config cts refresh (302 ~=X—2)

» config cts sxp ap connection delete (303 ~X—73)

» config cts sxp ap connection peer (304 ~X—)

« config cts sxp ap default password (305 ~<X—1)

» config cts sxp ap listener (306 ~<—13")

» config cts sxp ap reconciliation period (307 ~X—)
» config cts sxp ap retry period (308 ~—73)

» config cts sxp ap speaker (309 ~X—73)

» config cts sxp (310 ~X—73)

« config cts sxp connection (311 ~<X—73)

» config cts sxp default password (312 ~X—7)

* config cts sxp retry period (313 ~X—)

« config cts sxp version (314 ~<X—7)

s config cts sxp (315 ~X—7)

» config custom-web ext-webauth-mode (317 ~X—73)
« config custom-web ext-webauth-url (318 ~—73")

» config custom-web ext-webserver (319 ~<X—1)

+ config custom-web logout-popup (320 ~=X—73°)

» config custom-web grscan-bypass-opt (321 ~X—1)
» config custom-web radiusauth (322 ~X—37)

» config custom-web redirectUrl (323 ~X—3")

« config custom-web sleep-client (324 ~—73°)

» config custom-web webauth-type (325 ~<X—)

* config custom-web weblogo (326 ~X—73)

+ config custom-web webmessage (327 ~X—7)

» config custom-web webtitle (328 ~<—13)

» config database size (329 ~X—)

* config dhep (330 ~—73)

» config dhcp opt-82 format (333 ~<X—73)

» config dhep opt-82 remote-id (334 ~X—)

« config dhcp proxy (336 ~—2)

» config dhcp timeout (337 ~X—73)

s configdx (338 X—2)

« config exclusionlist (339 ~<—3)

» config fabric (340 ~<—73")

« config fabric vnid create name (341 ~X—73)

» config fabric control-plane enterprise-fabric (342 ~X—13)

» config fabric control-plane guest-fabric (343 ~X—1")
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» config flexconnect [ipv6] acl (344 ~<—3°)

» config flexconnect [ipv6] acl rule (345 ~<—3°)

« config flexconnect [ipv6] acl url-domain (347 ~X—73)

» config flexconnect arp-caching (348 ~X—73")

» config flexconnect ave profile (349 ~X—73)

« config flexconnect fallback-radio-shut (350 ~—<)

« config flexconnect group (351 ~<—73)

» config flexconnect group vlan (357 ~X—1)

» config flexconnect group group-name dhcp overridden-interface (358 ~—3)
+ config flexconnect group web-auth (359 ~<—73)

» config flexconnect group web-policy (360 ~X—3")

« config flexconnect join min-latency (361 ~—13)

« config flexconnect office-extend (362 ~—73”)

« config flow (364 ~<X—73)

« config guest-lan (366 ~—3)

» config guest-lan custom-web ext-webauth-url (367 ~X—73)
» config guest-lan custom-web global disable (368 ~X—73")
» config guest-lan custom-web login _page (369 ~X—3°)

« config guest-lan custom-web webauth-type (370 ~<—13)
» config guest-lan ingress-interface (371 ~X—3°)

» config guest-lan interface (372 ~<—3°)

» config guest-lan mobility anchor (373 ~X—7)

» config guest-lan nac (374 ~X—7)

» config guest-lan security (375 ~X—73)

« config interface 3g-vlan (376 ~X—3)

» config interface acl (377 ~<—737)

» config interface address (378 ~X—3)

» config interface address redundancy-management (380 ~<—3)
» config interface ap-manager (381 ~X—73)

« config interface create (382 ~X—3)

« config interface delete (383 ~X—17)

» config interface dhcp management (384 ~—73°)

« config interface dhep (386 ~<—3)

» config interface dhcp dynamic-interface (387 ~X—737)

» config interface dhcp management option-6-opendns (388 ~X—1)
» config interface address (389 ~X—73)

» config interface guest-lan (391 ~—73)

» config interface hostname (392 ~X—73)

« config interface nasid (393 ~—2)

» config interface nat-address (394 ~X—73")

» config interface port (395 ~X—7)
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« config interface quarantine vlan (396 ~—1”)
« config interface url-acl (397 ~—°)

« config interface vlan (398 ~—<)

+ config interface group mdns-profile (399 ~<X—7)
» config interface mdns-profile (401 ~X—73")

» config icons delete (403 ~X—73)

* config icons file-info (404 ~=—37)

» config ipv6 disable (405 ~<—3°)

« config ipv6 enable (406 ~—<)

« config ipv6 acl (407 ~—2)

» config ipv6 capwap (409 ~<X—7)

« config ipv6 interface (410 ~<—3)

« config ipv6 interface multicast (412 ~—737)
« config ipv6 neighbor-binding (413 ~—3)

« config ipv6 na-mcast-fwd (415 ~<—3°)

» config ipv6 ns-mcast-fwd (416 ~=—3)

s config ipv6 ra-guard (417 ~X—7)

» config ipv6 route (418 ~X—73)
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config aaa auth

BFHa—PITx T 5 AAA BEEOMRRINEFF 2 5% E T 5 I21E, config aaa auth =~ > RA&fEH L
£

config aaa auth mgmt [aaa server typel | aaa_server type2]

BXDEREA

mgmt BR300 AAAZRFE— R XA T H¥RE L
T, a2 hr—70FH—FIZXT 5 AAA
PREDRRIAFF 2% E LES, =N 21T
DANNEFIZ LV AAATBREORRBRNEF 6T
SET,

aaa_server_type (EE) AAAFRGEY— XD H 1 7 (local.
radius, F 721X tacacs) , local X /E Tlim—
BV T —H~N—R radius % E TliE RADIUS
P—s3 tacacs 3% E Tld TACACS+ H— 373

fREINET,
ARV RFIFAL AL
2wy REE yy—2 RENE
7.6 Zoa=wr R, VU —A76LHIOY U —2A

EREDAARZA Y

THAShE L,

AAA Y — N A 1L, R local 72 12 D A1 T £9, radius & tacacs 2\ > L X IZA
JTBZ LT TcEEHAL

KIT, local DFRFEY — N F A Tk oTar b =7 DFHL—WFITHT 5 AAA R
REDIRFRIASY & i e D2 R LE T,

(Cisco Controller) > config aaa auth radius local

show aaa auth
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config aaa auth mgmt

BT —FN—=ARRES N TV DA
avy R LET,

config aaa auth mgmt [radius | tacacs]

config aaa auth mgmt .

WZRBREDNEFF Z X E T 521X, config aaa auth mgmt

EX DA radius

({I-7%) RADIUS ¥ — AL ONEE & % &
L\ij—o

tacacs

(f£&) TACACS Y — NIZEREEDNEF 2 3% E
LET,

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA

TEAINE L,

w2, RADIUS H— NICEEREDNEF % 5% €

THH 2R L ET,

(Cisco Controller) > config aaa auth mgmt radius

YJ/'\’(Z\ TACACS ‘]j-‘—/\ quuﬂio)“lﬁ

WETHHERLET,

(Cisco Controller) > config aaa auth mgmt tacacs

show aaa auth order
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. config acl apply

config acl apply

T7%Aarbo— AL (ACL) &7 —# /A |Z#HAT 5%, config acl apply =~ >
REFEHLET,

config acl apply rule_name

X DERHA rule_name K 32 LFOFBFITE D ACL 4,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

FEELEDOHA K54 Cisco2100 >V —R U A ¥ L ALAN 1> b —7 O84S Web — /2% L CHEER LAN
THATREAF ACL Z R ETOIMLENH Y £9°, 2D ACL IE. Web RV 2 —THEM LAN FhTR
FEACL & LCRETHHVENHY £9, 72721, Ciscod400 > ) —R U A ¥ L ALAN 2> k
10— 7 OEAIIERAE ACL 25 ET 20 EITH Y FH A,

WIZ. ACL 5 —% NSRRI AT A6 %2 Rr LET,

(Cisco Controller) > config acl apply aclOl

EEa<wy R show acl
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config acl counter .

config acl counter

Ny "B, aribe—7 BICERESNTZT 782 2> ba—L U A K~ (ACL) OWT i
e w b L7nE ) N EMERT 521X, config acl counter =~ > R&2FH L 9,

config acl counter {start | stop}

XA start ay ha—FTACL W7 2 E2HNCLE
TO
stop ay he—F TACL H U # 2z LE
R
ARy RFIALE AL
Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA

EREDAARZA

BEEav> R

TEAINE L,

ACLA D 2% TE5ay ha—FX, 4400 >V —RX_ Cisco WiSM, Catalyst 3750G
Integrated Wireless LAN Controller Switch 721} T,

WIZ, 2 br—FTACLAY B2 fqNT D0 %2R LET,

(Cisco Controller) > config acl counter start

clear acl counters

show acl detailed
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. config acl create

config acl create

Ly rsex arbhr—n AL (ACL) Z1ERT 5IZ1X. configacl create =~ > RZ&fiff
HALET,

config acl create rule_name

X DERHA rule_name K 32 LFOFBFITE D ACL 4,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

FEELEDOHA K54 Cisco2100 >V —R U A ¥ L ALAN 1> b —7 O84S Web — /2% L CHEER LAN
THATREAF ACL Z R ETOIMLENH Y £9°, 2D ACL IE. Web RV 2 —THEM LAN FhTR
FEACL & LCRETHHVENHY £9, 72721, Ciscod400 > ) —R U A ¥ L ALAN 2> k
10— 7 OEAIIERAE ACL 25 ET 20 EITH Y FH A,

WIZ, B LW ACL BT 261 2R LET,

(Cisco Controller) > config acl create aclOl

EEa<wy R show acl
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config acl cpu .

config acl cpu

CPUICEIET D M7 74 v 7 &HIRT DB LW 78R a3 hr—/ UA L (ACL) ZAEK
9 5IZ1L. configaclepu =~ REMFEHLET,

config acl cpu rule name {wired | wireless | both}

=3 4B rule_name ACL 4 2457 L4
wired HMNT 7 47 TACL ZEELE T,
wireless MR NT 7 47 TACL ZHELET,
both HREBRE SO NT 7 4 v 7 TACLZHRE
LETS,

ARVRFIALE L

avy FERE )1y—= LTEHNE
7.6 Zoa<wr R, YU —RXT76LEIOY Y —2A

THAShE L,

EELEOHA RKS4Y ZOa~vr RIZEY, CPUIRELET LTy XA T EHITE £,

&IZ, CPU Tacll0l £\ ) ACL Z#1Ef% L. AT 7 4 v 7 IZ#EAT 30 a2~ LE
—g—O

(Cisco Controller) > config acl cpu aclO0l wired

BEa<v R show acl cpu
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. config acl delete

config acl delete

778 Aarba—/ UAL (ACL) ZHIBRT HIZIL, config acl delete =~ > NAfEH L &
R

config acl delete rule_name

X DERHA rule_name K 32 LFOFBFITE D ACL 4,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

FEELEDOHA K54 Cisco2100 >V —R U A ¥ L ALAN 1> b —7 O84S Web — /2% L CHEER LAN
THATREAF ACL Z R ETOIMLENH Y £9°, 2D ACL IE. Web RV 2 —THEM LAN FhTR
FEACL & LCRETHHVENHY £9, 72721, Ciscod400 > ) —R U A ¥ L ALAN 2> k
10— 7 OEAIIERAE ACL 25 ET 20 EITH Y FH A,

&IZ. CPU Tacll0l &9 ACL #HIBRT 262 R L £,

(Cisco Controller) > config acl delete aclOl

BEa<wy R show acl
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config acl layer2

LAY 277%Aabag—L )RR

L £

config acl layer2 .

(ACL) Z®RET D21, configacllayer2 =<2 K%

config acllayer2 {applyac/ name | createacl/ name | deleteacl name | rule {actionac/ name

index {permit | deny}

| add ac/_name index

| change index acl_name old_index new_index |

delete acl nameindex | etherType acl name index etherType etherTypeMask | swap index ac/_name

indexl index2} }

B DR

un
&=

apply LAY 2ACL %7 —# NAZEHA L ET,

acl_name LA ¥ 2ACL DA Hll, 4RI 323XF LA D
FHTEEHTEES,

create LA ¥ 2ACL Z{ER L £,

delete LA ¥ 2 ACL ZHIBR L £7°,

rule LA ¥ 2ACL LV—/LZHFHELET,

action LAY 2ACLV—NDT 7 araRELE
R

index LAY 2ACLV—VDA T v T A,

permit N—IDT 7 arEFFALET,

deny N—NDT I a BERLET,

add LA ¥ 2 ACL v—VZ21ER L £ 4,

change index

LAVY2ACLIV—DA T 7 A%EHEL
£7,

old_index LAY 2ACL L—LDEHNA VT v 7 A,

new_index LA ¥ 2ACLL—VDFH LA T v 7 A,

delete LAY 2ACL V=V &HIBRL £,

etherType LA % 2 ACL/L—/ L@ EtherType Z %€ L ¥
R

etherType LA ¥ 2 ACL/V—/L® EtherType, EtherType

1T, A=Y %y h TL—2DOXAf2— KIZH
A2 A=Y (RN =T = 5 S B i L N - o
SHET, #PHIT 16 EEO 0x0 ~ Oxffff T
ER

configa<v > K :a~i .
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. config acl layer2

EtherType ®% v b~ A7, #iPAIE 16 HfED
0x0 ~ Oxffff T7-,

etherTypeMask

swap index 2DODN—NDA LT 7 AMEELZE L ET,

indexl index2 220D LA Y2ACLIV—/LDA LT v 7 AH,

AT R TFI4)k  Cisco WLCIE LA ¥ 2ACL ZHi> T EH A,

avy FERE Jjy—= EEAR
7.6 Zoa<wy Rk, VU —RT6LEIDY U —2A

THAShZE L,

avy FIERE Jy— ZEHAR
e
75 Zoa<wy FREAINE LT,

EELEDOHA KS4> YA T2ACLIZK L THRK 16 DL—/LE{FRTE 9,
Cisco WLC IZ1E. kK T64 D LA ¥ 2ACL #{ERRTX ¥,
T IR ARA Y MIfK16 D WLAN Z VR — K TBH5DT, T7BARA L FTEITHKK 16
DLAF¥2ACL ™Y HR—FENET,

TIEBARA L MIVAY2BIORLAFYIDREIUACLAZYR—FLRW=D, LAV 2
ACL 447 FlexConnect ACL & L 5 L CWR W2 L 2R L E 4,

WIZ, VAV 2ACL #EHT 262~ LET,

(Cisco Controller) >config acl layer2 apply acl_12 1

. config v F:a~i
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config acl rule

ACL V— V&G ET HITIL, configaclrule =~ R&fH L £,

config acl rule .

config acl rule {action rule_name rule_index {permit | deny} | add rule name rule index |
change index rule name old_index new_index | delete rule_name rule_index | destination address
destination port range rule name rule index start_port

rule_name rule_index ip_address netmask |
end port | direction rule_name rule_index

{in

| out | amy} | dscp rule name rule_index

dscp | protocol rule name rule_index protocol | source address rule name rule_index ip_address
netmask | source portrange rule name rule_index start_port end_port | swap index rule name

index_1 index 2}

BXDEREA

action TR RAETATONEST D0 ERIELE
R

rule_name R 32 LFOFEHFIT L D ACL 44,

rule_index 1 ~3R2DOL—NDA VT T A,

permit N—NDT 7 arzifFa] LET,

deny N—NDT 7 arwEERLET,

add B — L EBMLET,

change N—=NDA Ty I AEELLET,

index N—=NDA T I AERELET,

delete = ZHIER L £,

destination address

V=V DFEHIP T KL A LRy b~ AT &%
ELET,

destination port range

=L DI R — FEFAZRE L FET,

ip_address JL—ILDIP T KL XA,

netmask =N DRy N AT,

start_port B — FEH (0 ~ 65535)

end_port H&TAR— &S (0~ 65535) .

direction =L ®J5E (in, out, Fizifany) ZFHEL
7

in = DF A% in \CRE L ET,

out =L DA% out IZRRE L ET,

configa<v > K :a~i .
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configav > R:a~i |

any =)L D JF )% any \ZRE L E T,
dscp JL—/L D DSCP %% E LET,
dscp 0 ~ 63 DU £ 721X any,
protocol =)L D DSCP X E L E7
protocol 0 ~ 255 O¥E E 7213 any,

source address

N—IVDEFITLIP T RUAE Ry N AT %
HELET,

source port range

=N OFEIEAR— M Z R E L E T

swap =V D2ODA T v I A ANVEZE T,
aATYRFIHLE AL
avy FERE Jiy—= EENAE

7.6 Zoa<wy RiE, VY —RT6LETOY U —2A

FEREDAA RS2

TEAINE L,

Cisco2100 ¥ U —X UA ¥ L ALAN 22> ha—F OEE HMEE Web — 2% L CHERR LAN
THBTEEIE ACL 23R ETAMENH D £4, 2D ACL (L. Web Policy THERE LAN S BiERE
ACL L LCEETHIMENRHY 9, 72721, Ciscodd00 >V —X T AL ALAN 2k
0—7 OBAITFENGEIE ACL 2B ETHLEIIH D £H A,

WIZ, T AZFHFNTHED ACL ZRETHHE2RLET,

(Cisco Controller)

show acl

. config v F:a~i

> config acl rule action labl 4 permit



| configaw K :a~i

config acl url-acl

URLT7 7 &A=y ba—L URANERET HIZIX, configaclurl-acl 2~ R&EEH LET,

config acl url-acl [apply | create | delete | disable | enable | rule]
config acl url-aclapply acl-name

config acl url-acl create acl-name

config acl url-acl delete acl-name

config acl url-acldisable

config acl url-aclenable

config acl url-aclrule [action | add | delete | url]

config acl url-aclrule action acl-name index {permit | deny}
config acl url-aclrule add acl-name index

config acl url-aclrule delete acl-name index

config acl url-aclrule url ac/-name index url-name

config acl url-acl .

B DEREA

AU R TFI4ILE

apply acl-name

ACL 4 (K32 XFOHRET) AT LE
—gﬂo

create LW URL ACL ZfERR L £,
delete URL ACL ZHIBR L £7°,

disable URL ACL #fe & 02 L4,
enable URL ACL #§REZ AN L E T,

rule (action) (acl-name) (index)

URLACL D/L— U X508 (77 & ADFF
Al EITHER) ZBRE L £, URLACLAIZ
IR 32 LFOFHF# T, URLACL
=L A T w7 AT 1 — 100 ZHEETE
7,

{ permit | deny }

URL b—/b & #F Al £ 23S LE T,

add acl-name index

HLWDL— L BIOL—L A VF v 7 A %A
mr x4,

delete acl-name index

N—NBIONV—V AT v A%HIBELE
ﬁ‘o

url acl-name index url-name

JL—ILOURLTY RLAZZHELET, URLT
RLAZADL, AT v 27 &2 (1~100) %
HELET,

L
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. config acl url-acl

avy RER Jiy—=x EERNE
8.3 Zoawy RpREAINE L,

WIZ, #H LW URL ACL Z1ERd 2612 R L £,

(Cisco Controller) >config acl url-acl create test

. configa<v > K :a~i
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config acl url-acl external-server-ip .

config acl url-acl external-server-ip

FORENTZURL N7 Ry 7 SN L EICRRTLHXI—VILa—F2 Y X117 NLET, 4
Y — "D IP 7 FLAZEET HIZ1. config acl url-acl external-server-ip =~ > R&fHH L
7,

config acl url-acl external-server-ip ip-address

XD EREA external-server-ip ACLAZIRELET,

ip-address I — D IP 7 KL AZ AT LET,
ATV RFI4+LE RL
avy REE )1y—2= EEANAE

8.4 Zoavwry RREAINE L,

WIZ, URLBR Ty 7 SN=EZIZ) XA L7 FLTR—=UERRTHZOIZ, D
Y= XOIP T RLVAZHRTT DHHERLET,

(Cisco Controller) > config acl url-acl external-server-ip 192.0.2.1
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config acl url-acl list-type

configav > R:a~i |

FEED ACLDNV—/WZBA LT NT 7 ¢ v 7 ZFFRTE 72134547 21213, configaclurl-acl list-type

avy R LET,

config acl url-acl list-type ac/ name{blacklist|||whitelist}

X DERHA list-type URLACL DY A N ¥ A4 FHRELET,
blacklist FTRTONL—NDOT 7 arhD HEE] 127k
D FE9,
whitelist

TRTCONL—VDT 73 a0 TR 1Tk
V)\i—g_ﬂo

ARVRFILLE L

avy FERE )=

LENE

8.4

Zoawy RpREAINE L,

WIZ, ACLIZBL TR 74 v 7 &dFrAl T 502 R LET,

(Cisco Controller) > config acl url-acl list-type testacl whitelist

. configa<v > K :a~i
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config acl url-domain .

config acl url-domain

Tr7EA 2 ha—/L YA RDOURL FAA »ZBMNEZITHIFRT 5121, configacl url-domain
av s REEHLET,

config acl url-domain{add|delete} domain name acl name

BX DN domain_name TIEAarha—)L JARDURL RAA
VTN
acl_name TrEA Ay ha— U R NOLATRH,
ARV RTFIALE EL
avy FRERE )1)y—2 EEAR
7.6 Zoavwry RREAINE L,

Wi, 77AxAaryba—L U2 RDOHFELWURL RAA &28NT 502~ LET,

(Cisco Controller) > config acl url-domain add cisco.com android

Wiz, 778 &x arba—/L R RDBLEFED URL KA A U Z2HIGRT 562 RLE
7,

(Cisco Controller) > config acl url-domain delete play.google.com android

configa<v > K :a~i .
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. config advanced 802.11 7920VSIEConfig

config advanced 802.11 7920VSIEConfig

Cisco Unified Wireless IP Phone 7920 VISE /X7 A — % % 3% E$ HIZIL. config advanced 802.11
7920VSIEConfig =~ > & L £7,

config advanced 802.11{a | b} 7920VSIEConfig {call-admission-limit/imit | G711-CU-Quantum

quantum }
EX DA a 802.11a % v hU—27 ZfREL 7,
b 802.11b/g % hU—27 HfRELE T,
call-admission-limit 7920s Da—L 7RI v g HIEZREL
e
G711-CU-Quantum H—0 G.711-20ms = — /L TEH SN 5 F v %
IERSROBALOBREDE T A7 T A
N7 F Il Ko TR SN AEEZRELE
j‘o
limit a— L 7 RIva IR (0~255) . F
7 4 v MEIX 105 T,
quantum G711 & 1fl, 7 7 4L MEIX 15 T,

aATYRFI4LE AL

avy RERE )— ZEEAS
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHAINE L],

WIZ, 7920 VISE RT A —ZDa—)L 7 R v g UHIBERET S0 2R LET,

(Cisco Controller) >config advanced 802.11 7920VSIEConfig call-admission-limit 4

. configa<v > K :a~i
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config advanced 802.11 channel add .

config advanced 802.11 channel add

802.11 * > hU—Z7 HENRF F v X/ DU A MIF ¥ 1/ %BIT HIZIL, config advanced
802.11 channel add =~ R&fEH L £,

config advanced 802.11{a | b} channel add channel number

X mEA a

802.11a kv NI — 27 ZFELE T,

802.11b/g % NU—27 ZfRELE T,

add

802.11 % v NY—Z7 AERFF ¥ /LD U A
WCF vy BIMLET,

channel _number

802.11 v hY—Z7 HEJRFF ¥ RO U A k
BN 5T v R VE A,

aATYRFIHLE AL

avy B )1)—=

EENE

7.6

Zoawry RN, V=276 HEIOY Y —ATHAShE L,

wIZ, 802.11a % v hU—Z7 HEIRF F ¥ %/ DU X MIF ¥ R/ EBINT 56 Z2RL

i‘@_o

(Cisco Controller)

>config advanced 802.11 channel add 132
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configav > R:a~i |

config advanced 802.11 channel cleanair-event

T 802.11 Cisco Lightweight 7 7 £ A 78 A > K @ CleanAir A X2 FERENRIIELR Y >~ — 2

BFHE (RRM) /X7 A —H %5
VREMEALET,

config advanced 802.11 {a
medium | high]

FXET HITIL, config advanced 802.11 channel cleanair-event =~

b} channel cleanair-event {enable | disable | sensitivity [low |
| custom threshold threshold value}

BXDEREA

a 802.11a r v NV —Z7 #HEELET,

b 802.11b/g * v N —Z Z#HEL 7,

enable CleanAir A XY NEREEIRRM /3T A — X &4
M LET,

disable CleanAir - X [ EREI RRM /X5 A — & % 1%
e LEd,

sensitivity CleanAir 1 ~ > hEEE)R RRM D 2 5% 7 L
E3r N

low (ER) REEEEELET,

medium (EE) HREEZRELET,

high (ER) mEELEELET,

custom AL KNEEEFRELET,

threshold EDRRM AQ L &\ MEAHRE L £7,

threshold value

AL L LEWEDHE,

ATV RFIHLE RL
avy FERE Jiy—=x EENA
7.6 Zoa<wy Rk, VY —RT6LETOY U —=A

TEAINE L,

KIZ. CleanAir 1 X MEREN RRM /3T A —Z ZHCT 502~ LET,

(Cisco Controller)

> config advanced 802.11 channel cleanair-event enable

&I, CleanAir A X2 FEREIA RRM IC B RE LR ET 502~ LET,

(Cisco Controller)

. configa<v > K :a~i
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config advanced 802.11 channel dca anchor-time .

config advanced 802.11 channel dca anchor-time

F ¥ RVOENNEID 24T (DCA) Tv 3 Y X ADOBMIFZZ$EE T 521X, config advanced
802.11 channel dca anchor-time =~ > RZ&fHH L £9,

config advanced 802.11{a | b} channel dca anchor-time value

X DA a 802.11a % v N — 27 Zf5ELE T,
b 802.11b/g % NU—27 ZfRELE T,
value 0~23 DG, Z DOfEIX. FRT12 0544 %

11 BFE CORFI 2R LET,

ARy RFIALE AL

av Y REE ) 1y—2 RENE
7.6 Zoa<wr Rk, VU —RT76LHTIOY ) —2

TEAINE L,

KRIZ, DCA T /VF Y ZLRBIA LT & S ITRIER M 2 E T 26 2R LE T,

(Cisco Controller) > config advanced 802.11 channel dca anchor-time 17

BEa<wo R config advanced 802.11 channel dca interval
config advanced 802.11 channel dca sensitivity

config advanced 802.11 channel

configa<v > K :a~i .
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. config advanced 802.11 channel dca chan-width-11n

config advanced 802.11 channel dca chan-width-11n

5 GHz H D3 T 802.11n MEARIZ, F ¥ R/ALOBIEI Y T (DCA) F ¥ RVIRERET
%121, config advanced 802.11 channel dca chan-width-11n =~ > K& L F7,

config advanced 802.11{a | b} channel dca chan-width-11n {20 | 40 | 80}

B DEREA

aAavv R FI4ILE

a 802.11a r v hU— 7 ZIEE L E7,

b 802.11b/g * v N —2 Z#HEL £ 7,

20 802.11n fEHE D F ¥ R /UIE % 20 MHz 12357 L
F9,

40 802.11n LD F ¥ % /LIE A 40 MHz 123X E L
*9,

80 802.11ac fERR D F ¥ /UK A 80 MHz (3% E L
i‘aAo

T 7 F v b DOF v FIUEEIE 20 T,

avy FERE

FEREDAHA RS>

)1)—2=R THEAR
7.6 Zoa<wy Rk, VY —RT6LETDY U —2A

TEAINE L,

40 3R 5545 1%. config advanced 802.11 channel {add | delete} channel number 2~ > KT
D LB 2 ODBET ¥ ANV ERET DLENRHY T (T4~ U Fr 1D 36 LHLE
FHRNDA0RE) , 1 DODF ¥ RV LIPRE LR E, ZDF ¥ £/11F 40 MHz F v R /VIE
L THERHSINERA,

7 a =N UIERIE STV D DCA F v RVIRRRE 4 LEZ 321213, config 802.11 chan_width
av s REEH LT, FEDT 78R KA b OERRE 20 £7213 40 MHz £ — FIZFFAICEK
ELET, BTIOT 7 EARA LV FOBERRITKTT D FIRRE L 7 v —/31| ’Wﬁﬁ‘é &
FNETT 7 A RA L FTHEHAINTW T ¥ RUVIEREIL S 1 — 3172 DCA R E T L#E
TINET,

wIZ, 802.11a % v hU—Z7 BE)F ¥ X /LD Y A MITF ¥ R A& BMT 50 % L E
7,

(Cisco Controller) >config advanced 802.1la channel dca chan-width-11n 40

wIZ. 802.11ac HEREDF v R /LIEE 80 MHZ IZFRET DB 2R L £,

(Cisco Controller) >config advanced 802.1la channel dca chan-width-11n 80

. config v F:a~i
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config advanced 802.11 channel dca interval .

config advanced 802.11 channel dca interval

F ¥ RNV OENEID 24T (DCA) NIATINHBEAEET HITIL.  config advanced 802.11
channel dca interval =~ > RZHEH L E£7,

config advanced 802.11{a | b} channel dca interval value

B DEREA

ARV ETIAINb

a 802.11a kv NI — 27 ZFELE T,

b 802.11b/g % NU—27 ZfRELE T,

value BN EIZ0, 1. 2. 3. 4, 6. 8, 12, F£7/=iE
245/ C9, 0DHAIX104371272 0 £ (600
) .

DCA F ¥ %/VDOF 7 /b hOEEIL 10 (104y) TY,

avy FNERE

FEREDAARZA4 Y

BEEavTY K

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—R

THAShE L,

2 b r—7 73 0fficeBxtend 7 7 £ A ARA b LR — K L TWRWIEEIE, /e 7 +—
VU AERGDHTOIZ, DCA HIRRE 6 RFFICERET 5 Z & A BEID L E T, OfficeExtend 7 7 &
ARA v heua—DNTI7HARL LV FNERAEDETERLTWAEAIE, 10 005 24
Rl £ CofH A TE £,

WRIZ, DCA TV Y XANFATENDBEDOFI 2R L ET,

(Cisco Controller) > config advanced 802.11 channel dca interval 8

config advanced 802.11 dca anchor-time
config advanced 802.11 dca sensitivity

show advanced 802.11 channel

configa<v > K :a~i .
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. config advanced 802.11 channel dca min-metric

config advanced 802.11 channel dca min-metric

DCA @ 5GHz fiz/NRSSI =R /L ¥ — 2 MU » 7 23 ET 5121, config advanced 802.11 channel
dca min-metric =~ > RZ2HH L £9,

config advanced 802.11{a | b} channel dca RSS!/ value

BX DA a 802.11a %* v U —27 ZIEEL £,
b 802.11b/g % NU—27 ZfRELE T,
RSSI value DCAMNTF ¥ FNVDEEL % M T—F 572D

VBEIR B/ N DZARIRBIREA O — 4
(RSSD) . #ipHix. -100 ~ -60 dBm T,

ATV RTFI4I R DCADT 74V FOR/PRSSIZHLF— A Y v Z7iE —95dBm T,

2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VU—RX76LEIOY Y —X

THAShE L,

WIZ, DCA @ 5 GHz i/ RSSI =¥ — X bV » 7 23R ET DB R LET,
(Cisco Controller) > config advanced 802.l1la channel dca min-metric -80

FFEOFITIE, DCANF ¥ RXIVDOEFE b Y T—3F 2572512, RSSI TH72< &1 -80
dBm OF T 3/ F—% RRM BT HHLERH Y 9,

BEavy K config advanced 802.11 dca interval
config advanced 802.11 dca anchor-time

show advanced 802.11 channel

. configa<v > K :a~i
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config advanced 802.11 channel dca sensitivity .

config advanced 802.11 channel dca sensitivity

F ¥ FNVEROHERROREDOE (FH. Al /A4 X, FHRE) [T 25F v L0
BEID 4T (DCA) 7T Y XLDFEEZEIEET HIZIL. config advanced 802.11 channel dca

sensitivity =~ & H L £,

config advanced 802.11{a | b} channel dcasensitivity {low | medium | high}

XN a

802.11a * v hU— 27 I E L E T,

802.11b/g * v N — V7 Z#HEL 7,

low

BRI D ZALIC KT D DCA TV T Y X LD
ISR NS LR RE L £, FEIC
WCik, MEHEDOTA T4 0] 25RL
TLEE,

medium

BREE DO ZALITx9 D DCA 7L = U X LD
EHPRETHLZ AR ELET, FEflco
WTix, MR EOHA RIA00) BB L
TLTEE,

high

BRI 5 DCA T /LI Y X LORKE
DEWZ ERFEELET, ST,
MM oA R4 ZBRBLTLIEE
AN

ARVEFIALE AL

avy FERE 1)1)—=

EEAR

7.6

Zoa<wy R, VI —RT76LHEIOY Y —=
TEAINE L,

EELOHA K54 DCA DREED L X VMEIL,

ROFTRT LIS, BRI L > TR £,

FITNY a—=T 4 IR SDE DT, Zoa~vy FOHDIZIFERRLIza—13+XTox
F— a— P RENET, ROELRTIE, K Lica—roZzohdxT— a— RiZonT

P LET,

RI1:DCADEED L ELVE

B 24GHzDCA EE L =\ VE 5GHzDCA EE L =LVE
High 5dB 5dB

Medium 15dB 20 dB

configa<v > K :a~i .
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. config advanced 802.11 channel dca sensitivity

R 24GHzDCA BE L =L ME 5GHzDCA ZE L =L \ME
Low 30dB 35dB

KIZ, DCA 73 Y X LDEEDEE low ICRET HH 2R~ LET,

(Cisco Controller) > config advanced 802.11 channel dca sensitivity low

config advanced 802.11 dca interval
config advanced 802.11 dca anchor-time

show advanced 802.11 channel

. configa<v > K :a~i
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config advanced 802.11 channel foreign .

config advanced 802.11 channel foreign

802.11a 5 hta D3~ T D Cisco Lightweight 7 27 & 2 7R A o MIHOWT, MR Y Y — & (RRM)
2K 2T ¥ VBRSNS 802.11a TISELEEA ZET 50>, BT 20524 ET 51213,
config advanced 802.11 channel foreign =~ > K& L F7,

config advanced 802.11{a | b} channel foreign {enable | disable}

BX DA

AR TFI4ILE

a 802.1la r v hU—Z7 ZIEE L E£7,
b 802.11b/g * v N —2 Z#HEL £ 7,
enable F ¥ RNVEID Y CT, HET 78R KRA B

802.11a T ELEEEZ H NI L E T,

disable F v FIVEIN L TT, AT 7 BARA b
802.11a T-¥[El8E 2 sz L ¥ 9,

F o ZVEN) B TTOHNEGT 7 A2 RA 2 - 802.11a FiEliElX. &7 4/ F TITHERT -
TWET,

avy FERE

EEav> R

Jiy—=x EERNE
7.6 Zoa<wy X, VIU—RT76LURIDOU U—R

THAShE L,

KIZ, 802.11a xHi& DT A Cisco Lightweight 77 £ X KA & MZOWT, RRM IZ
£ F v FVEIEFHTOME 802.11a THNABESND L O ICT D012 R LET,

(Cisco Controller) > config advanced 802.l1la channel foreign enable

show advanced 802.11a channel

config advanced 802.11b channel foreign

configa<v > K :a~i .
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. config advanced 802.11 channel load

config advanced 802.11 channel load

802.11a 5 hta D3~ T D Cisco Lightweight 7 27 & 2 7R A o MIHOWT, MY Y — & (RRM)
WEDT ¥ R VEREHRFC ST 7 1 v 7 ORAMEBET 50, BHESTL0E2HEET DI,
config advanced 802.11 channel load =~ > RZ i H L £9°,

config advanced 802.11{a | b} channel load {enable | disable}

BX DA

AR TFI4ILE

a 802.11a v NV —Z7 #fFEELE7,
b 802.11b/g * v N —Z Z#HEL £ 7,
enable F ¥ 1 VE Y Y4 TT, Cisco Lightweight 7 7 &

A TRA > b 8021 1a B faf[EIRE A Az LE T,

disable F v F/VE Y Y4 TC, Cisco Lightweight 7 7 &
A RA > b 802.11a BAFFIEIHE A HELH T L £,

F ¥ FLE Y 24 TTD Cisco Lightweight 7 7 & A 7RA > b 802.11a AL, &7 4/ h T
XN 72> TVET,

avy RERE

EEav> R

Jiy—=x EERNE
7.6 Zoa<wy R, VIU—RT76LURIDOU U—R

THAShE L,

KIZ, 802.11a xHi& DT T D Cisco Lightweight 77 £ X KA & MZOWT, RRM IZ
LOF ¥ X WVERRHC N T 7 4 v 7 ODARMBEEESND LT D02 RLET,

(Cisco Controller) > config advanced 802.11 channel load enable

show advanced 802.11a channel

config advanced 802.11b channel load

. config v F:a~i
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config advanced 802.11 channel noise .

config advanced 802.11 channel noise

802.11a 5 hta D3~ T D Cisco Lightweight 7 27 & 2 7R A o MIHOWT, MR Y Y — & (RRM)
\Z X DT v FVRIRFEHRFZ802.11a LISV D /) A X% EBET D0, BHT 205 ET DI,
config advanced 802.11 channel noise =~ > K& i L £,

config advanced 802.11{a | b} channel noise {enable | disable}

BX DA

AR TFI4ILE

a 802.1la r v hU—Z7 ZIEE L E£7,
b 802.11b/g * v N —2 Z#HEL £ 7,
enable F ¢ VEN Y YT TR02.11a LIS D /A R[alkE

EHEMNT D0, BHRLET,

disable F ¥ RVENY YT T802.11a LIS D A KAk
PN L ET,

F ¥ RVE Y Y CC 802.11a AN D J A R[AIREIL, T 7 /L b TITENIZ 72> TWET,

2 FRE

BEEav> R

J1)y—= EENE
7.6 Zoa<wr R, VU —RT76LRETIOY Y —2

THAShE L,

Wi, 802.11a %D 3T Cisco Lightweight 7 7 & 2 & A FMZOWT, RRM T
£ BT ¥ RVBRINEEIZ 802.11a LIS D ) A ANRBREINDH LI T D02 RLET,

(Cisco Controller) > config advanced 802.11 channel noise enable

show advanced 802.11a channel

config advanced 802.11b channel noise
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. config advanced 802.11 channel outdoor-ap-dca

config advanced 802.11 channel outdoor-ap-dca

FEBREIEGRIR (DFS) F ¥ R ADF = v 7 Da bua—F 2k 5 EEE A E I3 ERhIC
9% |21, config advanced 802.11 channel outdoor-ap-dca =~ > N&fffH L £7,

config advanced 802.11{a | b} channel outdoor-ap-dca {enable | disable}

X DERHA a 802.11a xv U — 2 ZFEL £,
b 802.11b/g * v N —2 Z#HEL £ 7,
enable BAT VA RAL L FD8O211 Ry NU—2

DCADVYARNDF T a v G LET,

disable BANT 7 EARAL L FO82.11 %y NU—2
DCADUARNDA T g BHHIZLET,

ARV RFIALE BHATIZEAFRAFD80211 %y U= DCADY A SDOAT v aid, 774/ T
Iz 7o CTET,

2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VU—RX76LHIOY Y —X

THAShE L,

FELOHA K54 > configadvanced 802.11{a|b} channel outdoor-ap-dca {enable | disable} =~ > N{&, 1522 X° 1524
REDBNT A RA v haFORBICOAEHSNET,

WIZ, BONT 78 A RA L FT80211aDCADY & N &7 3 v E2HNCT A6 %7
L/i—a—o

(Cisco Controller) > config advanced 802.l1la channel outdoor-ap-dca enable

BEaw Y K show advanced 802.11a channel

config advanced 802.11b channel noise
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config advanced 802.11 channel pda-prop .

config advanced 802.11 channel pda-prop

KT 3A ADAETEZ AN E T2 13T 521X, config advanced 802.11 channel pda-prop =
~ v REEALET,

config advanced 802.11{a | b} channel pda-prop {enable | disable}

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,
enable BAT VA RAL L FD8211 Ry NU—2

DCADYARNDF T a v BEILET,

disable BANT 7 EARAL L FO82.11 %y NU—2
DCADUARNDF T g BHHIZLET,

ARV RFIALE BHATIZEAFRALAFD80211 %y U= DCADY XA SDOAT v ad, 774/ TR
Iz 7> COET,

2wy REE y1y—2 RENE
7.6 Zoa<wy RiE, V) —RT76LHEIDOY Y —2A

THAShE L,

WIZ, KfeT ™A ADIEREE AN E TR D6 2R L ET,

(Cisco Controller) > config advanced 802.11 channel pda-prop enable
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. config advanced 802.11 channel update

config advanced 802.11 channel update

802.11a X2 D3~ T D Cisco Lightweight 7 27 & 2 A o b %KL, HHY vV — ZEF (RRM)
WZE DT ¥ RVRIEH NG S D X 9127 521X, config advanced 802.11 channel update
a~vy REfHLET,

config advanced 802.11{a | b} channel update

EX DA a 802.11a x v U — 2 ZHEL £,

b 802.11b/g * v N —Z Z#HEL £ 7,

aARVRFIALE L

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L=,

WIZ, T_XTD821laty NI —27 T 7 BARA L hOF ¥ 3 /VEIR O T 4 Bk
THEERLET,

(Cisco Controller) > config advanced 802.1la channel update

. configa<v > K :a~i
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config advanced 802.11 coverage .

config advanced 802.11 coverage

Ny Y R VIR B B E I3 5 21E, config advanced 802.11 coverage =1~ >/
NEFERHLET,

config advanced 802.11{a | b} coverage {enable | disable}

BX DA a 802.11a %> U —27 Z4FE L £,
b 802.11b/g * v N —Z Z#HEL £ 7,
enable BNy Y RO RN LET,
disable ANy Y RO & NI L E T,

ARV R FIHAL IRV Y ER—RHIE, T 740 TIREDIC L T ET,

avy FERE 1)1y —= EEHNE
7.6 Zoa<wr R, YU —RXT76LHEIDY Y —2A

THAShE L,

FEREDHA KSq4y ANy VR—IBRHERDNCT 2L, IV Yy URRERRESINLES D WTREED H 5 7
FAT VU NEFEOT IV RBARLA UV ERHDINE I DNE, TIVRBARAL L "I OZE LT —
AN FH3UT Cisco WLC 25 HEIAGIZ I L £ 4,

S TRIRLIZ Ny hO$ EEIG O A, config advanced 802.11 coverage packet-count
21~ K X O config advanced 802.11 coverage fail-rate =~ > R CAN L7-fHiZ2 B 25 L. £
DI TAT MIFFT Z7—LREB LS ES, 2 b= ZOFHREEHALTH
Ny VR—NVOEMBEHKL, a—I 7 ayy I BRERRT TAT » MeRINLET,
90 TR LT T4 7T FOELEIG D73, config advanced 802.11 coverage level
global = ¥ > N3 L UX config advanced 802.11 coverage exception global =~ > R CAJ) L7 fi %
7= 2E, WALy Y R—PHHSIVET, Cisco WLC I&, ALy ¥ R—/L%&
EIERTEEHIWT L, #8972 51X, ZOFEDT 78 A RA v FORENRT — Lok FIFTC
HRL D R— LB R L ET,

Wiz, 802.1laxty hU—27 ETHNL vV HR—IOBRHEEBINZT 202 R LET,

(Cisco Controller) > config advanced 802.l1la coverage enable

BgEavy K config advanced 802.11 coverage exception global
config advanced 802.11 coverage fail-rate
config advanced 802.11 coverage level global

config advanced 802.11 coverage packet-count
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. config advanced 802.11 coverage

config advanced 802.11 coverage rssi-threshold
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config advanced 802.11 coverage exception global .

config advanced 802.11 coverage exception global

TI7RARA L FET, BHELVAAPES 2o THDIC DL, BT 78R RA
MR =T TERWI T4 T NOEIGETREET HITI1L, configadvanced 802.11 coverage
exception global =~ > R&ZHEH L £,

config advanced 802.11{a | b} coverage exception global percent

B DR

i
&

ARV ETIAINb

a 802.11a * v NV —Z7 Z#HELE T,

b 802.11b/g % NU—27 ZfREL T,

percent 2747 hOEIE, AR7MEIZ 0~ 100 %
T,

TIRARAL L NTOI AT bOEIEIE, T 74V M TiL25% CT9,

avy FNERE

FEREDAARZA4 Y

BEEavT YR

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—R

THAShE L,

S TRIRLTZ N v O$ EEIG O M, config advanced 802.11 coverage packet-count
2~ K X O config advanced 802.11 coverage fail-rate =~ > R CAN L7-fiZ2#Ex25 E. %
DI TAT MIFFT 7—LRBLSNES, a2 b= ZOFHREZEHLTH
Ny VR—NVOEMBEHKL, a—I 7 ayy I BRERRT TAT 2 MeRIVLET,
90 TR LT T4 T » bOELEIG DM JT73, config advanced 802.11 coverage level
global = ¥ > N3 L X config advanced 802.11 coverage exception global =~ > R CAJ) L7 fi %
TR L, IRV Y R—ARBmEESNET, ar be—Ji% ALy Y R—L
ZAEIEFRENHIBT L, BEIZR 51X, ZOREDT 78X RA ¥ FDIRENRT — Lz BT
THNRL Y RV EE L ET,

WIZ, BELANDELL R TWNWETRTDO80R211aT7 7 EBRARA L MITZTAT v
FOEIEERET HHERLET,

(Cisco Controller) > config advanced 802.11 coverage exception global 50

config advanced 802.11 coverage exception global
config advanced 802.11 coverage fail-rate

config advanced 802.11 coverage level global
config advanced 802.11 coverage packet-count
config advanced 802.11 coverage rssi-threshold

config advanced 802.11 coverage
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. config advanced 802.11 coverage fail-rate

config advanced 802.11 coverage fail-rate

Ty TV DT =2y FERIFEF ATy FOKEERO LEWEZEET 51213, config
advanced 802.11 coverage fail-rate =~ > FZ{EH L £,

config advanced 802.11{a | b} coverage {data | voice} fail-rate percent

B DEREA

AR R TFI4ILE

a 802.11a % v NV —Z7 ZHEEL £,

b 802.11b/g % NU—27 ZfRELE T,

data T—=H Xy O LEWEERRELET,

voice HERENTy hOLEVWEZIRELET,

percent KO S—8 2 b, GRREIZ 1~ 100 %
T7,

ToT VT DALy VRIEEDT 7 v FORIER L EVEIE, 20 % T,

av Y RERE

EREDAARZA4

BEEavT YR

)1)—2 EEAR
7.6 Zoa=wr R, VU —RT76LHTIOY ) —2

TEAINE L,

SEMCHRIE L7237 > O L EIG DM A3, config advanced 802.11 coverage packet-count
2= RFE XU config advanced 802.11 coverage fail-rate =~ > N CADN L-EEZ B2 L. *
DI IAT > MIERTT F— LKL ESNET, 2 br—F 3, ZofFREEHLTY
Ny UVR—NVOERZHR L, v—> 7 aVy I BRERRT TA4T v MR LET,
90 MR TR LIZZ T4 7T OB LEEIGOMITA, config advanced 802.11 coverage level
global = ¥ > N3 L UX config advanced 802.11 coverage exception global =~ > R CAJ) L7-fi %
Wl TBAD & ANy Y B—ABRHENET, arbe—=3F I by Y =L
AEIERTRE I L, Y7251, TOREDT 7 E A RA » POEENRT — Lok BT
THNL YV RV ERELET,

WIS, T—=F Ny bORNT v TV 7 REEERO LEWEZRET S 2R LE
R

(Cisco Controller) > config advanced 802.11 coverage fail-rate 80

config advanced 802.11 coverage exception global
config advanced 802.11 coverage level global
config advanced 802.11 coverage packet-count

config advanced 802.11 coverage rssi-threshold
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config advanced 802.11 coverage fail-rate .

config advanced 802.11 coverage
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. config advanced 802.11 coverage level global

config advanced 802.11 coverage level global

TIRARA L N ETT=FERTEFRZEETBEA Y r—2 RSSD LEWELFO
RSSIfEZ D7 T4 7 > FOF/NIEFEET HIZIL, config advanced 802.11 coverage level
global =~ > R&fHLET,

config advanced 802.11{a | b} coverage level global clients

X DERHA a 802.1la % v hU—27 ZHEL £,
b 802.11b/g % NU—27 ZfREL £,
clients 74T v NOENER, BRMEIZT~T5T
7,

ATV EREFIANE TIEREARAUDNEDI TAT U DT T xS ORNEIE 3 TT,

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VU—RX76LEIOY Y —X

THAShE L,

FEREDHA KSq4 > SPREITRIRLEAT Y FOKEEIE O TTAN, config advanced 802.11 coverage packet-count
a2 RE KT config advanced 802.11 coverage fail-rate =~ N CAJJL7fEx #2256 L. £
DI TAT > MIFFTT T —oRELHE SNES, av br—TF, ZoFREFEHLTL
Ny VR—NVOEBEZHR L, a—I 7 ay vy I BRERRT TAT v et LET,
90 TR LT T4 T » FOELEIG D73, config advanced 802.11 coverage level
global = ¥ > N3 L UX config advanced 802.11 coverage exception global =~ > R CAJ) L7 fi %
TR D L, IV y Y AR—ARBmEESNET, arbe—JiF ALy Y R—L
EAEERTRE B L, #8872 01F, TOHBEDOT 7 A FA » hOEENRT — Loy B
THANL Y R— NV ERELET,

WIZ, RSSI LEVMELL FDO RSSIfEZT X TCD802.11aT7T 7 BAKRA L N T ITAT
¥ NDOERNEERET AW E R LET,

(Cisco Controller) > config advanced 802.11 coverage level global 60

BgEavwy K config advanced 802.11 coverage exception global
config advanced 802.11 coverage fail-rate
config advanced 802.11 coverage packet-count
config advanced 802.11 coverage rssi-threshold

config advanced 802.11 coverage
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config advanced 802.11 coverage packet-count .

config advanced 802.11 coverage packet-count

TN DT—=E Ty NETLIIEF ANy N ORNEBER D L EWEEZTRET 51T,
config advanced 802.11 coverage packet-count =~ > RZ i L £,

config advanced 802.11{a | b} coverage {data | voice} packet-count packets

BXDEREA

aAvU R FI4ILE

a 802.11a *r v NV —Z7 #HEELE T,

b 802.11b/g * v N —2 Z#HEL £ 7,

data T—=H Ny O LEVWEERRELET,

voice HREAT Yy PO LEVEEZFRELET,

packets Ny SO, ARNREIT 1~ 25587
KT,

ToTV s F=HERFERAT Y bOT 7 40 FORIA T b LEWEIT 10 TY,

avy FERE

FEREDHA K54

)1)—2 TEAR
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THAShE L,

S TR L= N7 OB EEIS DM 5723, config advanced 802.11 coverage packet-count
2= R$ L O config advanced 802.11 coverage fail-rate =~ > R CAN LIz x5 L., £
DI FAT v MIFERT Z7—2REBEHBENES, 2 hr—J1%, ZOEREFEHLTh
Ny VR—/VOERBEZHRL, 0= 7 0y WRERRI TAT v el LET,
90 PRI TR LIZZ T4 T > FOEEEIA DM S A, config advanced 802.11 coverage level
global =~ > 5 L O} config advanced 802.11 coverage exception global =~ > R CAJJ L7-{E%
Wl T XL, IRy Y A=A ET, 2 br—J1% IR Ly Y F—L
ZEERREDHE L, @E2R 01X, ZOREDT 7 ERA KAV NORBRENRT — LV BT
THARL Y R— L EELET,

WIZ, T Vs 7=y MR L TREEED LEWEEZHRET D02~ LE
KR

(Cisco Controller) > config advanced 802.11 coverage packet-count 100

config advanced 802.11 coverage exception global
config advanced 802.11 coverage fail-rate
config advanced 802.11 coverage level global

config advanced 802.11 coverage rssi-threshold
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. config advanced 802.11 coverage packet-count

config advanced 802.11 coverage
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config advanced 802.11 coverage rssi-threshold .

config advanced 802.11 coverage rssi-threshold

TIRARA L FTRIEENDANT v MORNDOZIEEZREA P —4 (RSSD HzR
ET 5L, config advanced 802.11 coverage rssi-threshold =~ > RZ{#HH L 9,

config advanced 802.11{a | b} coverage {data | voice} rssi-threshold rssi

BX DA a 802.11a * v NU—7 ZHELE T,
b 802.11b/g * v N —2 Z#HEL £ 7,
data T—=H Ny O LEVWEERRELET,
voice HREAT Yy PO LEVEEZFRELET,
rssi A7 1% -60 ~ —90 dBm T,

ATV R FI4IR « F—& Xy NOF 7 4L F® RSSIEIL -80 dBm T,

« TNy NOF 7 L k@ RSSIEIX -75 dBm T,

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, VU—RXT76LEIOY Y —X

THAShE L,

FEREDHA KSq4y AN LlrmssifElix, Xy NT—=0NOUNL y VR—N (UL y VISRFERRE) % 5E
THEOICHEASNET, AJILEELY G/ WRSSHEER RS/ v b3, 778X KA
VDT —H Fa—FLEFEFXF—TREIND L, DALYV R—ILORREES R X
hi‘j—o

TIEARA L NTIE, ST EICRSSINHIE S, 90 MR cENLR Y hr—FlH
EEnET,

S5HETRILTE Ny N EEIG DM A3, config advanced 802.11 coverage packet-count
2= K3 L O config advanced 802.11 coverage fail-rate =~ R CAN LIz x5 L., £
DI FAT v MIFET 7—2REBEHBESNES, 2 he—J1%, ZOFREMLEHLTY
Ny P R—VOEBEHIL, n—Ir 7 uly I NRERRI AT Ml LET,
90 P CRIX L7227 47 > hOE LEIG DM SH, config advanced 802.11 coverage level
global =~ > '35 X (" config advanced 802.11 coverage exception global =~ > K CA ) L7-fi%
7= PBRDE, ANy Y R—ARBEHSET, 2 hae—J3 ALy Y R—L
EAETETTRE BT L, 972 51F, ZOREDT 7B A BA v hOIRENRT — LoyLE B
THNL Y R— NV EMRELET,

WIT, 802112 7 7 & A BA v MSRIE LI=F—4 /3 v Mokt LTRNDZIEE S
WA v O — 2 B RET BRI AT LET,

configa<v > K :a~i .



configav > R:a~i |

. config advanced 802.11 coverage rssi-threshold

(Cisco Controller) > config advanced 802.1la coverage rssi-threshold -60

config advanced 802.11 coverage exception global
config advanced 802.11 coverage fail-rate

config advanced 802.11 coverage level global
config advanced 802.11 coverage packet-count

config advanced 802.11 coverage
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config advanced 802.11 edca-parameters .

config advanced 802.11 edca-parameters

802.11a % v FU—2 LT, FrEDYLIRM 3T v /v 77X (EDCA) 7u7 7 A NViuh
T 5ITIE, config advanced 802.11 edca-parameters =~ > R &2 H L £,

config advanced 802.11{a | b} edca-parameters { wmm-default | svp-voice | optimized-voice
| optimized-video-voice | custom-voice | fastlane | custom-set { QoS Profile Name }
{ aifs AP-value (0-16 ) Client value (0-16) | ecwmax AP-Value (0-10) Client value (0-10) | ecwmin

AP-Value (0-10) Client value (0-10)

| txop AP-Value (0-255) Client value (0-255) } }

B DEREA

a

802.1lary NU—J 2T L E7,

b

802.11b/g % NU—27 HfRELE T,

wmm-default

Wi-FiMultimedia (WMM) 5 7 4 /b k /35 A —
ZEAEMNCLET, B —ERXELIIET
- 2NFxy hU—7 FIZEBR S TY
BRWEAIL, T TV a v ERIRLET,

svp-voice

Spectralink & LT A =2 ZFMILE
T, WEEOEZ M LT 5720, xy FU—7
\Z Spectralink FEFHE T 2 2 L TV D 5512,
ZOFTva v EERLET,

optimized-voice

EDCA & Ffciift /N7 A— 2 = H/h LET,
Spectralink IAADEFH—E R &2 Ry T —
7 ETELTWLIHRIL, ZoFFva
EIER L E9,

optimized-video-voice

HFiER LT A M i b /- EDCA 7
Q77 AN NG A—FEEMILET, Xy
N —27 FCEFRY—EREETF —E R
e bEHT2EAIC., o4 v a v
IR L ET,

G¥) EF A —t R ZRERT A5 A 1.
7RI v va UHIEE BT D
EWRHY £,

custom-voice

802.11aD N A X L EFFEDCA/RNT A —H & A
F—T M LET, ZDOA T 3 D EDCA
RTGA—=RT. ZOTFa7rA)NBEHIN
7258, 6. 0WMMEDCA /X7 A —X# &1 —%
LET,
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fastlane

HEHYEDOH BT NSNAATT 7 AN L—2 %4
ML ET,

custom-set

EDCA /XF A —FZ DA AR <A REHMML
i—g—o

« aifs—Configures the Arbitration
Inter-Frame Space.

AP Value (0-16) Client value (0-16)

* ecwmax—Configures the maximum
Contention Window.

AP Value(0-10) Client Value (0-10)

* ecwmin—Configures the minimum
Contention Window.

AP Value(0-10) Client Value(0-10)

* txop—Configures the Arbitration
Transmission Opportunity Limit.

AP Value(0-255) Client Value(0-255)

QoS 777 A N4 1 QoS T T 7 A N K
AN LET,

* bronze
* silver
* Gold

* platinum

AR R TFIAILE

77 4V k@ EDCA /3T A —# X wmm-default T3,

avy FERE J)— ZEEARR
A
7.6 Zoavry NI V=276 IO Y J—ATHEASLE L,
82.1100 =V U —AT, edca-parameters =~ > K(Z custom-set ¥ — 7 — RGBS E L
7o
8.3 Zoavy RNEE I, fastlane ¥— 7 — RGEME I E L,

1

RIZ, Spectralink & F M/ NT A —Z EHANT HH 2R LET,
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config advanced 802.11 edca-parameters .

(Cisco Controller) > config advanced 802.11 edca-parameters svp-voice

fEav >R config advanced 802.11b edca-parameters 802.11a kv U —72 LT, KrE DYLER /3 HL
Fy¥ N T A (EDCA) 7r77A)VE
A LET,
show 802.11a 802.11a kv U — 27 QIR 2R E TR L
EJsae
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. config advanced 802.11 factory

config advanced 802.11 factory

802.11a DFEMIERE Z THHMIFDT 7 4L MZ Ut v F325I21%, config advanced 802.11
factory =~ FZEH L £,

config advanced 802.11{a | b} factory

X DA a 802.1la % v hU—27 ZHEL £,

b 802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FRERE Jjy—= THEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

WIZ, TXTO 802.11a DFEMIFEE & T HATREOT 7 4+ MZRT B EZ R LET,

(Cisco Controller) > config advanced 802.l1la factory

BgEavy K show advanced 802.11a channel
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config advanced 802.11 group-member .

config advanced 802.11 group-member

802.11 FHJ RF 7 /L —7 D A U NEZFRET HIZIX,. config advanced 802.11 group-member =~
YRR LET,

config advanced 802.11{a | b} group-member {add | remove} controller controller-ip-address

BX DA a 802.11a % v NV —Z7 ZfFELE7,

b 802.11b/g * v N —2 Z#HEL £ 7,

add HHORF Z/V—FiIcar ba—J %8BI E
j—o

remove HHRFI/NV—T0mbary va—J %@ LE
KR

controller BN+ 52 ka—J D4HI,

controller-ip-address EBNt+sarra—I0IPT7 KL A,

AR RFIALE AL

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

WIZ, 802.11a HENRE Z A—Fl2ay ha—S 52BN 3651~ LET,

(Cisco Controller) > config advanced 802.l1la group-member add cisco-controller
209.165.200.225

BEa~v R show advanced 802.11a group
config advanced 802.11 group-mode
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. config advanced 802.11 group-mode

config advanced 802.11 group-mode

802.11a D HENRF 7/ /L — 7 RINE— R & A4 F 72134 7 IZRET DI, configadvanced 802.11
group-mode =~ > RAEHEH L £,

config advanced 802.11{a | b} group-mode {auto | leader | off | restart}

X DEREA a 802.11a x> U —7 ZfREL T,
b 802.11b/g % NU—27 ZfREL £,
auto 802.11a RF 7 /L — /&R & B B BB — RIZ
BELET,
leader 802.11aRF /' V=7 @REAFZT 4 v 7 E—

RIZREL, FV—7 ) —F—=L 1L TCZD=z
vhe—FEFRELET,

off 802.11aRF 7 L — 78R & A4 7R E L £ T,

restart 802.11aRF 7' /L — "SR Z FiZHE L £,

ATV R T4 80211a DHERF Z L —7@IRE— X, 774/ FTldauto [IZR>TWET,

avy FERE 1)1y —= LTEHNE
7.6 Zoa<wy Rk, VYU—RT6LEIDY U —2A

THAShE L,

wIZ, 802.11a D HERF /' /N—T7EINE— N2 A4 TR ET DHH 2~ LET,

(Cisco Controller) > config advanced 802.1la group-mode auto

Wiz, 802.11a DHEJRF /)L — 7 BIRE— RE LT 7ICHRET D0 2R LET,

(Cisco Controller) > config advanced 802.l1la group-mode off

B sEa<v KR show advanced 802.11a group

config advanced 802.11 group-member
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config advanced 802.11 logging channel .

config advanced 802.11 logging channel

FXY¥RNVERX 7 E— R4 034 7IZRET HI2IL, configadvanced 802.11 logging
channel =~ > N&2FEHA L £9,

config advanced 802.11{a | b} logging channel {on | off}

BX DA a 802.11a ¥ v hU—27 ZfRE L £,
b 802.11b/g % NU—27 ZfREL £,
logging channel F FINVEFEOX LT LET,
on 802.11 F¥ xou X v 7 HMILET,
of f 802.11 F ¥ XD X v 78N LET,

ARV RFIALE T I7ANPOF Yy RAVETERF T B NEIAT () T,

a7 REE 1y —2 EERAR
7.6 Zoa<wr R, VU—RXT76LHIOY Y —XA

TEAINE L,

Wiz, 802.1la B X 7 F ¥ RGBT — R4 T 502~ LET,

(Cisco Controller) > config advanced 802.l1la logging channel on

BEa<w> R show advanced 802.11a logging
config advanced 802.11b logging channel

configa<v > K :a~i .
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. config advanced 802.11 logging coverage

config advanced 802.11 logging coverage

IRy TR T AN aX S B— ReA U EE3A 7ICRET HI2IE. config advanced
802.11 logging coverage =~ > R&H L £,

config advanced 802.11{a | b} logging coverage {on | off}

BX DA a 802.11a %* v NV —7 ZIEL T,
b 802.11b/g % NU—27 ZfREL £,
on 802.11 DANL vy Fua7 7 A ERa X

TaEHAMMILET,

off 80211 DH AL v Fu 77 A AR TR
T EEZHZ LET,

i

ATVERFIFILE TIANNDOANL Y TuTr A aX s = NI4T (8 T,

avy FERE J1y—= TEAR
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

TEAINhE L=,

WIZ, 802.1la WLy a7 7 A ERKA XU JRIRE— RE 2T 62w
LET,

(Cisco Controller) > config advanced 802.1lla logging coverage on

BEa<y R show advanced 802.11a logging
config advanced 802.11b logging coverage

. configa<v > K :a~i
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config advanced 802.11 logging foreign .

config advanced 802.11 logging foreign

I FH T a7y A aX T B— Red U 034 7IZRET ST, config advanced
802.11 logging foreign =~ > R&fH L £,

config advanced 802.11{a | b} logging foreign {on | off}

BX DA a 802.11a ¥ v hU—27 ZfRE L £,
b 802.11b/g % NU—27 ZfREL £,
on 80211 AN T T 0 7 7 A VB R ¥ v T %
Bz LET,
off 80211 AN T T 1 7 7 A JEN v ¥ T %

A LET,

ATVERFIFILN T IANNOINBTRT Ty AL u XS B— RigA T (8 T,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

TEAINE L=,

WIZ, 802 11a NG T 7T e 7 7 A VENK B X JEIRE— N2 4 12T 50 2R LE
7,

(Cisco Controller) > config advanced 802.l1la logging foreign on

BEavy R show advanced 802.11a logging
config advanced 802.11b logging foreign
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. config advanced 802.11 logging load

config advanced 802.11 logging load

802.1laBfai 7B 7 7 A )V X T— Rt 700134 7IZRET HI2IE. config advanced
802.11 logging load =~ > RZfEH L £,

config advanced 802.11{a | b} loggingload {on | off}

X DA a 802.1la % v hU—27 ZHEL £,
b 802.11b/g * v N — V7 Z#HEL 7,
on 802.11 Bfai 7' B 7 7 A WIENK O X T HHZD
I LET,
off 802.11 B 7' 1 7 7 A )ViEK v ¥ > 7 & %)
W LET,

ARV RFI4IAL T ZANIDORRIaAMT BT A nX T E— NEIA T (EL) T,

avy FERE J1y—= TEAR
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

TEAINhE L=,

Iz, 8. lla BfRi7u 7 v A aX o 7 T— Red it 502 R LET,

(Cisco Controller) > config advanced 802.11 logging load on

BEav YR show advanced 802.11a logging
config advanced 802.11b logging load
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config advanced 802.11 logging noise .

config advanced 802.11 logging noise

8021la /A AT a7y ANaX 7 E— Rt E234 7IZRET ST, configadvanced
802.11 logging noise =~ > R&HH L £,

config advanced 802.11{a | b} logging noise {on | off}

- QOB L); a 802.11a * v hU—27 ZfRELET,
b 802.11b/g % NU—27 ZfREL £,
on 80211 /A AT a7y A VEKR X T EH

L E T,

off 802.11 /A X Fua 7 7 A EK X T &M
TN LET,

ATV RFI4NLL T I7ANEDRR21a /AR T Ty AN aF s B— R4 7 () T,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

TEAINE L=,

Wiz, 802.1la /A X T 7 A uaX o F B— Ret T 20a "L ET,

(Cisco Controller) > config advanced 802.l1lla logging noise on

BEav YR show advanced 802.11a logging
config advanced 802.11b logging noise
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. config advanced 802.11 logging performance

config advanced 802.11 logging performance

802.11a/ N7 —<w AT a7 7 AN aX 7 E— NEAd U EEA 7ICRET HITIE, config
advanced 802.11 logging performance =~ > FZf/H L £7°,

config advanced 802.11{a | b} logging performance {on | off}

B DEREA

AU R TIFILE

a 802.11a * v hU— 7 ZE L £,
b 802.11b/g % NU—27 ZfREL £,
on 802.11 N7 p—~ L A 77 A )VEKTF

YT LET,

off 802.11 X7 —~< R 77 7 A )VENAF
VT RN LET,

TNV ED802Ia/NT f—< AT T AN aX 7 T— RiIA47 () T,

avy FERE

BEEa~Y

<R

)1)—2R TEAR
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

TEAINhE L=,

wiZ, 802.1la X7 —~ ATy A ) uaX o/ T— Re4 0T 50% R LE
KR

(Cisco Controller) > config advanced 802.l1lla logging performance on

show advanced 802.11a logging
config advanced 802.11b logging performance
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config advanced 802.11 logging txpower .

config advanced 802.11 logging txpower

802.1la Bk NU—EHa X 7 £— Re4 234 7IZHET HITIL. config advanced
802.11 logging txpower =~ > R&fH L 7,

config advanced 802.11{a | b} logging txpower {on | off}

BX DA a 802.11a ¥ v hU—27 ZfRE L £,
b 802.11b/g % NU—27 ZfREL £,
on 802.11 [k RT—EFHDOa X T E2H/HL
£7
off 80211 [k U —EH O w2 7 2 AT L
E3r I8

ATV RFIFIR T IANEID821 affiENTY AR X T B NI4T (HE) T,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

TEAINE L=,

wIZ, 802.11a B/ RV —EHE— RE2 A N2 50 %2R rLET,

(Cisco Controller) > config advanced 802.11 logging txpower off

EEa<wy R show advanced 802.11 logging
config advanced 802.11b logging power

configa<v > K :a~i .
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. config advanced 802.11 monitor channel-list

config advanced 802.11 monitor channel-list

802.11a / A A, T, BLOARERERT vV U A NEFRET HIZIE. config advanced
802.11 monitor channel-list =< > FZ{#HEH L £,

config advanced 802.11{a | b} monitor channel-list {all | country | dca}

X DEREA a 802.11a * v hU— 7 ZE L £,
b 802.11b/g % NU—27 ZfREL £,
all TRTOF ¥ RV EERLFT,
country RESNTWAEa— FTHERT2F v 2L
R L E9,
dca HE T v 2 VEID Y TCTHEAT LT v 1%
L £,

AR TFIAILE

802.11a / A X, T, BLURERERT ¥ /v U A MI, 774/ b Tl country IZFXE I
ﬂfb\ij—o

avy FERE

EEav> R

Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDYU U—R

THAShE L,

WIS, RESNTWHETHEAT2F v 2 2HHT 202" L ET,

(Cisco Controller) > config advanced 802.11 monitor channel-list country

show advanced 802.11a monitor coverage
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config advanced 802.11 monitor load .

config advanced 802.11 monitor load

ARFIE MR % 60 ~ 3,600 FXIZFET H1Z1E. config advanced 802.11 monitor load =~ > K%
ERLET,

config advanced 802.11{a | b} monitor load seconds

X DA a 802.1la % v hU—27 ZfE L £,
b 802.11b/g * v N —2 Z#HEL £ 7,
seconds 60 ~ 3,600 F> DA E bR,

ATV R FIHIN T 7 AN FOARRERKEIL 60 BT,

avy FEREE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShFELL,

wIz, ARRIERIZ 60 FICRET 2812 R L ET,

(Cisco Controller) > config advanced 802.11 monitor load 60

BEavy K show advanced 802.11a monitor

config advanced 802.11b monitor load
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. config advanced 802.11 monitor measurement

config advanced 802.11 monitor measurement

15 FAE FEIRR % 60 ~ 3,600 FVIZFXET 5 1Z1X. config advanced 802.11 monitor measurement =
~v Rz LET,

config advanced 802.11{a | b} monitor measurement seconds

DA seconds ANTI$ % B0 8 HAE S ERIR, A %h7eH
PRIE. 60 ~ 3600 F» T,

ATV R FI4AL  T 7 AN OESHERRIL 180 T,

av Y FER Jiy—=x EERNA
8.2 ZOawy RpREAINE LT,

Wiz, FEEHIERREE 300 MR ET DHl2 R L E£7,

(Cisco Controller) > config advanced 802.11 monitor measurement 300
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config advanced 802.11 monitor mode .

config advanced 802.11 monitor mode

802.11a7 7 B A R A v N OB A AN FE 1213 M5HZ3 5 121E, configadvanced 802.11 monitor
mode =~ R&EHEHALET,

config advanced 802.11{a | b} monitor mode {enable | disable}

X DEREA a 802.11a x> T —7 ZfREL T,
b 802.11b/g % NU—27 ZfREL £,
enable 802.11 77 & A KA v FOEREAMILE
R
disable 802.11 77 & A KA v FOEMREIL £
R

ATV EREFI4A R 80211aT7 7 ER KA MOESIL, T 74 N TIEERIC o TWET,

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

TEAINE L=,

WIZ, 802.11a T 7 A BA v FOEREEICTAH 42~ LET,

(Cisco Controller) > config advanced 802.1la monitor mode enable

BEavy K show advanced 802.11a monitor

config advanced 802.11b monitor mode

configa<v > K :a~i .
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. config advanced 802.11 monitor ndp-type

config advanced 802.11 monitor ndp-type

802.11 7 7R RA ¥ hDOEEARY Y — X EH (RRM) RA/N— T 4 AN 7 hajn
(NDP) %A 7% ET HIZIX, config advanced 802.11 monitor ndp-type =~ > F&2fifH L £
D

config advanced 802.11{a | b} monitor ndp-type {protected | transparent}

BXDEREA a 802.11a %> U —27 Z4FE L £,
b 802.11b/g * v N —Z Z#HEL £ 7,
protected Tx RRM (2 L > CTIRF#E S 172 NDP 245 & L £
ER
transparent Tx RRM D) 72 NDP Z#5E L £ 7,

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LEIODY Y —X

TEAINE L,

ERALDHA KS4> 8021177 A HRA L DO RRMNDP ¥ A 7% & ET HHIIC, config 802.11 disable network =
U READLT, 3y NT—0 BN LI L 2R LET,

Wiz, 802.11a 77 & A 7RA > bk RRM NDP % A 7% protected & L CHNZT 56 %
ALET,

(Cisco Controller) > config advanced 802.11 monitor ndp-type protected

BEavy K config advanced 802.11 monitor
config advanced 802.11 monitor mode

config advanced 802.11 disable

. configa<v > K :a~i
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config advanced 802.11 monitor timeout-factor .

config advanced 802.11 monitor timeout-factor

802.11 XA N—F A LT U NEKZRET HIZI1E, config advanced 802.11 monitor timeout-factor
av s REEHLET,

config advanced 802.11{a | b} meonitor timeout-factor factor-value-in-minutes

BX DA factor-value-in-minutes ANTHODUEDOHDLRA/N— B A LT 7 NE
ROME, AZN7Z2FEHIE S5 ~ 603 TT, #A L
70 hENE0TICERET H I L2 BEID L

i‘g—o
aTURFI+LE L
av Y FER Jjyy—= TEAR
8.1 ooy RBRBEMENE L,

EELEDOHA KSqy VUV —ABILUBOY V—2A&2HHL TV OIHEIT, #4577 FERZ 60K ET D&
EREIOLET, T ERRAL L MERD 60 5 UNIZEEFEDO R A N—=02 5% A /3— 3w |k
ZZfE L WEia . Cisco WLCIZLE > THRA N — U R MINLZDRA N—DHIRSET,

\}

CE) X ANRN—=ZALT T FERIZ, VY —R76TIEL60 3 N—Ra— RIS THELRER, Y
J— % 8.0.100.0 TIX5 DICEFE SN E LT

configa<v > K :a~i .
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. config advanced 802.11 optimized roaming

config advanced 802.11 optimized roaming

A 802.11 kDb S e — IV T DONT A —F 23 ET 5121, config advanced 802.11
optimized roaming =~ > R&EH L £,

config advanced {802.11a | 802.11b} optimized-roaming {enable | disable | interval seconds
| datarate mbps}

B DEREA

AU RTIAIE

802.11a  g02.11a % v PV —7 Db SN2 —I 0 T DONRTA—FEHRELET,

802.11b  802.11b * v hUV—Z7 O ENTZ0—I L T ORI A= ERELET,

enable v h/icm—IU 7 2AMILET,

disable St sh/zm—I v 7 &2EIC LET,

interval  802.11alb X N —27 DV 74T b ANy VDO LAR— MEREHRTE LET,

seconds 7T ATk ALy VO LR— MW FEAD) . #FPHIZ S ~ 90 B TT,

datarate 802.11a/b X~ hT—Z7 DL EXVMETF—#X L— 2R TELET,

mbps 802.11a/b r v hU—27 O LEWET—4 L— |k (Mbps HAL) .
802.11a DA, REFBERT —# L— M6, 9, 12, 18, 24, 36, 48, BL W
54 ¢,
802.11b DIFE . FRTEFRE/RT — & L— M. 1. 2. 5.5, 11, 6. 9, 12, 18, 24,
36, 48, B 54 TT,
F—RZ L— BN LTI TA T v N OB 2R T A3 0 2R ELE
T,

T 74N N TR, B = 7 OFREGITEIC RS> TWET, 77947 N IRy T
A= MHREOT 7 4V MEIZ 90 R, LEVMET —% L— DT 7 4V MEIZ 0 (HERAE
T,

av Y RERE

FRLEDHA KSA Y

Jy— ZEERR
S

8.0 Zoa<wy FREAINE LT,

0—3 7 OREbD LR — MEREFRET HEIZ, 802.11ab % v b VU —7 T B M3
BV ET, LAR—FOMBICH L THERVMEZHRET D&, ALy Y LER—FDOA v E—Y
TRy MU= PREARIIRD 2 ERHY 7,

Iz, 802.11a k> MU —7 Ot SNiza— 72 HMNT 502 R LET,
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config advanced 802.11 optimized roaming .

(Cisco Controller) > config advanced 802.l1lla optimized roaming enable

wIT, 802.11a Xy NU—27 DT —4% L— MiRERET D612~ LET,

(Cisco Controller) > config advanced 802.1la optimized roaming datarate 9

configa<v > K :a~i .
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config advanced 802.11 packet

configav > R:a~i |

BNy NERAITEER, BTy MEELEXWVE, BEXOT 74V N XA 57 U MEEH
ET 5I21%. config advanced 802.11 packet =~ > R&fiH L £,

config advanced 802.11{a | b} < QoS Profile Name > { max-client-count <threshold value
(0-1000)> | max-packet-count <threshold value (0-1000)> | max-retry <maximum retry count>

| timeout <time(in miliseconds)> }

XM a

802.11a * v hU— 7 g E L £,

b

802.11b/g % NU—27 ZfREL T,

QoS Profile Name

* bronze
« silver
* Gold

* platinum

max-client-count

747 v s OBEMT EfRRT D EToE
oy MEELSVVEEZRELET,

threshold value : 7 74 7 > ML L EVMEZE 0
— 1000 OEPHTAT LET,

max-packet-count

FEE Ty NOBERITERCD D E TOHERG /S
o MEELEVVEEZERELET,

threshold value : 7\/r > FEEL X WMEZE 0 —
1000 OFEFHTASI LET,

max-retry

BEE AT > Oy FERITEEEBRE L
jz—a—o

maximum retry count : P84T D KFFAR B A
ANTTLET,

timeout

Ny b 2= TERIIEES A LT T
LEVMEZRELET,

time : /N7 RINFA LT U M HETORK
A AN LET,

ATV KFI4) )L+  config advanced 802.11 packet =~ > RD/NT A—=Z DT 7 4 /L MEIZIRD LBV TT,

F——F

T4 ME

max-client-count

500

. config v F:a~i
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config advanced 802.11 packet .

F—7—Fk T4 MBE
max-packet-count 100
max-retry 3
timeout 353IUF
av Y RERE )= EEAE
8.2 ZDY U —ATpacket 2~ R2NEME L E
L7z,

(Cisco Controller) > config advanced 802.l1lla packet platinum max-packet-count 200

BEEav YR show 802.11a 802.11a %y NU— 27 DHEARHIRBELFR L
*7,

configa<v > K :a~i .
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. config advanced 802.11 profile clients

config advanced 802.11 profile clients

Cisco Lightweight 77 B A KA U "DZ FA T MO L EWMEE 1 ~ 75 IZRET DITIE,
config advanced 802.11 profile clients =~ > K2 L £,

config advanced 802.11{a | b} profile clients {global | cisco ap} clients

BX DA a 802.11a * v NU—7 ZHELE T,
b 802.11b/g * v N — 2 Z#HEL £ 7,
global J_T D 802.11a X}t Cisco Lightweight 7 7 &
ARA L MEFRELET,
cisco_ap Cisco Lightweight 77 & 2 7" A > N,
clients 802.11a xfJiis Cisco Lightweight 77 & 2 KA >

aAavU R TFI4ILk

FDIZIFAT RO LEWE 1 ~75) .

Cisco Lightweight 7 7 2 A RA LV FD YV T4 T2 IO L EVMEIZ, T 7 4L hTIE 12 (7%
EINTVET,

avwy FERE

)1)—2R TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

WIT, §_TD Cisco Lightweight 77 £ 2 RA > DV T4 T 2 FMED L & WMEE 25
WCRRET DR LET,

(Cisco Controller) >config advanced 802.11 profile clients global 25
Global client count profile set.

WIZ, APL DI FGAT v MEDO LEVWMEL 75 IR ETHHIZ R LET,

(Cisco Controller) >config advanced 802.11 profile clients APl 75
Global client count profile set.

. configa<v > K :a~i
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config advanced 802.11 profile customize .

config advanced 802.11 profile customize

802.11a xf)i&s Cisco Lightweight 77 E A RA  hDNRT 3 —< 2 A T T 7 A VDAL~ A
Rl F213A4 7123 521X, config advanced 802.11 profile customize =~ > K& L &
D

config advanced 802.11{a | b} profile customize cisco ap {on | off}

BX DA a 802.11a/n % v NV —27 Z4EELET,

b 802.11b/g/m v RNV —Z7 #HELET,

cisco_ap Cisco Lightweight 77 & &2 7"A1 > K,

on Z @ Cisco Lightweight 7 7 £ &2 AR A > h DX
TH—<wL AT Ty ANEIAZ<AL AL
AN

off Z @ Cisco Lightweight 7 7 & 2 781 > MZxt
LT/ e— VT 75V bR T =< AT
By A NVEERLET,

ATVRFIAFIR NTATTATOTFANDAAZ A XX, T 74N N TIEA 7R >TWET,

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU—RT6LETDY U —2A

TEAINE L=,

RIZ, 802.11a %) Cisco Lightweight 77 E A RA » N AP1 D/ T p—~< A 77y
ANDRAAZ A R F AT 20lE " LET,

(Cisco Controller) >config advanced 802.11 profile customize APl on

configa<v > K :a~i .
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. config advanced 802.11 profile foreign

config advanced 802.11 profile foreign

AR 802.11a h T A v X T L EVMEEZ 0~100% IZF%ET HITIL. configadvanced §02.11
profile foreign =~ > FZfEH L £,

config advanced 802.11{a | b} profile foreign {global | cisco ap} percent

EX D a 802.11a %> bV —Z7 ZHREL £,
b 802.11b/g % NU—27 ZfRELE T,
global F- T D 802.11a xf)ix Cisco Lightweight 7 7 &
A RA P ERELET,
cisco_ap Cisco Lightweight 77 & A "1 > b4,
percent 0 ~ 100 % DB 802.11a T L & VM,

ATV RFI4IR T AN EOMNER2.11a b T A v X T L EVMEIL 10 T,

av Y REE ) 1y—2 RENE
7.6 Zoa=wr R, VU —RT76LHTIOY ) —2

TEAINE L,

WIZ, F_TD Cisco Lightweight 77 & A KA > FDOAER802.11a b TV A v X T
WL EWEZ 50% ICRET 2612~ LET,

(Cisco Controller) >config advanced 802.1la profile foreign global 50

WRIZ, AP1 DAL 802.11a T VA v X TP L EVMEE 0% ICRET D6 &R L F
7,

(Cisco Controller) >config advanced 802.11 profile foreign APl 0
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config advanced 802.11 profile noise .

config advanced 802.11 profile noise

802.11a AN/ A AL VWM& -127 ~ 0 dBm (Z3%ET 5 ZI%. config advanced 802.11 profile
noise =~ R LET,

config advanced 802.11{a | b} profile noise {global | cisco ap} dBm

B DEREA

AR R TFI4ILE

a 802.11am F v N —27 Z4RE L £7,

b 802.11b/gm v NV — 27 #HEEL £ 7,

global J- T D 802.11a xf)ix Cisco Lightweight 7 7 &
ARA LV NORFEDT 07 7 A VERELE
R

cisco_ap Cisco Lightweight 77 & 2 "4 v N4,

dBm -127 ~0dBm @ 802.11a 4546/ A X L & M,

F 7 H N NOHE ) A XL EUMEIE -70 dBm T,

2v L FRE

Jiy—=x EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—R

THAShE L,

W, F_TD Cisco Lightweight 77 & 2 IRA > F D 802.11a M/ A XL EWME %
127 dBm I[ZRET DB 2R LET,

(Cisco Controller) >config advanced 802.1lla profile noise global -127

RIZ, AP1 @ 802.11a 45/ A4 AL XV MEZ 0dBm ICXET 26 =R L E7,

(Cisco Controller) >config advanced 802.1la profile noise APl 0

configa<v > K :a~i .
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. config advanced 802.11 profile throughput

config advanced 802.11 profile throughput

Cisco Lightweight 7 7 & 2 A > kDF—4 L— k Z/L—F v k L X MEZ 1,000 ~ 10,000,000

XA MIVIZERET HIZIX. config advanced 802.11 profile throughput =~ > R&2fH L £,

config advanced 802.11{a | b} profile throughput {global | cisco ap} value

BXDEREA

AR TFI4IE

a 802.11a * v hU—27 ZHEL T,

b 802.11b/g * v N — 2 Z#HEL £ 7,

global 9T D 802.11a X} Cisco Lightweight 7 7 &
ARAL MO EDT 07 7 A NVEERELE
TO

cisco_ap Cisco Lightweight 7 7 £ A "1 > N4,

value 802.11a %I Cisco Lightweight 7 7 & & A >
RDZL—F > F LEUME (1,000 ~ 10,000,000
AN

Cisco Lightweight 727 A KA > "OT 74/ DT —% L— h ZA/L—7» b LEVVEIT
1,000,000 /XA K /FPTI,

avy FERE

Jjyy—= ETEAR
7.6 Zoa<wy Rk, VU —RT6LETDY U —2A

TEAINE L=,

WIZ, §_TD Cisco Lightweight 77 & 2 BRA > b DOF—H L— k LEVWMEZ 1,000
NA MRICRET DB 2R LET,

(Cisco Controller) >config advanced 802.11 profile throughput global 1000

RIZ, AP1 DT —% L — F L& WMEA 10,000,000 /31 MFVCERET 2012~ LET,

(Cisco Controller) >config advanced 802.11 profile throughput AP1 10000000
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config advanced 802.11 profile utilization .

config advanced 802.11 profile utilization

RF FIHZED L ZWMEZE 0~ 100 % (2% E T 5 IZ1E, config advanced 802.11 profile utilization
av Y REFEHALET, AL —T 4 VT VAT ARZO LEVMEEZ B2 HAICNT v T %
AL ET,

config advanced 802.11{a | b} profile utilization {global | cisco ap} percent

BX DA

aAavY R FI4ILk

a 802.1la * v FU—7 ZfEE L 7,

b 802.11b/g * v N —2 Z#HEL £ 7,

global 7' 1 —/3L® Cisco Lightweight 7 7 & 2 7R A
YrMEEOTRT s A NVERELET,

cisco_ap Cisco Lightweight 7 7 £ A "1 > N4,

percent 0~100% @ 802.11a ® RF FJFHH D L X\ Vi,

REFIALEDT 7 /L FO L EVMEIL 80% T,

avy FERE

)1)—=R TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

I, § T D Cisco Lightweight 7 7 & 2 A > @ RF FHRD L EUMEE 0% I
RET DR LET,

(Cisco Controller) >config advanced 802.11 profile utilization global 0

RIZ, AP1 ® RF FJHZHEDO L ZVMEE 100 % IZRET HHl 2~ LET,

(Cisco Controller) >config advanced 802.11 profile utilization AP1 100
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. config advanced 802.11 receiver

config advanced 802.11 receiver
FEHIZR L — RGRIEEAT 9 1ZI. config advanced 802.11 receiver =~ > R&ZHH L 9,

config advanced 802.11{a | b} receiver {default | rxstart jumpThreshold value}

BX DA a 802.11a * v NU—7 ZFRELE T,
b 802.11b/g * v N — V7 Z#HEL £ 7,
receiver Ly — \REZRELET,
default T 7 AN D OFEMIL L — N REEZTEE L E
R
rxstart jumpThreshold V= NEBEEEEZRELET,

GE) ZOF T a it vAaNEH
ThrHd, HHLRNZ L 2BE)
HLET,

value Tx T LEVWEREDHE (0~ 127) .

ARVRFILLE L

EREDAARZM4 Y «802.11 LI — "EREAAET DA, 802.11 F v T —27 ZMIhZT HMERH Y £7,
« rxstart jumpThreshold value =7 2 1%, Y AatNEHTH L7720, EH LW &

EREID LET,
av Yy FER Jjyy—= ETEAR
7.6 Zoa<wy Rk, VU —RT6LEIDY U —2A

TEAINE L=,

WIZ, Xy NI = BNERE ZRICL Y —NRNRGA—FEBEETERNESICTH
B &~ LET,

(Cisco Controller) > config advanced 802.11 receiver default
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config advanced 802.11 reporting measurement .

config advanced 802.11 reporting measurement

LR — RMAIER IR Z 60 ~ 3,600 FPIZEXET 5121, config advanced 802.11 reporting measurement
av s REEHLET,

config advanced 802.11{a | b} reporting measurement seconds

BXDEREA seconds AT 0N DD LAR— MUERR, A%
7REIPHIE, 60 ~ 3600 F) T,

ATV ERFI4NAL T 74N RO LAR— MUERRIL 180 BT,

av Y FER Jiy—=x EERNA
8.2 ZOawy RpREAINE LT,

Wiz, FEEHIERREEZ 300 MR ET DHl2 R L E7,

(Cisco Controller) > config advanced 802.11 reporting measurement 300
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. config advanced 802.11 tpc-version

config advanced 802.11 tpc-version

MEAROR(FESIOFE (TPC) /N—T 3 »ERET HIZIX, config advanced 802.11 tpe-version
avy REEHLET,

config advanced 802.11{a | b} tpc-version {1 | 2}

B DEREA

1 MARIEE AL v VB IO EME ARG
HTPC A=V a1 #BELET,

2 T a—ANELEHEND T U A HOTPC
NR—=Ta 2&BELET, THER/NNIT
L1002, FEBHNBMICHESNET,
T, BEEORy hU—7IZH L TWE
T, ZOEF—RFTIE, v—I 7 ORI X
CHNRL D RmR—LDA T v MRS L 3

ETDHREERD Y T,
ATV R FIFLE  EROT T4 RO TPC D=V 3 E 1 TY,
avy FERE )1)—= EENE
7.6 Zoa<wry RiE, VU —RAT76LRIOY Y —2R

BEEavTY R

TEAINE L,

WIZ, 802.11afERED 1 & LT TPC ODNN— 5 AR ETAFIZ R LET,

(Cisco Controller) > config advanced 802.l1lla tpc-version 1

config advanced 802.11 tpcvl-thresh

. configa<v > K :a~i



| configaw K :a~i

config advanced 802.11 tpcv1-thresh .

config advanced 802.11 tpcv1-thresh

MR OEEENOHIE (TPC) N—Ya 1O LEVMEEFRET HI2IE. configadvanced §02.11
tpevl-thresh =~ > R&EHEHA L £,

config advanced 802.11{a | b} tpcvl-thresh threshold

B DEREA

a 802.11a kv NI — 27 ZFELE T,
b 802.11b/gm v NV — 27 #HEEL £ 7,
threshold 50 dBm ~ 80 dBm OFiPHD L &\ Vi,
av Y REE yy—2 KENE
7.6

Zoa<wy R, VI —RT76LREIOY Y —2
TEAINE L,

I, 802.11a EHRD TPC X— 5 1 TLEVMEA -60dBm & L THRET HH4 R
L%,

(Cisco Controller) > config advanced 802.11 tpcvl-thresh -60

config advanced 802.11 tpc-thresh
config advanced 802.11 tpcv2-thresh
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. config advanced 802.11 tpcv2-intense

config advanced 802.11 tpcv2-intense

R DOEFEOHIE (TPC) N—Ta v 2 ORMOBEZ R ET 521X, config advanced
802.11 tpev2-intense =~ > RZfEH L 9,

config advanced 802.11{a | b} tpcv2-intense intensity

X DR a 802.11a % v NU— 7 Z¥E L £,
b 802.11b/glm v NV — 7 #HFEL £ 7,
intensity 1~100 DR HOTREE,

av Y REE yy—2 KENE
7.6 Zoa<y Rk, VU—RT6LEIDY U —2A

THAShELL,

WIZ, 802.11a #EHRD TPC /N—V 3 > 2 THREOMEL 50 & L THRETH62 L E
KRS

(Cisco Controller) > config advanced 802.11 tpcv2-intense 50

BEa<wy R config advanced 802.11 tpc-thresh
config advanced 802.11 tpcv2-thresh
config advanced 802.11 tpcv2-per-chan

. configa<v > K :a~i



| configaw K :a~i
config advanced 802.11 tpcv2-per-chan .

config advanced 802.11 tpcv2-per-chan

KEBNOREIN—T 9 2 F ¥ FVHALTRET D121, config advanced 802.11
tpev2-per-chan =~ > RZEH L £,

config advanced 802.11{a | b} tpcv2-per-chan {enable | disable}

X DA enable TPC N— 3 v 2 DEREETF ¥ RV TH
MM LET,

disable TPC /N— 3 > 2 DFREE T ¥ RI/VEANL T
M LET,

avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

W, 802.11a #EHRED TPC X— 9 v 2 2 F v RIVENE THIINCT 2012 R L E T,

(Cisco Controller) > config advanced 802.11 tpcv2-per-chan enable

EEa<wy R config advanced 802.11 tpc-thresh
config advanced 802.11 tpcv2-thresh
config advanced 802.11 tpcv2-intense
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configav > R:a~i |

config advanced 802.11 tpcv2-thresh

tpev2-thresh =~ > R&EMHEHA L £,

R DEEEIOHME (TPC) N— 3 20 LEVWHEEY

RET HITIL, configadvanced 802.11
config advanced 802.11{a | b} tpcv2-thresh threshold
BX DA a 802.11a % v U —2 ZfREL £,
b 802.11b/g % NU—27 ZfRELE T,
threshold 50 dBm ~ 80 dBm D#i[HD L = U M,
av Y REE yy—2 KENE
7.6 Zoavy RE, VU —RAT6LEIOY Y —2R
TEAINE LT,
WIZ, 802.11a #EHRD TPC /N— 5 2 2 TLEVMEZ -60 dBm & LT
LET,
(Cisco Controller)
MEavr R

RIET Dl E R
> config advanced 802.1la tpcv2-thresh -60
config advanced 802.11 tpc-thresh
config advanced 802.11 tpcvl-thresh

config advanced 802.11 tpcv2-per-chan
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config advanced 802.11 txpower-update .

config advanced 802.11 txpower-update

J-_XT D Cisco Lightweight 77 & 2 KA > KT 802.11a {5tk /XU — D H i & BltAT 5121,
config advanced 802.11 txpower-update =~ > &2 L £,

config advanced 802.11{a | b} txpower-update

EX DA a 802.11a x v U — 2 ZFEL £,

b 802.11b/g * v N —Z Z#HEL £ 7,

ARVRFIFAL RL

avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

THAShE L,

WIZ, 802.11a 7 7B A RA > T 802.11afBil U —DEE % s+ A6 %7~ LE
7,

(Cisco Controller) > config advanced 802.11 txpower-update

REawy R config advance 802.11b txpower-update
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config advanced eap

SE 7R YEAREREE 7 1 k2L (EAP)
7,

configav > R:a~i |

FREZ1T 9 121X, config advanced eap =~ N&fEfH L £

config advanced eap {bcast-key-interval seconds | eapol-key-timeout timeout | eapol-key-retries
retries | identity-request-timeout timeout | identity-request-retries retries | key-index index |
max-login-ignore-identity-response {enable | disable} request-timeout timeout | request-retries

retries '}

B m:ERBA bcast-key-interval seconds

EAP 71— R v A b % —FEH Ik 2 FbELf7
THELET,

HiPHIZ 120 ~ 86400 F» T,

eapol-key-timeout timeout

EAP % 721X WPA/WPA-2 PSK il L T= o
fe—I WER 7 Z A 72 M2 EAPOL

(WPA) ¥— X v bv—VE2HXETDHETIC
T A (200 ~ 5000 2 URD) ZFEEL
E N

57 /b MEIX 1000 2 U BT,

eapol-key-retries retries

oy ha—I NS Z 47 MMZ EAPOL
(WPA) F— A v b —U 2 HERET D REAM
¥ (0~4) HEEELET,

77 4V MEIZ 2 T,

identity-request- timeout timeout

oy bue—I B8R T 4T MIEAPID &
KA V=T EFEET D E TICFHET D0
(1 ~1208) ZHELET,

77 & /v MEIX 30 BT,

identity-request- retries

oy he—INERY Z 47 MZEAPOL
(WPA) ¥ — A v b—U 52 BEEETAREKE
o o(0~4) ZHEELET,

F7 v MEIK 2 T,

key-index index

% A F X v 7 Wired Equivalent Privacy (WEP)
THEMTDF—A T 72 (0F721F3) %
BELET,
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config advanced eap .

max-login-ignore- identity-response

A2 TODHE, Z0a~ >y Bk,
802.1x LA M L TR L 2—¥ 4D a b
11— J \THEGE T RE/R T /3 A A DEUTKF L TRk
EINTWOHIRZERELES, T4 8—7
MeTreE, Zoavy NE, avyihae—7
IR Ca—P4 THERTE D7 3 ADE %
HIRLET, ZOF T3 0d, Webdlib=—
PFITIFEH SN EE A,

[6 La—P4 THHRETE D7 " ZADHRKR
ZHIfR9 5 IZ1E. config netuser maxUserLogin
avy REfMHLET,

enable

K EAPID IGEICBIET D[R U2 —W 4 2 1
HLUES,

disable

BRKEAPID IGEIZEET DR Ua—W 4 &6
HLET,

request-timeout

ID 23R F 721X EAPOL (WPA) F§— A v&—
TUSND EAP A v —TlZ oW T, a2 b
O—F N FAT L MIA v =% H
EET D ETICAHHET 2R (1~1208) %
RELET,

7 7 /v MEL 30 T,

request-retries

(f£&) ID ZsR £ 721X EAPOL (WPA) F§—
A =V LSD EAP A v —IIZHONT,
arvhka—I RN T AT MIA vE—
VEhEBEET ARKEE (0~20) ZfFEEL
F7

57 v MEIK 2 T,

ATV RFI+LE RL
Ay RERE J1—2 EERAR
7.6 Zoa<wr Rk, YU—RXT76LEIODY Y —2A

TEAINE L,

Wiz, #AF 2 v 7 Wired Equivalent Privacy (WEP) (2T 52X — AT v/ X%

RETHHBIERLET,

(Cisco Controller) > config advanced eap key-index 0
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. config advanced eap

BEa< R show advanced eap
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config advanced fra service-priority .

config advanced fra service-priority

TUXRTTNTGIF THA AL~ (FRA) P —EROBENEN 23R ET 52X, config
advanced fra service-priority =~ > K& H L 7,

config advanced fra service-priority [client-aware | coverage | service-assurance]
*EXC@ER'EE client-aware FRA “H‘_ E = @{%%Jllﬁ’fi%ﬁ 7 _3 /]) 7 ]\3’8\?
WCERELET,
coverage FRA #— & 2 DEENAR % 7 R L v DITRRGE
LET,
service-assurance FRA H— b 2 O LENENT % — U A REEIC 5%

E L FJ, service-assurance (£85Y 1 —AT
Y AR—FINTWHWETA,

ARy RFIALE AL

aAavYRE—FK Jua—s\L ary7 4F a2 b—3 3 (config)
av Y FEE 1) —=2 EERNE
8.5 Zoavy RRBEASRELL,

ERLDOAA S wIZ. FRA Y— " X DOESENENT % client-aware (R ET DB Z R LE T,

(Cisco Controller) > config advanced fra service-priority client-aware

WIZ, FRA ¥ — B2 DESNANL % coverage (ZRXET D Z R LET,

(Cisco Controller) > config advanced fra service-priority coverage

BEavy R config advanced fra client-aware client-select

config advanced fra client-aware client-reset
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. config advanced fra client-aware client-select

config advanced fra client-aware client-select

TRT a7 WAy R E =4 E—RPHSGHz 7 74 T 2 b = "OEENE ) B2 5
T2 DOEHAFEDO L EVMEEZFLET 521X, config advanced fra client-aware client-select =~ >~
NEFEHLET,

config advanced fra client-aware client-select /X—1& > |

TSR percent 0~ 100 £ CTCOEHRDAE,

GE)  client-select percent DOAEI client-reset
percent DE LV HRE T HMEN
HVET, 9 LRWEAIEX, RO
Ay —=URFFIINET,
Input for Client Aware FRA Client Reset
Utilization Threshold is out of range.

AT KR FI4) )L+ clientselect OF 7 /L kD percent fEIL 50 % T,

T<URE—F Jua—s ) ary7 4 Xalb— 3 (config)
av Yy RERE )1)—= EENE
8.5 Zoavwy RPREAINE LT,

ERLDTAEZA> W2, MET 2Ty VEREZE =X T— KN H5GHz 7 74 7 > b B — "D &E|
WZHIDIEEZ D720 DEHERO L EVMEZRET D02 LET,

(Cisco Controller) > config advanced fra client-aware client-select 20

BgEavy K config advanced fra client-aware client-reset
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config advanced fra client-aware client-reset .

config advanced fra client-aware client-reset

TLRET 2T WAy RIERAE SGHz 7 74 7 v b =D EFNLE=F E— RICRTOD
FEFRO L EWMEZRET SIZ1X. config advanced fra client-aware client-reset =~ > K% {if
HALET,

config advanced fra client-aware client-reset /X—1% >~ |

TSR percent 0~ 100 £ CTCOEHRDAE,

GE)  client-reset percent DfE) client-select
percent DIE X D & K E WAL, K
DAy E—UNERINET,
Input for Client Aware FRA Client Reset
Utilization Threshold is out of range.

AT RFI4)Lk  clientreset D7 7 /b D percent fHI% 5 % T,

AT R E—R Jua—s ) ary7 X2 lb— 3 (config)
avy RER J1)y—= EEAR
8.5 Zoavwy RPREAINE LT,

BERLOTARZA4Y yor TREF 27 ANy FIERESGHZZ T4 T+ b F— A OEENSE= 2 T ]
WCRTTODOHEHEDO LEWVEZRET 202~ LET,

(Cisco Controller) > config advanced fra client-aware client-reset 15

BEavy K config advanced fra client-aware client-select
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configav > R:a~i |

config advanced hyperlocation

Cisco HyperLocation & ¥ = —/L Z 49~ % 9°-XT? AP T Cisco HyperLocation % 7' 7 —/3/L|Z
FHIET HITIL. config advanced hyperlocation =~ > R&fEH L £,

config advanced hyperlocation {enable |disable [ntp ipv4-addr [flag-unset ap-name|reset-threshold
valuelthreshold value|trigger-threshold value}

X DR enable

Cisco HyperLocation & ¥ = — /L&A 4&# 7 %5 4T Cisco AP T Cisco
HyperLocation % 7" 22— L IZEPZ L E T,

disable

Cisco HyperLocation & ¥ = — /L A2 &# 75 4T Cisco AP T Cisco
HyperLocation % 7 & — )L 2 L £,

ntp ipv4-addr

Cisco HyperLocation JHIZ NTPH— "%t > b7 v 7 LET, ZOFHE
(ZRAPRT 5T D AP AT 2 M E DN H 5 NTP — 3D IPv4 7 R
LAEZ A LET,

flag-unset ap-name

f >3~ T Cisco HyperLocation X & L~V &5 F A D K 912, 5
JESNIZ AP ZREL £,

reset-threshold value

Z DIEREDSGA . Cisco WLC IZE{E 912 RSSI AR X5 PRL Y
ty FLEWVEZRELET,

reset-threshold value

Z DERGE DA, Cisco WLC IZIE(E HIZ RSSI AL S5 L& UM
PRELET,

trigger-threshold
value

PAKRSSI B — gy MU B—MTOAX Y YA T NVEEFHREL
7,

ARV RFIALE D

FARAEDHA KSA > « BN RAEIZ 72 5 T D Cisco HyperLocation (3737 #+—~ » X TE % H % | Cisco
HyperLocation <& ¥ = — /L Z#4# L TUL 2y AP O 5 O MR 3 B 2 L1289 10 2 U B
FT7F X 2T D ET,

s —iRIY72 CiscoWLC A V7T AT 7 F ¥ THHAINDD LR U NTP —"%2FHT 5
CEEBEIDLET, ulr—va U EERICHET 27291203, BEO AP LD AX ¥
UNFEHIENTWALENH Y £,

av Y FER J)— ZEERNE
A
8.1 Zoavy RBREAINE LK,

RIZ, §_XT?D AP T Cisco HyperLocation Z A3 56 %2~ LET,
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config advanced hyperlocation .

(Cisco Controller) >config advanced hyperlocation enable
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. config advanced hyperlocation apgroup

config advanced hyperlocation apgroup

Cisco HyperLocation & ¥ = — /L Z #5495 AP & £ 415 AP 7 /L— 7 HIZ Cisco HyperLocation
ZERET HITIX. config advanced hyperlocation apgroup =~ > R&2fH L £,

config advanced hyperlocation apgroup group-name {enable |disable}

B DEREA

AU R TIHIbE

enable  Cisco HyperLocation € = —/L #5325 AP & £15H AP 7 /L— 7 HIZ Cisco
HyperLocation & A 202 L E 7,

disable Cisco HyperLocation €3 = — /L ##5# 75 AP & £ D5 AP 7 /L— 7 HIZ Cisco
HyperLocation % #2012 L £ 7,

B3]

FEHEDAA RS54 > ARRIREEIZZ - Tu5 CiscoHyperLocation [ 3/3 7 #+—~ » AT %% 5. % | Cisco HyperLocation

Y a— L EEEH L TWRW AP O OMERA 3 2 L1128 10 2 UV BEA 7 F % 2l
D E9,

av Y RERE

J)— ZEERE
z

8.1 Zoa<wy FREAINE LT,

WIZ, AP 7' L— 7 HIZ Cisco HyperLocation A %23 2% R L £,

(Cisco Controller) >config advanced hyperlocation apgroup myapgroup enable
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config advanced hyperlocation ble-beacon .

config advanced hyperlocation ble-beacon

BLE B— =2 /RXT A —X % ET HIZIL. config advanced hyperlocation ble-beacon =~ >
EEHALET,

config advanced hyperlocation ble-beacon{advertised-power rssi-value |interval value |ap-name
ap-name|{advertised-power rssi-value |interval value |unset} }

XA advertised-power rssi-value =T AP DBLE 7 KX A RELZEHZZELET, i
#ilH I -40 ~ -100 dBm T,
interval value TRTOAP DBLE B —a UHREERE LET, ARh7R&MHE 1
~ 10 T,
ap-name ap-name FBESNTEZAPDBLE BE—a DR TG A—ZEZRELET,
unset AP EAD BLE#E% 7 V7 L, 7 u—,LBLE @#EMNEH S

NTWLHLEIFENEREL £,

avy FERE J1)— ZEERNE
A
8.1 Zoawy RPREAINE L,

KIZ, $NTHD AP D BLE B —a U A 8 IIRET 2612~ L £,

(Cisco Controller) >config advanced hyperlocation ble-beacon interval 8
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. config advanced hyperlocation ble-heacon beacon-id

config advanced hyperlocation ble-beacon beacon-id

FrEDOE—a D BLE B =2 /NI A—X ZF&ET HIZIE, config advanced hyperlocation
ble-beacon beacon-id =1~ > KA L £,

config advanced hyperlocation ble-beacon beacon-id id { {delete |enable |disable }| add {txpwr value|
uuid value}| add ap-group group-name {enable |disable | major mjr-value | minor mnr-value | txpwr
value| uuid value}| add ap-name ap-name {enable |disable | major mjr-value | minor mnr-value | txpwr
value| wuid value} }

3 dOE L) beacon-id id AT =23 ID O BLE RT A—X &% ELET, ARh7®bHI 1
~ 57T,
delete BLE bE—=a U ZHIB L £,
enable BLE B —a &2 HhzLET,
disable BLE b—a U A HEZ L ET,
add BLE BE—=aZBL %1,
txpwr value BLEWRE L NLEZHRELET, ZAULTXTDAP, AP/ L—7, £
TR ED AP IR ET A2 DIERIRTE 7, A7 FiHIX-52 ~0dBm
‘(“j‘o
uuid value v—a o E# ¥ (UUID) 2% ELE9T, ZiEd-XTo
AP, AP/ V—7 FI3EBEED AP ICRE T H-DIBEIR TE 4,
XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX TP TEEATILET,
ap-group group-name {g5 ¢ X7 AP V' )L—7DOBLE B —a DRI A—HERELFET,
ap-name ap-name  fEE Si72 AP O BLE B —2 L DT A — X EFHELET,
major mjr-value BLEE—a DAYy —HEZFELET, ZIULAP 7 —7F 7135
FED AP IZRET H-DITEINTE 7,
minor mnr-value BLEE—aL D<A F— { PRELET, ZHILAP VAV —F 721348
ED AP IZERET DI OIZHEINTX E7,
avy FERE Jy— ZEHEAR

3
8.1 ZOawy RREAINE LT,

Iz, IDMEN 3 O BLE BE— 2 2 H T 561% K7 LET,

(Cisco Controller) >config advanced hyperlocation ble-beacon beacon-id 3 enable
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config advanced hotspot .

config advanced hotspot

FERAR Y NAR Y NEREZFRET HIZIX. config advanced hotspot =~ > RZfFH L 9,

config advanced hotspot {anqp-4way {disable | enable | threshold value } | cmbk-delay value
| garp {disable | enable } | gas-limit {disable | enable }}

BX DA angp-4way  Network Query Protocol (ANQP) 4-way 7 7 7 A b D L EVMEZ A F—T7 )L
b, T 4—7 04k, ERITFHEELET,
disable ANQP 4-way A v —V %7 4 =7 M LET,
enable ANQP 4-way A v & —T% A 2—7/WIZLET,
threshold  ANQP4-way 77 7 A O L ZWEEZHEL £,
value XA FHENLOD ANQP 4-way 7 7 7 A2 h O L& VME, #PHIX 10 ~ 1500 T,
7 7 4V MEIE 1500 TF°
cmbk-delay B HLA7 (TU) ¢ ANQP DR W BIEZ % E L £7,
value FFRI BN (TU) @ ANQP @RV BHE, 1 TU X, 1024 usec & LT 802.11 TEF
INTWET, FFETE 25X 1~30TY,
garp TA ¥ L ARy T —27 ~O Gratuitous ARP (GARP) #53%%4F 1 & —7 L F -
134 X —7 I LET,
disable TA YL ARy b T —27 ~O Gratuitous ARP  (GARP) $xik%5 1 B—7 LIz L
*7,
enable JA YV AFRy U —27~O Gratuitous ARP (GARP) #rik% A r—7 /I L&
R
gas-limit FBELEZBERT, 778RARA 2 MIED AL v FITEE SN D Generic
Advertisement Service (GAS) FERT7 7 a3y 7L —LDOHEHIBLFE T,
disable TIRARL L DO GASERT V7 ay 7v—Aa0HIBET 4 E—7 iz L
*9,
enable TIEARAL FDGASERT Vg 7L—LDHIREA F—7 VI LE
R
AR R FI74L 6 AL
av Y FRERE J)1)—= ETERAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XATHAINE LT,

configa<v > K :a~i .
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. config advanced hotspot

WIZ ANQP 4-way 7 T 7 A2 F DO LEVEZRET 502~ LET,

(Cisco Controller) >config advanced hotspot angp-4way threshold 200

. configa<v > K :a~i
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config advanced timers auth-timeout .

config advanced timers auth-timeout

PRREX A AT 7 N EFRET ST, config advanced timers auth-timeout =~ > KA L &
R

config advanced timers auth-timeout seconds

X DERHA seconds 10 ~600 B DOFBFEINE X A 27 7 M,

ATV R FI4I N T AN NORIES A LT T MEIX 10 BT,

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, BRESZ A LT 0 b & 20 ICRET Dl 2 L ET,

(Cisco Controller) >config advanced timers auth-timeout 20

configa<v > K :a~i .
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. config advanced timers eap-timeout

config advanced timers eap-timeout

JEEEFTRERSRE Y 1 ks =V (EAP) AR Y A A7 7 h &% ET HIZIE, configadvanced timers
eap-timeout 2~ K& L ¥,

config advanced timers eap-timeout seconds

X DA seconds 8 ~ 120D EAP #Z A AT 7 MH,

aATYRFIHLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VYU—RT6LEIDY U —2A

THAShE L,

Wiz, EAP AR Z A L7 7 b &2 10 ISR ET B0 2R LET,

(Cisco Controller) >config advanced timers eap-timeout 10

. configa<v > K :a~i
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config advanced timers eap-identity-request-delay .

config advanced timers eap-identity-request-delay

R PREE FTRERRRE Y 1 R =L (BEAP) 7T A T 2T 4 7 o BREBIE 2 R HAL CRRET DI,
config advanced timers eap-identity-request-delay =~ > K& H L £9°,

config advanced timers eap-identity-request-delay seconds

X DR seconds 0~ 10 B DFEMI 72 EAP ID R IBIE,

ARVRFILLE L

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, FMREAP T AT T 47 4 ERIEBIEZ 8 ICRET DBz L ET,

(Cisco Controller) >config advanced timers eap-identity-request-delay 8

configa<v > K :a~i .
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config advanced timers

FEIR VAT W B A ~—%RET HIZIX, config advanced timers =~ > RZH L £,

configav > R:a~i |

config advanced timers { ap-coverage-report seconds | ap-discovery-timeout discovery-timeout |

ap-fast-heartbeat {local |

flexconnect |

{enable | disable} fast heartbeat seconds |

ap-heartbeat-timeout heartbeat seconds | ap-primary-discovery-timeout primary discovery timeout

| ap-primed-join-timeout primed join timeout

| auth-timeout auth_timeout | pkt-fwd-watchdog

{enable | disable} {watchdog timer | default} | eap-identity-request-delay

eap_identity request delay |

eap-timeout eap timeout}

BX DA

ap-coverage-report

FTRTHOAPDRRM B 3L v ¥ LR— k&
ERELET,

seconds

APDOHNRL v LiR— MERE BN THRE
LEJ, #AIX60~90FTY, 774/ MZ
90 9,

ap-discovery-timeout

Cisco Lightweight 7 7 & A "1 > b O ¥
ALT YU MEZRELET,

discovery-timeout

Cisco Lightweight 7 7 & A 7RA > b O #
A LT U ME (REALD) o EOFHIL 1~ 10
"C:\‘g—o

ap-fast-heartbeat

TIOEARA L DOy hu—FEELBH
T 7= OIS AR A2 EME T D Ed o N— b
E—h XA ~v—%REIZLET,

local a—hLE—RDT B8R RS FOEH
N— - NEFEERELET,

flexconnect FlexConnect E— KD T 7 B A RA v hDEH
N— ke — MNERRZERELET,

all T RTCOT 7R RA L FOFEHE N N— B —
MEREEHRELE T,

enable 7 y7—A hon—hb— MNUERBEAENZLET,

disable 77 —A hon— b b — MNEBZEIZ LU ET,

fast_heartbeat_seconds

ay be—JEELRETAOICET LI
R 4kET A/ N SUVMED A N— N E— MNERE (R
HAL) . EORMHEIZ 1~ 10 T,

ap-heartbeat-timeout

Cisco Lightweight 77 £ A 7R > f®D/~— |
E—h XA LT Y MEERELET,

. config v F:a~i
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config advanced timers .

heartbeat_seconds

Cisco Lightweight 77 & A "1 > h D ~— |
E— k2 A LT D ME (AL , EOFM
[T1~30TY, ZOfEE, FmEN—FE—h
ZA<—D3IFULDETHLUERH Y £
7

ap-primary-discovery-timeout

TIEARA L N DT TA~Y T4 AT\
BORAA~—HRELET,

primary_discovery_timeout

TIRARALA Y NOT T A~V BB REER
(FVHANL) , #PHIL 30 ~ 3600 T,

ap-primed-join-timeout

TIEBARALA L DT T4 I T ENT-MHE
BALTYU MEERELET,

primed_join_timeout

TIBARALA L DT T4 I T ENT-HH
ZA LT T ME (RPEAL) . FEPHIX 120 ~
43200 T,

auth-timeout

ARES A DT T M ERELET,

auth_timeout

PRRESE X A LT T ME (RVEALLD) , #FFHIT
10 ~ 600 T,

pkt-fwd-watchdog

77 ARSAOT Y Kay g o RiET 51
DDy MEET A v F Ry F B~ —%
BELET,

watchdog_timer

Ny NEXR Ty TF Ry 7 24 ~— (FPH
fNr) o FPHIZ 60 ~ 300 TI,

default

VA v F Ry T ZA~—%T 7+ MED240
MICREE L £,

eap-identity-request-delay

7R HEAE R RESREE 7 2 b =L (EAP) T A
TUT 4T A BREIE A RV HAL CRRE L E T,

eap_identity request_delay

MR BEAP T AT T 4 7 4 BORIEBE (FHE
fNr) o #PHIZ 0~ 10 T,

eap-timeout

EAP ANEAMRZ A 57 7 b &R E L E T,

eap _timeout

EAP % A L7 v ME (FVEAL) . HiPHIL 8 ~
120 T4,

aAav> R FI4ILk

T T FINIDT I EARAL Y MEEZA LT T ML 10 TT,

T ITFINVINDT I EARA L M N—FE—F XA LT T MI30TT,
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. config advanced timers

T ITFNIDT IRV ARSL U N TTA~ IV BHERY A ~—I1T 120 0T,
« T 7 F )V NDOIEEF A LT U ML 10T,

T T ANEDONTy NRETY v F Ny 7 XA ~—3240 KT,

avy FERE 1)) —= TERAR
7.6 ZoavwrRiE, VY —R76LHEIOY Y —2A
THEAINE LT,
8.3 a2 ROBBENERSI N E LT,
8.6 ZDavwrREV U —A86TH LNF—U—

NIZ Z o THRES LIRS v E LT, s
72381 L\ % — T — KX ap-coverage-report T
TO

FEREEDHA K54 > CiscoLightweight 727 & 2 RA > FOHZ A L7 7k &1d, Cisco WLC 23, #i S TR
v Cisco Lightweight 7 7 £ 2 RA > b O EZRITT 28 TY,

Cisco Lightweight 7 72 A "1 > k@D /— FE— K ¥4 A7 v M, Cisco Lightweight 7 7 &
A IRA > k78 Cisco Wireless LAN Controller [Z/N— b E— b =77 T 4 T3 52 1X(5T 54
EEHELET,

WIZ, A LT D MEZ 20 TT 7 BARA 2 MEHIA LT U M ERET D014
LET,

(Cisco Controller) >config advanced timers ap-discovery-timeout 20

&IZ. FlexConnect B— RKDT 7 R RA v M EFEBICEF — b — MNMEBEZERIC
TAHHE R LET,

(Cisco Controller) >config advanced timers ap-fast-heartbeat flexconnect enable 8

WIZ, WRES A LT 7 b & 20 ICERET DH1 2R LET,

(Cisco Controller) >config advanced timers auth-timeout 20
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config advanced fastpath fastcache .

config advanced fastpath fastcache

T7ARMRADT 7 AN Fx v vafliflzZixE T 5121, config advanced fastpath fastcache
av s REEHLET,

config advanced fastpath fastcache {enable | disable}

EXDERH enable Ty ARNRADT 7 A b Fyy v aiiliflii A
F—=T M LET,

disable T7ARRADT 7 A MFy v afiliflizT 4
“TZ_‘7‘\/1/LC L/jzﬁﬂo

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VY —AT6LEIOY U —ATEASRELL,

WIZ, 77 ABNADT 7 A b Fx v vafliflz AT 5612 RLET,

(Cisco Controller) > config advanced fastpath fastcache enable

BEavy K config advanced fastpath pkt-capture

configa<v > K :a~i .
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. config advanced fastpath pkt-capture

config advanced fastpath pkt-capture

T 7 ARRAO/NNT v b Xy T F ¥ EKET HITIL, config advanced fastpath pkt-capture =
~v Rz LET,

config advanced fastpath pkt-capture {enable | disable}

EX D enable T ARRADR Yk XX TF A F—
Tz LET,

disable T 7 ANRAONR Ty N XX TF X ET 4
T LET,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VU —=AT6LEIOY U —ATEASRELL,

WRIZ, 77 ARNAONNT y b v T 2 GhT o0~ LET,

(Cisco Controller) > config advanced fastpath pkt-capture enable

EEawy R config advanced fastpath fastcache

. config v F:a~i
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config advanced sip-preferred-call-no .

config advanced sip-preferred-call-no

GBI HIE 2% E 3 5I21L. config advanced sip-preferred-call-no =~ > R&2fH L £,

config advanced sip-preferred-call-no call index {call number | none}

X DERHA call_index 1~ 6 DEOANMEEF O >a—L AT v
& XO
call number 27 XFFETCHEHATE AEET -
none BESNTA LT v 7 Ay FERTWD
Bl a— L ZHIR L £,

ATV RFI4ALE RL

FEREDHA KSq L BAEEHREZRET DN, ROFBHRREEZFAITTOILERDH Y 7,

« config wlan qos wian-id platinum =~ > FZ AJJ LT, HFEEZ 77 F T QoS L ~ILIFRIE
Li‘é‘o

« config 802.11 {a| b} cac {voice | video} acm enable =~ > K& AJJ LT, ZOHEHRIZxT 5
TRIyvvararie—L (ACM) ZHMMILET,

« config wlan call-snoop enable wian-id 2~ > RZ AJJ LT, FED WLAN (237 5 2 —/L
AR—E TR AN LET,
I a — L OREHE W & 29 2 121%, show ap stats {802.11{a | b} | wlan} cisco_ap =~ >

KEAJTLET,
avwy RERE )— ZEEAR
=z
7.6 Zoawr R, VU—R76LHIOY UV —ATHEAINE L,

RIS, ATy 7 A212, FLWESEa—LZBMT 582" L ET,

(Cisco Controller) > config advanced sip-preferred-call-no 2 0123456789

config wlan qos

config 802.11 cac video acm
config 802.11 cac voice acm
config wlan call-snoop

show ap stats

configa<v > K :a~i .
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. config advanced sip-snooping-ports

config advanced sip-snooping-ports

a— )L AX—E T R— M ERET D21, config advanced sip-snooping-ports =~ > N & {iff
HALES,

config advanced sip-snooping-ports start port end port

X DERHA start_port o— )L AX—¥ T HOBREFR— N, #FIX0~ 65535 T,

end_ port a—)L ZAX— L THOKTAR— M, #PHIZ0~ 65535 T9,

FERLEOHA KSqy TNV AX—ETHICIODR =k LERWNGEIE, BAAR— & TR— F &R CF

FIZERELET,
CIUS # 7 L v b T &5 AR— ML 5060 T, Facetime T X5 A — HMHPHIL 16384 ~
16402 T,
avy FER Jyy— ZEHAZR
3
7.6 Zoa<wryRiE, VI —RX76LEIOY Y —RATHAINE L,

wIZ, a— AX—Y 7 R— MR ETHHERLET,

(Cisco Controller) > config advanced sip-snooping-ports 4000 4500

BEavy K show cac voice stats
show cac voice summary
show cac video stats
show cac video summary
config 802.11 cac video sip
config 802.11 cac voice sip
show advanced sip-preferred-call-no
show advanced sip-snooping-ports

debug cac
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config advanced backup-controller primary .

config advanced backup-controller primary

TIA=Y Ny Ty ary hu—J 2% ET 521X, config advanced backup-controller
primary 2~ REEHL 7,

config advanced backup-controller primary system name IP addr

ST DEREA system name TIA=Y | BB FY Ry T v arh
a—J%FELET,
ip-addr Ny g7y aryta—I3OIPT KU A,
AR FIALE L
avy FERE )1)—=x TEAR
7.6 ZoawrRiE, VY—RT6LHEIOY UV —ATHEAINE LT,
8.0 Zoawy RNiE, IPvd L IPv6 Ol FOT RL AR ZHR— M LET,

FEREDHA R4V

EEav >R

TIAR) RNy Ty ariun—7 ) (IPv6 L7213 1Pv4) ZHIRT 2121, =2k
2—7®OIP7 KLALLT0000EANLET,

WIZIPVA T T A~ Ny o7y 7 arin—7%RET L0 RLET,

(Cisco Controller) >config advanced backup-controller primary Controller 1 10.10.10.10
W, IPV6 T TA~ ) Ny Ty arba—Jx2RET 004 RLET,

(Cisco Controller) >config advanced backup-controller primary systemname 2001:9:6:40::623

I, IPV4 7T A<D Ny s 7 v 7 ar bu—J 20T o612R LET,
(Cisco Controller) >config advanced backup-controller primary Controller 1 10.10.10.10

WIZ, IPv6 7oA~ RNy T7 v arybae—I 28R+ 56042~ 0LET,

(Cisco Controller) >config advanced backup-controller primary Controller 1 0.0.0.0

show advanced back-up controller
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. config advanced backup-controller secondary

config advanced backup-controller secondary

B Ny Ty ar hr—FEZRET HITIE, config advanced backup-controller
secondary 2~ > REMHHLET,

config advanced backup-controller secondary system name IP addr

¥ESTEREA system name TIA=Y | BB FY Ry T v arh
a—J%FELET,
ip-addr Ny g7y aryta—I3OIPT KLU A,
aATURFI+LE RL
av Y RER )1)—=x ETEAR
7.6 ZoawrRiE, VIV—RT6LHEIOY UV —ATEHEAINE LT,
8.0 Zoawy RNiE, IPvd L IPv6 Ol FDOT RL AR ZHFR— M LET,

FEREDHA R4V

EEav >R

v H Y Ny Ty aryia—F MY (IPv4 £72131Pv6) ZHIBRT 12X, =k
g—JDIP7 RLAELLTO0.000EANLET,
WIZ, IPVA BT A Ry Ty arybhae—I&%RETHH 2 ~LET,

(Cisco Controller) >config advanced backup-controller secondary Controller 2 10.10.10.10

WIZ, IPV6 B Z ) Ry o T v aryba—J%RETHH 2R~ LET,

(Cisco Controller) >config advanced backup-controller secondary Controller_ 2
2001:9:6:40::623

WIZ, IPva B2 Ry s Ty arybae—I %8BT 56042~ 0LET,

(Cisco Controller) >config advanced backup-controller secondary Controller 2 0.0.0.0

WIZ, IPV6 BRI EY Ny 2Ty aryiia—5 %8Bt a6%2 R~ LET,

(Cisco Controller) >config advanced backup-controller secondary Controller 2 0.0.0.0

show advanced back-up controller

. configa<v > K :a~i
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config advanced client-handoff .

config advanced client-handoff

802.11 7—# /"7y bOBBITHRRE LIZBEEIE LIER R T TA T 2 b AN R T DT
bivd X HIZERET DL, config advanced client-handoff =1~ > K& H L F9°,

config advanced client-handoff num_of retries

X DR num_of retries 754 T kv KA T BT S ETOE
ITEORE (0~ 255) ,

ATV RTFI4NR 80211 T—% Ty FOFRITEOREDT 7 4V MEIZ 0 TY,

avy FERE )y—Xx TEHRARR
7.6 Zoa<wry NI, VY —RT76LEIOY V—ATHAINE L,

FEREDHA KS4y O RIE1000/1510 V=R T 7B ZXRA L N TORYR—FSHET,

WIZ, 74T by RE72EBRITERORE 100 ISRET 202~ LET,

(Cisco Controller) >config advanced client-handoff 100
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. config advanced dot11-padding

config advanced dot11-padding

Over-the-Air 7 L' — A NT o U 7 B 3 E 1213830129 5 121X, config advanced dotl11-padding
avy REEHLET,

config advanced dotll-padding {enable | disable}

BX DA enable Over-the-Air 7 L— A XF ¢ U 72 L E
TO

disable Over-the-Air 7 L — A T ¢V VH B LE
7,

AT K FI4)k  Overthe-Air 7 L—A /RT U 7%, 7 7 4 /b hTIHENIZ 22> TOET,

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LHIDY Y —X

TEAINE L,

RIZ. Over-the-Air 7 L' — A X5 ¢ V' T B /T 502~ L ET,

(Cisco Controller) > config advanced dotll-padding enable

BMEavTUR debug dot11
debug dot1l mgmt interface

debug dotll mgmt msg

debug dot1l mgmt ssid

debug dotll mgmt state-machine
debug dot11 mgmt station

show advanced dotl1-padding
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config advanced assoc-limit .

config advanced assoc-limit

77“122 KA }‘ﬁff%#T Vyx—va VERBIOGRREERE 2 b — T ICEETHL—
ZERET HIZIX. config advanced assoc-limit =~ > R&ffH L £,

config advanced assoc-limit {enable [number of associations per interval | interval ] | disable}

EX DA enable FTIEARLA LR EDT YV vm— g B
KROBEEFNLET,

disable TIRARALA LV N EDT VY T— 9 VB
RO E &N L ET,

number of associations per interval ULE) BELE-BETD 1 07 78R #
A h Ay FOTLYDOT YT —a
RE, H#EPHIE 1~ 100 T,

interval EE) 7Y vom—y g CEREIBREE,
FHIZ 100 ~ 10000 3 U B T1,

QTR FIFLR DAY Y ROFT T v MRIEIZES T,
avy RER Jjy—= EENE
7.6 Zoa<wy Rk, VU—R76LHIOY Y —X

THAShE L,

ERALDHA KS4> 200 A LR Y Z 47 FRFEIFIZaY hr—F127 Y vm— L& S LT 5B config
advanced assoc-limit 2~ RZfEH L TT V7 B A RA L bbb OT VY vro—3 3 VR ZH
[RLTWDEAIL. 7 T4 7 F2SDHCP REQD D AT —4 A 2L E£5 2 L3R %
7

WIZ, 20 DEL-RIBETO1 DOT7 7 EBARAL L F Ay RHT-0DT L o—
Ta VESRE A 250 0T Vv m— g CESREIRERE CRET 242 s LET,

(Cisco Controller) >config advanced assoc-limit enable 20 250
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. config advanced max-1x-sessions

config advanced max-1x-sessions

BT 7 BARA L MTHFATENTWDFEFR02.1X & v a v O KA R ET 521X, config
advanced max-1x-sessions =~ > RZ&H AL £7,

config advanced max-1x-sessions no_of sessions

BX DA no_of sessions —JED AP H7-9 D 802.1x & v I 3 L EIAD
BeoRE, &L 0~255 T, 0 IXERIBA R L
*£9,

aAvURFIANE AL

avy FER Jy—= EERNE
7.6 Zoa<wy R, VI —RT76LREIOY Y —2

THAShE L,

wIZ, Rl 802.1X & v v a v O KB EZRET HPl 2R L ET,

(Cisco Controller) >config advanced max-lx-sessions 200
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config advanced rate .

config advanced rate
ALy FHIENSA L— MR Z R ET HIZ1X,. config advanced rate =~ > RAfH L £,

config advanced rate {enable | disable}

-3 qOE 1); enable AA v FHIEH AN A L— NHIBRIERE 2 AN L
\i—g—o

disable A FHIEH SR L— N HIBRESRE & M0 L
EJc AN

aAvYRFIALE AL

avr FERE )1y—2 FERE
7.6 Zoa<wr R, YU—RXT76LHIOY Y —2A

TEAINE L,

WIS, AA oy FHIESA V— MilRZ AN DB 2R L ET,

(Cisco Controller) >config advanced rate enable
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. config advanced probe backoff

config advanced probe backoff

Cisco AP D70 —7 Fa—D/N\y A7 RXT A—2%FHET HIZIL, config advanced probe
backoff =~ RZfHEH L £,

config advanced probe backoff {enable | disable}

B DR

i
&

enable 70— 7 JRKICT T 4V MDY I FT NG A= HEEERT HHGITEIRL £
D

disable 7o —7REITHINS NNy VAT NI A =2 EHERTL25E8I08R L £,

ARV R FIALE D

avy FERE Jiy—= EENAE
7.5 Zoavry RREAINE L,

WIZ, Ta—T IS NIy 7 F T NFG A=l H]T 502~ LET,

(Cisco Controller) >config advanced probe backoff enable
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config advanced probe filter .

config advanced probe filter

TIEARA Y Minbay ha—J kSN 7a—TEROT7 4 VZ ) U T EFRET DHIC
L. config advanced probe filter =~ > K% A ) L F 7,

config advanced probe filter {enable | disable}

TR enable Tu—TEROT 4 NE ) T EEINCLE
TO

disable Fa—TEROT 4 NE Y T EENCLE
R

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA

TEAINE L,

WIZ, T7FBARA b ay b —J [ ligkIn-7a—78EROT7 4 V7 ) v
TaHMNITHHERLET,

(Cisco Controller) >config advanced probe filter enable
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. config advanced probe limit

config advanced probe limit

RESNTMBTO, 1507 747 FBIY1 SDT 7 A RA 2 M7z O WLAN =
Y hr—=ZITHEESND T r—T AR 2 I1ZIE. configadvanced probelimit =~ > K& A
JILET,

config advanced probe limit num_probesinterval

B DEREA num_probes fEESNEBRTO, 1507 7% 8L
MNMEBIB LNl DD 7 FAT v "D
72— 7 HERE (1~ 100) .

interval 7 u—7HIRMERE (100 ~ 10,000 2 U#) .

ATV RFI4NRN TE—TEROT T4V ML 2 T, 7744 FOMRIZS500 YT,

avy FERE J1y—=x ETEAR
7.6 Zoa=wr RiE, VU—RXT76LHEIDY Y —2A

THAShE L,

WIZ, N1DDITFTAT U BLIRIODT IV BRARL U bHT-0 DT a—T7#% 512,
Tu—T7E%E 800 X URINIERET AHERL ET,

(Cisco Controller) >config advanced probe limit 5 800
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config advanced timers .

config advanced timers
FEIR VAT W B A ~—%RET HIZIX, config advanced timers =~ > RZH L £,

config advanced timers { ap-coverage-report seconds | ap-discovery-timeout discovery-timeout |
ap-fast-heartbeat {local | flexconnect | all} {enable | disable} fast heartbeat seconds |
ap-heartbeat-timeout heartbeat seconds | ap-primary-discovery-timeout primary discovery timeout
| ap-primed-join-timeout primed join_timeout | auth-timeoutauth timeout | pkt-fwd-watchdog
{enable | disable} {watchdog timer | default} | eap-identity-request-delay

eap_identity request delay | eap-timeout eap timeout}

¥ DERHA ap-coverage-report TRXTOAPDORRM IS v Y LaR— FEE
ERELET,

seconds APDH Ly LA — bR & R TREE
LEd, #AIZ60~90RTY, 774/ MZ
90 9,

ap-discovery-timeout Cisco Lightweight 7 7 & 2 7RA > h O ¥
ALT U MEZRELET,

discovery-timeout Cisco Lightweight 77 £ A "1 > F O #
A LT U ME (BHAL) , EOFEMIT 1~ 10
"C:\‘g—o

ap-fast-heartbeat TIRARA L by b —FEEEBRH
D o OITHET L A FEAE S D EndN— b
E—h XA~ —ZREICLET,

local O—hA)E—FRDOT 7R RA Y FOEE
N— - MNEFEERELET,

flexconnect FlexConnect ©— RDT 7 B A RA v hDEH
N— ke — MNERRZERELET,

all TRCOT 7R BA v FO@E# N — b E—
MR 2 i E L £

enable 77 —A o= hbE— MEREANCLET,

disable 77 —A M= E— MEREESIC L ET,

fast_heartbeat_seconds ay bn—JEELRIET 2720 ET S

R 5HET 2/ SUVMED A N— FE— NG R
HAL) , [EO®FIX 1~ 10 TY,

ap-heartbeat-timeout Cisco Lightweight 77 £ A 7R > h®D/~— |
E— kA LT MEEZRELET,
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heartbeat_seconds

Cisco Lightweight 77 & A 781 > h @D/ — |
E—h ZA LT D ME (BHAL) , EOFM
[T1~30TY, ZOfEE, FmEN—FE—h
ZA<—D3IFULDETHLUERH Y £
7

ap-primary-discovery-timeout

TIEARA L N DT TA~Y T 4 AN
BORAA~—HRELET,

primary_discovery_timeout

TIRARA Y NOT T A~V BB REER
(FVHAAL) , #PHIL 30 ~ 3600 T,

ap-primed-join-timeout

TIEBARALA L DT T4 I T ENT-MHE
HALTYU MEERELET,

primed_join_timeout

TIBARALA L DT T4 I T ENTHH
ZA LT ME (RVPEAL) o FEPHIX 120 ~
43200 T,

auth-timeout

ARES A DT T M ERELET,

auth_timeout

PRRESE X A LT T ME (RVEALLD) , #FEFHIT
10 ~ 600 T,

pkt-fwd-watchdog

77 AR SADT y Ky s bR D
DDONTy NEEY A v F Ry 7 A ~—%
RIELET,

watchdog_timer

Ny NEXR T+ TF Ry 7 24 ~— (FOH
Nr) o #PHIZ 60 ~ 300 T9,

default

VA F Ry T A ~—%T 74/ MED240
MICREE L £,

eap-identity-request-delay

7R HEAR R RERREE Y 2 b =L (EAP) T A
TUT 4T A BREIE A RV AL CRRE L E T,

eap_identity request_delay

MR BEAP T AT T 4 7 4 BORIEBE (BHE
fNr) o #PHIZ 0~ 10 T,

eap-timeout

EAP ARNEAMRZ A 57 7 b &R ELE T,

eap _timeout

EAP % A L7 v ME (FVEAL) . HiPHIL 8 ~
120 T4,

aAav> R FI4ILk

T T FINIDT I EARA Y MREEZA LT T ML 10 TT,

T ITFINVINDT I EHARA L M= =K XA LT T MII0OTT,
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config advanced timers .

T ITFNIDT IRV ARASL L N TTA~ U BHERY A ~—I1Z 120 0T,
« T 7 F IV NDOIEEF A LT U ML 10T,

T T ANEDONRTy NRETY v F Ny 7 XA ~—3240 KT,

avy FERE 1)) —= TERAR
7.6 ZoavwrRiE, VY —R76LHEIOY Y —2A
THEAINE LT,
8.3 a2 ROBBENERIE LT,
8.6 ZDavwrREV U —A86TH LN —T—

RNIZ Z o THRES LIRS v E L7, s
72381 L\ % — T — KX ap-coverage-report T
TO

FEREEDHA K54 > CiscoLightweight 727 & 2 RA > FDOHZ A L7 7 b &1d, Cisco WLC 28, #i S TR
v Cisco Lightweight 7 7 £ 2 KA > b O ZRITT 28 TT,

Cisco Lightweight 7 72 A iR A > D /— FE— ¥4 A7 7 M, Cisco Lightweight 7 7 &
A IRA > k73 Cisco Wireless LAN Controller [Z/N— b E— b =77 T 4 TG 52 1X(5T 54
EEHELET,

WIZ, A LT U MEZ 20 TT 7 BARA 2 MRHZA LT U M ERET D014
LET,

(Cisco Controller) >config advanced timers ap-discovery-timeout 20

&IZ. FlexConnect B— RKDT 7 B R RA v M EFEBICEF — b — MNMEBEZERIC
TAHHE R LET,

(Cisco Controller) >config advanced timers ap-fast-heartbeat flexconnect enable 8

WIZ, WREZ A LT 7 b & 20 PICERET DH1 2R LET,

(Cisco Controller) >config advanced timers auth-timeout 20

configa<v > K :a~i .
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. config ap 802.1Xuser

config ap 802.1Xuser

ay b —Z ICREMEMNTONTNDET 7B ARAL v b, BIOSHEEMT SN TXT
DT T EARA Y MZOWT, ZFr—LGRRED 2 —HW4 & N2 T — RERET HITIE, config
ap 802.1Xuser =~ > R&fH L £,

config ap 802.1Xuser add username ap-username password ap-password {all | cisco_ap}

=3 dOE 1) add username 2—PHEBNTHZEERELET,
ap-username Cisco AP TO—W4,
password NAU—=RZBNT5Z EE2EELET,
ap-password ISAT — R,
cisco_ap FEDT 78 A KA b,
all TRTCOT 7 EA RS MafEELET,

ATV RFI4LE RL

avy FERE Jiy—=x EENAE
7.6 Zoa<wy Rk, VY—RT6LETDOY U —=A

TEAINE L,

ERLEDAA F514 Y BERENART— K2 ALTHUERS Y £, WENE/SA T — FOBMITAD L35
<7,

LB 8 UFOREITHD,
NI ERIFE, BF. BLORTOMAEDEEE T,
c LOEFHEDOHFETH R,

BEDT VB ARA L FOBEEZRETEET,

B

WIZ, TRTCDOTIZBARAS VM7 e — VG E—TF A B L ORI RA T — RE2RE
THHERLET,

(Cisco Controller) >config ap 802.1Xuser add username ciscol23 password cisco2020 all
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config ap 802.1Xuser delete .

config ap 802.1Xuser delete

FEDT 7 BARA v binar ba—507a— IVEBGREE 2+ 25 X 9123212
L. config ap 802.1Xuser delete =~ > K2 H L F 9,

config ap 802.1Xuser delete cisco_ap

X DR cisco_ap TR FA L b,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, avrha—707a— VB EEMHT 57 72 A KA b AP0l % Bk
THEERLET,

(Cisco Controller) >config ap 802.1Xuser delete APO1l

configa<v > K :a~i .
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. config ap 802.1Xuser disable

config ap 802.1Xuser disable

—’9)«/\'(@77"21 KA v Fif:bi%ﬁ@?yfx KA v }‘O)nunft%ﬁfj] V&éi:li\ config
ap 802.1Xuser disable =~ > FZfEH L £7,

config ap 802.1Xuser disable {all | cisco _ap }

X DA disable 3 A AT L E
all TRTCOT 7 BARA Y FEEELET,
cisco_ap TIEREBRA R,

ARy RFIALE AL

avy FERE )1y—= TERAR
7.6 Zoa~vy X, VU —A76LFIOY Y —2R

EREDAARZA

TEAINE L,

BWEDT 7B ARA L FDRO2IXFRFEX, 7' v — 31 802.1X nunﬁﬁ‘ﬁfﬁffcib‘iEA TP
M TEET, 77— 80 IX FBAEDB AR GEIL. T XTOT 72 A KA 2 MIXLT
7217 802.1X &ML TE £,

WIZ, 778 A KA b cisco_apl DFBFEE TN T DB %2R L ET,

(Cisco Controller) >config ap 802.1Xuser disable
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config advanced dot11-padding .

config advanced dot11-padding

Over-the-Air 7 L' — A NT o U 7 3 E 1213830129 5 121X, config advanced dotl11-padding
av s REEHLET,

config advanced dotll-padding {enable | disable}

BX DA enable Over-the-Air 7 L— A SF ¢ U 72 L E
TO

disable Over-the-Air 7 L — A T ¢ U VBB LE
7,

AT K FI4J)k  Overthe-Air 7 L—A XT U 71E, 7 7 4 /b b TIHENIZ /2> TOET,

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, YU—RXT76LEIDY Y —XA

TEAINE L,

RIZ. Over-the-Air 7 L' — A X5 4 V' T BB/ T 502~ L ET,

(Cisco Controller) > config advanced dotll-padding enable

BMEavTUR debug dot11
debug dot11l mgmt interface

debug dotll mgmt msg

debug dot1l mgmt ssid

debug dotll mgmt state-machine
debug dot11 mgmt station

show advanced dotl1-padding
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. config ap
config ap
Cisco Lightweight 7 7 ¥ Z RA o b ZRET D, £7iT¥— K —=F ¢ QM) 727 A RA
VRN EBINETZITHEIBRT B12iE, configap =~ K& LET,
config ap { {enable | disable} cisco ap | {add | delete} MAC port {enable | disable}
IP address}
BX DA enable Cisco Lightweight 7 7 & 2 RA > b AT
LET,
disable Cisco Lightweight 7 7 & A 7R A > k& HE4hIZ
]\_/i‘é—o
cisco_ap Cisco Lightweight 7 27 & 2 7RA >k D44l
add NET 7 vARA L FEBIMLET,
delete HWERT 7 A RA v FEHIBRLET,
MAC WET 7 A FA L FDMAC T KL A,
port T 7B A RA 2 MIBEIETEX 5 — M
%‘O
IP_address NET 7 BARA L FDIPT KL A,
aAvURFIANLE AL
Ay RERE J1—2 EERR
7.6 Zoa<wr R, VU —RT76LFIOY Y —2A
TEASINE LT,
8.0 ZOa~wy RiL, IPv4 & IPv6 Ol 5 & R —

. config v F:a~i

FLETS

I, Lightweight 727 & A IRA >k AP1 2T 5612 R L ET,

(Cisco Controller)

>config ap disable APl

WIZ, MAC 7 R U A28 12:12:12:12:12:12. IP 7 R L-Z 3 192.12.12.1 DAELT 7 & &
RNA v hEFR— b 2033 HBMT 562 R~ LET,

(Cisco Controller)

>config ap add 12:12:12:12:12:12 2033 enable 192.12.12.1
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config ap aid-audit .

config ap aid-audit

Cisco Lightweight 7 7 2 2 I8 A > R D AID B5#& A 1 = X L %G ET HITIL, config ap aid-audit
av s REEHLET,

config ap aid-audit {enable | disable}

- 3 qOE L); aid-audit AID BEEA D = A LR ELET,
enable AID A N = X LB/ I LET,
disable AID S A B = X B Z W L E9,

ARYRFIANL TAETTL

avy FEREE Jiy—=x ETEAR
8.6 Zawy RpREAINE L,

WIZ, AP CTAID BEEEZFH NI THH %2R~ LET,

(Cisco Controller) >config ap aid-audit enable
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. config ap antenna band-mode

config ap antenna band-mode

CiscoAPDT T F DN RE—REV TNV ERITT 270 E LTHET HIZIL, configap
antenna band-mode =~ RZ&fHEH L E£7,

config ap antenna band-mode {single | dual} cisco-ap

X DA single CiscoAP DYV 7V Ry R 7P usF £—F
ZERELET,
dual CiscoOAP DF 2TV N R T oFF F— R
ERELET,
cisco-ap Cisco AP ™44 i,

ATV RFIFLE AL

2wy REE yy—2 RENE
7.6 Zoavy RPHEAINE LT,
83 LD Y U —2 antenna-band-mode /X7 X — % 73 antenna

band-mode [ZEF X1 FE L7,
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config ap atf 802.11 .

config ap atf 802.11

config ap atf 802.11 =~ R&fH3T25Z LI12L V. AP L)L T Cisco Air Time Fairness % %
ELET,

config ap atf 802.11{a | b} {mode {disable | monitor | enforce-policy} ap-name} |
{optimization {enable | disable}}

BX DA a 802.11a * v MU — VR ELAEELET,
b 802.11b/g * v N — /7 REEZRE L £,
mode Cisco ATF D&l D & OMIN X 2R E L E 7,
disable Cisco ATF Z #3012 LE 9,
monitor Cisco ATF & =4 T— R CTHEL £,

enforce-policy Cisco ATF %@l — N CTRTEL £,

ap-name HBETHIVNENSHD AP 4,

optimization J@{FHFHORELZBE L E T,

enable BIEFMOELEAICLET,
disable B R O fe b &2 Bz LET,
avy FERE Jy— ZEHEAR
2
8.1 oy RRBEMENE L,

802.11a v b U —2 T Cisco AP (my-ap) DEERFMOHRELZ2FHMT 511, &
Da<wr FEATTLET,

(Cisco Controller) >config ap atf 802.1la optimization enable my-ap
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. config ap atf 802.11 client-access airtime-allocation

configav > R:a~i |

config ap atf 802.11 client-access airtime-allocation

A w2 AP T ATF BERHEID Y TOA— "—F A REZRET HIZIX. config ap atf 802.11
client-access airtime-allocation override {enable | disable} =~ > %ﬁﬁq LET,

config ap atf 802.11{a | b} client-access airtime-allocation %:-of-airtime-allocation-bw-5-to-90

mesh-ap-name override {enable

| disable}

X DA a 802.11a * v U — V7 REXBE L FT,
b 802.11b/g X v NV — 7 REERTE L ET,

%-of-airtime-allocation-bw-5-to-90

74T N T 7 AOBERMEID Y TONR—ELT—
Vo, AR EHIZS—90TY, ZOBEREHEID Y THR—
YTV, IIAT U NET TN T Dl GTDNR Y T
A=V NR— T — DI L ET,

mesh-ap-name

A v a AP D4 Hi,

override A w2 AP TO ATF BERFHEIV Y TOF—N"—F 4 RN%&
T l: Z L/jz—g«o
enable WEEREEID Y TOA— =4 REFHIZLET,
disable WERREI Y U COF—R—F (4 REEYIZLET,
avy RER J1)— ZEERNE
R
8.4 Zoa~ry REINEIE L,

802.11a % v U —27 T, A v 2 AP (mapl) TO ATF#E{EHEIV 4 CHOF—/—
TA RERETDHIZE, ROa~vr REANLET,

(Cisco Controller) >config ap atf 802.1la client-access airtime-allocation

10 override mapl enable
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config ap atf 802.11 policy .

config ap atf 802.11 policy

WLAN T Cisco ATF KU 2 —D AP LD F—N—F 4 RERETHITIT, kOa~v K%
AHLET,

confit ap atf 802.11{a | b} policy wlan-id policy-name ap-name override {enable | disable}

X DA a 802.11a X U — V7 REXIBE L ET,
b 802.1lb x v U — 7 REXEELE T,
policy Cisco ATF RV > —ZFE L E7,

wlan-id FET HMENH D WLANID £7-13 U E— F LANID,

policy-name J57E3 5NN & 5 Cisco ATF RV 2 —4,

ap-name WET HNENRDD AP L,

override AP 7' )L —7® WLAN ® ATE RV > — 4 —R_"—F 4 REZRELFET,

enable AP 7 /L—7® WLAN O ATF RV ¥ — F—R_"—F5 4 REHHNZLET,

disable AP 7 L—7F®D WLAN O ATF R Y ¥ — F—"—F 4 REZEHIZ L ET,

avy FER J)— ZEERNE
A
8.1 Zhavwry RRMBEMENE L,

configa<v > K :a~i .
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configav > R:a~i |

config ap autoconvert

CiscoWLC BRI S & % 12, T R_RTDOT 7B A RA > b % FlexConnect E— R % 72 1% Monitor

CHENIZERT HIZIE, config ap autoconvert 1~ > RZ{HH L F9°,

config ap autoconvert {flexconnect | monitor | disable}

B DEREA

flexconnect FlexConnect E— R~DFTRTDOT 7 & & RA
VNP EBEIICERESNE T,

monitor TS ET— R ~DTRTCDOT IV EBARA L B
NEHBMICRESINET,
disable T 7' A IRA v MITXTT D autoconvert A

varkE T4 E—7 NI LET,

AR FIALE L
avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDY U —2A

TEAINE L,

EELEOHA KSAY B—HLE—ROT 7EARA L R Cisco7500 ¥ —RX T A ¥ LA a2 hr—F 8L

TWAEGAE, TOTI7BARA L MIZFTAT oy MY —EREZEILEHA, 77X R
A2 FOFEIZa be—F CEHATEET, 778X KA MR Cisco 7500 > U — X T A
YLAIAL b —JZHERLTNDEEIT, 7747 MY —ERERIETE D, F13E
SHEEOH R ERITTEBH LT B12iE. 77 8RA HRA 2 hDOFE— K% FlexConnect
£ — R £ 721% Monitor E— RIZ L £,

ZdDa< NiX, Cisco 5520, 8540, BLWE10 vV —RXRUA YL R aryte—F 77 v b
74— LTO AP E— FOEH BEMATE ET,

WIZ, T_RTOT 7 v AR KA k% FlexConnect & — NIZHEIZEHLT H6] 2R L
i‘j‘o

(Cisco Controller) >config ap autoconvert flexconnect

WIZ, AP D HEVEMA 7 g A ENCT HHIEZ R LET,

(Cisco Controller) >config ap autoconvert disable
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config ap bhrate .

config ap bhrate

Cisco Bridge Backhaul Tx Rate Zi%E 3 5 (Z/d. config ap bhrate =~ > RZfEH L £ 7,

config ap bhrate {rate | auto} cisco_ap

BX DA

aAvU R FI4ILE

rate Cisco Bridge Backhaul Tx Rate (Kbps) ., A%)
7EIX. 6000, 12000, 18000, 24000, 36000,
48000, I 10" 54000 T,

auto H#E7—2 L—heRELET,
cisco_ap Cisco Lightweight 7 7 & 2 7" A >k D4 i,

a2 RDF T4V FDAT—Z AT auto ICHESNTWET,

avy FERE

FEREDHA K542

)1)—2x ETEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

Uiy 7 hox7 VY =T, 7V vV T —#% L— DT 7 4/ MEIL24000 (24 Mbps)
Tl avbo—7 VY727 DOV Y —=Z60TIE, 7V vV FT—=4 L—FDTF 751
MEIT auto TF, LRTO= > ho— 3V7FWIT®UU—XT?7ij@7UyV?—
Z L— MHE (24000) ZFZELHAIE, arbo—F VY7 o7 VU —R6012T7 v 77
L—RLEZEXIZTY vV F—X& V—Fﬁlﬂéﬁbb\'f?z—/l/ Mg (auto) TREINFET, 7272
L., Baioay ha—7 Y7 hy=7DY Y —ATT 74 /L MEUAOE (72 & 21E, 18000)
ZRRE LT ATE, CiscoWLC VU —RX 601127 v 77 L—RLIZE IZFORENMEEES
£,

TV TF—Z L—FRauto ITRESNNTWDEIEE, A vy a Xy R — Ik kKL — %
HIRLET, WICKkEWL—RE., (TR TOL— FTldel) ZOEED L — FRAREE 72
Rich sz, FHTEERA,

RIZ, Cisco Bridge Backhaul Tx Rate % 54000 kbps |(ZFXE T Sl R L £,

(Cisco Controller) >config ap bhrate 54000 APO1
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config ap bridgegroupname

Cisco Lightweight 7 72 XA iR A > hCTT VU v ¥ T NV—TZ % FHE L T2ITHIBRT 51212, config

ap bridgegroupname =~ > K& L £,

config ap bridgegroupname {set groupname |
disable} } } cisco_ap

configav > R:a~i |

delete | {strict-matching {enable |

B DEREA

set Cisco Lightweight 77 2 A RA > DTV »
Y IN=THEBRELET,

groupname TV ITN—T4

delete Cisco Lightweight 77 £ A R4 FDT Y v
TV IN—=THEHRLET,

cisco_ap Cisco Lightweight 7 7 & 2 ARA > kD4 Hil,

strict-matching

MAPIZT 7 4V NUSND TV » ¥ T —T4,
MDERESNTEY, BENRBICE2D 7 v
I N—THREESNTNDTGE, AlHER
BlOVANEHIRLET,

enable Cisco Lightweight 7 7 £ A ARA » D7 )L—
THERMILET,
disable Cisco Lightweight 7 7 £ A2 ARA » F D 71—
THEEHLET,
ATURFIALE AL
av Y FERE -2 EEAE
7.6 Zoa<wry RiE, VU —=RT6LHIOY U —2
THAShELL,
8.0 strict-matching /X7 A —Z MBS LE LT,

FEREDHA FS14 Y

FICT VoY IN—TREEOT 78X RA LV NP AEICEG XX, APT Y v
TN—THEEFTTHE, TV APBEDIGELRHY 7,

WIZ, Cisco T 7 BARAL L DT v T)—T% AP02 TT V) vy FTI—T 4%

HIBR 4 5l 2R LET,

(Cisco Controller) >config ap bridgegroupname delete AP02
Changing the AP's bridgegroupname may strand the bridge AP. Please continue with caution.
Changing the AP's bridgegroupname will also cause the AP to reboot.

Are you sure you want to continue? (y/n)
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config ap bridging .

config ap bridging

Cisco Lightweight 7 7 E A RA > b CTOA —H xRy MNHAT Y v P 7 E2FRET HIZIE. config
ap bridging =~ > FZ2fEH L £,

config ap bridging {enable | disable} cisco ap

BX DA enable Cisco Lightweight 7 7 & 2 KA o~ F THA —
Xy MNET IV v T EAIZLET,
disable A =Py MNET Y v BRI L ET,
cisco_ap Cisco Lightweight 7 7 & 2 7" A » F D44 #il,
ARV RFILLE L
av Y REE ) 1y—2 RENE
7.6 Zoavr RiE, VU —RT6LRIOY U —2A

TEAINE L,

WIZ, TIRARA L FTT Y P TN T B 2R L ET,

(Cisco Controller) >config ap bridging enable nyc04-44-1240

RIS, TIRARA L FTT Y vV TN T o0 2R L ET,

(Cisco Controller) >config ap bridging disable nyc04-44-1240

configa<v > K :a~i .



. config ap cdp

configav > R:a~i |

config ap cdp

Cisco Lightweight 77 & A 7K > | C Cisco Discovery Protocol (CDP) % i%Ed HIZ1%,
configapedp 2~ > RZHH L F9°,

config ap cdp {enable | disable | interface {ethernet interface number | slotslot id}}
{cisco_ap | all}

B DEREA

A\

enable T A RAL R TCDP ZACLET,

disable T2 A RA L FTCDP EZERICLET,

interface B EDA 2 —Tx2A ADCDP #HRELE
R

ethernet A=V xy bAH—T A ADCDP &% IE
LEd,

interface_number 0~3DA—Hh Ry hA LV H—T A AFKH,

slot R A v X —T 2 A ADCDPEZHE LET,

slot_id 0~3 DAy &5,

cisco_ap Cisco Lightweight 7 7 £ 2 ARA > N D4 Hil,

all TRTOT7 78R RS bEREELET,

GE)

AU R TIHIbE

AP BIR2Y all ¥ — U — R CRE SN TWDHEHA, all access points DAL all &) F—1T—
R&RD AP ITHESE L £,

AV 2 APOERA L H—T 24 ATHIIZ>TNT, FEA Y2 APOER A L X —T =
A RATHHZ/2 5> TWET, TRXTDAPDA —HF Ly A U F—T A4 ATHMHZ/2 > T
ESc I

av Y RERE

EREDAARZA

Jy—= EENE
7.6 Zoa<wy R, VIU—RT76LURIDOU U—2R

TEAINE L,

config ap cdp disable all =~ > KiZX, =2 huE—F(Tljoin LTWABTRTOT 7 EA KAk
BLOSHjoin 75T XTOT 7 EAKRA L D CDP 282 LET, CDPIEL, 2> hr—
TELET 7 BARA OV T = MEBIUELFERDOT 7 ¥ A BA v F TEHYDOE FIT/
V%4, CDP ZHMNT 5HIZIE. configap cdp enableall =~ & A LET,
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\}

config ap cdp .

GE)

A—HFy NERA X —T7 =4 A LD CDP X, CDP BNEMI/2 > TWDIEAICTETEAT
xFE9, arhr—FZjoin LTWBTXTDHOT 7 A KA hTCDP 248N LIz,
config ap cdp {enable | disable} cisco ap 2~ > R&fH L Hx D7 7 & A KA s TCDP %
N LB OENCTEET, 2 ba—Fljoin SNZTRTOTZ7EA KA KT
CDP Z L L1, [ax DT 7 A RA 2 FTCDP AL, ENHTHZ LT TE
FHA,

I, TR_RTDOT 7 ®ARA L FTCDP ZHENCTHH 2R LET,

(Cisco Controller) >config ap cdp enable all

WIZ ap02 77 Z A ARA > b T CDP 24 B0 2R~ LET,

(Cisco Controller) >config ap cdp disable ap02

WIS, T_XTDOT 7 EARA L b TA =Ry b A F =T 2 A AF 52D CDP &
AT DR LET,

(Cisco Controller) >config ap cdp ethernet 2 enable all

configa<v > K :a~i .
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. config ap core-dump

config ap core-dump

Cisco Lightweight 7 7 £ A RA > DO AEY a7 X 7T EFHET HITIE
avr FafHLET,

. config ap core-dump

config ap core-dump {disable | enable (fip server ipaddress filename {compress | uncompress}
{cisco_ap | all}

BX DA enable Cisco Lightweight 7 7 & A A > hDAE Y
a7y XUTREEAMMILET,
disable Cisco Lightweight 7 7 £ A ARA > D AEY
AT B TREREDLET,
tfip_server_ipaddress TIRARA L NRAT X T T 7 A VL
{92 Trivial File Transfer Protocol (TFTP)
P—="DIPT FL A,
filename a7 Ty ANDTIVE T AEDIZT 7
A RA S HMERT 24,
compress ay X7 Ty A NVEIEMELUET,
uncompress ay BT Ty A NVEERER L ET,
cisco_ap

Cisco Lightweight 7 27 & 2 iRA > ks D47,

all FTRTOT IR RA L FEEELET,

Y

GE)  APHEMEN lall] LW IHOLARITHRESINTWDHEE,  Tallaccesspoints] DAL Tall] )
ARG AP IZEE L E7,

ARy RFIAE AL

avr FERE )1y—2 FERE
7.6

Zoa<wy R, VI —=RT76LREIOY Y —=A
THEAINE L

8.0 Zoawr RNiZ, IPv4 & IPv6 D5 & R —

FLETS

FEREDHA KSq4y T7EARA Y MEITFIP Y —ANICEETE HDLENH Y £, ZD a2 N, IPv4 & IPv6
DOWGFOT RLAIZHEHENET,
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config ap core-dump .

WIZ, a7 X7 77 A NVEHREL TEMRT 202~ LET,

(Cisco Controller) >config ap core-dump enable 209.165.200.225 log compress AP02

configa<v > K :a~i .



. config ap crash-file clear-all

configav > R:a~i |

config ap crash-file clear-all

TRTCDI Ty vaBlWERaT X7 757 A VEHIFRT 5121, configap crash-file clear-all
avy REEHLET,

config ap crash-file clear-all

T DIl Zoawy RIZIEBIEELITF—T— REb DV FH A,
ATYR T4 BL
avy FER J1)—= EEAR
7.6 ZoawrRiE, VY —R76LHEIOY Y —2A

THAShE L,

WRIZ, TRTCDI T vva 77ANVEEHIBRT D62~ LET,

(Cisco Controller) >config ap crash-file clear-all

. configa<v > K :a~i
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config ap crash-file delete .

config ap crash-file delete

=DV F7yvaFflidligar ¥ 7 77 A4 VEHIFRT 5I21E, config ap crash-file delete
av s REEHLET,

config ap crash-file delete filename

B DEREA filename HIBRT 57 7 A VORI ERRE L ET,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, 7T v¥a Z7A0 1 ZHIBRT 5612~ LET,

(Cisco Controller) >config ap crash-file delete crash_file 1

configa<v > K :a~i .



configav > R:a~i |
. config ap crash-file get-crash-file

config ap crash-file get-crash-file

Cisco Lightweight 77 £ A RA v NORF DOV 7 v v a2 7T —F ZWNET 521X, config ap
crash-file get-crash-file =~ > RZfEfH L £,

config ap crash-file get-crash-file cisco_ap

X DEREA cisco_ap Cisco Lightweight 7 7 & A 784 > F D4 i,

aATYRFIHLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VYU—RT6LEIDY U —2A

THAShE L,

FEEEDHA KS« > transfer upload datatype =~ > FZ{fH L T, Cisco Wireless LAN Controller [ZIVE S 727 —
Z iRk LE T,

WIZ, TIEARA L NAIOEFDOY Ty va 7 =22 NET L2 R LET,

(Cisco Controller) >config ap crash-file get-crash-file AP3

. configa<v > K :a~i
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config ap crash-file get-radio-core-dump .

config ap crash-file get-radio-core-dump

Cisco Lightweight 7 7 ¥ A RA » O =T ¥ 7 ZBG3 2 I2I%. config ap crash-file
get-radio-core-dump =~ > K& L 7,

config ap crash-file get-radio-core-dump slot id cisco_ap

XN slot_id 2y NID 0FE1E1)

cisco_ap Cisco Lightweight 7 7 & & 784 > h D4 Hi,

AR RFIALE L

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

W, TVEARL L NAP2 L 2y 0 DERaT ¥ 7H2INET L2 LT
“9‘40

(Cisco Controller) >config ap crash-file get-radio-core-dump 0 AP02

configa<v > K :a~i .



. config ap dhcp release-override

configav > R:a~i |

config ap dhcp release-override

Cisco AP CDHCP V U — R A —_—F 4 REFKET HIZIL. config ap dhep release-override =
~v Rz LET,

config ap dhcp release-override {enable | disable} {cisco-ap-name | all}

EX DA enable

DHCP V U —RA F—/"—F 1 REAPTL T, APIZ L > THE(E 45 DHCP
VY —208% LICHRELET, APOIPT FLAZARRB L L T~v—2 154
% DHCP H— N |ZBT AEBER & L CHEA S ET, ZORE, [BFEMt
DEWRYy NTU—T7 TCOMERTHZ 2B LET,

disable

DHCP J U — R F—/"—F A REMEHZ LT, APIZ X - TEE S5 DHCP
VU —20¥%3 (T 740 M) IZEELET, ZHUED, WIFhprox
ry b ETH, DHCP Y —NZV IV —R Ao —U%Z{ELE
j—o

cisco-ap-name

2—Y N AT 5 Cisco AP IZHEH S DR E,

all

T D Cisco AP (2T E N B E,

ARV RFIALE

avy FEEE )1)—=x

EERE

8.2

Zoavwry RpEASE LK,

FEEEDHA K54 > Windows Server 2008 R2 F 7213 2012 A #44#{ L 7= Cisco Lightweight AP % DHCP % —/3& L T#%
HEALCWDHEIE, Coavy FEfALTIEEN,

. config v F:a~i
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config ap dtls-cipher-suite .

config ap dtls-cipher-suite
AP Lz b —J OO DTLS #Ht D8 LWIE 5 A A — M2 AT 51213,
dtls-cipher-suite ==~ > K& H L £7,

config ap dtls-cipher-suite { RSA-AES256-SHA256 | RSA-AES256-SHA | RSA-AES128-SHA}

config ap

RSA - — A F 7 13305 A T+ A5 A A —

RSA-AES256-SHA256
Lk (256 €~ b AES & SHA 256 Z{) .

B DEREA

RSA-AES256-SHA RSA X —Z#a F 7 13RGEA T D55 A A —
r (256 © >~ ~ AES & SHA #f#H) .

RSA % — 2t 3 72 [ TRBAE & T3 2 5 5 A A —

RSA-AES128-SHA
L (128 B2 ~ AES & SHA Z{F/H) .

aRVREFILLE L
avy FERE ))— ZEERR
z
8.0 Zoa<wy RPREAINE L,
WIZ, AP L2 hu—F OO DTLS ##6tiZ 256 £ b AES & SHA 256 {35

RSA KB A A — F BN T 20 %2R L ET,

(Cisco Controller) > config ap dtls-cipher-suite RSA-AES256-SHA256

configa<v > K :a~i .



configav > R:a~i |

. config ap dtls-version

config ap dtls-version
B3 DTLS /N— 3 U &R ET HIZIE, config ap dtls-version =~ > K& L E7,

config ap dtls-version { dtls1.0 | dtls1.2 | dtls_all}

X DiiHA dtls1.0 DTLS 1.0 N"—T g A BIRLFE T,
dtls1.2 DTLS 1.2 /83— a3 VABIN L £7,
dtls_all % EHMEOT-DIZT_TO DTLS N—V 3
VEBIRLET,

ATV RFIHALE RL

vy REE Yy~ ZERE
R

83.111.0 Zpa~<wr FREASNE LT,

WIZ, BB DILS X—Y g v 12 2R ETAHEZ - LET,

(Cisco Controller) > config ap dtls-version dtlsl.2

. configa<v > K :a~i
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config ap ethernet duplex

config ap ethernet duplex .

Lightweight 7 7 A RA V hOA—H Ry b BR— K T a7 by 7 ABLOHELZHET HIT
. config ap ethernet duplex =~ > F&ZEH L ¥,

config ap ethernet duplex [auto | half | full] speed [auto | 10 | 100 | 1000] { all | cisco ap

}

XD EHER auto (EE) A —% %Xy N A— MOBE) _HHE
ZHRELET,
half (EE) A —V Xy N A= DY _EHRES
RELET,
full (LE) A —Vxv b H— o2 HEREE
BELET,
speed A =y bR NEEOBRERIEE LE T
auto (EE) A —V %> b A— hHEZ BB
'_‘/:E’L/i_a—o
10 (fEF) A —H %> b R— FEHEE% 10 Mbps
WZHRELET,
100 (L) A —H % v b R— L% 100 Mbps
WCHRELET,
1000 (EE) A —¥ x> hAR— MEFE% 1000 Mbps
WZHRELET,
all B SN TNDETRTCOT 7 A KA ME
A —Hxy N F—FOREEHBELET,
cisco_ap VAT I EARA LR,
ARV RFI+LL RL
avy FERE Jy—x EEAE
7.6

Zoavwy RiE, VY —AT76LURIOY U —2R
THEAINE L,

WIZ, TRTCOT 7 HARALY N TI0Mbps & LTA —HF v h R— hDF " HEH

ET ol R LET,

(Cisco Controller)

>config ap ethernet duplex half speed 10 all

configa<v > K :a~i .



. config ap ethernet tag

configav > R:a~i |

config ap ethernet tag

Control and Provisioning of Wireless Access Points (CAPWAP) /X7 h® VLAN # X 7 %
3 5IZ1L. config ap ethernettag =~ > FEZEH L £,

e
il

config ap ethernet tag {id vian_id | disable} {cisco ap| all}

BXDEREA

id VLANID #48E L £,

vian_id <. 7 VLAN ® 1D,

disable VLAN # Z7H$BEAZ S L E4, VLAN ¥ JHEBEZ NI T B L, TV BARA
M% CAPWAP X7 vy DX 71T 2R L £ 4,

cisco_ap Cisco AP D4 Hil,

all J_XTD Cisco 7 7R HRA 2 MTVLAN # ¥ 723 E L ET,
avYRFI+LL RL
avy FERE J1)y—=x EEAR

7.6 Zoa<wyRiE, VU —RAT76LRIOY Y —2A

THAShFELL,

FERALDHA RSq> VLANSI XU V7 E2ET DL, TOREET 78X KA bR ) 7 — F LIZBTHMIARY

=

Avva TI7BARALY MIXVLAN X XU 7R ETE 8 A,

TIEARA Y IPHRELIE N7 7 VLANZFEH LTI 74 v I BV—T 4 VT 7
W, a2y ha—J [ lB#ETX WG EIE, ¥R LEEICTA— ANy LET, TI7ER
RAYIEINRZIOT7 4= Ry VR EEFEALCar e —J28wT5L, 2 hr—T1X
Cisco Prime Infrastructure 72 & D +F » 7 % — T M7 7 VLAN OfEELZRT N T v 7 &%k
fELET, ZDOTF U ATiL show 2~ RO JIT [Failover to untagged] &9 A v &—
UNFIREINET,

Wiz, FT 27 VLANIZC VLAN ¥ X 7 2R ETHHE R LET,

(Cisco Controller) >config ap ethernet tag 6 APl

. config v F:a~i



| configaw K :a~i

config ap autoconvert .

config ap autoconvert

CiscoWLC BRI S & % 12, T R_RTDOT 7 ¥R RA > b % FlexConnect &— R % 72 1% Monitor

CHEIZERT D21, config ap autoconvert =~ > RZ{HH L F9°,

config ap autoconvert {flexconnect | monitor | disable}

B DEREA

flexconnect FlexConnect E— R~DTRTDOT 7 & & RA
VNP EBEIICERESINE T,

monitor TS ET— R ~DTRTCDOT I ARA L B
DEHBMICRESINET,

disable T 7' A IRA v MITXTT S autoconvert A
varvETrae—T7 M LET,

aATYRFIHLE AL
avy FERE Jiy—= EENAE
7.6 Zoa<wy Rk, VY —RT6LETDY U —2A

TEAINE L,

EELEOHA KSA4Y B—HLE—ROT 7EARA L R Cisco7500 ¥ —RX T A ¥ LA a2 hr—F T8 L

TWAEGAE, TOTI7BARALA L MIZFTAT Yy MY —EREZEILEHA, 77X R
A hOFEMTa L be—TF THEHATEET, 778X KA 2 D Cisco 7500 U — X U A
YLAIAL b —JZHERLTND X, 7747 MY —ERZRIETE D, F13E
SHEEOX R ERITTEBH L2 B12iE. 778 A RA > hDOFE— K% FlexConnect
£ — R £ 721% Monitor E— RIZ L £,

Zoa<r RiL, Cisco 5520, 8540, BLUGI0L YV —XUAF¥LRAarytue—F FF vk
T+ —LTDOAP F— FOLHUZ B A TEE9,

WIZ, T_RTOT 7 v AR KA k% FlexConnect & — NIZHEWIZEHLT 502 R L
i‘j‘o

(Cisco Controller) >config ap autoconvert flexconnect

WIZ., AP D HEVEHA 7 g A ENCT HHEZ R LET,

(Cisco Controller) >config ap autoconvert disable

configa<v > K :a~i .



. config ap flexconnect central-dhecp

configav > R:a~i |

config ap flexconnect central-dhcp

WLAN O FlexConnect 7 7 &£ A /KA > h CH Y DHCP Z# A ZhZ9 % 1Z1X. config ap flexconnect
central-dhep =~ RZEHL £,

config ap flexconnect central-dhcp wlan id cisco ap [add | delete] {enable | disable} override
dns {enable | disable} nat-pat {enable | disable}

BX DA wlan_id

1 ~ 512 O R LAN 5511,

cisco_ap

Cisco Lightweight 7 7 & & 784 > b D4 Hi,

add

(EE) #H LW WLANDHCP ~ v B> 7 & B L E T,

delete

({£&) WLANDHCP = v B> 7 %#HIR L $ 3,

enable

FlexConnect 7 7 Z A iR A > h THHR DHCP # BN LET, ZOHEREEALD
WZTBnE, T72ARA L I BZELZDHCP X7y MI, 2 hn—7
ICHFRTRA v F EH., KIT AP & SSID IZESWTHHET 5 VLAN ITHRE &
NnNEJ,

disable

FlexConnect 7 7 ¥ A iRA o b TH & DHCP ##Ez L ¥ 5,

override dns

aryher—JICEoTCHIVYTONIEA X —T =2 A LD DNS $— T K
VA% EEXLET, FRTAAS vF S5 WLAN TDNS % EEX T35 L
I7T7AT 2 MI, 2 b =905 TR AP2S DNS— "D P 7 R L
AxBGFLET,

enable

FlexConnect 7 7 A iRA o DA —s3—F A K DNS HEREZ BN L F T,

disable

FlexConnect 7 7 ¥ A iRA o b DA —s3—F 4 K DNS HEHEZ HELhIZ L F T,

nat-pat

HNETITECRETE D%y hU—27 7 RLRAZEH (NAT) BLOKR—
k7 KL R (PAT)

enable

FlexConnect 7 7 & A iR A > kT NAT-PAT Z AWz L%,

disable

FlexConnect 7 7 & A /R4 I C NAT-PAT ZHIk& L £7,

aAvURFIANLE AL

avy FER Jjy—=

LERR

7.6

Zoa<wr RNE, VU —RT76LEIOY UV —ATHAINE LT,

Wiz, 9 DHCP, 4 —/3—F 4 K DNS, # X FlexConnect 7 7 A iR"A > hD
NAT-PAT Z G T DB %2~ LET,

. config v F:a~i
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config ap flexconnect central-dhcp .

(Cisco Controller) >config ap flexconnect central-dhcp 1 apl250 enable override dns
enable nat-pat enable

configa<v > K :a~i .



configav > R:a~i |

. config ap flexconnect local-split

config ap flexconnect local-split

FlexConnect 7 7 Z A IRA > hdDa—Hh)v A7V v h h U RVERET DL, config ap
flexconnect local-split =~ > K& H L 7,

config ap flexconnect local-split wlan id cisco_ap {enable | disable} aclac/ name

B DEREA

wlan_id 1 ~ 512 O LAN #%5 7.

cisco_ap  FlexConnect 7 7 & A iR A > b DA R,

enable  FlexConnect 7 7 A IRA > hTa—hL A7V v b bRV EEMILET,

disable  FlexConnect 7 7 B A RA v FTr—H/)L A7V v h hrrpLa28hic UE1,

acl FlexConnect D2 —H )V A7 Y v h T r7EAXAarybe—/L JRAMERELET,

acl_name FlexConnect DT 7 A 2> hr—/L U 2 NDOL4HI,

ATV RFI4LE RL
vy FRERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

FEREDHA FS1 Y

TEAINE L,

Zoawy REMHT 5 L, FlexConnect ACL Z# i L C, FRTAA vF S5 WLAN |
a—HA A7 v b hURAERETDHIENTEET, NAT/PAT T~ T X+ A KIP b
T4 vl EYR—=MLARWED, a—HV AT vk FURARYR— T DT =% ¥
ANVATYAIP 8T T 42T DHRTT,

&IZ., FlexConnect ACL Zffifi L Cu—h/L A7V v b hoRILVERETDHHZRL
F9,

(Cisco Controller) >config ap flexconnect local-split 6 AP2 enable acl flex6

. configa<v > K :a~i
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config ap flexconnect module-vlan .

config ap flexconnect module-vlan

FlexConnect @ — /L A A v F 2 7IZH1F 5 CiscoUSC 8x18 T = T /b E— K TV = —/VHD
VLAN % X 7 %% E T HIZ1L. config ap flexconnect module-vlan =~ > K& L £,

config ap flexconnect module-vlan { { enable ap-name [vlan vian-id]} | { {disable remove }
ap-namey} }
X DA enable ap-name FEE &7 Cisco AP DANTEY 2— ikt L, #A 7 4 7 VLAN

Zf#H L T FlexConnect @ —H )V AA v F L T/ LET,

enable ap-name vlan vian-id }55g X317- Cisco AP DAERE Y = — Tkt L. IEXA T 4 7 VLAN
Z i L T FlexConnect 2 — /L A A v F o 7 EHNLET,

disable ap-name ¥ E & 7= Cisco AP DANE Y = — /2%t L T FlexConnect 2 —
I AL v F o TN LET,

remove ap-name AP [EH DHEREY = —/L VLAN RELZHIR L E T,

aAvURFIANLE AL

avy FERE Jy— ZEHAR
R
8.1 ZOawy RREAINE LT,

WIZ, Cisco AP DAFRE Y = — Mkt L, FEXRA T « 7 VLAN Z{# H L T FlexConnect
=B AL v F U T EFMTHHEE R LET,

(Cisco Controller) >config ap flexconnect module-vlan enable 3600i-ap vlan4

configa<v > K :a~i .



configav > R:a~i |

. config ap flexconnect policy

config ap flexconnect policy

FlexConnect 7 7 £ A ARA > DAY 2— ACL Z#ET 521X, config ap flexconnect policy
avy REEHLET,

config ap flexconnect policy {add | delete} ac/ name

EX DA add FlexConnect 7 7 B A ARA > FDARY L —ACLZEBMLUFE T,
deletes  FlexConnect 7 7 Z A iRA o h DR Y 2 — ACL ZHIBR L £,

acl_name ACL D4 Hij

ARVREFILLE L
av Y FERE J)— ZEEARR
2
7.5 Zoavy RPREASNE L,

WIZ. FlexConnect 7 7 B A RA v FDOARY L — ACL ZBINT A5l 2R~ LET,

(Cisco Controller) >config ap flexconnect policy add acll

. configa<v > K :a~i



| configaw K :a~i
config ap flexconnect radius auth set .

config ap flexconnect radius auth set

F§E D FlexConnect 7 7 ¥ X KA h D7 T A~V £lziTt > % J RADIUS Y — 23R ET
5121, config ap flexconnect radius auth set 2~ > FZfEH L £9,

config ap flexconnect radius auth set {primary | secondary} ip address auth port secret

EX DA primary ¥ @D FlexConnect 77 B A IRA LV v DT T
4~V RADIUS y—"ZfRELET,
secondary ¥ E D FlexConnect 7 7 A RA L hDEH
> % J RADIUS — AR ELET,
ip_address RADIUS — D IP 7 R L A,
auth_port secret R— 4
secret RADIUS =D —7 L v b

aAvYRFIHLE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

WRIZ, BEDT V8 AKRA L DT T A~V RADIUS 4 — &R ETHH 2R~ LF
7,

(Cisco Controller) >config ap flexconnect radius auth set primary 192.12.12.1

configa<v > K :a~i .



configav > R:a~i |
. config ap flexconnect vlan

config ap flexconnect vian

FlexConnect 7 7 £ A D VLAN ¥ ¥ > 7 % G20 E 72132 5 1Z1E. config ap flexconnect
vlan =< REEH L ET,

config ap flexconnect vlan {enable | disable} cisco ap

XX DEREA enable T 7B A RA L RO VLAN ¥ ¥ 7 HHIT
l/\jz‘j_‘o
disable T ARA L MO VLAN 4 X 2 7 % BT
LET,
cisco_ap Cisco Lightweight 7 7 & 2 /KA > kD4 Hil,

ATRVEREFIAIAL T AE=TAE—=T ALy FITH LTV o T2 AFMEE 72 WLAN (E, Cisco WLC TH| D
HTHA VLAN Zifffk L E

avy FNERE )1)—=R EEAR

7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShELL,

&IZ. FlexConnect 77 B ADT 7 A RA v F® VLAN Z X o F 2 HNIT 50 %
ﬁ—\‘ Li—é‘o

(Cisco Controller) >config ap flexconnect vlan enable AP02

. config v F:a~i
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config ap flexconnect vian add .

config ap flexconnect vian add

FlexConnect 7 7 £ A 781 MZ VLAN %3817 5 (Z1%, config ap flexconnect vlan add =~ >/
REfEHLET,

config ap flexconnect vlan add vian-id acl in-acl out-acl cisco_ap

XX DA vian-id VLAN #5113 5,
acl K 32 CFDOHEHFIT L D ACL 4,
in-acl R 32 ILFDFHFIT L 5 7&1E ACL 4,
out-acl R 32 SCFDFFT K 5 FEAE ACL 44,
cisco_ap Cisco Lightweight 7 7 = A 7RA >k D4 i,

AR RFIALE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —RT76LHEIOY ) —2A

THAShE L,

RIZ. FlexConnect 77 A RA v b ERIET DB R LFET,

(Cisco Controller) >config ap flexconnect vlan add 21 acl inacll outacll apl

configa<v > K :a~i .



configav > R:a~i |

. config ap flexconnect vlan native

config ap flexconnect vian native

FlexConnect 7 7 B A 78 A > N DR A T 47 VLAN %% ET DIZ1E. config ap flexconnect vlan
native =~ > R&fEH L ET,

config ap flexconnect vlan native vian-id cisco_ap

BX DA vian-id VLAN #3117 5,

cisco_ap Cisco Lightweight 7 7 & & 784 > h D4 Hi,
ARURFIALE EL
vy FERE J1)—=x EERNE

7.6 Zoavry NI, V=276 UHIOY ) —ZATHAINE LT,

RIZ. FlexConnect 7 7 A ARA > b F— RIZAA T 47 VLAN &R ET D2~ L
iTO

(Cisco Controller) >config ap flexconnect vlan native 6 AP02

. configa<v > K :a~i
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config ap flexconnect vlan wlan .

config ap flexconnect vian wlan

FlexConnect 7 7 £ A ARA > MZ VLANID Z %[V 24 T%IZI%, config ap flexconnect vlan wlan
av s REEHLET,

config ap flexconnect vlan wlan wlan-id vlan-id cisco_ap

B DEREA

AR R FI4ILE

wlan-id WLAN 351+
vian-id VLAN &5+ (1~4094) .
cisco_ap Cisco Lightweight 7 7 & 2 7" A kD44 i,

WLAN |27 YV v — h &L TV 5 VLAN ID,

2% FRE

J1)y—2= EERNE
7.6 ZoawryRiE, VU —ZT76LEIOY Y —ATHEASHE L,

&Iz, FlexConnect 77 A iRA o MZ VLANID ZE(0 Y CAHHlZRLE7,

(Cisco Controller) >config ap flexconnect vlan wlan 192.12.12.1 6 AP02

configa<v > K :a~i .



configav > R:a~i |
. config ap flexconnect web-auth

config ap flexconnect web-auth

10—V CAA v F IHDH WLAN (2 Web 5851E A FlexConnect ACL Z 7% &9 5 1Z1%, config
ap flexconnect web-auth =1~ > K& L E 7,

config ap flexconnect web-auth wlan wian_id cisco_ap acl name { enable | disable }

X DA wlan FlexConnect ACL Z iR ET DM LAN #E L £,

wlan_id 1 ~ 512 QMR LAN %817,

cisco_ap  FlexConnect 7 7 & A iRA b DL H,

acl_name FlexConnect ACL D4 Ril,

enable 10— /L TAA v F ENDERE LAN (2% L T FlexConnect ACL %A R —7 /LT L
F9,

disable ©— /L TAA v F I 5 LAN 2% L T FlexConnect ACL %5 1 &E— 7 /11T
L7,

ATV RTFI4ILE BT AA v F S D WLAN OB Web #87EH] FlexConnect ACL A #5512 L £ 97,

av Y FEE 1) =2 EENR
7.6 Zoavwry NI, V=X 76 URIOY V-2 THASNE L,

FEALEDHA KS4> APIZEAD FlexConnect ACL D77 A AU T 413, Fbm< 720 £9, WLAN (ZEAH D
FlexConnect ACL D7 T A A U 7T 1%, wbIE< 20 £,

IZ, WLAN 6 (25t L THME Web #23E FlexConnect ACL AN A8 %2~ L%
7,

(Cisco Controller) >config ap flexconnect web-auth wlan 6 AP2 flexacl2 enable

. config v F:a~i
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config ap flexconnect web-policy acl .

config ap flexconnect web-policy acl

T 7' AR RA L IR LT Web R U 2 —FlexConnect ACL % 7% E 9 51Z1%. config ap flexconnect
web-policy acl =~ R&EMFHLET,

config ap flexconnect web-policy acl {add | delete} acl name

¥ETDEREA add T 7' A KRA L MMZ Web A Y 2 — FlexConnect ACL
ZBMLET,
delete 77 A KRA L KO Web AR Y 2 — FlexConnect ACL
ZHIBR L 7
acl_name Web 7R U < — FlexConnect ACL D4 R,

ATV RFIFLE AL

avy RER Jy—= TEARAR
7.6 Zoa<wr NI, VU —RT76LEIOY UV —ATHAINE LT,

WIZ, T 7®ARAL L M Web R U > — FlexConnect ACL Z BN+ 5 4lZ2 =L E£1,

—

(Cisco Controller) >config ap flexconnect web-policy acl add flexacl2

configa<v > K :a~i .



configav > R:a~i |
. config ap flexconnect wlan

config ap flexconnect wlan

02—V TAAL v F Z5H WLAN O FlexConnect 7 7 & A 7RA > R &2 ET 5 IZ1E. configap
flexconnect wlan ==~ > RZFHHA L E£9,

config ap flexconnect wlan 12acl {add wlan_id cisco_ap acl name | delete wian id cisco ap}

B DB

i
&

add FlexConnect 77 E A ;R4 > MZ LA ¥ 2ACL 2B L £7,

wlan_id 1 ~ 512 QMR LAN %817,

cisco_ap  Cisco Lightweight 7 7 & 2 7R Ak D44 #il,

acl_name 1 A % 2 ACL D4 R, £ BINCIL32 CFLNOEKF2HHTE £,

delete FlexConnect 77 E A iIRA L "3 LA ¥ 2 ACL #HIFRL £

aARVRFILLE L

avy FERE Jy— ZEHAR
R
7.5 ZOawy RREAINE LT,

EELEOHA KS4Y LA T2ACLICR L THRK 16 D— L2 ERTE £,
* Cisco WLC 121, xR T64 D LA ¥ 2ACL 21ERRTX F7,

s AP IIHc K 16 D WLAN Z YR — K3 5D T, AP ZLIZHR K 16 DL A ¥ 2 ACL NHYHR—
rENET,

cAP IV AV 2BLPLATVY3IDRELUACLAEZYER—FLAaWn=d, LA ¥ 2ACL 4D
FlexConnect ACL & L i L CWRWZ L 2R LE T,

RIZ. FlexConnect AP TL A ¥ 2ACL X ET HHl2~LET,

(Cisco Controller) >config ap flexconnect wlan add 1 AP1600_1 acl_ 12 1
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config ap group-name .

config ap group-name

Cisco Lightweight 77 £ A IRA > FORNER DD T NV—T 4% FEET HITIL, config ap
group-name 2~ > R&HEH L £,

config ap group-name groupname cisco_ap

X DERA groupname TIEARA L N TN—TDONENDLNDLLH
Al
cisco_ap Cisco Lightweight 7 7 & 2 /RA > kD4R,

ARVREFILLE L

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy X, VIU—RT76LRIDYU U—RA

THAShELL,

FELEDHA K54 > CiscolLightweight 7 7 £ 2 RA & F P LTInE, ZONTA—F BT T H0ENH Y
i‘a‘o

WIZ, T7E8ARAL MAPOl ONENOMNDLETERET D0 E R LET,

(Cisco Controller) >config ap group-name superusers AP0l

configa<v > K :a~i .
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. config ap hotspot

config ap hotspot

TIEARAL Y MIARY FARy b XT A —=F %3 ET 5T, config ap hotspot =~ > K
EEHALET,

config ap hotspot venue {type group code type code | name {add language code venue name |
delete} } cisco_ap

X DERHA venue FEED AP 7 N—T OB FTOERERE L E T,

type FED AP V7 NV—T DR A T HRELET,

group_code  HriED AP V)V— T DT 7 N — T DIEH,
WROAT > a v EEHTEET,
<00 RIFFE
c1: 78T
«2: EVRRA
*3:HE
o4 LHBLUPEZE
<5 BERY
<6 PHE
o7 fFE
+8: B
<9 NLEER. T DAl
<10: EVY
cl1: 7T RRT

. configa<v > K :a~i
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config ap hotspot .

type_code

configa<v > K :a~i .
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. config ap hotspot

AP 7N —T DIGET & A T O,
Gt 7 —7"1 (&%) 1Zid, ROA T a UIMERTE £,
<0 REEEOTELTY
el1: 7 VU—F
2 AXTUT A
3 EERHA—I TS
4 MBS
e5: T I a—RARAX K RX—7
6 : ALEEFT
<7 B
« 8 [XFEAH
9 [HEE
c10: LARNT
o1l : VT H—
12 N—
<13 0 BKJE
o 14 BYIE E 7o 13K IBAE
<15 BARhSt o 2 —
G 7 —7"2 (EVRA) IZiX, RO T v a o IMERTEET,
<0 RIEFEDE YRR
o1 EREITEREMOA 7 £ A
<2 $RAT
«3: HE
<4 EECE
<6 BfE)E
<7 HEMEDOAT 4 A
R S SEN 0N Y
c9: FR#ELOLT 4R

B 7 NV—7"3 (BERR) 21X, ROAT v a UBRERTE £,
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config ap hotspot .

* 0 RIEDOHE R
o1 VR
« 2 R
<3 R¥
/N —7 4 (LB LOEE) [, koA 7T v a MR TEET,
<0 RIRED TP L OPEE
«1: LY
G/ —7"5 (BB 12X, oA T v a oBRERTEET,
0 RFFE DA LIRS
R
<2 REUIFEEN
3TN ABRIOEYOI N T—vary By —
4 TN—T K— A
o SRS T o) [EL

configa<v > K :a~i .
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. config ap hotspot

type_code

. configa<v > K :a~i
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config ap hotspot .

Gt 7 v—7"6 (MR i, ROF T a UIERTEET,
0 @ AFFE D PG ENRR
o 1 /hIESE
<20 BBHE
3 HEHY—E R AT —T 3
4 avEr T E—L
5: VY AZER
St 7 NV—7"7 (Eiis) (i, koA T a UIMERTE £,
* 0 : RHEE O I Mk
o1 : FAKR
2 KT AEIFE—T I
<3 FHIEE
4 @ fEAERR
BT NV—7"8 (RE) OA T a IkOEBY TT,
<0 RIFEOR
Gt 7 —"7"9 (rdfizk, £OM) oA 7T a  FROLEY TT,
* 0 1 RERE DAL I L O Ol
Gt 7 —7"10 GRY#) (ZiX, ROAT v a U IMERTEET,
<0 RIBEDRERY Y
sl HEHEEII N T v
« 2 TRATHE
«3: XA
47zl —
o5 MYEZIIAR— |
*6: 7
N A
B/ A—711 (77 hR7) (Cik, ROA T v 2 UM TE £,
<0 RIBEOT T NRT

o1 :MINI-MESH % v~ hU—7

configa<v > K :a~i .
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. config ap hotspot

\S]
o
=

5
>
& =
= B
% OH

o 4 AR IR
o5 NAERFT

«6: 585

name TDOTIERRA LY NOBFTOLTTIERELET,

language code BT SN 5 SiEEZEFET D [S0-639 D =1 — RLICFH, ZDOXFHNL 3
XFDEiEa— T, =& z2iE, FTEEOLAIXENG E AN LET,

venue_name DT JEARA L NOPFOLEL, ZOLENL. EAY—E 2 &Y + (BSS)
WZESEAT T H4v, SSID THATIZET A2+ R EHRNE OV & IR X
NWET, LETOAFNIRK 252 LFORBT T, KRLTF- L/ FEXBILE

j—O
add ZDT I A KA D HotSpot 4 B ML £,
delete ZDT A KA D HotSpot 4 & HIBR L £,
cisco_ap Cisco 7 7 A R"A > b D4,
aAvYRFIANE AL
av Y REE yy—2 RENE
7.6 Zoa<wr R, VUV —A76LHIOY Y —2A
TEHAINE L,
W, BT T N—T% BB Mgk & BT EA TR RF L LTRIET 20 % R

LET,

(Cisco Controller) >config ap hotspot venue type 3 3
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config ap image predownload .

config ap image predownload

FBELIET 78R RA Y MIA A=V %FHET HITIL, config ap image predownload =~

REfHLET,
config ap image predownload {abort | primary | backup} {cisco ap | all}
EXDERHA abort PAT /=R N Ot = il

l./ \i TO

primary A ha—=IDTTA<Y A A=ThD
Cisco7 7 EARA L MIA A=V ETLHY
ryr—RLET,

cisco_ap Cisco Lightweight 7 7 & 2 ARA > D4 Hil,

all TRTDT 7 EARA L MIAA—TET L

(Cisco Controller) > Fora— R NT5ZaMELET,

\)

GE) AP AR all ¥ — 7 — R TREINTWDHYA . all access points DA all £ V\H F—1T —
RZF> AP 1T L £T,

aATYRFIHLE AL

av Yy FER Jjyy—= THEAR
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

RIZ, TIATVAA=TMET IV BARA L MIA A=V EHT VAT a— T 5%
BlarLET,

(Cisco Controller) >config ap image predownload primary all

configa<v > K :a~i .
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configav > R:a~i |

config ap image swap

TIEARLA L NDTTASY) A A=V RNy I T T A A=YV IFEZ DI, config
ap image swap 2~ > R&MH L ET,

config ap image swap {cisco ap | all}

B DEREA

Y

cisco_ap Cisco Lightweight 7 27 & 2 7R A o F D44,
all TRTOT 7 'R RA 2 MIEEIA A =%
T HZ L EBELET,

G¥)

AP BAR7DY all ¥— U — R CRE I TWAHEA . all access points DAL all &9 F—U—
R&RF> AP ITHESE L £9,

ARV REFIAAE L
av Y REE ) 1y—2 KENE
7.6 Zoawr Rk, VU —RT76LHTIOY ) —2

TEAINE L,

RIZ, TIVEARA L DT TAVBIOED o Z ) A4 A=V 2002 D61 %7
L/\i‘a_O

(Cisco Controller) >config ap image swap all

. config v F:a~i
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config ap lag-mode support .

config ap lag-mode support

WDa<y FEAIITAHZ L8, 33T Cisco Aironet 1850 vV — X AP F 7213 ED
Cisco Aironet 1850 'V —X AP DV » 74 EZHE L F7,

config ap lag-mode support {enable | disable} [ap-name]

X DA enable 4T D Cisco Aironet 1850 > U — X AP DV > 7 A H T LE T,
disable F~_T D Cisco Aironet 1850 > — X AP D V) o 7 K Z MEShIz U E 4,

enable ap-name $57 L7~ Cisco Aironet 1850 'V — X AP D U > VM E BN LE T,

disable Fe7E L7~ Cisco Aironet 1850 > U — X AP D U o 7 K 2N LE T,
ap-name

avy FERE Jy— ZEHAR
R

8.1.1100 —ppa~vy FBREAINE LT,

configa<v > K :a~i .
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configav > R:a~i |

config ap led-state

TIERARA L FOLED A7 — b EAREICT D56, £721X LED ORIRERET 25HE1C
. config ap led-state =~ > R&FEH L F 7,

config ap led-state {enable | disable} {cisco ap | all}

config ap led-state flash {seconds | indefinite | disable} {cisco ap | dual-band}

B DEREA

FEREDHA K42

\}

enable TIRARA L FOLED AT — FEHNTL
9,

disable T EARA L NOLED AT — N ZHEIC L
F9,

cisco_ap Cisco Lightweight 7 7 & 2 /RA > kD4R,

flash TIEARAL L FDOLED OEBERELE
T,

seconds LED 2353k L CW A, fEE T DHiFAIX
1 ~ 3600 BT,

indefinite T I RARA L SO LEDIZERIR O SR A%
ELET,

dual-band FTRTCOT 2T VRN R T ITEARAL L RO

LED 27— h &R ELFET,

GE)

AP HIED all ¥ — U — R TRE SN TWDEE . all access points D5 id all LV H F—1TU—
RZFfo AP IR LET,

FTaT VN RERED 2 — VA2 ST 78 A RA > F® LED L. led state flash =< > K%
FATT DA ICHE AR L ET,

ARV RFIALE EL
2wy FEE y1y—2 RENE
7.6 Zoa=wr R, VIV —AT76LHIOY Y —2A

THAShE L,

WIZ, T78ARAL L RO LED 27— &2 HMNT AFZ2RLET,

. config v F:a~i
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config ap led-state .

(Cisco Controller) >config ap led-state enable AP02

W, TaT VXU RTI7E8ARAL L O LED O ERBREBINCT A 2R LET,

(Cisco Controller) >config ap led-state flash 20 dual-band

configa<v > K :a~i .
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. config ap link-encryption

config ap link-encryption

5500 ) —X 3 ha—J07 7R RA > MIxF L T Datagram Transport Layer Security
(DTLS) 7 —# B 5 L& ET DIZ1Z. config ap link-encryption =< > RZ&HH L £7,

N

GE) AP AR  all ¥ — 7 — R TREEINTWDHYA . all access points DA all £ V\H F—1T —
RZ&F> AP 1T L £T,

config ap link-encryption {enable | disable} {cisco ap | all}

XD EHEA enable T YA RA L O DILS F— 4 WStz
ML ET,
disable T U A RA L O DILS 7 — & 51t &
e LET,
cisco_ap Cisco Lightweight 7 7 & 2 7R Ak D4 Hil,
all TRCOT IV BARAL L FEfRELET,

ATV K FI4)L+ DILS 7 —ZHE (ki OfficeExtend 7 7 & A ARA & MIxE LTI AEBRICAHAZNIC 2R Y 325,
HOFTXTOT 78 A RA 2 MR LTIET 740 FTHEHZ/RY £,

avy FERE Jiy—=x EENAE
7.6 Zoa<wy Rk, VY—RT6LETDOY U —=A

TEAINE L,

FEREDHA KSq> DILS 77— X 5{ba ¥R — F 95 DId Cisco 5500 > ) —AD = bu—F 2T, ZOK
REIX, io=a bu—F 7Ty b7 —ATEHRATEE A, T2 SALNERDRT 7 &
ARA R BLONTR PO b =T IZ8 R L L LT DL, T/ A RS Mdar
FR—FIHERLET R, 7T—F Ty MEE S LSO REBTEESET,

DTLS 5 — # Wi B4t & 7R — h9-2 DI Cisco 1130, 1140, 1240, BLW1250 >V —RDT 7
ERXARA L NEFTHY, TR LINTZT 7 EA KA 2 NI WPLUS 7 A & AN
A hr—F A VA M= ENTWBEEITIET 5500 U — XD b o —F T8k T&
F9, WPLUS 7 A4 B AL VA M= ENTWRWEE, 778 ARA LV MIay ba—
TR TEERA,

WIS, TI7BARA  FOT =25t GNT B2~ L ET,

(Cisco Controller) >config ap link-encryption enable AP02
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config ap link-latency .

config ap link-latency

FEDT 7 EARA L PETFBIEA L br—F LT V2= SATNDHTXTOT 7R
RA L vDV T IRIEEFRET HITIL. config ap link-latency =~ > R&{HH L £7,

N

GE) AP AR all ¥ — 7 — R TREEINTWDH YA, all access points DA all £ V\H F—1T —
RZ&F> AP 1T L £T,

config ap link-latency {enable | disable | reset} {cisco ap | all}

XD EHEA enable TIREARA L MOV I BIEEFHCLE

7

disable TIRARA L NOY T BRIEE TSI L E
TO

reset FTRTOTIVEARAL L DY T iBIEE Y
vy FLET,

cisco_ap Cisco Lightweight 7 7 & A 784 > b D4 i,

all TRTOT IV EARA Y MERELET,

ATV R FI4 N VU ZBIEE 7740 P TIREGICR S TWET,

av Y REE ) 1—2 RENE
7.6 Zoawr R, VU —RT76LHTIOY ) —2

TEAINE L,

FEREDHA KSq4y O RE, BUEa Y br—JIl8 SN TWDT 7B RARA » FEFITHLTY 7 i
EA A ETIIIN LE T, fFKjoin SNDHT 7 A KA v MTEA SN ER A,

WIZ, TRTCDOT IV ARAL L bDY I BIEEZFNNTBH 27 LET,

(Cisco Controller) >config ap link-latency enable all

configa<v > K :a~i .
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. config ap location

config ap location

Cisco Lightweight 7 7 & A "4 > b v lr—3 3 Vi Z A E 9 51212, config ap location =
~v Rz LET,

config ap location location cisco_ap

X DERHA location TIRARL Y hOualr— a4 (ZES
AR CHAET)

cisco_ap Cisco Lightweight 7 7 £ 2 ARA > kD4R,

aATYRFIHLE AL

avy FERE J1y—= TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

FELEDHA K54 > CiscolLightweight 727 £ 2 RA » bR L TInD, ZONRNTA—FZEETH0ENDHY
3

W, TVEBARA Y NAPl O r— g VEaiAEZRET AW AR~ LET,

(Cisco Controller) >config ap location “Building 1” APl

. config v F:a~i
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config ap logging syslog level .

config ap logging syslog level

BEDT 78 A RA LV FELIFTRTOT 78 A RA 2 M 5 syslog A vbE—TD7 4
NEY T DERE LAV EHRET HIZIEL. config ap logging syslog level =~ o RZ il L £
T

config ap logging syslog level severity level {cisco ap | all}

BX DA

\}

severity level EREL~UIRD LB T,
WL HEKEO
77—k EKEI
« EHZE: KK 2

o fEH : EAE 6
TNy T ERET

cisco_ap VAATITRRARA LR,
all TRTCOT 7 EA RS FafiELET,

GE)

AP HEDY all ¥ — 7 — R TEREINTWDHEA . all access points DAL all £V H F—T —
R&FD AP ITHEE L ET,

ARVRFIFAL RL
Qv Y REE yy—2 RENE
7.6 Zoaxr RiE, VI —RT6HURTDY U —2A

THAShZE L,

FEREDHA RSq Y syslog b b ZBETLHE1E. ERENZDL-ILLFORA v 2= NT 78 ARA

MIERFEENE T, 72& 2L, syslog Lo ZEL (BERE4) ICRELTEHEEIL. EXERN
0~4DA =R T 78 ARA L MIEEENET,

WIZ, syslog A=V DT 4 NE Y U TOBRKRELE IICHET HHERLET,

(Cisco Controller) >config ap logging syslog level 3

configa<v > K :a~i .
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. config ap logging syslog facility

config ap logging syslog facility
BEDT 78 A RA LV FELIFTRTOT 78 A RA 2 M 5 syslog A vbE—TVD7 4

NBV L TDT 7 UT 4 LYLEFRET HITIL, config ap logging syslog facility =~ > N%
FERLET,

config ap logging syslog facility facility-level {cisco ap | all}

. configa<v > K :a~i
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config ap logging syslog facility .

X DEHEA facility-level T VT 4 LLEIROWTRN T,
* auth = GBAET AT A,
ecron=cron/at 7 7 > U7 1,
e daemon= VAT L T —F L,
s kern= 71 —% /L,

* local0 = & — 71 Lf I,

* locall = & —J L,

s local2 = & — B LHE ],

e local3 = &7 — B VA,

e locald = & — 71 )V .,

* locals = & — 71 LAl

* locals = v — 71 Lf

* local6 = v — 71 Lf I,

s local7 = @ — B L,
clpr=74 2 TV B AT L,
email= A—/)L AT A,

* news = USENET = =2 — &,
e sysl0= v AT AfEH,
esysll = > A7 L,
esysl2 = AT LA,

e sysl3 = AT AEH,
esysld= 27 M,

e sys9 = AT AMEM,

» syslog = Syslog H &,
euser=2—Y ok A,

cuucp = UNIX il 2 ' — & 27 A,

cisco_ap BEDT VB ARA L ML TERELET,
all TRCOTIV®ARA L MR LTERELE
7,

configa<v > K :a~i .
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. config ap logging syslog facility

ARVRFILLE L

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDYU U—R

THAShE L,

WIZ, TRTOT 7 ERARA L MIXFT Hsyslog A=V DT 4 VEY L TDT ¢
NE YT oLk auth ICERET DBl E R LET,

(Cisco Controller) >config ap logging syslog facility auth all

. configa<v > K :a~i
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config ap max-count .

config ap max-count

Cisco Wireless LAN Controller (WLC) THR— FINDT 7 BARAL  MORKEEZHRTT D
|ZiX. config ap max-count =~ > NZ&FH L £7,

config ap max-count number

X DERHA number CiscoWLC THR— FENDT 7 ARA L FDF,
ATV RFI+LE RL
2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

EREDAARZA4

THAShE L,

BRESINTZMENTA VL ADT 7B ARA » MEEBZTHNDE45. CiscoWLC T4 2 AD
TIRARA L MENRZOHKLY LEREINET, ER00HAIE. 77 8A KA MOk
REUTHIED 72 < 720 £9, ®ATHMERRE SN TWAEAIEL, CiscoWLC THAR—F3ivd
TIRARA Y NOERKEEFRE LT-%IZ, 7277 47 Cisco WLC & A% /34 Cisco WLC
D)7 % FRE T 2 LR H Y £7,

WIZ, CiscoWLC THR—NENABAT 7R RA Ly NOBEBRETAHERLET,

(Cisco Controller) >config ap max-count 100

configa<v > K :a~i .



. config ap mgmtuser add

config ap mgmtuser add

AP FHR O —H 4
mgmtuser add =~ RZ@HHALET,

configav > R:a~i |

V=27 by b RRAT— RERET HIZIE,  config ap

config ap mgmtuser add username AP username password AP password secret secret {all |

cisco_ap}

B DR

ul
&

username

APEHAO—VAHEZRELET,

AP _username

password

APEHHDONRAT— REHRELET,

AP password

AP BN AT — R,

secret

e AP BHHDOY— 27 Ly h AU — %
HRELET,

secret

AP BB — T Ly h RXRAT— R,

all

BB D2 —P L B2 R TOAPICRTE & 1
ALET,

cisco_ap

VAT IRARA LR,

ATV RFI4ALE RL

avy NEE 1)) —=Z

LEAE

7.6

Zoa<wy Rk, VY —RT6LETOY U —=
THEAINE L,

FERHLEDHA KS4Y AT RIZONT, ROZEANE S E T,

e NNAT— RNIZ
NoOMEND D 7,

I, INCF KT, B, BBRCTF DO B, 30U EDOTF Y T ARG E

e NATU— RNTR USCFEAESGE L T4, EVIRT Z L I3 T EHA,

AV SVESE Nid

I, B VPR VR EZWII L&A LTI,

e NRAT— RIZHH L7RWE D 28 LW ICFIZIE, Cisco, oscic, admin, nimda ® K 9 72FED

E, RIXFORDYITTR,
Wz - LF7 EDRBH Y £7,

12, o DRPBVIZ0 A, sORDVIZSZHEAL TES

=27 Ly b RRAT— RIZOWT, ROEMENFER S ET,
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config ap mgmtuser add .

« =7 by b SAU—= RIZIE, NF RICT, BT BESRSCTO O b, 30U B0
I ITANGENDVENRDY 7,

WIZ, APERHO—Y4, RAU—F, v—J by b XRTU— REBINT 56 %
w~LET,

(Cisco Controller) > config ap mgmtuser add username acd password Arc_1234 secret Mid 45
all

configa<v > K :a~i .
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. config ap mgmtuser delete

config ap mgmtuser delete

BEDT 7EARL L MRary ha—5D 7 a—L 7 L7 oy V&2 ERT 5 X5 IS
9 5IZ1L. config ap mgmtuser delete 2~ > NZfEH L £ T,

config ap mgmtuser delete cisco_ap

BX DA cisco_ap 7 r A FEA L b,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

WIWZ, TOIRARALA L NI LT ooy L 2HIRT 02 R LET,

(Cisco Controller) > config ap mgmtuser delete cisco_apl

configa<v > K :a~i
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config ap mode .

config ap mode

{#@%1 @ Cisco Lightweight 7 7 7 2 iR A > h @D CiscoWLCBIEA T > a v 2K E T 5IZ1%,. config
apmode 2~ R&EfHLET,

config ap mode {bridge | flexconnect sensor submode {none | wips} | local submode
{none | wips} | reap | rogue | sniffer | se-connect | monitor submode {none |
wips} |} cisco_ap
BX DA bridge Lightweight 7 7 Z A KA bbb A v a7
JRARA N (FTYwPE—K) ITEHBL
*9,
flexconnect 7 7 & A JRA kT FlexConnect ©— F%H

L ET,

local BHNA Y2 T I7EARAL N (MAP £7-
IZRAP) 7> nonmesh Lightweight 7 7 & A 78
A b (m—=HE—FK) IZEHBLET,

reap TIRBARA LV ITIE— T TR
RAV N E—FREAIZLET,

rogue TIBARA Y NTHBRORIERT 72 A R
A hoBHE—RZEICLET,

sniffer TIRBARA LV N CERA=T7 7 T— N4
Mz LET,

se-connect TV ARNAL RN TFlex+ 7V vy E— K%
Bz LET,

flex-+bridge 7 7 A KA kT Spectrum Expert & — K%
AL ET,

submode EE) 77EA KA FTwWIPS 7% —
RZRE LET,

none T EA KA R TwWIPS ST LET,

wips TIEAKRA L NTWIPS T E— REHL)
WZLET,

sensor Cisco AP D ¥ — T— REHLET,

cisco_ap Cisco Lightweight 7 7 £ 2 ARA > kD4 Hil,

configa<v > K :a~i .
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. config ap mode

ARVYRFILL BT

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDYU U—R

THAShE L,

FERLEOHA KSq4y A=77F—FE TOF¥ XNV LEDIT TAT 2 FInTXTO/NT y & BfF L, Airopeek
HEFEITTDHVE—F v~ U RETOMOY R — bRy N TFIAY VT v =TI
BEELET, ZNICE, XA LRAZ T GEHRE, Rry b YA X EOBERPEENE
7,

Wiz, 7V EF—RTTI7EBARNA L FAPI EHETH LIz b —TF %%
ETHH%RLET,

(Cisco Controller) > config ap mode bridge AP91

Wiz, a— ) ET—RTTI7EBARAL L FAPOL LIEETH LIz e —TF %%
ETHHERLET,

(Cisco Controller) > config ap mode local AP0l

wiZ, VE—F A7 42 (REAP) E— RTT7 27 A RA L APIl LBIETDH LD
Zay he—J5RETHHERLET,

(Cisco Controller) > config ap mode flexconnect AP91

WIZ, ABRORIERT 7 EBARA L FORME—RNTT Z7®A KA~ AP L iEfF
THEICar b —TERETHHERLET,

(Cisco Controller) > config ap mode rogue AP91

WIZ, B A=T 7 F—RTT 7 EBRARAS L FAPR CWETH L HICarytun—F
ERETHHIERLET,

(Cisco Controller) > config ap mode sniffer AP02
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config ap module3g .

config ap module3g

Cisco Universal Small Cell (USC) 8x18 7 = 7 /L E— K £V 2 — /L &K ET HITIL, config ap
module3g =~ REMHH L £,

config ap module3g {enable | disable} ap-name

BX DA enable }57F L7~ Cisco AP T CiscoUSC 8x18 T = 7 /L E— K EV a— a2 G LET,

disable f57Z L 7= Cisco AP T Cisco USC 8x18 ¥ = 7 /L E— R EV 2 — LA L E T,

ap-name Cisco AP D4 Fil,

GE) U J—Z 8.1 TIL. Cisco Aironet 36001 38 L TN 37001 AP DA HR— K &

NTWET,
ARV R FTALR AKT
vy RERE )— ZEEAS
Z
8.1 Zoavy RREAINE LR,

EALDHA KS4> 24GHz D Wi-Fi & 3G/AGEV 2 —VERNIT DL, EFEOBERRREINDIGEND Y £
j_ﬂo

WAZ, my-ap &9 Cisco AP T Cisco USC 8x18 7 = 7 /b &— K TV 2 — /L EHHIC
THH 2R LET,

(Cisco Controller) >config ap module3g enable my-ap
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config ap monitor-mode

configav > R:a~i |

Cisco Lightweight 7 7 ¥ A ARA o b F v RO b 25 E S 2 IZIE. config ap monitor-mode

o< REFHLET,

config ap monitor-mode {802.11b fast-channel | no-optimization | tracking-opt |

wips-optimized} cisco _ap

X nEiHA 802.11b fast-channel

B — R 7 72 A RA 2 MK LT802.11b
AXY L FYRrLERELET,

no-optimization

TIREARA L MK LTTF ¥R A%y
OfEbEITR N L E2EELE T,

tracking-opt

TIRARAL L MK LTI X 7Nk
WENE=F v 2L A% U EANZLET,

wips-optimized

T 7R A RA 2 MR LT wiPS A b S
NizFx¥x Ax vy U E2HBLET,

cisco_ap

Cisco Lightweight 7 27 & A iRA > ks D47,

ATV RFI4LE RL

vy RERE )1yy—=

EEAR

7.6

Zoa<wy Rk, VY —RT6LETOY U —=
TEAINE L,

WRIZ, 7 78R KA K AP0l IZ Cisco wireless Intrusion Prevention System (wIPS)

E— FERET L0 2R LET,

(Cisco Controller) > config ap monitor-mode wips-optimized APO1
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config ap name .

config ap name

Cisco Lightweight 7 7 & A2 RA > b DA FTZZEE T 5IZ1E. config ap name =~ R&fE A L
e

config ap name new_name old name

WX D5 new_name Cisco Lightweight 7 7 & % 71 > k O# L1\
44 Hil,

old_name Cisco Lightweight 7 7 & A 81 > F DBIED
4w,

aATYRFIHLE AL

2wy REE yy—2 RENE
7.6 Zoa<wy Rk, VYU—RT6LEIDY U —2A

THAShE L,

WIZ, 778 ARAL FNOLHTE APL 72D AP2 ICEET 50 %R LET,

(Cisco Controller) > config ap name APl AP2

configa<v > K :a~i .
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configav > R:a~i |

config ap packet-dump

TIRARA L NONRT Y b Fx T Fx NI A—ZERET HITIL, config ap packet-dump
avy REEHLET,

config ap packet-dump {buffer-size Size in KB| capture-time Time in Min| ftp serverip I[P _addr

path path username usernamepassword password

Length_in_Bytes}

config ap packet-dump classifier { {arp |
management | multicast }
{enable | disable} }

udp {enable |

| start MAC address Cisco AP | stop | truncate

data | dotlx | iapp | ip |

| tcp {enable | disable | port TCP_Port
port UDP_Port {enable | disable}}}

BX DA

buffer-size

TIERARA Y NIy b
XY T TFXYDONNY Ty AKX
EHRELET,

Size _in KB

Ny T77DH AR, FRETE
HEIPHIZ 1024 ~ 4096 KB T
TO

capture-time

NTry b FXTFXDOLA
~—EERELET,

Time_in_Min

Ky b R TFwDIA
~—{E, #HIX 1~ 60T
ﬁ‘o

ftp Ny b F X T F v OFTP /S
TA—BEHRELET,

serverip FTP #— " ZRE L £,

IP addr FTP #— XD IP 7 RV AT
j—o

path path FTP #— "D/ A ZfRE L E

‘j—o

username user 1D

FTP — NHDO o — Y4 2 3%
Hﬂiﬂbi—a—o

password password

FTP — DR U — %
RELET,

start

TITBRARAY RNy
kN Fv T 2BELE T,
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config ap packet-dump .

MAC address

Nry b F¥XYFDT T4
T FDOMACT KL A,

Cisco AP Cisco 77 A KRA LV MDA
ﬁﬁo

stop TIRARA L ENENT Y
MY T T Y eI LET,

truncate N7y N Fy STF oo

Ty MEREOR SO &
Ti‘d‘o

Length_in_Bytes

HETHOr Y FOFE
=, #PEE 20 ~ 1500 T,

classifier

Ty b ¥ TTF v O T
HRERELET, ¥v 7
FARMRETDHMEDH H /N
oy NDOXATERIEETE E
R

arp

ARP X7y Xy 7T ¥ L
ij‘o

enable

ARP, 7E— K& ¥ & |,
802.11 fillf#1, 802.11 77— 4
dotlx, Inter Access Point
Protocol (IAPP) . IP, 802.11
s Gl e P B SR G
Ty bDOX Y TTF v AR
WZLET,

disable

ARP, 77— K& ¥ A b,
802.11 1, 802.11 ¥ —4 .
dotlx, IAPP, IP, 802.11 &
B2l s e A 2 B S Gl NIAN
7y DX ¥ TF ¥ BT
LET,

broadcast

Tu— KXy AN ATy MR
Fr7Fr LET,

control

802.11 ﬁa‘”'?ﬁl]/\ob"\y ]\%3’\,)(7"
F¥ LET,

data

802.11 ¥ —X /Nrv haFy
TFx¥ LET,
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configav > R:a~i |

dotlx dotlx N7y FaF ¥ 7F ¥ L
£,

iapp IAPP N7 > ha% v 7 F ¥ L
iﬁ—o

ip P 7y haedx7F v LE
7

management 802.11 HEENRr v Mk v 7
Fx¥ LET,

multicast vILFXF ¥ AR Xy &
Xx 7 F¥ LET,

tep TCP 7y bad¥ 7F ¥ L
iﬁ‘o

TCP_Port TCP AR— &, AR HiPH
X1~ 65535 C7,

udp TCP 7w baFkx 7F ¥ L
£,

UDP_Port UDP R— &5, AN/ HiPH
%1~ 65535 TF,

ftp R b F ¥ TF X D FTP /3
TA—LERELET,

server_ip FTP #— "D IP 7 FL %,

avY R FI4ILk

TI7 4N EDONRy T 7 YA XL2MB TY, T 74/ bOX v 7 F I 10 50 TI,

avwy FERE

)1)—=x TEAR

7.6 Zoa<wy Rk, VY —RT6LETOY U —2
TEAINE L,

8.0 Zoa~r Rk, IPvd L IPV6 Dl T OT KL
AR EZYR—FLET,

8.8 ZOa< RiL. Cisco Wave 2 AP TlixH¥ AR —

FENTWER A, FHERIIZDOWTIE,
CSCvj19314 ZZ ML T 2E W,

FEREDHA KS4M4 Y

arvhe—Je—I I, Ny b R T 3R L EE AL
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj19314

| configaw K :a~i

config ap packet-dump .

Ay hr—=J T, E—arRrun—T0IRERE BT 7 — Ly =TIEREh, T
ARA LV MIPBLEGFEINTAT Yy haX Y 7T v LEFA, Tx NATER KT A A\ Z s
Ly N2 Fxy 7 F v SvET,

config ap packet-dump start =~ > REZfEH LT, 778X RA L Mo ry b Fxy 7 Fy
MG LET, Ny M ¥ T TFx e TLE, Ak —TX JIAT U RRT VY
T— FNEINBDT 7 EA KA MZ Control and Provisioning of Wireless Access Points (CAPWAP)
AyvE—VEFEEL, Ny b aFY T F Y LET, Ty b vy TTF v 2AT HH1C,
FIPH—RZHEL, VIAT Y IR T IV EARALA L MIT VP — FENTWARLENRH Y
T, VIAT VIR T I EBARALA L MIT VYT —FENTWRWES, T7EBA RA
N DOARTEIEET HERH Y £,

ZDawy R, IPvd & IPv6 Dl HFDT FL AKX ESH R —FLET,
WIZ, TIRARALA IRy Ny 7 F ¥ 2BET 502 R~ LET,

(Cisco Controller) >config ap packet-dump start 00:0d:28:£4:c0:45 APl

WIZ, 77 BRARA L bG8 HIH ATy Medy 7 F v T 502" L ET,

(Cisco Controller) >config ap packet-dump classifier control enable
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. config ap port

config ap port

ST 7B A RA L NOFR— N ERET HIZIX, configap port 2~ REEHLET,

config ap port MAC port
HX D5 MAC SNERT 7 A RA L DO MAC T KL A,
port WERT 7B A A v NET 7 AT H A~ K
%5
AvYRFI4LE L

7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

Wiz, AT 72 A RAL 2 FOMACT RLUADKR— NEHRETHH &2~ LET,

(Cisco Controller) > config ap port 12:12:12:12:12:12 20

. configa<v > K :a~i
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config ap power injector

config ap power injector .

TIEARALA L NONRY— A0V H AT — M iET ST, config ap power injector

avy R LET,

config ap power injector {enable | disable}

{cisco_ap | all} {installed | override |

switch MAC'}
XD EREA enable TIRARALA L DRI — ATV H R

T—hEAHITLET,

disable TIVARAL NONRT— T2 H A
T— MEEHZLET,

cisco_ap Cisco Lightweight 7 7 & A 7RA > k D4 Hil,

all oy hr—ZTER S V723X T D Cisco
Lightweight 7 7 & 2 A > M & RE L £,

installed NI —=A P27 ZIPRRBEINTZBUED AL v
FR—FDMAC 7 FLAZBRHLET,

override LBEMTF 2y 7 EHEEZL, NU—A V=
7 BWENCA VA P— A ERTND 2 L &R
L LET,

switch_ MAC NRU— AV I EPRESNIEAL v T

R—=FrDMACT FL &,

)

GE)  APHEMal F—U—FT
R&ZFFD AP I L E T,

BE STV DA, all access points DA X all &) F—T —

aRVRFILLE L

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIU—RT76LRIDU U—R

THAShE L,

WIZ, TR_RTODT IV EARAL L ORI — (LD B AT — NEBINT A%

%Li‘é‘o

(Cisco Controller) > config ap power injector enable all 12:12:12:12:12:12
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config ap power pre-standard

configav > R:a~i |

TIHEARA L MTHLTA L TA 2 N —ERDO LA ADFTATIRERA A v F AT — & f
NETITIENZ T B ITIL. config ap power pre-standard =~ > K& L £7,

config ap power pre-standard {enable | disable} cisco ap

EX DA enable

TIEARA L MIHLTA v FA v 80—
HEHROLV A ADTATEEAL v F AT — M &
A LET,

disable

TIRARA L MR LTA T A 8T —
PO > 2 3 DRATHEEA L v F 27— b &
I LET,

cisco_ap

Cisco Lightweight 7 7 & A 784 > F D4 i,

ARVEFIANRE T AT

av Yy FERE Jjyy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETDOY U —2A

TEAINE L,

WIZ, TIZEARA L FAPRIZHTLTA VT A v NU—EHD > R aDIefTiEE R

A v F 2T — hEAEDT HHIE7 LET,

(Cisco Controller) > config ap power pre-standard enable AP02
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| configaw K :a~i

config ap preferred-mode .

config ap preferred-mode

BT — RE2%ET 51T, config ap preferred-mode =~ > RA&fEH L £,

config appreferred-mode {ipv4 | ipv6|any} {AP name | Ap-group name | all }

BX DA

ipv4 IPv4 Z T — RICRELET,
ipvé6 IPv6 Z BT — RIZRELE T
any any B E— FIZRELE T,
AP_name AP IZHEEE— FERELET,

e

Ap-group_name AP Z)L—T DA L N— BT — RERELET,

all FTRTO AP ITBEE—RFERELET,
ATV RFIHLE AL
av Y FERE 1)y—2 EERNE
8.0 Zoawy RPREAINE Lz, IPv4 & IPv6

DG RFR—FENTWET,

£l
Iz, Lightweight 77 = A 7RA > b AP1 2% L C IPv6 T — ISR ET 561 %
~LET,

(Cisco Controller) >config ap preferred-mode ipvé APl

configa<v > K :a~i .
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. config ap primary-base

config ap primary-base

Cisco Lightweight 7 7 £ A R4 > h D7 Z A~ U Cisco WLC Z & ET HIZIX, config ap
primary-base =~ > K& L 7,

config ap primary-base controller name Cisco AP [controller ip address]

B DB

i
&

controller_name Cisco WLC D4 i,

Cisco_ AP

Cisco Lightweight 7 7 & 2 7RA » R4,

controller_ip_address (EE) 77BvANRA L bOBERLEEY T 4
TN—=T DNy 7T v T arta—7
MHEE SN TWDHEIE, 774V, D
YHEY R3Sy ) 2y br—=J0OIP
T RUVAZRRET 2HLERH Y £,

(6=3)) OfficeExtend 7 7 £ A " A > F D
BlE, arhbe—JiZx L4 &
IP7 RV ADW T2 ANTTT 2 EE)
bV EF, ALgne, 772
RA LV MI=ar br—7 (T join TE
FHA,

ARV FIALE AL

avy FERE 1)1y —= EEHNE

7.6 Zoa<y Rk, VU —RT6LEIDY U —2A

THAShZE L,

8.0 Zoa<xr Rk, IPvd L IPV6 Dl ST DT KL

2R AR —FLET,

FEEEDHA K54 > Cisco Lightweight 77 ¥ X RA > M, TXTORy MUY —=7#(EIZEHL T, BLOAN—F
=7 Uty FARAELIEEIZ, Cisco WLC & BE T b ET,

OfficeExtend 77 E A IRA > M, 2> hr—F & AT 57201k 7e— R¥ ¥ X
F2ITEER (OTAP) M7 o A& L £ A, OfficeExtend 77 & A A o MMIRE S
Nz be—JIR0ERLEY ET570D, 1 2FR3EEO=a b e—TF %R ET D4
ERH 7,

ZDawy R, IPvd & IPv6 Dl HFDT FL AKX AR —FLET,

I, Cisco AP DT 7B A RA L DT T A<V Cisco WLCIPv4 7 R L A Z & ET
L& R LUET,
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| configaw K :a~i
config ap primary-base .

(Cisco Controller) > config ap primary-base SW_1 AP2 10.0.0.0

I, Cisco AP DT 7B A RA L DT T A<V Cisco WLCIPV6 7 R L A Z & ET
LH &R LUET,

(Cisco Controller) > config ap primary-base SW_1 AP2 2001:DB8:0:1::1

BEavy K show ap config general
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. config ap priority

config ap priority

TIRHARA Y MBREZEID B TTay br—7 OREERAEZRICEVIE TR BRI
W TT 7 'R RA L FNOBRILZAT 5121, config ap priority 2~ > RZHEH L £7,

config ap priority {1 | 2| 3 | 4} cisco ap

XD 1 IEEESCE 24 E LE T,
2 PRI 2R E L £,
3 WTITAXV T 4 BRELET,
4 B (2 VT4 hn) OBEERZEELET,
cisco_ap Cisco Lightweight 7 7 & &2 &A1 R4,

ARV R FI4AL 1 IROESRE,

avy FERE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

FREDHA KSqy 7=—A—="=ORUTIE, BEELZTDLERANOTXTOT 7B RAFRA 2 b2 HEEET D
DI A= BN 7T 7 ay ba—JIFE LRWGEAIC, RWMEREDT 7 &R
FAL PRV ERWMEELREEDT 78 A RA V EBBEISNET (ZIUKMBRWVBEEDT 7 &R
RA L NEEEWMZ D55 Tho THEERTT) o

WIZ, T78ARA L N APRIELEZE D Y CCTay o —T7 DEERAEZICH
FRHMBEE I ZE VY CHRZ LIk -oT, 778 A RSV MEFHRIETAH2 R~ LE
7,

(Cisco Controller) > config ap priority 3 AP02
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config ap reporting-period .

config ap reporting-period

Cisco Lightweight 77 £ 2 R4 > F & Ut v 3 %5IZ1%. config ap reporting-period =~ > |
ZEHLET,

config ap reporting-period period

X DERHA period 10 ~ 120 B> > IR,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, ROICT 7 BARAL N LAR—FRIZ U By FT 502 R LET,

> config ap reporting-period 120

configa<v > K :a~i .
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. config ap reset

config ap reset

Cisco Lightweight 727 A R4 > F & Ut v b3 25I21%, configap reset =~ RZfEH L E
ED

config ap reset cisco_ap

BX DA cisco_ap Cisco Lightweight 7 7 & 2 7R A > M4,

ATV RFIFLE AL

2wy REE y1y—2 KENE
7.6 Zoa<wy RiE, V) —=RT76LREIDOY ) —=A

THAShE L,

RIZ, T72RARA b)Y FT5812RLET,

(Cisco Controller) > config ap reset AP2
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config ap retransmit interval .

config ap retransmit interval

T 7R RA N THIEIN T > hOFIEERREAZ R ET 521X, config ap retransmit interval
av s REEHLET,

config ap retransmit interval seconds {all | cisco _ap}

TR seconds 2~5F®D AP N7 > FOFEGFEF A LT
72
all FTRTOT7 78R KRS bERELET,
cisco_ap Cisco Lightweight 7 7 & &2 AR A "4,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShE L,

WIZ, T_XTOT 7 BARA » POFEEOMEEZ 7 v — IVZERET D612~ LT
ﬁ-o

(Cisco Controller) > config ap retransmit interval 4 all

configa<v > K :a~i .
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. config ap retransmit count

config ap retransmit count

7B ARA L NTHIAEI Sy N OFEERFAZRET 521, config ap retransmit count =
~v Rz LET,

config ap retransmit count count {all | cisco ap}

BX DA count STy S EIEE SR DR, #FIE 3
~ 8 -(‘\j—o
all FTRTOT7 78R KRS bERELET,
cisco_ap Cisco Lightweight 7 7 & &2 A" A R4,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THAShFE L,

WIS, FFEDT 7 A RA v NI 5 HEEORATRREZRET D0 2r L E
ﬁ-o

(Cisco Controller) > config ap retransmit count 6 cisco_ap
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config ap role .

config ap role

Avva Fy NIT—=TNDOT 7EAKRASL Y hOa—/VERET DI, config ap role =~ >
REFEHLET,

config ap role {rootAP | meshAP} cisco ap

X NN rootAP N—K~T7EAFRALL M (RAP) L L TR
VaTIlRvRARL L FERELET,

meshAP Aya T 7EARALAL N (MAP) & LT
Ay a T IRBARLA Y PERELET,

cisco_ap Cisco Lightweight 7 7 & 2 7R A >k D4 i,

ATV R FI4)  meshAPEZ{EH L CTEINZTLHZLNTEET,

2wy REE yy—2 RENE
7.6 Zoa<wry Rk, VU—RXT76LEIOY Y —X

THAShE L,

EELEDOHA KS4Y T7EARA L bTay hr—J 0% UTEREERFET 555515 meshAP ¥ — 17U — K|
TIREARA L NTay ba—JIZ% L CAHBER N GTIET 5255 1X rootAP ¥ — U — K%
HLET, APOR—LEEFTTLE, AP FHE#HL ET,

WIZ, V=TI EBARSLS L FELTAY a2 TIZREARAS L N APO2 2F6ET 5
Bz R L £,

(Cisco Controller) > config ap role rootAP AP02
Changing the AP's role will cause the AP to reboot.
Are you sure you want to continue? (y/n)
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. config ap rst-button

config ap rst-button
T BARA L MO Reset R F U EFHET HIZIX, configap rst-button =~ > R&HH L E 7,

config ap rst-button {enable | disable} cisco ap

ST ERBA enable T 72 A KA L RO Reset RH EHH L
i—g—o
disable TR RA L RO Reset AN F v &M L
£7,
cisco_ap Cisco Lightweight 7 7 & A 7RA > k D4 i,

ATV RFI4ALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, VIY—RT76LRIDYU U—R

THAShFE L,

WIZ, T7E8ABRAL N APO3 D Reset R A/ ET AH 2R LET,

(Cisco Controller) > config ap rst-button enable APO03

. configa<v > K :a~i



| configaw K :a~i

config ap secondary-base .

config ap secondary-base

Cisco Lightweight 7 7 2 A RA » D& J 4 U Cisco WLC &R ET 511X,

config ap
secondary-base =~ RZ{EH L £,

config ap secondary-base Controller name Cisco AP [Controller IP_address]

B DEREA controller_name Cisco WLC D4 A,

Cisco AP Cisco Lightweight 7 7 & A2 &RA > ~ 4,

Controller IP_address (EE) . 778X RA 2 FoERwEEEY

T4 TN—T OIS > 7T 7 CiscoWLC
NDEEINTWDEEAE, 774~ 0, &
VHEY . FT2EZ— % U CiscoWLC DIP T
RUAZRETDHERH Y 7,

(6=3)) OfficeExtend 7 7 &£ 2 " A > F D
A%, Cisco WLC 1Zxf L T4 i & 1P
T RV ADW T2 AT D 0HER &
DET, AL7enwek, 778 AR
4 > MEZ ® Cisco WLC |Z join TX

FH A,
aATYRFI4LE AL
Qv Y REE yy—2 RENE
7.6 Zoa<y Rk, VU—RT6LEIDY U —2A
TEAINE L,
8.0

Zoa<xr Rk, IPvd L IPv6 Dl T OT KL
AR EZYR—FLET,

FEEEDHA K54 > Cisco Lightweight 77 ¥ X RA > M, TXTORy MUY —=Z7#EIZEHL T, BLUOAN—F
=7 Uty FAFAELIEEIZ, Cisco WLC & BEH T b ET,

OfficeExtend 7 7 & 2 IR A > Mi&. Cisco WLC Z RO A7l —xR 7 e — RE¥x ¥y A %
7213 R (OTAP) il 7 uv A& L £ A, OfficeExtend 77 & A RA v MIRESH
7~ CiscoWLC I T8 L L 9 L5770, 1 DFE I3 D CiscoWLC R ET HHLERH
D ET,

ZDawy R, IPvd & IPv6 Dl HFDT FL AKX ESHR—FLET,

Wiz, T7®8ARAL L hDEHF D Cisco WLC 2R TT D 2R LET,

configa<v > K :a~i .



configav > R:a~i |

. config ap secondary-base

(Cisco Controller) > config ap secondary-base SW_1 AP2 10.0.0.0

I, Cisco AP DT 7B A RA L DT T A<V Cisco WLCIPV6 7 R L A Z & ET
L &R LUET,

(Cisco Controller) > config ap secondary-base SW_1 AP2 2001:DB8:0:1::1

BEavy K show ap config general
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config ap slub-debug .

config ap slub-debug

TIEARA L NTDslub 7 /3y 7 &R ET HITIX, config ap slub-debug =~ > K& H L
£

N

GE)
config ap slub-debug {sanity | red-zoning | poisoning | user-tracking | disable} cisco ap
| all
X DA sanity Rt slub 7Ny 7 E— REHELET,
red-zoning Ly R —AbslubT N> 7 E— REHE L
ij‘o
poisoning RAR= T slub TNy 7 E— RERELE
—a—o
user-tracking =Y F T vF T slubT Ny 7 E— REiX
ELET,
disable slub 7 /3y 7B — REHIZ L ET,
cisco_ap Cisco Lightweight 77 £ 2 "1 » N4,
all T _XTDCisco 7T 7 BARA > MIEAESN
ES AN
avURFIALE L
av Yy FERE 1)) —2 EERNRE
8.2.160.0 Zoavwy RPREAINE L,

FEREDHA K54 AMWEDRD5EE 1T slub 78y ZHEREDE— R2 810 B 2 255813, Cisco AP 23 i
HLET,

WIZ, TP Cisco AP Tslub T3y 7T 50 %2R LET,

(Cisco Controller) >config ap slub-debug disable all

Changing the AP's slub debug mode will cause the AP to reboot.
Are you sure you want to continue? (y/n) n
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. config ap slub-debug

Slub debug mode not changed!
(Cisco Controller) >

. configa<v > K :a~i
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config ap sniff .

config ap sniff

TIRARAL Y NCA=T 4 o T HNE 21T T 5I21E, config ap sniff =~ > K& i
ALET,

config ap sniff {802.11a | 802.11b} {enable channel server ip | disable} cisco_ap

=3 4B 802.11a 802.11a % v NV —Z7 ZfFELE7,

802.11b 802.11b x> hU—Z ZfEE L £,

enable TIVBARAL NTARAZT 4 T HAFNZL
\iﬁ—o

channel A=T 7 XHBRTF ¥ R,

server_ip Omnipeek, Airopeek, AirMagnet, F721%
Wireshark #3{74 2V E—h w0 DIP T
F‘ [/Xo

disable TIEARLA L NTCAZT 4 T HEETL
ij‘o

cisco_ap AT 7 E LTRESINTZT 7B ARA Vb,

AYVRFIHLE TERAI6

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, VU—RX76LEIOY Y —X

THAShE L,

FEREDHA KSAY T7EARLA L P TA=T 4 VTN > TCODEE, £0O7 782 KA M
ESNTTF ¥ RNVTREEFOA=T 4 T ERABLET, TXTONT v MRG0,
Omnipeek, Airopeek, AirMagnet, F 7213 Wireshark ¥ 7 b7 =7 #E4TL TW\WH U E—h 23
Bo—ZITIESNET, U, FALRZ T FERE, N7y b A X EOfFR
WEENET,
TIEARA L FaA=T7 7 L LTHEESE DI, 20T 7 8ARA Y MREF LTy
M, ERRWNTRIONRTy 8 T FIAFEZETLTCNDVE— b avEa—FRZETE
HEICEHELTBSMLENDHY £9°, Airopeek DA A F—Lf%, RO dll 77 A V%
Airopeek 3 A A b — /L ENTWBEATNIC 2 —1LFE7,

« socket.dll 7 7 A /L% Plug-ins 7 # /L X (22t — L %3 (C:\Program
Files\WildPackets\AiroPeek\Plugins 72 &)
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. config ap sniff

« socketres.dll 7 7 A /L% PluginRes 7 # /L Z (22— L £¢ (C:\Program
Files\WildPackets\AiroPeek\ 1033\PluginRes 7 &)

WIZ, 802.11a T VA RA Y NTDA=T 4> 7% 754~V Cisco WLC 7> FHZ)
T A E R LET,

(Cisco Controller) > config ap sniff 8021la enable 23 11.22.44.55 APO1

. configa<v > K :a~i
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config ap ssh

LET,

config ap ssh

config ap ssh .

7 7% A A kT Secure Shell (SSH) #ft 4 22T 5IZiX. configapssh =~ > R& M

{enable | disable | default} cisco ap | all

EXX DA enable TR ARA L T SSH R EAMILE
j—o
disable T 7B A RA L hTSSH kA BT LE
R
default TI7RARA L NOFFEDSSHXER 7 10—
NV SSHRECE XML ET,
cisco_ap Cisco Lightweight 7 7 £ 2 AR A 7 4,
all TRTOT IV ERARAL L R,
ATV RFI4LE RL
av Y FER Jiy—=x EENAE
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

FEREDHA FS14 Y

7T Uty FORAE LA

Cisco Lightweight 77 £ A KA > ME, T XTOXy NU—ZEIEIZE LT, BLON—F
. CiscoVA YL ALAN @ hr—7 LRI HALET,

Wiz, 77 %A KA b Cisco_ap2 T SSH Bt 2 H NI D6 & R LET,

> config ap ssh enable cisco_ap2
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. config ap static-ip

config ap static-ip

Cisco Lightweight 77 € A " A > b OFFHIIP 7 R L A& ET HIZIL. config ap static-ip =~
YREMALES,

config ap static-ip {enable Cisco AP AP IP addr IP netmask /prefix_length gateway | disable
Cisco AP| add {domain {Cisco AP | all} domain name | nameserver {Cisco AP | all}
nameserver-ip} | delete {domain | nameserver} {Cisco AP | all}}

X DA enable Cisco Lightweight 77 & 2 KA >k OFH) IP
T RVAEAILET,

disable Cisco Lightweight 7 7 & & 7R A > k OFAY IP
T RUVAZBENLES, TO%GH. 77k
A RA Y MIDHCP ZfEHLTIP T RLX

RS LET,

Cisco AP Cisco Lightweight 7 7 & 2 iRA > h 44,

AP_IP_addr Cisco Lightweight 7 7 & A "A > kD IP 7 K
LA,

IP_netmask/prefix_length Cisco Lightweight 77 & A "4 > D% v b
U—J <A77,

gateway Cisco Lightweight 7 7 - Z A /KA > h F— h U =
ADIPT KL A,

add RA A FIZDNS —_ZBML £,

domain BEDOT 7E®ARNA L NERITTRTOT 2
BARAS DB TD FAL CEHFRELET,

all TRTOT V'R RAV FERELET,

domain_name RAAL 4 ZEELET,

nameserver BEDT IEBARA Y FEFIZTRTOT 7

v R HRA L FODNS fRREEHALTCar b
2—J%BRHTE5 K5 DNSH—EHEL

=7
nameserver-ip DNS +— XD IP 7 KL &,
delete RAA > ETZITDNS =2 HIER L £,
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\}

config ap static-ip .

G¥)

AP HRDY all ¥ — 7 — R TaEINTWHYA . all access points DAL all £V H F—T —
RZFFD AP 1T L ET,

ARVEFIAAL AL
2wy REE y1y—2 RENE
7.6 Zoa<wy R, VY —RT76LETIOY Y —2
THEAINE L
8.0 Zoa~xr Rk, IPvd L IPv6 Dl T OT KL

FREDHA KS14 Y

2R e AR—FLET,

HHIIP T RLART 7B ARA » MZERESN TWAEEAIEL. DNSH—RNET 7B AR A
KRBT ARAALVEBELRWVEY ., 778 ARA Y MIRAAL Y F—2 A5 5 (DNS)
fRR AR L Car be—J 2R TEEHA,

IPV6 7 RLA, V74 v 7 AR, BIOIPV6 7Y — T =A T RLAD EANTLHE, T2
T A RA 2 FNHIZ CAPWAP F o R ADNFEEILET, APOIP T FLAEZER TS5 L, AP
DGR ESNET, TV EBEARLS U hDay ha—F ~OFH%,. FAA L IPv6DNS
P—EREATITEET,

ZDawy R, IPvd & IPv6 Dl HFDT FL AKX EHR—FLET,
WIZ, TI7EBARA Y NOBHHIP T FLAZHRTET A6 2R LUET,

(Cisco Controller) >config ap static-ip enable AP2 209.165.200.225 255.255.255.0
209.165.200.254

WIZ, TI7®ARA Y SO IPV6e 7 RLAZHRET HHIZ R LET,

(Cisco Controller) > config ap static-ip enable AP2 2001:DB8:0:1::1

show ap config general
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config ap stats-timer

Cisco Lightweight 7 7 = A 7RA > k7 Cisco V4 ¥ LA LAN 21> k 12— 7|2 DOTII #aHE#H
ZEET HIERE (RPHAL) ZFXET HITIX. config ap stats-timer =~ > R&fEH L £,

config ap stats-timer period cisco_ap

B DEREA

AU R TIFIE

period 0~ 65535 D] (HUL) . BrOEEEE
ToHE, FA~T—NEDT/D FT,

cisco_ap Cisco Lightweight 7 7 & A "1 > b,

774 MEZ 0 (ELNKRE) T,

avy FERE

HEREDAA K1Y

)1)—2=R TEAR
7.6 Zoa=wy RiE, VU—RXT76LHEIDY Y —2A

TEAINE L,

fi£ 0 1%, Cisco Lightweight 727 & A 7RA > 728 DOT11 #atHEREZBE LRV L 2BER L F
T, ZOXA~—ITIT0~65535 & FETE £J, CiscoLightweight 7 7 & X AR A | % 1
ML TD, ZOMEERET DLERH Y F7,

WIZ, T7®ARAL N AP2 T, HitEM ¥ A ~—% 600 IZRET DH &2~ LE
j_ﬂo

(Cisco Controller) > config ap stats-timer 600 AP2
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| configaw K :a~i

config ap syslog host global .

config ap syslog host global

L bR —=FREAEEINTWDET 7B A RA 2 b T _TDO T a— 3L syslog — &7 ET
%121, config ap syslog host global =1~ > RZ L F9°,

config ap syslog host global ip_address

WX DA ip_address syslog ¥— 30 [Pv4/IPv6 7 KL %,

ATV R FI4), syslog = D IPv4 7 R L ADT 7 /L MHIX 255.255.255.255 T7,

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A
THEAIIE L,
8.0 Zoa<y Rk, IPvd L IPv6 Dl ST DT KL

AR E IR —FLET,

EELEDHA KSAY 774V ETHE TRTOT 7 EA RS FD T m—rUb syslog —/NIP 7 R LA
255.255.255.255 C9, 22> ha—7 L0 syslog V—"ZFHETDHHNT, T 7 BA KA bR
DY —N"NEEET LY TRy MIT 7 BEATELZ 2R LET, 2O T Xy NMIT 7
TATERWES, 77E8A KA Mdsyslog A v E—VEEEFETEEHA,

ZDawy R, IPvd & IPv6 Ol HFDT FL AKX ES R —FLET,

WIZ, IPV4 7T RLAZFEHLTTRXTOT 7 A KA > MZZ v —r3L syslog H—/N
i ET DBl R LET,

(Cisco Controller) > config ap syslog host global 255.255.255.255

WIZ, IPV6 7 RLAZMEH L TTRTDOT 7 EA KA MTZ v—r3Ubgyslog H—3
ERET DB R LET,

(Cisco Controller) > config ap syslog host global 2001:9:10:56::100
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. config ap syslog host specific

config ap syslog host specific

YEDT 7B A RA 2 D syslog V— "ERHET DHITIE
REfEHLET,

. config ap syslog host specific =~ 2~

config ap syslog host specific ap _nameip address

BX DA ap_name Cisco Lightweight 7 7 = A 7R A > |,

ip_address syslog % — 30 IPv4/IPv6 7 K L &,

ATV RFI4IR syslog =D IP 7 KL ZADT 7 4/ MEIE 0.0.0.0 T,

avwy FERE Jy—x FENE

7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

Zoa~< Rk, IPvd L IPV6 Dl T OT KL
AR EYR—FLET,

8.0

FEREDHA KS4y 774NV ETIE &7 78X RA 2 D syslog U —/3IP 7 KL 213 0.0.0.0 T, ZIUTER
= NMEESNTNWRNWZ EEZRLTWET, ZOT 74V MaZBERTLE, Zr— 3L
TR ARA L Fsyslog—"DIPT RLART V7 EBARA L M T v E8NET,

Zoa<r RiE, IPvd L IPv6e DEFOT L AR ZHR—FLET,
WIZ, Syslog V—_"ERET HHIZRLET,

(Cisco Controller) >config ap syslog host specific 0.0.0.0

WA, IPv6 7 R L R A L CHED AP IC syslog H— &3 T 2557 L £ 3

(Cisco Controller) > config ap syslog host specific AP3600 2001:9:10:56::100
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config ap tcp-mss-adjust

FEDT 7R RA Y FNEITTRTOT VA KRA L P TTCP e KE T AV b A X
(MSS) ZHZhE I3 M2 T 5121, config ap tep-mss-adjust 2~ > R&EEH L £,

config ap tcp-mss-adjust .

config ap tcp-mss-adjust {enable | disable} {cisco ap | all} size

BXDEREA

)

enable TIRARA L NTCTCP IR RKEZ A bW
A REHMZLET,

disable TIRBARALS L FTTCP R RETS AL+ H
A XML ET,

cisco_ap Cisco Lightweight 7 27 & 2 R A 7 N4,

all

FTRTCOT 7 A RA bEBHELET,

size

KRBT A YA X,
o IPv4 : 536 ~ 1363 DIEZFEELE£7.
¢ IPV6 : 1220 ~ 1331 DEZFRE L F7,

(GX)  CAPWAPV6 AP TiL. 1220 ki
F£7213 1331 LV KZ\V TCP
MSS il I XL T3,

G¥)

AP H{EN all ¥—7— KT
R& RO AP ICHEE L ET,

BE STV DA, all access points D& X all &9 F—T —

ARV RFIFLE EL
2wy REE yy—2 RENE
7.6 Zoa=wr R, VIV—AT76LHIOY U —2A
TEAINE L,
8.0

Zoa<wy RiXIPve 7217 &R — M LTCWE
Er

FEREDAA RZM4 Y

COMREEENCTHE, TIERARA Y NBT—H% RADOE T F 4T > h~@ TCP /¥
Iy T =R RADER T T AT MINEDTCP Ny baF v 7 LET, ZhbHDONR
7 O MSS BERE LIZEE 721X CAPWAP b RV DT 7 /L MEL D L REWEE, 77
TR RA L MIMSS &, BREINH LVEICEE LET,
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. config ap tep-mss-adjust

WIZ, BT A b YA ZXPR120034 THDHT 7 ®ARA L kcisco apl TTCPMSS
RN T D01~ LET,

(Cisco Controller) > config ap tcp-mss-adjust enable cisco_apl 1200
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config ap telnet .

config ap telnet
T U2 A RA Y b T Telnet Bt & 0279 5121, config ap telnet =~ > RZEH L £7,

config ap telnet {enable | disable | default} cisco ap | all

XD enable T IR ARA L T Telnet #5552 H 3 UE
j—o
disable T 7B A RA b T Telnet BEGE 2 #EZhIC L £
7,
default TR RAL L NOREFED Telnet iR E% 7

17—/ %)L Telnet i EICE &2 £,

cisco_ap Cisco Lightweight 7 7 £ 2 AR A 7 4,

all TRTOT 7 ERAKRAL LB,

aAvYRFIHLE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

HHEDH A RS54  *CiscoLightweight 77 A KA > ML, $_XTOFRy MU —Z7@FICEHL T, BLON—
R =7 Uty FAFEAELTZSEIZ, Cisco WLC & BEM T HivET,

« Telnet 1%, Cisco Aironet 1810 OEAP. 1810W. 1830. 1850, 2800. 33 JTX3800 2 U — XD
AP TV FR—F SN TWERA,

WIZ, T 78 A KA b cisco_apl T Telnet #%#5i & AT 2 H 2R L £,

(Cisco Controller) >config ap telnet enable cisco_apl

WIZ, 7278 A KA b cisco_apl T Telnet #f5¢ & TohZ T 5 H1 2R~ L £ T,

(Cisco Controller) > config ap telnet disable cisco_apl
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. config ap tertiary-base

config ap tertiary-base

Cisco Lightweight 7 7 2 A 7RA > h®D# —3 % U Cisco WLC Z#&ET 51

. config ap
tertiary-base =~ > RZfE/H L £,

config ap tertiary-base controller name Cisco AP [controller ip address]

B DEREA controller_name Cisco WLC 04 B,

Cisco AP Cisco Lightweight 77 & A2 &RA > ~ 44,

controller_ip_address (EE) 77BvANRA L bOBERLEEY T 4

TN—T DI ANy 7T T arta—7
DEEINTWDEEAE, 774~ 0, &
VHEY . FT2EZ— % U CiscoWLC DIP T
RUAZRETDILELRDH D 7,

(6=3)) OfficeExtend 7 7 £ A " A > F D
A%, Cisco WLC |Z%} L T4 L TP
T RV ADW T2 AT D 0HER &
DEFT, AL E, 778X R
4 > MEZ ® Cisco WLC |Z join TX
FHA,

ARV FIALE AL

avy FERE Jjy—= EEAR
7.6 Zoa<y Rk, VU —RT6LEIDY U —2A
TEAINZE L,
8.0

Zoa<xr Rk, IPvd L IPV6 Dl ST DT KL
AR EZYR—FLET,

FEHEEDHA K54 > OfficeExtend 7 7 £ 2 AR A > M, Cisco WLC & DT 572D — i 7 m— R v X b E

7213 (OTAP) M7 A& L £+ A, OfficecExtend 7 7 & A iR"A > MIFREIH

72 CiscoWLCIZFE T L LD LB, | >FEFHITERO =y he—F 2R ET HLEN
HoET,

Cisco Lightweight 7 7 £ A ARA > ME, T XTOXy NU—ZEEIZELT, BLXON—F
=7 Uty MRFEAELLEEEIZ, Cisco WLC & BEEfIT HivE T,

ZDawy R, IPvd & IPv6 Dl HFDT FL AKX AR —FLET,

Wiz, 7782 RAL Y FDOXZ— %Y Cisco WLC ZRET HH &R LE T,
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config ap tertiary-base .

(Cisco Controller) > config ap tertiary-base SW_1 AP02 10.0.0.0

&KIZ, Cisco AP DT 7B A RA L FDFZ— %V Cisco WLCIPVE 7 R L 2 Z R ET
LR LUET,

(Cisco Controller) > config ap tertiary-base SW_1 AP2 2001:DB8:0:1::1

BEavy K show ap config general
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. config ap tftp-downgrade

config ap tftp-downgrade

Lightweight 7 7 2 A2 AR A > b % Autonomous 727 B A IRA » NMZHX DU 7 L— RT5729DIC
ERAEN DR EEFET D121, config ap ftp-downgrade =~ > R&HH L £7,

config ap tftp-downgrade tfip _ip addressfilename Cisco AP

X EREA tfip_ip_address TFTP Y — 3D IP 7 KL AT,
filename TFTP 4 —NEDT 7B AKRA LV N A A=V

T ANDT 7 AN,

Cisco AP TIRARA Y N,

aRVRFILLE L

2wy FEE yy—2 RENE
7.6 Zoa<wy R, VIU—RT76LURIDOU U—R
TEAINE L,
8.0 Zoa<wy Rk, IPvd L IPv6 Dl T DT KL

A& YR —F LET,

WIZ, T 7 8A KA K apl240 102301 X 0 7 L— RT 5720 DR EHELZ R L
i—a‘o

(Cisco Controller) >config ap ftp-downgrade 209.165.200.224 1238.tar apl240_102301

. configa<v > K :a~i



| configaw K :a~i

config ap username .

config ap username

=Pl ENRRAT = REREDT VA RA U MEIFZTRTOT 7R KA NMIT 7 &
AT 25X HICEID B THITIE, config ap username =~ > &2 H L £,

config ap username user_id password passwd [all | ap name]

BX DA user_id ST

passwd BFEHENAT— R,

all UEE) $_TCOT 722 KAV REfEEL

iﬁ_o

ap_name FeEDT 78 A WA N O,
aAvURFIANE AL
2wy REE yy—2 KENE

7.6 Zoazwr L, VU —AT6LUHIOY Y —2

THAShE L,

WIT, FFEDT 7 BARA V MZa—PFLBIONRNAT — FEEID B TOHHZR L E
ED

(Cisco Controller) > config ap username jack password blue la204

WIZ, TRTCDT IV BARA YV MR C2—T L XA T — RZE Y B THHERL
7,

(Cisco Controller) > config ap username jack password blue all
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config ap venue

configav > R:a~i |

T EARA L ML T802.1luty T —7 OEFROIEHREZRET 511X, configap venue
ax s RaHLET,

config ap venue {addvenue name venue-group venue-type lang-code cisco-ap | delete}

X NN add

GO #AZBINL £,

venue_name

Pt D4 il

venue_group

B/ N—7DhT Y, BT N—T ~ >
BT OFMICONTIEROEEZ SR L TL
EEUN,

venue_type

BRTOA AT, ZOMEITEESINZSGHT 7 A —
FNZL > TERRVES, G N—T ~ o ¥
YTIZOWVWTIIRDOEEZZR L T EI W,

lang code

fEHT 2558, Siex 7T 5 I1S0-14962-1997
Ty a— KT, ZOXTFINLEI XFEOS
FEa— R TT, SEOKRMO 3 LT % P55 T
ANLET (& xiX, FTEEOS A eng) o

cisco_ap

TR RA L N DLHI,

deletes

GO H a2 HIFR L £,

aARVRFIALE L

avy FERE 1)1)—=

EEAR

7.6

Zoa<wy R, VI —=RT76LREIOY Y —=
TEAINE L,

WIZ, cisco-apl EWNIZBIDT 78 A KA v FOBPFTOFEMEZRET HH %25~ L%

—§—O

(Cisco Controller) > config ap venue add test 11 34 eng cisco-apl

ZORITIE,

Y7 N—"7" T L IC BRI DGR DX A TR RINET,

R2:BFRIIL—TO<TvELY

BT IL— T D& & TIN—TDBFHRDEAT
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config ap venue .

BT IL— T D&

TI—TDBFHRDEAT

TELTY

0 RIEEDT LT
el1:7V—F
2 RHATUT A

o3RI —IF) (2L
I, Tk, A, T =
J—, BEHEOH)

<4 [EEIY

e 5: T I a—RARX | IN—

< 6 ALEEAT

o7 =iy

« 8 XIEAH

<9 : MR

c10: VLARMT

Il : T H—

e 12 N—

< 13 BUKJE

* 14 BB E 72 13OKIREE

<15 RSt o 2 —

BV A

<0 RIEFEDE VR A

o 1 ERiE TR ERT O
I 7 4 A

o7 EMHFEDOALT 4 A
« 8 W R X OBASS iaRR

9 FRELOATT 4 X
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configav > R:a~i |

BT IL— T D&

TIN—TDBFHRDEAT

AT

« 0 : RIFEDOH BRI
o 1 /NEERR
o2 IR

3 K%

Tk LU

«0: RIEBTEO T LOE

o 1: LY

i dEd

o 0 1 RIFEDNIEER
o 1 : JFbE

<2 RE#EmR (FE
. mAE R )

o3 Ta— LB L OHY
OY N \E)TFr— gk
A —

o4 ) —TF Rm— I

5 JHBET £ I3 ERT

[HES

0 1 AFGE D PG EMaTR

o 1 /hoESE

<20 BRHLIE

«3: HEIHP—E A XT —

vay
4 avt T F—I

5: TV RAFE R

(53

0 RFEE DJE Rk
o1 : FLER

2 RTINVERITE—T IV
«3: TES

4 1E AR
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config ap venue .

BT IL— T D &R ] TN—TDEFMRDEAT
poys 8 RIGEDRE
KNSR £ Ot 9 0 : RFFE OISR L
Dty
FOY) 10 <0 RIFEDEY
1l HEHELITI N v
<2 FRATHE
«3: N
4: 7=V —
oS REIIA—b
<6 HEH
T 'S = NAT
TYUMERT 11 c0: RIFEDOT Y NRT

c1: BB A Y2 Xy b
U—7
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. config ap wlan

config ap wlan

Cisco Lightweight 7 7 & A 7RA > MMESUZKR L CTHEAR LAN A ——F A REG%)E 721385
23 511X, configap wlan 2~ > REZEEH LT,

config ap wlan {enable | disable} {802.11a | 802.11b} wlan_id cisco_ap

HX D5 enable T/ A BA v b TR LAN F— 38— T
REAILET,
disable T 7 A KA N THHR LAN 4 — 3 —F o
RAHENLET,
802.11a 802.1la r v NU—J ZIFE L E7,
802.11b 802.11b %y NV — 7 Z#ELET,
wlan_id HERLLAN (T80 24 THN TV S Cisco 7 A ¥

LA LAN =2 2 — ID,

cisco_ap Cisco Lightweight 77 & & "1 > R4,

ARV RTFIHLE EL

av Y REE ) 1y—2 KENE
7.6 Zoawr Rk, VU —RT76LHTIOY ) —2

THAShE L,

wIZ, AP03 802.11a TEME LAN A ——F 1 REHEMNIT 5002 R L E7,

(Cisco Controller) > config ap wlan 802.1la APO3
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config atf 802.11 [

config atf 802.11

configatf802.11 =~ > REMHTHZ LK, Xy hTU—7 L~UL APV /L—7 LUL
F 7213 AP #HR L1 T Cisco Air Time Fairness Z 5% € L £ 7,

config atf 802.11{a | b} {mode {disable | monitor | enforce-policy} { [ap-group-name]

| [ap-name]}} | {optimization {enable | disable} }
BX DA a 802.1la 1y P —VRELIEE L ET,
b 802.11b/g * v NV — /7 REZIRE L £,
mode Cisco ATF O8] D & O & 5% E L E T,
disable Cisco ATF Z N L £,
monitor Cisco ATF =% £— R CxEL LT,
enforce-policy Cisco ATF % #ffil-€— N CRE L £7,
optimization {3 e D Fd &R E L £ 7,
enable WERFR O 2GRN L ET,
disable WG R O Feifb & Wiz LET,
avy FERE J— ZEERAE
3
8.1 Zoavr RpEMShE L,

«802.11a %> F U —27 TCisco ATF ZE =% E— RTHRETHITIL, kOa<w K

ZANITLET,
(Cisco Controller) >config atf 802.1la mode monitor

*802.11a 1 v b U —7 THlRHHE O Fol{Lz AT 2 121%, ko=~ KaAT)
LET,

(Cisco Controller) >config atf 802.l1la optimization enable
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. config atf policy

config atf policy
Cisco Air Time Fairness (ATF) 7R YU > —%3XET HIZIL, config atf policy =~ > R&fH L %

RS
config atf policy {{ create policy-id policy-name policy-weight} | {modify { weight policy-weight
policy-name} | {client-sharing {enable | disable} policy-name}} | { delete policy-name} }

EX DA create WIEREIARY > —Z2E L E T,
modify WERMARY o —2EFLET,
delete BIERRARY —%HIBRL 7,

client-sharing {enable | disable FEE L72R Y ¥ —4 @ Client Fair Sharing % A% & 72 1 3 8%

policy-namey WZLETS

policy-id AU —ID (1 ~511) ,

policy-name Cisco ATF 7~ U > — D44 il

policy-weight RY)—v=Ahk (5-100) ,
av Y FERE J— ZEEAR

A

8.1.122.0 Zpa~<r FKnBEMEnE L,

8.2 client-sharing {enable | disable} 47> = 2NBI SN E L=,

RIZ, Cisco ATF R U o —ZAERT 5612~ L9,

(Cisco Controller) >config atf policy create 2 test-policy 70
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config auth-list add

RAFE BT 7B ARA b= MY Z2ET 5I21X, config auth-listadd =~ > RZfEH L &
R

config auth-list add .

config auth-list add {mic | ssc} AP MAC [AP key]

TR RA Y MIBIETLRA A F—L L

=3 4B mic
TRERAENRH B Z E2HELET,
ss¢ T EARAL Y MCACEAGEERH D Z
EEEELET,
AP _MAC Cisco Lightweight 7 7 £ 2 7" kD MAC 7
]\\‘[/Xo
AP key (EE) 20 31 M EIT A0 HTIZHE LV F—
Ny Y adi,
AR RFIALE AL
2wy FEE yy—2 RENE
7.6 Zoavr RiE, VU —RT6LRHIOY U —2A

THAShE L,

EEav> R

&IZ, MAC 7 K1 2 00:0b:85:02:0d:20 THRUETN A > A b —/v LTZFFEHEIZ X - THF
WELT IBARA L N = b BERT AHIZ R LET,

(Cisco Controller)

config auth-list delete
config auth-list ap-policy

> config auth-list add 00:0b:85:02:0d:20
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. config auth-list ap-policy

config auth-list ap-policy

T EAKRA Y FORARY > —%FHET HIZIL, config auth-list ap-policy =~ > R&fEf L
£

config auth-list ap-policy {authorize-ap {enable | disable} | ssc {enable | disable}}

TR authorize-ap enable AR —EHIILET,
authorize-ap disable AP RN Y v —mHM L E T,
ssc enable H OB REAE LR AP O 27 L E
R
ssc disable HOBAIELES AP OEA 2RI LE
7

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LEIODY Y —X

TEAINE L,

I, T EARA L FOFRARY —2 BT 2052~ LET,
(Cisco Controller) > config auth-list ap-policy authorize-ap enable

wIZ, BEEBLIFHEZEST 78 R ™A v bOBEREAINCT 2602 R L ET,

(Cisco Controller) > config auth-list ap-policy ssc disable

BEa<y R config auth-list delete
config auth-list add
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config auth-list delete

config auth-list delete .

TIEARA N = Y EHIBRT HIZIX, config auth-list delete =~ > R&fHH L £,

config auth-list delete AP MAC

B DR

i
&

AP_MAC

Cisco Lightweight 77 A 7R A > D MAC 7
KL%,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

KIZ, MAC 7 KL & 00:1f:ca:cf:b6:60 DT 72 A RA > b = kU ZHIBRT 2 6] %7K

]\/\i‘é—O

(Cisco Controller) > config auth-list delete 00:1f:ca:cf:b6:60

BEavy K config auth-list delete
config auth-list add
config auth-list ap-policy

configa<v > K :a~i .
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configav > R:a~i |

config avc profile create

#1 L\ Application Visibility and Control (AVC) 7’1 7 4 /L Z{ER9 221X, config ave profile
create =~ NAfEH L ET,

config avc profile profile name create

B DEREA

AR R TFIHILE

profile_name AVC 7' 7 7 A VDO4TT, 707 7 A VAITEK 32 LFOHRET T, KT
LINFERBILET,

create FLWAVC a7 7 A VEER LET,

L

avy FERE

EREDAARZA

BEaT R

Jy— EEAE
A

7.4 ZOa<wy RPNEAINE L,

arhr—F 1HRICHKEKI6DAVC 7a 7 7 A )VEHEL, AVC 717 7 AV 1 DEHEBD
WLAN [CEEAF T2 Z N TE £, 19D WLAN IZIZAVC 7 7 7 A L& 1 DFEITRET
EFT, FEHKAVC T2 T A NMTERRIZDL—LERETEXET, {L—IT7 7Y r—
A LT —F U VIR T 7V a L EAFEE L, WLAN L IR K327 7Y r—
TarvDT IV a v EBRETCXET,

WIZ, FLWR— | a7 7 A VEERT 62" L ET,

(Cisco Controller) > config avc profile avcprofilel create

config avc profile delete
config avc profile rule
config wlan ave

show ave profile

show avc applications
show avec statistics
debug avc error

debug avc events
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config avc profile delete .

config avc profile delete

Application Visibility and Control (AVC) 7’1 7 ¢ /L ZHIER9 521X, config ave profile delete =
~v Rz LET,

config avc profile profile name delete

XX DA profile_name AVC 7'va 7 7 A VD4R,
delete AVC 77 7 A LEHIERLET,

ATV RTFI4ILE AVCTRT 7 ANVGHIBRSNERE A,

avy FERE J)y— ZEERE
A
7.4 Doy RREAINE LT,

WIZ, AVC 7'u 7 7 A VEHIBRT 261 2R LET,

(Cisco Controller) > config avc profile avcprofilel delete

BEavy R config avc profile create

config avc profile rule
config wlan ave

show ave profile summary
show ave profile detailed
debug avc error

debug avc events

configa<v > K :a~i .
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configav > R:a~i |

config avc profile rule

Application Visibility and Control (AVC) 7'& 7 4 LD /L—/ L& ET HIZ1E. config ave profile
rule 2~ RZEHLET,

config avc profile profile name rule {add | remove} application application _name {drop | mark
dscp}

B DEREA

AR R TFIHILE

profile_name AVC 7’1 7 7 A L DA HI,

rule AVC 78 7 7 A LDN— LB ELET,

add AVC 70 7 7 A D)=L Z B L £,

remove AVC 7’27 57 A NLDNL—LEYIERLET,

application Rey P EI~—0 T OREOHLT SV r—va Vv EEELET,

application_name 77 ) /r—3 9 VDLAHT, TA B ALITERK 32 LFOBERFT T, KX
FE AT R XL LT,

drop BRLZT 7V = a TS 27 v 7 A M) —ABLOF T A b

V= "7y bz Fry7LET,

mark FuayF& e U A NTHRE L7 DiffServ =— K "4 > b (DSCP) DA
PHEALT, BIRLET AV r— g VCxnT 57 v 72 RN —aB &
WE T AN =Ly Ne~w—27 LET, DSCPIEZMFH LT, QoS
L~ Z H -3 C Differentiated Services & ik T F4,

dscp A HZ =%y b ETQoS ZEHTADIHEHEND Ny b~y X —
o— K, HPHIZ 0 ~ 63 TY,

L

avy FERE

Jy— EEAE
A

7.4 ZOa<wy RPNEAINE L,

WRIZ. AVC 707 7 A DN — )L EBETHHZ2 R LET,

(Cisco Controller) > config avc profile avcprofilel rule add application gmail mark 10

config avc profile delete

config avc profile create
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config wlan avc

show ave profile
show avc applications
show ave statistics
debug avc error

debug avc events

config avc profile rule .
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. config band-select cycle-count

config band-select cycle-count

HIBIESER 7' 0 —7 A 7V B MEFRET HITIL, config band-select cycle-count =~ >/
NEFERHLET,

config band-select cycle-count count

B DEREA

AR R FI4ILE

count 1~ 10 DEOYA 7 v 1o bOfE,

L

avy RERE

Jy— EEAE
S

7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

WIZ, BEIEEIRO T a—T YA I VBT b E SICRET AR E R LET,

(Cisco Controller) > config band-select cycle-count 8

config band-select cycle-threshold
config band-select expire

config band-select client-rssi
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config band-select cycle-threshold .

config band-select cycle-threshold

FLWAFX v A V7 VORFHO L 2 WEEFKET HI2IE, config band-select cycle-threshold
av s REEHLET,

config band-select cycle-threshold threshold

X DERHA threshold 1~ 1000 2 URDOYA 7 )L L EVEDHE,

ATV RFIFLE AL

avy FER Jyy— ZFTHEAR
3
7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

WIZ, LEVEN 700 S VOB LWAF Y A 7 VOO LEVWEEZRET S
Bz~ LET,

(Cisco Controller) > config band-select cycle-threshold 700

BEavy R config band-select cycle-count
config band-select expire

config band-select client-rssi
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. config band-select expire

configav > R:a~i |

config band-select expire

R EIUT LT MY OBIREINAFRET 521X, config band-select expire =1~ > N %
AL ET,

config band-select expire {suppression | dual-band} seconds

BXDEREA

AR R FIHILE

suppression P O AR B & s U E L,

dual-band T 2 TV N ROBABREIAL A 5 s SR 2 R
ELET,

seconds * 10 ~ 200 B> D | O,

¢ 10 ~300 DT = T )L 2N KD,

L

avy NERE

Jy— EEAE
S

7.6 Zoawr R, VU —RX76LHIOY VU —ATHEAINE L,

wIZ, MH ORI Z 70 ICRET 5012~ LET,

(Cisco Controller) > config band-select expire suppression 70

config band-select cycle-threshold
config band-select client-rssi

config band-select cycle-count
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config band-select client-rssi .

config band-select client-rssi

FammEERPIC KT LT, 7 4 7 b ® Received Signal Strength Indicator (RSSI) @ L X\ ME %
FRIET 5IZIE, config band-select client-rssi =~ > R&fH L £,

config band-select client-rssi 7ssi

B DEREA

AR R TFIAILE

7sSi 20~90 DT —TISET BT TAT b
RSSI O /)]s dBM,

L

avy RERE

Jy— EEAE
A

7.6 Zoawr R, VU—R76LHIOY VU —ATHEAINE LKL,

WRIZ, HIRMES-IN O RSSI L EVMEE 70 IZRET HHl 2~ LET,

(Cisco Controller) > config band-select client-rssi 70

config band-select cycle-threshold
config band-select expire

config band-select cycle-count
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. config boot

config boot

configav > R:a~i |

Cisco VA PLALAN 2> b —7 D7 — h 7Y 3 o &2ZEHET 521X, config boot 71~ >
NEfERLES,

config boot {primary | backup}

B DEREA

AR R TFI4ILE

primary TIT4T7TELTTIA~Y 4 A=V ERE
Lij‘o

backup TIT4TELTNRNIT T A A=V EH
ELET,

T 74N DT — K A7 3 i primary T,

avy FERE

FEREDHA RKS4A4 Y

BEEavT YR

J)— EERE
R

7.6 Zoa<wyRiE, VI —RXT76L IOV Y —ATHEAINE L],

% Cisco VA YLV ALAN 2 ba—F%, 7794~V 0D, F{licn— REni=4XL—7 4
VIVAT LA A=Y (0S) AT —RATLIED, RNy T w70, LEice— RER7-0S
ARA=DVET— b ET7 L0 TEET,

WIZ, LAN2 ha—I B3 7534~V 0, RlZe— RSNl A A=V T — 47
TEDLLIIC, TIOAN A A= TIT 47 L TRETDHHZRLET,

(Cisco Controller) > config boot primary

WIZ, LAN a2 ha—I 083y 77 w70, URIce— RENTZ0S A A —T %7 —
A7 TEBREHNC, RO I T T ARA—TET IT 47 LTRHRETDHERLE
7,

(Cisco Controller) > config boot backup

show boot
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config call-home contact email address .

config call-home contact email address
Call Home 3#A& S DFE | A —/L 7 R L RAZFKET HIZIL, config call-home contact-email-addr

avy R LET,

config call-home contact-email-addr email-address

Call Home #AEEDE T A —/L 7 KL A,

email-address

XN
avy FERE Jy— ZEHAR
R
8.2 ooy RREAINE L,
WIZ. Call Home KD ET A —/L T LR EBNT A6 %257 LET,

>config call-home contact-email-addr devicel@examplel.com

(Cisco Controller)
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. config call-home events

configav > R:a~i |

config call-home events

CallHome 1 X2 b LiR— M ZH R E 72134029 5121%, call-homeevents 2~ > R&fEH L
F9,

config call-home events {enable | disable}

B DEREA

ARV R TIHIbE

enable CallHome A X b LAIR— hZ2HRNC L £,
disable CallHome 1 XY h LAR— &I LET,
Enable

avy FERE

JU— EERR
A

8.2 ZDavwy RBREAINE LE,

KIZ, CallHome A X ks LiR— M ZHHIZT 202 R LET,

(Cisco Controller) > config call-home events disable
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config call-home http-proxy ipaddr .

config call-home http-proxy ipaddr

LAR—=RFOHTTP 7% 7 FLZAZRET 5T, config call-home http-proxy ipaddr =~
YR LET,

config call-home http-proxy ipaddr ip-address port port

X DEREA ip-address HTTP 72X 1P 7 L A,
port HTTP 7’1 % ¥ R— &=,
avy FERE J)y— ZEERR
A
8.2 ZOa<wy RPREAINE LT,

WIZ, HTTP 7u ¥ IP 7 KL 2 %] LT Call Home Z & ET Bz~ LET,

(Cisco Controller) >config call-home http-proxy ipaddr 209.165.200.224 port 773
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. config call-home http-proxy ipaddr 0.0.0.0

config call-home http-proxy ipaddr 0.0.0.0

LAR— RO HTTP 7’a X 3 E % V> T 5IZiE. config call-home http-proxy ipaddr 0.0.0.0
avr FafHLET,
config call-home http-proxy ipaddr 0.0.0.0

HTTP u X & EX VY hLET,

X DB 0.0.0.0
avy FIERE Jy— ZEHAR
R
8.2 Zoa<wy FREAINE LT,

&IZ, CallHome HTTP 7 e X ViREZ Vv T 502 R LET,

(Cisco Controller) >config call-home http-proxy ipaddr 0.0.0.0
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config call-home profile .

config call-home profile

Call Home 712 7 7 A /L OAERLE LU HT 95 I21%, config call-home profile =~ > RAffEH L
£

config call-home profile {create | update } profile-name {sm-license-data | all |
call-home-data} {short-text | long-text | xml } wur/

¥ETDEHEA create CallHome 7'v 7 7 A )V ZAERK L £ 3
update Call Home 7'v 7 7 A V&2 FH L £ 3
sm-license-data Av—hTIA BV ALVR—NTu 77 A%
HELET,
all TRTOEY2—LDLR—K Farz7r7 AL
ERTELET,
call-home-data CallHome 7—# L' R—hk 707 7 A )L &F&
i’bij_o
short-text va— XA MEROT—H LIR— MR
ELET,
long-text R T TXAMEROT =4 LAR— N ERIE
LET,
xml XML XD T—% LiR— b E2RELET,
url URL 44
avy FERE J)— ZEERA
A
8.2 ZOa<wy RPREAINE LT,

wIZ, XML JER D CallHome L' iR— ks 70 7 7 A VBB T 2012 RLET,

(Cisco Controller) > config call-home profile create example-profile sm-license-data xml
internal.example.com
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. config call-home profile delete

config call-home profile delete

Callhome 7' 12 7 7 A )L & KR35 121X, config call-home profile delete =~ > KA L £,

config call-home profile delete profile-name

X DERA profile-name CallHome 7' & 7 7 A JWTHIBR S E T,
avy FERE Jy— ZEHAR

R

8.2 ZOawy RREAINE LT,

KIZ, CallHome 7’2 7 7 A VA& HIBRT D41 %R L E T,

(Cisco Controller) > config call-home profile delete example-profile

. configa<v > K :a~i



| configaw K :a~i

config call-home profile status .

config call-home profile status

a—W a7y ANV EANEIXENICT HITIE, config call-home profile status =~ > K%
HHLET,

config call-home profile status {enable | disable}

XX DEREA enable CallHome 7’1 7 7 A VD AT —Z X &AM
Lij‘o
disable CallHome 7’11 7 7 A )LD AT — X A % HELH I
L\ijﬂo
avy FER J1)— ZEBERE
R
8.2 Zoa~wry RPREAINE LT,

IZ, CallHome 7’1 7 7 A W BN T A4 2~ LET,

(Cisco Controller) >config call-home profile status disable
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. config call-home reporting

config call-home reporting

T—H VR— DT T AN — LYLEFHET 5T, config call-home reporting data-privacy
level 2~ RZEH L E7,

config call-home reporting data-privacy level {normal | high}hostname 75 2 ~4;

X DERHA normal FTRCOEHEL YL a<wr RERAZ ST
AR L E3,
high AL~ o< FEIP AL VAR
IP7T RLADa<wy RERAZ T UL
*9,
hostname FTRTOFELYL a<w Ly REFRA MNEDa~

VRERISEVTELET,

avy FERE J1)— ZEERNE
A
8.2 ZOa<wy RPREAINE LT,

W, BEET T AN — LRV ERET D6 2" L ET,

(Cisco Controller) >config call-home reporting data-privacy- level normal hostname
internal.example.com
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config call-home tac-profile .

config call-home tac-profile

TAC 70 7 7 A NV EANETZITENICT 5121, config call-home tac-profile status =~ > K%

L £

config call-home tac-profile status { enable | disable}
CallHome TAC 7’2 7 7 A W E AN L ET,

EX DA enable
disable CallHome TAC 7' 7 7 A /L& M L £ 9,
Enable

AU R TIHIE

JU— EERR
A
8.2

avy FERE

Zoavwy RBREAINE LE,

&IZ, CallHome TAC 7’12 7 7 A N &N T B 6] 2R L £,

(Cisco Controller) >config call-home tac-profile status disable
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config cdp

configav > R:a~i |

21> b e —F kT Cisco Discovery Protocol (CDP) %#%ET 5121, configedp =~ > R&{#H

LET,

configedp {enable | disable | advertise-v2 {enable | disable} | timerseconds | holdtime

holdtime_interval }

X DEREA enable

o ha—F CCDP & A F—T7 NI LET,

disable

o e —5CCDP AT 4 =TI LE
j‘o

advertise-v2

CDP R—2 g 2DT RARFA XX Mok
i’]\/ij—o

timer CDP A v E—UNAERINIMRERELE
7,

seconds CDP A v E—UnAEREIND MM, &AL S
~ 254 BT

holdtime ARk 472 CDP 237 b N D AFfE rIRERER

& LTT RARZ A XENDHIFRZ i E L&
R

holdtime_interval

BRI —IL | 4 A ~—fi, DHIE 10 ~ 255 %
‘?ﬁ‘o

AT RFI4L L CDPHA~—DF 74 /b MEL 60 BT,
CDP Ef O F 7 /L MEIE 180 B T,

avry PEEEE IJIJ__. gggipq%§
2
7.6 Zoavwr Rk, VI —R76LRETIOY UV —ATHASIIE LT,

WIZ, CDP I RA—1V R XA ~<—% 150 ICRET 20 %2R LET,

(Cisco Controller) > config cdp timer 150

BEavy K config ap cdp
show cdp

show ap cdp

. config v F:a~i



| configaw K :a~i
config certificate .

config certificate

Secure Sockets Layer (SSL) FEHIEZFXET HITIL, config certificate =~ > RZHEH L £7,

config certificate {generate {csr-webadmin | csr-webauth | webadmin | webauth}

POREREF AR DOREZFRE L £,

X DA generate
csr-webadmin B LUy Web & BERERIEE 4 SR 2 1ER L &
o
csr-webauth B LU Web i8GEE A R AERC L £7,
webadmin B LU Web BEIGEIIEZ AR L £,
webauth B LV Web ABREREBE 2 AR L £ 3,

ATV RFIHLE RL

avy FEREE J1)— ZEERNE
2
7.6 Zoa<wry RiE, V=76 LEIOY V—XATHEAINE LT,
8.3 ZOa<vw s REY Y —RA83TH LT —TU — NIC ko> THENILIESNE LT,

WIZ, B LU Web BPE SSL GEHELZ A KT 262~ LE T,

(Cisco Controller) > config certificate generate webadmin
Creating a certificate may take some time. Do you wish to continue? (y/n)
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config certificate Isc

o — 1)V CHRNRRERE (LSC) %
7,

e

configav > R:a~i |

ET 5L, config certificate Isc =~ > F&2H L £

config certificate Isc {enable | disable | ca-server http://url:port/path | ca-cert {add |
delete} | subject-params country state city orgn dept email | other-params keysize} | ap-provision

{auth-list {add | delete} ap mac

revert-cert retries }

X DR enable 2y bu—7 ECTLSCAEHEZ A 2 —7 LI
LET,
disable 2 br—7 L CLSCRtHEEZT 1 E—7 L
[ =
ca-server

REfR (CA) Y —"BELfELET,

http:/furl:port/path

CAV—"D AL A EIILIP T LA,

ca-cert

CAFEHET — ¥ R— 2 DR EEIELE T,

add

CA H— )b CAFEEZESGL, =2 b
D_;@EE%%?\—&/\Q‘—XGCJ‘Ej}Dbi?O

delete

oy ha—7 OFEAET — X =25 CA
AEFAEZHIBR L £,

subject-params

TS AFEREOREERELE T,

country state city orgn dept email

FRREROE, N, T, MRk, #RE. BELOE
+ A=,

()  Common Name (CN) %, BHIED
MIC/SSC . TH % Cxxxx-MacAddr
ZEAHALT, 77®8AKRA L M ET
HEIJIZAERSNET, 22T, o
FERGE ST,

other-params

FNA ADFEAEXF—DV 4 ZREEIFTE L
£

keysize

384 ~ 2048 DfE. (B> NHAL) . T 741 1
1% 2048 T,

ap-provision

TIEARA L N TFubPa= 7 RO
BREERELET,
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AR R FIHILE

config certificate Isc .

auth-list Tueva=r7 VX NOFARELZEE L
7,
ap_mac Tuvva=rs7 JURANMGENT S, £20E

Taea=r 7 VA RLEIRT AT 7
A IRA L DO MACT KL &,

revert-cert T 7 4V N OFEHEICRDENCT 7' A KA
Y RALSCE#FH LTIy ba—F ~DORk
AT BRI,

retries 0~ 255 DfE, 57+ MHEIZ3 T1,

GE) HRITREEE 0O ICRELESA. 7
7B ARAL L RN LSCHEAIZL D
a2y ha—7 O join (ZRT S
L DT IV EBEARAL Y MIF 7+
N hOFEREEZFEH Lz ba—
Z~D join TR E T, HIOT
LSC AR ET H%,EIE. BEulsto
HEEBRET D ARSI NET,

keysize DT 7 A+ /v MEIX 2048 & N T, retries DT 7 A4V MEIX 3 T,

avy NERE

FEREDAA RZM4 Y

J1)—2 EEAR
7.6 Zoa<wrPiE, V=276 LEIOY Y —ATHEASHE LT,

1 2D CAY—REFERETEET, PO CAV—"EEET HITIL, config certificate Isc

ca-server delete =~ > &l L TEREHEHD CA F—_ZHIFRL T 5, D CAH— %
RELET,

TIREARA TR a=rs VA MERET OB, AP TV a =2 72 f0%)

L&l (FES) e a=r T UVRRNDT VRBARA MR e ya=ur
ENET, TZ28ARLA R FuaeVar URMERELRWVES., 20 bo—F 28k
% MIC £ 721 SSCREEZ FFOT X THOT 78 A KA U MBLSC T rEY a =7 EE
7

WIZ, LSCHREZ AT Dl 2R L ET,

(Cisco Controller) >config certificate lsc enable

W, LA (CA) V—_EREDLSCREEZ A X —TNMZT D02 RLET,

(Cisco Controller) >config certificate lsc ca-server http://10.0.0.1:8080/caserver

WIZ, CAYV— "L CAREIEZIG L, 2> ba—F OfEAET — X X=X 221
ZBEMTaHERLET,
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. config certificate Isc

(Cisco Controller) >config certificate lsc ca-cert add

WIZ, 2048 B hDOFX— P A XD LSC iFHELZHRET 202 R LE T,

(Cisco Controller) >config certificate lsc keysize 2048
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config certificate ssc .

config certificate ssc
HOEB4AGEAE (SSC) TiEHAEZZRET HI1Z1E. configcertificatesse 2~ > R&HFH L £,

config certificate ssc hash validation {enable | disable}

EX DA hash SSC Dy o F—5BELET,

validation SSCEHFFHEDO Ny v a BEFEZRTE L 1,

enable SSC fEAED Ny v afffld A X2 — 7 /WIZ L ET,

disable SSCREHIED Ny v aGEx T 4 E—7 M LET,

AT R T4k SSCREMIEL. 7740 P TIIADIR> THET,

avy RERE )— ZEEAS
R
7.6 Zoavwr I, VI —RT76LHTIOY ) —ATHAIHE LT,

EELEDHA KSq4>Y SSCHy v alfiGiae A X —TMIT 5L, AP IZEa Y s e —F @ SSC At EA Ik L £

T APMSSCREIEAMGET S L &2, Hffar b —FDO /vy v a F =R, 77 v all
RIFEEIND NNy Va2 =L KT LN EIDDRMERINET, —ENRO0D &, BRI
L. APIZRunREBIZBAT L E T, —ERRWEGA, RIETER L, APIZar hr—F06H)
WrSdv, T4 AHNY I REFHEEILET, T 740 FNTHE, Ny Y2 REEHIAERITT,
AP IR b —F [ ZBEMT DRI, 7T v v aDEBar b =0y v a F—R
VETY, SSCONy Y aitaT 4B —T7 T 5L, AP 1INy Va2 BEEE2 A R Z2 L,
Run IREEICEERH L £,

APS I o b —F AT D Z ERAEET, Ny v a F—E XU rua— KL, KIZ
Bz v —FZ 2B #EMT T, AP o s —F 2RI D TWAIBRAID, Ny
ValRRENT 4 =T NV ThDLHE, Ny vaREER L TCREa Y he—T 28k LET,
WIZ, SSCREMIED Ny ¥ 2 Gk E AN T 12 R L ET,

(Cisco Controller) > config certificate ssc hash validation enable

BgEavy K show certificate ssc
show mobility group member
config mobility group member hash
config certificate
show certificate compatibility

show certificate Isc

configa<v > K :a~i .



configav > R:a~i |
. config certificate ssc

show certificate summary

show local-auth certificates

. configa<v > K :a~i



| configaw K :a~i
config certificate use-device-certificate webadmin .

config certificate use-device-certificate webadmin

Web BEHIZT /3 A AGEHEZMHH T 521X, config certificate use-device-certificate webadmin
av s REEHLET,

config certificate use-device-certificate webadmin

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

’.E-IDII:I

aATYRFI4LE AL

avy RERE )— ZEEASE
2
7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATHAINE L],

WIZ, Web BEHLUCT A RFEHEEZFEHT 2025~ LE T,

(Cisco Controller) > config certificate use-device-certificate webadmin

Use device certificate for web administration. Do you wish to continue? (y/n) y
Using device certificate for web administration.

Save configuration and restart controller to use new certificate.

BEavy K config certificate

show certificate compatibility
show certificate Isc

show certificate ssc

show certificate summary

show local-auth certificates
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. config client ccx clear-reports

config client ccx clear-reports

74T hOVAR— ME#HRZZ YT 5HITIL, config client cex clear-reports =~ > N % fifi ff]
LET,

config client ccx clear-reports client mac_address

X DA client_mac_address 25472 hOMACT KL &,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

Wz, 74T O MAC 7 KL 2 00:1fca:cf:b6:60 D L R— MMEHRAE 7 U 74 254
R LET,

(Cisco Controller) >config client ccx clear-reports 00:1f:ca:cf:b6:60
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config client ccx clear-results .

config client ccx clear-results

arhr—7 EOT A MERE T V735121, config client cex clear-results =~ > R % fifi ff]
LET,

config client ccx clear-results client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

Wz, 77 A4T 2 O MAC T KL & 00:1f:ca:cf:b6:60 DT A MNERAE2 7 U 756 %
RLET,

(Cisco Controller) >config client ccx clear-results 00:1f:ca:cf:b6:60
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. config client ccx default-gw-ping

config client ccx default-gw-ping

T 74N RO — U A pingT A NDFATERE 7 T4 7 MTIEET HIZIE. configclient
cex default-gw-ping =~ > R&MH L E3,

config client ccx default-gw-ping client mac_address

B DERA client_mac_address 25472 hOMACT KL &,

aATYRFIHLE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76EIOY V—XTHAINE LT,

EELOAA RS54y DT ARTHE, 79472 MIBWIT ¥ FA T2 0ETZH Y £ A,

WIZ, 77472k 00:0b:85:02:0d:20 (ZEREZE[FL T, T 74NV N F—hU=AD
ping 7 A M EFATT 02 RLET,

(Cisco Controller) >config client ccx default-gw-ping 00:0b:85:02:0d:20
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config client ccx dhep-test .

config client ccx dhcp-test

DHCP 7 A N DFITHERE 7 74 7 > MIEET HITI, config client cex dhep-test =~ > K%
HHLET,

config client ccx dhep-test client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

EREDAARZA

ZDOTANTHEH, 7279472 MIWTF vy 2L EZHEHATILEEIHD A,
W2, 7547 > b 00:E0:77:31:A3:55 I[ZE R A 26{5 LC, DHCP 7 A h & FIT3 54
wRLET,

(Cisco Controller) >config client ccx dhcp-test 00:E0:77:31:A3:55
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. config client ccx dns-ping

config client ccx dns-ping

RAA Y F—2b AT (DNS) = RIP 7 KL Zping 7T A bDOFEITERE 7 747 MZ
X595 IZIL. config client cex dns-ping =~ > RZHH L 9,

config client ccx dns-ping client mac_address

X DA client_mac_address 25472 hOMACT KL &,

aAvURFIALE AL

av Yy FER J1)—X FTEHNE
7.6 Zoa<wr NI, VU —RT76LEIOY Y —ATEHAINE LT,

FEREDHA KSq4y ZOTANTIE 77472 MIRZTF ¥ XV AT 20 EITH Y FH A,

WIZ, 7747 v MZEREZEEFE LT, DNSH—DIP 7 KL AD ping 7 A h & HE
1T 502~ LET,

(Cisco Controller) >config client ccx dns-ping 00:E0:77:31:A3:55
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config client ccx dns-resolve .

config client ccx dns-resolve

FBESNTEHRA MITHT D RAAL Y X —2h A5 L (DNS) LREIfRIT 2 OFEITER%Z
7T A7 v MTFEET DHITIL, config client cex dns-resolve =~ > K& L £,

config client ccx dns-resolve client mac_address host name

X DA client_mac_address 25472 hOMACT KL &,
host_name 74T NDRA N,
aTURFI+LE L
avy FERE 1)) —= EERAR
7.6 Zoawry N, V=X 76 URIOY V=2 THASNE L,

FEREDHA FS1 Y

ZDTANTIE, 77472 MIZWT v 3NV EHRTIHETIHD A,

WIZ, 747> b 00:E0:77:31:A3:55 IZERZXHEFEL T, HELEARA MAIZXLT
DNS 4 RiifiEik 7 A N 2 FTT 502~ LET,

(Cisco Controller) >config client ccx dns-resolve 00:E0:77:31:A3:55 host_name
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. config client ccx get-client-capability

config client ccx get-client-capability

BERETE MO FEEREZ 7 74 7 MIEET HITIE, config client cex get-client-capability =~
YRR LET,

config client ccx get-client-capability client mac_address

X DA client_mac_address 25472 hOMACT KL &,

aAvURFIALE AL

av Yy FER J1)—X FEARA
7.6 Zoa<wr NI, VU —RT76LEIOY Y —ATEHAINE LT,

WIZ, 77472 8 172.19.28.40 ITHERETE RO B[R E R ZEET 0 2R L ET,

(Cisco Controller) >config client ccx get-client-capability 172.19.28.40
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config client ccx get-manufacturer-info .

config client ccx get-manufacturer-info

BLEITCIEMOEEERE 7 74 7 > MZEET DI, config client cex get-manufacturer-info
av s REEHLET,

config client ccx get-manufacturer-info client mac_address

X DA client_mac_address 25472 hOMACT KL &,

aAvURFIALE AL

av Yy FER J1)—X FEARA
7.6 Zoa<wr RNE, VY —RT76LEIOY V—ATEHAINE LT,

WIZ, 77472 8 172.19.28.40 ICBHLETCIER A XETH L O ICERT LB 2R L &
ﬂqo

(Cisco Controller) >config client ccx get-manufacturer-info 172.19.28.40
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. config client ccx get-operating-parameters

config client ccx get-operating-parameters

BAEDENWE T A —Z DEFERE YV 747 2 MIEET 5L, config client cex
get-operating-parameters =~ > R &2 L £,

config client ccx get-operating-parameters client mac_address

B DERA client_mac_address 25472 hOMACT KL &,

aATYRFIHLE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76EIOY V—XTHAINE LT,

WIZ, 747> b 172192840 \IZHAEDENERT A —H OBFEREZZET 6%
RLET,

(Cisco Controller) >config client ccx get-operating-parameters 172.19.28.40

. configa<v > K :a~i



| configaw K :a~i

config client ccx get-profiles .

config client ccx get-profiles

T Ty A NVOEFERE SV TAT 2 MIEET DI, config client cex get-profiles =~ > N
EEHALET,

config client ccx get-profiles client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

WIZ, 75472 8172192840127 07 7 A LVOFEMOEEER L EET L6 2R
L\i‘a—o

(Cisco Controller) >config client ccx get-profiles 172.19.28.40
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. config client ccx log-request

config client ccx log-request

Y ED T Z AT & T 734 AD Cisco Client Extensions (CCX) v 7 ERZFRET HITI1E. config
client cex log-request =~ > K& fiH L £,

config client ccx log-request {roam | rsna | syslog} client mac_address

X DA roam fE=E) 7947 hCCXur—3v 27 s
EYEETHEREEELET,
rsna (E&) 7 747~ F CCXRSNA 12 7 ZfaiE
THERERELET,
syslog EE) 7947 FCCX VAT L alk
FRETHERERELET,
client mac_address 7747 MDOMACT FL A,
ATV RFI4+LE RL
av Y FERE )1y—= EENE
7.6 Zoa<wry RE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, 7TAT > hCCS VAT L a7 DIREERZIRET 02 RLET,

(Cisco Controller) >config client ccx log-request syslog 00:40:96:a8:£7:98
Tue Oct 05 13:05:21 2006

SysLog Response LogID=1: Status=Successful

Event Timestamp=121212121212

Client SysLog = 'This is a test syslog 2'
Event Timestamp=121212121212
Client SysLog = 'This is a test syslog 1'

Tue Oct 05 13:04:04 2006
SysLog Request LogID=1

WIZ, 794 T FCCXun—3 7 al % ET 502 RrLET,

(Cisco Controller) >config client ccx log-request roam 00:40:96:a8:£7:98
Thu Jun 22 11:55:14 2006

Roaming Response LogID=20: Status=Successful

Event Timestamp=121212121212

Source BSSID=00:40:96:a8:£7:98, Target BSSID=00:0b:85:23:26:70,
Transition Time=100 (ms)

Transition Reason: Unspecified Transition Result: Success

Thu Jun 22 11:55:04 2006

Roaming Request LogID=20

Thu Jun 22 11:54:54 2006

Roaming Response LogID=19: Status=Successful

Event Timestamp=121212121212

Source BSSID=00:40:96:a8:£7:98, Target BSSID=00:0b:85:23:26:70,
Transition Time=100 (ms)

Transition Reason: Unspecified Transition Result: Success
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config client ccx log-request .

Thu Jun 22 11:54:33 2006 Roaming Request LogID=19

WIZ., 7547 h CCXRSNA 1 Z & 5ET A0 %2R LET,

(Cisco Controller) >config client ccx log-request rsna 00:40:96:a8:£7:98
Tue Oct 05 11:06:48 2006

RSNA Response LogID=2: Status=Successful

Event Timestamp=242424242424

Target BSSID=00:0b:85:23:26:70

RSNA Version=1

Group Cipher Suite=00-x0f-ac-01

Pairwise Cipher Suite Count = 2

Pairwise Cipher Suite 0 = 00-0f-ac-02

Pairwise Cipher Suite 1 = 00-0f-ac-04

AKM Suite Count = 2

KM Suite 0 = 00-0f-ac-01

KM Suite 1 = 00-0f-ac-02

SN Capability = 0x1

PMKID Count = 2

PMKID 0 = 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
PMKID 1 = O0a Ob Oc 0d 0e Of 17 18 19 20 la 1b 1lc 1d le 1f
802.111i Auth Type: EAP_FAST

RSNA Result: Success
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. config client ccx send-message

config client ccx send-message

Ay =% TA47T 2 MIEETHITIL, config client cex send-message =~ > &4 fffH L %
R

config client ccx send-message client mac_address message_id

X DA client_mac_address 25472 hOMACT KL &,
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config client ccx send-message .

message_id
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. config client ccx send-message

WRONTNPEBTLA =D XA,
* 1 : SSID 2 MEzZh T,
©2: F v MU — 7 BENEZTT,
*3 : WLAN DfEEMEICA—ED H Y £7,
©4 =P OERERBHES> TOET,
o5 A= MIBMWAEDLELTEE N,
<6 RBEITAR SN E LT,
o7 BEEITMR SN TOERE A,
*8: b ) ERTIERELTo TS,
c 9 RSN EZBEIEL TS ZE VY,

c10: Xy RU—=2ZIZLKY, FTT NV 2—
T4 T NESESNE L,

c11: 7547 F LAR— FNEREFT
KR

c12: 0 TFAT v v S EEER T,
13 BUSMRE T LE LT,

4T VVIZ—a Ly TANERBLE
ﬁ—o

«15: DHCP 5 & M & B L E T,

¢16 : x> NU— T8 T A &AL
KR

+17 : DNS ping 7 A b & BHtA L £ 7,
o 18 : AR T A N &G L T,
¢ 19 : 802 1X FRFET A M & BHAE L £,

$20: VIAT LV NEFEDTO T 7 AL
W Z A L7 FLTWET,

21 T AMNNBETLE LT,
22 T ANMIAKLEL,
¢ 23 T AMIKKLELE,

24 @ OBIEEZ BT 212X, 2T v
IVEER X v BT 5D WLAN 7
277 ANVEFERL T EEN,
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config client ccx send-message .

25 I AT Y MIEY . vl OEEN
HEINE L,

26: 7FGAT L NZEY, vI9A4 Tk
LiR— FORSENESINE LT,

27V TAT L NMIXY, T A NERN
HEEENE LA,

« 28 Ry NU—2 (IP) HETT,

*29: X v b U—7 THEEE L £ 72 I3
WIEELELTVET,

+30 : PEINZASFHIBI T,
(A=)

message_type (Ft=) *31: WLAN X =2 U7 4 FANRELL H
D EE A
*32: WLAN I BALTADNIELS &V £
/I/O
33 WLANGRRESF X IE LS H 0 £+
s
aRVRFILLE L
av Y FERE )1)—2x EERAR
7.6 Zoa<xryRiE, V=276 URIOY U —2ATHAShE L,

RIZ, A wt&— user-action-required ZfEH LT, 7747 F MACT KL X
172.19.2840 |2 A v =V Z R ET LB 2R L E T,

(Cisco Controller) >config client ccx send-message 172.19.28.40 user-action-required
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. config client ccx stats-request

config client ccx stats-request
HRFER 2 1%(E 3 5121%, config client cex stats-request =~ > R & H L £,

config client ccx stats-request measurement _duration {dotll | security} client mac_address

KEST D EHEA measurement_duration FOHNT O 7E IR,
dotl11 (&) dotll By v ZEIEELE T,
security EE) EXa2 VT4 v HEELET,
client_ mac_address 75347 NOMAC T RL A,

ARV REFIALE AL

av v FERE =R EERE
7.6 Zoavry RE, VU —=AT6 URIOY V-2 THASHE L,

RIZ, dotll B X DEREERET HHERLET,

(Cisco Controller) >config client ccx stats-request 1 dotll 00:40:96:a8:£7:98
Measurement duration = 1
dotllTransmittedFragmentCount
dotllMulticastTransmittedFrameCount =
dotllFailedCount =
dotllRetryCount =
dotllMultipleRetryCount =
dotllFrameDuplicateCount =
dotllRTSSuccessCount =
dotl1lRTSFailureCount =
dotllACKFailureCount =
dotllReceivedFragmentCount =
dotllMulticastReceivedFrameCount =
dotllFCSErrorCount =
dotllTransmittedFrameCount =

W J o Ul b W N

[ S o)
w NP o
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config client ccx test-abort .

config client ccx test-abort

BIEDOT A NORILERE 7 747 > MIEET HITIL, config client cex test-abort =~ > N
EEHALET,

config client ccx test-abort client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

EREDAARZA

—EIZRETEDLT A MI1 27217 TY,

WIZ, 77472 MIEREXFE LT, BEOT A bOBEZHIETHH 2R LET,

(Cisco Controller) >config client ccx test-abort 11:11:11:11:11:11
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. config client ccx test-association

config client ccx test-association

TV IZ—vay TANDIATENREZ T T AT MIEET HIZIE. config client cex
test-association =~ RZHH L £9,

config client ccx test-association client_mac_address ssid bssid 802.11{a | b | g} channel

¥ESTDEREA client_ mac_address 7547 FDOMACT KL A,
ssid Xy NT—2 4,
bssid Basic SSID,
802.11a 802.11a X v MU —2 ZIREL £,
802.11b 802.11b x> U —2 ZfRE L £ 7,
802.11g 802.11g x> NI —Z7 Z4RE L £,
channel F ¥ FNVE T,

ARy RFIALE AL

avy FER Jjy—= EERNE
7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, 7547 hOMACT FL A 00:0E:77:31:A3:55 |[CBsk 2352 LT, A SSID
TIvE—vay TAMNEETTHHERLET,

(Cisco Controller) >config client ccx test-association 00:E0:77:31:A3:55 ssid bssid
802.11a

. config v F:a~i



| configaw K :a~i
config client ccx test-dot1x .

config client ccx test-dot1x

802.1x 7 A N DFATERAZ 7 74 7 > MIEET HITIL, config client cex test-dotlx =~ > N
EEHALET,

config client ccx test-dotlx client mac_address profile id bssid 802.11 {a | b | g} channel

¥ TSR client mac_address 74T FOMACT KL A,
profile_id TANTRT 7 ANV,
bssid Basic SSID,
802.11a 802.11a ¥ v hU—7 ZfFE L £,
802.11b 802.11b R N —2 ZHEEL £ T,
802.11g 802.11g X NI —Z7 ZHEE L £,
channel T RNVE

ATV RFI4LE AL

avy FER J1)—=x EENE
7.6 Zoavwry Rt VY—RXT76LEIOY V—ATEAINE L,

WIZ, 74T MCEREZREFELT, 707 7 A /L4 profile 01 T802.11b 7 A k%
FATTHH =R L ET,

(Cisco Controller) >config client ccx test-dotlx 172.19.28.40 profile 01 bssid 802.11b
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. config client ccx test-profile

config client ccx test-profile

TaT7 AN Y EA VI N TANDFEITERE YV 74T 2 MIEET HITIE, config client cex
test-profile =~ > FZfEfH L £7°,

config client ccx test-profile client mac_address profile_id

B DERA client_mac_address 25472 hOMACT KL &,

profile_id TANTRT AN,
GE¥)  profile id\ZlX, T 7747 F
R W SERR2 FA T~ h Fn
Ty ANDTaT 7 A)ID BIEE

Li—a‘o
avURFI4LE AL
avy FERE Jiy—= EENAE
7.6 ZoawrRiE, VYV—RT6LHIOY U —ATHEAINE LT,

WIZ, 74T MCEREEFLT, 7077 A /L4 profile 01 TZa 77 ALY
AV N TANEFITTLHHERLET,

(Cisco Controller) >config client ccx test-profile 11:11:11:11:11:11 profile 01
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config client deauthenticate .

config client deauthenticate

7 T4 7T v s EPEGEMEERT 5 I21E. config client deauthenticate =~ > K& H L £9°,

config client deauthenticate { MAC | [Pv4/v6_address | user _name}

X DERHA MAC Client MAC address.
IPv4/v6_address IPv4 £7213 Pv6 7 R LA,
user_name 74T vk a—W4,
aAvURFIALE AL
av Y FEE 1) =2 EERNE
7.6 Zoa<wr N, VU—=AT76UAIOY J—ATEHEASRE L,

I, MACT RLVAZMER LT I47 & b & iR 26125~ L £,

(Cisco Controller) >config client deauthenticate 11:11:11:11:11
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. config client location-calibration

config client location-calibration

Vo 78R ERET HITIE. config client location-calibration =~ > K& L £ 7,

config client location-calibration {enable mac _address interval | disable mac_address}
T EieA enable UEE) 794 T v boulr— g ifiiks
AR=TNMZTHEOMELET,
mac_address 7747 FOMACT RLZ,
interval FOHNZL oD 1 7 R B
disable EE) 77947 hoar—ya UiREs

TAE—TNMCTDEIRELET,

aAvURFIANE AL

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATHAINE LT,

Iz, 45 BORERE T, 2947 b37:15852a D7 I AT h alr—a il
AT LB 2R LET,

(Cisco Controller) >config client location-calibration enable 37:15:86:2a:Bc:cf 45
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config client profiling delete .

config client profiling delete
74T s Ta Ty A NEHIRT HIZIL. config client profiling =~ > K& H L £,

config client profiling delete {mac_address}

WX DA mac_address 75472 ROMAC T KL A,
%Y KBE Jy—2 EENE
8.2 Zoavwry NFARY V-2 TBIENE L,

Wi, 7947 b 7u7rANVEEIRT 62 RLET,

(Cisco Controller) >config client profiling delete 37:15:86:2a:Bc:cf

G¥) ERoa~vr REETTLE, T34 2 XA 7 [Unknown| (AL INET, 77
AT MIHBRENEEADN, RDVICZ T4 T v b7 a7 7 A UERBHIFRS L,
74T MIEIRE L CREMT 5N TWA 7R S E 4, CiscoWLC DT —
X7 7 F ¥ EOHIRICE Y, CLIDOHERA v = I3F R ENE A,

configa<v > K :a~i .
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. config cloud-services cmx

config cloud-services cmx

CMX 7 70U RY—EREHNEZITEEZNIZT SIZI1E, config cloud-services emx =~ > R % fifi
HALET,

config cloud-services cmx {enable|disable}

X DERHA enable CMX 777 KR Y=Y AZHILET,

disable CMX 777 R Y% —EREZEHZLET,

aATYRFIHLE AL

avy FERE Jiy—= EENAE
8.3 Zoavry RREAINE L,

WIZ, CMX 770 R —EREHMMITHH %2~ LET,

(Cisco Controller) > config cloud-services cmx enable
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config cloud-services server url .

config cloud-services server url

779 R % — 0 URLEFZET HIZ1E. config cloud-services server url =~ > N&ff L+
R

config cloud-services server url ur/

X DERHA url 75 % R —_"OURLE AN LET,

aAvURFIALE AL

avy RERE Jj1)y—= EERNE
8.3 Zoawry RREAINE L

WIZ, 779 R H—_DURL ZaxiEd 26la~LET,

(Cisco Controller) >config cloud-services server url www.example.com
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. config cloud-services server id-token

config cloud-services server id-token

779 RY—"DID b—7 &&ET HITIE, config cloud-services server id-token =1~ > R
EEHALET,

config cloud-services server id-token id-token

X DERHA id-token 757 RY—R_DID h—27 v EZ AN LET,

aAvURFIALE AL

avy RERE Jj1)y—= EERNE
8.3 Zoawry RREAINE L

WRIZ, 7T RYP—="DID b= v aRET 2B 2R LET,

(Cisco Controller) >config cloud-services server id-token dzypisQ2#bo$iAQM
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config coredump .

config coredump
7T yvatkhDary ha—J2kbaT7 X7 T 7 A IVOEMEANETIIENIT BT,
config cordump 2~ R&fEH L F9,

config coredump {enable | disable}

ay ha—S LA T XS T A NLDE

XD EA enable
BEAx—7 M LET,
disable ayv b=kt ar X7 T A Dk

KETF 4= I LET,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VY —AT6LEIOY U —ATEASRELL,

WIZ, 7T v vatkary sna—JlX3a7 207 77 A NVOERE AN 55
ZRLET,

(Cisco Controller) > config coredump enable

config coredump ftp
config coredump username

show coredump summary
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. config coredump ftp

config coredump ftp
77 oY aRlCFIP Y — N Zavyia—o0ay o7 77 A NVEEBEBNICT v 77— R4
%121, config coredump ftp =~ > R&2H L 9,

config coredump ftp server ip address filename

arviha—INnarT X T T ANVERET

BX DA server_ip_address
% FTP — "D IP 7 KL X,
filename ayvha—S0ar FrT Ty AME Y Y
T o4,
ARVRFIALL L
avy RERE )— ZEEAS
2
7.6 Zoa<wr R, VI—RT6URIOY V—ATHEASHE LTz,
8.0 Zoawy RiE, IPvA 7 RLABROL A FR— R LET,

FEREDHA KSq4y O~ REMHATLICE, 2 hr—IF N FIP ¥ —NIZEETZ HLENH Y £,

WIZ. core dump controller E\ND ZBIDAT X2 T T3 A NVEFRy NT—F T KL
A 192.168.0.13 CFTP H— NI 7 v 7'm— R$ 25 K9 1Car he—J2RET 261%

~LET,

(Cisco Controller) > config coredump ftp 192.168.0.13 core_dump_controller

BEavy K config coredump
config coredump username

show coredump summary
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config coredump username .

config coredump username

I yvakiZartu—s0ary FrF Ty A NVET v T u— RT5LEEDFIP ¥—10
a—PH ENRRAT— REHETET HI2IE. config coredump username =~ > RZ2H L 97,

config coredump username fip username password fip password

B DEREA

aAavU RFI4ILk

fip_username FTP r—n /o v a—H4,
fiv_password FIP Y — oA v RAT— K,
2L

avy FERE

FEREDHA K542

BEEaOvTY R

J)— EERE
R

7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATEHEAINE L],

Coawy FEFEHATAICNE, 2 b= R FTP P —NICRETEAZXLERNDH Y 97,

WIZ, a7 X T T AN T vy 7 a— R LT, FIP ¥ —NZa—%4 admin &
NAT — R adminpassword Z 8+ D2~ L ET,

(Cisco Controller) > config coredump username admin password adminpassword

config coredump ftp
config coredump

show coredump summary
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configav > R:a~i |

config country

arv hr—J0OEa— REHET HITIL, config country 2~ > REEH L ET,

config country country code

B DEREA

AR R TFIAILE

country_code 2XFELIFTILFOEIT— R,

us CKEOEz—K) |

av Y RERE

EREDAARZA

Jy—= EENE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—2R

TEAINE L,

Cisco WLC I%, v NU—JEFBHEETITIEKOHHIP Va7 =y v a RN, A R—)b
LTSN, 2O, ELWEa— REZRIRTHILERH D £3, 4 A M=%, 1EH
TR HRIEEZ BT A7 OB LN @Y=y MEREZRIET A720IZ, 2=y h~DT 7
T RFINAT — N CRET HLENH D £, HHOE=— Nis JOHIHI Kz >n»W T, B
HE AR~ =2 T ESHR LT &N,

PR—=FINTWDHED Y R M EERRT HITIEL, show country =~ > RAfEHTE 7,

w2, 2 br—F0OEa— & DEICRET D62 RLET,

(Cisco Controller) >config country DE
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config cts .

config cts

Cisco WLC C Cisco TrustSec % 20 £ 72 13N T HI2IL, configets =~ REEH L E7,

config cts {enable | disable}

X DERA enable  Cisco WLC T Cisco TrustSec ZH %2 LE 7,

disable Cisco WLC T Cisco TrustSec Z #5012 L £ 97,

ATV R FI4I L, T 74N BT, Cisco TrustSec X HENRABIZ 22 > TV ET,

avy FERE J1y—= ETEAR
8.4 Zoavwy RREAINE L,

configa<v > K :a~i .
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. config cts ap

config cts ap

APTDA L TA L BX L TeeXa VT4 7 NV—TT78A a3 ba— AL~ (SGACL)
Ji AR ET DI, configetsap 2~ FEEHALET,

config cts ap {inline-tagging | sgacl-enforcement} {enable | disable} {ap-name | all}

EX DA inline-tagging FTRTD AP 72T ED AP TOA TV BX U T HFELET,

sgacl-enforcement §-=C AP £7-21345ED AP TD SGACL M &#7%E L £,

enable BT LIcBREZ AT L E TS

disable FBE L7 BRE A NI L £ 7

ap-name FBE LToBREZ S E T D LE N H D AP D44 i,

all Cisco WLC (IZBHS 1T BTN DT NTD AP DFEE Lo e i € L %
7,

ATVRFEIFINR T IANETIE A TA 2 XX L SGACL B O 7 M EINIRIEBIZ 2 > TWET,

avy FERE )1y—= LTEHNE
8.4 ZOavry RPEASNELE,

HEREDAA K1Y e AU TA L ZX VI, FlexConnect £— KD AP TOHAY R — K ET,

AU TA L BXUTIX, Flex+ 7 U ¥ 802.11ac Lightweight AP TlI AR — h I TUVE
NEUR

A UTAVEX LT L SGACL DF 7 ro— R ML, 5508, WiSM2, 8510, 7510,
B LR VWLC D% Cisco WLC TIiZV A — FENTWEH A,

* T TD AP 1% LT SGACL i H #FZhi2d 5 &, Cisco TrustSec 4 —/3—F A KINHZN
272> TWD AP ZBR<S T_TO AP IZRENEHA SN ET,

WIZ, cisco-flex-ap E\NDZBRITD AP TA T4 ZX L TEHNNTHHERLE
T

(Cisco Controller) >config cts ap inline-tagging enable cisco-flex-ap

WIZ. cisco-flex-ap &\ 5 4 EITD AP T SGACL A ZFH T 20 %~ LET,

(Cisco Controller) >config cts ap sgacl-enforcement enable cisco-flex-ap
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config cts inline-tag .

config cts inline-tag

Cisco WLC O Cisco TrustSec 1 > T4 > X X2 J & FET HIZIL, config cts inline-tag =~ >
REfEHLET,

config cts inline-tag {enable | disable}

EX DA inline-tag  CiscoWLC DA v T4 v ZX L T HHRELET,

enable A TA BX T HEEMILET,

disable A TA BX TR LET,

ARV ERFIHIE T IANBITIEH, A T4 XX T ENREIC > TWET,

avy FERE Jy—x EEARE
8.4 Zoavy RPREHEAINE L,

ERLEDHA KSAY A IA42 ZX2 7%, 5508, WiSM2, 8510, 7510, 35K VP vWLC D% Cisco WLC TIEH
A= hFENTVEEA,

configa<v > K :a~i .



. config cts ap override

configav > R:a~i |

config cts ap override

AP @ Cisco TrustSec A —/3—F A R&FKET HIZIE. config cts ap override =~ > RZ{HH L
£

config cts ap override {enable | disable} {ap-name}

BXDEREA

AR R FIHILE

enable 42 AP O CTS A —/X—F A4 REZHFHT L E T

disable {54 % AP @O CTS A—"—F 1 REENLET,

ap-name CTS A —/"—F A REFRET HMLENH D AP DL HI,

F 7 4V TiX, AP O CTS A —"—F A FNIIERREIC /2> TV ET,

avy FERE

FEREDAA RZA4 Y

)1)—2R EENE
8.4 ZOawy RpREAINE L,

T _TD AP IZ%F LT SGACL D E=HNCTH L, CTS A— =T A4 RBFHT /8-> T
5 AP R T_RTO AP ICRENEHA SN E T,

WIZ, my-cisco-ap &> ZHID AP T CTS A —/—F 4 REHMNZT D65 R L E
bé_‘o

(Cisco Controller) >config cts ap override enable my-cisco-ap
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config cts device-id .

config cts device-id

Cisco TrustSec 7 /31 A ID Zi%E T 5 IZ1E. config cts device-id =~ > FZfEH L £7,

config cts device-id device-id password password

X DA device-id CTS 7 /31 A 1D,

password CTS 7/3A A ID O/XNAT — K,

ATV RFIHALE AL

avy FERE )1)—2 TEAE
8.4 Zoavwry RPREAINE L,

WIZ, CTS T34 AID &% €T 22 ~RLET,

(Cisco Controller) > config cts device-id wlc-8540 password Ciscol23
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. config cts refresh

config cts refresh

CiscoTrustSec BE 7T —# £72id X2 VT 4 Vv—7 %7 (SGT) RV v —%HLHT 521X,
config cts refresh =~ > RZH L 9,

config cts refresh { environment-data} | {policysgt {all | sgr-tag}}
¥EXDEHEA environment-data CTS BT — X 2 FH L E T,

policy sgt SGT ARV v —%HH L ET,

all TRTOSGT R v—ZHHHLET,

sgt-tag WH9 5 CTSSGT ¥ 7 (%) # ASILET,

ARVRFIFAL RL

avy FERE 1)1y —= LEEHNE
8.4 Zoawry RBREAINE L,

Wiz, SGT RV v — ( Default-65535) % HH T DBl L £,

(Cisco Controller) > config cts refresh policy sgt 65535
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config cts sxp ap connection delete .

config cts sxp ap connection delete

FTRTO AP E72IXFFED AP O SXPv4 e B 7 & HIFRT 5 121X, config cts sxp ap connection
delete =~ > N&fEH L ET,

config cts sxp ap connection delete ip-addr {cisco-ap | all}

*ﬁio)gﬁﬂﬂ ip—addr SXPv4 %%ﬁ EGTOD P77 }‘\‘ 1/;(0
cisco-ap AP D4,
all WEETTO AP IHEA LET,

ARy RFIALE AL

avy FERE )1)—=x EERNE
8.4 Zoawry RBREAINE L,

configa<v > K :a~i .



. config cts sxp ap connection peer

config cts sxp ap connection peer

configav > R:a~i |

TRTD AP E£7ITFFED AP O SXPv4 BT HHE 2 iX E T D IZIE. config cts sxp ap connection

peer 2~ REEH L ET,

config cts sxp ap connection peer ip-addrpassword {default | none} mode {both | listener

| speaker} {cisco-ap | all}

XX DA ip-addr SXPv4 #EE T D IP 7 R LA,
password SXPv4 BT Hfe DN AT — Rk iE LET,
default MD5 G EAICT 7 4L b XA T — R&EfEH L
EJs e
none RAT — ROWEE{k72 LT SXPv4 3% E L %

T

time-in-seconds

SXPv4 5 D RIAR I BEfe & T+ 2 £ T
DIFH]

mode SXPv4 Bt DE— RZHEL T T,

both F A A% SXP DAL —H—L U AF—Dl
FELTERELET,

listener TNRA A% SXP VA F—L LTHELET,

speaker TN, A% SXP A —H—L L THELE
—a—o

cisco-ap AP D4R,

all

Kfhta 35 Cisco WLC (2B ERHT i Tn a3
RTO AP ICEELXEH LET,

ATV RFI+LE AL

avy FERE Jy—x EEAE
8.4 Zoavy RPEHEAINE LT,

IZ. Cisco WLC IZEHE#EAT T ST _RTO AP IZH LT, T 74/ F 2N2AT— RiZ
k25 SXPv4 T HEEL . U AT — FE— RE A —H— F— ROMW 5T TOEELRE

TR R LET,

(Cisco Controller) > config cts sxp ap connection peer 10.165.200.224 password default

mode both all
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config cts sxp ap default password .

config cts sxp ap default password

TRNTOD AP £2ITHFED AP O SXPv4 5t DT 7 4V k /RATU — REFRET HIZIE, config
cts sxp ap default password =~ > K& H L 7,

config cts sxp ap default password password {cisco-ap | all}

X DERA password SXPv4 B DT 7 4Lk SRAT— K,

cisco-ap AP D4,

all

$fha % Cisco WLC IZEERHT BT\ 54
RTO AP I ELEMH L ET,

ATV RFIFLE AL

av Y RERE )1)—2R EEAR

8.4 Zoawr RREAINE L
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. config cts sxp ap listener

config cts sxp ap listener

SXPv4 U AF— F— RD/NT A —HF ZFET HIZIE, config cts sxp ap listener =~ > N & ffi H
LET,

config cts sxp ap listener hold-time min-hold-time max-hold-time {cisco-ap | all}

KEST D EHEA min-hold-time SXPv4 #t D fe/ MR REH
max-hold-time SXPv4 #ft D fie KRB RFH,
cisco-ap SXPv4 ZiXET DB 8 D AP D4 |,
all Cisco WLC [IZBEATHT 5TV ST XTD AP

2% LT SXPv4 iR E L F9,

aARVRFIALE L

avy FERE J1)—= EENE
8.4 Ioawy RPREAINE LT,
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config cts sxp ap reconciliation period .

config cts sxp ap reconciliation period

SXPv4 ifgiFE HM 2 3 E 95 121X, config cts sxp ap reconciliation period =~ > K& L
£

config cts sxp ap reconciliation period time-in-seconds {cisco-ap | all}

BX DA time-in-seconds SXPvA G NTIE SN A F COMRERIMNG. A2/ &30 ~ 64000 F0 T,
cisco-ap AP D44 Hi,
all Cisco WLC [ZBHHEAHT 5TV AT RTO AP IZHRTE A LET,

ATV RFI+LE AL

avy FERE Jy—x EERE
8.4 Zoavy RPEAINE LT,
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. config cts sxp ap retry period

config cts sxp ap retry period

SXPv4 B F AT OMINE &2 5% E 3 511X, config cts sxp ap retry period =~ > RZ{HH L F
R

config cts sxp ap retry period time-in-seconds {cisco-ap | all}

BXDEREA time-in-seconds SXPv4 ke D Sl % (T HEk 2 BT 5 £ TORER, A %N/ #iFH1% 0 ~ 64000
wcd,
cisco-ap AP D4 Hi,
all %4 % Cisco WLC IZBEAT 1T HNTWATRTOAPIZHRELX M L7,

ATV RFI4ALE RL

av Y FER Jy—x EEAE
8.4 Zoawy RpREAINE LT,

. configa<v > K :a~i



| configaw K :a~i
config cts sxp ap speaker .

config cts sxp ap speaker

SXPv4 A =T — T— RO/NT A —=F Z@IET HITIL, config cts sxp ap speaker =~ > K Zfifi
MALET,

config cts sxp ap speaker hold-time time-in-seconds {cisco-ap | all}

BXDEREA time-in-seconds PRFFIFFREIRR (RPN . ARh7edablid 1 ~
65534 T,
cisco-ap SXPv4 R TET HMLENH D AP D4,
all 3P4 % Cisco WLC IZBHEAHT BT\ b 5

RTD AP K LT SXPv4 #REL T,

aAvYRFIHLE RL

avy FER Jy—=x TEAR
8.4 ZOavwy RpREAINE LT,
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. config cts sxp

config cts sxp

Cisco WLC T Cisco TrustSec SXP % A %N F 7213 E4hZ 95 121E. config cts sxp 2~ > R &{#
LET,

config cts sxp {enable | disable}

X DERHA enable Cisco WLC C Cisco TrustSec SXP ZH M2 L E
TO

disable Cisco WLC C Cisco TrustSec SXP % #7hi(Z L &
R

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LHIDY Y —X

TEAINE L,
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config cts sxp connection .

config cts sxp connection

Cisco WLC T CTS SXP ##fit & X £ 9 521X, config cts sxp connection =~ > R&ffff] L &
R

config cts sxp connection {delete | peer} ipv4-addr

BXDEREA

delete SXP ¥kt 2 HIBR L £ 7,

peer CiscoWLC BN SILD AR T A PRy T AL v T R ELFET,

ipvd-addr SXP ¥ie D IPvAT R L &,

TR FI4LE RBL
avy RERE )1)y—= EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShFELL,
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config cts sxp default password

configav > R:a~i |

CTSSXP OF 7 4 /b h NAU— RZEFRET HIZIE, config cts sxp default password =~ > K%

AL £

config cts sxp default password password

X DERHA password SXP At —3 D MDS A DT 7 4L b NAT— R, N2 T— RZiF, D7<

Eh 6 LFNMETT,

ATV RFIFLE AL

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LHIOY Y —X

THAShE L,
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config cts sxp retry period .

config cts sxp retry period
CTS SXP #ft FF AT DR 2 X 75 121X, config cts sxp retry period 2~ > K& L £,

config cts sxp retry period time-in-seconds

X DEREA time-in-seconds CTS SXP $%#5t DI 2 Baft 2 Bk T4 5 £ CTOREM, A7 &PHIX o ~
64000 Fb T,
aAvURFIALE AL
2wy REE y1y—2 RENE
7.6 Zoa<wr R, VU —RT76LRETIOY Y —2

THAShE L,

configa<v > K :a~i .



configav > R:a~i |
. config cts sxp version

config cts sxp version
CTS SXP # D/ N— 3 2 F&ET HIZI. config cts sxp version =~ > R&2fH L £,

config cts sxp version version-1 £ 7213 -2

X DR version-1 £721%-2 SXPDONN—T g B AN LUET, A&7 fEE1 & 2T,

ATV RFIFLE AL

avy RER Jiy—=x TEARAR
8.4 Zoavy RPEHEAINE LT,
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config cts sxp

=1 b B —% T Cisco TrustSec SXP (CTS) #2

}EH I_/\ij—‘o

config cts sxp .

ZRRET HITIE, configets sxp 2~ 2 R&Af#

config cts sxp {enable | disable | connection {delete | peer} | default password password

| retry period time-in-seconds}

‘X0

EIDII:I

B

enable 2y hr—J TCTS #Efix AN LET,

disable 2 bu—37 T CTS #Hft & Mo LET,

connection a2y ke —J CCTS #HEfiaRELET,

delete 2 be—7TCTS Hht & HIbR L £,

peer ay hr—IRNERENDHR T A MRy T A
Ay TFaERELET,

ip-address BT D IPvAT KL AD I,

default password

SXP A vt&— D MDS ZRFEDT 7 b k X
AU— RERELET,

password SXP A v E—® MDS5 BIEHDT 7 4L K
NAT— R, NAT— R, 27t 6
i$ﬁ§ %\g_@j—o

retry period SXP Ha T AsE L £7,

time-in-seconds

BEHE D RIWZIZ CTS O 2 BR(TTAE T
D5,

ARVREFIAAE L
2wy REE y1y—2 KENE
7.6 Zoa<wr R, VU —RT76LRTIOY ) —2

FEREDAARZA4 Y

THAShE L,

U J—R 8.0 T, TrustSec SXP D% E T IPv4 DANHHR— h N TWVWET,

Wi, ar ha—FTCTS ZHNCT 50 a R~ LET,

(Cisco Controller)

> config cts sxp enable

WIZ, CTS DO ET Zik BT B2~ L E£T,
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. config cts sxp

> config cts sxp connection peer 209.165.200.224

BsEa<vw >R debug cts sxp
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config custom-web ext-webauth-mode .

config custom-web ext-webauth-mode

T3 AL I Web FBRER— N2k 24N URL Web X— A D7 7 A 7 o MW &3 ET 51T,
config custom-web ext-webauth-mode =~ > R& i L £,

config custom-web ext-webauth-mode {enable | disable}

AN URLWeb _X— A DY 5 AT MBI E A

X DEREA enable
F—T I LET,
disable S URL Web _R— 2D 7 54 7 o MR

F o= LFES,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VY —AT6LEIOY U —ATEASRELL,

WIZ, ANEE URL Web X—RA D7 T4 7 v MRFEEZ AN T A%~ L £,

(Cisco Controller) > config custom-web ext-webauth-mode enable

config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-url show custom-web

configa<v > K :a~i .



configav > R:a~i |

. config custom-web ext-webauth-url

config custom-web ext-webauth-url

T A K I Web FRGEA— Nk B 52272450 Web 385E URL 2 3% €3 51214, config custom-web
ext-webauth-url =~ > RZHEH L £9,

config custom-web ext-webauth-url URL

XN URL Web XR—2D 7 ST v FRIAMCHEH SN D
URL,

ARVEFIALL AL

avy FERE Jy— ZEHAZR
3
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHAINE L],

KIZ, Web X—2AD 2 T A7 FBREIC, 8272 SME Web FBFE URL
http://www.AuthorizationURL.com/ % 5% EJ BB &~ L £7,

(Cisco Controller) > config custom-web ext-webauth-url http://www.AuthorizationURL.com/

BEa<wy R config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-mode show custom-web
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config custom-web ext-webserver .

config custom-web ext-webserver

A Web — &2 5% ET 5121, config custom-web ext-webserver =~ > K& L F7,

config custom-web ext-webserver {add index IP _address | delete index}

BX DA add S Web Y — N2 BN L 97,

index SR Web #—73 U 2 h DS Web H— /% o
YT I A, AT 7 AT NH20ETO
oL TLEEn,

IP_address M Web — 3D IP 7 R LA,
delete S Web — R ZHIER L 7,

ARVRFIALE L

avy FERE Jy— ZEHAR
3
7.6 Zoa<wryRiE, VI —RX76LEIOY Y —RATHAINE L,
8.0 o<y Rt IPvd 7 RLAEROLE Y R— N LET,

Wiz, A Web— 32D A T v 7 A%, IEEWeb — 3D IP T K14 192.23.32.19
BT A6 %2R L £,

(Cisco Controller) > config custom-web ext-webserver add 2 192.23.32.19

BEavy K config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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. config custom-web logout-popup

config custom-web logout-popup

TAL L WebFBAED T 7T 7 Ry FT T BN ETITENIZT HITIE. config custom-web
logout-popup =1~ R&EMHHL ET,

config custom-web logout-popup {enable| disable}

X DA enable 7 2% LA WebZREEDO 7T U N Ry P T v A X —T M LET, ZDOR—Y
WX, a7 A O, E£7IIHAZ L WebRiE—T DU XA LY FMERICERE
nEd,

disable 3 2 % L Web 3O /77 h Ry T v T H2F 4 v—T NI LET,

ARV REFIALE AL

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76L IOV Y —ATHEAINE L],

WIZ, WAL D Web fBikD 770 b Ry 77y Fa N+ 562" L ET,

(Cisco Controller) > config custom-web logout-popup disable

BgEavy K config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-url show custom-web
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config custom-web gqrscan-bypass-opt .

config custom-web grscan-bypass-opt

QR A ¥ U WA NRABEEA T v a &2 ET HITIL, config custom-web qrscan-bypass-opt =
~v Rz LET,

config custom-web qrscan-bypass-opt timer count

X DERHA timer —IFHNZ N T T 4 T A R B W %
BRELET, EOHFHILS ~60 TT,

count ITAT NBREEMTIEIC N T 7 4 w7
BNRANRATEXHEEERE LET, HOH
PHIZ 1 ~9 T,

ARVEFIALL AL

avy FERE Jy— ZHERAR
A
8.4 Zoawy RREAINE LT,

WIZ, BAZLQRAF XV NANRRA A ~—%h 0IZKEL, 7 74T v FHRHS
I3 2ETOEEZ 3 ICRET 262" LET,

(Cisco Controller) > config custom-web grscan-bypass-opt 60 3
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. config custom-web radiusauth

config custom-web radiusauth

RADIUS Web #8ilE F & 7% E 3 5 1Z1L, config custom-web radiusauth =~ > R&fH L £,

config custom-web radiusauth {chap | mdSchap | pap}

X DR chap RADIUS Web i8GEF K2 F ¥ Lo ¥ Ny Ry =A Z3EFE7 1 k2L (CHAP) 12
FELET,

mdSchap RADIUS Web 387 )7 % Message Digest 5 CHAP (MD5 CHAP) (2% E L 7,

pap RADIUS Web i8GEF R & /XA T — RIBFE7' v h=2/L (PAP) IZRELET

o

ATV RFIHALE RL

vy REE Yy~ ZERE
R
76 Zoawl KT UU—ATEMMIOU Y — A TEASRE LT,

&RIZ. RADIUS Web 383724 MD5-CHAP IZ3RET HH 2R LE T,

(Cisco Controller) > config custom-web radiusauth md5chap

config custom-web redirectUrl

config custom-web webmessage
config custom-web webtitle

config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web redirectUrl .

config custom-web redirectUrl

H AL I Web FBAEN—V DY XA L7 s URL 3% ET HIZIL. config custom-web redirectUrl
av s REEHLET,

config custom-web redirectUrl URL

B DEREA URL FRELLET FLAIZY ¥ A L7 k315 URL,

ATV RFIFLE AL

avy FER Jyy— ZFTHEAR
3
7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

Iz, abccomZVU XA L7 h& N5 URL 2% T D62 R LET,

(Cisco Controller) > config custom-web redirectUrl abc.com

BEa<wy R config custom-web weblogo
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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. config custom-web sleep-client

config custom-web sleep-client
ESNTZA Y —TRRED Y T4 7 b &AIFRT DI,

config custom-web sleep-client

\Véb%gn
ax s RaHLET,

config custom-web sleep-client delete mac_address
LEDTTAT 2 D MACT

delete Web RBAES 2 A Y —TRIEDZ 74T > b &
FLAOMMALTHIBRL T

B DEREA

mac_address 2 1) —WREED 7 F AT PO MAC 7 FL A,

Web ZIEESNTZ A —FRED V7 S 4 7 2 MIHIRENEH A,

AU R TIFIE

avy FRERE J)— ZEERNE
A
75 Zhavry RREAINE L

WIZ, Web gRAESNTZA Y —RED 7 T4 T N EHIBRT 2612 R LET,

(Cisco Controller) > config custom-web sleep-client delete 0:18:74:c7:c0:90
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config custom-web webauth-type .

config custom-web webauth-type
Web FBFED X A 7 &G ET HIZIL. config custom-web webauth-type =~ > R&fEH L £,

config custom-web webauth-type {internal | customized | external}

X DA internal Web 3R3EZ A 7 % internal IZ5%E L £7,
customized Web #RFFE ¥ A 7% customized 125X E L £,
external Web F2EIE 4 A 7% external IZiXE L £7,

ATV R FI4) N T 7 AV D Web iBiEHX A 713 internal T,

2% KRR Jy— EERE
A
76 Zomwr R U U—XT6EOY U — A THASRE L,

Web #BFE4 A 7 % internal IZFRET HB 2~ L E T,

(Cisco Controller) > config custom-web webauth-type internal

BEavy K config custom-web redirectUrl
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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. config custom-web weblogo

config custom-web weblogo

T3 A B 2 Web FBRE~— 0 Web §BAE R 2 &3 E T 521X, config custom-web weblogo =~ >
REfEHLET,

config custom-web weblogo {enable | disable}

EX DA enable Web $RFEDO 0 TREE A F—T7 /M LET,
disable WebiBrED 1 IR EET 4 B—T M LET,

ARVEFIALE L

avy FER Jy— ZEHAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —RATHAINE L,

WIZ, Web 8GEv T2 BN T A0 2R L ET,

(Cisco Controller) > config custom-web weblogo enable

BEavy K config custom-web redirectUrl
config custom-web webmessage
config custom-web webtitle
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config custom-web webmessage .

config custom-web webmessage

HAH I Web GBilEX— D H A X L Web iRk A v — V%R ET HIZIE. config custom-web
webmessage =~ > N&fiH L £,

config custom-web webmessage message

BXDEREA

AR TIFIE

message Web RAED A v —2 7% 2 R,

L

avy FERE

BEEavTY R

JU— ZERR
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L,

RIZ, Web GRAED A »E— D7 % X | Thisistheplace Z %X E T 22~ LET,

(Cisco Controller) > config custom-web webmessage Thisistheplace

config custom-web redirectUrl

config custom-web weblogo

config custom-web webtitle

config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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. config custom-web webtitle

config custom-web webtitle

H A K I Web GBAES— D Web #BFEY A RV 7 F A &G ET HIZIL, config custom-web
webtitle =~ > R&ZHEH L £,

config custom-web webtitle zitle

X DA title Web RAEDO D AX L XA FLTF A B,

aATYRFIHLE AL

avy RERE )— ZEEASE
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

RIZ, Web GREAED T A & I Z A~V T % A |k Helpdesk %X ET 22~ LET,

(Cisco Controller) > config custom-web webtitle Helpdesk

BEavy K config custom-web redirectUrl
config custom-web weblogo
config custom-web webmessage
config custom-web ext-webauth-mode
config custom-web ext-webauth-url

show custom-web
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config database size .

config database size
0—Hh)L T —HRN— 25 ET HIZIX, config database size =~ > FZHH L £,

config database size count

X DERHA count 512 ~ 2040 DT —H _— R A XfH

aAvURFIALE AL

Qv RERE J1—2 EERAR
7.6 Zoa<wr Rk, VU—RXT76LHIODY Y —XA

TEAINE L,

FERLEDHA RS54 > showdatabase =~ REfALT, m—W T —=I_X—2O@EL LR LET,
RIS, BTV T —=FN=ADY A XE@ET HHE R LET,

(Cisco Controller) > config database size 1024

BEEav> R show database
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config dhcp

configav > R:a~i |

W8 DHCP 2% &7 521X, configdhep =2~ RaH L £,

config dhcp {address-pool scope start end | create-scope scope | default-router scope router 1
[router 2] [router 3] | delete-scope scope | disable scope | dns-servers scopednsl [dns2]
[dns3] | domain scope domain | enable scope | lease scope lease duration |
netbios-name-server scope winsl [wins2] [wins3] | mnetworkscope network netmask}

config dhcpopt-82 remote-id {ap mac | ap mac:ssid | ap-ethmac | apname:ssid |
ap-group-name | flex-group-name | ap-location | apmac-vlan _id | apname-vian_id |
ap-ethmac-ssid }

BXDEREA

address-pool scope start end FOBTHT RLAHIHZRELES, Aa—
THBLOT RV AHIHORY & &EDOT R
VAZIRET DMENH Y £7,

create-scope name B DHCP A o — 7 ZA{E L Ed, RAa—7
BERET DMLENRDY 7,

default-router scope router 1 [router 2][router 3] {8 SN Aa—FDF 7+ )V s LV —F 5%
EL, V—ZDIPT RLAZEELET, &
Tar T, BAF VBRI =Ty U L—
ZDIPT RLAZRETEET,

delete-scope scope FEEENT DHCP A= — 7%l L FE 4,

disable scope FEESN-DHCP A a—7%F 4 & —7 /LT
l_/ \i j_o

dns-servers scope dnsl [dns2] [dns3] HBEINT-RAa—TDOR—5 P —R"EZHREL

F9, Db 1 ODOFR—L P—RERE
THLERDOYET, A7 arTehH
VEXIOY =% ) X—LA % —N"EHFETE

7,

domain scope domain DNS RAA VA4 ZRELET, Aa—74F8
FORAAL VA ERET DUERH Y £7,

enable scope BEXINZDHCP A2—7% A4 X—7VICL
7,

lease scope lease_duration BEishAa—70) — 28 () 2%
’_‘/]i_’ L/i—a—o
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config dhep .

netbios-name-server scope winsI [wins2] [wins3] NetBIOS %x—2A YV —_REHELEFET, RAa—

FHBLIORR—L P —"DIPT RL RAEZEE
THNENDYET, 7 a T, b
FVBIRZY—rx ) X—LHF—1DIPT
RLUAZBETEET,

network scope network netmask

network 38 & O netmask Z#ZE L ¥, Aa—
TH, Xy NU—7 T RLA BLUOFR v b
I—0 v AT BBETHALENRDH Y 7,

opt-82 remote-id

DHCP A7 v a8 UE—hFID 74—/ K
T —~<v hERELET,

DHCP 4 7' 3 > 82 Ti&, DHCP Zfif LT
Xy hT—27 7 RVAZE VY THGAEOE
FaUTanmbsnEd, 2 he—J %
DHCP VL —x—Y = b LTHEREL . (B
M CTXARWNWY—ZMBODHCP 7 94 7>
FORAEEGELET, 2 he—F 1%, EkE
DHCP $— N ZHRET SR, 7747~ b
25D DHCP ERIZA T > a v 82 1K & B0
LET,

ap_mac

DHCP A7 g 21— RFK~DT 7 &R
RA Y FOMACT RULA,

ap_mac:ssid

DHCP A7+ a3 82 /M a—RK~DT 7t A
RNA Y hDMAC 7 KL A L SSID,

ap-ethmac

AP Ethernet MAC 7 KL AL LTD Y E— b
ID &=,

apname:ssid

AP4 & LTV E— T ID ®E: SSID,

ap-group-name

AP Z—74 L LTH Y E— |k ID KR,

flex-group-name

FlexConnect 7 /L —74 L LCD Y E— h ID
=,

ap-location

AP — g LTOYE—FIDER,

apmac-vlan_id

APIEHOMACT RLA L LTHOYE—FID
DI VLAN_ID,

apname-vian_id

AP4, L LCo U E— b ID DJFR: VLAN_ ID,

ap-ethmac-ssid

AP Ethernet MAC & L CD U E— K ID DI
SSID 7 KL A,
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AR R TFIHILE

configav > R:a~i |

ap-group-name D7 7 # /L MEIL Tdefault-group) T&H Y . ap-location D7 7 # /L MEIL [default
location] T,

ap-group-name & flex-group-name 7% X/LDLEIE, VAT LAMAC R Y E—FID 7 4 —/L N &
LTHEHESNET,

avwy FERE

FEREDHA KS4 Y

)1)—2x TEAR
7.6 Zoavwry RiE, VI—RAT76LURIDOY UV —ATHEAINE LT,

show dhep =~ > RZfH LT, Wi DHCP &REZ K7 LE T,
Wiz, A=—7003 ® DHCP V —AZRETHH1%2 7L £,

(Cisco Controller) >config dhcp lease 003
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config dhep opt-82 format .

config dhcp opt-82 format
DHCPA 7' = 82 DIEX A ET 121X, config dhep opt-82 format Z 5/ L £,

config dhcp opt-82 format{ binary | ascii}

¥ETDEHEA binary DHCP A7 a v 82 DX a4+ L 1L T
BELET,

ascii DHCP 47 = > 82 OIE=% ASCII & L TR
ELET,

AR RFIALE AL

avy FER Jy—= ERAR
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

THAShE L,

WIZ. DHCP 47 a v 82 f u— ROBREZETHHE2 R LET,

(Cisco Controller) > config dhcp opt-82 format binary
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config dhcp opt-82 remote-id

configav > R:a~i |

DHCPA 7' a3 v 82 ~A m— RO AR ET HIZI. config dhep opt-82 remote-id 2 i ] L

jzj—o

config dhcp opt-82 remote-id {ap mac | ap mac:ssid | ap-ethmac | apname:ssid |

ap-group-name |

ap-ethmac-ssid }

flex-group-name

| ap-location | apmac-vian-id | apname-vilan-id |

B DEREA

AR TIAIbE

ap_mac

TIRBARL L FOEBEMACT KL 2%
DHCP 473 g 82~/ m— RiZxt L THRE
L\ij_‘o

ap_mac:ssid

TIRA RS FOEHEMACT FLR L
SSID % DHCP # 73 3 > 82 ~A u— N2k}
LTHELET,

ap-ethmac

T YA BA L PO —HFK Y b MAC T K
L A% DHCP A7 v 3 1 828 m— RIZxfL
THRELET,

apname:ssid

T v A RA L D AP 4 L SSID & DHCP
FF a2 e— NI LTHEELE
7,

ap-group-name

AP 7 )V —T7" 4% DHCP A 7' 2 > 82 A 1 —
FIZH LTHRELE T,

flex-group-name

FlexConnect 7 )\ — 74 % DHCP 47"+ = . 82
A= R LTHRELET,

ap-location

AP OFi% DHCP A7+ 3 82 ~f m— R
WXL CHRELET,

apmac-vilan-id

TR ARAL L FOEHEMACT FLA L
VLANID # DHCP 4/ 2> 82 XA/ m— K
R L CTHREL £,

apname-vlan-id

AP 4 L #® VLANID % DHCP A7+ 3 82
_Ar— R LTRELET,

ap-ethmac-ssid

TIRBARL L FDOAL =YXy N MACT K
L Z L SSID # DHCP 47> =1 82~ 1 —
RiZktLCHRELET,

L
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config dhcp opt-82 remote-id .

2wy FEE yy—2 RENE
7.6 Zoa<wry Rk, VU—RX76LEIOY Y —X

THAShE L,

WIZ, DHCP F 72 a v 824 u—FOYE— LD #RET A0 2R LET,

(Cisco Controller) > config dhcp opt-82 remote-id apgroupl
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. config dhecp proxy

config dhcp proxy
DHCP X7 v R EEET 5 L YL ZEET HIZIX. configdhepproxy =~ R&EfEH L ET,

config dhcp proxy {enable | disable {bootp-broadcast [enable | disable] }

X DERA enable o be—ZElfR7: L CDHCP N7 v b &
ERTXET,
disable DHCP /"7 v FEEZ U L— L~ E THITE
]\/\ij_o
bootp-broadcast DHCPBootP 72— K% ¥ XA h A7 3 %
BELET,

ATV K FI4J)+  DHCPIZAENZ/Z2-TNET,

vy FERE Jjy—= THEAR
7.6 ZoawrRiE, VYV—RT6LHIOY V —ATHAINE LT,

FEHEDHA KS4 > showdhep proxy =~ RafH LT, DHCP 71 ¥ LMD AT =X A2 FRLET,

H— KX—7 ¢ WGB R — N & HHIZT HIZIE. config wlan passive-client enable =~ > K%
ATTLT, YA FPLALAN E TRy Y7 7747 MEREZANCTD2HERNH Y £7,

KIZ, DHCP /37 Mz #hic T 26127 LET,
(Cisco Controller) >config dhcp proxy disable

&IZ. DHCPBootP 70— R¥x ¥ A N 7L a v AHNCT A2 R LET,

(Cisco Controller) >config dhcp proxy disable bootp-broadcast enable
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config dhep timeout .

config dhcp timeout

DHCP % A A7 7 MEZFRET 51Z1L. config dhep timeout =~ > K& H L ¥9, WLAN 8
DHCP required JREEICFRE SNV TV D HEIE, ZDOF A ~—D, 7 747 k5 DHCP ##H T
DHCP U — A %59 % £ T WLC 23504 2 B 2 I8 L £,

config dhcp timeout timeout-value

B DEREA

timeout-value 5~120 P OFFHD X A 2T 7 ME,

AR R TFIAILE

FIT IV NDEA LT T MEI 120 B T9,

avy RERE

=2 EERE
7.6 Zoa<wryPiE, VU —=AT6LRIOY Y —ATHEAShE L,

KIZ, DHCP DX A LT U b & 10 MICRES Dl &2~ L ET,

(Cisco Controller) >config dhcp timeout 10
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. config dx
config dx
Cisco WLC TOT — X A ZFHET HITIL, configdx 2~ REMHEH L E7,
config dx {enable | disable}
XX DEREA enable Cisco WLC TOT — X ABZ AL ET,
disable Cisco WLC TO7 — X AP Z I L E T,
vy RERE )1)—2x EERAR
8.4

ZOavwy RpREAINE LT,

FEELEDHA KSq> Cisco5508 WLC TOT — X BNEHEHANTT D L. WLC BHHR— FTE 2 AP Dl KA 250

(CHIBR S E T
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config exclusionlist .

config exclusionlist
bR U A b =2 b U ZAERRE 72 1THIFR T 5 121E, config exclusionlist =~ > RZ{#HH L £ 9,

config exclusionlist {add MAC [description] | delete MAC | description MAC [description] }

XD config exclusionlist PRALU A R ZRE L ET,

add B—ANVERSNY Ak = b U 2R L £

delete 2—H VR R b = B Y EZEIBRLET,

description BRAAU A b =2 R U OFAZEELET,

MAC 2 — AN A N = R YD MACT KL
Ao

description EE) Bt Eniz=r VU Ol (KK 32
XF) o

aAvURFIANE AL

avy FER Jyyy—= FERNE
7.6 Zoa<wr R, YU —RXT76LHIODY Y —2A

THAShE L,

WIZ, MAC 7 R U A& xxaxexxaxxxxxx D —H VRS Y 2 b = Y 21ERkd 201 %
~LET,

(Cisco Controller) > config exclusionlist add xx:xx:xx:xx:xx:xx lab

RIZ, MAC 7 R b R xxoxvxxaxxxxxx DA —H VRSN Y A b =2 8 28R 561 %
RLUET,

(Cisco Controller) > config exclusionlist delete xx:xx:xx:xx:xx:xx lab

BEaw Y K show exclusionlist
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. config fabric

config fabric
T77 7V v I OFNEIIESICT DI, config fabric =~ RZEH L 9,

config fabric enable disable

X DiiHA enable 7> 7V o7 A2 LET,

disable 7> 71U o7 2Mehiz L$9,

ARVEFIALL AL

avy FERE Jy— ZTEHNE
2
8.5 Zoawy RBEAINE L,
51

W, 777V w7 2 BINTT o0 E2RLET,

config fabric enable
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config fabric vnid create name .

config fabric vnid create name

777U w7 OARIEHE LAN (VXLAN) Ry U —2753l+ (VNID) &% 7%y M aRE
9 5IZ1L. config fabric vnid create name =~ > FZFEH L ¥,

config fabric vnid create name interface-name 12-vnid 12-vnid ip network-ip subnet subnet 13-vnid
[3-vnid

B DEREA

AR R TFIAILE

interface-name A L% — 7 = A4 A DL HI,

12-vnid L A ¥ 2 VNID,
L2 vnid L A % 2 VNID D1,
ip IP7 RL A,

network-ip $%v NU—ZIPT KL XA,

subnet YT xy b T RLZA,

subnet Fv NT—=7 OB TFy hOT RLA,
L3 vnid LA ¥ 3 VNID Df,

13-vnid LA ¥ 3 VNID,

7L

av Y RERE

HEREDAA K1Y

JU— EENE
S

8.5 Zoavwy RPEASNE LR,

B 7% v b & VNID OfiAGOEIE, BEER LD 15 1R ZEnPHahTunET,
RADIUS F—/3—F 4 RE7-1Z WLAN T® VNID D% EIZIE VNID & 2 {EH X F4,

FANTZ77 7YV w7 VNID £7203V 7 32y ME, 2o ¥ —7F3 A4 X 75771V v 2 VNID £7-
TV 73y FEBEHETEERA,

451
Wi, 777V w7 VNIDBLIOYV7Xy haRETHHERLET,

config fabric vnid create name vnidl 12-vnid 12-vn ip 10.10.1.3 subnet 255.255.255.223
13-vnid 13-vn

configa<v > K :a~i .
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. config fabric control-plane enterprise-fabric

config fabric control-plane enterprise-fabric

<P —"OIP T FLALHFRHEA X —%23ET HIZIL. config fabric control-plane
enterprise-fabricip =~ > FZfH L £7°,

config fabric control-plane enterprise-fabric {add |delete}{primary | secondary} ip ip-address
preshared-key pre-shared-key

X DA ip-address <o TP —RDIPT KL A,

pre-shared-key =A% —,

AR RFIANE AL

avy FERE J)— ZEERNE
z
8.5 Zoawy RBREAINE L,

FEEEDHA KSq4y APIE, Z0axr FalILTRESNLIYy T =TT 77V v 7 O—fLg>TND
VERHY FET, mR2ODIPT RLAZFHTEET, 2O0DIPT RLADOBE., 77T 4
T T F 4T = NI FET,

BhEfT T b T D~ v 7 — & HIEBRT 521X, config fabric control-plane enterprise-fabric
delete ipip-address 2~ > R&EMHA L ET,

1

WIZ, =7 B —"DIPT7 FLALHFEER—EZRETIHHEZ TR LET,

config fabric control-plane enterprise-fabric add primary ip 10.1.1.1 preshare-key secret

. configa<v > K :a~i
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config fabric control-plane guest-fabric .

config fabric control-plane guest-fabric

3 5IZiL. config fabric control-plane guest-fabric =~ > RZ&FH L £7°,

config fabric control-plane guest-fabric {add |delete}{primary | secondary} ip ip-address preshared-key
pre-shared-key

B DEREA

aAavv R FI4ILk

ip-address < P—ROIPT KA,

pre-shared-key = piiIA ¥ —,

TUH—=TTARX T 7TV 7 vy T ="M SRET,

avwy FERE

FEREDHA K54V

J)— EERR
R

8.5 Thavwy RREAINE L,

BR2ODIPT RLAZMERATEEST, 2200OIPT RLADWRE., 77547 -T 0547
T— RZ 0 F9,

1

WL, TAN =y P—"DIP T FLRLEFRGXF—2RETDHHE R LET,

config fabric control-plane guest-fabric add primary ip 10.2.1.1 preshared-key guest
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. config flexconnect [ipv6] acl

config flexconnect [ipv6] acl

FlexConnect 7 7 £ A AR A o MIGRESNTZT 7 8A a3 hr—L X M@l T %I
config flexconnect [ipv6] acl =~ > F& il L £4°, IPv6 ® FlexConnect ACL %E&Ef% izl
ipv6 X— U — REFEHLET,

config flexconnect [ipv6] acl {apply | create | delete} ac/ name

X DERHA ipvé IPv6 O FlexConnect ACL ZZETHI21E. =
DA TaryeHLES, 2047 g
A L2 WS 1L, IPv4 @ FlexConnect ACL
DEREINET,
apply ACL 25 —% NRAIZEA L £,
create ACL Z1ER L E9,
delete ACL ZHIFE L £9,
acl_name K 32 LFOFBTITE D ACL 4,
av Y FRERE J1)y—2 EENE
7.6 Zoavwry Rk, VY—RXT76LEIOY V—ATEAINE L,
8.8 IPv6 ACL 7 a3 UNBMENE Lz,

RIZ., FlexConnect 77 & A A > MIFEE SN IPv4 D ACL #iEH T 56 % 1~ LE
7,

(Cisco Controller) >config flexconnect acl apply acll

. configa<v > K :a~i
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config flexconnect [ipv6] acl rule .

config flexconnect [ipv6] acl rule

FlexConnect 7 7 & A IRA > MZT 7 &A a2 bu—/L JUA L (ACL) L—/LEFHET HIC
IZ. config flexconnect [ipv6] acl rule =~ > RZ{HH L F 9,

config flexconnect [ipv6] aclrule {actionrule name rule index {permit | deny} | add
rule_namerule_index | changeindex rule_name old_index new_index | delete rule_name rule_index
| destination address rule_name rule_index ip_address netmask | destination port range rule_name
rule_index start_port end _port | direction rule name rule_index {in | out | any} | dscp
rule_name rule_index dscp | protocol rule_name rule_index protocol | source address rule name
rule_index ip_address netmask | source port range rule name rule_index start_port end_port |
swap index rule_name index I index 2}

BX DA

ipvé6 IPv6 @ FlexConnect ACL /b —/L &R ET 51|
X, oA 7 aryEHHALES, o4
varEMHALZOEAE. IPvd D
FlexConnect ACL /L — /L NREINET,

action TR RAETATHNEST A0 ERELE
R

rule_name K 32 LFOFEHTIZL D ACL 4,

rule_index 1 ~32DI—DA T 7 A,

permit N—IVDT 7 v a ke LET,

deny N—NDT 7 arEEat LET,

add FRL— N EBI L £,

change N—NDA LT I AEELLET,

index N—=NDA Ty I AfRELET,

delete = ZHIBR L £,

destination address =V DFSFEIP T RV AL Ry b AT 5%
ELET,

ip_address = DIPT K&,

netmask =L DRy N AT,

start_port BAG AR — &5 (0 ~ 65535) .

end_port K TAR— FEF (0~ 65535) ,

configa<v > K :a~i .
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direction

=L D1 (in, out, F/iFany) ZFHEL
7,

in

JL—LDF A% in IZEELET,

out

JL—)L DI % out IZFRE L £,

any

=V D F A% any \(ZERELET,

dscp

JL—L®D DSCP 3% E L £,

dscp

0 ~ 63 OEUYE E 7213 any,

protocol

JL—/L®D DSCP &% E L £,

protocol

0 ~ 255 DHfE £ 7213 any,

source address

JIL—IVDERETIPT RLAE Ry h~A T %
HELET,

source port range

=V DFE TR — MR ZRE LT,

swap

=L D2ODA T v 7 A ANNVEZFT,

index 1

TS DIRANDA T v 7 A,

index 2

WHIDA LT 7 AT DI — v A T
&XO

ATV RFIFLE AL

avy FEE )=

7.6

Zoawry NI, VU —RT76LEIOY Y —ATHAINE LT,

8.8

IPv6 ACL 7> a »oviBEinnE L,

WIZ, 778 A%FFNT5HL 5 ACL &

(Cisco Controller)

. config Iv >k :a~i

T o ERLET,

>config flexconnect acl rule action labl 4 permit
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config flexconnect [ipv6] acl url-domain .

config flexconnect [ipv6] acl url-domain

FlexConnect ACL ® URL KA A > _—RZ )L—/LZFRET 521X, config flexconnect acl [ipv6]
url-domain =~ > R&H L £,

config flexconnect [ipv6]acl url-domain{action ac/-name index action |add acl-name index|delete
acl-name index|url acl-name index url-name}

BXDEREA

ipv6 IPv6 @ FlexConnect ACL ® URL R A A v ~_—
A N—VERETHIIE, 204+ Tva %k
FHLES, ZoF7Fvarz2EH LN
A%, IPv4 @ FlexConnect ACL /L — /L NFRTE
EhET,

action acl-name index action FlexConnect ACL/V— VDT 7 v ay (Fr7k&
ADHFREITER) 2 ELET,

add acl-name index FlexConnect ACL {Z URL F XA ZEML FE
7,
delete acl-name index FlexConnect ACL 7>% URL KA A U &HIBRL
ij‘o
url acl-name index url-name FlexConnect ACL ® URL & Z# & E L ET,
IRV RFIHLL L
avy FERE )1)—=x EENE
7.6 Zoa<wry RNE, VY —RT76LEIOY UV —ATHAINE L,
8.8 IPv6 ACL A7 v a »niBinEnE L,

wIZ. TPv6 @ FlexConnect ACL @ URL X— X JL— /L&A ET HHEZRLET,

(Cisco Controller) >config flexconnect ipv6 acl url-domain action acls-to-allow 2 permit
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. config flexconnect arp-caching

config flexconnect arp-caching

FlexConnect AP TH —H/UZHI D 2 B D WLAN ZEH L TV 2 5EI27 74 7~ RO ARP
T2 MU EF v v TRIFT HITIE, config flexconnect arp-caching =~ > R&HH L £,

config flexconnect arp-caching {enable } disable}

BX DA arp-cachingenable 7 5 47 FODARP=Y N Z ¥ ¥ v a|ZRFL, =m—H/WZH 0
X HID WLANDZ A7 2 MIfRboTUNET L2017 7R R
A MIHERLET,

arp-caching disable ARP % v v o = #4017 L £,

ARy RFIALE AL

avy FIERE Jy— ZEHAR
R
8.0 Zoa<wy FREAINE LT
151

KIZ., FlexConnect AP T —H/WZHIV 2 55 WLAN #{FH L TWA AL 1
F 3 ARP AT HH 2R L ET,

(Cisco Controller) >config flexconnect arp-caching enable

. config v F:a~i
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config flexconnect avc profile .

config flexconnect avc profile

FlexConnect @ Application Visibility and Control (AVC) '8 7 7 A /L D/—/VEFHET HITIL,
config flexconnect avce profile =~ > R& i H L £,

config flexconnect ave profile profilename {create|delete} | apply | rule {addapplication
app-name {drop| {mark dscp-value}}}| {remove application app-name}

B DR

ul
&

proflie-name AVC 7' a7 7 A VDT, ANJ)ITE DHEPHITIETTO~3230FTT,
create AVC 7' 7 7 A WEAERR L £,

delete AVC 7u 7 7 A VEHIBR L ET,

apply AVC a7 7 A VEEHLET,

rule AVC 710 7 7 A LDL— L EFHE L ET,

add application AVC 71 7 7 A LD )L—/LZBIN L £7,

app-name TV r—a D4R, AJTTE ZEBITIER T T0~ 32 LFETY,
drop Ny "e Ray 74 50—LvEBMLET,
mark $rE O DiffServ =— K R4 >k (DSCP) ICk» T 7y he~—2

H—V Bl ET,

dscp-value Ny b ~—% 227 ® DSCP fi, #iPHIZ 0~ 63 T,

remove application AVC 7’11 7 7 A L DL— LAY L £ T,

AR TIHIE

L

av Y RERE

) — ZEERE
z

8.1 ZOawy RREAINE LT,

RIZ., FlexConnect 7’1 7 7 A )WEAEKT DB &R LT,

(Cisco Controller) >config flexconnect avc profile profilel create
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. config flexconnect fallback-radio-shut

config flexconnect fallback-radio-shut

A =Py b VI BEELTWRNWEZDT 7R RS FNOBERA 7 —T = f A%
FET HIZIE. config flexconnect fallback-radio-shut =< > RZ&{#H L £7°,

config flexconnect fallback-radio-shut {disable | enable delay delay-in-sec}

BXDEREA disable HRA =T 2 A ADT ¥ v MU WHLET,

enable WA L H—T 2 ADV Yy N T BRI ET,

delay AH—T 2 ADBIE (ZORIZERA >V H—T oA ARV v ML T ERN
%) ERELET,

delay-in-sec JRIERFRH] (RPHAL) o

ATV R FI4LL ERAVIY -T2 ADV Yy N T TSI TOET,

avy FERE J1)—= EENE
7.6 Ioawy RPREAINE LT,

EELEOHA KS4Y EBRAL Y =T =AM 2DV ¥ v MU EFNCT 250K, IERHZHETE E7,

WIT, SHRIOBIERFEZEDOMERA L F —T = A XA V% v MU U EFINCT D6 %
RLET,

(Cisco Controller) >config flexconnect fallback-radio-shut enable delay 5

. config v F:a~i
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config flexconnect group .

config flexconnect group

FlexConnect 27 /L —7"Z 38/, HIBR, F72IX&ET HIZIE. config flexconnect group =~ > R
EREHLET,

config flexconnect group group name {add | delete | ap {add | delete} ap-mac | radius
{ap {authority {id hex_id | info auth info} | disable | eap-fast {enable | disable} | enable
| leap {enable | disable} | pac-timeout ftimeout | server-key {auto | key} | wuser {add
{username password} | delete username}}} | server auth {add | delete} {primary |
secondary} [P address auth_portsecret} | predownload {disable | enable} | master ap name
| slave {retry-count max count | ap-name cisco_ap} | start {primary backup abort} |
local-split { wlan wilan_id acl ac/ name {enable | disable}} | multicast overridden-interface
{enable | disable} | vlan {addvian id aclin-aclname out-aclname | deletevian id } | web-auth
wlan wlan_id acl acl_name {enable | disable} | web-policy acl {add | delete} ac/ name}

config flexconnect group group name radius ap {eap-cert download | eap-tls {enable | disable}
| peap {enable | disable}}

config flexconnect group group name policy acl {add | delete} ac/ name

config flexconnect group group name {add | delete}http-proxy ipaddress
ip-address port port -no

BX DA

group _name TI—T4

add FlexConnect 7 /L — 7 %38 L F9°,

delete FlexConnect 7 /L — 7 ZHI& L £,

ap FlexConnect 7' /L — 27 7B A KRA » M &iB
MMEITEIBRL ET,

add FlexConnect 7 /L — 727 7 ® A RA » h &8

delete FlexConnect 7 /V—7" MO T 72 ARA Vb
HIEEL £9,

ap_mac TIRARALAL FNOMACT KL &,

radius FlexConnect Z /v —7 D7 A 7 FERIEHIC

RADIUS —R"EEELE T,

ap FlexConnect 7 /V— 7D 7 A 7 v NEREEHIC
T I RARA L kN _N—ZADRADIUS P — 3%
RELET,

configa<v > K :a~i .
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authority VEREEE 7 haL - X =27 R H
@i%ﬁmn (EAP-FAST) #E[R/XT A —% %
P /qi IJ i ‘a—o

id 71— )L EAP-FAST Y — N OMERFR+ % 3%
ELET,

hex_id 16 H¥ T L= o — 741 /L EAP-FAST H—
PNOMEMRTB] T K 32 CFD 16 EFDH
BEANIITEET,

info F ¥ A MNERD 2 — /L EAP-FAST H— 30
FERRFA AR E L E T,

auth_info F % 2 MERDr — 5L EAP-FAST H— 30
FEBRFR B 1,

disable AP X — 2 D RADIUS Y — 2RI L E T,

eap-fast YWEAERAE 72 oL - X =27 bRV ERA
DR ER3E (EAP-FAST) HEFRAZAZhE 1%
FIRYY %j] — l/ \i j—o

enable EAP-FAST #RGF 2 AN LET,

disable EAP-FAST #RAEZ NI LE T,

enable AP _X— A D RADIUS r— 2 HMMZ L ET,

leap Lightweight Extensible Authentication Protocol
(LEAP) iy uﬁ%ﬁ)‘ﬁi f_ iﬁ)‘j] L/ i ?—0

disable LEAP FBEE M L E T,

enable LEAP §8GEE A X2 —7 MiZ L ET,

pac-timeout

EAP-FAST Protected Access Credential (PAC)
HALT TR NRTG A= EZELET,

timeout PAC Z A A7 v~ (HEHAN) . #HIZ2 ~
4095 C7, fEOITXEHTHLZ LERLET,

server-key EAP-FAST #— "R ¥ —%FELE T, —
X —{%. PAC OKFEAL & B B LfRBRIZ A &
ﬂij—o

auto TR DY =R —m HEMIZAER L ET,

key FlexConnect 7 /L — 7 DRI T » 7 L —

R 2T D F—,

. config v F:a~i
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config flexconnect group .

user AP _X— 2@ RADIUS #—/"Ta2—H U A |
EHLET,

add a—HEBMLET, &K 100 A\O2—F%
RETEET,

username KRIXFE/NLFEZXB L, T CThRoRK24 3
FTO—H 4,

password =P D/INAT— R

delete a—YEHIFRLET,

server S48 RADIUS r— R ZRE L7,

add A RADIUS H— " Z8 0L £ 97,

delete # RADIUS H— " ZHIER L £,

primary 77 A ~ U RADIUS H— &% E L £9,

secondary SN2 1 2 RADIUS H— 3% 3% E L £,

IP_address RADIUS — "D IP 7 KL ATT,

auth_port RADIUS ¥ — "D HR—k 7 KL AT,

secret RADIUS =D A T v 7 A,

predownload FlexConnect 7 /V— 7 DR 2 AP 7~ 77
L—RERELET, 7T7E8A RS bR
Y hLED., Xy NU— I B2 Ylk LTz
DEFIZ, 2 hE—=IFNET 7R KA
NMCT T T —=RAA—VEL T m—
TEFET,

disable FlexConnect 7/ /L — 7 DWW 72T v 77 L —
REEHz L ET,

enable FlexConnect 7 /L — 7 DRI 72T v 77 L —
KEHNZ L FET,

master ~ A% — AP & L T FlexConnect 7 /L —7 DT
JRARA Y FETFETRELET,

ap_name T RARA L N,

slave AL —=7 AP & LT FlexConnect 7 /L —7 DT

JRARA L PEFHTHELET,

config A< K :a~i .
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retry-count

AVL—=T T IEBARA LV SR AZ =D A
A=V HTVE T — REkh 5 R %
ELET,

max_count AVL—=T T IEVARA LV NBRT AT =N A
A—=VhET VAT v u— REkA D i K,

ap_name TFECTRELIEYAY—% A4 —N"—F 4 FL
E RN

cisco_ap VAL =T IR RA L NDLHI,

start FlexConnect 7 /L —7 D7 L X7 a— K A
A=V T T —REBBLET,

primary FlexConnect 7 /V—7 DL XU ua— RO
TASY A AXA=VDT v 77 L— R&Bith
]\_/i ‘j—‘o

backup FlexConnect 7' /L — 7D F L A7 a— KD
RO DT T A A=VDT v 7T 7 L— K&
HBLET,

abort FlexConnect 7 /L —7 D7 LAy a— K A

A= TS — REFELET,

local-split

WLAN B\ C, FlexConnect AP 7 /L — |z —
BN A7 Y hACL % ELET,

wlan FlexConnect AP 7 /L —lZa—H) « A7V >
F ACL ® WLAN %% & L £,

wlan_id 1 ~ 512 DR LAN #5511,

acl WLAN B\ C., FlexConnect AP 7 /L — |z —
I AFY v b ACLZREL£7,

acl_name ACL D4R

multicast overridden-interface

B—HNVIZAA v FENTZITA4 T DL
EX AL H—T A AT, LA¥2TE2—F
Xx¥ AN RAAL O IVT F ¥ A N EHE
LET,

vlan FlexConnect 77 /L — 7|2 VLAN # %@ L £7°,
add FlexConnect 27 /L — 7 I{Z VLAN ZiBN L £,
vian_id VLAN il 2 56

. config v F:a~i
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config flexconnect group .

in-acl R 32 LT OFHTIT L 5 1R ACL 4,

out-acl K 32 P ORITIT L D FE(E ACL 4,

delete FlexConnect 7 /L—=7 %5 VLAN % HilB&,

web-auth S4B Web ZBEED FlexConnect ACL Z3%E L £
R

wlan FlexConnect ACL % i% &3 % HEfE LAN %15 7E
L%,

wlan_id 1 ~ 512 OEERR LAN 78510+

cisco_ap FlexConnect 77 & A iR A > ks D4,

acl FlexConnect ACL Z 7% & L £7°,

web-policy Web 7~ U 2 — FlexConnect ACL % 7% & L £,

add FlexConnect 2 /L—7"|Z Web AR U o —
FlexConnect ACL #3811 L £,

delete FlexConnect 27 /L —7" /5 Web 7R U 2 —

FlexConnect ACL ZHIi& L £

eap-cert download

EAP/L— B LTS REFHELZ X 7 o —

FLET,
eap-tls EAP-Transport Layer Security (EAP-TLS) FEiE
EAEITESICLET,
peap Protected Extensible Authentication Protocol
(PEAP) REFEZ AR EIITHENC L E T,
policy acl FlexConnect 7 /L —7" DR U 3 — ACL % %€
L%,
http-proxy ipaddress HTTP 7 & — &R ELET,
ip-address FlexGroup ® HTTP 702X D IP 7 R L A,
port-no FlexGroup ® HTTP 7' 2 % DR — hF 5,
ARVEFIALL AL
avy FEE )1)—2 EERAE
7.6 ZoavwryPNiE VU —=RAT76LRIOY Y —ATHEAShE L,
8.3 Zoavy RERIRE L,
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. config flexconnect group

FEREDHA KSq4> HKI0EDZ 47 FaBMTEET,
YU —2 74 LUKETIX. RADIUS #— X THR— F SN TWHHEREITL 100 T,

wIZ, MAC 7 KL A 192.12.1.2 1Z%} L T FlexConnect 7 /L — 7 % BINT Al Z R L E
ﬂqo

(Cisco Controller) >config flexconnect group 192.12.1.2 add

WIZ, =D A T v 7 AFKEN 1 ThD FlexConnect 7 /L—T DT T4~ H—
N LT RADIUS H— Nz BT 562~ LET,

(Cisco Controller) >config flexconnect group 192.12.1.2 radius server add primary 1

&IZ., WLAN O FlexConnect AP 7 /L —\IZa—Hh v A7V w b ACL A3 24
R LET,

(Cisco Controller) >config flexconnect group flexgroupl local-split wlan 1 acl flexacll
enable

. config v F:a~i



| configaw K :a~i

config flexconnect group vlian .

config flexconnect group vian

FlexConnect 2 /L —>7"® VLAN % #E 3 5 1Z1L. config flexconnect group vlan =~ > R & [
LET,

config flexconnect group group name vlan {addvian-id aclin-aclname out-aclname | delete vian-id}

TR group _name FlexConnect 7' /V— 74,
add FlexConnect 7 /L —7"® VLAN ZiBi1 L £,
vian-id VLAN ID,
acl Tr/kRAarbr—L YR NERELET,
in-aclname A N7 R ACL D4 i,
out-aclname 70 k37 K ACL D44,
delete FlexConnect 7 /L — 7725 VLAN % HIBR,
av Y FERE )1)—2x EERAR
7.6

Zoa<wry RNE, VY —RT76LEIOY Y —ATHAINE LT,

IZ. FlexConnect 7' /b — 7 myflexacl ® VLANID 1 ZiBIN$ 2612~ LE3, Z Dl
TlX, A 37> RACL D4 RillEin-acl, 77 b3 2 K ACL D4 HilE out-acl T,

(Cisco Controller) >config flexconnect group vlan myflexacl vlan add 1 acl in-acl out-acl

configa<v > K :a~i .
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. config flexconnect group group-name dhcp overridden-interface

configflexconnectgroupgroup-namedhcpoverridden-interface

FlexConnect 2 /L —7"® DHCP A v 2 — 7 = A A [N E 21T T HI2IL, config
flexconnect group group-name dhep overridden-interface =~ > RZ={FH L £7°,

config flexconnect group group-name dhcp overridden-interface {enable | disable}

X DA overridden-interface FlexConnect 2" /L — 7" ® DHCP

BhA L H—T =1 R,

group-name FlexConnect 7 /' — 7 D4 #il,

enable

2—HVTHY 657
FA4 7 @O DHCP 71— K
XY A MEAIITDHLEOIC
TIRARAL L MTFERLE
R

disable HERE 2 IEhl L E 7,

aAvURFIALE AL

avy FIERE Jy— ZHERAR
R
8.0 ZOawy RREAINE LT,
151

W2, a— A0z o527 547 FODHCP 72— K% 2 M &G8hcT
L& R LUET,

(Cisco Controller) >config flexconnect
group flexgroup dhcp overridden-interface enable

. configa<v > K :a~i
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config flexconnect group web-auth .

config flexconnect group web-auth

FlexConnect 2 /L— 7" Web-Auth ACL #3%E 7 5 1ZIL. config flexconnect group web-auth =
~v Rz LET,

config flexconnect group group name web-auth wlan wian-id acl acl-name {enable | disable}

XA group_name FlexConnect 7 /L — 74,
wlan-id WLAN ID,
acl-name ACL £ T,
enable FlexConnect 7 /L — 7™ Web-Auth ACL % H%)
[l =
disable FlexConnect 7' /L — 7" Web-Auth ACL % %)
WZLET,
avy FERE )1)y—= EEAR
7.6

ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

&IZ, WLANID 1 G, FlexConnect 7 /" — 7" myflexacl ® Web-Auth ACL webauthacl %
BT DB Z2RLET,

(Cisco Controller)

>config flexconnect group myflexacl web-auth wlan 1 acl webauthacl
enable
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. config flexconnect group web-policy

config flexconnect group web-policy

FlexConnect 7 /L —7®D Web R U — ACL Z &7 5 IZ1X. config flexconnect group web-policy
avy REEHLET,

config flexconnect group group name web-policy acl {add | delete} acl-name

TR group _name FlexConnect 7 /V— 74,
add Web ARV o — ACL ZB1 L 9,
delete Web 7R U v — ACL ZHIFR L £,
acl-name Web R U o— ACL D4 i,
avwy FERE )1)—X EERNE
7.6

Zoa<wry RNE, VU —RT76EIOY V—XTHAINE LT,

KIZ., FlexConnect 2 /L — 7 myflexacl {Z Web 7" U *— ACL mywebpolicyacl %1819 %
BlE R LUET,

(Cisco Controller) >config flexconnect group myflexacl web-policy acl add mywebpolicyacl
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config flexconnect join min-latency .

config flexconnect join min-latency

Pt | I DBIED 2 b —F BT D K 5 7 7 B A RA U M EANEITEDNT D
21X, config flexconnect join min-latency =~ > RZfH L £,

config flexconnect join min-latency {enable | disable} cisco ap

EX DA enable Bt I L DBIED 2 b u— T BRI
HEHIT A RA L NERIZLUET,

disable BRI IR DBIED = o b 1 — T 28R
LEOTITRARA L bEBERHILET,

cisco_ap Cisco Lightweight 7 7 £ 2 AR A > |,

ATV RTFIHINE  TIZEARAS L ME, BERRFICRBEOELED 2 hr—F ZRIRTE A,

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

COBRREANIT DL T REARA L MIMHER ERHISE OB ORI ZFHE L. A
WE Llzay ba—F1Zjoin LET, Zoa~vy RiE, koar te—7 JJ—ZXATDOh
FAR—FINTNET,

*Cisco2500 vV —X a btu—7

FEREDHA RKS4 Y

*Cisco 5500 >V —X b —7

* Cisco Flex 7500 ') —X a2 ha—3

*Cisco 8500 ' —X v fa—7

eCiscoVA VLAY —ERET2—/)12
ZOREF, 2 hr—TOHARE LY bR, OEAP T 7 L ARA > MIOAmEM &
NET,

WIZ, BHRRFICBIE DR bl a sy ba—F 27 7B ARA 2 FRBRTE 589
T ol R LET,

(Cisco Controller) >config flexconnect join min-latency enable CISCO_AP

configa<v > K :a~i .



configav > R:a~i |

. config flexconnect office-extend

config flexconnect office-extend

OfficeExtend 7 7 Z A 7RA > k@ FlexConnect E— K% E 7 5HIZ1%. config flexconnect
office-extend =~ > RZfEH L £,

config flexconnect office-extend { {enable | disable} cisco ap | clear-personalssid-config

cisco_ap}
TR enable T 7' A RA 2 MIxP LT OfficeExtend & —

REGMLET,

disable T 7 AR RA L MK LT OfficeExtend & —
R &M L ET,

clear-personalssid-config TR A RAL L FDIR—YF)LSSID FiF &
U7 LET,

cisco_ap Cisco Lightweight 7 7 £ X 784 > K,

ATV RTFI4IE T ZEARA L T FlexConnect E— F a2 FRC L72HE 13, OfficeExtend &— F7% HEIAYIC
A0 £7,

av Yy FER Jjy—= TEAR
7.6 ZoawrRE, VYV—RT6LHIOY UV —ATHAINE LT,

ERALDHA KS4 > BUERATIL, WPLUS 74 £ A2 XY Cisco5500 & U — XD =2 b v —F 285 S A7z Cisco
Aironet 1130 ¥V —XEB L1140 >V — XD T 7 & A KA > FIZ1F % OfficeExtend 7 7 & A
RA L PELTRIETEET,

T 7 /A RA v MK LT OfficeExtend & — RZ G L72HEIE, AIERT 7 A KAV
N ORI BB EENC /20 £5, < OHE. ENREEEICE A Iz OfficeExtend 7 7 &
A RA v ME, REORERT SA A%k LE T, config rogue detection =~ > NZfH L
T, FEDT 7 8A R FEREFTRTOT 7R KA 2 NORERHZ AR E 7213 8%)
ICTEET,

T 7 A RA 2 MTH LT OfficeExtend E— FA A2 L725G1E, DTLS 7 —# K5t B
BN A N2V £9°, 7272 L. configaplink-encryption =~ > RZFEH LT, $EDT 7+
ARAY FERFTRTOT 7R KA hODILS T — X oL 2 G & - 13 E\ahic c&
£

T U A RA L MIx LT OfficeExtend E— FE2AMNZ L7-HA1%. Telnet B LNSSH 77
Y AN EBMCESIZ /2 Y £97, 7272 L. config ap telnet £ 72 (3 config ap ssh =~ > N % fifi
LT, BEDT 7 A RA L D Telnet £721LSSH 7 7 v A2 A E7-ITEAHTE ET,

T 7 A RA 2 MTx LT OfficeExtend & — R 2 A2 L7z haid, U 7 BEA ABIICA
2720 F£9, 7272 L. config ap link-latency =~ > K& LT, 22> b —F ZHIERE

. config v F:a~i
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config flexconnect office-extend .

T OENTWAEEDT 7 EARA L FEZITTRTOT 7R RAL L b DY v 7 BEEA
MEIFEDCTEET,

WIZ, 77 A KA b Cisco_ap D office-extend Z AN T 5B %2~ LET,

(Cisco Controller) >config flexconnect office-extend enable Cisco_ap

WIZ, TI78AKRA L b CiscoapDT 7 EARA L D=V FNSSIDEFET Y
TI LB ERLET,

(Cisco Controller) >config flexconnect office-extend clear-personalssid-config Cisco_ap

configa<v > K :a~i .



. config flow

config flow

configav > R:a~i |

NetFlow E=# B XN/ AR—F Z&ET HIZIEL, configflow =~ FEZEH L E7,

config flow {add | delete} monitor monitor name {exporter exporter name |
record {ipv4_client_app flow record | ipv4 client src_dst flow record}

B DEREA

add T 7 AR—H|Z NetFlow & =% % BE+F 5 5 >, NetFlow £ =
2 |Z NetFlow L =t— RZ BT £,

delete T 7 ZR—Z 36 NetFlow E = Z OEIHEAT 1T 2759 5 D>,
NetFlow & =% 75 NetFlow L = — RO BRI T 2R L E 4,

monitor NetFlow E=4% ZikE L E£7,

monitor_name NetFlow & =% D4R, ©=Z4I1TEHK32 XFOEBF T, K
LML TFERLET, EoHAICAN—REEDDH T L
X CTEEHA,

exporter NetFlow =27 AR —Z 2R E LET,

exporter _name NetFlow = 7 AR —X D4R, F=% 413K 32 L FOFHT

T, KXFENLFBRXFIESNET, =7 AR—FLHITAR—
AuEHDH I EIXTEEE A,

record NetFlow & = # |Z NetFlow L =t — R Z B@ T £97,

ipvd_client_app_flow_record X7 3 —< A% B LSS FEOLa— R T 7L —h,

ipv4_client _src_dst flow_record 3N v U hET BIELa— R 5o L— |k,

aAavU RFI4ILE

L

avwy FERE

Jy— EERE
A

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHEAINE L],

FEREDHA K542

T AR=ZIEIP F T T 4 v I EROT L — BT AR— T HRy NI —F =
T 4T 4 TY, CiscoWLCIX, =7 AR—H & L THREL F£9, Cisco WLC ? NetFlow L =2 —
RiZix, 27947 FOMACT RV A, 77472 FOXE[EILIPT KLA, WLANID, 7 —
ZDANBLOH T ANA b, AJTB IR I8 > b, AE L) DiffServ 27— R AR A
Lk (DSCP) 72 &, HEEENT-T7a0—D 77 4 v 7T HERNBEENTHET,

WIZ, NetFlow T=Z BN AR—FERETHH 2~ LET,

. config v F:a~i
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config flow .

(Cisco Controller) > config flow add monitor monitorl exporter exporterl

configa<v > K :a~i .
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config guest-lan

configav > R:a~i |

MR LAN Z/ER L7 0, BIBR L7720, A% EITEHIZ L7 3 5I121E. config guest-lan =

<~ RFEFEHALET,

config guest-lan {create | delete} guest lan idinterface name | {enable | disable} guest lan id

EX DA create

FHi LAN O E&EER LET,

delete

HHELAN OFREZHIFRL £,

guest lan_id

1~5 @ LAN 3R+,

interface_name

R LFOFEETDA o H—T = A A4,

enable

A4 YL ALAN A X—7 /W LET,

disable

JAYVLVALAN 27 4 B—7 M LFET,

ARVEFIALE L

av Y FERE J1)— ZEERE
=z
7.6 Zoawy X VU—RT6LEIOV V—ATEAINE LT,
&IZ. LANID 16 DERE LAN 282392 262 R LE T,

(Cisco Controller) > config guest-lan enable 16

BEav> K show wlan

. config v F:a~i
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config guest-lan custom-web ext-webauth-url .

config guest-lan custom-web ext-webauth-url

Web 2 7' A o R—=UNZT 7B AT HENIST A b 22— EIT— Y XA L7 R T 5121,
config guest-lan custom-web ext-webauth-url =~ > RZH L £,

config guest-lan custom-web ext-webauth-url ext web_url guest lan_id

X ERBA ext_web_url A H— 3D URL,

guest lan_id 1 ~5®D% A K~ LAN @5

aATYRFI4LE RL

avy FERE J)y— ZEERE
2
7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATEHEAINE L],

&IZ, LANID 16 DR LAN 2535021 502 Rr LE1,

(Cisco Controller) > config guest-lan custom-web ext-webauth-url
http://www.AuthorizationURL.com/ 1

BEa<wy R config guest-lan
config guest-lan create

config guest-lan custom-web login_page

configa<v > K :a~i .
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. config guest-lan custom-web global disable

config guest-lan custom-web global disable

7 —rN)b B A S I Web ik iE TlE72 < 7 A R LAN[EA O J A4 2 Web i1 % i i3 5 121,
config guest-lan custom-web global disable =~ > K& A ) L £,

config guest-lan custom-web global disable guest lan id

X DE5EA guest lan_id 1 ~5®% A K LAN #5311,

ATV RFIFLE AL

avy FER Jy— ZFTHEAR
3
7.6 Zoavwy NI, VI —RT76LEIOY Y —RATHAINE L],

FELOHA K54 > config guest-lan custom-web global enable guest lan_id 2~ > RZ& ANJj$ %5 L 1 A K I Web 72
REDFREN 77— L LUV TR SN ET,

W, A N LANID 1 @27 1 —/3)L Web X EX NI T HH A2~ LET,

(Cisco Controller) > config guest-lan custom-web global disable 1

BEREaTVK config guest-lan
config guest-lan create

config guest-lan custom-web ext-webauth-url
config guest-lan custom-web login_page

config guest-lan custom-web webauth-type

. configa<v > K :a~i
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config guest-lan custom-web login_page .

config guest-lan custom-web login_page

NAZZARAENTZWeb B T A 2 XR=VICHBT AN 2—=Fhn s TELHLIIT DI
L. config guest-lan custom-web login_page =~ > RZ{H L 7,

config guest-lan custom-web login_page page name guest lan_id

AL A ASNTeWeb B 7' A o =T D4,

HiTo

X DA page_name

guest_lan_id 1 ~5®%7 A~ LAN i3+

aATYRFIHLE AL

avy FERE Jy— ZEHEAR
Z
7.6 Zoa<wrRiE, VU —=RT6URIOY J—ZATEAINE L,

WIZ, 7 A N LANID 1 @ Web 12 7' A > ~X— custompagel % 1 A X~ A X9 55| %
i_\‘biﬁ‘o

(Cisco Controller) > config guest-lan custom-web login_page custompagel 1

BgEavy K config guest-lan
config guest-lan create

config guest-lan custom-web ext-webauth-url

configa<v > K :a~i .
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. config guest-lan custom-web webauth-type

config guest-lan custom-web webauth-type

AT AN 2= D Web 2 7 A 2 X—TZEHKT HIZIL. config guest-lan custom-web
webauth-type =~ > K& HL 7,

config guest-lan custom-web webauth-type {internal | customized | external} guest lan id

B DEREA

AR TIHIbE

internal oy bha—I0OF 74V b Weba J A L R_R—
CEFRRLET, ZHUELT 74V METT,

customized DR ESINTZ I AZ L Web a2 7 A v ~2—
VEFRRLET,

external PIANCERE SN2 URL ~2—V % U XA L7
FLET,

guest_lan_id 1 ~5®D% A K~ LAN #&5l+-,

oy ha—50O Web 2 A v _X—IOF 7 40 FEEEN internal T,

avy FERE

BEEaOTY R

J)— ZEERNE
2
7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHEAINE L],

wIZ, A R LANID 1 OREEE LT WebAuth Z A 7 T4 & k LAN 3R ET 56 %=
LEd,

(Cisco Controller) > config guest-lan custom-web webauth-type internal 1
config guest-lan

config guest-lan create

config guest-lan custom-web ext-webauth-url

. configa<v > K :a~i
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config guest-lan ingress-interface .

config guest-lan ingress-interface

LATY2T VAR AL v TFRIATHBT AN 7747 Fear ba—7OMO/A Z gt
T5H, AT AN VLAN DASJA F—T =2 A A%FET HIZIE. config guest-lan
ingress-interface =~ K& AW LET,

config guest-lan ingress-interface guest lan_id interface_name

&

1 ~5®D% A LAN #B+ (g ofE %
i) .

A BF—=T A A,

guest lan_id

ul
&

B DR

interface_name

ATV RFIHLE RL

vy REE Yy~ EERE
R
76 Zoaw KT UU—ATEMMIOU Y — A THEASRE LT,

WIZ, A RNLANID I BEOAS ¥ —7 = A 24 guestOl ZfEH L CTHBT A~ 7 F
AT heary b= AZRETLHZ R L ET,

(Cisco Controller) > config guest-lan ingress-interface 1 guestOl

BEavy K config interface guest-lan

config guest-lan create

configa<v > K :a~i .
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. config guest-lan interface

config guest-lan interface
A b —=INHAMITARNNT T4 v 7 BEETOHNA =T =AM A%
config guest-lan interface =~ KZ Aj L E7,

BIET DI,

config guest-lan interface guest lan_id interface name

X DE5EA guest lan_id 1 ~5®% A K LAN #5311,

interface_name

AVH—T 2 AR,

ATV RFI4LE RL
avr FERE Jyy— ZEBEAE
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHEAINE L],

WIZ, #AFLANID I BEOA »F—T =1 A4 guestOl D> ha—F nH 7 A K
N7 4w BB ETHIHNA L E—T 2 AEHRET DHHEZRLET,

(Cisco Controller) > config guest-lan interface 1 guestOl

BEavy K config ingress-interface guest-lan
config guest-lan create

. configa<v > K :a~i
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config guest-lan mobility anchor .

config guest-lan mobility anchor

EE VT 4 T —EBMEZITHIBRT HIZIE, config guest-lan mobility anchor =~ > K%
HHLET,

config guest-lan mobility anchor {add | delete} Guest LAN Id IP addr

WLANIZEE Y T4 T oA —%BMLET,

BX DA add
delete WLAN 2 HEE VT 4 7o —xaHIBRL £
R
Guest LAN Id 1 ~5®% Ak LAN #5l1,
ip-addr WLAN 27 V1 —F 2 AL N—=AL v F D

IPv4 £721X IPv6 7 R LA,

ARy RFIANLE AL

avy FERE Jjy— ZEHAR
3
7.6 Zoawry RNE, VY —RT76LEIOY U —ATHAINE LT,
8.0 Zoawr Rt IPvd EIPVe D HF DT RUAEXEZ YR —FLFET,

WIZ, WANID4 DEEY T 4 T o h—BLOT7 o —1P 192.168.0.14 = HIkRT 2 B
ZRLET,

(Cisco Controller) > config guest-lan mobility anchor delete 4 192.168.0.14

configa<v > K :a~i .



configav > R:a~i |

. config guest-lan nac

config guest-lan nac

HFARLANOZR Y NI —27 7 RIvgraryio—a (NAC) OFT 7 AT RHR—
N BB E TITERIZ T 5121, config guest-lan nac =~ K& L £,

config guest-lan nac {enable | disable} guest lan id

*ﬁi@gﬁﬂﬂ enable NAC77 ry }‘j‘f/\‘:/ F\@'ﬁ-ﬂ_\g“‘ }\ %/],*%7\\
MZLET,
T LET,
guest lan_id 1 ~5 D4 A LAN 353 7-.

aAvYRFIHLE RL

avy FERE J)y— ZEERA
2
7.6 Zoa<wyRiE, VU —RT76LEIOY Y —ATEHEAINE LT,

W, “ARLANID3 D NAC T Y AT AR R Y R— R NEEDNTA6E2R-LE
j—o

(Cisco Controller) > config guest-lan nac enable 3

BEavT KR show nac statistics
show nac summary
config wlan nac

debug nac

. configa<v > K :a~i
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config guest-lan security

BT ARNLAN OEX 27 4 KU o—%RET HITIX, config guest-lan security =~ > N

ML ET,

config guest-lan security .

config guest-lan security { web-auth {enable | disable | acl | server-precedence} guest lan id
| web-passthrough {acl | email-input | disable | enable} guest lan id}

B DEREA

AR TIAIE

web-auth Web iRGEAFEE L 7

enable Web FGEDRE L A F—7 M LET,
disable Web BAEDKEET 4 B—T M LET,
acl TR arytur— LV VA NERELET,

server-precedence

Web FRFEL— I 4 2 FBFE Y — N OB SEIE
MZBELET,

guest lan_id

1~5 @ LAN &5l

web-passthrough

FEEAREDOWeb X4 7 4 7 R—H VLT
l/\gzjqo

email-input

B A—NLT FURAEFEHL T Web ¥+ 7
FAT R—=ENERELET,

T AR LAN DF 7 4L hOt®FX 2 YT ¢ R 2 —|T Web 3RIETT,

av Y RERE

BEEavT YR

Jy— EERR
S
76 Zomvr R U U—X76BMI0 U ) — A THASE LT,

WIZ, A KRNLANID 1 OtXx=V 7 ¢ Web #RiERN Y > —%2RETHH 2R LFET,

(Cisco Controller) > config guest-lan security web-auth enable 1

config ingress-interface guest-lan
config guest-lan create

config interface guest-lan

configa<v > K :a~i .
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. config interface 3g-vlan

config interface 3g-vlan

3G/4G-VLAN A v # —7 = A A% ET HIZIL, config interface 3g-vlan =~ > RZfEH L &

j—o

config interface 3g-vlan interface-name {enable | disable}

FBEENT-3G/AG-VLANA v Z—T7 = A AN LET,

interface-name enable

X DA
interface-name disable f57F X172 3G/4G-VLAN A > % —7 = A AZ B L £,

ARVEFIALE AL

Jy— ZEHEAR
z
8.1 Zhavy FREAINE L

avy FERE

WIZ. 3G/AG-VLAN hr > %)L f v H—T 2 f ABBRETHHZRLET,

(Cisco Controller) > config interface 3g-vlan vlan-int enable

. configa<v > K :a~i
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config interface acl .

config interface acl

AE—=T A ADT 7R ar ba—/L YA NERET SHIZIL, config interface acl ==~ >
NEfERLES,

config interface acl {ap-manager | management | interface name} {ACL | none}
¥SXDERRA ap-manager TIEARA LV D F—TV X A X —T =
A AEEELET,
management BEA A —T oA AERELET,
interface_name A H—T A R,
ACL K 32 LT ORET O ACL 4,
none fArbHEE LEE A,
avYRFI+0L RL
avy FERE Jy—2= EERAE
7.6 Zoazy RiE, VU —AT6LURIOY U —2

FEREDHA K54

THAShE L,

Cisco2100 >V —RX U A ¥ L ZALAN 22> b —7 DA, I Web —NZ%F LTI LAN
THAEREEACL R ETHLENRH Y £3, 2D ACL 1F. Web AR U o — THERL LAN S
FFACL & LTRETDHHLENHY £, 7277 L. Ciscod400 > ) —X T AL ALAN 2 b
0 —F OBAEIIFRIELEE ACL Z#RETALEITIH D A,

Wiz, 77®A 3> bha—» A K% [None] DIECiRET Sl RLET,

(Cisco Controller) > config interface acl management none

configa<v > K :a~i .



. config interface address

config interface address

A VB —T 2 A ADT RUAEREZRET HIZIX,. config interface address =~ > KA L

jz‘j—o

configav > R:a~i |

config interface address {ap-manager IP_address netmask gateway | management /P _address
netmask gateway | service-port IP_address netmask | virtual IP_address | dynamic-interface
IP _address dynamic_interface netmask gateway | redundancy-management /P _address

peer-redundancy-management /P _address }

B DEREA

ap-manager

TIBARAL LV OFZ—V ¥ A F—T =
A AERBELET,

IP_address IP7 RLA (IPv4d DR)

netmask v NT—7 A7,

gateway TF—=hrUzADIPT FL A,
management FHA LB =T A AERELET,

service-port

TIORFTNRU R YP—ERAR—h X —
T AEBRELET,

virtual

N=F XN T—= Tz L F =T = A%
fRELET,

interface-name

interface-name /N7 A —Z TA U F—T = A A
ZHEELET,

interface-name

A B =T A A4,

redundancy-management

TNEEHA LA —T =24 ADIPT RLA%ZH
FELET,

peer-redundancy-management

T NEEHA L H—T oA ADIPT KL X
HELET,

aAvYRFIHLE RL
avy FER Jyy—= ETEAR
7.6 Zoa<wy X, VIY—RXT76LRIDYU U—R

THAShELL,

. configa<v > K :a~i
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config interface address .

EELEOHA K54 Cisco5500 vV —X 2 hr—J08E5F, APV R—V X A V¥ —7 oA A&RET HUE

EEav> R

IH0FEHA, BEHA VX —T A AL, T74HV BN TAPY R =V A X —T A AL L
TEMELET,

Zoa<wr R, IPvA T RUAZEFICEA SN E T,

mloary ha—S0FHA L Z—T A AR LY 72y h FICHDZ L 2R LET, M
Foary be—JDNEEHOIP T FLABRE L THD LI LET, RIS, WHFoa
re—SDOE T HEEHOIP 7 FLARRE L THL LI LET,

Wiz, IPT7 K1 2209.165.201.31, F v hU—F < A7 25525500, BL O —1r 7=
A4 7 KL A209.165.20130 12X > CT 7 AR v hOF—V ¥ A X —T A A
ERETHHERLET,

(Cisco Controller) > config interface address ap-manager 209.165.201.31 255.255.0.0
209.165.201.30

WIZ, A br—=FONREHA V=T = R eRET DR LET,

(Cisco Controller) > config interface address redundancy-management 209.4.120.5
peer-redundancy-management 209.4.120.6

WIS =T 2 A ARET DBl " L ET,

(Cisco Controller) > config interface address virtual 192.0.2.1

show interface

configa<v > K :a~i .
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. config interface address redundancy-management

config interface address redundancy-management

2L ha—FOEEA L H =T 24 AP T FLA, 7%y b, BEOF— Y= A Z2RE
92|21, config interface address redundancy-management =~ > RZ{H L 9,

config interface address redundancy-management /P_address netmask gateway

X DR IP_address TIOT 47 arha—T0OEHA L H—T =
AAIPT KL A,
netmask Iy hT—T <A77,
gateway F—Froz2ADIPT KL A,

aRVRFILLE L

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, VU—RX76LEIOY Y —X

THAShE L,

FEREDHA KSA4y ZOAXIRNCEY, F=TTIATRRELIZLEDT 7T 4 TIAL 34 OEE A REN:
ZRHERTEET, o

Wiz, a2 ha—0FEIP T FLAZRET D02 R LET,

(Cisco Controller) > config interface address redundancy-management 209.165.201.31
255.255.0.0 209.165.201.30

BEavy K config redundancy mobilitymac
config redundancy interface address peer-service-port
config redundancy peer-route
config redundancy unit
config redundancy timer
show redundancy timers
show redundancy summary
debug rmgr

debug rsyncmgr
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config interface ap-manager .

config interface ap-manager

BHELIIENA LV H—T 2 A ATT 7 BARAS Y O F—V v EEZ AR F 7213z
5IZ1%. config interface ap-manager =~ > RZfEH L £9,

config interface ap-manager {management | inferface name} {enable | disable}

X DA management BHA A —T 2 A AERELET,
interface_name A v F—T7 = A A,
enable A B —T 2 A ATT T BEARAL L D

~F =V R R A R =T M LET,

disable A v A —T 2 A ATT IV EBRARA L ND
v R = YRR T 4 E—T LI LET,

ARV REFIANE L
ATy RERE J1—2 EERAR
7.6 Zoa<wr R, YU—RXT76LHEIODY Y —XA

EREDAARZA

TEAINE L,

BHA o H—7 = A 2T L TEIR AP EHL A A0 E 7213 8L 27 5 121X management 4~
varEERALET, Ciscos5500 Y —R av ha—JDEE, BEA L Z2—T7 oA 23T
THNVBITAP YR =Ty A Z—T 2 A ZAD X HITIMELET, BEIS U T, A
B—T 2 A A% APYR—V v A F—T A AL LTEDIZL, JIOBHA 2 —T x4 R
ZAP V¥R —Ux & LTERTE £97,

A v H—T oA AR L CZOBBEZ HINC L2 E, 31 v X —T7 = A A X AP~
F—=Vx A A =Tz A AL LTHREINET (1 >OPWHAR— MIXFLTLI DD AP v % —
VX AE—=T oA AT HHFAENET) APV X A U F =T oA AL LTRES
NEEA v Z—T7 2 AT WLAN A VX —T A AL L THATEEEA,
WIZ, 77 8ARA Y hO~F—T ¥ myinterface & T D612~ L E7,

(Cisco Controller) > config interface ap-manager myinterface disable
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. config interface create

config interface create

ARTAD 2= TAT L bOFAF Iy f ¥ —T A A (VLAN) ZAERT 21T,
config interface create =~ > F&fEH L £ 3,

config interface create interface name vian-id

X DEREA interface_name A B —T = Af AL,

vian-id VLAN #51% =,

ATV RFI4LE RL

avy FERE Jiy—= EENA
7.6 Zoa<wy Rk, VY —RT6LETDY U —=A

TEAINE L,

WIT, 1ab2 BETYVLANID 6 & WHLFTIDOA o H—T 2 A AL >TEAFTI VI A
VHE—T oA AEERT DHIERLET,

(Cisco Controller) > config interface create lab2 6
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config interface delete .

config interface delete

HAFIv T A H—T A A%HIFRT 5IZ1L, config interface delete =~ > RA i L £
R

config interface delete interface-name

X DEREA interface-name interface-nameA > X% —7 = A A4,

ATV RFIFLE AL

2wy REE y1y—2 RENE
7.6 Zoa<wr RiE, V) —RT76LHEIDOY ) —2A

THAShE L,

WIZ, VLANSOl E WO ZRIDEAF I v I A2 —T =24 ZAZHIGT 502 R LE
ﬂqo

(Cisco Controller) > config interface delete VLAN501

configa<v > K :a~i .



. config interface dhcp management

config interface dhcp management

BHA LA —T A ATDHCP A7 3 &%

o< REFHLET,

configav > R:a~i |

ET HIZIL. config interface dhcp management

config interface dhcp management {option-82 {bridge-mode-insertion {enable | disable} |

enable | disable | linksel {enable | disable
| disable | vpnidvpn-id | vrfnamevrf-name} }
secondary-dhcp_server ]

| relaysrc interface-name} | vpnsel {enable
| primary primary-dhcp _server [ secondary

| proxy-mode {enable | disable | global} }

B DEREA

option-82

A —T 2 A ATDHCP A7 a 82 &%
ELET,

bridge-mode-insertion

DHCP A 7' a v 2A%EZT Y vV E—RT
RELET,

disable HEEZ IEhl LT,

enable WEEAZH N LET,

linksel HAFIv I A —T oA AEITEHEA
VH =T 2 A ATY VI BRY T FF g
S5EHELET,

relaysre VL —REXTY VI BIRY T AT a5

ERELET,

interface-name

DHCP V—/37> & B Z#E AT RE 72 BEAE D WLC A
2 —T = A ZADLH,

vpnid VPN #RH 747 22 151 VPN ID %% &
l/ \i j"o

vpn-id oui:vpn-index JE 7 xxxxxx:xxxxxxxx > VPN ID,

vrfname VPN &R 747> 3 151 VPF 4 &% E L
£7

vrf-name VRF 4 (&7 DOXFH))

primary 774~V DHCP — % ELE7,

primary-dhcp-server

H—NDIP T FL X,

secondary

(EE) ®H %Y DHCP — %45 E L ¥
R

secondary-dhcp-server

P—NDIP T KL A,

. config v F:a~i
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config interface dhcp management .

proxy-mode

A H =72 ATDHCP 7RF¥ T E— %
BiELET,

global A H—Tx2AATY a—s3LDHCP 712 %
VE—REMEHLET,
disable UEE) (v X—7 A ATDHCP 1 ¥
ET—RNEF o E—T M LET,
global (L) A v X —7 = A ATY a—3LDHCP
Toxy T— REHEHLET,
aTURFI+LE L
av Y FER Jiy—=x TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A
TEAINE LT,
8.0

FEREDHA RKS4 Y

BEEavT YR

#H LU —U— Klinksel & vpnsel 73E1 41
F L7
ZoavwryRiE, ZoOU U —Zn5 IPve &
A—FLTWET,

IPv6 DAL DHCP 7o RN R— h Shd, T — R CTHREL £,

WIZ, B LA —T 2 A ATEF TS ar Q2 ERETHHERLET,

(Cisco Controller) > config interface dhcp management option-82 enable

config dhcp

config dhcp proxy
config interface dhcp
config wlan dhcp_server
debug dhcp

debug dhcp service-port
debug disable-all

show dhcp

show dhcp proxy

show interface

configa<v > K :a~i .



configav > R:a~i |
. config interface dhep

config interface dhcp

configinterfacedhep =~ > RZ AL T, BHA VX —T oA AFTIXATFIv I A 05—
TxAATT Y vY E—RODHCP A7V a v Q2MALZRELET,

config interface dhcp {management | dynamic-interface dynamic-interface-name} option-82
bridge-mode-insertion {enable | disable}

BX DA management TR LB —T o A

dynamic-interface BAFIv I Ao BZ—T A A

dynamic-interface-name % A ;3 v 7 A LB —T = A A4,

option-82 A B =T 2 ADDHCPA 7> = 82

bridge-mode-insertion 7'y - 2 &= — RIEALZHRET HIEL,

ATV R FI4AL 7V YV E—KRODHCP A7 v 3 v Q2 AT EHI /2o TVET,

avy FERE y)— ZEERE
R
8.0 DOV IV—=AT, 7V vV E—RHANT A—ZPREAINE LT,

. configa<v > K :a~i
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config interface dhcp dynamic-interface .

config interface dhcp dynamic-interface

OpenDNS H—/ NP 2T 5 (F7FEHAL7RW) 72DlcA ¥ —7 = A ATDHCP 47

var 6t —nN"—J 4 RERETHITIE.
FERLET,

config interface dhcp dynamic-interface =~ > N%

config interface dhcp dynamic-interface intf-name option-6-opendns{ enable | disable}

BX DA

ARV R TIFIE

AR E—F

intf-name AU H—T =2 A R4,

enable B —Tx2A ATDHCP A7V a3 64—
N—F A RZAZNZ LT, OpenDNSIP 7 R L
AT 74V MILET,

disable A H—=T 2 ATDHCP A7V a v 64—
N—=F A REMHIZ L EF, DHCP Lo DNS
IP MERH S ET,

L

Controller Config >

avy FERE

FEREDHA K54

JU— EERR
A

8.4 Zoavwy RBREAINE LE,

L

1

IZ, OpenDNS H— R IP 2+ 57202 v F—T7 = ATDHCP A7+ 3 6

AT RERET BEE R LET,

(Cisco Controller) > config interface dhcp management option-6-opendns enable

configa<v > K :a~i .
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. config interface dhcp management option-6-opendns

config interface dhcp management option-6-opendns

OpenDNS — 1P 2T 572DIZA ¥ —T = A ATDHCP A7 >3 > 6 A—"—F A R
R ET HIZIL, config interface dhep management option-6-opendns =< > RZ&{#H L £7°,

config interface dhcp management option-6-opendns { enable | disable}

BX DA enable (. % —7 o2 ACTDHCPA 7 3 64— —FA REHMNIL T, OpenDNSIP
T RVAZT 74V MILET,

disable (. % —7 - (2 TDHCP F 7> 3 64— "—F 4 REHERZ L T, DHCP #&1it
DO DNSIP Z AL F7,

ATV RFI4)k DHCP AT v a v 64— "—F 1 NIIEMIRoTOVER A,

aAavY R E—F (22 br—JDOFIE) >

av Yy FERE Jy— ZEEAR
R
8.4 ZOawy RREAINE LT,
5l

WIZ, OpenDNS H— NP 2T 572012 v H—T7 = ATDHCP A7+ 3 6
F—=N—=F A NERET P ZRLET,

(Cisco Controller) > config interface dhcp management option-6-opendns enable

config v F:a~i
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config interface address

AL B =T 24 AT RLAZRETHITIE.

config interface address .

config interface address =~ > R&ffH L £,

config interface address { dynamic-interface dynamic_interface netmask gateway | management |
redundancy-management /P_address peer-redundancy-management | service-port netmask |

virtual} [P _address

EX DA dynamic-interface

Ay e —=J DA S H =T oA ABRTE
l/\jz‘j’_‘o

dynamic_interface

Ay e —JOHHA L F—T = A A,

IP address

AL HE—T 2 A ADIPT KL A,

netmask

B =T 2 ADFR Y b~ AT,

gateway

A B =T A ADT—FT = A,

management

BHA LA —T 2 ADIPT RLAZRIEL
iﬁ‘o

redundancy-management

TESEBA L X —T 2 ADIPT KL A%
ELET,

peer-redundancy-management

T NESEHEA A —T A ADIPT KL &
ERELET,

service-port

TN R —ERR— b ERELET,

virtual

BRRT— P oA A F—T 2 AEREL
£

ARVEFIALE BL

avy FERE 1)1)—=

EEAR

7.6

Zoa<wy R, VI —RT76LHEIOY Y —2
TEAINE L,

EERLDHA KSA> MHOay ba—SOFHA 2 —7 oA ARFRCH TRy b bchDd 2 L 2R LET, M@
FFoary bua—SDONEEHIPT RLARRILTHAHZ e, MFOary ha—FDOET I
EEHIPT FLANRELTHDLZ LR LET,

WIZ, A b —=FORNREHA V=T = ReRETHHERLET,

configa<v > K :a~i .
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. config interface address

(Cisco Controller) >config interface address redundancy-management 209.4.120.5
peer-redundancy-management 209.4.120.6

I, ARABA v 2 —T 2 A AEBRETHHE R LET,

(Cisco Controller) > config interface address virtual 1.1.1.1

BEEavy R show interface group summary

show interface summary

. configa<v > K :a~i
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config interface guest-lan .

config interface guest-lan

7" A N LAN VLAN Z A0 £ 721350123 5 121%, config interface guest-lan ==~ > RZ{HH L
£

config interface guest-lan interface name {enable | disable}

X DA interface_name A B—T 2 A A4,
enable FARNLAN A X—T I LET,
disable P A2 KLAN 5 4 B—7 M LET,

ATV RFI+LE AL

avy FEREE Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—RA

THAShFELL,

KIZ, myinterface & W) HHTDA X —T = A ATH A N LANKEBREZ AT 261 %
%Liﬁ‘o

(Cisco Controller) > config interface guest-lan myinterface enable

BEav Y K config guest-lan create

configa<v > K :a~i .
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. config interface hostname

config interface hostname

RIBF— b oz f 2 —T 2 A ADRAL Y F—L VAT L (DNS) KA MNERET S
|Z1Z. config interface hostname =~ > RZfF L £79°,

config interface hostname virtual DNS host

BX 05N virtual 52470k DNS 4 O E S M- T FL 2 %
AT BB — T df £ H—T = A{ %
ERELET

RS — = A IPT FL AL, (EEDLRZE
TREVYTOIPT FLA (19202172 F)
Toh V., LA 3 Security Manager & Mobility

Manager CfEH S LE T,
DNS_host DNS 78 2 M4,
aRURTFIALE L
2wy REE y1y—2 KENE
7.6 Zoa<wr KL, VU—RAT6LEIDOY Y —2A

THAShE L,

Wi, 5E2(Eff DNS 75 A b 44 DNS _Host D4R E SRR T R L R &2 4 5 (Al
F—=b U2 A HF =T =2 A AEFRETHHEZRLET,

(Cisco Controller) > config interface hostname virtual DNS_ Host
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config interface nasid .

config interface nasid

AV BE—T 2 A ADFy NT—27 T7EAH—DID (NAS-ID) ZiET HIZIE, config
interface nasid =~ > RZfHH L E£7,

config interface nasid { NAS-ID | none} interface name

X DEREA NAS-ID A B—T 2 ADFy NT—T T U +¥ A
P — D ID (NAS-ID) , NAS-ID i, #RGFF%E
KREfEHL Tz hr—Z12X > T (RADIUS
7747 hELT) RADIUS H— 32k 5
nNET, hFa— VeI ERI7—7
T DDA SN ET, RKR32F
DFERFH AT TEET,

VU —R74LIETIX, NAS-ID %A > % —
7xA A, WLAN, FZF7 72X KAk
TN—TITHETEET, BRIENIX AP 7
JL—"7"0 NAS-ID > WLAN ® NAS-ID > A >
2 —7 = A AP NAS-ID DJETT,

none ay ha—FDOV AT A4 % NAS-ID & LT
interface_name BRI LFEOWEBTFDOAL B —T = A A4,

ARy RFIALE AL

avy FER Jy—= EERNE
7.6 Zoa<wy R, VIU—RAT76LRIDOU U—2R

TEAINE L,

FEREDHA KS4y AP Z—7 WLAN, £72i3A v ¥ —T = AD a3y hr—F TR E ST 2D NAS-ID 23
FRECEH S ET, NAS-ID T2y hr—J 5 a g A,

W2, £ BZ—T A ADNAS-ID ZRETHH 2L ET,

(Cisco Controller) > config interface nasid

BEav >R config wlan nasid

config wlan apgroup
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. config interface nat-address

config interface nat-address

11~y B Ry NU—2 7 RLRZEH (NAT) ZfEH L T2 r—& £72idho s —
N A TNAL ZADTEHIT Cisco5500 U — X 2 hua—F 25 ET 51X, config interface
nat-address =~ > R&{#HEHLE T,

config interface nat-address {management | dynamic-interface inferface name} {{enable |
disable} | ({setpublic IP address}}

X DA management BEHA LR —T oA ATTETELET,
dynamic-interface interface name A =T =2 f AZERTELFET,
enable =Tz A ATIX1~vvEL T NAT %

A F—T Nz LET,

disable AV HE—=T 24 ATIN1~y LT NAT &
Fae—T M LET,

public IP address AEENATIP 7 R LA,

aAvURFIALE AL

2wy REE y1y—2 RENE
7.6 Zoa<wy RiE, VI —RT76LHEIOY ) —2A

THAShE L,

FEREDHA KS4> ZHUHDNAT 2 FiE, Cisco 5500 U —RX 2 brn—J8HHTHY, BHA ¥ —T =
A ADEH) AP BEHICRE SN TV OSBRI TE £7,

hboa<wr R, 1 %1~y 7 NAT COFERICK L TR R—FENTWET,
EBTFGAR—K T4 T MITa—rUL 7 RU 5 L CHEBRSBEERICY Yy B S
ShET, 27947 MDOINV—TF2E—~DIP T RLATHRTTEOICEETAR—F vy
TERERTH 1 X% NAT IV FR— FENFEFA,

WIZ, BEA LA —T 2 A ATIR 1~y U7 NAT 28T 502~ LET,

(Cisco Controller) > config interface nat-address management enable

WIT, A B —T 2 A4 ATHENAPIP 7 KL% 10.10.10.10 & ET A2~ L
i‘a‘o

(Cisco Controller) > config interface nat-address management set 10.10.10.10

. config v F:a~i
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config interface port .

config interface port

AVBE—=T oA AR — N~y 7T 25120 (Vo PHEMNT U7 PEEEIN TN
&) . config interface port =~ > RZ&HH L £7,

config interface port {management | interface name | redundancy-management} primary port

[secondary port]

XX DA management BHA A —T oA AERELET,
interface_name A B =T 2 A AL,
redundancy-management WREMEEHA VA —T =2 AR ELET,
primary_port TIA = VYR — N,
secondary_port (EE) B o H VYA — FEE,

aRVRFILLE L

2wy FEE yy—2 RENE
7.6 Zoa<wy Rk, YVU—RX76LEIOY Y —X

THAShE L,

FRLEODHA KSq4> Cisco5500 > ) —R ar b=l OF~TOar br—7(2% LT management 473 =
YEEHTEET,

WIZ, LABR2 A v Z—T 2 A ADTIA <) R— " EFEIICRETHHERLE
j—o

(Cisco Controller) > config interface port lab02 3

configa<v > K :a~i .
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. config interface quarantine vlan

config interface quarantine vlian

WTNDOEN A X — 7 = A ATHE VLAN Z3%E T 5IZ1%, config interface quarantine
vlan 2~ RZfEH LET,

config interface quarantine vlan interface-name vian_id

XX nEREA interface-name A Z =T = A ZADLHI,
vian_id VLAN #5113 5,
GE) [REEAEZ NI 21E, 0 & A
NLET,

ATV RFIHALE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ. VLANID 10 B35 AIE8EA > % — 7 = A4 A TRt VLAN 232 E+ 5625~ LE
K

(Cisco Controller) > config interface quarantine vlan quarantine 10

. configa<v > K :a~i



| configaw K :a~i
config interface url-acl .

config interface url-acl

AVE—=T A ADT 7R a2 ha—/ JRXNEFRET HIZIE, config interface url-acl =
~ v REEALET,

config interface url-acl {management | interface name} {acl-name | none}

¥EXDEHEA management BHA A —T oA AERELET,
interface_name A B —T A AL,
acl-name K 32 P OFET D ACL 4,
none AU E =T 2 A ATHREIINTND ACL % fE

Mz LET,

ARVRFIALE L

avy FERE J1)—= EERNE
8.3 Ioavwy RPREAINE LT,

WIZ, A B2 —TxA ZADURLACL #RET A %2R LET,

(Cisco Controller) >config interface url-acl management test

configa<v > K :a~i .



. config interface vlan

config interface vlian

A B —T A ZAD VLANID Z&ET 5213,

configav > R:a~i |

config interface vlan =~ > N&fEfH L £,

config interface vlan {ap-manager | management | inferface-name | redundancy-management}

vian
¥X DR ap-manager TIEARA L DT R—=V Y A F—T =
A ATBELET,
management BHA LA —T 2 AERELET,

interface_name

AUE—=T x A A4,

vian

VLAN #5135

redundancy-management

TEMEHA X —T oA AREELET,

ATV RFIFLE AL

avy FEE )=

EERE

7.6

Zoa<wy RiE, VIU—RT76LRIDU U—R
TEAINE L,

FERALDHA RSA Y VAT LILEMWERA L E—T o4 ARTLEMEFR— M~y BV 7SN TV L HAIL, TR
BTEHVLAN 2R CXFEHA, ST UEMEER - FERETILERH Y 7,

Wiz, THA B —T 2 A ZAD VLANID 10 R ET HH 2R LET,

(Cisco Controller) > config interface vlan management 10
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config interface group mdns-profile .

config interface group mdns-profile

A H =Tz A ZN—TIZmDNS (¥/FFx¥AKDNS) 7177 A VERETDHITIE,
config interface group mdns-profile =~ > K2 L £,

config interface group mdns-profile {all | inferface-group-name} {profile-name | none}
EBX D& all FTRCOA v H—T 2 A A T N—TZmDNS 707 7 A NEikiE LE
ﬁ_o

interface-group-name mDNS 7' 11 7 7 A VPNBHHfT T SNDIMBEOH DA v H—T A A F
N—TDLEE, AV B —T 2 A A T IN—TZTITRILFL/NLENK
RIS, K32 LFOOTFEEH X ET,

profile-name mDNS 7’1 7 7 A )L D4 i,
none A B =T 2 A A TN—TNLEEED mDNS 712 7 7 A LAY L E
T A H—T A AN —FIZmDNS 707 7 A LERETHZ &
ITTEEEA,
ARV EFIAAE BL
avy RERE 1)) —=2 EENE
7.6 Zoa=wry R, VI —ZT76LHIOY U —2A

FEREDAA RSM4 Y

BEEav >R

THAShE L,

mDNS 7’12 7 7 A /L WLAN ([ZBEfHT SN TV A AT, =7 —BErEhET,

Wi, A B —TxA AT L—7floorl ICmDNS 7027 7 A NVEERETHHEZRLE
bé‘o

(Cisco Controller) > config interface group mdns-profile floorl profilel

config mdns query interval
config mdns service

config mdns snooping

config interface mdns-profile
config mdns profile

config wlan mdns

show mdns profile

show mnds service

clear mdns service-database
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. config interface group mdns-profile

debug mdns all
debug mdns error
debug mdns detail

debug mdns message
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config interface mdns-profile .

config interface mdns-profile

AU H—T 2 A AZmDNS (w/VFF ¥ AKDNS) 7177 A/VEFETHIZIEL, config
interface mdns-profile =~ > R&HH L £,

config interface mdns-profile {management | all f > ¥ —7 = A A4} (7T 077 A N4 |

none}
X DA management Pl A{ L H —T x4 ADOMDNS Y7 7 A )L ERELET,
all FT_XTDOAL LB —T 2 ADmDNS a7 7 A VEHRELET,

interface-name  mDNS 7' 1 7 7 A VAR E LIRTIUT R B0, VX —T = 4 ADLHI, A
VB =T oA RABITRR L LF O T T, RLFL/NIXLTFEXFILET,

profile-name mDNS 7’1 7 7 A )L D4 i,

none AE =T 2 A ADLHIEDO mDNS 2 7 7 A L EHIERLET, % —
T2 AZmDNS 707 7 A VEFRTETDH I EILTEERA,

ATV RFIFLE AL

2wy FBE y1y—2 RENE
7.6 Zoa<wry Rk, YVU—RX76LEIOY Y —X

THAShE L,

EELEDOHA K54 > mDNS 7177 A /L3 WLAN [ZBHEM T LTV 2A5EE, =7 —RNFERSET,

I, A v FZ—TxA Z1labl IZmDNS 7’12 7 7 A LEZRET HP a2 R LET,

(Cisco Controller) > config interface mdns-profile labl profilel

BEavy K config mdns query interval
config mdns service
config mdns snooping
config mdns profile
config interface group mdns-profile
config wlan mdns
show mdns profile
show mnds service
clear mdns service-database

debug mdns all
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. config interface mdns-profile

debug mdns error
debug mdns detail

debug mdns message
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config icons delete .

config icons delete

TT v vanbT A arEdIBRT 51213, WLANZ2 > 7 ¢ F = L—13 3 > F— KT configicons
delete =~ > REMEHL £,

config icons delete { filename | all }

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

Silename YB39 2 7 A 2> D4R,

all VAT DN TNTOTA 2 Ty A VaHIRLET,

L

WLAN O E

avy FERE

JUy—Z ZEERAR

JY—= Zoaxwr RREAShE L,
8.2

WIZ, 79y anbTAar® iRt a6zR~0UET,

Cisco Controller > config icons delete image-1
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. config icons file-info

config icons file-info

TA 3y RTA—=HEFETHITIE, WLAN 27 4 X2 L—3 3 2 E— KT config icons
file-info =~ > RZHEH L £9,

config icons file-info filename file-type lang-code width height

BX DA filename 7 A 2L DT 7 A NA, K32 LFEFEMTEET,

Jile-type T A 2L DTy ANZDE A T EITIES, BRK32 XTFEEHTEET,

lang-code 7 A4 a2 OEFEa— I, 1S0-639 D2 XFFE-IFX3XFOa— R AL LET (-
ExX, FEEEOY A L eng) o

width TA aDlg, BRREFEIL 1 ~ 65535 T7,

height TAaroOES, AL 1 ~ 65535 T,

ATV RFI4LE AL

a<vY R E—F WLAN D% E

av v FERE Jy—x EBERR
JI—2  ZoavwryRIRHEAShLELE,
8.2

WIZ, TA A NI A=FHRET DB 2R LET,

Cisco Controller > config icons file-info ima png eng 300 200
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config ipv6 disable .

config ipv6 disable

CiscoWLC TIPv6 % 7 a0 — U ZHNIZ 3 521X, configipv6 disable =~ > RAfEH L £,

config ipv6 disable
S QO L Zoavwy NIZEBIEELITF—TU—FEdb Y £HA,
ATYRFIALE L
av Y RERE )1)—R EEAR
7.6 Zoavry N, V=X 76 URIOY V-2 THASNE LT,

FRLEDHA KS1 Y

Zoa<wy REHERATIE, arre—JF, TXTOIPVG N7y NEEIEL, 7 94TV
NI IPv6 7 RL AZZ(ELEH A,

w2, 22 ha—F TIPv6 ZHENCT AH 2R LET,

(Cisco Controller) >config ipvé disable
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. config ipv6 enable

config ipvé enable

Cisco WLC TIPV6 % 7 1 — )UIZHNZ T 5 IZ1E, configipv6enable =~ > RZ{EH L £7°,

config ipv6 enable

XD o<y NIEBIEEIIF—U—Rizdb v T8 A,

ATV RFIHLE AL

avy FERE )1)—2R EERAR

7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

RIZ, Cisco WLC TIPv6 ZH T HH %2R L ET,

(Cisco Controller) >config ipv6é enable
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config ipv6 acl .

config ipv6 acl

Cisco VA ¥ L ALAN @1 h @ —F TIPv6 ACL Z/ERRE 72138 L. ACL AT — & /SR
AL, IPv6 ACL ®/V— /L% FXET HITIL, configipv6acl 2~ REMHEH L E7,

config ipv6 acl [apply | cpu | create | delete | rule]

config ipv6 acl apply name

config ipv6 acl cpu {name | none}

config ipv6 acl create name

config ipv6 acl delete name

config ipvé aclrule [action | add | change | delete | destination | direction | dscp | protocol
| source | swap ]

config ipv6 acl rule action name index {permit | deny}

config ipv6 acl rule add name index

config ipv6 acl rule change index name old_index new_index

config ipv6 acl rule delete name index

config ipv6 acl rule destination {address name index ip_address prefix-len | port range name index

}

config ipv6 acl rule direction nameindex {in | out | any}
config ipv6 acl rule dscp name dscp
config ipv6 acl rule protocol name index protocol

config ipv6 acl rule source {address name index ip_address prefix-len |

start_port end_port}

port range name index

config ipv6 acl rule swap index name index lindex 2

BXDEREA

apply name IPv6 ACL %3 L £, IPv6 ACL 4 IZI3A K 32 P DFHT
THEATEET,

cpu name IPv6 ACL % CPU |[Zi#H L £,

cpu none IPV6 ACL #ffH L7254 1%, none 3% E L E 7,

create IPv6 ACL Z1ER L £ 77,

delete IPv6 ACL ZHIFRL £7,

rule (action)
(index)

(name)

IPV6ACL DL—/L (7 7B AQHF T E-I13HES) Z2RELET,
IPv6 ACL A 213 R 32 LFDOHBF#HEHTX, IPv6ACL /L —
N ATy 7 2Tl — RN EFRETEET,

{ permit | deny}

IPv6 V—NDT 7 arEHaEI3ESTLET,

add name index

HLWWL—LBLOL—L A F v 7 2AZBIMLET,

change name old_index
new_index

=N DA T o7 AR LET,

delete name index

N—=NBILONV— AT v 7 AEHIBRLET,
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. config ipv6 acl

AU R TIAIE

configav > R:a~i |

destination address name )L — )L DFEHIPT RLAE T LT 4 v 7 AE (0—128) %€
index ip_addr prefix-len LE,

destination port name index L — )L DsE5EHR— FHPHZRE L E9, IPVv6 ACLL & AT L.
ZDACLDNL—)V A VT v AERELET,

direction name index =L DK (in, out, F7zlXany) ZHELE T,
{in | out | any}

dscp name index dscp JL—LDDSCP ZRTELET, DSCPONL—V A T v 7 AD
A, 0— 63 T E I any 23BN L T 2& 0,

protocol name index protocol . —)\ D7 A NLEHRELET, LFIEAL L, IROA F v
I AHFHELET 0 — 255 £721% any

source address name index )L —)LDFEETLIP T RL AL Ry h~RA 7 2H/ELET,
ip_address prefix-len

source port range name index )L— )L DEETLAR— NGHEZRELE T,
start_port end_port

swap index name index 1 )L —)LD 2 ODA T v I Ak ANNERE T,
index 2

ACL %#:iB/¥ % & config ipv6 acl cpu |7 7 + /L | T enabled |ZFXE SV E T,

avy FERE

EREDAARZA Y

)1)—= EENE
7.6 ZoavwrRiE VU —RAT6LRIOY Y —2ATHEAShE L, .
8.0 ZOawy RBEH I, epu BL W none ¥—U— K& ipv6_acl name

EEMNBIMSNE LT,

Cisco2100 > U — R U A ¥ L ALAN 22> b B —F DA, IMEE Web - — 2% L CTHEEHR LAN
THAGRIEACL R ETHLENH Y £, 2D ACL X, Web R U o — THHR LAN FHai18
FEACL & L CRETHIMENHY £7, 7272 L, Ciscodd00 >V —RX T A ¥ L ALAN 2 k
00— 7 OEAITERIAE ACL 2% ET 20 ETH Y FH A,

Wz, 7782125 X9 IPv6 ACL ZRETHH 2R L FET,

(Cisco Controller) >config ipvé acl rule action labl 4 permit

WIZ, A B —Tx A4 ZACLZRETAHHERLET,

(Cisco Controller) > config ipv6é interface acl management IPvé6-Acl

show ipv6 acl detailed

show ipv6 acl cpu

config v F:a~i
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config ipvé capwap .

config ipvé capwap

Cisco VA ¥ LA LAN =2 k@ —5 T CAPWAP AP O IPv6 ® CAPWAP UDPLite A% F /-1
M9 521X, config ipvé capwap =~ > REMH L £,

config ipv6 capwap udplite {enable | disable} [all|<Cisco AP>]

B DA udplite CAPWAP UDP Lite ® IPv6 Z % E L £7,
enable IPv6 ® CAPWAP UDP Lite Z A 2hZ L £ 7,
disable IPv6 ® CAPWAP UDP Lite % 502 L 9,
all F T D Cisco AP T IPv6 © CAPWAP UDP

Lite Z# AN E 213N L ET,

<Cisco AP> 2 —H N EFE L7 Cisco AP TIPv6 @ CAPWAP
UDP Lite # A0 £ 7213 ERNIC L E9,

ATV K T4 )Lk configipvé capwap udplite =~ > Fi&, 7 74 /b | Tid enabled |[ZfE SN TWET,

avy FER J1)y—=x EENE
8.0 Zoavwr RV —R280 CEASNE LT,

FERHEDHA KS4>  *IPv6 ® CAPWAP UDP Lite DFXE (L, IPv6 h o Rz L Tary b —J 28T
WA AP FIFICEA SN ET,
«IPv4 b > V2 LT WLC (2825t STV D AP D4 IPv6 @ CAPWAP UDPLite
Oa<wy RiE, Z7a— LREICH AP ZEICb#EA S EEA,
¢ IPv6 121X UDP DR A 0 — R F o ZJHANRMNETT, ZHUILD, N7 p—~<
AN BEZ T ET, WEBER/NBIIMZA D012, T—% N7 7 4 v 72X UDPLite
(~NyF—F w7 AT HNE) BMEH S, §IE# ST 7 0 v 71213 UDP 2MEH &
nET,
« UDPLite DX 7 7 A 7T U+ — B LET, HR 7 747 U4+ —/LiL, UDPLite 7
2 hag (e havID136) Oy MEFFRAITHEDICRET DHERH Y 7,
+ UDPLite &4 71235 &, /N7y MLBLZEBW TR 7 3 —< U A EORMEREAE L ET,
« UDP 5 UDPLite ~, F72I13Z OFIIET T 5854, AP ISR & SN % i Sh
£7,

WIZ. T D Cisco AP F 77134 E D Cisco AP T IPv6 @ CAPWAP UDP Lite # 3% &
THEERLET,

(Cisco Controller) >config ipvé capwap udplite enable all
Changing AP's IPv6 Capwap UDP Lite mode will cause the AP to rejoin.
Are you sure you want to continue? (y/n)
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. config ipv6 interface

config ipv6 interface

IPV6 S AT LA VB —T oA ZAEFHETHITIE

config ipv6 interface {acl|address | slaac}

config ipv6 interface acl management ac/_name

configav > R:a~i |

. configipv6interface =~ K& L £ 7,

config ipv6 interface address { management primary ipv6_address prefix_length ipv6_gateway address

| service-port ipv6_address prefix-length}

config ipv6 interface slacc service-port [enable | disable]

BX DA

acl B =T 2 ADT VAT ba—L Y
A KNTIPV6 ZXELET,

management BEA LA —T oA AERELET,

acl_name EH ACL O IPv6 ACLA4Z ANTJLE T, &K
32 MFOHEBFTHETEET,

address A B—=T 2 A ADT KL AEHRTIPVE &%
ELFET,

management AR —T oA AR ELET,

primary AVE—T 2 AADTT7A~YIPv6 T KL A

ERELET,

ipv6_address

IPv6 7 RLAFRTA X —T = A% RE
=

prefix_length

IPv6 V7 4 v 7 ARERELEST, 7L
T4y I AROFEMIZ 1 — 127 TT,

ipv6_gateway _address

Vo7 RBIPV6 " — b2 7T RLAZREL
F9,

service-port

T RAT NS R =B R K= R TIPV6 &
RELET,

ipv6_address

IPv6 7 RLAEMTA v X —T = A AEERIE
LE9,

prefix_length

IPv6 7V 7 4w I AREHRELET, 7L
T4y AROfRHEIZ 1 — 127 TT,

. config v F:a~i
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config ipv6 interface .

slacce A B —T A ATSLAACH 7> a V2R E
Lij—o
service-port TURNETNR R —ER K= KTIPV6 &
FHELET,
enable SLAAC 7Y a v 2Ahc LET,
disable SLAAC A7 a »&#EHhIzLET,
TR FI+LE Bl
avy FER Jyy—= ZEAR
8.0 Toavw RV U —R280 CEASNELT,

BEEaTY K

wIZ, IPv6 ACL A L H—T = A AEHRET DB Z2RLET,

(Cisco Controller) >config ipv6é interface acl management Test ACL

WIZ, IPV6 T RV AL T T4 <) A F—T oA RAEFRETHHEZRLET,

(Cisco Controller)

> config ipv6é interface address management primary 2001:9:10:56::44

64 fe80::aeal:16ff:fedf:2244

show interface detailed management

show ipv6 interface summary

configa<v > K :a~i .
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. config ipv6 interface multicast

config ipv6 interface multicast
IPv6 ¥~ /L F F v A N &R ET HIZIX, config ipvé multicast =~ > REZFH L £,

config ipv6 multicast mode {unicast | multicast ipv6 address }

X DiRHA mode Oy b —F% APV ALF Xy A NEITT
0— K&y XA RIPV6 T 7 (v JHREET—F
vnlﬁzLﬂi7f

unicast VLT XY A NTE— REXy R NP6/

F. AP ~®Dz=% v X k CAPWAP k%
JChH TS nET,

multicast VAT XY A NTH— R¥y R NPv6/NT
NI, AP ~D~/LFF ¥ X N CAPWAP |
KT TR ENE T,

ipv6_address IPv6 ¥V FF ¥ A7 RLAZRELET,
AT R TFI4LR « Cisco WLC 8500 35 L U} Cisco WLC 2500 TIEX~ /LT F v A 3T 7 4/ N THMZ /> T
WET,

* Cisco WLC 5500 TlE2 =% v A h T 7 /L F THNZ > TV ET,

avy RER Jiy—=x EENE
8.0 Zoa<w NIV U—A80 CEAINE L,

FERLDHA RSy HYEEA,

WIZ, TV A%BFAT 5 X 51T CiscoWLC TIPV6 < /L FF v A N & RET L0 %R
L/i‘é—o

(Cisco Controller) >config ipv6é multicast 2001:DB8:0000:0000:0000:0000:0000:0001

WIZ, T 7B AZEHAT 5L IIZCiscoWLC TIPv6L=F ¥ A NERETHHERL
F9,

(Cisco Controller) > config ipv6é multicast mode unicast

BEaw Y K show network summary

. config v F:a~i
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config ipv6 neighbor-binding

VAADTAYVALAN AL =T TRAN=NA T 4 7 T =T NV EBET DHITIE,
config ipv6 neighbor-binding =~ > F&fiH L £,

config ipvé neighbor-binding .

config ipv6 neighbor-binding { timers {down-lifetime down time | reachable-lifetime reachable time
| stale-lifetime stale time } | { ra-throttle {allow at-least az least value} | enable | disable

| interval-option { ignore | passthrough
no-limit} | throttle-period throttle period} }

throttle } | max-through {no_mcast RA |

B DEREA

timers

FIAN=NRA T AT T—=TNDHA LT
TR —ERELET,

down-lifetime

B G THEAL L ERELET,

down_time

WHENIOF T T4 T XA L, FEETE D%
FHIX 0 ~ 86400 T3, 7 74/ hMX 30 BT
7,

reachable-lifetime

BEWRERTA T HA L ERELET,

reachable_time

WHNOBERRER T A 7 XA L, FEETE
DEFAIZ 0 ~ 86400 T3, T 7 4L ML 300
W9,

stale-lifetime

ENWS A THALERELET,

stale_time

FHALOEH N T A 7 X A 5, F5E T HHEIH
120~ 86400 T, 7 7 /L ki 86400 75T
TO

ra-throttle

IPV6RA A h) U7 A7 a R EL
F9,

allow

Aoy MBI S, V=X 1 EHT-VD
VLT XY APNRADOEERELET,

at_least value

Z2ay UV THION—Z LD )VFF ¥
A N RA %K, BRVRFHIZ0~32TY, 7
AN RE1TT,

enable IPV6RA Ay hU T a2 A X —T M LE
T,
disable IPV6RA AT > h U 7 %T 4 v—T M LE

kR
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. config ipv6 neighbor-binding

configav > R:a~i |

interval-option

RFC3775 a4~ a2 > C RA OEIEAS FHtk
]\_/i‘j_‘o

ignore

a4~ a N, Aay MU 7T L
BN EERLET,

passthrough

RFC3775 Mlg4 7> a o TT_TO RA DR
KENDHZEERLET (G741 R) .

throttle

RFC3775 @A 7> 3 o T3 _TD RA B Z
oy hEansdZ EERLET,

max-through

A2uay MBI Z &2, VLANSHTZY ORe >
FLEN72 W RA O ZFREL ET,

no_mcast RA

2Zny MEEAIZT S VLAN D~V FF %
A N RA ¥, vlan DF 7 4V h = L F Xy
A Kk RA X, 10 TY,

no-limit

VLAN L~ G, ERZRELEE A,

throttle-period

Znry MAHIMERELET,

throttle period

MHALOA e »y MAHIHOR X, #HIT 10~
86400 & T¥, 7 7 4 /L bk 600 B TI,

ATV R FI4ILR Zoawy NI TN ITT 4 =T NI TWET,

avy FERE )1)—=x

7.6

ZoawryRiE, VIV—RT6LHIOY U —ATHAINE LT,

WIZ, RAN=NA T 4 7 T =T NERET DR LET,

(Cisco Controller)

BEavy K show ipv6 neighbor-binding

. config v F:a~i

>config ipv6é neighbor-binding ra-throttle enable
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config ipvé na-mcast-fwd .

config ipv6 na-mcast-fwd

FAN=T RNRNZA XA N 2w VTFF v A MEEEZRET DI, config ipvé na-meast-fwd
axy RaHLET,

config ipv6 na-mcast-fwd {enable | disable}

B DEREA

enable FAN=T RRNEA XA h 2L TFF¥ AR
kA A LET,

disable A N=T BAZL AL < AFF 5 A b
ERE I LET

AR R TFI4ILE

L

av Y RERE

JU— EEAE
S

75 Zoawy FREASNE L,

FRLEDHA KSA Y

FAN—=T RRE AL XA N =T Fx R MNREEAINZTDE, AREZIITVAFLAD
HEDTRTCOREKBE~ILF XY AN XA NR—=T FRZ A XA MPRT A ¥ LR THRES N
<720 ET,

FAN=T RNREA XA N <)L TFF v A MEEEBEhT5E, a0 ha—T70IPve HE
7 RFL At (DAD) N8 %257 £,

WIZ, FAN=T RNRNFA XA N vV TFFy A MEEERET D02 LET,

(Cisco Controller) >config ipv6é na-mcast-fwd enable
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. config ipvé ns-mcast-fwd

configav > R:a~i |

config ipv6 ns-mcast-fwd

VAR T T XY AN Ty via I AEEEHET HITIL, config ipv6 ns-mcast-fwd
avy REEHLET,

config ipv6 ns-mcast-fwd {enable | disable}

B DEREA

enable Fryviz IARO /) A Ry I F Xy
A NREEZFADLET,

disable X vva IARD ) VALY T AF Ky
A MEEE TN LET,

ARV RFIAAE L
avy RER J1)y—2 EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

WIZ, J ARy < F Xy A NakaERET L0 2R~LET,

(Cisco Controller) >config ipv6é ns-mcast-fwd enable

. config v F:a~i
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config ipvé ra-guard .

config ipv6 ra-guard

AP T TAT UV EMBRIESNDN—F T RNZA XA (RA) N7y bOT7 4042 JLH
ZERET HIZIL, config ipv6 ra-guard =< > RZHH L £7,

config ipv6 ra-guard ap {enable | disable}

EX DA enable AP TRA H— RFEZHRLET,

disable AP TRA F— R&EHEHICLET,

ARVRFIFAL RL

av Yy FERE J1y—=x ETEAR
7.6 Zoa<wrRNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, IPV6 RA H— REANZT 20 %2R L ET,

(Cisco Controller) >config ipv6é ra-guard enable

BEa<y R show ipv6 ra-guard
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. config ipv6 route

configav > R:a~i |

config ipv6 route

IPv6 % b U —7 Jb— M BINE 2 IZHIBRT 2 121%, config ipv6 route =~ > RZfEH L £
R

config ipv6 route {add network ipv6 addr prefix-len ipv6_gw _addr | delete network _ipv6 addr }

BXDEREA add IPv6 % U —2 b— R &ZBIL £,
network_ipv6_addr Fv hT—=7DIPv6 7 RLAZ A LET,
prefix-len Xy M= DT VT 4y 7 AREANTILE

R
ipv6_gw_addr VAT A AHE =T 2 A AEHRELET,
delete IPv6 1 b T —27 — RNEHIBRL E T,
network_ipv6_addr Fv hT—=Z7DIPv6 7 RLAZ A LET,

ARURTFIALE EL

avy FERE )1)—= EENE
8.0 ZOavy NEY U —A80 THEASINE L,

FREDHA K514

BEa~Y

~

-

K

cZaw R, BBy NU—I b IPve REATYH—E A A v Z—T A RITT
TATBHEZDDIPV6 Fry hU—7 L— 2 BMBIOHIBRTA27-OIEH I ET,

« IPv6 /L— R OB, IPV6 ¥ — b+ T A T RVARY T v—h Aa—7
(FER0::/64) THHMENRNH D £,

wIZ, IPv6 /L— N & BINT 242~ LE T,

(Cisco Controller) > config ipv6é route add 3010:1111:2222:abcd:abcd:abcd:abced:1111 64
fe80::6616:8dff:fed3:cOcf

W, IPv6 /L— & HIBRT D612~ LET,

(Cisco Controller) > config ipvé route delete 2001:9:5:90::115

show ipv6 route summary

. config v F:a~i
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