show <> K :a~i

» show aaa auth (6 ~<—73")

s show acl (7 ~X—2)

« show acl detailed (9 ~=X—72)

» show acl summary (10 ~—3)

» show advanced 802.11 channel (11 ~X—7Y)

« show advanced 802.11 coverage (12 ~X—7)

+ show advanced 802.11 group (13 ~<—7)

« show advanced hyperlocation summary (14 ~X—<)

« show advanced hyperlocation ble-beacon (15 ~X—13)
» show advanced 802.11 12roam (16 ~X—)

» show advanced 802.11 logging (17 ~X—7)

+ show advanced 802.11 monitor (18 ~X—73)

+ show advanced 802.11 optimized roaming (19 ~X—73")
« show advanced 802.11 profile (20 ~~—<2)

« show advanced 802.11 receiver (21 ~~—73°)

» show advanced 802.11 summary (22 ~<X—3)

» show advanced 802.11 txpower (23 ~X—1)

» show advanced backup-controller (24 ~X—1)

» show advanced dotl1-padding (25 ~3—3)

« show advanced hotspot (26 ~<—3)

» show advanced max-1x-sessions (27 ~X—37)

» show advanced probe (28 ~<—737)

» show advanced rate (29 ~X—73)

+ show advanced timers (30 ~X—2)

» show advanced client-handoff (31 ~X—7)

« show advanced eap (32 ~X—73)

» show advanced send-disassoc-on-handoff (33 ~X—7)
» show advanced sip-preferred-call-no (34 ~<—73”)

» show advanced sip-snooping-ports (35 ~X—)

showa<v>K:a~i .
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* show arp kernel (36 ~X—73)

* show arp switch (37 ~X—71)

* show ap auto-rf (38 ~X—3")

+ show ap aid-audit-mode (40 ~X—3)
s show ap ccxtm (41 ~X—37)

s showapcdp (42 X—7)

* show ap channel (44 ~=—)

» show ap config (45 ~X—71)

« show ap config general (51 ~X—737)

« show ap config global (52 ~X—73")

+ show ap core-dump (53 ~X—7)

« show ap crash-file (54 ~=X—73)

* show ap data-plane (55 ~X—1)

» show ap dtls-cipher-suite (56 ~—71")

* show ap ethernet tag (57 ~X—3)

+ show ap eventlog (58 ~—71)

» show ap flexconnect (59 ~X—73)

* show ap image (60 ~<—3")

* show ap inventory (61 ~~—737)

« show ap join stats detailed (62 ~<—71”)

* show ap join stats summary (63 ~X—)

+ show ap join stats summary all (64 ~<X—13)
s show ap led-state (65 ~X—7)

» show ap led-flash (66 ~—1)

« show ap link-encryption (67 ~<—137)

* show ap max-count summary (68 ~~—3)
* show ap monitor-mode summary (69 ~X—1°)
+ show ap module summary (70 ~X—13)

» show ap packet-dump status (71 ~X—3")
» show ap prefer-mode stats (72 ~3—73)

* show ap retransmit (73 ~X—137)

* show ap stats (74 ~<—73")

* show ap summary (77 ~X—73)

+ show ap tcp-mss-adjust (78 ~X—1)

s show ap wlan (79 ~X—3")

* show assisted-roaming (80 ~*—12)

* show atf config (81 ~<—73°)

« show atf statistics ap (82 ~X—1)

* show auth-list (83 ~X—1)

» show avc applications (84 ~<—1)

+ show avc engine (85 ~X—7)

. showa<v> K :a~i
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* show avc profile (86 ~—)

» show avc protocol-pack (87 ~<—1)

» show avec statistics application (88 ~X—1)

» show avc statistics client (90 ~X—1)

» show avec statistics guest-lan (92 ~—73)

» show avec statistics remote-lan (94 ~X—3")

« show avc statistics top-apps (96 ~<—137)

* show avec statistics wlan (98 ~—1)

* show boot (100 ~=X—3")

+ show band-select (101 ~X—73")

» show buffers (102 ~<—73”)

» show cac voice stats (104 ~X—3")

* show cac voice summary (105 ~X—12)

* show cac video stats (106 ~—1)

* show cac video summary (108 ~—73)

» show call-control ap (109 ~X—7)

» show call-control client (114 ~<—73")

« show call-home summary (115 ~—<)

* show capwap reap association (116 ~X—137)

« show capwap reap status (117 ~<—17)

e showedp (118 ~X—)

» show certificate compatibility (119 ~X—73")

» show certificate Isc (120 ~X—1)

» show certificate ssc (121 ~X—73")

* show certificate summary (122 ~—13)

* show clientap (123 ~X—7)

* show client calls (124 ~X—3)

» show client ccx client-capability (125 ~X—37)
» show client ccx frame-data (126 ~X—37)

« show client ccx last-response-status (127 ~—137)
» show client ccx last-test-status (128 ~—13)

» show client ccx log-response (129 ~X—3°)

* show client ccx manufacturer-info (131 ~X—73")
« show client ccx operating-parameters (132 ~X—13)
» show client ccx profiles (133 ~X—7)

» show client ccx results (135 ~X—72)

* show client ccx rm = (136 ~X—3)

« show client ccx stats-report (138 ~X—1)

* show client detail (139 ~<X—7)

» show client location-calibration summary (143 ~X—73")

» show client roam-history (144 ~X—73")

showa<v>K:a~i .



* show client summary (145 ~<X—2°)

» show client summary guest-lan (147 ~X—3°)

* show client tsm (148 ~X—3)

« show client username (150 ~X—73")

» show client voice-diag (151 ~X—73")

» show client detail (152 ~X—7)

« show client location-calibration summary (154 ~X—<%)
* show client probing (155 ~X—2°)

* show client roam-history (156 ~X—1)

» show client summary (157 ~X—73")

» show client wlan (159 ~X—7)

* show cloud-services cmx summary (160 ~X—13)

* show cloud-services cmx statistics (161 ~<—137)

* show coredump summary (162 ~—13)

* show country (163 ~X—1)

+ show country channels (164 ~X—73)

» show country supported (165 ~<—3)

s show cpu (167 ~X—)

* show custom-web (168 ~X—2)

« show database summary (169 ~X—73")

* show dhep (170 ~X—3)

s show dhep proxy (171 ~X—73)

» show dhep timeout (172 ~X—73)

« show dtls connections (173 ~X—3)

* show exclusionlist (174 ~~—737)

* show flexconnect acl detailed (175 ~<—1%)
* show flexconnect acl summary (176 ~X—73”)
+ show flexconnect group detail (177 ~<—73)
+ show flexconnect group summary (178 ~X—3")
« show flexconnect office-extend (179 ~<—3)
* show flow exporter (180 ~X—13)

* show flow monitor summary (181 ~—3)
* show guest-lan (182 ~X—7)

» show icons summary (183 ~X—73)

s show ike (184 ~=X—7)

« show interface summary (185 ~X—73)

* show interface detailed (186 ~X—<)

* show interface group (189 ~X—3")

* show invalid-config (191 ~X—73")

+ show inventory (192 ~X—73")

s show IPsec (193 ~X—7)

. showa<v> K :a~i
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s show ipv6 acl (195 ~<—73°)

s show ipv6 summary (196 ~X—1)

s show guest-lan (197 ~X—)

» show icons file-info (198 ~—73)

+ show ipv6 acl (199 ~<—7)

« show ipv6 acl cpu (200 ~=X—2)

» show ipv6 acl detailed (201 ~<—73”)

« show ipv6 neighbor-binding (202 ~<—13")
» show ipv6 ra-guard (206 ~X—°)

+ show ipv6 route summary (207 ~X—3")
+ show ipv6 summary (208 ~—13)

« show known ap (209 ~<—)

showa<v>K:a~i .



. show aaa auth

showav> F:a~i |

show aaa auth

REE, BRI, THUT 47 (AAA) FEEEY— /DT —F R— A DR TE & FonT DI,
show aaa auth =~ > FZHFEHAL £,

show aaa auth

T DIl Zoawy RIZIEBIEELITF—T— REb DV FH A,
ATYR T4 BL
avy FER J1)—= EEAR
7.6 ZoawrRiE, VY —R76LHEIOY Y —2A

BEEa~Y

> >

THAShE L,

WIT, AAA BEEY —NDT —F X—2AOREL R ~T D0 2R LET,

(Cisco Controller) > show aaa auth

Management authentication server order:
L e e e e e et i e e e local
e e e e e e e e e et e e e e tacacs

config aaa auth

config aaa auth mgmt

. showa<v> K :a~i
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show acl .

show acl
Oy b —FIIHREENTWAT 7 A v ba—/L U AL (ACL) #FE/R9 5I21%. show
acl =~ FAfHLET,
show acl {cpu | detailed ac/ name | summary | layer2 { summary | detailed ac/ name
bl
X DEREA cpu Cisco WLC & e LEidtiE (CPU) ITRRE S
NTWnb ACL &R~ LET,
detailed FrE D ACL O HRZ R L E T,
acl_name ACL4 C7, ARNIIE32 L FUNO R T %
fEHTE £,
summary Ay hr—JIZRESNTNDTTO ACL
DEREFRKRLET,
layer2 LAY 2ACL #F R LET,
AR RFIALE AL
2wy REE yy—2 RENE
7.6 Zoavy RiE, VY —RT6LEIOY J—2A

THAShE L,

WIZ. CPUDT VA aryba—i R NeFERTINNERLET,

(Cisco Controller) >show acl cpu

CPU ACl NaAmME . ot ittt ettt eeeeeeneneoeaeeeaeans

Wireless TrafficC. ...ttt iieneennn Disabled
Wired Traffic. ..o u i ittt ettt ie e Disabled
Applied to NPU. ...ttt ittt iieeennn No

Wiz, 778A aryio— VA MOV~ —%2FRTHH02RLET,

(Cisco Controller) > show acl summary

ACL Counter Status Disabled
IPv4 ACL Name Applied
acll Yes
acl2 Yes

showa<v>K:a~i .




showav> F:a~i |

. show acl

acl3 Yes

IPv6 ACL Name Applied

acle No

WIZ, 778A avrbe— R NOFEMERERRT D02~ LET,

(Cisco Controller) > show acl detailed acl_name

Source Destination Source Port Dest Port

I Dir IP Address/Netmask IP

Address/Netmask Prot Range Range DSCP Action Counter

1

Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 0 Deny 0

2

In 0.0.0.0/0.0.0.0 200.200.200.0/ 6 80-80 0-65535 Any Permit 0
255.255.255.0

DenyCounter : 0

“

GE) Ry BN ACLLV—LE—FTH7-TNT, Counter 7 4 —/LV KOMENEMLFET, F
7=. DenyCounter 7  —/L ROfEIX, /X7 v FBL— DN T i e b —E LARWEGEIC
L £,

BEa<y R clear acl counters
config acl apply

config acl counter
config acl cpu
config acl create
config acl delete
config interface acl

config acl rule

. showa<v> K :a~i
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show acl detailed .

show acl detailed

DNS X— Z DFEMI 72 ACL 15 # &2 #5534 5 I121%. show acl detailed =~ > F&fEH L £,

show acl detailedac/ name

BXDEEA acl_name 7 7R a2 kra—/ U A NDOA4HI,

aAvURFIALE AL

avy FIERE Jy— ZEHAR
R
7.6 Zoa<wy FREAINE LT

WIZ, show acl detailed acl_name =~ > KOl %R L ET,

(Cisco Controller) > show acl detailed android

No rules are configured for this ACL.
DenyCounter : 0

URLs configured in this ACL
*.play.google.com

*.store.google.com

showa<v>K:a~i II



. show acl summary

showav> F:a~i |

show acl summary

DNS ~X— 2D ACL {§# % #/r9 5121%, show acl summary =~ > R&EEH L E7,

show aclsummary

X DERHA summary DNS~X—ZDACLEHREERLET,
ARV RTFIALE EL
av Y REE ) 1y—2 KENE
7.6 Zoa=wr R, VU —RT76LHTIOY ) —2

TEAINE L,

KIZ, show acl summary =< > ROl 2R L E7,

(Cisco Controller) > show acl summary

ACL Counter Status Disabled
IPv4 ACL Name Applied
android No
StoreACL Yes
IPv6 ACL Name Applied

. showa<v> K :a~i
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show advanced 802.11 channel .

show advanced 802.11 channel

HEITF v 2 /VE D B TORE L HReHEHRE T T 5121, show advanced 802.11 channel =~
Y REMEHLET,

show advanced 802.11{a | b} channel

X DERHA a 802.11a x v U — 2 ZFEL £,
b 802.11b/g * v N —Z Z#HEL £ 7,

ARVEFIALE BL

avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

THAShE L,

w2, BETF v 2 VEND Y TORESL L OREHER 2 FR T 502~ LET,

(Cisco Controller) > show advanced 802.l1la channel
Automatic Channel Assignment

Channel Assignment Mode........iiiiiiinnnnnnn.. AUTO
Channel Update Interval....... .o 600 seconds [startup]
Anchor time (Hour of the day)............ 0
Channel Update Contribution.................... SNI.
Channel Assignment Leader.........oouieieennnnn.. 00:1la:6d:dd:1e:40
BT w2 G o N 129 seconds ago
DCA Sensitivity Level: ...ttt eennnnns STARTUP (5 dB)
DCA Minimum Energy Limit...........cceeiieeo... -95 dBm
Channel Energy Levels
0 o T (L unknown
AV e AT e ¢ vt ettt e et e e eeseeeoeeeeeeeeeeesennas unknown
MaXIMUIN. o ot e e e e e e e e e e e e e e e e e e e e e eeeeaaaaeeees unknown
Channel Dwell Times
0 o T (L unknown
AV e AT e ¢ vt e et e e et e e aeseeeaeeeeeeeeeeesennas unknown
MaXIMUIN. o oo et e e e e e e e e e e e e e e e e e e e eeeeaaaeeeens unknown

Auto-RF Allowed Channel List.......oiiiiieuenenen..
36,40,44,48,52,56,60,64,149,
............................................. 153,157,161
Auto-RF Unused Channel List.......ceiiiieeuenenenen.
100,104,108,112,116,132,136,
............................................. 140,165,190,196
DCA Outdoor AP OpPLioN. . v ettt ittt enneeennn Enabled

showa<v>K:a~i .



. show advanced 802.11 coverage

showav> F:a~i |

show advanced 802.11 coverage

TNy ¥V AR VR OFRE & #EHE R A2 R "7 511X, show advanced 802.11 coverage =~
YRR LET,

show advanced 802.11{a | b} coverage

EX DA a

802.11a r v hU— 7 ZIEE L E7,

802.11b/g * v N —2 Z#HEL £ 7,

ARVEFIALE L

avy FERE 1)1)—=

EEAR

7.6

Zoa<wy Rk, VI —RT76LRIOY Y —2
TEAINE L,

WIZ, TNy Y R—= R OREHERE TR T D02 L ET,

(Cisco Controller) > show advanced 802.l1la coverage
Coverage Hole Detection

802.
802.
802.
802.
802.
802.
802.
802.
802.

. showa<v> K :a

11la
11la
11la
11la
11la
11la
11la
11la
11la

Coverage Hole Detection Mode........... Enabled
Coverage Voice Packet Count............ 100 packets
Coverage Voice Packet Percentage....... 50%
Coverage Voice RSSI Threshold.......... -80 dBm
Coverage Data Packet Count............. 50 packets
Coverage Data Packet Percentage........ 50%
Coverage Data RSSI Threshold........... -80 dBm
Global coverage exception level........ 25 %

Global client minimum exception lev.... 3 clients
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show advanced 802.11 group .

show advanced 802.11 group

LA AD802.11a F721% 802.11b RIS HEFR O MR E W EL (RF) 77— L& FRT 5I2IF, show
advanced 802.11 group =~ > R&HH L £,

show advanced 802.11{a | b} group

X DR a 802.11a % v hU—27 ZHEL £,
b 802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

WIZ, Y AADERRF VNV —TRELRRT 202 RLET,

(Cisco Controller) > show advanced 802.l1la group
Radio RF Grouping

802.11a Group Mode. .. vttt ittt ittt eennnenennns AUTO

802.11la Group Update Interval.......c.oiiiiiiiinenennnn 600 seconds

802.11a Group Leader . v v ettt ittt eeteeeeneeeennnaanns XX IXX XX XX IXX XX
802.11la Group Member. .o it ittt ittt ittt eeeeeneennns XX XX IXX XX XX XX

802.11a Last RUN .ttt ittt it tteeeeeeseeenneenensses 133 seconds ago

showa<v>K:a~i II



. show advanced hyperlocation summary

show advanced hyperlocation summary

showav> F:a~i |

Cisco Hyperlocation % EfE H DO~ U —%FK/R$ 5HIZ1L. show advanced hyperlocation summary

avy R LET,

show advanced hyperlocation summary

W, OB ZRLET,

(Cisco Controller) >show advanced hyperlocation summary

Hyperlocation. ... ..ottt
Hyperlocation NTP S€rver........eeeeuenenenennnnn
Hyperlocation pak-rssi Threshold.................
Hyperlocation pak-rssi Trigger-Threshold.........
Hyperlocation pak-rssi Reset-Threshold...........
Hyperlocation pak-rssi Timeout...................

AP Name Ethernet MAC
config

gggaggjgggéjéggg__ 40:ce:24:0f:8£:40
APA023.9FD8.EA50 40:ce:24:bf:8£:80
APA023.9FD8.EA9C 40:ce:24:0f:94:40
APOC75.BD13.B496 a0:23:9f:8a:5c:00

. showa<v> K :a~i
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show advanced hyperlocation ble-beacon .

show advanced hyperlocation ble-beacon

AP @ BLE B — 2 2T 5 1E# A2 E£/R9 5HI12IL. show advanced hyperlocation ble-beacon =
~v Rz LET,

show advanced hyperlocation ble-beacon {all | firmware-download summary | beacon-id id | {ap-name
ap-name| ap-group group-name }}

X DA all FTRTOBLE B —a Oz i LET,
firmware-download summary BILE 77— AV 7 ¥ a— R 7Fatv ANOTXTO AP
value ERRRLET
beacon-id id ID #$8E L7~ BLE b —a BT AR E2 TR L1,
ap-name ap-name ZHi&¥EE LT AP IZB@EfHT 41 T4 BLE B —o 2R

THERERTLET,
ap-group group-name AiEteE Lz AP 7V — 7 IZBif 1 54T % BLE B —

I NIETAERERRLET,

WIZ, T _RTHOE—aD BLE B —a U fEMAFERTAHERLET,

(Cisco Controller) >show advanced hyperlocation ble-beacon all
Global Configuration

BLE Advertised Transmit Power: c5 (-59 dBm)

BLE beacon ID UUID TX Power (dBm)
Interval (Hz) Status

1 00000000-0000-0000-0000-000000000000 0
1 Disabled

2 00000000-0000-0000-0000-000000000000 0
1 Disabled

3 00000000-0000-0000-0000-000000000000 0
1 Disabled

4 00000000-0000-0000-0000-000000000000 0
1 Disabled

5 00000000-0000-0000-0000-000000000000 0
1 Disabled

showa<v>K:a~i II
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. show advanced 802.11 I2roam

show advanced 802.11 12roam

802.11a £721%802.11b/g L' A ¥ 27 FA 7> bDu—3 v FiEHAF T 5I121%, showadvanced
802.11 Rroam =~ FZFEHALET,

show advanced 802.11{a | b} 12roam {rf-param | statistics} mac address}

802.11a kv NI — 2 ZFEELET,

BXDEEA a
b 802.11b/g % NU—27 ZfRELE T,
rf-param LAY 2 BT A= fRELET,
statistics LAY 2747 hou— 7 g

ZfRELET,

mac_address 7947 NOMACT RL A,

ATV RFI4LE AL

2% FBE JU— EEAE
A
76 Zoawr R U U—XT6LMOY Y — A THASNE L,

KIZ, show advanced 802.11b 12roam rf-param =~ > ROl &R L E T,

(Cisco Controller) > show advanced 802.11lb 1l2roam rf-param

L2Roam 802.11lbg RF ParametersS......c..ueeuweeeennnnn.

Config Mode. .. i it ii ittt et ittt Default
Minimum RSST. ...ttt ettt ettt e -85
Roam Hysteresis.......oeiiiiiiiiiiinneennnnns 2
Scan Threshold........ ..t =72

5

Transition time........o ittt

. showa<v> K :a~i
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show advanced 802.11 logging

show advanced 802.11 logging .

802.11a £721X 802.11b D RF A X b u 7B IR T 3 —< 2 A 1 7 &K RT HIZIL. show

advanced 802.11 logging =~ > K&/ L 9,

show advanced 802.11{a | b} logging

XN a

802.11a * v hU— 7 ZHE L £,

802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

WIZ, 802.1IbRFA R M u BT r—< A ul2FH T 502 ~LET,

(Cisco Controller) > show advanced 802.11b logging

RF Event and Performance Logging
Channel Update Logging........
Coverage Profile Logging......
Foreign Profile Logging.......
Load Profile Logging..........
Noise Profile Logging.........

Performance Profile Logging

TxPower Update Logging........

showa<v>K:a~i II
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. show advanced 802.11 monitor

show advanced 802.11 monitor

T 74 DA 802.11a F721% 802.11b RS EERREAR 2 F7r 95 121X, show advanced
802.11 monitor =~ > F&HH L £,

show advanced 802.11{a | b} monitor

X DEREA a 802.11a * v hU— 7 ZE L £,
b 802.11b/g % NU—27 ZfREL £,

ATV RFI4LE RL

vy FRERE Jjy—= THEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

TEAINE L,

wIZ, 802.11b %> b U — 7 OMEMREAR 2 KR B2~ LE T,

(Cisco Controller) > show advanced 802.11b monitor
Default 802.11b AP monitoring

802.11b Monitor Mode....... e s oo eeeeeeeeenns enable

802.11b Monitor Channels..........coueueeeeeeene.. Country channels
802.11b RRM Neighbor Discovery Typ€......c.e.... Transparent
802.11b AP Coverage Interval........coieeeenunnn 180 seconds
802.11b AP Load Interval..... ..o iiineeeennns 60 seconds
802.11b AP Noise Interval.........oeeeeeeeeeee.. 180 seconds
802.11b AP Signal Strength Interval............ 60 seconds

. showa<v> K :a~i
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show advanced 802.11 optimized roaming .

show advanced 802.11 optimized roaming

802.11a/b F v U —7 OigiEL SNz m— I FRIE A2 FKRT HIZIE, show advanced 802.11
optimized roaming =~ > R&MHEH L £,

show advanced 802.11 {a | b} optimized roaming [stats]

B DEREA

AR TFI4ILE

stats  ({L.E) 802.1lab* v NV —7 Ol s nicn —I Ui EREF R LET,

L

av Y RERE

Jy— ZERR
S

8.0 Zoa<wy FREAINE LT,

Wiz, 802.1laxy N —7 Db ENzn—I VIR TEEERT HHE2RLET,

(Cisco Controller) > show advanced 802.lla optimized roaming

OptimizedRoaming
802.11la OptimizedRoaming Mode........covvvuenn.. Enabled
802.11la OptimizedRoaming Reporting Interval.... 20 seconds
802.11la OptimizedRoaming Rate Threshold........ disabled

Wiz, 802.11a% v N — 27 OFE{b Sni-n—3 v VkEHER A2 R 7T o052~ LE
K

(Cisco Controller) > show advanced 802.l1lla optimized roaming stats
OptimizedRoaming Stats

802.11la OptimizedRoaming Disassociations....... 2

802.11a OptimizedRoaming Rejections............ 1

showa<v>K:a~i .
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. show advanced 802.11 profile

show advanced 802.11 profile

802.11a F 7213 802.11b *x})iis Lightweight 7 7 F A IRA > RDORT7 A —< 2 A a7 7 A )V &FK
R 5HIZ1E. show advanced 802.11 profile =~ > R&ffH L £,

show advanced 802.11{a | b} profile {global | cisco ap }

BXDEREA a 802.11a % v U —27 ZfaE L £,
b 802.11b/g * v N — 2 Z#HEL £ 7,
global 9T Cisco Lightweight 7 27 2 X KA b
ZHELET,
cisco_ap FEE D Cisco Lightweight 77 & ARA > b D
4 i,

ARy RFIANLE AL

avy FER Jy—=x EERNE
7.6 Zoa<wy R, VIU—RAT76LURIDOU U—2R

TEAINE L,

Wz, 802.11a 77 7 A LD a— LR E & MEHEREF T HHE2 R LET,

(Cisco Controller) > show advanced 802.11 profile global
Default 802.11la AP performance profiles

802.11la Global Interference threshold.............. 10%

802.11la Global noise threshold...........ciiiiee... -70 dBm
802.11la Global RF utilization threshold............ 80%

802.11la Global throughput threshold................ 1000000 bps
802.11la Global clients threshold................... 12 clients
802.11la Global coverage threshold.................. 12 dB
802.11la Global coverage exception level............ 80%

802.11la Global client minimum exception lev........ 3 clients

RIZ, FFEDT 7 RBARA L N 70T 7 A )VORE LRaHERETRT H0 2R L E
R

(Cisco Controller) > show advanced 802.11 profile APl
Cisco AP performance profile not customized

ZDISEIX, T D Lightweight 77 B A IRA 2V NDO/IR T —< U A T T 7 A VBT

02— VT 7 4V MREEZFEHLTEY, IR ESILTW RN EZ/R LT
9,

. showa<v> K :a~i
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show advanced 802.11 receiver

show advanced 802.11 receiver .

802.11a 7212 802.11b L 2 — D% E & MatEH &+ 9 5121%. show advanced 802.11 receiver

avr REFHLET,

show advanced 802.11{a |

b} receiver

X DA a 802.11a % v hU—27 ZHE L £,

b 802.11b/g * v N —Z Z#HEL £ 7,
ARVRFIFAL RL
2wy REE yy—2 RENE

7.6 Zoa<wr Rk, VU—RT76LHIOY J—2A

THAShE L,

wIZ, 802.11a * v NU—7 OREB LI OMEHEHRE2FRT 202~ L ET,

(Cisco Controller) > show advanced 802.11 receiver
802.11a Receiver Settings

RxStart Signal Threshold........ii ittt 15
RxStart Signal Lamp Threshold..........oiiiiin... 5
RxStart Preamble Power Threshold................... 2
RxReStart Signal Jump Status.......iiiiiiiinnnnnnnnn.. Enabled
RxReStart Signal Jump Threshold............oiiii.... 10
TxStomp : Low RSSTI Status.......cuiiiiiiiiiiiiiinnnennn. Enabled
TxStomp Low RSSI Threshold.......... i 30
TxStomp Wrong BSSID StatuUs. ... ee i ee et eeeeneennns Enabled
TxStomp Wrong BSSID Data Only Status................. Enabled
RxAbort Raw Power Drop StatuUS......c.ieiiiiiiinnnnnnn. Disabled
RxAbort Raw Power Drop Threshold..................... 10
RxAbort Low RSST StatuUS. .. iiiiiiiiiiiiiineennnn Disabled
RxAbort Low RSSI Threshold.......... i 0
RxAbort Wrong BSSTID StatUS .. veveeeteeeeeeeeneeeeennnn Disabled
RxAbort Wrong BSSID Data Only Status................. Disabled

showa<v>K:a~i .
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. show advanced 802.11 summary

show advanced 802.11 summary

802.11a F 721% 802.11b @ Cisco Lightweight 7 7 & A2 iRA > D4R, F v %/, BLOEE
LUL DY~ ) —%FKRT 521, show advanced 802.11 summary =1~ > K2 H L F9,

show advanced 802.11{a | b} summary

X DA a 802.11a % v hU—27 ZHE L £,

b 802.11b/g * v N —2 Z#HEL £ 7,
ARVRFIFAL RL
2wy REE yy—2 RENE

7.6 Zoa<wr Rk, VU—RT76LUHIOY J—2A

THAShE L,

WIZ, 802.11b 7T 72 A RA ¥ FNREOENERRT HHZRLET,

(Cisco Controller) > show advanced 802.11lb summary

AP Name MAC Address Admin State Operation State Channel
TxPower
CJ-1240 00:21:1b:ea:36:60 ENABLED 9)% 161
1)
CJ-1130 00:1f:ca:cf:b6:60 ENABLED (9)% 56*
1(%)

GE)

F v FNVFE B EIMEE LNV T ZAZ ) 27 (%) X, Za— A7 La) X
LAREICE > THIEENTHND Z 2R LET,

. showa<v> K :a~i
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show advanced 802.11 txpower

show advanced 802.11 txpower .

802.11a £ 721X 802.11b HEMu kYT —H W Y TAEFEK /T 521X, showadvanced 802.11 txpower

avr REFHLET,

show advanced 802.11{a | b} txpower

EX DA a

802.11a r v hU— 7 ZIFE L E7,

802.11b/g * v N —Z Z#HEL £ 7,

ARVEFIALE BL

avy FERE 1)1y —= EEHNE
7.6 Zoa=wy R, VU—RXT76LHEIDY Y —2A

THAShE L,

KIZ, 802.11b fRIE/NT — I A N DOFRER L OHEHER 2 #5612~ L ET,

(Cisco Controller) > show advanced 802.11b txpower

Automatic Transmit Power Assignment

Transmit Power Assignment Mode.................. AUTO
Transmit Power Update Interval.................. 600 seconds
Transmit Power Threshold..............iiiin.. -65 dBm
Transmit Power Neighbor Count................... 3 APs
Transmit Power Update Contribution.............. SN.

Transmit Power Assignment Leader
Last Run......... .. . i

................ XX XX IXXIXXIXX XX
................. 384 seconds ago

showa<v>K:a~i .
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. show advanced backup-controller

show advanced backup-controller

TIA=VBLIO®EI L FY Ny 7T 7 WLC DY A R &FERT 5I21E, show advanced
backup-controller =~ > K&l L 7,

show advanced backup-controller

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, Ny 2Ty 7 arbun—IFREFRRT 62" LET,

(Cisco Controller) >

show advanced backup-controller

AP primary Backup Controller .............covon.. controller 10.10.10.10
AP secondary Backup Controller .................. 0.0.0.0

. showa<v> K :a~i
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show advanced dot11-padding .

show advanced dot11-padding

Wireless LAN Controller DR 7 L— A /3T ¢ o T OIRRE R KR T 5 1T1L. show advanced
dotll-padding =~ > R&EMHHL £,

show advanced dotl11-padding

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE J1)—x FEARA
7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,

WIZ, BT L—0 T ¢ T OREEEFRRTHH R L ET,

(Cisco Controller) > show advanced dotll-padding

Aot Ll l-Padding . v i e e e ettt eeeeeeeeeeeeeneeesonnas Disabled

showa<v>K:a~i .
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. show advanced hotspot

show advanced hotspot

PR AR v AR Y R XT A —F BRKIRT HIZIL, show advanced hotspot =~ > K& L
e

show advanced hotspot

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WU, FEMRR Y h ARy b NTA=FHRKRZT L0 2R LET,

(Cisco Controller) >show advanced hotspot

ANQP 4-way State .. i it it ittt it eeeneennans Disabled
GARP Broadcast state: ....... i, Enabled

GAS request rate limit ..........iiiiiiiiiinnnn. Disabled
ANQP comeback delay in TUs (TU=1024usecC) .......... 50

II showa<v> K :a~i
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show advanced max-1x-sessions .

show advanced max-1x-sessions

B DEREA

AR FI4ILE

BT 7 BARA L MTHFATENTHBREFER02.1X & v a D KE#FE T 5I121%. show
advanced max-1x-sessions =~ > RZ&H AL £9,

show advanced max-1x-sessions

Zoaxy FIFGIEELITF—TU—REdH D £EA,

L

WIC, BT 7 BRAFRA L FORKB21X By v a v aRrmT 261 2R"LET,

(Cisco Controller) >show advanced max-lx-sessions
Max 802.1x session per AP at a given time........ 0

showa<v>K:a~i .
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showav> F:a~i |

show advanced probe

X DA

ARV KR TIAINE

I TATV DT I EARA L FYUT20 D CiscoWLCIZIEE SNz T v —T BB L0 1 —
7k (R V) 2F£ T 5I21E, show advanced probe =21~ K& L F9,

Zoawy NI ELITF—U—RiZb Y A,
L
WIZ, WLAN 222 hr—5 D —7RELXFZRT L0 2R LET,

(Cisco Controller) >show advanced probe

Probe request filtering...........oiiiiiiinnnen. Enabled
Probes fwd to controller per client per radio.... 12
Probe request rate-limiting interval............. 100 msec

. showa<v> K :a~i
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show advanced rate .

show advanced rate

HIE A L — MHIRRSG 05 ) & Fovd B 1Z1E, show advanced rate =~ > N&{#EH L £
7,

show advanced rate

T DIl Zoa<xy RIZIIBIEELIIF—U—REH 0 A,
ATYR T4 BL
avy FRERE )1)—Xx EZENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIC, A F ORISR L— MRE— F2RRT o012 RLET,

(Cisco Controller) >show advanced rate
Control Path Rate Limiting.............civuen.. Disabled

showa<v>K:a~i .



. show advanced timers

show advanced timers

FEVT 4 TUoh—, BAHRE, BLXORERT 78X KA hDOT M) Z A~ —%FKR

=340

'_E_Iu“:I

B

AU R TIHIE

F2%121%. show advanced timers =~ > K& L £,
show advanced timers

Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,
7740 ME Tl RS h THE S,

WRIZ, VAT L HAA—DREEFR T HHERLET,

(Cisco Controller) >show advanced timers

Authentication Response Timeout (seconds)........ 10

Rogue Entry Timeout (seconds)...........coveuun.n. 1200

AP Heart Beat Timeout (seconds)..........c..couo.. 30

AP Discovery Timeout (seconds) ............ovoeun.n 10

AP Local mode Fast Heartbeat (seconds)........... disable

AP flexconnect mode Fast Heartbeat (seconds)........... disable
AP Primary Discovery Timeout (seconds)........... 120

. showa<v> K :a~i
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show advanced client-handoff .

show advanced client-handoff

HiiTHOBE 7 747 v by RA 7[R % Fw$ 5121, showadvanced client-handoff =
~ U REMEHLET,

show advanced client-handoff

XD IR FIZFEIEERITZF—Y—NIdb v A,
avy FERE )1)—2 EERE
7.6

Zoa=wy R, VU —RXT76LHEIDY Y —2A
TEAINE LA,

WIZ, HaITEDO EREZB 27252, 7747 hOBEINY RA7 £— RaHRRT
L& R LUET,

(Cisco Controller) >show advanced client-handoff
Client auto handoff after retries................ 130

showa<v>K:a~i .



. show advanced eap

showav> F:a~i |

show advanced eap

JERRERE Y 1 k=L (EAP) X E4ZF9 5121, showadvancedeap =~ > K& L £,

show advanced eap

W DIEA Zoawy RIZIEBIEELITF—T— REbH D £H A,
ATV RFIHLE AL
avy FERE )1)—Xx TEAR
7.6 Zoa=wy RiE, VU —RXT76LHEIDY Y —2A

BEEa<vT YR

TEAINE L,

RIZ, EAP REZ X T D0 2R LET,

(Cisco Controller) > show advanced eap

EAP-Identity-Request Timeout (seconds)........... 1
EAP-Identity-Request Max Retries................. 20

EAP Key-Index for Dynamic WEP............c.ccueunn.. 0

EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (secondsS) .......ueuieeennnnnn 1
EAP-Request Max Retries........oiiiiiiinnnnnnnn 20
EAPOL-Key Timeout (milliseconds)................. 1000
EAPOL-Key Max Retries. ... iiiennnnnnn 2

config advanced eap
config advanced timers eap-identity-request-delay

config advanced timers eap-timeout

II showa<v> K :a~i



| showaw>k a~i
show advanced send-disassoc-on-handoff .

show advanced send-disassoc-on-handoff

N RATHRIZWLAN 22 ha—F 080 A4 T haT Y vo— MERT 20 E 9 0EFoR
4 5121%. show advanced send-disassoc-on-handoff =~ > RZfHH L £,

show advanced send-disassoc-on-handoff

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

XD
AR R T4 AL
avy RERE )— ZEEASE
A
7.6 Zoavr NI, V=276 UHIOY Y —ATHAINE LT,
K1Z. show advanced send-disassoc-on-handoff =~ > RO H 2R L F 5,

(Cisco Controller) > show advanced send-disassoc-on-handoff
Disabled

Send Disassociate on Handoff.......... ..o

showa<v>K:a~i II



showav> F:a~i |

. show advanced sip-preferred-call-no

show advanced sip-preferred-call-no

BRa—NLFEEDY A N%EFRT 52, show advanced sip-preferred-call-no =~ > K % {i#
LET,

show advanced sip-preferred-call-no

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy RERE )— ZEEASE
2
7.6 Zoa<wr RNE, VY —RT76LEIOY VU —ATEHAINE LT,

RIZ. show advanced sip-preferred-call-no =~ > RO IHilZR L F9,

(Cisco Controller) > show advanced sip-preferred-call-no
Preferred Call Numbers List
Call Index Preferred Call No

II showa<v> K :a~i
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show advanced sip-snooping-ports

B DEREA

AU R TIHIE

show advanced sip-snooping-ports .

I— )L AX— B DOR— M A2 F T 512X, showadvanced sip-snooping-ports =~ > K

ML ET,
show advanced sip-snooping-ports

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

avy FERE

7L

)— ZEEASE

R

7.6 ZoawryNE, V=276 LEIOY Y —ATHAShE L,
&IZ. show advanced sip-snooping-ports =~ > FDOH 1l Z R L E9,

> show advanced sip-snooping-ports

(Cisco Controller)
1000 - 2000

SIP Call Snoop Ports:

showa<v>K:a~i .
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. show arp kernel

show arp kernel

H—F T RUARF 71 ka2 (ARP) OF % v ¥ aff#fa K79 5121, showarp kernel
awy REHEHRALET,

show arp kernel
ZOavy RIFBIEELIIF—T— RiEdb ) 8 A,

aATYRFI4LE AL

avy RERE )— ZEEASE
A
7.6

Zoa<wr RNE, VY —RT76LEIOY VU —ATEHAINE LT,

KIZ. show arp kernel =~ > KDz~ L ET,

(Cisco Controller) > show arp kernel

IP address HW type Flags HW address Mask Device
192.0.2.1 0x1 0x2 00:1A:6C:2A:09:C2 * dtlo
192.0.2.8 0x1 0x6 00:1E:E5:E6:DB:56 * dtlo

. showa<v> K :a~i
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show arp switch .

show arp switch

Cisco Wireless LAN Controller ® MAC 7 KL 2, IP7 RL A, BIXOR— K A4 FE2FERTD
21, show arp switch =~ > R&2H L £7,

show arp switch

XD IR FIZFEIEERITZF—Y—NIdb v A,
av Yy FER Jy— ZEHEAR
A
7.6 Zoa<wryRiE, V) —RT76URIDOY V—2ATHEAINE LT,

KIZ. show arp switch =~ > KD FH 2R L ET,

(Cisco Controller) > show arp switch

MAC Address IP Address Port VLAN Type
XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port 1

XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port

XX IXXIXXIXXIXXIXX XXX .XXX.XXX.XXX Service port

showa<v>K:a~i .
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. show ap auto-rf

show ap auto-rf

Cisco Lightweight 7 7 £ A A8 A > F ® H#) RF X E % F/~T 521, show ap auto-rf =~ > F
EEHALET,

show ap auto-rf 802.11{a | b} cisco ap

BX DA a 802.11a > T —7 ZfEL 7,
b 802.11b/g * v N — 2 Z#HEL £ 7,
cisco_ap Cisco Lightweight 7 7 & &2 &R A "4,

ATV RFI+LE AL

WIZ, T BARA L FOHB RF F#ERRT 012~ LET,

(Cisco Controller) > show ap auto-rf 802.1la APl

Number Of SlotS . it iin et teeeeeeeeneeeeeoneenns 2
AP NaAME . i ittt et ettt teeeeeeneeeeeenneeeeenneeeeeeas APO3
MAC AddrESS . i v ettt teeeeeeeeeeeeeaeeeeeenneeeneas 00:0b:85:01:18:b7
= K B T o T RADIO TYPE 8021la
Noise Information
Noise Profile. ...ttt eeneeenennnn PASSED
Channel 36. .. it ieeeeeeeeeeeeeeneeeeeeneeens -88 dBm
Channel 40. ...ttt teeeeeeeeeeeeeennenns -86 dBm
Channel 44 . ... ittt ittt eneaeeeenaanns -87 dBm
Channel 48. ...ttt ittt eneeeeeennenns -85 dBm
Channel 52, ...ttt ittt it tteeeeteeeeeeeeneenns -84 dBm
Channel 56, ittt ittt ittt ettt eneeeeeeneenns -83 dBm
Channel 60. ...ttt tteeeeeeeeeeeeeennenns -84 dBm
Channel 64 . ...ttt tteeeeeeneeeeeennenns -85 dBm
Interference Information
Interference Profile. ... .ttt innnennnn PASSED
Channel 36. .. it ittt eeeeeeeeeeeeeeeeseneenns -66 dBm @ 1% busy
Channel 40. ...ttt teeeeeeeeeeeeeennanns -128 dBm @ 0% busy
Channel 44 . ... ittt ittt eeeeeeeeneanns -128 dBm @ 0% busy
Channel 48. ...ttt ittt eeeeeeeennenns -128 dBm @ 0% busy
Channel 52, ...ttt ittt eeeeeennanns -128 dBm @ 0% busy
Channel 56. .ttt ittt teeeeeeeeeeeeeennenns -73 dBm @ 1% busy
Channel 60. ...ttt teeeeeeeeeeeeeennenns -55 dBm @ 1% busy
Channel 64 . ...ttt tteeeeeeneeeeeennenns -69 dBm @ 1% busy
Rogue Histogram (20/40 ABOVE/40 BELOW)
Channel 36 .. iine ittt ettt eeeeneeeenaennn 16/ 0/ O
Channel 40. ...ttt ittt teiteeeenanen. 28/ 0/ 0
Channel 44 .. ...ttt ittt et teenneen 9/ 0/ O
Channel 48. ...ttt ittt teiaeeeennnen 9/ 0/ O
Channel 52. ..ttt ittt ettt et e it eeineen 3/ 0/ 0
Channel 56. ..ttt ittt e ettt eeiaeeeennnen 4/ 0/ 0

II showa<v> K :a~i
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show ap auto-rf .

Channel 60. ...ttt ettt tteneteenneen. 7/ 1/ 0
Channel 64 . ...ttt ettt eeiaeteenneen 2/ 0/ 0
Load Information
Load Profile. ...t tineeeeeeeeeeeennanns PASSED
Receive Utilization.......oiiiiiiiiiinnnennnn %
Transmit Utilization........eeiiiiieeeeeennenns 0%
Channel Utilization......c.oueeiiiiieeeeeeennenns 1%
Attached Clients. ...ttt eeeeeeeeennns 1 clients
Coverage Information
Coverage Profile......iiiiiiieieeeeeeennanns PASSED
Failed Clients. .ttt tineeeeeeneeeeennenns 0 clients
Client Signal Strengths
RSST —100 ABM. vt veete it eeeeeeeeeeeeeeneaneens 0 clients
RSST =92 ABM. vttt ittt teeeeeeeeeeeeeenenneens 0 clients
RSST =84 ABM. vt iiitttteeeeeeeeeeeeseneaneens 0 clients
RSST =76 ABM. vt e ettt teeeeeeeeeeeeseneaeeens 0 clients
RSST =68 ABM. vt i i ittt teeeeeseeeeeeeeneneeens 0 clients
RSST =60 ABM. vt iietttteeeeeeeeeeeeeenneeneens 0 clients
RSST =52 ABM. vttt ittt teeeeeeeeeeeeeaneeenens 0 clients
Client Signal To Noise Ratios
SNR O ABM. vt ittt ettt eeeeeenoenenesnas 0 clients
SNR e 1= (O 0 clients
SNR 10 ABM. ¢ttt ettt ettt eeeeeeeeneaesennns 0 clients
SNR S @ 1= 0 clients
SNR 20 ABM. vt ittt ettt e et e e 0 clients
SNR D2 T 12 1 0 clients
SNR 30 OB v vttt ettt ettt e 0 clients
SNR G 1 T e 1= (I 0 clients
SNR 40 OB v vttt ittt ettt eeeeeseoeaeesennas 0 clients
SNR G T e 1= (I 0 clients
Nearby RADs
RAD 00:0b:85:01:05:08 slot O...vvvivennnnnnn. -46 dBm on 10.1.30.170
RAD 00:0b:85:01:12:65 slot O...vvvivenennnnn. -24 dBm on 10.1.30.170
Channel Assignment Information
Current Channel Average Energy............... -86 dBm
Previous Channel Average Energy.............. =75 dBm
Channel Change CoUNt .. ..ttt it ennnenns 109
Last Channel Change Time.......coiieiteeenen.. Wed Sep 29 12:53e:34
2004
Recommended Best Channel.........ciiiienen... 44
RF Parameter Recommendations
POWEY LevVel. .ttt ittt teeeeeeeeeeaesonnns 1
RTS/CTS Threshold. ....uuee et nneteeneeeennnnn 2347
Fragmentation Threshold...................... 2346
Antenna Pattern.........iii ittt ienneenennns 0

showa<v>K:a~i II
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. show ap aid-audit-mode

show ap aid-audit-mode

AP CAID BEEE— RDOAT —Z A% KT 51213, show ap aid-auditmode =~ > R & flifj L
£

show ap aid-audit mode

=340

'_E_Iu“:I

B ZOawy FIESIBEELITF—V—RNEH Y A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
8.6 Zoavwry RPREAINE L,

Wiz, AIDEEREET— KORAT—H A 2T 1T HH 27 LET,

(Cisco Controller) > show ap aid-audit-mode
Aid AUdit MOAE vt ittt ittt e e e e e Disabled

. showa<v> K :a~i
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show ap ccx rm

T 7 A RA > b Cisco Client Extension (CCX) EFREHL R T — & R T+ DI1T1E.

show ap cexrm =2~ > K& L5,

show ap ccx rm ap_name status

show ap cex rm .

BX DA ap_name BEDT 7 A KAV M,
status T EARAL L FO CCX HERHEIRA T — &
2fEREL TR LET,
ARVRFIFAL L
av Y FEE )1)y—= EEAR
7.6 Zoa<wy Rk, VY—RT6LETDOY U —2A

TEAINE L,

WIZ, CCX EMETLD AT — X A FoomkT D2 R L £,

(Cisco Controller)

A Radio

Channel Load Request
Noise Histogram Request
Beacon Request
Frame Request

Interval

Iteration

G Radio

Channel Load Request
Noise Histogram Request
Beacon Request
Frame Request

Interval

Iteration

>show ap ccx rm AP1240-2lac status

Disabled
Disabled
Disabled
Disabled
60

Disabled
Disabled
Disabled
Disabled
60

showa<v>K:a~i II
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. show ap cdp

show ap cdp

7 72 A RA KO Cisco Discovery Protocol (CDP) {§# % /<7 521X, showapedp =~ >
NEFERHLET,

showapcdp {all | ap-namecisco ap | neighbors {all | ap-namecisco ap | detailcisco ap}}

BXDEREA all FTRCOT IV EARAL L FOCDP AT — 4 A
rRALET,
ap-name ¥EEDT V8 ARA Y NOCDP AT —H A%
FrLET,
cisco_ap EDT 78R KRA L N,
neighbors CDP ZfEH L T A =R R LET,
detail CDP 2T DR EDT 7 B A RA v hDO*

AN—IZET oI E R LET,

aATYRFIHLE AL

WIZ, TRTCOT 7B ARA L FDCDP AT —H AZER-THHERLET,

(Cisco Controller) >show ap cdp all
AP CDP State

AP Name AP CDP State
SB_RAP1 enable
SB_MAP1 enable
SB_MAP2 enable
SB_MAP3 enable

WIZ, FBELET 7 BARAL L PO CDP AT —F A5 RKR_T HHlZRLET,

(Cisco Controller) >show ap cdp ap-name SB_RAP1
AP CDP State

AP Name AP CDP State

AP CDP State.....viiiiiiiiinnnn. Enabled

AP Interface-Based CDP state
Ethernet O....... ... .. Enabled
Slot O vvn it e i e Enabled
Slot 1.t Enabled

KT, CDP T 2T X TOXRA N—DFE AR R 562" LET,

(Cisco Controller) >show ap cdp neighbor all
AP Name AP IP Neighbor Name Neighbor IP Neighbor Port

II showa<v> K :a~i
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show ap cdp .

SB_RAP1 192.168.102.154 sjcl4-4la-swl 192.168.102.2 GigabitEthernetl1/0/13
SB_RAP1 192.168.102.154 SB_MAP1 192.168.102.137 Virtual-DotllRadio0
SB_MAP1 192.168.102.137 SB_RAP1 192.168.102.154 Virtual-DotllRadio0
SB_MAP1 192.168.102.137 SB_MAP2 192.168.102.138 Virtual-DotllRadio0
SB_MAP2 192.168.102.138 SB_MAP1 192.168.102.137 Virtual-DotllRadiol
SB_MAP2 192.168.102.138 SB_MAP3 192.168.102.139 Virtual-DotllRadio0
SB_MAP3 192.168.102.139 SB_MAP2 192.168.102.138 Virtual-DotllRadiol

wIZ, COPEHEH L THE LT 7B ARA v MEFOREDXA N—OEEM %2 Ko
THEERLET,

(Cisco Controller) >show ap cdp neighbors ap-name SB_MAP2

AP Name AP IP Neighbor Name Neighbor IP Neighbor Port
SB_MAP2 192.168.102.138 SB MAP1 192.168.102.137 Virtual-DotllRadiol
SB_MAP2 192.168.102.138 SB _MAP3 192.168.102.139 Virtual-DotllRadioO

RIT, CDP ZMEHT 5 1A N—DFMAERRT 2R LET,

(Cisco Controller) >show ap cdp neighbors detail SB _MAP2

AP Name:SB_MAP2

AP IP address:192.168.102.138

Device ID: SB_MAP1

Entry address(es): 192.168.102.137

Platform: cisco AIR-LAP1522AG-A-K9 , Cap

Interface: Virtual-DotllRadioO, Port ID (outgoing port): Virtual-DotllRadiol
Holdtime : 180 sec

Version

Cisco IOS Software, C1520 Software (C1520-K9W8-M), Experimental Version 12.4 (200
81114:084420) [BLD-v124 18a ja throttle.20081114 208] Copyright (c) 1986-2008 by
Cisco Systems, Inc. Compiled Fri 14-Nov-08 23:08 by

advertisement version: 2

Device ID: SB MAP3

Entry address(es): 192.168.102.139

Platform: cisco AIR-LAP1522AG-A-K9 , Capabilities: Trans-Bridge

Interface: Virtual-DotllRadiol, Port ID (outgoing port): Virtual-DotllRadioO
Holdtime : 180 sec

Version

Cisco IOS Software, C1520 Software (C1520-K9W8-M), Experimental Version 12.4 (200
81114:084420) [BLD-v124 18a ja throttle.20081114 208] Copyright (c) 1986-2008 by
Cisco Systems, Inc. Compiled Fri 14-Nov-08 23:08 by

advertisement version: 2

showa<v>K:a~i II



. show ap channel

showav> F:a~i |

show ap channel

FEDA Yy 2 T 7EARA L FOMERFRERT ¥ RV E KT SIZIE. show ap channel =
~v Rz LET,

show ap channel ap _name

B DEREA

AR R FI4ILE

ap_name AvTa T7RARA L NOLHI,

L

WIZ, BFEDT 7 A RA» bOFEHARERT v XV a2 FoRkT D02~ LET,

(Cisco Controller) >show ap channel AP47

802.11b/g Current Channel ........... 1
Allowed Channel List........coeeieeennn.. 1,2,3,4,5,6,7,8,9,10,11
802.11la Current Channel ................. 161
Allowed Channel List........cieivieennn.. 36,40,44,48,52,56,60,64,100,

......................................... 104,108,112,116,132,136,140,
......................................... 149,153,157,161

. showa<v> K :a~i
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show ap config .

show ap config

Lightweight 7 7 & 2 A8 A > b OFEMIEEE Z R~ T 5121, showap config =~ RZEH L E
R

show ap config 802.11{a | b} [summary] cisco ap

BXDEREA

AR KR TFIAILE

802.11a 802.11a £7-1% 802.11b/g X~ h U —7 Z4RE
l/\ijqo

802.11b 802.11b/g * v N —2 Z#HEL £ 7,

summary (EE) T X TOAPOERY~ Y —2FR1L
3

cisco_ap Lightweight 7 7 &£ 2 R4 > ks D4,

L

WIZ, TI7BRARA 2 FOFMRELRTT D02 L ET,

(Cisco Controller) >show ap config 802.1la AP02

Cisco AP Identifier........iiiiiiiiiinininnnnns 0

CisSCO AP NaAME. vt ittt ettt it ettt it ii e e e eneenns AP02

COUNELIY COQ .t v ittt ittt ittt ittt e e eneenes US - United States
Regulatory Domain allowed by Country............. 802.11bg:-A 802.11la:-A
AP Regulatory Domain.........vuiiiiiinnnneennnn Unconfigured
Switch Port Number ............oiiiiiiiniinnnnnn 1

DN O 2N o et = = 00:0b:85:18:b6:50
IP Address Configuration...........oeiuiivniuvnnnn. DHCP

D SN L 1.100.49.240

IP NetMasK. vttt ittt ittt ittt i e e e 255.255.255.0
Gateway IP Addr ...ttt tiiiineineneenns 1.100.49.1

CAPWAP Path MTU. ...ttt ittt ittt et eeneeenennns 1485

Telnet State. ..ttt ittt i i Disabled

Ssh State. .. e e e Disabled

Cisco AP LOCaATIoN. vt v it ittt ittt ettt ineineens default-location
Cisco AP Group Name. ...ttt iinetenenneennnnnns default-group
Primary Cisco Switch............ . ... oL, Cisco_32:ab:63
Primary Cisco Switch IP Address.............o.o... Not Configured
Secondary Cisco Switch........oiiiiiiiinnne..

Secondary Cisco Switch IP Address................ Not Configured
Tertiary Cisco Switch....... ... i,

Tertiary Cisco Switch IP Address................. Not Configured
Administrative State ............ ... . i i, ADMIN ENABLED
Operation State ...t iiiiienn REGISTERED
Mirroring Mode .. ...ttt e Disabled

AP MOdE v ittt ittt ittt e e e e e e Sniffer

PUblic Safety ..ttt ittt ittt et e e Global: Disabled, Local: Disabled
AP SUDMOdE ittt ittt e e e e e e Not Configured
Remote AP DebUQG v vttt ittt ittt it it iie i Disabled

Logging trap severity level ..........c.iieiiininn.. informational
Logging syslog facility ......c.eiiiiiiiiinnnn. kern

S/W  VEIrSION vt ittt et te e ee ettt eaeenneenn 7.0.110.6

showa<v>K:a~i II



. show ap config

BOOt VersSion ...ttt i e e 12.4.18.0

Mini IOS Ver
Stats Report
Stats Re--Mo

1< 0 o N 3.0.51.0
ing Period ...ttt 180
re-- or (qg)uit

showav> F:a~i |

LED State. it i i it i e e Enabled
PoE Pre-Standard Switch........... ... . i, Enabled
PoE Power Injector MAC Addr.......ciueiiennennnnn. Disabled
PoWwer TypPe/MOdE. vt vttt ittt it ettt et Power injector / Normal mode
Number Of Slots. ...ttt 2
AP MOdel . ittt ittt ittt e e et e e e AIR-LAP1142N-A-K9
N I 1=K C1140-K9w8-M
TOS VerSiOM. ittt it ittt ittt it it ittt 12.4(20100502:031212)
Reset BUttonm..... .ottt i Enabled
AP Serial NUMDEI . ..ttt ittt ittt it it it FTX1305S180
AP Certificate TyPe ...ttt e ittt Manufacture Installed
AP USEr MOGE. ittt ittt ittt ittt it eii e AUTOMATIC
AP USET NaAME . v ittt ittt it ettt ttaeeeennneeeennnnees Not Configured
AP Dotlx User MO . . v iv it i iiiiittiennneeeennneens Not Configured
AP Dotlx UsSer NamMe. . v et ittt ennneeeennneens Not Configured
Cisco AP system logging host..................... 255.255.255.255
AP UP TamMe . i ittt ettt ettt e et ettt e e eeeeenenn 47 days, 23 h 47 m 47 s
AP LWAPP Up TimMe . i v ti ittt ittt ettt eeeeenenn 47 days, 23 h 10 m 37 s
Join Date and Time. ...ttt ittt tnennennnnn Tue May 4 16:05:00 2010
Join TaKken Tame. . u vttt ottt et eeeeennnnenns 0 days, 00 h 01 m 37 s
Attributes for Slot 1
RAdio TyPE. v ittt ittt e it eiiieeeaann RADIO TYPE 80211n-5
Radio Subband........c..iiiiiiiiiiininnennenn. RADIO_SUBBAND_ALL
Administrative State ............ ... . .., ADMIN_ ENABLED
Operation State ...ttt UP
Radio ROLE ittt ittt ittt ittt i i ACCESS
LT I 0
Station Configuration
Configuration ...... ..., AUTOMATIC
Number Of WLANS ... iitiiiiiiiiiiiinennnns 2
Medium Occupancy Limit ...........cooio.. 100
CEFP Period ...t ininennenennnnnns 4
CFP MaxDuration ...........iiiuiiiiiinnnnnn. 60
2 00:24:97:88:99:60
Operation Rate Set
6000 Kilo Bits. ittt MANDATORY
9000 Kilo Bits. i it iiiiiinnnnn SUPPORTED
12000 Kilo BitsS.u e iiiiii i iininninnennnn MANDATORY
18000 Kilo BitsS.u i iiii i inninnennennnn SUPPORTED
24000 Kilo Bits. ittt i, MANDATORY
36000 Kilo Bits. ittt SUPPORTED
48000 Kilo Bits. ittt SUPPORTED
54000 Kilo Bits. ittt SUPPORTED
MCS Set
O SUPPORTED
O SUPPORTED
O SUPPORTED
O T SUPPORTED
O SUPPORTED
O T SUPPORTED
O SUPPORTED
O SUPPORTED
O T SUPPORTED
O SUPPORTED
O SUPPORTED
O SUPPORTED
O SUPPORTED
O T SUPPORTED
O SUPPORTED
O T SUPPORTED

. showa<v> K :a~i
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Beacon Period .......iiiiiiiiiiiiiiiiie.,
Fragmentation Threshold ...................
Multi Domain Capability Implemented .......
Multi Domain Capability Enabled ...........
Country String ..ttt ninennennns
Multi Domain Capability
Configuration
First Chan NUM .....iiiiiiiiininnennennen.
Number Of Channels
MAC Operation Parameters
Configuration
Fragmentation Threshold ...................
Packet Retry Limit
Tx Power
Num Of Supported Power Levels
Tx Power Level 1
Tx Power Level 2
Tx Power Level 3
Tx Power Level 4
Tx Power Level 5
Tx Power Level 6
Tx Power Configuration
Current Tx Power Level
Phy OFDM parameters
Configuration
Current Channel
Extension Channel
Channel Width.......i i,

TI Threshold ........c ..
Legacy Tx Beamforming Configuration
Legacy Tx Beamforming ..............c..co...
Antenna TyP . e vt ittt iiinnnneeeeeeeeennns
Internal Antenna Gain (in .5 dBi units)....
DivVersSity . e ettt e e e e
802.11n Antennas
Tx

Performance Profile Parameters
Configuration
Interference threshold............... .. ...,
Noise threshold........ ...
RF utilization threshold...................
Data-rate threshold.......... ...
Client threshold....... ..o,
Coverage SNR threshold................oo...
Coverage exception level...........civun..
Client minimum exception level.............

Rogue Containment Information

Containment CoUNT ...t ii ittt ittt ennennenns

CleanAir Management Information

CleanAir Capable.......iiiiiiiiiinnnnn.

Radio Extended Configurations:

Buffer size . .
Data-rate .0

Beacon strt ... . 90 ms
Rx-Sensitivity SOP threshold ........

-80 dB

show ap config .

36

AUTOMATIC
36

20 Mhz
36,40,44,48,52,56,60,64,100,
104,108,112,116,132,136,140,
149,153,157,161,165

-50

AUTOMATIC

DISABLED

INTERNAL ANTENNA

6

DIVERSITY ENABLED

ENABLED
ENABLED

ENABLED
ENABLED
ENABLED

10 %

80 %
1000000 bps
12 clients
16 dB

25 %

3 clients

showa<v>K:a~i .
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. show ap config

CCA threshold ... . -60 dB
WIZ, BT 78R RA v FOFFEHEREEZRR~T D6 2R LET,

(Cisco Controller) >show ap config 802.11b AP02

Cisco AP Identifier...... ... iiiiiiiiiinnnnn. 0
CisCO AP NamME. . vttt ittt it ittt it ii e ee e APO2
AP Regulatory DOMaiN......uiiieeeinneeennnnneens Unconfigured
Switch Port Number ........... ... 1
MAC AdALESS .t vt ittt i eteteeeeeeeeeeeeeeeenenenen 00:0b:85:18:b6:50
IP Address Configuration...........eeiiiiiennnn DHCP
I N T o = 1.100.49.240
IP NetMasSK. oo ettt ittt e et ettt 255.255.255.0
Gateway IP Addr. ...ttt ittt et tiieeenennns 1.100.49.1
Cisco AP LoCation. ...ttt it default-location
Cisco AP Group Name. ...ttt iiietnenneeennnnns default-group
Primary Cisco Switch......... ... ... i, Cisco_32:ab:63
Secondary Cisco Switch....... ...
Tertiary Cisco Switch....... ...
Administrative State ......... ... ... ... ADMIN_ ENABLED
Operation State . ...ttt ittt REGISTERED
Mirroring Mode . ...t iiiii ittt Disabled
AP MOdE vttt ittt e e e e e e Local
Remote AP DebUG .t i i ittt ittt ettt e e Disabled
S/W  VeIrSION vttt ittt ettt ettt eaeean 3.1.61.0
Boot Version .......i.iiiiiiiiiii i i i e 1.2.59.6
Stats Reporting Period .........iiiiiiiininnnnnn. 180
LED State . ittt ittt it it it e e e e Enabled
ILP Pre Standard Switch............ .. . Disabled
ILP Power INJeCtOr . vttt ittt ettt et e ieeneeennnn Disabled
Number Of SI1ots. ...ttt ittt 2
2 o T L AS-1200
AP Serial NUMDETr. ... .ttt ittt it iiiinennnn 044110223A
AP Certificate TyPe. ittt ittt it etienneens Manufacture Installed
Attributes for Slot 1
2= T i o T 4 RADIO TYPE 80211g
Administrative State ........... ... .. ..., ADMIN_ ENABLED
Operation State . ...ttt UP
L < 0
Station Configuration
Configuration .........iiiiiiiiiiineinnnnn. AUTOMATIC
Number Of WLANS ...ttt iiiiiiiiiineinenenns 1
Medium Occupancy Limit ................ ... 100
CEP Period ...ttt it inenns 4
CFP MaxDuration ............iiiiiiiin.. 60
BSOS I ittt ettt e e e ettt e e 00:0b:85:18:b6:50
Operation Rate Set
1000 Kilo BifsS. i i ii ittt iiiiieeeennn MANDATORY
2000 Kilo BitsS. et iii it ittt MANDATORY
5500 Kilo Bits. et iiiiiiiiiieeinnnnenns MANDATORY
11000 Kilo BitS. v i ii et ittt iiiiiee e MANDATORY
6000 Kilo BifsS. i i iii ittt iiiiieeennnn SUPPORTED
9000 Kilo BitsS. i i ii ittt iiiiiee e SUPPORTED
12000 Kilo BitS. v i ii it ittt iiiiee e SUPPORTED
18000 Kilo BitS. v i ii ettt et iiiiiee e SUPPORTED
24000 Kilo Bits. i iiii it iiineiinnnnenns SUPPORTED
36000 Kilo Bits. i i it eiinnnnenns SUPPORTED
48000 Kilo Bits. i iin ettt iinnenns SUPPORTED
54000 Kilo Bits. i i iiiiiiiiineiinnnnenns SUPPORTED
Beacon Period ......... i, 100
DTIM Period ......iuiiiiiiiiiiiiiniinnnnn 1
Fragmentation Threshold ................... 2346
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show ap config .

Multi Domain Capability Implemented ....... TRUE
Multi Domain Capability Enabled ........... TRUE
Country String ...ttt iininnennennns Us
Multi Domain Capability
Configuration .......c.u.iiiiiiiinininnnn. AUTOMATIC
First Chan NUM .....iiiiiiiiininnennennenn 1
Number Of Channels .........ieiiiiiiieeennnn 11
MAC Operation Parameters
Configuration ...... ..., AUTOMATIC
RTS Threshold .......iiiiiiiiiiiiiiiiennnns 2347
Short Retry Limit ..........iiiiiiii.. 7
Long Retry Limit ..., 4
Fragmentation Threshold ................... 2346
Maximum Tx MSDU Life Time .........c.ocin.on.. 512
Maximum Rx Life Time...........iiiiinnon. 512
Tx Power
Num Of Supported Power Levels.............. 5
Tx Power Level 1 ... iiiiiiiiiiniiennnns 17 dBm
Tx Power Level 2. ...t iiiiiitinnneeennnns 14 dBm
Tx Power Level 3. ...t iiiiiiinnneeiennnns 11 dBm
Tx Power Level 4. ... iiiiiiiiiineieennnns 8 dBm
Tx Power Level 5. ... iiiiiiiiiinneiiennnns 5 dBm
Tx Power Configuration..................... CUSTOMIZED
Current Tx Power Level........iiuiieennnnn. 5
Phy OFDM parameters
Configuration.......ouiiiiiiiininnnn. CUSTOMIZED
Current Channel........oiiititiiiinneeennnnns 1
TI Threshold......ii it iiiiniiiennnns -50
Legacy Tx Beamforming Configuration ....... CUSTOMIZED
Legacy Tx Beamforming ................co... ENABLED
Antenna TyP . i vttt it iiinnnneeeeeeeeennns INTERNAL ANTENNA
Internal Antenna Gain (in5 dBm units)...... 11
DivVersSity . e ettt e e e DIVERSITY ENABLED
Performance Profile Parameters
Configuration........uiiiiiiiinininnnn. AUTOMATIC
Interference threshold............... .. ..., 10%
Noise threshold.........ciiiiiiiiinnnenn. -70 dBm
RF utilization threshold................... 80%
Data-rate threshold.......... ..o 1000000 bps
Client threshold....... ..., 12 clients
Coverage SNR threshold..................... 12 dB
Coverage exception level...........civun.. 25%
Client minimum exception level............. 3 clients
Rogue Containment Information
Containment CoOUNT ...ttt ittt ennennenns 0

WIZ, Cisco 77 A KA 2 bO—fRI72HREERTT D0 2R LET,

(Cisco Controller) >show ap config general cisco-ap

Cisco AP Identifier....... .o iiiiiiiiinnnn. 9

CisSCO AP NaAE . t v ittt ittt ettt ettt ettt eeaeeeeennns cisco-ap

COUNELY COQB .t i vttt ittt et e ettt ettt iee e e US - United States
Regulatory Domain allowed by Country............. 802.11bg:-A 802.1la:-A
AP COUNELY COAE . vttt ittt ittt ettt eeeeeeeennnens US - United States

AP Regulatory DOMain......uiiieetiinneeennnnneens 802.11bg:-A 802.11la:-A
Switch Port Number ........... ... 1

MAC AdALESS .t vt ittt eieeeeeeeeeeeeeeeenenenen 12:12:12:12:12:12

IP Address Configuration...........eeiiiiieennnn DHCP

IP AdArESS ittt it ittt it it i e ittt i i 10.10.10.21

IP NetMasK. ot v i ittt ieiti ettt i et 255.255.255.0

CAPWAP Path MTU. ...ttt ittt ittt ettt eieee e 1485

503 111 o
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. show ap config

NamME SEIVEL . ittt ittt ettt ittt it e e
Telnet State. ...ttt it Disabled
Ssh State. ... i i i e e e Disabled
Cisco AP Location.....vuuiiiiiiiiii i, default location
Cisco AP Group NamE. ...t v vttt tntnnennennennennns default-group
Primary Cisco Switch Name..........cooiiiiinnnan. 4404
Primary Cisco Switch IP Address..........c..cvuo.. 10.10.10.32
Secondary Cisco Switch Name..........coiiiiinn.
Secondary Cisco Switch IP Address................ Not Configured
Tertiary Cisco Switch Name..........c.oiiiiin.. 4404
Tertiary Cisco Switch IP Address.............c.... 3.3.3.3
Administrative State ........... .. ... L., ADMIN_ ENABLED
Operation State ...ttt ittt iiee REGISTERED
Mirroring MOde . ...ttt ittt e e Disabled
AP MOdE vttt ittt it e e e e e e Local
Public Safety ..ttt e e e Global: Disabled, Local: Disabled
AP sUBMOdE ittt e e e e e e e e WIPS
RemMOte AP DEDUG vt vttt ittt ettt ettt teeeeeeenen Disabled
S/W  VErSION vttt ittt ittt ittt 5.1.0.0
Boot Version .......iuiiiiiiiiii it 12.4.10.0
Mini IOS Version .......iuiiiiiiiiiiinininenennn 0.0.0.0
Stats Reporting Period ........ciiiiiiiiinnennnn. 180
LED State. it i i i i e e Enabled
PoE Pre-Standard Switch........... ... . . Enabled
PoE Power Injector MAC Addr.......cuuveiiennennnnn. Disabled
Power TypPe/MOdE. vt vttt ittt it ettt eeeeeeaenn PoE/Low Power (degraded mode)
Number Of Slots. ...t ittt 2
AP Model . ittt ittt it e e et e e e, AIR-LAP1252AG-A-K9
TOS VeI SadOM et i ittt et ettt ettt ettt ettt 12.4(10:0)
Reset BUttonm. .. ...t it ii e Enabled
AP Serial Number............iiiiiiiineinnnnnnnnnnn serial number
AP Certificate TyPe ..t i it it n ittt Manufacture Installed
Management Frame Protection Validation........... Enabled (Global MFP Disabled)
AP USEr MOQE . it vttt ittt ittt ittt et ittt CUSTOMIZED
AP USETNAME . ¢ v vttt e it teenen et e eneneneneneens maria
AP Dotlx UsSer MO . . v iv it i iiiiittiennneeeennnnens Not Configured
AP DOLLIX USEIrNAME. ¢ v vt vt ittt n ittt eeenneeeeenneens Not Configured
Cisco AP system logging host..................... 255.255.255.255
AP UP TamMe . i ittt it ettt ettt e et ettt e eeeeeenn 4 days, 06 h 17 m 22 s
AP LWAPP UPp TimMe . i v ti ittt ittt ettt eeeeenenn 4 days, 06 h 15 m 00 s
Join Date and Time. ... .ttt it Mon Mar 3 06:19:47 2008
Ethernet Port DupleX......o.iiiiiiiiiinnneeeennnns Auto
Ethernet Port Speed...... .. iiiiiiiiiiiiiinnnn. Auto
AP Link LatenCy . ettt ittt ittt teteeeneenenn Enabled
CUrrent Delay. v vttt iie ittt nneeeeenneeeeennns 0 ms
Maximum Delay. v ettt neeeeeneeneenenneenennnn 240 ms
Minimum Delay. v ettt it et eeeeeeeeeneeneenns 0 ms
Last updated (based on AP Up Time) .......cvuen.. 4 days, 06 h 17 m 20 s
Rogue Detection. .. vttt ittt Enabled
AP TCP MSS AdJUSE . ittt ittt et te e eieeenenn Disabled
Mesh preferred parent....... ..ot 00:24:13:0£:92:00
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show ap config general .

show ap config general

FTRTOT IV EARA Y "NOT 7 8ARA L MNEA D syslog H—/ FE LR AT HIZIL, show
ap config general =~ > N&fiH L E7,

show ap config general

QO L Zoawry R, BIEBBLUF—TU—REbh £HA,

showa<v>K:a~i .
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. show ap config global

show ap config global

L P E—F IR ENTVWET 7R RA v T R_RTD T 1 —r30 syslog — R E L F
R BHIZIE. show ap config global =~ > R&MH L £,

show ap config global

X DA o=y RiIZE, BIBEBLIORF—U—FRiIH Y FHA,
WIZ, Z7a—r3b syslog — "X ELE R T L0 2 L ET,

(Cisco Controller) >show ap config global
AP global system logging host.........c..iiiiiiiiiiiininnnn. 255.255.255.255

. showa<v> K :a~i
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show ap core-dump .

show ap core-dump

Lightweight 7 7 £ XA RA » "D AEY a7 X7 E@ERRAT HITIE, show ap core-dump
axy RaHLET,

show ap core-dump cisco_ap

B DEREA

AR R FI4ILE

cisco_ap Cisco Lightweight 7 7 £ A "1 > N4,

L
WIZ, AEY a7 XU ERERRTHHERLET,

(Cisco Controller) >show ap core-dump AP02
Memory core dump is disabled.

showa<v>K:a~i .
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. show ap crash-file

show ap crash-file

Lightweight 77 £ A RA » M Lo TEK SN T vy a 77 ANVBLOERa T ¥
77 A NDM S DO—EEFK T HIZIX, show ap crash-file =~ > FZHH L E9,

show ap crash-file

XD IR FIZFBIEERITZF—Y—NIdb v A,

ARVEFIALE AL
WIS, T BARA Y N TERENIZT T v va Ty ANERRTD0E2RLET,

(Cisco Controller) >show ap crash-file

. showa<v> K :a~i
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show ap data-plane .

show ap data-plane

TRCOT I EARAL U P EREFHEDT 7 ¥R KA L bOTF =4 TL—V DRAT—4 A%
F~T HITIL. show ap data-plane =~ > RZFH L £7,

show ap data-plane {all | cisco_ap }

BXDEREA

AU R TIAIE

all 9T Cisco Lightweight 7 27 X KA b
ZHELET,

cisco_ap Cisco Lightweight 7 27 & 2 7R A o F D44,

mL

WIZ, TRTCDODTIVBARLA LV "DT—H T —0DAT—H A% RTR_T 50 %27 L
F9,

(Cisco Controller) >show ap data-plane all

Min Data Data Max Data Last

AP Name Round Trip Round Trip Round Trip Update
1130 0.000s 0.000s 0.002s 18:51:23
1240 0.000s 0.000s 0.000s 18:50:45

showa<v>K:a~i II
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. show ap dtls-cipher-suite

show ap dtls-cipher-suite

DTLS show F5 5 A A — MEW A F~9 5 121X, show ap dtls-cipher-suite =~ > K& L &
R

show ap dtls-cipher-suite

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,

‘E-IDII:I

AR R T4 AL
RIZ, DTLS W5 A A — MEREFTT L0 2R L ET,

(Cisco Controller) > show ap dtls-cipher-suite
DTLS Cipher Suite.... ..ttt RSA-AES256-SHA

. showa<v> K :a~i
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show ap ethernet tag .

show ap ethernet tag

A =YXy b A2 —Tx2AADVLAN ¥ X 7R %EFKRT HIZIL, show ap ethernet tag
av s REEHLET,

show ap ethernet tag {summary | cisco ap }

BXDEREA

AR KR TFIAILE

HEREDAA K1Y

summary =) b —ZZBEAMT O TWATRTOT VB ARAS L NOVLANZ X7
HHREF R LET,

cisco_ap  Cisco Lightweight 7 7 £ X " A > NO4FT, 22 e —Z CBEM T LTS
REEDT 78 A RA L RO VLAN XX U 7 IEREFR R LET,

L

TIEARA L IDBELIZ N7 VLANZEH LT NI 74 v 2 B V—T 4 VT TER
W, a2y ha—JCB#ETX WA, ¥R LEEICTA— ANy LET, 77 &R
RAYIEINRZIOT7 4= Ry VR EXEALCar be—JZ8xiT5L, 2 hr—T1X
WCS R ED T v T H—NZhF 27 VLAN DEELZRT T v FA2RELET, 20V
U A4 CliE, show 2~ RO [Failover to untagged] &5 X v —URFRRENET,

Wiz, aryra—J BTN TWETRTDOT 78R RA L FOVLANZ £
THERERRTH0 2R LET,

(Cisco Controller) >show ap ethernet tag summary

AP Name Vlan Tag Configuration
AP2 7 (Failover to untagged)
charan.AP1140.1I1 disabled

showa<v>K:a~i .
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. show ap eventlog

show ap eventlog

A b —JIEEEINTNWDET 78R RA Y FDOAXRU s ald 77y A NVONEERRT D
{21, show ap eventlog =~ > RZ{HH L F9°,

show ap eventlog ap name

X DERHA ap_name BELETVEARL Y FOARY Fa s,

ATV RFIFLE AL

I, TVRABRA LY FDOARY b a P heFRmd A2 rLET,

(Cisco Controller) >show ap eventlog ciscoAP
AP event log download has been initiated
Waiting for download to complete

AP event log download completed.

AP Event log Contents
*Feb 13 11:54:17.146: $CAPWAP-3-CLIENTEVENTLOG: AP event log has been cleared from the
contoller 'admin'

*Feb 13 11:54:32.874: *** Access point reloading. Reason: Reload Command ***

*Mar 1 00:00:39.134: %CDP_PD-4-POWER OK: Full power - NEGOTIATED inline power source
*Mar 1 00:00:39.174: SLINK-3-UPDOWN: Interface DotllRadiol, changed state to up

*Mar 1 00:00:39.211: SLINK-3-UPDOWN: Interface DotllRadioO, changed state to up

*Mar 1 00:00:49.947: $CAPWAP-3-CLIENTEVENTLOG: Did not get vendor specific options from
DHCP.

. showa<v> K :a~i
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show ap flexconnect .

show ap flexconnect

FlexConnect & — R AP Of#i & F~9 51Z1%, show ap flexconnect =~ > K& L £,

show ap flexconnect module-vlan ap-name

KEST D EHEA module-vlan  FlexConnect = —71 /v AA v F L 7 DAT—H XL VLANIDfEZF R L £,
ap-name Cisco AP D44 Hil,

av Y FERE J— ZEEAR
A
8.1 Zoawr RRBEMEhE L,

showa<v>K:a~i .
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. show ap image

show ap image

BELET Z7BARA Y MIOWTEHERNIHY v ra— RSl A A — VT 5 EE R A2 R
R BHIZIE, show ap image 2~ RZ2HH L F9°,

show ap image {cisco ap | all}

X DEREA cisco_ap Lightweight 7 7 & X I"A > ks D4 Hi,

all TRTOT 7B A RA L FEIEELET,

CE)  al ELOWOIZLRIDAP D E, ZHIEFT R TCOT 7B A RSV M2RETHF—U—FRall &
BMALET, 2O F AT, F—U—FRal B all LI LHETD AP LY HELSNFET,

. showa<v> K :a~i
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show ap inventory .

show ap inventory

TIRARAL L NDA X MY FRERTRT DI, show ap inventory =~ > RZfEH L
£

show ap inventory {ap-name | all}

EX DA ap-name EBESNTEAP DA 2V R,

all TXTDOAP DA X MY,

ARVEFIALE BL

WIZ, TORBARALV FDOA o X_ W) BFRRTHH 2R L ET,

(Cisco Controller) >show ap inventory testl01l
NAME: "testlO01" , DESCR: "Cisco Wireless Access Point"
PID: AIR-LAP1131AG-A-K9 , VIiD: V01, SN: FTX1123T2XX

showa<v>K:a~i .



. show ap join stats detailed

showav> F:a~i |

show ap join stats detailed

FEEDT 77 A RA 2 MTOWTIEE SN2 EBIEDORGH 2 3 X TERART 2HIZIEL. show ap
join stats detailed =2~ > K& L E7,

show ap join stats detailed ap_mac

B DEREA

AR TIAIE

ap_mac T 7 A RA L b EthernetMAC T KL A, F
7215 802.11 #EHE A X —T = A ZAD MAC T
rFL =,

L

RIZ, 2 be—=F&ELEY LT DRHEDT 7B ARA v FOFEHREFRT
LP R LET,

(Cisco Controller) >show ap join stats detailed 00:0b:85:02:0d:20
Discovery phase statistics

- Discovery requests received.........oiiiiiiiiiiiii.. 2

- Successful discovery responses sent...........ocvu... 2

- Unsuccessful discovery request processing............ 0

- Reason for last unsuccessful discovery attempt....... Not applicable

- Time at last successful discovery attempt............ Aug 21 12:50:23:335

- Time at last unsuccessful discovery attempt.......... Not applicable

Join phase statistics

- Join requests received...... ..., 1

- Successful join responses sent..........c.ciiiiiiin. 1

- Unsuccessful join request processing................. 1

- Reason for last unsuccessful join attempt............. RADIUS authorization is pending
for the AP

- Time at last successful join attempt................. Aug 21 12:50:34:481

- Time at last unsuccessful join attempt............... Aug 21 12:50:34:374

Configuration phase statistics

- Configuration requests received............ ... 1

- Successful configuration responses sent.............. 1

- Unsuccessful configuration request processing........ 0

- Reason for last unsuccessful configuration attempt... Not applicable

- Time at last successful configuration attempt........ Aug 21 12:50:34:374

- Time at last unsuccessful configuration attempt...... Not applicable

Last AP message decryption failure details

- Reason for last message decryption failure........... Not applicable

Last AP disconnect details

- Reason for last AP connection failure................ Not applicable

Last join error summary

- Type of error that occurred last............ciiiuo.o.. Lwapp join request rejected

- Reason for error that occurred last.................. RADIUS authorization is pending
for the AP

- Time at which the last join error occurred........... Aug 21 12:50:34:374

II showa<v> K :a~i



| showaw>k a~i

show ap join stats summary .

show ap join stats summary

FeEDT 78 A RA v N THREICHEAE LGS T — DA R 7T 5121, show ap join
stats summary 2~ > R&HH L £,

show ap join stats summary ap mac

BXDEREA

AR TIAIE

FRLEDHA KSA Y

ap_mac T 7 A RA >k EthemetMAC 7 FL A, %
7215 802.11 #E#E A X —T = A ZAD MAC T
rFL =,

L

802.11 #Ef A L X —T = A ZAD MAC 7 KL A& FET51201%. 727 A FA 2 kT show
interface =~ > RZ AL E7,

WIZ, TI7BARA 2 FORFEDKEHREFRT 2B 2R L ET,

(Cisco Controller) >show ap join stats summary 00:0b:85:02:0d:20

Is the AP currently connected to controller........c.iiiiiiiiiieennnn No

Time at which the AP joined this controller last time................ Aug 21 12:50:36:061

Type of error that occurred last......c.ii ittt ittt ennnns Lwapp join request
rejected

Reason for error that occurred last....... ..., RADIUS authorization
is pending for the AP

Time at which the last join error occurred.........ciiiiiiinnnennnn Aug 21 12:50:34:374

showa<v>K:a~i .
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. show ap join stats summary all

show ap join stats summary all

B DEREA

AU R TIHIE

ary hr—JIEG 3N, EREHEPRITINETXTOT 78X KA FOMACT R
L A% FHKRT HIZIE, show ap join stats summary all =~ > REHH L £,

show ap join stats summary all
Zoavy FIZFBIRELITF—U—NEH Y T A,
L

WIZ, T_XTOT 7 ERRA » bOMEEROY~ ) —2FRTLH02RLET,

(Cisco Controller) >show ap join stats summary all

NUMDETr Of AP S . ittt ittt ittt ittt et 4

Base Mac AP EthernetMac AP Name IP Address Status
00:0b:85:57:bc:c0 00:0b:85:57:bc:c0 AP1130 10.10.163.217 Joined
00:1c:0f:81:db:80 00:1c:63:23:ac:al AP1140 10.10.163.216 Not joined
00:1c:0£f:81:fc:20 00:1b:d5:9f:7d:b2 AP1 10.10.163.215 Joined
00:21:1b:ea:36:60 00:0c:d4:8a:6b:cl AP2 10.10.163.214 Not joined
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show ap led-state .

show ap led-state

TRTOT IV EA KAV MEIIFFEDT 7 A BRA > O LED OREEA FRT DIT1T,
show ap led-state =~ > R&fEH L F7,

show ap led-state {all | cisco ap }

BXDEREA

AU R TIAIE

all TRCDT 7B ARA L FOLED DIRFEE /R
L\ij—()
cisco_ap LED DIRREZ T 7 7 & A WA > b D4,

AP @ LED JREN AN T,
WIZ, TRTHOT 7 A RA 2 b LED DREAZ TSI 26127 LET,

(Cisco Controller) >show ap led-state all
Global LED State: Enabled (default)

showa<v>K:a~i II



showav> F:a~i |
. show ap led-flash

show ap led-flash

TIHRARALNDOLED D7 T v o AT —HX A%FK"9 521X, show ap led-flash =1~ >
NEFERHLET,

show ap led-flash cisco_ap

X DR cisco_ap Cisco AP D4 FTZ A LET,

ATV RFIFLE AL

W, TVEBARALY FNDLED 79 v a AT —Z A B R_T L2 RrLET,

(Cisco Controller) >show ap led-flash

. showa<v> K :a~i
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show ap link-encryption .

show ap link-encryption

ay br—JIfEE SN, ERITHAENRITENTTRTOT 7 BEARA 2 FOMACT R
L A% T 5IZ1%, show ap link-encryption =1~ > RZ2{HH L F9°,

show ap link-encryption {all | cisco ap }

EX D all TRTOT 7 EA KA bEFHELET,
cisco_ap Lightweight 7 7 & 2 A" A > k D4,

ARVEFIALE BL

avy FERE 1)1y —= LTEHNE
7.6 Zoa<y R, VY —RT6LEIDY U —2A

THAShE L,

I, TRTDT IV EAZARAL L FDY VI CAT — 2 2 2F T 02~ LE

R

(Cisco Controller) >show ap link-encryption all
Encryption Dnstream Upstream Last

AP Name State Count Count Update

1240 Dis 4406 237553 Never

1130 En 2484 276308 19:31

showa<v>K:a~i .



. show ap max-count summary

show ap max-count summary

Cisco WLC THR— FENABT 7R FA Y NORKREEFRTHITIE.

summary 2~ > R&EHHLET,

show ap max-count summary

QO L Zoawy RZFBIEELEEF—UV—REH Y A,

ATV RFIHLE RL

&IZ. show ap max-count summary =~ > RO 1HIZR L ET,

(Cisco Controller) >show ap max-count

The max number of AP's supported................. 500

II showa<v> K :a~i

showav> F:a~i |

show ap max-count
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show ap monitor-mode summary .

show ap monitor-mode summary

B DEREA

AR FI4ILE

T ¥ VTR L S TR E — FOBUEDRE % KT 521X, show ap monitor-mode
summary 2~ > R&2HHLET,

show ap monitor-mode summary

Zoaxy FIFGIEELITF—TU—REdH D £EA,

L

W, F v 2kt SN BT — FOBEORELFKTT 262" LET,

(Cisco Controller) >show ap monitor-mode summary
AP Name Ethernet MAC Status Scanning Channel List

showa<v>K:a~i .
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. show ap module summary

show ap module summary

FFED Cisco AP £ 72T 3T D Cisco AP DIMBE Y = — /LI HOWN T OFEMITE A £ T 21
L. show ap module summary =~ > RZ{#H L 9,

show ap module summary {ap-name | all}

EX DA ap-name AT Y 2 — L& £ Cisco AP 4

all AT Y = — VRO T TO Cisco AP

. showa<v> K :a~i
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show ap packet-dump status .

show ap packet-dump status

TIRARA L MO/ N Fy ST Y EEERRT HITIL, show ap packet-dump status =
~v Rz LET,

show ap packet-dump status

XD IR FIZFEIEERITZF—Y—NIdb v A,

EELOAA FSqy 2o ha—FMo—I v ZHiciE, Sy b Xy 7T v [ THE L £ A,

oy he—7 T, a7 o —T0RERED, BRT 7 — 20 2 TIERIN, 77
TARAL VDO EEENEZARATY Y FaeF vy T F v LET A, Tx NATER KT A4 3055
EINDEZ Ny MRSy 7 F v INET,

RIZ, TIZRARA L FDONTy b XY TTFYREZFKTT DR LET,

(Cisco Controller) >show ap packet-dump status

Packet Capture Status........couiiiiiiiiiinnnnnn Stopped
FTP Server IP AddresSsS.....uuiiuiiinennenneennnn 0.0.0.0
FTP Server Path...... ..ttt

FTP Server USErNaMe. ... .v vttt eeennnneeennnnees

FTP Server PasSsWOIrd.......oeeeuerneeneeneeneennnn KKK KA KK
Buffer Size for Capture...........oiiiiiiivnnnn. 2048 KB
Packet Capture Time........ouiiiiiiiinnnenneennnn 45 Minutes
Packet Truncate Length........... .. i Unspecified
Packet Capture Classifier...........oiiiiivnnn None

showa<v>K:a~i .
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. show ap prefer-mode stats

show ap prefer-mode stats

7a— BT — RBIUAP 7 V—7 2 L OftiHE#R A R ~79 512, show ap prefer-mode
stats 7~ R LET,

show ap prefer-mode stats

X DA stats o0 — S UESEE— FB X QRAP /L —F 2 OREHEBRAEF R LET,
avy FER Jy— ZFTHEAR

2

7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATEHAINE L],

. showa<v> K :a~i
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show ap retransmit .

show ap retransmit

TIRARA L NORKIE N v NFEFERT A —Z EZFRKRT HIZIL, show ap retransmit =~
YRR LET,

show ap retransmit {all | cisco _ap }

BXDEREA

AU R TIHIE

all TRTCOT 7 EA RS FafiELET,
cisco_ap T I RARA L SO
L

>
N
M
[
N

WIZ, Xy NT—7 EOFTRTOT 7 A BRA L NOEIEAr > SFEEE
ERRATHHERLET,

(Cisco Controller) >show ap retransmit all

Global control packet retransmit interval: 3 (default)
Global control packet retransmit count: 5 (default)

AP Name Retransmit Interval Retransmit count

AP 004 3 (default) 5 (WLC default),5 (AP default)

showa<v>K:a~i II



. show ap stats

showav> F:a~i |

show ap stats

Cisco Lightweight 7 7 &£ X AR A > s OffFHE#R A R T 511X, show ap stats =~ > R 2 fii [
LET,

show ap stats {802.11{a | b} | wlan ethernet summary} cisco ap [tsm {client mac |

all} ]
- QOB L); 802.11a 802.11a * v U —2 ZfRELET
802.11b 802.11b/g * v N — 2 Z#HEL 7,
wlan WLAN #iatHEdzEE L 7,
ethernet APA —V Ry b A U H—T = AFFHERE
BELET,
summary W SN2 _RCDCisco 7 Z7®A RA > b
DA—Y Ry b A H—T A ZADFH &2F
RLUET,
cisco_ap Lightweight 7 7 & 2 A8 A > s D4,
tsm EE) FI9 7497 AR —=L AR v7
ERELET,
client_mac (FEE) @RI IFA4 T FOMACT KL A,
all (EE) §R_TOT 78R RA 2 FEEEL
i‘a‘o
ARURFIHLE RL

Wiz, 802.11b %y NT =T DT 7B ARA v MOWHBEREFR T HH 2R LET,

(Cisco Controller) >show ap stats 802.1la Ibiza

Number Of SI1otS. ..ttt ittt it tinenenns 2
N 2 1= TN Ibiza
MAC AdArESS . vt ittt ittt ettt eeeeeneeneeneenens 44:2p:03:9a:8a:73
RAAIO TYP@. ettt ittt ittt ittt e eiiaee e RADIO TYPE 80211a
Stats Information
NUmMber Of USerS. ..ttt nneenennes 0
TxFragmentCount. . ...ttt ittt nennenn 84628
MulticastTxFrameCnt......oouiiiiiininnennennennn 84628
FailedCoUunt. ... i ittt ittt i tinenennn 0
RetryCoUNt . vttt ittt et e et ittt e e 0
MultipleRetryCount....ouv ittt ennennenns 0
FrameDuplicateCount ... .o iiiiiiininninnennenns 0
RtsSuccessCount. . .vii it ittt ittt 1
RtsFailureCount . .ottt i it ittt tineinennennes 0

. showa<v> K :a~i
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AckFailureCount.. ..ot iiintnienennennenns
RxIncompleteFragment...... ..o iiiiiiiinnneeennn
MulticastRxEFrameCnt......ouiiiiiiiinnnnennenn.
FCsErrorCount. ...ttt i it iiiiiiiiii i eeennnnn
TxFrameCount.....c.u ittt nnnnnnnns
WepUndecryptableCount.....ovvi i
TXEramesDropPed. v v v et ittt ittt ittt tennneeeenn
OEAP WMM Stats

Best

Effort:

Frame Count..... ..o,
Failed Frame Count.......ouiiiinnnnennnn
Expired Count.......ouiiiiiiiiinninnnnenn.
Overflow COUNt. . v v et ittt i ittt
Queue Count.... .ottt eennnn
Queue Max Count....... oo
Frame Count..... .o,
Failed Frame Count.......cuuiiiinennennn.

Background:

Frame Count..... ..o,
Failed Frame CouUnt.......ouiiiiiinnnnennnn
Expired Count.......uiiiiiiiiiininnnnenn.
Overflow COUNt. . v v ittt it ittt i
Queue Count.... ..ottt eennnn
Queue Max Count....... oo
Frame Count..... .o,
Failed Frame CoUnt.......ouiiiiiinnnnennnn

Video:

Frame Count..... ..o,
Failed Frame CouUnt.......ouuiiiinnnnennn.
Expired Count.......uiiiiiiiinninnnnenn.
Overflow COUNt .. v v et ittt i ittt
Queue Count.... .ottt iiiiiiiiiiii i
Queue Max Count....... .o
Frame Count..... ..o,
Failed Frame Count.......ouuiiiinnnnennn.

Voice:

Frame Count..... ..o,
Failed Frame Count.......cuuiiiinennennn.
Expired Count.......uiiiiiiiinninnnnenn.
Overflow CoOUNt. . .v et ittt ittt i
Queue Count.... .ottt eennnn
Queue Max Count....... oo
Frame Count..... ..o,
Failed Frame Count.......cuuiiiinennennn.

Rate Limiting Stats:

Wlan

Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Number of
Call Admission Control

1:

Packets Received..............
Rx Packets Dropped............
Data Bytes Received................
Data Rx Bytes Dropped..............
Realtime Packets Received..........
Realtime Rx Packets Dropped........
Realtime Bytes Received............
Realtime Rx Bytes Dropped..........
Data Packets Sent..................
Data Tx Packets Dropped............
Data Bytes Sent............c ..
Data Tx Bytes Dropped..............
Realtime Packets Sent..............
Realtime Tx Packets Dropped........
Realtime Bytes Sent................
Realtime Tx Bytes Dropped..........
(CAC) Stats

Data
Data

show ap stats .

showa<v>K:a~i .



. show ap stats

Voice Bandwidth in use (% of config bw)
Voice Roam Bandwidth in use (% of config bw)....
Total channel MT free
Total voice MT free
Na Direct

Video Bandwidth in use (% of config bw)
Video Roam Bandwidth in use (% of config bw)....
Total BW in use for Voice (%)
Total BW in use for SIP Preferred call(%).....

WMM TSPEC CAC Call Stats

Total num of voice calls in progress
Num of roaming voice calls in progress
voice calls since AP joined......
roaming calls since AP joined....
exp bw requests received.........
exp bw requests admitted.........

Total Num
Total Num
Total Num
Total Num

of
of
of
of

Num of voice

calls rejected since AP joined....
Num of roam calls rejected since AP joined
Num of calls rejected due to insufficent bw....
Num of calls rejected due to invalid params....
Num of calls rejected due to PHY rate.........
Num of calls rejected due to QoS policy.......

SIP CAC Call Stats

Total Num of calls in progress
Num of roaming calls in progress
calls since AP joined............
roaming calls since AP joined....
Preferred calls received.........
Preferred calls accepted.........
ongoing Preferred calls..........
calls rejected(Insuff BW)........
roam calls rejected(Insuff BW)....

Total Num
Total Num
Total Num
Total Num
Total Num
Total Num
Total Num

of
of
of
of
of
of
of

WMM Video TSPEC CAC Call Stats

Total num of video calls in progress
Num of roaming video calls in progress
video calls since AP joined......
video roaming calls since AP Jj....

Total Num
Total Num

of
of

Num of video
Num of video
Num of video
Num of video
Num of video
Num of video
SIP Video CAC Call Stats

Total Num

of

Num of video

Total Num
Total Num
Total Num
Total Num
Band Select

of
of
of
of
St

Num of dual
Num of dual
Num of dual
Num of dual
Num of dual

. showa<v> K :a~i

calls rejected since AP joined....
roam calls rejected since AP j....
calls rejected due to insuffic....

calls rejected due to invalid

calls rejected due to PHY rate....
calls rejected due to QoS poli....

video calls in progress..........
roaming calls in progress........
video calls since AP joined......
video roaming calls since AP Jj....

video calls rejected(Insuff BW....
video roam calls rejected(Insu....
ats

band client ......... i,
band client added.................
band client expired ..............
band client replaced..............
band client detected .............
Num of suppressed client
Num of suppressed client expired
Num of suppressed client replaced

O O O O O o o o

o O o

o O o

showav> F:a~i |
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show ap summary .

show ap summary

2y kb u—Z IR STV D 3T O Lightweight 7 7 & 2 iR A v b OER & FoRT DI,
show ap summary =~ > R&fH L £,

show ap summary [cisco ap ]

BXDEREA

aAavv R TFI4ILE

FEREDHA R4V

cisco_ap (L) HrED AP DA4RTET-IX AP DV /L —
TEAERT DL T DO —lr o A AT B,
T A RLFRRBAAF =B AT LET,

L

4% Lightweight 7 7 £ A RA > "4, An v b, #iET, MACT RL A, v —v a2, o
=T DOR—"EENGEND Y A MNEREINET, FBELE LT,

WIZ, BEEINTWATRTOT IR FA L NOEKEFERTHH 52 R LET,

(Cisco Controller) >show ap summary

NUMDET Of AP S . ittt ittt ettt ettt eineenennn 2
Global AP USEIXNaAME. .t vttt ittt ennneeeennneeeennns user
Global AP DOtlX USErNamME......euvueeerenneeeennnns Not Configured
NUMDET Of AP S . ittt ittt ittt ettt it eeneenennn 2
Global AP USEIXNaAME. .t vttt ittt ennneerennneeeennns user

Global AP DOtlX USErNamME......euvueeerennneeeennns Not Configured

AP Name Slots AP Model Ethernet MAC Location
Country IP Address Clients
AP1140 2 AIR-LAP1142N-A-K9 £f0:£7:55:75:£3:29 default
location Us 192.168.0.0 0
Access Points using IPv6 transport:

AP Name Slots AP Model Ethernet MAC Location Country
IPv6 Address Clients

AP1040 2 AIR-LAP1042N-A-K9 00:40:96:09:4b:89 default location US
2001:DB8:0:1::1 0

showa<v>K:a~i .
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. show ap tcp-mss-adjust

show ap tcp-mss-adjust

T I EBRARA L MIEFZESNL TV A% WLAN O Basic Service Set Identifier (BSSID) % #R
9% I1Z1X. show ap tep-mss-adjust =~ > R&2FH L £,

show ap tep-mss-adjust {cisco_ap all}
BX DA cisco_ap f77E L7z Lightweight 727 £ A2 KA > h D4
ﬁleO
all FTRCOT 7R RS MEfRELET,

GE) AP HIEDS all ¥— 7 — R TRIE SN TV 554, all access points D3Hidall LD F—1TU—
RZ&FfO AP 1T L £7,

WIZ, T _XTOT 7 A RA L ;D Transmission Control Protocol (TCP) Dix Kt 7 A
YA (MSS) DfFRERRT HHEZRLET,

(Cisco Controller) >show ap tcp-mss-adjust all

AP Name TCP State MSS Size
AP-1140 enabled 536
AP-1240 disabled -
AP-1130 disabled -

. showa<v> K :a~i
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show ap wlan .

show ap wlan

T IR RA L MIEFZESNL TV A% WLAN O Basic Service Set Identifier (BSSID) f % #R~
3 5IZi1%, showapwlan =~ R&FEHLE T,

show ap wlan 802.11{a | b} cisco ap

ST ERBA 802.11a 802.11a *r v NV —Z7 #HEELE T,
802.11b 802.11b/g * v N —2 Z#HEL £ 7,
ap_name Lightweight 7 7 & X I"A >~ D4 Hi,

ATV RFI+LE AL

WIZ, 802.11b %y T —27 DT 7 A RA L~ BSSID #5F~d 5642~ LET,

(Cisco Controller) >show ap wlan 802.11b APO1

Site Name. ...ttt i ettt e i aen MY AP GROUP1
Site Description............ ..., MY AP GROUP1
WLAN ID Interface BSSID

1 management 00:1c:0£f:81:£fc:20

2 dynamic 00:1c:0f:81:fc:21

showa<v>K:a~i .



. show assisted-roaming

show assisted-roaming

Bhe—3 7L 802.11k

j—‘O

show assisted-roaming

B DEREA

aATVRFIHLE AL

wIiT, BEo—3 7L 802.11k

(Cisco Controller)

Zpa~y NiZiEs

BELIF—U—FNEIHY £HEA,

>show assisted-roaming

Assisted Roaming and 80211k Information:

F1oor RSST BilasS..uuiiiiiiiiniininneeneeneeneenenn 15 dBm
Maximum Denial......uut ittt eeneenenn 2 counts
Minimium Optimized Neighbor Assigned............. 2 neighbors
Assisted Roaming Performance Chart:

Matching Assigned Neighbor................ ... ..., [0]

Matching Assigned Neighbor................ ... ..., [1]
Matching Assigned Neighbor................ ... ... [2]
Matching Assigned Neighbor............. ... ... ... [3]
Matching Assigned Neighbor................ ... ..., [4]
Matching Assigned Neighbor................ ... ... [5]
Matching Assigned Neighbor................ ... ... [6]
Matching Assigned Neighbor................ ... ..., [7]
No Matching Neighbor...........coiiiiiiiiiiinenn. [8]
No Neighbor Assigned........c..oeiuiiiiinninnennenns [9]

BEEavTY R

config assisted-roaming

config wlan assisted-roaming

debug 11k

. showa<v> K :a~i

REERTT D0 RLET,

O O O O OO oo oo

showav> F:a~i |

FRE & 3T 5121, show assisted-roaming =~ > K& L
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show atf config .

show atf config
Cisco Air Time Fairness D% E & B35 1Z1%. show atf config =~ > FZHH L £,

show atf config {all | {ap-nameap-name} | {802.11{a | b}} | policy | wlan}

X DiRHA all T _RTOMEERD Cisco ATF BEEXFR R LET,

ap-name AP @ Cisco ATF R EZF R LET,

ap-name {57ES HMEN D D AP 4,

802.11a T 5-GHz HEHE D Cisco ATF HREEX TR LET,

802.11b 4~ ~T? 2.4-GHz #EXRE D Cisco ATF #EZFor L £,

policy I _RTOBERMAY v —DREELF R LET,

wlan $~_T D WLAN O Cisco ATE HEZFr L £ 7,

ARURFIALE EL

avy FERE J)y— ZEEAR
S
8.1 Zoavwy RPEMSE L,

&IZ. Cisco Airtime Fairness DR EZEHRTHHZ R LET,

(Cisco Controller) >show atf config all

showa<v>K:a~i .
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. show atf statistics ap

show atf statistics ap

Cisco Air Time Fairness Dt at & 2 BEs 92 121%. show atf statistics =~ > R&2#EH L £9,

show atf statistics ap ap-name 802.11{a | b} {summary | wlan-id | policy-id}

B OB 802.11a T 5-GHz IO FEM AR A 2o L 7,
802.11b FRTD 2.4-GHz TR OREM 72w A 2o LET,
summary AP DR O TN EFR LT
wlan wian-id $87E L7 WLAN OFEf72 ATF St s £ LET,

policy policy-name {57 L7=7HR U o —4 OFE7 ATF SaHE#R A2 £ R L ET,

ARVRFILLE L

avy FERE J)y— ZEEAR
R
8.1 Zoa<wy RBREAINE L,

&IZ, Cisco Airtime Fairness OFtatEHR &2 BRI 2612~ LET,

(Cisco Controller) >show atf statistics ap Ap01323 802.1la summary

. showa<v> K :a~i



| showaw>k a~i
show auth-list .

show auth-list
TIRBARARA L FOFBEEY A M EFRT DL, show auth-list 2~ R&2fEH L £9,

show auth-list

W DIEA Zoawy RIZEBIEELITF—T— NiEbH Y £H A,
av Y FER J1y—= EENA
7.6 Zoa<wy Rk, VY —RT6LETOY U —2A

TEAINE L,

WIZ, T BARA L FORBFEY A M EFRT L0 2R L ET,

(Cisco Controller) >show auth-list

Authorize APs against ARA. . ...ttt it nnnnns disabled
Allow APs with Self-signed Certificate (SSC)... disabled
Mac Addr Cert Type Key Hash

XX IXXIXXIXX XX XX MIC

showa<v>K:a~i .



. show avc applications

showav> F:a~i |

show avc applications

T _RTOY R — k3D Application Visibility and Control (AVC) 77V 7r— a v &EHRKrT 5
|21, show avc applications =~ > R&fiH L £,

show avc applications

XX DA Zoawy RSB ELITF—U—REDH 0 FH A,
ATV RFI4+LE RL
avy FER Jy— ZEHEAR

A

7.4 Zoavwy RBREAINE L,

FEREDHA FS1 Y

AVC X, Network-Based Application Recognition (NBAR) 7 4 —7 /X/r v b f VAR g v
Tr/uT—=AL, 77V r—va MY 57 e b Ul kRS TT Y r—va
ZOBMLES, AVCEZHEH LT, 2 b= 1500 25V A Y4 LA T T~DF
7k astTE £

XIZ. show ave applications =~ > RO I Z R L E T,

(Cisco Controller) > show avc applications

Application-Name App-ID Engine-ID Selector-ID Application-Group-Name

3com-amp3 538 3 629 other

3com-tsmux 977 3 106 obsolete

3pc 788 1 34 layer3-over-ip

914c/g 1109 3 211 net-admin

9pfs 479 3 564 net-admin

acap 582 3 674 net-admin

acas 939 3 62 other

accessbuilder 662 3 888 other

accessnetwork 607 3 699 other

acp 513 3 599 other

acr-nema 975 3 104 industrial-protocols
active-directory 1194 13 473 other

activesync 1419 13 490 business-and-productivity-tools
adobe-connect 1441 13 505 other

aed-512 963 3 149 obsolete

afpovertcp 1327 3 548 business-and-productivity-tools
agentx 609 3 705 net-admin

alpes 377 3 463 net-admin

aminet 558 3 2639 file-sharing

an 861 1 107 layer3-over-ip

. showa<v> K :a~i



| showaw>k a~i

show avc engine .

show avc engine

Network-Based Application Recognition2 (NBAR2) =1 ¥ ZRHT 515 A7 5I21E. show
avcengine 2~ > N&fiH L £,

show ave engine version

X DA version NBAR2 = UL DNR—V 3L 52FrLET,

aATYRFIHLE AL

avy FERE Jy— ZEHEAR
z
75 Zoavry RREAINE L

FERLEDHA K54 > Application Visibility and Control (AVC) 7'm k=L /3y 713, Cisco2500 ¥ ) —ZX UA ¥ LA
A2 hu—=F TEPR—FENTHERA,

WIZ, show ave engine =~ > ROH 2R L £,

(Cisco Controller) > show avc engine version

AVC Engine Version: 13

showa<v>K:a~i .



showav> F:a~i |

. show avc profile

show avc profile

Application Visibility and Control (AVC) 7"v1 7 7 A V&K HIZIX, show ave profile 2~ >
REfEHLET,

show ave profile {summary | detailed profile name }

EX DA summary AVC 77 7 A NVOEK R R LET,
detailed AVC 7 7 7 A VDM ERRLET,
profile_ name AVC 7’117 7 A VDA, 707 7 A NLITHRK 32 LFEORBF T, K0F
LINFE R L E T,
aATURFI+LE L
vy REE V— EBRE
x
7.4 Zoavwy RPREAINE LT,

&IZ. show ave profile summary =~ > FOH Il ZR L ET,

(Cisco Controller) > show avc profile summary

Profile-Name Number of Rules

profile 1
avc_profile2 1

KIZ, show ave profile detailed =~ > RO %2R L E T,

(Cisco Controller) > show avc profile detailed

Application-Name Application-Group-Name Action DSCP
ftp file-sharing Drop -
flash-video browsing Mark 10
facebook browsing Mark 10

Associated WLAN IDs :
Associated Remote LAN IDs :
Associated Guest LAN IDs

. showa<v> K :a~i



| showaw>k a~i

show avc protocol-pack

Cisco Wireless LAN Controller (WLC) @ Application Visibility and Control (AVC) & | =2/L
Iy TIZOWT DR ZFRT 512X, show ave protocol-pack =1~ > RZHH L F9°,

show avc protocol-pack version

B DEREA

AR R TFI4ILE

version AVC 710 haL Xy 7 DONR—V g U ERRLUET,

L

av Y FERE

FREDHA K514

Jy— EEAE
S

7.5 ZOawy RREAINE LT,

AVC 7’1 k@)L 3y 7% Cisco2500 ¥ U — A U A ¥ LR ary br—7 TEYHHR— 3Ty

FHA,

&IZ. show ave protocol-pack =~ > RO NHIZRLET,

(Cisco Controller) > show avc protocol-pack version

AVC Protocol Pack Name: Advanced Protocol Pack
AVC Protocol Pack Version: 1.0

showa<v>K:a~i II

show avc protocol-pack .



showav> F:a~i |
. show ave statistics application

show avc statistics application

TV r—a v ORGEHE#RE R R T HITIL, show ave statistics application =~ > K& L
£

show ave statistics application application _name top-users [downstream wlan | upstream wlan |
wlan] [wlan id ]}

X DA application_name 7 7"V /r— 3 Y DA4HL, T A BV ALK 32 LFOFEF T, KX

FLNFEXBILET,

top-users o7 7V r—va vy 22— o AVC FaHE R E R R L E T,

downstream EE) o F o AN ) =L TSV r—2a rORGHERZFR L
e 8

wlan (f£7) WLAN O AVC #aHE#RE R T L ET,

wian_id 1~512 @ WLAN #%3+,

upstream (ER) o7 v 7T A N —A T 7V r—va rOffitEmaRR L
£7

aAvURFIANLE AL

avy FERE Jy— ZEHAR
R
7.4 Zoa~wry RPREAINE LT,

KIZ., show ave statistics application =~ > RO /1l Z R~ L £,

(Cisco Controller) > show avc statistics application ftp top-users downstream wlan 1

Client MAC Client IP WLAN ID Packets Bytes Avg Pkt Packets
Bytes DSCP
(Up/Down) (n secs) (n secs) Size (Total)
(Total) In Out
00:0a:ab:15:00:9¢c(U) 172.16.31.156 1 16 91 5 43
338 0 0
(D) 172.16.31.156 1 22 5911 268 48
6409 0 0
00:0a:ab:15:00:5a(U) 172.16.31.90 1 7 39 5 13
84 0 0
(D) 172.16.31.90 1 12 5723 476 18
5869 0 0
00:0a:ab:15:00:60(U) 172.16.31.96 1 19 117 6 75
8666 0 0
(D) 172.16.31.96 1 19 4433 233 83
9595 0 0

showa<v> K :a~i
88



| showaw>k a~i
show ave statistics application .

00:0a:ab:15:00:a4(U) 172.16.31.164 1 18 139 7 21

lel 0 0
(D) 172.16.31.164 1 23 4409 191 24

4439 0 0
00:0a:ab:15:00:48(U) 172.16.31.72 1 21 2738 130 21

2738 0 0
(D) 172.16.31.72 1 22 4367 198 22

4367 0 0
00:0a:ab:15:00:87(U) 172.16.31.135 1 11 47 4 49

301 0

(D) 172.16.31.135 1 12 4208 350 48

7755 0 0
00:0a:ab:15:00:92(U) 172.16.31.146 1 10 73 7 11

84 0 0
(D) 172.16.31.146 1 9 4168 463 11

4201 0 0
00:0a:ab:15:00:31(U) 172.16.31.49 1 11 95 8 34

250 0 0
(D) 172.16.31.49 1 18 3201 177 43

3755 0 0
00:0a:ab:15:00:46(U) 172.16.31.70 1 7 47 6 20

175 0 0
(D) 172.16.31.70 1 10 3162 316 23

3448 0 0
00:0a:ab:15:00:b3(U) 172.16.31.179 1 10 85 8 34

241 0 0

showa<v>K:a~i .



showav> F:a~i |
. show ave statistics client

show avc statistics client

27 AT > ® Application Visibility and Control (AVC) #titiE# % /"7 511X, show ave
statistics client =~ > F&2{FHH L £,

show avec statistics client client MAC {application application name | top-apps [upstream |
downstream] }

X DEREA client MAC 54T hOMACT KL A,
application TV —va v AVC kiatE A RR L ET,
application_name 7 71) /r—3 5 L OL4HT, T4 2 ALITEKRI2 LFOFEEF T, KTF
ENFERBILE T,
top-apps ENEDT TV =3 D AVC HEHERE F R LET,
upstream (EE) LT v FA RN =L T 7Y r—va v OfaHERERF L E
7T
downstream T8 EDF oA MY =L T 7V r—v 3 v OREFERERR L E
‘j‘o
ATV RFI4LE RL
avy FERE Jy— ZEERA
A
7.4 Zhavy RREAINE LT,

&Iz, show avec statistics client =~ > FOH OB Z R L E T,

(Cisco Controller) > show avc statistics client 00:0a:ab:15:00:01 application http

Description Upstream Downstream
Number of Packtes (n secs) 5059 6369
Number of Bytes(n secs) 170144 8655115
Average Packet size(n secs) 33 1358
Total Number of Packtes 131878 150169
Total Number of Bytes 6054464 205239972
DSCP Incoming packet 16 0
DSCP Outgoing Packet 16 0

&IZ. show ave statistics client =~ > FOH HfFlZRLET,

(Cisco Controller) > show avc statistics client 00:0a:ab:15:00:01 top-apps

Application-Name Packets Bytes Avg Pkt Packets Bytes DSCP DSCP
(Up/Down) (n secs) (n secs) Size (Total) (Total) In Oout

. showa<v> K :a~i



| showaw>k a~i
show ave statistics client .

http (U) 6035 637728 105 6035 637728 16 16
(D) 5420 7218796 1331 5420 7218796 0 0
ggp (U) 1331 1362944 1024 1331 1362944 0 0
(D) 0 0 0 0 0 0 0
smp (U) 1046 1071104 1024 1046 1071104 0 0
(D) 0 0 0 0 0 0 0
vrrp (U) 205 209920 1024 205 209920 0 0
(D) 0 0 0 0 0 0 0
bittorrent (U) 117 1604 13 117 1604 0 0
(D) 121 70469 582 121 70469 0 0
icmp (U) 0 0 0 0 0 0 0
(D) 72 40032 556 72 40032 48 48
edonkey (U) 112 4620 41 112 4620 0 0
(D) 105 33076 315 105 33076 0 0
dns (U) 10 380 38 10 380 0 0
(D) 7 1743 249 7 1743 0 0
realmedia (U) 2 158 79 2 158 24 24
(D) 2 65 32 2 65 0 0

showa<v>K:a~i .



. show avc statistics guest-lan

show avc statistics guest-lan

7 A K LAN @ Application Visibility and Control (AVC) #taHE#H %79 512X, show ave
statistics guest-lan =~ > K& H L £7,

showav> F:a~i |

show ave statistics guest-lan guest-lan_id { application application_name | top-app-groups [upstream

| downstream] |

top-apps [upstream |

downstream] }

B DEREA

guest-lan_id

1 ~5dD47 A LAN @%b+

application

TV — g D AVC EHERE R LET,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

RIZ. show ave statistics =~ > RO HflZ =L E£9,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

> show avc statistics guest-lan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



| showaw>k a~i
show ave statistics guest-lan .

imap (U) 1430 16798 11 305161 3795766
(D) 1555 576371 370 332290 125799465
irc (U) 9 74 8 1736 9133
(D) 11 371 33 1972 173381
nntp (U) 22 158 7 1705 9612
(D) 22 372 16 2047 214391

showa<v>K:a~i .



. show ave statistics remote-lan

show avc statistics remote-lan

U %&— k LAN @ Application Visibility and Control (AVC) #aHE#H % £ "9 5I21%. show ave
statistics remote-lan =1~ > RZfH L £,

showav> F:a~i |

show avec statistics remote-lan remote-lan_id{ application application_name | top-app-groups

[upstream |

downstream] |

top-apps [upstream |

downstream] }

B DEREA

remote-lan_id

1~512 ® Y E—  LAN ##hll 1

application

TV — g D AVC EHERE R LET,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

KIZ. show avc statistics remote-lan =~ > FOH 1z~ L £,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

> show avc statistics remote-lan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



| showaw>k a~i
show avc statistics remote-lan .

imap (U) 1430 16798 11 305161 3795766
(D) 1555 576371 370 332290 125799465
irc (U) 9 74 8 1736 9133
(D) 11 371 33 1972 173381
nntp (U) 22 158 7 1705 9612
(D) 22 372 16 2047 214391

showa<v>K:a~i .



showav> F:a~i |
. show ave statistics top-apps

show avc statistics top-apps

EHHEHENTWAST 7 U 7 —3 3 O Application Visibility and Control (AVC) #EH§H% %
R BHIZIE. show ave statistics top-apps =~ R&ffH L £ 7,

show ave statistics top-apps [upstream | downstream]

EX D upstream (EE) BBEHEINTWAT v T AN —AT 7Y r—ya OfiiHE#RE
TR LET,
downstream  ({LE) RLHEHINTWAHAX YA NI —LAT 7V r— 3 OfEHER %
FoRLET,
ARy RFIALE AL
av Y FER J)y— ZEBEAR
2
7.4 Zoavr RPREAIRELE,

IZ. show ave statistics top-aps =~ > KO &2 R L F9,

(Cisco Controller) > show avc statistics top-apps

Application-Name Packets Bytes Avg Pkt Packets Bytes
(Up/Down) (n secs) (n secs) Size (Total) (Total)
http (U) 204570 10610912 51 28272539 2882294016
(D) 240936 327624221 1359 30750570 38026889010
realmedia (U) 908 62154 68 400698 26470359
(D) 166694 220522943 1322 35802836 47131836785
mpls-in-ip (U) 77448 79306752 1024 10292787 10539813888
(D) 0 0 0 0 0
fire (U) 70890 72591360 1024 10242484 10488303616
(D) 0 0 0 0 0
pipe (U) 68296 69935104 1024 10224255 10469637120
(D) 0 0 0 0 0
gre (U) 60982 62445568 1024 10340221 10588386304
(D) 0 0 0 0 0
crudp (U) 26430 27064320 1024 10109812 10352447488
(D) 0 0 0 0 0
rtp (U) 0 0 0 0 0
(D) 7482 9936096 1328 2603923 3458009744
icmp (U) 0 0 0 323 98476
(D) 10155 5640504 555 2924693 1625363564
BEavy K config avc profile delete

config avc profile create
config avc profile rule

config wlan avc

II showa<v> K :a~i



| showaw>k a~i

show ave profile

show avc applications

show avc statistics client

show avc statistics wlan

show avec statistics applications
show avc statistics guest-lan
show ave statistics remote-lan
debug avc error

debug avc events

show avc statistics top-apps .

showa<v>K:a~i .



. show ave statistics wlan

show avc statistics wlan

WLAN @ Application Visibility and Control (AVC) #iat1E# % £ /~R3 5HIZIL, show ave statistics
wlan 2~ > RZEH L £7,

showav> F:a~i |

show avec statistics wlan wian_id {application application name | top-app-groups [upstream |

downstream] | top-apps [upstream | downstream] }
BX DA wlan_id 1~512 ™ WLAN ##5 1-,
application TV r—var®AVC fiaHERAEF R L E T,

application_name

TTYr— 3 VOLET, T4 AL ITIRK 32 WFEOEST T, KX

FLAFEKBILET,

top-app-groups

ENroT7T 7Y r— a3y Z—F DO AVC #HEHEREAFERLET,

upstream HEE) o7 v 7A R =L T 77U r—a v OEHBEmREERL
EJ AN
downstream (EE) HIioF o AN —A T 7Y r—y a3 OffiHEmaEFRR L
i‘d‘o
top-apps FEDT TV r— g oD AVC FatERE TR L ET,
AR RFIALE AL
avy FERE Jyy— ZTERE
A
7.4 ZOawy RREAINE LT,

RIZ. show ave statistics =~ > RO HflZ =L E£9,

(Cisco Controller)

Application-Name

(Up/Down)

unclassified
ftp

http

gre

icmp

ipinip

. showa<v> K :a~i

>show avc statistics wlan 1

Packets Bytes Avg Pkt Packets Bytes

(n secs) (n secs) Size (Total) (Total)
(U) 191464 208627 1 92208613 11138796586
(D) 63427 53440610 842 16295621 9657054635
(U) 805 72880 90 172939 11206202
(D) 911 58143 63 190900 17418653
(U) 264904 12508288 47 27493945 2837672192
(D) 319894 436915253 1365 29850934 36817587924
(U) 0 0 0 10158872 10402684928
(D) 0 0 0 0 0
(U) 1 40 40 323 98476
(D) 7262 4034576 555 2888266 1605133372
(U) 62565 64066560 1024 11992305 12280120320
(D) 0 0 0 0 0



showa<v > K :a~i

imap (U)
(D)
irc (U)
(D)
nntp (U)
(D)

RIZ. show ave statistics wlan =~ > RO I Z - L £4,

1430
1555

11
22
22

16798
576371
74

371
158
372

11
370

33

16

show ave statistics wlan .

305161 3795766
332290 125799465
1736 9133
1972 173381
1705 9612
2047 214391

(Cisco Controller) >show avc statistics wlan 1 application ftp

Description

Number of Packtes(n secs)
Number of Bytes(n secs)
Average Packet size(n secs)
Total Number of Packtes
Total Number of Bytes

Upstream

Downstream

32459

274

94673983

showa<v>K:a~i II



. show boot

show bhoot

B DEREA

AU R TIHIE

showav> F:a~i |

TIAIBIONRN Y I T TV T NI =2TOEN NES, FoELLOY T N2 TINT U
T4 T EERTHIZIL, showboot 2~ RA&MEH L E9,

show boot
Zoa<y FIEBIEEIEIF—TU—Rizdb v T8 A,

L

avy FERE

FEREDHA K542

BEaTUR

JU— EERR
A

7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHAINE L],

K Cisco VA PLALAN v ha—F%, 774~V R I T v TOFRXL—F 47
ATAHNY T Ny xzT B— RE2ZNEN] DT OREBERAMICRFFT52 LT, 2 hr—
TIMMBEIIELCTIA4~) n—RK&T7— 4+ 7LD (F7400) . Nl T o7 n—
RIZRS=D TEBHLHICLET,

RIZ., showboot =~ ROHEJIflZ R LET,

(Cisco Controller) > show boot

Primary BOOL IMAGE. .ttt ittt ttnttntenennenneenens 3.2.13.0 (active)
Backup BOOL IMAGE. .ttt ittt ittt tnteneeneenenns 3.2.15.0
config boot

. showa<v> K :a~i



| showaw>k a~i
show band-select .

show band-select
IS EINE R 2 KR 1 5121, show band-select =~ > R&Z{HEH L £,

show band-select

XD IR FIFBIEERITZF—Y—NIdb v A,

ATV RFIHLE AL

avy FERE Jy— ZHEARS
Z
7.6 Zoa<w R, VI —=RT76LURIDOY V—RATEASNE L,

RIZ. show band-select =~ > FOH I Z R L £9,

(Cisco Controller) > show band-select

Band Select Probe ReESPONSE.....iiiiitiiinnneeennn per WLAN enabling
Cycle COUNT . vttt it ittt ettt it it ineenennes 3 cycles
Cycle Threshold......coiiiiiiiiiiiiiininennnn 200 milliseconds
Age OUL SUPPLEeSSION. .. tvui ittt enneenenn 20 seconds
Age Out Dual Band......uuiiiininnennenneenenn 60 seconds
Client RSSI ...ttt ittt iiiiiiiiiiennnn -80 dBm
BEavy K config band-select

config wlan band-select

showa<v>K:a~i .



showav> F:a~i |
. show buffers

show buffers

oy ha—I0ONy 7 7 EREFRRT HIZIL, showbuffers =~ > R&2HEHLEI,

show buffers

XD oAy RICHBIRELES—T— FiEb Y $HA,

ATV RFIHLE AL

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE LT,

&Iz, show buffers =~ > RO 2R L ET,

(Cisco Controller) > show buffers
Pool[00]: 16 byte chunks

chunks in pool: 50000
chunks in use: 9196
bytes in use: 147136

bytes requested: 73218 (73918 overhead bytes)
Pool[01]: 64 byte chunks

chunks in pool: 50100
chunks in use: 19222
bytes in use: 1230208

bytes requested: 729199 (501009 overhead bytes)
Pool[02]: 128 byte chunks

chunks in pool: 26200

chunks in use: 9861

bytes in use: 1262208

bytes requested: 848732 (413476 overhead bytes)
Pool[03]: 256 byte chunks

chunks in pool: 3000

chunks in use: 596

bytes in use: 152576

bytes requested: 93145 (59431 overhead bytes)
Pool[04]: 384 byte chunks

chunks in pool: 6000

chunks in use: 258

bytes in use: 99072

bytes requested: 68235 (30837 overhead bytes)
Pool[05]: 512 byte chunks

chunks in pool: 18700

chunks in use: 18667

bytes in use: 9557504

bytes requested: 7933814 (1623690 overhead bytes)
Pool[06]: 1024 byte chunks

chunks in pool: 3500
chunks in use: 94
bytes in use: 96256

bytes requested: 75598 (20658 overhead bytes)
Pool[07]: 2048 byte chunks

chunks in pool: 1000
chunks in use: 54
bytes in use: 110592

. showa<v> K :a~i




| showaw>k a~i
show buffers .

bytes requested: 76153 (34439 overhead bytes)
Pool[08]: 4096 byte chunks

chunks in pool: 1000

chunks in use: 47

bytes in use: 192512

bytes requested: 128258 (64254 overhead bytes)
Raw Pool:

chunks in use: 256

bytes requested: 289575125

showa<v>K:a~i .
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. show cac voice stats

show cac voice stats

802.11a F£721% 802.11b HEARDOFEAM 72 57 CAC HiFHE M A £~ 7 5121%. show cac voice stats
o< REFHLET,

show cac voice stats {802.11a | 802.11b}

X DA 802.11a  802.11a DFFMIZ2 & CAC MEHEHRZ TR L 7,

802.11b  802.11b/g O RERIZR T 75 CACHERHF LA #or: L 7,

avy RERE )— ZEEASE
2
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE L,

RIZ. show cac voice stats 802.11b =~ > FOH 1l Z#~m L E T,

(Cisco Controller) > show cac voice stats 802.11b
WLC Voice Call Statistics for 802.11b Radio

WMM TSPEC CAC Call Stats

Total num of Calls in ProgresSS.......eeeeeeenn. 0
Num of Roam Calls in pProOgresSS.....eeeeeeeneeens 0
Total Num of Calls Admitted.................... 0
Total Num of Roam Calls Admitted............... 0
Total Num of exp bw requests received.......... 0
Total Num of exp bw requests Admitted.......... 0
Total Num of Calls Rejected........iviveennn. 0
Total Num of Roam Calls Rejected............... 0
Num of Calls Rejected due to insufficent bw.... 0
Num of Calls Rejected due to invalid params.... 0
Num of Calls Rejected due to PHY rate.......... 0
Num of Calls Rejected due to QoS policy........ 0
SIP CAC Call stats
Total Num of Calls in ProgresSS.......eeeeeeeon. 0
Num of Roam Calls in pProOgresSS......eeeeeeeneeens 0
Total Num of Calls Admitted................. ... 0
Total Num of Roam Calls Admitted............... 0
Total Num of Preferred Calls Received.......... 0
Total Num of Preferred Calls Admitted.......... 0
Total Num of Ongoing Preferred Calls........... 0
Total Num of Calls Rejected(Insuff BW)......... 0
Total Num of Roam Calls Rejected(Insuff BW).... O
KTS based CAC Call Stats
Total Num of Calls in ProgresSS.......eeeeeeeon.. 0
Num of Roam Calls in pProOgresSS......eeeeeeeneeens 0
Total Num of Calls Admitted................. ... 0
Total Num of Roam Calls Admitted............... 0
Total Num of Calls Rejected(Insuff BW)......... 0
Total Num of Roam Calls Rejected(Insuff BW).... O
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show cac voice summary .

show cac voice summary

BHWEFRAEZELTXTOAP DU R MRRAT DT (BEHFEE, 851 ATRe 72 oKk
MH, BEL D= —¥7e L) | show cac voice summary =2~ > RZEH L E7,

show cac voice summary

KT EEH Zoavwy NIEBIEELITF—TU—NEd Y £HA,

aATYRFI4LE AL

avy RERE )— ZEEASE
2
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

&KIZ. show cac voice summary =~ > KO %2R L £,

(Cisco Controller) > show cac voice summary

AP Name Slot# Radio BW Used/Max Calls
APc47d.4f3a.3547 0 11b/g 0/23437 0
1 1lla 1072/23437 1

showa<v>K:a~i II
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showav> F:a~i |

show cac video stats

802.11a £ 7-1% 802.11b EAR DFEM /2 57 CAC MEHME A F~T 511X, show cac video stats
g~ REFEHLET,

show cac video stats {802.11a | 802.11b}

B DEREA

802.11a 802.11a MM B F 4 CAC eGSR A F R LET,

802.11b  802.11b/g. DM/ b7 A CACHEFHEMA TR L E7,

avy FERE

N)— ZEERNE
z

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATHAINE L,

RIZ. show cac video stats 8§02.11b =~ > FOH /12~ L £,

(Cisco Controller) > show cac video stats 802.11b
WLC Video Call Statistics for 802.11b Radio

WMM TSPEC CAC Call Stats

Total num of Calls in ProgresSS.......eeeeeeenn. 0
Num of Roam Calls in pProOgresSS.....eeeeeeeneeens 0
Total Num of Calls Admitted.................... 0
Total Num of Roam Calls Admitted............... 0
Total Num of Calls Rejected.......c.ivvvueennn. 0
Total Num of Roam Calls Rejected............... 0

Num of Calls
Num of Calls

Rejected due
Rejected due

to
to

insufficent bw....
invalid params....

BEav> R

Num of Calls Rejected due to PHY rate..........
Num of Calls Rejected due to QoS policy........
SIP CAC Call Stats
Total Num of Calls in ProgresSS.......eeeeeeeon. 0
Num of Roam Calls in PrOgresSS.....eeeeeeeneeens 0
Total Num of Calls Admitted.................... 0
Total Num of Roam Calls Admitted............... 0
Total Num of Calls Rejected(Insuff BW)......... 0
Total Num of Roam Calls Rejected(Insuff BW).... O

config 802.11 cac voice
config 802.11 cac defaults
config 802.11 cac video
config 802.11 cac multimedia
show cac voice stats

show cac voice summary
show cac video stats

show cac video summary

II showa<v> K :a~i



| showaw>k a~i
show cac video stats .

config 802.11 cac video load-based
config 802.11 cac video cac-method

config 802.11 cac video sip
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. show cac video summary

show cac video summary

FOETAREFERE ST R TOT 7 A RS bOY R MaeFrT 51 (A %iE,
FEARTRE A e KA IR, B X V= — 172 &) | show cac video summary =~ > RZfEH L &
D

show cac video summary

T DI Zoawy RIEBIEELIEXF—U—FEbH Y A,
avy RERE )— ZEEASE
R
7.6 ZoaxryRE, VY —RT6LURIOY Y —ATHASHE L,

KIZ. show cac video summary =2~ > ROz R LET,

(Cisco Controller) > show cac video summary

AP Name Slot# Radio BW Used/Max Calls
AP001b.d571.88e0 0 11b/g 0/10937 0
1 1lla 0/18750 0
AP5 1250 0 11b/g 0/10937 0
1 1lla 0/18750 0
BEavy K config 802.11 cac voice

config 802.11 cac defaults

config 802.11 cac video

config 802.11 cac multimedia

show cac voice stats

show cac voice summary

show cac video stats

show cac video summary

config 802.11 cac video load-based
config 802.11 cac video cac-method

config 802.11 cac video sip
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show call-control ap .

show call-control ap

Y

GE)

show call-control ap ==~ > KX SIP _XR—AD 2 —/LIZOHEH S ET,

A LTz — DA MY v 7 ETTRM LT a — /U OWTER SN N7 v T EERT 51
I%. show call-control ap =~ > RZ{HEH L £7°,

show call-control ap {802.11a | 802.11b} cisco ap {metrics | traps}

HEST D ERBA 802.11a 802.1la v NV —27 ZIELET
802.11b 802.11b/g * v N — 7 Z#HREL £ 7,
cisco_ap Cisco Lightweight 7 7 & 2 ARA 7 "4,
metrics a—L A MY w7 DOEREZBELET,
traps a—VHENC BTy ERERRE L ET,

ATV R FIALE BL

avy RERE 1)1)—= TEAR
7.6 ZoavwrPiE VU —=RAT76LRIOY Y —ATHEAShE L,

FEREDAHA RS2

NIV 2—TF 4 NS L DI, Zoavwry FOEADICIIEK L-a—Ld+XTo=x
T— a— RpREnNET, ROETIE, K Lza—noEX6N5HTT— 23— RZONT
ML E9,

%= 1:5%88 L 1= VoiceoverIP (VoIP) O1—)LDITS5— a—FK

I>—Ia—F B EnBA

1 unknown R T —,

400 badRequest WESCRRETH D0 R
ik cxEHATLE,

401 unauthorized TRICIT 2 —PRGERMNET
‘a‘o

402 paymentRequired R DT DI TR S
NTHET,
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. show call-control ap

I>—a3—F BH B

403 forbidden P NTEREFEFHRLE L
D, FHTEHELTLTVET,

404 notFound HP— L, ZOZ—YFN
Request-URLIZFEE S 4172 R A
A AR LR E W ) [
ERioTWET,

405 methodNotallowed Request-Line THE I 4172 A
Yy RREFEESN TS50
@, Request-URI TIE S 7=
7 RUATITFFA STV E
A,

406 notAcceptable ERICK > TIREENTY
V= AlE, FME S IERA
D [Accept] ~v X — 7 4 —)L
NiZ ko THESN VW=
T Y R R RIS E T
TAT 4 LDVERTEEY
Moo

407 proxyAuthenticationRequired 7547 ME, BN 1
FUTHRESNDLENH Y
i j‘o

408 requestTimeout P— X WY AR NI e
BHRERTEEFATLE,

409 conflict U YV —Z2OBIEDIRRE L 5E
L7270, BEREET T
FHATL,

410 gone ER SN Y Y — A3
THATET, LT KL A

411 lengthRequired RO T 4T 0 BIEMR,
P NP A A E LT D
PA X, ETITLFETE B Y
A XLV RENTZD, =
DEROMBEZ S LTV E
7
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show call-control ap .

IS>—Ia—F

BH

B

413

requestEntityTooLarge

FoROT T 4T 4 AR,
P NP AT LTV D
A X, ElITNETE S Y
A XL KEWTZD, =N
DECROMIL A A LTV E
S

414

requestURITooLarge

Request-URI 73 P — "3 iR %
HELTWLHRI IV HEN
7ol Pr— SIS ER O MLEE
EHESLTWET,

415

unsupportedMediaType

ERINZA Y v Rizon

T, BRORA Yy E—=IARID
BB — T HR—-bSh
TWRW=HIZ, — 3388
ROWMEZES L TWET,

420

badExtension

Proxy-Require ¥ 7213 Require
Ny S — T 44—/ RTHES
ni=7 v b a)WrsEan, —
NTHBSNEEATL,

480

temporarilyNotAvailable

EBEMOT R AT ANIE
WIRETE b0, FE
MINHLE, FIHARETT,

481

callLegDoesNotExist

User-Agent Server (UAS; == —
Fro—Txr b P—o3) NEE
FOXATa T ElTNT v
PrarE—FH LT
BREZZITHRY £ LT,

482

loopDetected

PF— NI —TEHRHELEL
776

483

tooManyHops

H— 1% Max-Forwards -~ >
H— 7 4 —)L ROMEMN 0 Th
HERZEZEFELE LT,

484

addressIncomplete

H—/31F Request-URI 23 R FE4
ThorEREZELELL,

485

ambiguous

Request-URI B3 &HUVNFE W TT,

showa<v>K:a~i .
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. show call-control ap

I5—a—F BY A A

486 busy EEMOT L K AT ATIE
WICHE SV E LD, Al
MNIBE, ZOT R VAT
LTEMD 2 — V%232 1F AR
o &L, ZIFAND
TEMTEERA,

500 internalServerError P T FERO R A 51T
LU VIRREDFE A L E
L7,

501 notImplemented P NIFER Z T 5 728
(LB BRRE A AR — LT
WEH A,

502 badGateway VAl NUVAE N (= ol = =
ELTHEREL TV B —

D, BERENHT S 7-DIT
JREALIEH T ARNY — A
AP AVI % 37 VA TN A s =
LE L7,

503 serviceUnavailable — IR B £ 2T A T
FTUADTZDIT, =D
RFAIZ Bk 2 LR C & 72 <
o TWET,

504 serverTimeout P—NiE, BREABT ST
WIZT 7' A LTSN —N
D ORFRINICISE 2525 L%
TATL,

505 versionNotSupported P—\F, BEROHEH IR
SIP'a ha/DONR—T g &
PR—=F L TRV,
R— P E2EG L THET,

600 busyEverywhere EEMOT K U RT AMTIE
WIS NLE L=, EE
X Z ORFETEY—ThD
2, AR EL LY &L
TWEH A,
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show call-control ap .

IS>—Ia—F

BH

B

603

decline

BRI D~ o T IE IS HE
ENFE LR, =B
LEHELTWARW, B
TEEHA,

604

doesNotExistAnywhere

H— 21X, Request-URI T/
SN —FRHFE LN e
WO THFRDZH D £77,

606

notAcceptable

a—YOxz— = MIIER
RS NE LD, By
a OO (k&
NDAT 47, wikiE, 7 R
L AFRERR 2 L) Bz A
NoNEFEATLE,

W, T7BARA MR LTERSNZ, ZPL7za— 2R KT 5 show
call-controller ap =~ > RO HHZ R L ET,

(Cisco Controller) >show call-control ap 802.1la Cisco_AP metrics
Total Call Duration in SecondsS.........eeeeeennn.

Number of Calls..............

Number of calls for given client is

Wz, APIZRF L CAER SN,
avy RO ERLET,

N7y T DARNY v 7 ZFKRT % show call-control ap

(Cisco Controller) >show call-control ap 802.1la Cisco_AP traps
Number of traps sent in one min..................

Last SIP error code..........
Last sent trap timestamp.....

showa<v>K:a~i .
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. show call-control client

show call-control client

Voice-over-IP (VoIP) AX—E' U T WBNA R—T NI o>TRBY, a—RNT 7T 47 ThHdHH
BT, a—NEEETEI T4 T v bOa—UERE MR T HI121E. show call-control client =
<~ REFEALET,

show call-control client calllnfo client MAC address

B DEREA calllnfo = — VAR AR E L £

client MAC address 75472 K MACT RL &

aATYRFIHLE AL

av Yy FER Jjy—= TEAR
7.6 ZoawrRiE, VYV—RT6LHEIOY UV —ATHAINE LT,

RIZ. show call-controller client =~ > KO 1l R L E9,

(Cisco Controller) > show call-control client callInfo 10.10.10.10.10.10

Uplink IP/POrt ...ttt ittt e 0.0.0.0 / 0
DOWNnlink IP/POTt . e ittt ittt ettt 9.47.96.107 / 5006
L 6

Calling Party. . ittt ittt et et sip:1021

Called Party. et et ettt ettt ettt sip:1000

[ 38423970c3fca4d77
Call on hold: ... i i i i i FALSE

Number of calls for given client is.............. 1

. showa<v> K :a~i
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show call-home summary

Call Home Ol &2 Fv9 5121%, show call-home summary =~ > R&fEH L F7,

show call-home summary

avy FERE

J)— EERE

A

8.2

Zoavwy RREAINE LT,

IZ, CallHome "~V —DOfFlZRrLET,

(Cisco Controller)

call home feature : enabled

show call-home summary .

> show call-home summaryCurrent call home settings:

contact person's email address: sch-smart-licensing@cisco.com

Mail-server: Not yet set up
http proxy: Not yet set up
Smart licensing messages: disabled

data-privacy: normal
Event throttling: Off

Rate-limit: 20 message(s) per minute

Profile name: CiscoTAC-1

--More-- or

Status: Inactive

TAC profile: Yes

Mode: Full reporting
Report data: SCH SL
Msg Format: XML

Msg size limit: 3145728
Transport method: HTTP

(g)uit In slWlcProcessSLStatsClearMsg

https://tools.cisco.com/its/service/oddce/services/DDCEService
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. show capwap reap association

show capwap reap association

TIEARLA L NIT Vv Z—haNTWDH7 747 e —E 2 &> MD (SSID)
DY A NEF/RT HIZIL, show capwap reap association =~ > R&fH L £,

show capwap reap association

XD IR FIZFBIEERITZF—Y—NIdb v A,
av Y FRERE J1)—= EERNE
7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

WIS, TOVRBABRAL L NIT V2= ENTNWDH7 T4 7T 2 F&ZD SSID & #0R
TOHERLES,

(Cisco Controller) >show capwap reap association

. showa<v> K :a~i
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show capwap reap status .

show capwap reap status

FlexConnect 77 & A iRA > b D AT —H X (connected F 721Z standalone) % F ~9 A1,
show capwap reap status =~ > K2 H L F9°,

show capwap reap status

XD IR FIZFEIEERITZF—Y—NIdb v A,
aATYRFI4LE AL
avy FER )1)—x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

HEREDAA K1Y

APEA L LTHRESNTWVWDEEA, a~v 2 RIZVLAN OAEFRLET,

&IZ. FlexConnect 7 7 B A RA v FDAT—F A5 FKRmkT A2 R LET,

(Cisco Controller) >show capwap reap status

showa<v>K:a~i .
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. show cdp

show cdp

Cisco Discovery Protocol (CDP) D AT —X A LA 3 5121E, showedp =~ 2 R&Af#

}EH I_/\ij—‘o

show cdp {neighbors [detail] | entryall | traffic}

EX DA neighbors T _XCTHOA L ¥ —T A4 ZADFTXTDCDP XA N—DJ A N2ERLET,

detail (LE) 2> ha—5® CDP XA N—|ZBT A2EMEREE R LET, 2D
<Y RiZ, 2 hE—F®D CDP $A N"—DHEFRLET, a3 ba—F (M4
EHHTBNTET 7R RA L RO CDP RA RN—TF R LERA,

entryall F—ZX—2NOFTTHOCDP Ty hYEFERLET,

traffic CDP N7 7 4 v/ IEMEFRRLET,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy RE, V=276 UAIOU V—ATHASNE LT,

Iz, showedp 2~ > ROHNEIZRLET,

(Cisco Controller) > show cdp

CDP counters :

Total packets output: 0, Input: O
Chksum error: 0

No memory: 0, Invalid packet: O,

config cdp
config ap cdp
show ap cdp
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show certificate compatibility .

show certificate compatibility

Cisco Wireless LAN Controller CFERAEO#E S MENHER SN TWENE ) 1 ERRT HIT1T,
show certificate compatibility =~ > FZ i H L £9°,

show certificate compatibility

XD IR FIZFEIEERITZF—Y—NIdb v A,
av Y FRERE J)1)—= EERNE
7.6 ZoawrRiE, VYV—RAT6LHIOY UV —ATHAINE LT,

KIZ. show certificate compatibility =~ > KO H 1z~ LET,

(Cisco Controller) > show certificate compatibility
Certificate compatibility mode:................ off

showa<v>K:a~i .
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. show certificate Isc

show certificate Isc

Ay hr—=F Lo T =V THRRREAE (LSC) 2ER SN Z & 2R+ 5123,
show certificate Isc summary =~ > R&ffH L £7,

show certificate Isc {summary | ap-provision}

X DERHA summary LSC REBERRER L OGEHEOEN 2 KR L
7
ap-provision LSCE#fEH LT e ya=vrans7r7

TR HRA L MIBETEMER TR LET,

ARy RFIALE AL

avy RER Jjy—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

RIZ. show certificate Isc summary =~ > RO HHlZRL E£T,

(Cisco Controller) > show certificate lsc summary

LSC Enabled. ... ittt ittt eienns Yes

LS CA= S Ve e v v et ettt et eeeeeeeeeeeeeeeeeeeennes http://10.0.0.1:8080/caserver
LSC AP-ProvisSioning.......eeeeiieeeeeeeneeeennnns Yes
Provision=-List....c.eeiieitinneeeeennnennnnn Not Configured
LSC Revert Count in AP reboots............... 3

LSC Params:

[ 55 o w2 4

S = ca

[ 2 ss

[ 5 5 0 org

Y @ dep

0 B 0 dep@co.com
KeySizZe . i ittt ettt ittt ittt i 390

LSC Certs:

[ 2 s Not Configured
22N O Not Configured

WIZ, LSCEFEHA L CFueya = 7 ENs 7 78 A RA » MIET 252 FoR

T LEERLET,

(Cisco Controller) > show certificate lsc ap-provision
LSC AP-Provisioning........ceeeiiiiiiinininnennns Yes
Provision-List. ...ttt iiiiiiinennenn Present

Idx Mac Address

1 00:18:74:¢c7:c0:90

II showa<v> K :a~i
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show certificate ssc .

show certificate ssc

Self Signed Device Certificate (SSC) EfRAE= > hr—F D /Ny o F—%FKRT HI21E, show
certificate ssc =~ > FZfEH L £,

show certificate ssc

¥ DEREA Zoa=wy RIZEBIEELITF—U—RiIb ) A,
avwy FERE Jy—x ERERE
7.6 ZoawrRiE, VIV—RT6LHIOY Y —ATHAINE LT,

&Iz, show certificate ssc =~ > RO #HlZ <L E7,

(Cisco Controller) > show certificate ssc
SSC Hash validation........ueeiiiiiinnininnennnnn Enabled.

SSC Device Certificate details:

Subject Name
C=US, ST=California, L=San Jose, 0O=Cisco Virtual Wireless LAN Controller,

CN=DEVICE-VWLC-AIR-CTVM-K9-000C297F2CF7, MAILTO=support@vwlc.com
Validity :

Start : 2012 Jul 23rd, 15:47:53 GMT

End : 2022 Jun 1st, 15:47:53 GMT

Hash key : 5870ffabbl5de2a617132bafcd73

showa<v>K:a~i .
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show certificate summary

showav> F:a~i |

o hr—Z 2K VFEENER SN 2 & 2T 5121, show certificate summary =~ >/

REfHLET,

show certificate summary

XD IR FIZFBIEERITZF—Y—NIdb v A,
av Y FRERE J1)—= EERNE
7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

RIZ, show certificate summary =~ > RO AH %2R L E T,

(Cisco Controller) > show certificate summary

Web Administration Certificate................. Locally Generated
Web Authentication Certificate................. Locally Generated
Certificate compatibility mode:................ off

. showa<v> K :a~i
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show client ap .

show client ap

Cisco Lightweight 7 7 A ARA > b LDV Z 47> M %F/RT HIZIE, showelientap 2~
EEHALET,

show client ap 802.11{a | b} cisco ap

BXDEREA

AR R FIHILE

EREDAARZM4

802.11a 802.11a * v hU—27 ZHEL T,
802.11b 802.11b/g * v N —2 Z#HEL £ 7,
cisco_ap Cisco Lightweight 7 7 & &2 &R A R4,
L

show client ap =~ > RIXHBMICIE SN TA TV NDAT— 2 A% TR TEXET,
show exclusionlist =~ > RZHEHLC, BV AL (T2 VAN LI A4T7 0 ved
RLET,

RIZ, TIVERARA N O FA4T 0 MEREFRRT D0 2R LET,

(Cisco Controller) >show client ap 802.11b APl
MAC Address AP Id Status WLAN Id Authenticated

XX IXXIXXIXXIXX XX 1 Associated 1 No

showa<v>K:a~i II
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show client calls

showav> F:a~i |

arv b= EOT T 4 TR a— VERITES SN a -V OEHEEFRRT HIZIE. show
client calls =~ > R&2{HEH L E3,

show client calls {active | rejected} | 802.11bg | all}
3 O L) active TIT 4Tl a—VERELET,
rejected EEEhlEa—La2HEELET,
802.11a 802.11a v bV —7 ZfE L £,
802.11bg 802.11b/g * v N —Z7 ZfREL T,
all 802.11a 33 L 1N 802.11b/g X b U — 2 Dl )5
ZHRELET,
ARV R FIAAE L
3% FEE =2 EEARE
7.6 ZoawrRiE, VIV—RT6LHIOY U —ATHAINLE LT,

K12 . show client calls active 802.11a =~ > RO HfHlZ <L E£7,

(Cisco Controller) > show client calls active 802.1lla

Client MAC
Type

00:09: ef: 02:65:70
00:13: ce: cc: 51:39
00:40:96: af: 15:15
00:40:96:b2:69: df
Number of Active Calls

II showa<v> K :a~i
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show client ccx client-capability .

show client ccx client-capability

7 T4 7T v s OERER 2 £ x T H12IE. show client cex client-capability =~ > & H L £
R

show client ccx client-capability client mac _address

X DA client_mac_address 25472 hOMACT KL &,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6 LRIV Y —ATHEAShE LT,

FEREDAHA KSq4y O REIZTA47 2 FTHEMRERELZFR R LET, WECHMLEORETITH Y £
A/o

KIZ. show client ccx client-capability =~ > RO NHHIZ R L ET,

(Cisco Controller) >show client ccx client-capability 00:40:96:a8:£7:98

Service Capability. vttt ittt Voice, Streaming(uni-directional)
Video, Interactive(bi-directional) Video
2o e N 7 o1 DSSS OFDM(802.11a) HRDSSS (802.11b)
ERP (802.11q)
23T o T 4 DSSS
Radio Channels. ... ..ttt ittt innnaeennnn 1234567891011
TX POWEY MOAE . ittt ittt ittt ettt ettt eeeeeeennns Automatic
RAte LiST (MB) v v vt ie ettt et eeeeeeeeeeeeeeeeneas 1.0 2.0
23T o T 14 HRDSSS (802.11b)
Radio Channels. ... ...ttt it inetienneeennnn 1234567891011
TX POWEY MOAE . ittt ittt ettt ettt et e teeeeeeeennns Automatic
RAte LiST (MB) v i vt ittt et eeeeeeeeeeeenenenens 5.5 11.0
23T o T 4 T ERP(802.11qg)
Radio Channels. ... ...ttt iiineeeinnneennnnn 1234567891011
TX POWETY MOQE . it ittt ittt et ettt et e teeeeeeennns Automatic
RALE LIST(MB) v vt titeeteeeeeeeeeeeeeeeeeeeeenaenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0

Are you sure you want to start? (y/N)y Are you sure you want to start? (y/N)

showa<v>K:a~i .



showav> F:a~i |
. show client ccx frame-data

show client ccx frame-data

WBEDT A BMIOWNWC, JI9A4T VM LEEEINEZT—2 7L — L0 %2FK KT HIT1E. show
client ccx frame-data ==~ > F&{HEH L ¥4,

show client ccx frame-data client mac_address

B DERA client_mac_address 25472 hOMACT KL &,

aATYRFIHLE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76EIOY V—XTHAINE LT,

&IZ. show client ccx frame-data =~ > RO S 2~ L £,

(Cisco Controller) >show client ccx frame-data
XX IXXIXXIXXIXX1XX

. showa<v> K :a~i



| showaw>k a~i

show client ccx last-response-status .

show client ccx last-response-status

EDT A MEEDAT —H A% KT 521X, show client cex last-response-status =~ > N
EREHLET,

show client ccx last-response-status client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

KIZ. show client cex last-response-status =~ > KD H 1z~ LET,

(Cisco Controller) >show client ccx last-response-status

Test Status .....ciiiiiiiiiinnnn. Success

Response Dialog Token.............. 87

Response Status........ccvviiiennn Successful

Response TesSt TyPE. et eeeeneeeennn 802.1x Authentication Test
Response Time......oveeiinenennnnnn 3476 seconds since system boot

showa<v>K:a~i II



. show client ccx last-test-status

show client ccx last-test-status
i

show client ccx last-test-status client mac_address

showav> F:a~i |

HBDOT A NDAT—F AT RT HITIL, show client cex last-test-status =~ > R &2 L E

X DA client_mac_address 25472 hOMACT KL &,

ATV RFIFLE AL

avy RERE )1)—2R EEAR
7.6 ZoavwryPiE VU —=RAT6LEIOY Y —ATHEAShE LT,

RIZ. show client ccx last-test-status =~ > RO Sz~ L £9,

(Cisco Controller) >show client ccx last-test-status

TEST TYPE vt ettt eeeeeseenenenennns Gateway Ping Test

Test Status ..., Pending/Success/Timeout

Dialog Token ........iiuieiiiinnnnn. 15

Timeout ...ttt 15000 ms

Request Time .......uoviiiinennnnnn 1329 seconds since system boot

II showa<v> K :a~i
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show client ccx log-response .

show client ccx log-response
0 7S & Fv 9 5121, show client cex log-response =~ > K& L £7,

show client ccx log-response {roam | rsna | syslog} client mac_address

WX D roam (EE) CCXZ FA T hpu—3vray
R EFRLET,

rsna (L) CCX 27 FA 7> D RSNA 1 V&
PFRRLET,

syslog EE) CCX T FAT v FDOY AT A TG
BrhEFRLET,

client mac_address BELET 7R RL L DA MY,

ARy RFIANLE AL

avy FER Jjy—= EERNE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

RIZ. show client ccx log-response syslog =~ > RO il Z R L F9,

(Cisco Controller) >show client ccx log-response syslog 00:40:96:a8:£7:98

Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful
Event Timestamp=0d 00h 19m 42s 278987us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in

the OID response’
Event Timestamp=0d 00h 19m 42s 278990us

Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in
the OID response’
Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 278987us

Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in

the OID response’
Event Timestamp=0d 00h 19m 42s 278990us
Client SysLog = '<11> Jun 19 11:49:47 unravall3777 Mandatory elements missing in

the OID response’

WIZ, 2T7AT v hOu— 07 v PInEaRrnd D0 %2R LET,

(Cisco Controller) >show client ccx log-response roam 00:40:96:a8:£7:98

Thu Jun 22 11:55:14 2007 Roaming Response LogID=20: Status=Successful
Event Timestamp=0d 00h 00m 13s 322396us Source BSSID=00:40:96:a8:£7:98
Target BSSID=00:0b:85:23:26:70, Transition Time=100 (ms)

Transition Reason: Normal roam, poor link Transition Result: Success
Thu Jun 22 11:55:14 2007 Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 0O0m 16s 599006us Source BSSID=00:0b:85:81:06:c2
Target BSSID=00:0b:85:81:06:c2, Transition Time=3235 (ms)

Transition Reason: Normal roam, poor link Transition Result: Success
Thu Jun 22 18:28:48 2007 Roaming Response LogID=133: Status=Successful

showa<v>K:a~i II



showav> F:a~i |
. show client ccx log-response

Event Timestamp=0d 00h 00m 08s 815477us Source BSSID=00:0b:85:81:06:c2
Target BSSID=00:0b:85:81:06:d2, Transition Time=3281 (ms)
Transition Reason: First association to WLAN Transition Result: Success

. showa<v> K :a~i



| showaw>k a~i

show client ccx manufacturer-info .

show client ccx manufacturer-info

747> NOBERER AR TRT HITIL. show client cex manufacturer-info =~ > R&2{#H L
F9,

show client ccx manufacturer-info client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

RIZ. show client ccx manufacturer-info =~ > RO B2 L £,

(Cisco Controller) >show client ccx manufacturer-info 00:40:96:a8:£7:98

Manufacturer OUIL . ... iiiiiiiinnnennennenns 00:40:96

Manufacturer ID ...ttt enneenenns Cisco

Manufacturer Model ......iiuiiiiiininnennennenns Cisco Aironet 802.1la/b/g Wireless Adapter

Manufacturer Serial .........iiiiiiiiiiiiinn. FOC1046N3SX

MacC AdAIESS vttt ittt ittt ettt e 00:40:96:b2:8d:5e

RAAIO TYPE v ettt ittt ettt eee e teeeaeeeeenneens DSSS OFDM(802.11a) HRDSSS(802.11b)
ERP(802.11q)

ANEEeNNa TYPE v vt e ittt et et e eeeeeeeenneeeeennns Omni-directional diversity

Antenna Galll ...ttt ittt i e e 2 dBi

Rx Sensitivity:

RAAIO YR8 v ittt ittt ettt ittt et e eeeeeeeneenaeeenns DSSS

RX SeNSitivity tvve ittt ittt i it eeeenan Rate:1.0 Mbps, MinRssi:-95, MaxRssl:-30

RX SeNSitivity tvve ittt ittt it i eeieeenan Rate:2.0 Mbps, MinRssi:-95, MaxRssl:-30

RAAIO YR8 v e tet ittt ettt eee e e eeeeeeeenaennnns HRDSSS (802.11b)

RX SeNSitivity vve ittt ittt ittt ieeeeeeeenn Rate:5.5 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity v iiiiiiin ittt it tiieeeenennnn Rate:11.0 Mbps, MinRssi:-95, MaxRssl:-30

RAAIO YR8 v ettt it ettt ettt et e eeeneeeseenneennns ERP(802.11qg)

RX SeNSitivity tvve ittt ittt i it eeeenan Rate:6.0 Mbps, MinRssi:-95, MaxRssl:-30

RX SeNSitivity tvve ittt ittt it eeeeeen Rate:9.0 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity toeviiiiiiiii ittt iieenanennnn Rate:12.0 Mbps, MinRssi:-95, MaxRssl:-30

RX Sensitivity vuoeeeiiiiin ittt tiieenenennnn Rate:18.0 Mbps, MinRssl:-95, MaxRssl:-30

showa<v>K:a~i II



. show client ccx operating-parameters

show client ccx operating-parameters

I TAT v NOEWERNT A —F Z KT HIZIX, show client cex operating-parameters 2~ > N

ML ET,

show client ccx operating-parameters client mac_address

showav> F:a~i |

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
3% FEE =2 EEANE

7.6 Ioavwry FE V=R 76ROV JV—ATHASLE LT,

KIZ. show client ccx operating-parameters =~ > KO Hl &R L E T,

(Cisco Controller) >show client ccx operating-parameters 00:40:96:b2:8d:5e

Client MacC v v ivi it ittt ittt ittt it e 00:40:96:b2:8d:5e
RAAIO Ty vttt ittt ettt et eeee et eaeeesennnensennns OFDM (802.11a)
RAAIO Ty P8 vttt ittt ettt ettt eee e eeeeaeeesennnansennns OFDM (802.11a)
Radio Channels ...ttt intineeneenenn 36 40 44 48 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 149 153 157 161 165
Tx POWer MOAE i ti ittt ittt ittt ittt ineenenn Automatic
Rate LISt (MB) cvvv ittt ieieteteteteeeenenenenenens 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Power Save Mode ...ttt ittt ittt Normal Power Save
SO LD it ittt e e e et e e e e e e e e e wifi
Security Parameters[EAP Method, Credential]......... None
Auth Method . ... i i i ittt None
Key ManagemMent . v v et et o e e e eneeeeenenenenenenenens None
0 o X @ a7 o w3 o None
Device NamMe . .v ittt ittt ettt ettt ittt Wireless Network Connection 15
DEVICE TYPE 4ttt ittt et et eeeeeeeeseeneeseeenaeeenns 0
S Windows XP
OS VeIrSIon vttt ittt it it e it e e e 5.1.6.2600 Service Pack 2
L T DHCP address
IPV4 AddreSS v vt v ittt it ittt ittt et ittt Available
D N L s Y = 70.0.4.66
Subnet Mask ...ttt e e e e 255.0.0.0
Default Gateway ... iiiii it nne ettt eeneeeeeenneeenns 70.1.0.1
IPVO AddLeSS v v ti ittt ittt ittt ettt it ittt Not Availabl
IPVO AdAreSS vttt ittt ettt te et teeeaeeeeeeneeneennns 0:0:0:0:0:0: 0:0:0:0:0:0:0:0
IPv6 Subnet Mask ...ttt ittt 0:0:0:0:0:0: 0:0:0:0:0:0:0:0
DNS SELVELS vttt vttntneeneeneeneeneeneeneeneenenn 103.0.48.0
WINS SeIVEIS ittt ittt ittt ettt eneenneeneenneens
SyStem NAME vttt e ettt ettt ettt e eeeeeeeenaeeenns URAVAL3777
Firmware VerSIOn . ...ttt eeneeneenenn 4.0.0.187
Driver VerSion ...ttt ittt ittt 4.0.0.187

II showa<v> K :a~i



| showaw>k a~i

show client ccx profiles

show client ccx profiles .

JIAT N TR T A NERRTHIZIL, show client cex profiles =~ > RZHH L E7,

show client ccx profiles client mac_address

X DA client_mac_address 2S5 4F7 2 ROMAC 7 RL A,

aARVRFILLE L

avy FER Jjy—= EENE
7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

KIZ. show client cex profiles =~ > KOz~ L ET,

(Cisco Controller) >show client ccx profiles 00:40:96:15:21:ac

Number of Profiles ...ttt eneeneenns
Current Profile . ... iiiiiiit i eieeeneeeeeenaeennns
Profile ID i it ittt ittt ettt ittt ettt
Profile NamMe ... tii ittt it ittt ettt eneneeneens wifiEAP
SO D ittt e e e e et et e e e e e wifiEAP
Security Parameters [EAP Method, Credential]......... EAP-TLS, Host OS Login Credentials
Auth Method ...ttt i i ittt ittt et ennnnnns
Key Management ..t i ittt ittt neeeeeeeeeeeenns WPA2+CCKM
0 o X0l 74 o w1 o N AES-CCMP
Power Save MOde ittt ttinnnneeeeeeeeeeeennnnnnns Constantly Awake
Radio Configuration:
23T i o T 4 1 DSSS
Preamble TyP . v e ettt teennnneeeeseeeeennnnnnns Long preamble
CCA Method. . vttt it i it ittt ettt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold..........oiiitiiiiiiieenennnens 2342
Radio Channels. ...ttt ittt it neenenns 1234567891011
TX POWEL MOAE. .t ittt ittt ittt it it e it ineineenes Automatic
Rate LISt (MB) ottt tim ittt tittintineneneeneens 1.0 2.0
Yo B R N 177 <= Y HRDSSS (802.11b)
Preamble TyP . v i ettt ittt nneeeeeeeeeennnnnnns Long preamble
CCA Method. . vttt it ittt it ittt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold.........oiiitiiiiiieennnnnens 2342
Radio Channels. ...ttt iiniiniineneneeneens 1234567891011
TX POWEL MOAE. v ittt ittt ittt it ii e it Automatic
Rate LIST(MB) v iiiinititintntneeneneeneeneens 5.5 11.0
23T i o T 4 1Y ERP(802.11q)
Preamble TyP . v et ettt eeennnneeeeeeeeeennnnnnns Long preamble
CCA Method. . vttt ittt ettt ettt Energy Detect + Carrier
Detect/Correlation
Data Retries. ...ttt ittt 6
Fragment Threshold..........oiiitiiiiiiieenennnens 2342
Radio Channels. ...ttt tntintneneeneens 1234567891011
TX POWEL MOAE. v ittt ittt ittt it ii e it Automatic
Rate List (MB) t v i iii ittt ittt it ittt 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
23T i o T 4 1Y OFDM (802.11a)
Preamble TyP . v i ettt ittt nneeeeeeeeeennnnnnns Long preamble

showa<v>K:a~i II



showav> F:a~i |
. show client ccx profiles

CCA Method. .ottt ittt ittt ittt it ittt Energy Detect + Carrier
Detect/Correlation

Data Retries. ...ttt ittt iie e 6

Fragment Threshold..........oiiiiiiiiiiiiinnneenn 2342

Radio Channels. .. ...ttt ittt ttntnneeneeneenennns 36 40 44 48 52 56 60 64 149 153 157
161 165

TX POWEL MOGE . ¢t ittt ittt ettt ettt et eeeeeeen Automatic

Rate LISt (MB) i v vt ittt ittt ettt ettt et eiaeeaen 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0

. showa<v> K :a~i



| showaw>k a~i

show client ccx results .

show client ccx results

WBICIEFRE T LIE2WT X FORER%2F /77 5121%. show client cex results =2~ > K% i f
LET,

show client ccx results client mac_address

X DA client_mac_address 25472 hOMACT KL &,
ARV RFIFAL AL
avy RERE )1)—2 EERNE

7.6 Ioavwy FE VU —RT76UHIOY JV—ATHASE LT,

&IZ. show client cex results =~ > RO HflZR L E9,

(Cisco Controller) >show client ccx results XxX.XX.XX.XX

dotlx Complete. . ittt ittt ittt ittt nnnennsens Success
EAP Method. .ttt ittt ettt et ettt teeeeeeeeeennnns *1,Host OS Login Credentials
[ o o B A=l = 255

showa<v>K:a~i II



. show client ccx rm

showav> F:a~i |

show client ccx rm

Cisco Client eXtension (CCX) 7 74 7 v M DEREFR L R— MEREZFE T 5HI121L. show
clientcexrm =~ > R&AHH L 9,

show client ccx rm client MAC {status | {report {chan-load | noise-hist | frame | beacon |
pathloss} } }

*ﬁj@%ﬂ'ﬂﬂ client_MAC 7547 K MAC T KL %
status 7747 hOCCXEHEPEA T — & ZfEH
rRALET,
report 7747 O CCXEERERL R — b & EIR
LET,
chan-load WG F v 3L o— R LR— F2RRLE
‘a‘o
noise-hist WREPR ) f X B A KT T 5 LR— EFER
LET,
beacon WS L — oy o — R LRE— bERRLE
R
frame A7 L — LA LR— FNEFRRLET,
pathloss MAREHL R ABR LR — hE2FRLET,
ARURFIALE RL
v FBE 1y—2 ZENE
7.6 Zoavy NI, V=276 UHIOY Y —ATHAINE LT,
WIZ, 7747 MEREBRAT — 2 AERERTT D2 LET,
(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac status
Client Mac AddreSS. ..ttt eeneeneenns 00:40:96:15:21:ac
Channel Load Request ...ttt ittt iinnnnennnnns Enabled
Noise Histogram ReqUEeSt ... ..ceiiieneeenneneennnnn Enabled
Beacon Request ...ttt ittt iiiiiiiie ittt Enabled
Frame Request ...t ittt ittt ittt ennnnnnns Enabled
Interval. .ttt it e it it i e e e 30
R o= = i o 10

WIZ, 7 74T v MERER D — N LAR— N RRT 02~ LET,

II showa<v> K :a~i



| showaw>k a~i
show client ccx rm .

(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac report chan-load

Channel Load Report

Client Mac AddresSS ...ttt eneeneenns 00:40:96:ae:53:bc
B I (LT o 1o 788751121
Incapable Flag. ... ettt ie et tteeneeeeeeneeeenns On

Refused Flag. ... e i ettt ineettneneeeeeenneeenennns On

Chan CCA Busy Fraction
194
86
103

178
82
103
95
13
10 222
11 75

O J o Uk wN

e}

W, 7 T7AT 2 MERER ) A X AT HVR— NaeRRT D02 RLET,

(Cisco Controller) >show client ccx rm 00:40:96:15:21:ac report noise-hist

Noise Histogram Report

Client Mac AddreSS. ..ttt neeneenns 00:40:96:15:21:ac
B I (LTS o 11 o 4294967295
Incapable Flag. ...ttt itennnnneeneeens Off

Refused Flag. . e ittt iieennnneeeeeeeeeennns Off

Chan RPIO RPI1 RPI2 RPI3 RPI4 RPI5 RPI6 RPI7

showa<v>K:a~i II
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. show client ccx stats-report

show client ccx stats-report

BEENTZIZ AT v b F 314 2D D CiscoClienteXtensions (CCX) #EtFHL ~— 2%
R BHIZIE. show client cex stats-report =~ > R&2fHH L 97,

show client ccx stats-report client mac_address

X DA client_mac_address 275472 K MAC 7 FL 2

aAvURFIALE AL

av Yy FER J1)—X FTEHNE
7.6 Zoa<wr NI, VU —RT76LEIOY Y —ATEHAINE LT,

KIZ. show client cex stats-report =~ > RO 1l &R L FE T,

(Cisco Controller) > show client ccx stats-report 00:0c:41:07:33:a6
Measurement duration = 1
dotllTransmittedFragmentCount
dotllMulticastTransmittedFrameCount =
dotllFailedCount =
dotllRetryCount =
dotllMultipleRetryCount =
dotllFrameDuplicateCount =
dotllRTSSuccessCount =
dotl1RTSFailureCount =
dotllACKFailureCount =
dotllReceivedFragmentCount =
dotllMulticastReceivedFrameCount =
dotllFCSErrorCount =
dotllTransmittedFrameCount =

W J o Ul b W N

[ = S Vo)
w NP o

II showa<v> K :a~i
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show client detail .

show client detail

DNS ZX—t' > 7 (DNSXR—ZDACL) Ik > THFEEINT-I7 AT FTLEDIPT LA
%39 5121, show client detail mac_address 2~ > K& L E7,

show client detail mac_address

B DEREA

AR R FI4ILE

mac_address 7 5 47> NOMACT KL %,

L

avy RERE

Jy— EEAE
S

7.6 Zoawry FRHEASELE,

IZ. show client detail mac address 2~ > NOH I ZR L ET,

(Cisco Controller) > show client detail 01:35:6x:yy:21:00

Client MAC AddreSS . e e et e eeeeeeeeeeeeesenesesennas 01:35:6x:yy:21:00
Client USEIXNAME .. v v vttt teeeeeseneeeesenenessnnns test

AP MAC AdOr eSS e v et e eneeeeeenesessenessssnnnnsessas 00:11:22:33:44:x%0
AP NaAIle .. v ottt ettt ettt ee e eeeeeseeeeeeeeeeeeenenennns AP0011.2020.x111
AP radio slot Td. .. eeii it iiieeeeeeeeeeeennnnesns 1

Client State. ...ttt ittt eeeeeneneneanns Associated

Client NAC OOB State....eeeei it nneeeennnenennns Access

Wireless LAN Td. . it ieeeeeeeeeeeeneeeesannenns 7

Hotspot (802.11U) @vvi it iiiiiiiinieeeeeenenenennns Not Supported
1 00:11:22:33:44:xx
Connected FOT ti it ittt teeeeeeeeeeeeeeeneaesennns 28 secs

Channel ...ttt ittt ittt et eeeenoeeaaaneanns 56

I o o B = = 10.0.0.1

Gateway AddresSS .. e it eeeeeeeeeeeeeeeneeenennns Unknown

NetmasKk. v vttt ittt ittt e ittt et Unknown

IPVO AdArES S . v it ittt ittt eeneeeseneeeesenneens
xx20::222:6xyy:zeeb:2233

Association Id. ...t i ittt eeeeeeeeeeeennneesns 1

Authentication Algorithm.......... . ... Open System
Reason CoOde . i ittt ittt ittt teeeeeeeneenenennas 1

Status Code. v ittt ittt ittt ittt iee et 0

Client CCX VerSion. ...ttt eeeeeeeeeeeennnnns No CCX support
Re-Authentication Timeout............oiiienn.. 1756

(03 T T 2 Silver

Avg data Rate. ..ttt ittt it ittt iiie et aaennns 0

Burst data Rate. ...ttt ittt it ennns 0

Avg Real time data Rate........iiieeeeeeenn.. 0

Burst Real Time data Rate...........iiiiiiennnnn. 0

802.1P Priority Tag.e e e e e e e eeeeeeeeeeeeeaeeaeaeenns disabled

showa<v>K:a~i .



showav> F:a~i |
. show client detail

CTS SecUrity GrouUp Tag. .. eeeeeeeeeeeeeeneeeeennns Not Applicable

KTS CAC Capability. .o ee ettt eeeeeeeneeenennas No

MM SUPPOT L e v vttt et ettt ettt ettt eeeeeeeeesnesansas Enabled

D G BK BE VI VO

O S I T N = ON

Current Rate. ... ..ttt ittt iiiii e m’/

Supported Rates.....iiii ittt eneennnas

6.0,9.0,12.0,18.0,24.0,36.0,

............................................. 48.0,54.0

Mobility State. ...ttt ittt eeeeenneennns Local

Mobility Move CoUNt ... it ie et eeeeeeeeenneeeenns 0

Security Policy Completed. ...viii it ennneenns No

Policy Manager State. ... ittt iennnenenns SUPPLICANT PROVISIONING

Policy Manager Rule Created........ciiiiiiiieee... Yes

AAA Override ACL NamMe. . v vttt eeeeeeoeeeeeenneeessns android

AAA Override ACL Applied Status.......ieeeeeene... Yes

AAA Override Flex ACL NalE. o v vttt veeeeeenneeenns none

AAA Override Flex ACL Applied Status............. Unavailable

AAA URL redirect. ... iiiiiiiiiiiiiiiinnnnnnnnn.

https://10.0.0.3:8443/guestportal /gateway?sessionId=0a68aa72000000015272404e&act ion=nsp

Audit Session ID. ...ttt ittt ettt tesnnnnnnnnns

0a68aa72000000015272404e

ARAA ROLE TyYP . ittt ittt ettt ittt eeeeeeeeeenesnnsnns none

Local Policy Applied. ...ttt ieeeeeneeenennns pl

TPV ACL NaAME . ot ittt ittt et ettt eennneeennneees none

FlexConnect ACL Applied Status........ceveeeenenn. Unavailable

IPv4 ACL Applied Status........ouuiiiiiiiieeeeenn. Unavailable

IPVO ACL NaAME . ¢ vt vttt ettt et ettt tttsnsneneeneeeens none

IPv6 ACL Applied StatuUS....ieeiiiiieneneeennenns Unavailable

Layer2 ACL NaAME . i o vt vttt teeeeeeeneeesoaneeesennas none

Layer2 ACL Applied StatuUS.....ieiiiitiinneeeennns Unavailable

Client TyYP e et ittt ettt eeeeeeseeeeesoanesenennas SimpleIP

00 T w5 Enabled

MDNS Profile Name. ..ot iie st eoeeneeeoneneeenns default-mdns-profile

No. of mDNS Services Advertised........oieeeenn.. 0

POy TP e o e ettt ot et eeeeeeseeeesssannsessas WPA2

Authentication Key Management.......oeeeeeeenenenns 802.1x

Encryption Cipher. ... .ttt ieneeenennns CCMP (AES)

Protected Management Frame .........eeeeeeeeneenens No

Management Frame Protection..................o.... No

Lo = oS PEAP

Interface. ittt it ittt i i e i e

. management

VL AN . it it et e e e et et ettt e e e e et e e 0

Quarantine VLAN. & .ttt it ittt ettt ettt ettt e 0

AccCess VLAN. t i ittt ittt ittt it ittt ieeennnnnnnns 0

Client Capabilities:
CE Pollable. ..ttt it eeeeeenennns Not implemented
CEF POll ReEQUEST .ttt ittt teieeeeenenenennns Not implemented
Short Preamble.......iiiiiiiiineeeennnnnnns Not implemented
PBCC . ittt ittt ettt et e Not implemented
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Channel Agility........
Listen Interval........
Fast BSS Transition....
Client Wifi Direct Capabilities:

show client detail .

.................... Not implemented
.................... 10
.................... Not implemented

WED capable. ...ttt ii it No
Manged WED capable..... ..ot enn. No
Cross Connection Capable...........oio.n. No
Support Concurrent Operation............... No
Fast BSS Transition Details:
Client Statistics:
Number of Bytes Received.......viiiiienene... 123659
Number of Bytes Sent........cciiiiiiiieeee.. 120564
Number of Packets Received................. 1375
Number of Packets Sent..............ooo.... 276
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 2
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries...........cooooo.. 82
Number of RTS Retries......... ..o, 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped.......c.ecoee... 0
Number of POliCy ErrOrS....ceeeeeeeeeeeenns 0
Radio Signal Strength Indicator............ -51 dBm
Signal to Noise Ratio.....ieeieeeeennnnnns 46 dB
Client Rate Limiting Statistics:
Number of Data Packets Recieved............ 0
Number of Data Rx Packets Dropped.......... 0
Number of Data Bytes Recieved.............. 0
Number of Data Rx Bytes Dropped............ 0
Number of Realtime Packets Recieved........ 0
Number of Realtime Rx Packets Dropped...... 0
Number of Realtime Bytes Recieved.......... 0
Number of Realtime Rx Bytes Dropped........ 0
Number of Data Packets Sent................ 0
Number of Data Tx Packets Dropped.......... 0
Number of Data Bytes Sent.................. 0
Number of Data Tx Bytes Dropped............ 0
Number of Realtime Packets Sent............ 0
Number of Realtime Tx Packets Dropped...... 0
Number of Realtime Bytes Sent.............. 0
Number of Realtime Tx Bytes Dropped........ 0
Nearby AP Statistics:
AP0022.9090.c545(slot 0)
antennal: 26 SECS AT0 ..ttt eeeeeennnnesns -33 dBm
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. show client detail

antennal: 26 SECS AT0 ..ttt eeeeeenneneenns -35 dBm
AP0022.9090.c545(slot 1)
antennal: 25 SECS Ag0. .ttt eveeeeeneeeenns -41 dBm
antennal: 25 SECS AJ0. .ttt eieeeeenneeenns -44 dBm
APc4d7d.4f3a.35c2(slot 0)
antennal: 26 SECS AT0 ..ttt eeeeeeenneeeenns -30 dBm
antennal: 26 SECS AT0 ..ttt eeeeeenneneeens -36 dBm
APc4d7d.4f3a.35c2(slot 1)
antennal: 24 SECS AT0 ..ttt eeeeeenneaeenns -43 dBm
antennal: 24 SECS AT0 ..ttt eeeeeeneneenns -45 dBm
DNS Server details:
DNS server IP ...t iiiiiiiiiitteeeeeeenns 0.0.0.0
DNS server IP ...t iiiiiiiiiitteeneenenns 0.0.0.0
Client Dhcp Required: False

Allowed (URL)IP Addresses

N
o
Ne}
=
o
(@)}
N
o
=
= O 0w Jo U b Wi
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show client location-calibration summary .

show client location-calibration summary

JIAT v hOur—a U EREHREF T HIZ1E, show client location-calibration
summary 2~ > R&2HHLET,

show client location-calibration summary

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

avy FERE J1)—x FEARA
7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,

wIZ, nr—a ViREERNERE R T O0 2R LET,

(Cisco Controller) >show client location-calibration summary
MAC Address Interval

10:10:10:10:10:10 60
21:21:21:21:21:21 45
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. show client roam-history

showav> F:a~i |

show client roam-history

BESNTI 74Ty bor—I 7 EREEZFRRT HIZIE. show client roam-history =~ >
EEHALET,

show client roam-history mac_address

RBX DA mac_address 7547 hMACT RL &
avURFI4LE &L
avy REE J1y—= TERNE

7.6 Zoa<wyRiE, V=R 76 UMDY ) —ATEASNE LT,

&IZ. show client roam-history =~ > RO Nl Z R L ET,

(Cisco Controller) > show client roam-history 00:14:6c:0a:57:77
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show client summary .

show client summary

BXDEREA

Cisco Lightweight 7 7 E A IRA > MZT Y v Z— FENTWL T AT bOBEREFRT D
21, show client summary =~ > RZ2H L £,

show client summary [ssid / ip / username / devicetype]

JYV—=RAT4FT, ZOa~xy NI ELZEF—U—FNIH Y XA,

BX DA

ssid / ip / username / devicetype (EE) WD/ A —ZDOWTd. 00T
EEDIEFOFT_XTONTA—=ZT, 77T 4
T2 74T v FOBRFEM 2R L E T
» SSID
cIPT7 FL A
- 24
o TNA R X AT (Samsung T /31 AKX
Windows XP UV — 2 A7 — g L 7g L)

ATV RFI+LE RL
avy FRER J1)y—2 EEAR
7.6 Zoa<wry RNE, VY —RT76LHEIOY V—ATHAINE LT,

FEREDAARZA4

show clientap =~ > RZH LT, AEIMICED SN T4 T NDORAT—X A% —E
FoR L FE T, showexclusionlist =~ > NZ2FEH LT, AV AN (727 VAR EDrZ
AT NeRRLET,

WIS, TITATRIITAT » FOENZFKRT DB 2R LET,

(Cisco Controller) > show client summary

Number of Clients.......oiiiiiiiiiiininineenenns 24
Number of PMIPV6 ClientsS.......vuieueeeeneneeennnn 200
MAC Address AP Name Status WLAN/GLAN/RLAN Auth Protocol

Port Wired PMIPV6

00:00:15:01:00:01 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:02 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No No
00:00:15:01:00:03 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:04 NMSP-TalwarSIM1-2 Associated 1 Yes 802.11la
13 No No
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. show client summary

WIS, THRAAEZA TN Windows XP TV — 7 AT —2 3 DT _RTCDODITIFGAT LV Mo

T ol R LET,

(Cisco Controller) >show client summary WindowsXP-Workstation

Number of Clients in WLAN.........iiiiiiiiennnn. 0

MAC Address AP Name Status Auth Protocol Port Wired Mobility
Role

Number of Clients with requested device type..... 0
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show client summary guest-lan

TIT A TIRAMTARNLAN Y 747 N d 51Z1%, show client summary guest-lan =

<~ RFEFEHALET,

show client summary guest-lan

show client summary guest-lan .

XD IR FIZFEIEERITZF—Y—NIdb v A,
aATYRFI4LE AL
avy FER )1)—x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

EEav> R

KIZ. show client summary guest-lan =~ > RO 16z~ LE T,

(Cisco Controller) > show client summary guest-lan

Number of Clients.......iiiiiiiiniininninennenns 1
MAC Address AP Name Status WLAN Auth
00:16:36:40:ac:58 N/A Associated 1 No

show client summary

Protocol Port Wired
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. show client tsm

show client tsm

IIAT LV NDORNTT 47 ANV —L AN w7
client tsm =~ > RZHEHLE7,

show client tsm 802.11{a | b} client mac {ap _mac | all}

showav> F:a~i |

(TSM) #EEHEH Z £~ 5121, show

BX DA 802.11a 802.11a * v NU—27 ZHEE L £7,
802.11b 802.11b/g * v N — V7 Z#HEL 7,
client_mac 74T NOMACT RL XA,
ap_mac TSM 7 7t 2 RA > F®DMAC T FL 2,
all I IAT Y NCBEET 5T RTOT 7 A R
A FDOUANERELET,
aRURTFIALE L
avy FERE )1y—2 EERNE
7.6 Zoavry NI, V=276 UHIOY YV —ATHAINE LT,

RIZ. show client tsm 802.11a =~ > ROH 2R L £,

(Cisco Controller)

> show client tsm 802.l1la xXxX:XX:XX:XX:XX:xx all

AP Interface MAC: 00:0b:85:01:02:03
Client Interface Mac:
Measurement Duration:
Timestamp
UpLink Stats

00:01:02:03:04:05
90 seconds
1st Jan 2006, 06:35:80

Average Delay (5sec intervals) ...t in et eeneeeennn 35
Delay less than 10 mMS. ...ttt tittineeeeeeneeeeeenneeenns 20
Delay bet 10 = 20 MS. it i tiinettteeeeeeeeenneeeeenneesnns 20
Delay bet 20 = 40 mMS. ittt int ittt et eenneeeeenneeeens 20
Delay greater than 40 mMS. ...ttt ittt eneeeeeeneeeenns 20
Total packet CoOUNT ...ttt ittt ettt ittt ettt e eeeeeeennnens 80
Total packet lost count (5S€C) v ittt ittt ittt ittt 10
Maximum Lost Packet count(5sec) .......iiiiiiiiiiiinnnnnn. 5
Average Lost Packet count (5S€CsS) v vvii ittt ittt 2
DownLink Stats
Average Delay (5sec intervals) ... i it in i et teeeneeeennn 35
Delay less than 10 mMS. ...ttt tineeeeeeneeeeeenneeenns 20
Delay bet 10 = 20 MS. it i tiinettteeeeeeeeenneeeeenneesnns 20
Delay bet 20 = 40 mMS. ittt i in ettt ettt teeeneeeeenneeeens 20
Delay greater than 40 mMS. ...t ittt it tteneeeeeenneeenns 20
Total packet CoOUNT ... ittt ittt ettt ettt eeaeeeeennnens 80
Total packet lost count (5S€C) . vttt ittt ittt ittt ieeennn 10
Maximum Lost Packet count(5sec) .......cviiiiiiiiiiinnnnnn. 5
Average Lost Packet count(5S€CsS) v vvii ittt ittt 2

II showa<v> K :a~i



| showaw>F:a~i
show client tsm .

BEav> K show client ap
show client detail

show client summary
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. show client username

show client username

2—YPHT LT TAT v b T—H EBFRKRT HITIE, show client username =~ > F&{EFH L

ji?ro

show client username username

showav> F:a~i |

BX DA username U5 A4T v b DL
gy b —IDT 7B R RA L MEEA T
LBNTWD, FATIREDRWID 8§ DDV T4
TURDYANERRTDHIENTEETS,
ATV RFI+AE  BL
avy FERE )1)—=x ETEAR
7.6 ZoawrRiE, VIV—RT6LHEIOY U —ATHEAINE LT,

Iz . show client username =~ > RO HH 2R~ L ET,

(Cisco Controller)

MAC Address

Device Type

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown

12:22:64:64:

Unknown
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00:

00:

00:

00:

00:

00:

00:

:01

02

03

04

05

06

07

08

> show client username local

AP Name

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

WEB-AUTH-AP-1

Status

Associated

Associated

Associated

Associated

Associated

Associated

Associated

Associated

WLAN

Auth

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Protocol Port
802.11g 1
802.11g 1
802.11g 1
802.11g 1
802.11g 1
802.11g 1
802.11g 1
802.11g 1
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show client voice-diag

H A WtRHE e 2o o1,

show client voice-diag .

show client voice-diag =~ > N&fEfH L £,

show client voice-diag { quos-map | roam-history | rssi | status | tspec}

BX DA

quos-map

QoS/DSCP ~ v B> 7B+ A 15H & 4 D
% =— (VO., VI, BE, BK) #NZEND/r v
MFEFFNFRRSNVET, & DSCP b #w
SNFET,

roam-history

WE3EOr—I 7 OBRIZET 5 EHRD
FREINET, HOZIE, XA LAZ T
O—IVTICEELEZT VAR b B
roe—3 o 7omRngEn, v—3I 7
R LTS A T o bEEnE T,

rssi EFHDWINA F—T VBEIT, EHIO 5
DI FAT > hORSSHEZFRLET,
status AT NOEFBWORELFRLET,
tspec HEEBW DT T4 7T Mk % TSPEC % 3
ALET,
ARV RFILLE L
avy FERE 1)1)—=R
7.6 ZoaxryRiE, V=276 URIOY U —ATHAShE L,

BEEavT YR

RIZ. show client voice-diag status =~ > RO B2~ L £,

(Cisco Controller)
Voice Diagnostics Status:

show client ap
show client detail
show client summary

debug voice-diag

> show client voice-diag status
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. show client detail

show client detail

Cisco Lightweight 7 72 A R"A ' N D7 T4 7 F OFEMIEH %2 9 521X, show client
detail =~ > FZ2AE L £,

show client detail mac_address

*ﬁio)éﬁﬂﬂ mac_address 7 3/]) 7 ]\ MAC 7 I\ Lz

aATYRFIHLE AL

avy FERE =2 EERE
7.6 ZoavryRE VU —=AT6 URIOU U —ATHASHE L,

FEEEDHA KS4 > showclientap 2~ NTHBIMICENZ SN TA TV FOAT—H A FIRTEET,
show exclusionlist =~ > RZEH LT, BRIV AN (TT7 97 VRN LD ITAT o Mk
/j——\‘[/ij—o

WIZ, 7 74T > bOFEMERZ 2R T o0 2R LET,

(Cisco Controller) >show client detail 00:0c:41:07:33:a6

Policy Manager State. ...ttt POSTURE_REQD
Policy Manager Rule Created........cooiiiiiennenn. Yes
Client MAC AddreSS. ...ttt enenennenenns 00:16:36:40:ac:58
Client USEINaMe. ...ttt eeeennneeennneeennnnns N/A
Client State......iiiii ittt Associated
Client NAC OOB State. ...ttt inninnennennns QUARANTINE
Guest LAN Td. ..ttt ittt it 1
TP AdrESS e ittt ittt ittt it it it ei e Unknown
Session TimeouUt......viiiii ittt i, 0
QO0S LevVel. ittt ittt ittt ittt ittt i e e Platinum
802.1P Priority Tag. @ .. eu et eeneeneeneenennenns disabled
KTS CAC Capability. e ettt ittt eieiennn Yes
WMM SUPPOT L e vt ettt ettt e ettt ettt ettt Enabled
POWEeL SaAVE . ittt i e e e e ON
Diff Serv Code Point (DSPC) v v v ittt it ittt eeeeennn disabled
MObIility State. vttt ettt et Local
Internal Mobility State........c.oiiiiiiiiiinn. apfMsMmInitial
Security Policy Completed......cviiiiiiinnnnnn. No
Policy Manager State. ...ttt innennennnnn WEBAUTH_REQD
Policy Manager Rule Created........c.oiiiiennnn. Yes
NPU Fast Fast Notified.......... ... Yes
Last Policy Manager State..........ciiiiiinnnn.. WEBAUTH_REQD
Client Entry Create Time........otiiiiiinninnenn.. 460 seconds
Interface . i vttt ittt i et i i e e e wired-guest
FlexConnect Authentication............... ... ..., Local
FlexConnect Data Switching............ ... oL Local
T 236
Quarantine VLAN. .. ..ttt ittt ittt ittt innenenenns 0
Client Statistics:
Number of Bytes Received................... 66806
Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received............... 160783
Number of Data Bytes Sent...........ciiiiiino.. 23436
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Number of Realtime Bytes Sent................... 23
Number of Data Packets Received................. 59
Number of Realtime Packets Received............. 59
Number of Data Packets Sent..................... 13
Number of Realtime Packets Sent................. 13
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Key Msg Timeouts............. 0
Number of Data Retries................o.u. 0
Number of RTS Retries.............oovin.n 0
Number of Duplicate Received Packets....... 3
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 6

Number of Policy Errors........c.eeeeeeneen.. 0

Radio Signal Strength Indicator............ -50 dBm
Signal to Noise Ratio......viiiiiiinnnnen. 43 dB

show client detail .
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. show client location-calibration summary

show client location-calibration summary

JIAT v hOur—a U EREHRE TR T HIZ1E, show client location-calibration
summary 2~ > R&EHHLET,

show client location-calibration summary

XD Coavy OB E R — T — Fiddb v £ A,

ATV RFIHLE RL

avy FERE J1)—x FEARA
7.6 Zoa<wry RE, V=76 LEIOY V—RATHEAINE LT,

wIZ, o r—a ViREERNERE R T8 2R L ET,

(Cisco Controller) >show client location-calibration summary
MAC Address Interval

10:10:10:10:10:10 60
21:21:21:21:21:21 45
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show client probing .

show client probing
Ta—7 7747 v MO EFRRT HIZIE, show client probing =~ > REEH L 7,

show client probing

KT EEH ZOoavwy NIEBIEELITF—TU—NEd ) £HA,

ATV RFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VYV—RAT6LHIOY UV —ATHAINE LT,

WIZ, Ta—TF 7547 "OBERRTAIHEZRLET,

(Cisco Controller) >show client probing
Number of Probing Clients.........oeiiiiineennn. 0
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. show client roam-history

showav> F:a~i |

show client roam-history

BESNTI 74Ty bor—I 7 EREEZFRRT HIZIE. show client roam-history =~ >
EEHALET,

show client roam-history mac_address

RBX DA mac_address 7547 hMACT RL &
avURFI4LE &L
avy REE J1y—= TERNE

7.6 Zoa<wyRiE, V=R 76 UMDY ) —ATEASNE LT,

&IZ. show client roam-history =~ > RO Nl Z R L ET,

(Cisco Controller) > show client roam-history 00:14:6c:0a:57:77
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show client summary .

show client summary

BXDEREA

Cisco Lightweight 7 7 E A IRA > MZT Y v Z— FENTWL T AT bOBEREFRT D
21, show client summary =~ > RZ2H L £,

show client summary [ssid / ip / username / devicetype]

JYV—=RAT4FT, ZOa~xy NI ELZEF—U—FNIH Y XA,

BX DA

ssid / ip / username / devicetype (EE) WD/ A —ZDOWTd. 00T
EEDIEFOFT_XTONTA—=ZT, 77T 4
T2 74T v FOBRFEM 2R L E T
» SSID
cIPT7 FL A
- 24
o TNA R X AT (Samsung T /31 AKX
Windows XP UV — 2 A7 — g L 7g L)

ATV RFI+LE RL
avy FRER J1)y—2 EEAR
7.6 Zoa<wry RNE, VY —RT76LHEIOY V—ATHAINE LT,

FEREDAARZA4

show clientap =~ > RZH LT, AEIMICED SN T4 T NDORAT—X A% —E
FoR L FE T, showexclusionlist =~ > NZ2FEH LT, AV AN (727 VAR EDrZ
AT NeRRLET,

WIS, TITATRIITAT » FOENZFKRT DB 2R LET,

(Cisco Controller) > show client summary

Number of Clients.......oiiiiiiiiiiininineenenns 24
Number of PMIPV6 ClientsS.......vuieueeeeneneeennnn 200
MAC Address AP Name Status WLAN/GLAN/RLAN Auth Protocol

Port Wired PMIPV6

00:00:15:01:00:01 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:02 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No No
00:00:15:01:00:03 NMSP-TalwarSIM1-2 Associated 1 Yes 802.1la
13 No Yes
00:00:15:01:00:04 NMSP-TalwarSIM1-2 Associated 1 Yes 802.11la
13 No No
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. show client summary

WIS, THRAAEZA TN Windows XP TV — 7 AT —2 3 DT _RTCDODITIFGAT LV Mo

T ol R LET,

(Cisco Controller) >show client summary WindowsXP-Workstation

Number of Clients in WLAN.........iiiiiiiiennnn. 0

MAC Address AP Name Status Auth Protocol Port Wired Mobility
Role

Number of Clients with requested device type..... 0
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show client wlan .

show client wlan

WLAN [ZBSE#fHT BN TWD 7 T4 7 FOERZFK T 521X, show client wlan 2~ > K
A LET,

show client wlan wlan_id [devicetype device]

*ﬁi@%ﬁﬂﬂ Wl(ll’liid 1 ~512 @ﬁ;{ﬁ]{ LAN %ﬁ%”%o
devicetype (EE) HRELIET A A 44 FDFATD

7 IAT Y e LET,

device TNA A LA T, =& zX, Samsung 7/ A
AR Windows XP UV —7 A7 — 3 > T7,

aAvYRFIHLE RL

avy FER Jy—=x TEAR
7.6 ZoawrRiE, VIV—RT6LHIOY UV —ATHAINE LT,

&Iz, show client wlan =~ > FOH B 2R L E T,

(Cisco Controller) > show client wlan 1

Number of Clients in WLAN.......tiiiiieenennenn. 0

(Cisco Controller) > show client devicetype WindowsXP-Workstation

Number of Clients in WLAN. .......iiuteimeneeennnn 0

MAC Address AP Name Status Auth Protocol Port Wired Mobility
Role

Number of Clients with requested device type..... 0
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. show cloud-services cmx summary

show cloud-services cmx summary

CMX 7 77 R Y —ERADERKZFK"T 521X, show cloud-services cmx summary =~ > R %
FHLET,

show cloud-services cmx summary

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy FERE 1)1y —= LEEHNE

8.3 Zoavwry RREAINE L,

WIZ, CMX 799 R —b 20OMEOH 2R L ET,

(Cisco Controller) >show cloud-services cmx summary
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show cloud-services cmx statistics .

show cloud-services cmx statistics

CMX 7 77 R ¥ —E RADOFHEREZFRT HI1Z1L. show cloud-services cmx statistics =~ >~
RZ2fEHALET,

show cloud-services cmx statistics

ZOawy NIZFBIEELEFZF— TV —FEH D £H A,

aATVRFIHLE AL
avy RERE Jjyy—=x FEHEHRR
83

Zoavwr FRHEASHE L,

WIZ, CMX 7 77 K —E2AOMEHEROF 2~ LET,

(Cisco Controller) >show cloud-services cmx statistics

showa<v>K:a~i .
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. show coredump summary

show coredump summary

arhkr—70ar X7 OEREFRRT HIZIE, show coredump summary =~ > R & ff ]
LET,

show coredump summary

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, show coredump summary 2~ > RO HHZ R L ET,

(Cisco Controller) > show coredump summary
Core Dump is enabled

FTP ServVer TP ...ttt ittt ittt ttetieeeeeeneenenn 10.10.10.17

FTP Filename. .« v ittt it it ttneeneeneenennenneenens filel

FTP USEINaAME . ¢ v v vttt vt vttt tennneeeennneeeennnnees ftpuser

FTP PasSSWOILA. ettt eeenneeeeennneeennnns KKK KK KK
BEavy K config coredump

config coredump ftp

config coredump username

. showa<v> K :a~i
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show country .

show country

HESNTWVAEEFR— NI TWHIER Y A 7 2R RT HITIEL, showeountry 2~ > R %
HHLET,

show country

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

WIZ, RESNTWDLEESFR— RSN TWDLEER Y A T ER T HH 2R LET,
(Cisco Controller) >show country

Configured COUNLIY. vt vt ittt n ittt tineinennenn United States

Configured Country Codes

US - United StateS....ieueeeeeeneneeenneeeennnn 802.11a / 802.11b / 802.11g

showa<v>K:a~i .
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. show country channels

show country channels

EESNTWLETYHHR— FENTWHEERY A 7 %9 521X, show country channels =
~v Rz LET,

show country channels

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

WIZ, RESNTWASEDOHE)RF F ¥ f NV ERKRT 562" L ET,

(Cisco Controller) >show country channels
Configured COUNLLY. vt v ittt i ittt ettt United States
KEY: * = Channel is legal in this country and may be configured manually.
Configured COUNLLY. vt v it i i ittt tinenennenn United States
KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
————————— =ttt -ttt -ttt —F—+—+—+-—
802.11BG
Channels 11111
12345678901234
————————— =ttt -ttt -ttt —F—+—+—+-—
US:A****A****A ..
————————— ==ttt -ttt -ttt -t -ttt -ttt -ttt -ttt -+ —+-
802.11A : 111111111111 1111
Channels : 3 33 4444455660001 1222334455%66
:46802468260404826048260293715
————————— =ttt -ttt -ttt -ttt -ttt -ttt -ttt -t -+ —+-
vs : . A .A.A.AAAAA* KKk K * FFFANANAATF
————————— ==ttt -ttt -ttt -t -ttt -ttt -ttt -ttt -+ —+-

. showa<v> K :a~i



| showaw>k a~i

show country supported

show country supported .

PAR—=FEINTWBEOA SV a DU A N2FRAT HIZIX, show country supported 2~ >

REMEHLET,

show country supported

X DA Zoawy RIS ELIZTF—TU—FiEH Y 8 A,

aATYRFI4LE AL

WIZ, TNTOYR— FAREY A b a2Fond 5027 LET,

(Cisco Controller) >show country supported

Configured COUNLIY. vt vt ittt n ittt tineinennenn United States

Supported Country Codes

AR = ATGeNtiN8. . .eeueeeeenneeeeenneeeennenennn 802.11a / 802.11b / 802.11g
AT = AUSETIAt ettt ettt ttieeeetneeeeennanennn 802.11a / 802.11b / 802.11g
AU = AUSETAli8. et ttneeetnnneeeeneneeennenennn 802.11a / 802.11b / 802.11g
BR = Brazil......eiiiiiiiiiininiiiineneenenn 802.11a / 802.11b / 802.11lg
BE — BelgiUM..'uueeeeeneeeeenneeeeenneeeennannn 802.11a / 802.11b / 802.11g
BG — BULGATI@. et eeetenneeeenneeeeeneeeeennannn 802.11a / 802.11b / 802.11g
CA = CANAGA. e ettt teee e ttiee e eteeeeeeneeeeennnn 802.11a / 802.11b / 802.11g
CH - Switzerland.........eeeeuuuooonnnnnnnnn. 802.11a / 802.11b / 802.1l1lg
CL = Chile. .ttt ittt ittt i 802.11b / 802.11g
L0 63 o o = 802.11a / 802.11b / 802.11lg
CO = COlOomMDIia. .o ee et eeeeeeeeeeeneneeenenennn 802.11b / 802.11g
CY = CyPTUS e ettt tteee e eteee e eemeeeeenaeeeennnn 802.11a / 802.11b / 802.11g
CZ - Czech RepubliC.....ciiiiiiiininnenenenennn 802.11a / 802.11b

DE = GeIMANY .+ v ettt teee e tteeeeeeneneeenaneeens 802.11a / 802.11b / 802.11g
DK = DeNMATK. et vttt teee e eteeeeeeneneeennneenns 802.11a / 802.11b / 802.11g
EE  — EStONia..uuuenettneeeenneeeeenneeeennanns 802.11a / 802.11b / 802.11g
ES = SPAIM .ttt ittt ettt et e et e e 802.11a / 802.11b / 802.11g
FI - Finland. ...ttt ittt inneeneneenns 802.11a / 802.11b / 802.11lg
FR = FraN GOt ues et tteeeeeenneeeeeneneeenneeennn 802.11a / 802.11b / 802.11g
GB - United Kingdom. ... .....euuuuuuuuunnnnnnnn. 802.11a / 802.11b / 802.1l1lg
GT = GAbralfar. v e vee e eeeeeeeeneeeeenneeennnnn 802.11a / 802.11b / 802.11g
GR = GBI e vttt teee ettt ttneeeeeneeeeennnn 802.11a / 802.11b / 802.11g
HK  — HONG KONG. et vttt tiee e ettmeeeeenaeeennnnn 802.11a / 802.11b / 802.11g
HU = HUNGAT Y ettt eee e teeeeeeeeeeeenaeeeennnn 802.11a / 802.11b / 802.11g
ID = INdONESIia. e vuineneneeenenenenenenenenens 802.11b / 802.11g
TE = Treland. .uu et neeeeenneeeeeneeeeennanns 802.11a / 802.11b / 802.11g
D oL = 802.11a / 802.11b / 802.11lg
I T = o= N 802.11a / 802.11b / 802.11g
ILO - Israel (OUtdOOIL) ....iuiiiniiinnnnnnennenns 802.11b / 802.11g
TS = Tceland..uu e et teneeeeenneeeeoneeeeennennn 802.11a / 802.11b / 802.11g
S e 802.11a / 802.11b / 802.11g
TP = JAPAN () ettt teee ettt ettt e 802.11a / 802.11b / 802.11g
T2 = Japan 2 (P) cu ittt e e e e 802.11a / 802.11b / 802.11lg
T3 = JaPaAN 3(U) vttt ittt ettt ettt et 802.11a / 802.11b / 802.11g
KR - Korea Republic (C) euvitrmeneeenneeeennnnnn 802.11a / 802.11b / 802.11g
KE - Korea Extended (K).....vuiiiininenenenennns 802.11a / 802.11b / 802.11lg
LT - Liechtenstein.......oueeeeeeneeeeenneeeennnn 802.11a / 802.11b / 802.11g
LT = LithUania. ... eeeeuneeeeeneneeennneeennnn 802.11a / 802.11b / 802.11g
LU — LUXEMDOULG . ¢ vttt vt veeeesesoeenenenenenennn 802.11a / 802.11b / 802.11lg
LV = LaAEViG e ettt teee ettt eteee e eeneeeeennnn 802.11a / 802.11b / 802.11g
MC = MOMBCO . t e v e et teee e eeeeeeenneeeennneeeens 802.11a / 802.11b / 802.11g
L 1= B 802.11a / 802.11b / 802.11lg

showa<v>K:a~i .
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. show country supported

MX = MeXICO. ittt ittt ettt et 802.11a / 802.11b / 802.11lg
MY = MalaysSia...o.weewiiiiiniin it innennennnn 802.11a / 802.11b / 802.11lg
NL - Netherlands.......o.ouiuiiiiiiiiiiinnnneeennn 802.11a / 802.11b / 802.11lg
NZ - New Zealand......ui ittt nneeeeennneeennn 802.11a / 802.11b / 802.11lg
NO = NOTWaAY e ettt ettt tteenneeeeeneeeeennneeeens 802.11a / 802.11b / 802.11lg
PA = PANAMA .+ et ettt te o teeee e eeeeeeeeeeennennan 802.11b / 802.11g
L L T 802.11b / 802.11g
PH = PhilipPineS. .. eunnne e, 802.11a / 802.11b / 802.11g
PL = Poland....eiiiiiiiittinneeeieenneeeennneens 802.11a / 802.11b / 802.11lg
PT — Portugal......uiuiiiiiiiiiiinnneeiennnnens 802.11a / 802.11b / 802.11lg
RU - Russian Federation..........ooeeueeennennenn 802.11la / 802.11b / 802.11g
RO = ROMANIA .t ettt ettt ettt ettt teeeeenennn 802.11a / 802.11b / 802.11lg
SA - Saudi Arabia. ...t e e 802.11a / 802.11b / 802.11lg
SE = SWEAeM. ittt ittt ittt ittt ittt 802.11a / 802.11b / 802.11lg
SG = SINgAPOT . vt ittt ittt e e e 802.11a / 802.11b / 802.11g
ST = Slovenia. ...ttt ittt 802.11a / 802.11b / 802.11lg
SK - Slovak REpUDLLIC. . ittt it ieennennnn 802.11la / 802.11b / 802.11g
TH - Thailand.......eiiiiiiin it inninnennenn. 802.11b / 802.11g
TR = TULKEY e ettt et ettt te e te et eeeeeeeennenn 802.11b / 802.11g
I e 2T o 802.11a / 802.11b / 802.11lg
UA =~ UKkradne. ...ttt ittt it i ieieenn 802.11a / 802.11b / 802.11lg
US - United States......iuiiiiiiiiiiininnennenn. 802.11a / 802.11b / 802.11lg
USL - United States (LegacCy) «veeveweeweennennnnn 802.11la / 802.11b / 802.11g
USX - United States (US + chanl65).............. 802.11a / 802.11b / 802.11lg
VE = VeNEZUELA . v vttt ittt tee it eteeeeeeeeennenns 802.11b / 802.11g
ZA - South Africa.....c..eiiiiiiiiiiiiiiiin. 802.11a / 802.11b / 802.11lg

. showa<v> K :a~i
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show cpu .

show cpu
BIfED WLAN =2 b v — 7 @ CPU FI =g 2 KT HI2IE, showepu 2~ RAEMEH L E
T
show cpu
XD IR FIZFEIEERITZF—Y—NIdb v A,
avy FEE J1y—= EERNE
7.6 Zoavry RNE VY —A76 LAETOY Y —ATHAINE L,

WIZ, show cpu =~ > RO B Z R L ET,

(Cisco Controller) > show cpu
Current CPU load: 2.50%

showa<v>K:a~i .
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. show custom-web

show custom-web

T _TD Web FRFEN A X~ A AR EFRT HITIL, show custom-web =~ FEHEHL F
7,

show custom-web all remote-lan guest-lan sleep-client webauth-bundle wlan

BX DA all FT AT D Web GRAED T A Z ~ A XFHaERRLET,
remote-lan WLAN Z'& D Web BFED T A & < A AfFAEFrs LET,
guest-lan A RNLAN Z & D Web BFED N A X~ A AfEREFRLET,
sleep-client FTRTD Web BAED AU —FIRED 7 T AT b = MDY~ —%F
~LUET,

webauth-bundle Web FRFE/ N FALONEZERRLET,

wlan WLAN Z & @D Web ZBIEDOH A X~ A4 AfEREFRLET,
avy FERE Jy—2= ERERE
7.6 Zoa<wy KL, 76 LEIOV ) —ATEAINE LT,
8.2 Zoavwy RREEIN, T, UE— K LAN, 2 F LAN, 2V —
T IT AT b, web REENY KL, BELOYWLAN O — T — R8BI
INF L,

&IZ. show custom-web all =~ > ROHAFHZ R LET,

(Cisco Controller) > show custom-web all

Radius Authentication Method..................... PAP

CiSCO LOGO . ittt ettt e ettt ettt ettt eeeeenennen Enabled
CUSEOMLOGO . 4 v vttt ittt ettt ettt ettt nneeeeeeees None

CUuStOom Title . ot i ittt ettt i eeeeenen None

CUSEOM MESSagE . v ittt ittt ettt ettt tnnteeeeees None

Custom Redirect URL.....iiiiiiiinnennennennennns None

Web Authentication Type......uiiiiiniininnennenn. Internal Default
LOGOUL ~ PO U « ¢ v v vttt ettt ettt ittt Enabled

External Web Authentication URL...........cvuen.. None

. showa<v> K :a~i
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show database summary .

show database summary

T A RXR—=ADFE KT~ EAEFRT HIZIE, show database summary =~ > RZHH L
R

show database summary

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

KIZ. show database summary =~ > ROz L ET,

(Cisco Controller) > show database summary

Maximum Database Entries............ciiiiiinen.. 2048
Maximum Database Entries On Next Reboot.......... 2048
Database Contents
MAC Filter Entries......c.iiiiiiiiiininnennnn. 2
Exclusion List Entries..........ciiiiiion.. 0
AP Authorization List Entries................ 1
Management USErS. ...ttt iineeeennnneeennnnns 1
Local Network USerS. ...t inneeenennneens 1
LoCal USErS. it iiiettiinneteeenneeeeennns 1
GUESET USEIS .t iiiii it iiiieteenneeeennnns 0
0 = 5
BEavy K config database size

showa<v>K:a~i .



. show dhcp

show dhcp

showav> F:a~i |

P8 Dynamic Host Configuration Protocol (DHCP) #— 3% E % &£~ 9 5H1Z1%, show dhep =~
YR LET,

show dhcp {leases | summary | scope}

X DA leases YU THNZDHCP ) — A& £ RLET,
summary DHCP ERIfF#RE R R L ET,
scope ZPDAa—70 DHCP {FRARRTHAa—
7' DAL,
ARUR T4 AL
avy RERE 1)) —= EEANRE
7.6 Zoawry R V=276 LHEIOY Y —ATHAShE L,

WIT, B Y THNTZDHCP V — A &R D62 R L ET,

(Cisco Controller) >show dhcp leases
No leases allocated.

KIZ, DHCP Gz £ d D6l L ET,

(Cisco Controller) >show dhcp summary
Scope Name Enabled Address Range
003 No 0.0.0.0 -=> 0.0.0.0

WIZ, A=3—7003 @ DHCP & £nT 20 %2R LET,

(Cisco Controller) >show dhcp 003

Enabled. ..ot e e e e e No

Lease TimMe. . v it ii et ittt et e eeeneeeeeenannnnns 0

POOLl Start..v.iii ittt ittt e 0.0.0.0

POOL ENd. i ii i ittt ittt ettt tieeneeenennns 0.0.0.0

LS 2 0.0.0.0

LS 1 E= 0.0.0.0

Default ROULEIrS. ..ttt ittt et tenneeennnnns 0.0.0.0 0.0.0.0 0.0.0.0
DNS DOMaIN . ¢ vt ittt ittt et tteeeeeeseenaeesnennns
)11 0.0.0

.0.0 0.0.0.0 0.0.0.0
0.0.0 0.0.0.0 0.0.0.0

. showa<v> K :a~i
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show dhcp proxy .

show dhcp proxy

DHCP 7' 0 % LB D AT —# A % KR T HIZIE, show dhep proxy =2~ REEH L ET,

show dhcp proxy
= OE L Zoa<wy RZFSIEELEFTF—U—REH D THA,
AU RTFI4ALE  EL
avy FERE )y—= EENE
7.6 ZoawryNE, V=276 LEIOY Y —ATHAShE L,

KIZ, DHCP 7’0 % UIHFHD AT — X A Rm-T 50~ LET,

(Cisco Controller) >show dhcp proxy

DHCP Proxy Behavior: enabled

showa<v>K:a~i .



showav> F:a~i |
. show dhcp timeout

show dhcp timeout
DHCP % A A7 7 ME#ZFE/RT HIZIL. show dhep timeout =~ > RAMH L £,

show dhcp timeout

XD o<y NIEBIEEIIF—U—Rizdb v T8 A,

ATV RFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 ZoawrRiE, VIV—RT76LHIOY UV —ATHAINE LT,

KRIZ, DHCP Z A L7 U MEAZR R T 612" L ET,

(Cisco Controller) >show dhcp timeout

DHCP Timeout (seconds) ..........c.oeeu.. 10

. showa<v> K :a~i
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show dtls connections .

show dtls connections

Datagram Transport Layer Security (DTLS) ¥ —/ XD A7 — & X% K/RT HIZIL, show dtls
connections =~ > RZ&{HH L £9°,

show dtls connections

QO L Zoawy RZFBIEELEF—UY—REH D A,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

KIZ . show dtls connections ==~ > FOHFIHI 2R L E T,

Device > show dtls connections

AP Name Local Port Peer IP Peer Port Ciphersuite

1130 Capwap Ctrl 1.100.163.210 23678 TLS_RSA WITH AES 128 CBC_SHA
1130 Capwap Data 1.100.163.210 23678 TLS_RSA WITH AES 128 CBC_SHA
1240 Capwap Ctrl 1.100.163.209 59674 TLS_RSA WITH AES 128 CBC_SHA

showa<v>K:a~i .



. show exclusionlist

showav> F:a~i |

show exclusionlist

Z @ Cisco Wireless LAN Controller |IZ7 Y T — h INTW5, F#EIRANV AN (T 97U R
K EOFTRTOII7A47 0 NOBENZFRRT HIZIE, show exclusionlist =~ > REFH L E
7,

show exclusionlist

T DI Zoawy RIEBIEELIEXF—U—FEbH Y A,
ARVRFIFAL RL
avy RERE )1)—= EENE
7.6 Zoa~vy X, VU —RA76LFIOY Y —2A

FREDHA KS14 Y

BEaT YR

THAShE L,

Zoa<wy NI, FEITHRASINTEZTXTOMACT RLAEERLET,

Wz, BRAY R PRI 02 R LET,

(Cisco Controller) > show exclusionlist
No manually disabled clients.
Dynamically Disabled Clients

MAC Address Exclusion Reason Time Remaining (in secs)

00:40:96:04:82:55 802.1X Failure 51

config exclusionlist

. showa<v> K :a~i



| showaw>k a~i

show flexconnect acl detailed .

show flexconnect acl detailed

FlexConnect 7 7 Z A2 2> hu—/L U X @M~ U — %K 51Z1%. show flexconnect
acl detailed =~ > RZFEHALE7,

show flexconnect acl detailed acl-name

X DA acl-name TUEAary ho—L U R RDOLRH,
ATV RFI4+LE RL
avy FEE )1)—2 EERAE

7.6 ZoawryRiE, VIU—RAT76LUARIOV UV —ATEHAINE LT,

RIZ, FlexConnect DFffll ACL #F/RT AH &R L FE T,

(Cisco Controller) >show flexconnect acl detailed acl-2

showa<v>K:a~i .
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. show flexconnect acl summary

show flexconnect acl summary

FlexConnect D7 7 EARA L hOFTXTOT 78R a2y ha—)L YA OY< ) —&2RKRT
%1Z1%. show flexconnect acl summary =~ > &2 H L £,

show flexconnect acl summary

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

RIZ. FlexConnect ACL D¥~ U —%FKRTBHHERLFET,

(Cisco Controller) >show flexconnect acl summary

ACL Name Status

acll Modified
acllo Modified
acll00 Modified
acllol Modified
acll02 Modified
acll03 Modified
acllo4 Modified
acll05 Modified
acllOe6 Modified

II showa<v> K :a~i
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show flexconnect group detail .

show flexconnect group detail

FlexConnect 7 /L — 7 OFEfl &2 7779 5 121X, show flexconnect group detail =~ > K& L
£

show flexconnect group detail group name [module-vlan | aps]

TR group _name FlexConnect 27 /L — 27" D4 Hij,
module-vlan 7' N—"7N®D FlexConnect 2 — /L A A »F

VI DAT—HZ AL VLANID ZERLET,

aps FlexConnect 7 /L —7"D—H T2 AP DV A
NeFRRLET,
avy FERE Jiy—=x EEAR
7.6 ZoavryRNE, V=276 UHIOY Y —ATHAINE LT,
8.1 module-vlan 33 X N aps /X7 A —Z B SvE LT,

RIZ, FEED FlexConnect 7 /L — 7 IZBHT 2 5EMIE R = R - 012~ L ET,

(Cisco Controller) >show flexconnect group detail myflexgroup
Number of Ap’s in Group: 1

00:0a:b8:3b:0b:c2 AP1200 Joined

Group Radius Auth Servers:

Primary Server Index .........cevuivueuneen. Disabled
Secondary Server INdeX .....eeeeeeennneens Disabled

showa<v>K:a~i .
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. show flexconnect group summary

show flexconnect group summary

FlexConnect 7 /V— 7 DD U A %K $ 5121, show flexconnect group summary =~ >/
NEFERHLET,

show flexconnect group summary

XD IR FIZFBIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

KIZ, FlexConnect 7 /L—7"DgH DV A &R T D62~ L ET,

(Cisco Controller) >show flexconnect group summary
flexconnect Group Summary: Count 1

Group Name # APs

Group 1 1

II showa<v> K :a~i
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show flexconnect office-extend .

show flexconnect office-extend

FlexConnect <& — R ® OfficeExtend 7 7 & A iR A » MZET AR A2F T HIT1E. show
flexconnect office-extend ==~ > R&Z L £,

show flexconnect office-extend {summary | latency}

B DEREA summary 3T ? OfficeExtend 7 7 E A FA > kDY
AREFRRLET,
latency OfficeExtend 7 7 B A IRA > DY o 7 RIE
PHERFLUET,

aATYRFIHLE AL

av Yy FERE Jjyy—= TEAR
7.6 ZoawrRE, VYV—RAT6LHEIOY UV —ATHEAINE LT,

KIZ . FlexConnect officeExtend 7 7 Z A iRA > b DU A MBI 5 FHREFTRT D4
R LET,

(Cisco Controller) >show flexconnect office-extend summary
Summary of OfficeExtend AP

AP Name Ethernet MAC Encryption Join-Mode Join-Time
AP1130 00:22:90:e3:37:70 Enabled Latency Sun Jan 4 21:46:07 2009
AP1140 01:40:91:b5:31:70 Enabled Latency Sat Jan 3 19:30:25 2009

RIZ ., FlexConnect officeExtend 77 B R iRA » b DY 7 BIEA R RT B2 RLE
bd_‘o

(Cisco Controller) >show flexconnect office-extend latency
Summary of OfficeExtend AP link latency

AP Name Status Current Maximum Minimum
AP1130 Enabled 15 ms 45 ms 12 ms
AP1140 Enabled 14 ms 179 ms 12 ms

showa<v>K:a~i II



. show flow exporter

showav> F:a~i |

show flow exporter

Ju— T AR—FOFME I EHER 2 T T D121, show flow exporter =< > K& {#
ALET,

show flow exporter {summary | statistics}

B DEREA

summary 7 o— =7 AR—F DEHEERLET,

statistics  XE SN/ b a— FERREDO L a— FORERHERE, 77—/ AR =20
etz Fr LET,

aAvYRFIALE AL
avy FERE )1y—= TERNE
7.6 Zoavry N, V=R 76 URIOY V-2 THASNE LT,

&IZ. show flow exporter summary =~ > KOH 1%~ L 5,

(Cisco Controller) > show flow exporter summary
Exporter-Name Exporter-IP Port

expol 9.9.120.115 800

. showa<v> K :a~i
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show flow monitor summary .

show flow monitor summary

NetFlow & =% Oiffl &2 Fr9 % 1Z1X. show flow monitor summary =~ > K& L F7,

O Zoavy RIZIFBIERERITF—U— REH Y FHA,

aAvYRFIANLE AL

avy FER Jjy—= EENE
7.6 Zoa<wrRNE, VU —RT76LEIOY V—ATEHAINE LT,

FELEOHA KS4 > NetFlow L a— RKDE=4V 7B LT 7 AR — FINMS £ 7213 Netflow 7347 — /L & D
AR ENET,

&IZ. show flow monitor summary O H /)% 7~k L E 7,

(Cisco Controller) > show flow monitor summary
Monitor-Name Exporter-Name Exporter-IP Port Record Name

monl expol 9.9.120.115 800
ipv4d_client app flow_ record

showa<v>K:a~i .
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. show guest-lan

show guest-lan
FEEDHBT A N LAN OFXE X T T 511X, show guest-lan =~ > FE2FEH L £,

show guest-lan guest lan_id

X DA guest_lan_id BN L7-A87 A LAN @ 1D,
ATV RFI+LE BL
avy FER J1)y—2 EENE

7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

FEREDHA KSqy TV Fa—JICRESNTNDLTXTOHABT A b LAN 257537 5I121E, show guest-lan
summary 2~ > RZEH L F9,

I, show guest-lan guest lan_id =~ > KOHIHl &R L E£9,

(Cisco Controller) >show guest-lan 2

Guest LAN Identifier......... it 1

Profile Name. ..ottt it ettt ettt guestlan
Network Name (SSID) v v v it i it e et eeeeeeeneennnns guestlan

S o Enabled
AAA Policy Override..... ..ottt Disabled
Number of Active Clients.........ciiiiiiiinn.. 1
Exclusionlist Timeout........ciiiiiinnnnnnn. 60 seconds
Session TimeoUL .. v vt i it ittt ittt eieeeenn Infinity
INLEerface . i ittt et e e e e e e e wired
Ingress Interface. ... ...ttt wired-guest
L2 N unconfigured
DHC P SEr Vet v v ittt ettt ettt ettt ettt neeeeeennns 10.20.236.90
DHCP Address Assignment Required............... Disabled
Quality o0f Service. ...ttt Silver (best effort)
Security

Web Based Authentication................... Enabled

AC Lt v e e et e e e e e e e e e e e e e e Unconfigured
Web-Passthrough....... ... Disabled
Conditional Web Redirect..............c.... Disabled

AULO ANChOT . ittt ittt e et e e i e eee Disabled

Mobility Anchor List
GLAN ID IP Address Status

. showa<v> K :a~i



| showaw>k a~i
show icons summary .

show icons summary

VATADT Ty a ARVIHFET DT A 2 OMEEZRRT 5121, showiconssummary
av s REEHLET,

show icons summary

X DERHA Zoawy RITIIBIEEFITF—T— FiIdH ) TR A,

aRVRFILLE L

avy FERE Jyy—x ZTEARE
Jy—= ZDavwy RBEAINELE,
8.2

RIZ, show icons summary =~ > ROl 2R L ET,

Cisco Controller > show icons summary

Icon files (downloaded) in Flash memory

No. Filename Size
1. dhk icon.png 120694
2. myIconCopyl.png 120694
3. myIconCopy?2.png 120694

showa<v>K:a~i .



showav> F:a~i |

. show ike
show ike
TIT AT H =%y b F—=5H (IKE) E¥x=2UT 4 7/ — a3 (SA) ZFR
T A5121%. showike =~ > RZHHAL £,
show ike {brief | detailed} [P or MAC address
X NN brief T_XTDOT 7T 4 772 IKE SA D72~
V—%FRLET,
detailed T _XTOT 77 4772 IKE SA O/~
V—%aRr-LET,
IP_or MAC address 775 477 IKESA D IP £721Z MAC 7 R
L,
aATURFI+LE L
av Y FER Jiy—= EENA
7.6 Zoa<=y R, VY —RT76LETOY Y —=

TEAINE L,

WIS, TITATRAVE—FRy NX =Rt X=2 )T 4 T/ m—Ta U ERRT
L &R LET,

(Cisco Controller) > show ike brief 209.165.200.254

. showa<v> K :a~i



| showaw>k a~i

show interface summary .

show interface summary

VAT AA B =T oA AODY <Y —iEMi AR AT 521X, show interface summary =~ > R
EEHALET,

show interface summary

T DIl ZOawy RIZEBIEELITF—T— REH VY £H A,
ATYR T4 BL
av Y FRERE J1)y—2 EERNE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A
THEAINE L
8.0 o=y NiEEH I, IPve BEOTEM &

FRTBHLOITRYFE L,

Wiz, a—hVIPvd A o B2 —T =2 A ZADY <V —OHEZRLET,

(Cisco Controller) > show interface summary

Number of Interfaces..............iiiin.n. 6

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
dyn59 LAG 59 9.10.59.66 Dynamic No No
management LAG 56 9.10.56.60 Static Yes No
redundancy-management LAG 56 0.0.0.0 Static No No
redundancy-port - untagged 0.0.0.0 Static No No
service-port N/A N/A 2.2.2.2 Static No No
virtual N/A N/A 1.2.3.4 Static No No

WIZ, a—HVIPv6 A v HZ—T =2 A ZADY < —OFZ R LET,

show ipv6 interface summary

Number of Interfaces...........iiiiiiiiinnnnn. 2

Interface Name Port Vlan Id IPv6 Address/Prefix Length

management LAG 56 fe80::224:97ff:fe69:69af/64
LAG 56 2001:9:10:56::60/64

service-port N/A N/A fe80::224:97ff:fe69:69al/64
N/A N/A ::/128

showa<v>K:a~i II



. show interface detailed

showav> F:a~i |

show interface detailed

VAT A AUH—T oA ADFEMEFRIRT HI2IE, show interface 2~ R&2fEHA L F T,

show interfacedetailed {interface name | management | redundancy-management |
redundancy-port | service-port | virtual}

X DR detailed PR A =T o AEWRERRLET,
interface_name FEMFRROAL B —T oA AL,
management FEMIZRREERA 4 — 7 o A AMEWME RS L
7,
redundancy-management FEMRTTEEEA VX — 7 = AEREFR
]\_/i‘j_‘o
redundancy-port R TUE R — MEREERLET,
service-port FE Y —E A R— MEHREERLET,
virtual FEMZR S — N A A H—T = A A
HEFRLET,
ARV RFI+LL RL
avy FERE )1)y—Xx ETEAR
7.6 Zoawy RiE, VU —RT76LGEIOY U —2A
TEAINE L,
8.0 ZDawy RiEY U —R80 THEH . IPV6

BEOEMAR TR T DL IR L,

WIS, FMRA o F =T = AEMERTTT HP 2R L ET,

(Cisco Controller) > show interface detailed management

Interface Name. ...ttt ittt ittt nneeeenn management

MAC AdArESS . vt i ittt et tieteeeneeneeneenennens 00:24:97:69:69:af

I SN L s O = 9.10.56.60

IP NetmasK. o v ettt it ittt e it e et i e i e 255.255.255.0

TP Gal WA e vt vttt ettt ettt e teeen et e 9.10.56.1

External NAT IP State......eiiiiiininninnnenns Disabled

External NAT IP AddresSS. ... iueeiinnennenneenenns 0.0.0.0

Link Local IPV6 AddresSS.....ueei i innennenneenns fe80::224:97ff:fe69:69af/64
ST AT E vttt e ettt e i e e e e e REACHABLE

Primary IPV6 AdAreSS. ... e eeneeneeneeneennennenn 2001:9:10:56::60/64

ST AT E vttt e ettt e e e e e e e REACHABLE

Primary IPVO GateWay. ... e v oo e enneeneeneenenn fe80::aeal:16ff:fedf:2242
Primary IPv6 Gateway Mac AddressS.........c.eeeue.. ac:a0:16:4£:22:42

. showa<v> K :a~i



| showaw>k a~i

show interface detailed .

S AT v ittt e et et i e e e e e e, REACHABLE
0 56
Quarantine-vlan........oiu it ittt ittt 0
NAS-Identifier. vttt ittt i ieeeens Buildingl
Active Physical Port......c..oeiiiiiiiiiininnnnnnn LAG (13)
Primary Physical Port........c.u.iiiiiiiinninnennnnn. LAG (13)
Backup Physical POrt......iiiiiitiinnnnennennns Unconfigured
DHCP Proxy MOdE. ... iiiiiiiiiiittennnneeeennneees Global
Primary DHCP SEIVET ...ttt it ittt tteteeeeeennennenn 9.1.0.100
Secondary DHCP SeIrvVer.....iiiiet it eennnneens Unconfigured
DHCP Option 82. ..ttt ittt ittt i eieenenn Disabled
DHCP Option 82 bridge mode insertion............. Disabled
T N Unconfigured
2 TN Unconfigured
mMDNS Profile Name. ... iiii it tnnenneenennennens Unconfigured
B = o F= K = Yes

Guest Interface........ .., No

L2 Multicast..u. it ittt ittt Enabled

GE)

—H#BD WLAN =2 b —F %, MR- R 1 OLE RSNV LRHY 3
D, ZAUTEAR— R 1 DLW TT,

WIZ, FEMRITTREHA V2 — 7 = A AFRERTRT 202 L ET,

(Cisco Controller) > show interface detailed redundancy-management

Interface Name. ..o vttt ittt ittt ittt i ennnnnenenns redundancy-management
MAC AdAILeSS . i vttt 88:43:el:7e:0b:20
I SN L ot Y = 209.165.201.2

WIS, FHEMRITURAN— Mtz £ 2612~ LET,

(Cisco Controller) > show interface detailed redundancy-port

Interface NamMe. .« v ittt ittt teeeeeeeeeeneeennenns redundancy-port
MAC AdQr eSS e vt i ittt ettt eeneseeseneesesanneneess 88:43:el:7e:0b:22
I SN L ot Y = 169.254.120.5

WIZ, FEMZRY —E R R— MEBRERRT 02 L ET,

(Cisco Controller) > show interface detailed service-port

Interface Name. ..ttt ittt ittt eneeeeeeeennsnnss redundancy-port
MAC AddrESS . i v i it teeeeeeeeeeeeeeeeeeesonneenneas 88:43:el:7e:0b:22
I o o B = = 169.254.120.5

W, TR — T oA A o F—T oA AEREFRT D02 R LET,

(Cisco Controller) > show interface detailed virtual

Interface NamMe. @ittt ittt teeeeeeeneeeeeeneeens virtual

MAC AddrESS . i v ittt teeeeeeeeeeeeeneeeeeenneeeeeas 88:43:el:7e:0b:20
I = o o Bl = = N 192.0.2.1

Virtual DNS HOST NamMe. . ... eettteeeeeeenneenens Disabled

showa<v>K:a~i II



showav> F:a~i |
. show interface detailed

AP MaANage T e v i vt it it et et et ettt ettt No
Guest Interface. ...ttt ittt teteeteeeeneneas No

showa<v> K :a~i




| showaw>k a~i

show interface group .

show interface group

VAT LA B =T oA R T N—TOFMAER AT HIZIE, show interface group =~ K&
FEHLET,

show interface group {summary | detailed interface group name}

¥ESTDERA summary O—H) A B =T A AT IN—TOEK %
For LET,
detailed TR B —T oA A TN—TEREFR
l/\ij"o
interface_group name MR ROA LB —T o A T IV—T4,
IRV R FI+ALL BL
avy FERE )y—x TEAR
7.6 Zoa<wr Rk, VU —RAT76LEIOY Y —A

TEAINE L,

WIZ, A= N A B =T oA AT N—TDENERRT L2 LET,

(Cisco Controller) > show interface group summary

Interface Group Name Total Interfaces Total WLANSs Total AP
Groups Quarantine

mygroupl 1 0 0 No
mygroup2 1 0 0 No
mygroup3 5 1 0 No

W, FEMIRA =T =2 A TN—TIHEREFTT DB 2R L ET,

(Cisco Controller) > show interface group detailed mygroupl

Interface Group Name. .. .o i ittt ittt e e eenenenennns mygroupl
QUATANTINE ittt e e e e e e e e e e e e e e e No

Number of Wlans using the Interface Group........ 0

Number of AP Groups using the Interface Group.... 0

Number of Interfaces Contained................... 1

mMDNS Profile Name. ...ttt inn i neeneeneenenn NCS12Prof

Interface Group Description............cceeeeee... My Interface Group
Next interface for allocation to client.......... testabc

Interfaces Contained in this group .............. testabc

Interface marked with * indicates DHCP dirty interface

showa<v>K:a~i .



showav> F:a~i |
. show interface group

Interface list sorted based on vlan:
Index Vlan Interface Name

0 42 testabc

. showa<v> K :a~i



| showaw>k a~i

show invalid-config .

show invalid-config

MELIZREY 7 A VNOER SN2~ RE TR 23R EM 2 MR T 521X, show
invalid-config =~ > K& H L 7,

show invalid-config

QO L Zoawy RZFBIEELEF—UY—REH D A,
ARV RFI+LL  BL
avy FERE J1)y—=x EENE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—RATHEAINE LT,

FEREDHA K4V

Z@a< R, clear config ¥ 7213 save config =~ > RORIZOHRANTHZ ENTEE
@—O

IZ. show invalid-config =~ > RO Bz R L £7,

(Cisco Controller) > show invalid-config
config wlan peer-blocking drop 3
config wlan dhcp server 3 192.168.0.44 required

showa<v>K:a~i .



showav> F:a~i |
. show inventory

show inventory

Cisco Wireless LAN Controller DB 7214 > X F U #F/x9 51Z1E, show inventory =2~ >
NEfERLES,

show inventory

KT EEH Zoavwy NIEBIEERLITF—TU—NEdb Y £HA,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

. showa<v> K :a~i



| showaw>k a~i

show IPsec

show IPsec .

TITATAZ—Fy hFabalttxalT 1 (IPSec) EXalUT 47 Vvo—g
v (SA) #FEFRT DL, showIPsec =~ REfEHA L £,

show IPsec {brief | detailed} IP or MAC address

BXDEREA

brief

775 4 772 IPSec SA DffiE s~ —%&FK
R~RLET,

detailed

T 75 4 772 IPSec SA DEEffiZ e~ ) — &%
RLET,

IP or MAC address

FNRAZDIPT RUAEZIIMACT KL A,

aAvYRFIHLE RL
avy FERE Jjy—= TEAR
7.6 Zoa<wy Rk, VY —RT6LETOY U —=

BEav> K

TEAINE L,

WIZ, FATPDOA 2 Z—F% vy b Frbalvx=2UF 1 (IPSec) Ex=UTF 4 7V
vE—ar (SA) T LM RERER RS D0 E R LET,

(Cisco Controller) > show IPsec brief 209.165.200.254

config radius acct ipsec authentication
config radius acct ipsec disable

config radius acct ipsec enable

config radius acct ipsec encryption
config radius auth IPsec encryption
config radius auth IPsec authentication
config radius auth IPsec disable
config radius auth IPsec encryption
config radius auth IPsec ike

config trapflags IPsec

config wlan security IPsec disable
config wlan security IPsec enable

config wlan security IPsec authentication

showa<v>K:a~i .



showav> F:a~i |
. show IPsec

config wlan security IPsec encryption

config wlan security IPsec config

config wlan security IPsec ike authentication
config wlan security IPsec ike dh-group
config wlan security IPsec ike lifetime

config wlan security IPsec ike phasel

config wlan security IPsec ike contivity

. showa<v> K :a~i



| showaw>k a~i
show ipv6 acl .

show ipv6 acl

I PE—FICHREINTWAIPV6 T 7 X a2 ha—A U X~ (ACL) 2Fo7T 51213,
show ipv6 acl =~ > RZ{HEH L F9,

show ipv6 acl detailed {ac/ name | summary}

-3 qOE L); acl name IPv6 ACL D4R, 4RI 32 SCFLAN O 5
BraefifcxEd,
detailed FrE D ACL OFfAlEHZ R R L ET,

ARVRFIALE L

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wr RNE, VU—RT76LEIOY V—ATHAINE LT,

WIZ, 778 A2aryia—)L R NOFEMEREERTI0 2R LET,

(Cisco Controller) >show ipvé acl detailed aclé

Rule IndeX. ..ttt ittt ittt ittt it 1
DireCtion . ittt et e e e e e e e e Any
IPV6 SOULCE PrefiX.uuueeeeeeeeeeeeeeeeneeeeeeennn ::/0
IPv6 destination PrefiX....eeeeeeeeeeeeeeeeenennn ::/0
ProtOCO L. ittt et i e e e e e et e Any
Source POrt RaANGE. .t i i ittt ie ettt eeeeeeennnens 0-65535
Destination POrt RanNge. ... ..ot iiiiieeeennnneens 0-65535
175103 = Any
Flow label. ...ttt ittt i i e 0

N e o Permit
L 2o 0

Deny COUNEET . v ittt it ittt ettt ettt eeeeeennns 0

showa<v>K:a~i .



. show ipv6 summary

showav> F:a~i |

show ipv6 summary

BEDIPV6 27 4 X a b—a Vi ELA R AT D21, show ipv6 summary =~ K& ffi

}EH I_/\ij—‘o

show ipv6 summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
aATYRFI4LE AL
avy FEE )1)—2 EERAE
7.6 Zoavwy RiE, VU—RT76LUFIOY Y —ATHEASNE LT,

WIZ, show ipv6 summary =~ > ROl &2~ L E T,

(Cisco Controller)

>show ipv6 summary

Global Config.. vttt inienenennnnn Enabled
Reachable-lifetime value..........cvvvun.n. 30
Stale-lifetime value.......... o, 300
Down-lifetime value........viiiiiiinnennnn. 300

RA Throttling. ...ttt tinenennen Disabled
RA Throttling allow at-least................ 1

RA Throttling allow at-most................. no-limit
RA Throttling max-through................... 5

RA Throttling throttle-period............... 600

RA Throttling interval-option............... ignore
NS Mulitcast CacheMiss Forwarding........... Enabled
NA Mulitcast Forwarding...........c.oeveevn.. Enabled
IPv6 Capwap UDP Lite........iiiiiiinnenn. Enabled
Operating System IPv6 state ................ Enabled

. showa<v> K :a~i



| showaw>k a~i
show guest-lan .

show guest-lan
FEEDHBT A N LAN OFXE X FT 511X, show guest-lan =~ > FE2FEH L £,

show guest-lan guest lan_id

X DA guest_lan_id BN L7877 A LAN @ 1D,
ATV RFI+LE RBL
avy FER J1)y—2 EENE

7.6 Zoa<wr NI, VU —RT76LEIOY V—ATEHAINE LT,

FEREDHA KSqy TV P —JICRESNTNDLTXTOHABT A b LAN 25737 5121E, show guest-lan
summary 2~ > RZHEH L F9,

I, show guest-lan guest lan_id =~ > KOHIHlZ R L E9,

(Cisco Controller) >show guest-lan 2

Guest LAN Identifier......... it 1

Profile Name. ...ttt ittt ittt ettt guestlan
Network Name (SSID) v v v it i ittt eeeeeennennnns guestlan

S o 5 Enabled
AAA Policy Override. ... ...t iininennennnn Disabled
Number of Active Clients.........ciiiiiiinn.. 1
Exclusionlist Timeout........ciiiiiininnennen. 60 seconds
Session TimeoUL .. v vttt ittt it i tii e Infinity
INLerface . i ittt et e e e e e e e wired
Ingress Interface. ... ...ttt wired-guest
LN N unconfigured
DHC P SEr Ve e v v ittt ettt e et ettt e e et ineeeeeennns 10.20.236.90
DHCP Address Assignment Required............... Disabled
Quality o0f Service. ...ttt Silver (best effort)
Security

Web Based Authentication................... Enabled

AC Lt e e e et e e e e e e e e e e et e e Unconfigured
Web-Passthrough....... ... Disabled
Conditional Web Redirect............c..c.... Disabled

AULO ANChOT . .t ittt ittt et i e eee Disabled

Mobility Anchor List
GLAN ID IP Address Status

showa<v>K:a~i .



showav> F:a~i |

. show icons file-info

show icons file-info
TA ay RTRA—FEFRKRrT HITIX. showicons file-info =~ F&FEH L 7,

show icons file-info

B DEREA Zoavy FIBIEERITIF—U—FEdH 0 A,

ARV RTFIALE EL

2% FEE Jy—2  EERE
YU—x  Zoavyr FREASHELE,
8.2

&IZ. show icons file-info =~ > KO %2~ L E£9,

Cisco Controller > show icons file-info

ICON File Info:

No. Filename Type Lang Width Height
1 dhk icon.png png eng 200 300
2 myIconCopy2.png png eng 222 333
3 myIconCopyl.png png eng 555 444

. showa<v> K :a~i



| showaw>k a~i
show ipv6 acl .

show ipv6 acl

I PE—FICHREINTWAIPV6 T 7 X a2 ha—A U X~ (ACL) 2Fo7T 51213,
show ipv6 acl =~ > RZ{HEH L F9,

show ipv6 acl detailed {ac/ name | summary}

-3 qOE L); acl name IPv6 ACL D4R, 4RI 32 SCFLAN O 5
BraefifcxEd,
detailed FrE D ACL OFfAlEHZ R R L ET,

ARVRFIALE L

av Yy FERE J1y—=x ETERAR
7.6 Zoa<wr RNE, VU—RT76LEIOY V—ATHAINE LT,

WIZ, 778 A2aryia—)L R NOFEMEREERTI0 2R LET,

(Cisco Controller) >show ipvé acl detailed aclé

Rule IndeX. ..ttt ittt ittt ittt it 1
DireCtion . ittt et e e e e e e e e Any
IPV6 SOULCE PrefiX.uuueeeeeeeeeeeeeeeeneeeeeeennn ::/0
IPv6 destination PrefiX....eeeeeeeeeeeeeeeeenennn ::/0
ProtOCO L. ittt et i e e e e e et e Any
Source POrt RaANGE. .t i i ittt ie ettt eeeeeeennnens 0-65535
Destination POrt RanNge. ... ..ot iiiiieeeennnneens 0-65535
175103 = Any
Flow label. ...ttt ittt i i e 0

N e o Permit
L 2o 0

Deny COUNEET . v ittt it ittt ettt ettt eeeeeennns 0

showa<v>K:a~i .



showav> F:a~i |
. show ipv6 acl cpu

show ipv6 acl cpu
IPv6 ACL @ CPU #fffli & R/R7 5 121E, showipv6 aclcpu 2~ > RZHEH L E 7,

show ipv6 acl cpu

XD ZOa<y FITEFIBEZEZF—TU—F3db v A,

ARVREFIALL AL

av Y RER Jy—Xx EENAE
7.6 Zoa<wry RiE, V=76 LEIOY V—XTHEAINE LT,
8.0 Zoa<wy RiEIPve 7 RLAEREFR—FLET,

KIZ. show ipv6 acl cpu 2~ > ROH B ER L ET,

(Cisco Controller) > show ipv6 acl cpu

CPU ACL NaAmME .ttt ittt ettt eeeesnseeeeennnnnnns NOT CONFIGURED
Wireless Traffic..... ..., Disabled
Wired Traffic.... ..o Disabled

II showa<v> K :a~i



| showaw>k a~i
show ipv6 acl detailed .

show ipv6 acl detailed
IPv6 ACL OFffll &2 9 5 121%, show ipv6 acl detailed =~ > RZ2HH L £,

show ipv6 acl detailed

X DR ZOawy FIESIBEELITF -V —NEH Y A,

ATV RFIHLE AL

av Y RER Jy—Xx EENAE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHEASNE LT,
8.0 Zoa<wy RiEIPve 7 RL AR EFR—FLET,

IZ. show ipv6 acl detailed TestACL =~ > RO 1l &2~ L E T,

(Cisco Controller) > show ipvé acl detailed ddd

RULE TNAeX. . ittt ittt it ittt ittt i 1

DireCtiom. it ettt e e e e e e e Any

IPv6 source prefix.... ..t 2001:9:5:90::115/128
IPv6 destination prefixX.......oueeeeineennennennnn ::/0

2 ol @ X T T 6

Source POrt RaNge. ... i ittt ittt iiiieeeennneens 0-65535

Destination POXrt RANGE. ..t v it ittt ttnnnennennnnn 0-65535

L Any

2N e o Permit

[ oo ol 0

RULE TNAeX. .ttt ittt ittt ittt ittt e 2

DireCtiom. ittt it e e e e e Any

IPV6 SOULCE PrefiX.'ue'ueeueeeeeeeeeeeeneennennnn ::/0

IPv6 destination prefix..... ... 2001:9:5:90::115/128
2 ol @ X T 6

Source POrt RaNge. ... ii ittt tiiiieeennneens 0-65535

Destination POXrt RANGE. ..t v it ittt itnenennennnnn 0-65535

L Any

2N e o Permit

[ o ol 0

showa<v>K:a~i .



. show ipv6 neighbor-binding

show ipv6 neighbor-binding

showav> F:a~i |

a2 b —FIIRE SN IPV6 1A N— A T T T —HX 2 FoRkT 5T, show ipvée

neighbor-binding =~ > K& H L 7,

show ipv6 neighbor-binding { capture-policy |

port_number| vlanvian id} | features |
vian_id} | summary}

counters | detailed {mac mac address| port
policies | ra-throttle {statistics vian id | routers

BXDEREA

capture-policy

IPV6 X7 AN KT Avt— Fxy TFy
R v—%FRLET,

counters IPV6 X7 A MRy T B X TR LET
(VP E—RDH)

detailed IPV6 KA /= IS VT 4 U T T =T VR
LET,

mac HEDMACT RLADIPV6 A VT 4

T—7N T M) EFRRLET,

mac_address

HBEDOMACT RLADIPV6 NA T 4 0
F—JN o M) EFRRLET,

port

BEDR—MDIPV6 A VT 4T T —T )
TNV ERRLET,

port_number

RN— &S, LAGR—FDT 7 EBARA L b
FILLAGIZHR LT, ap Z ANJTEET,

vlan BFTED VLAN O IPv6 FA /N— A T 4
T T—=TON N ERRLET,

vian_id VLAN il 5o

features IPv6 7 A b 7Ry T REREREZ KR L E T,

policies IPv6 X7 AN Ry TORY > —%FRLE

T

ra-throttle

RA 2wy MUEHRERRFLET,

statistics RA Av v MKEHEREZ R TR L ET,
routers RA 22w MV L—X %FRLET,
summary IPV6 XA /N— A VF 4 T —T A ER

Liﬂ_o

. showa<v> K :a~i



| showaw>k a~i

show ipv6 neighbor-binding .

AR FIALE L
av Yy FERE )= ZEAR
7.6 Zoa<wr N, VU—=AT76UaIOY J—ATEASRE L,

FEREDAA RZA4 Y

DHCPv6 1 7 > 2%, IPv6 7V v ¥ F— FIZOABEH SN ET,
KIZ. show ipv6 neighbor-binding summary =~ > RO EZ R LET,

(Cisco Controller) >show ipv6é neighbor-binding summary

Binding Table has 6 entries, 5 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DDCP
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted access 0010:0rig trusted trunk 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
IPv6 address MAC Address Port VLAN Type prlvl

age state Time left

ND fe80::216:46ff:fe43:eb01 00:16:46:43:eb:01 1 980 wired 0005
2 REACHABLE 157

ND £fe80::9cf9:0009:blb4:1ed9 70:fl:al:dd:cb:d4 AP 980 wireless 0005
2 REACHABLE 157

ND fe80::6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0005
2 REACHABLE 203

ND fe80::250:56ff:fe8b:4a8f 00:50:56:8b:4a:8f AP 980 wireless 0005
2 REACHABLE 157

ND 2001:410:0:1:51be:2219:56c6:a8ad 70:fl:al:dd:cb:d4 AP 980 wireless 0005
5 REACHABLE 157

S 2001:410:0:1::9 00:00:00:00:00:08 AP 980 wireless 0100

1 REACHABLE 205

KIZ, show ipv6 neighbor-binding detailed =~ > RO /1 &R LET,

(Cisco Controller) >show ipvé neighbor-binding detailed mac 60:33:4b:05:25:ef
macDB has 3 entries for mac 60:33:4b:05:25:ef, 3 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, DH - DDCP

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted access 0010:0rig trusted trunk 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
IPv6 address MAC Address Port VLAN Type prlvl

age state Time left

ND fe80::6233:4bff:fel05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009
0 REACHABLE 303

ND 2001:420:0:1:6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009
0 REACHABLE 300

ND 2001:410:0:1:6233:4bff:fe05:25ef 60:33:4b:05:25:ef AP 980 wireless 0009

0 REACHABLE 301
RIZ. show ipv6 neighbor-binding counters =~ > RO ZRL £7,

(Cisco Controller) >show ipvé neighbor-binding counters
Received Messages

showa<v>K:a~i II



. show ipv6 neighbor-binding

NDP
NDP
NDP
NDP
NDP
NDP
NDP

Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect

Certificate Solicit
Certificate Advert

DHCPv6 Solicitation
DHCPv6 Advertisement
DHCPv6 Request
DHCPv6 Reply

DHCPv6 Inform

DHCPv6 Confirm
DHCPv6 Renew

DHCPv6 Rebind

DHCPv6 Release
DHCPv6 Decline
DHCPv6 Reconfigure
DHCPv6 Relay Forward
DHCPv6 Relay Rep

Bridged Messages

NDP
NDP
NDP
NDP
NDP
NDP
NDP

Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect

Certificate Solicit
Certificate Advert

DHCPv6 Solicitation
DHCPv6 Advertisement
DHCPv6 Request
DHCPv6 Reply

DHCPv6 Inform

DHCPv6 Confirm
DHCPv6 Renew

DHCPv6 Rebind

DHCPv6 Release
DHCPv6 Decline
DHCPv6 Reconfigure
DHCPv6 Relay Forward
DHCPv6 Relay Rep

NDSUPRRESS Drop counters

19
557
48

O O O O OO0 0O0oooo oo

19
471
16

O O O O OO0 0O0oooo oo

showav> F:a~i |

total silent ns_in out ns _dad unicast multicast internal

0 0 0 0 0 0 0

SNOOPING Drop counters

Dropped Msgs total silent internal CGA vfy RSA vfy limit martian

martian mac no trust not auth stop

NDP RS 0 0 0 0 0 0 0
0 0 0 0

NDP RA 0 0 0 0 0 0 0
0 0 0 0

NDP NS 0 0 0 0 0 0 0
0 0 0 0

NDP NA 0 0 0 0 0 0 0
0 0 0 0
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| showaw>k a~i
show ipv6 neighbor-binding .

NDP Redirect 0 0 0 0 0 0 0
0 0 0 0

NDP CERT SOL 0 0 0 0 0 0 0
0 0 0 0

NDP CERT ADV 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Sol 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Adv 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Reqg 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Confirm 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Renew 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Rebind 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Reply 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Release 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Decline 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Recfg 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Infreq 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Relayfwd 0 0 0 0 0 0 0
0 0 0 0

DHCPv6 Relayreply 0 0 0 0 0 0 0
0 0 0 0

CacheMiss Statistics
Multicast NS Forwarded
To STA O
To DS 0
Multicast NS Dropped
To STA 467
To DS 467

Multicast NA Statistics
Multicast NA Forwarded

To STA O

To DS 0
Multicast NA Dropped

To STA O

To DS 0

(Cisco Controller) > >

showa<v>K:a~i .



showav> F:a~i |

. show ipv6 ra-guard

show ipv6 ra-guard
RA H'— ROFEHE R 2R 521X, showipv6 ra-guard =~ > R&2H L £,

show ipv6 ra-guard {ap | wlc} summary

X DR ap Cisco7T 7 BAMNRA v bOFHMEFRLET,
wlc Cisco 2> hr—J DiFMEFR R LET,
summary RA 77— FOHEHERZ R R L ET,

ATV RFIFLE AL

av Yy FER Jy—2= EERE
7.6 Zoavwry NI, VU —AT76LIEIOY ) —ATHASNE LT,

&IZ. show ipv6 ra-guard ap summary =~ > RO ZR L ET,

(Cisco Controller) >show ipv6é ra-guard ap summary

IPv6 RA Guard on AP. ...t iiiiiinnnnnn. Enabled

RA Dropped per client:

MAC Address AP Name WLAN/GLAN Number of RA Dropped
00:40:96:09:4b:89 Bhavik 1130 1 pl3 2 19

Total RA Dropped ONn AP. ...ttt nnnnnenns 19

wIZ, =2 bur—F O RA T — FiaHERE 2T 2612 R LET,

(Cisco Controller) >show ipv6é ra-guard wlc summary
IPv6 RA Guard on WLC.....vviviinnnnenn. Enabled

. showa<v> K :a~i
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show ipv6 route summary

IPv6 /b— b D% ETE#H A2 F/RT HI21L. show ipv6 route summary =~ > R&2H L £9,

show ipv6 route summary

ZOawy FIESIBEELITF -V —NEH Y A,

show ipv6 route summary .

ATV RFIALE BL
avy FEE )1)—2x EEAR
8.0 ZOavwy NIV Y —R80 THAINE LK,

RIZ, show ipv6 route summary =~ > RO AOHIZRLET,

(Cisco Controller) > show ipv6é route summary
Number of ROULES. ..ttt ittt it e e 1

Destination Network PrefixLength Gateway

2001:9:5:90::115 /128 2001:9:5:91::1

showa<v>K:a~i .



. show ipv6 summary

showav> F:a~i |

show ipv6 summary

BEDIPV6 27 4 X a b—a Vi ELA R AT D21, show ipv6 summary =~ K& ffi

}EH I_/\ij—‘o

show ipv6 summary

X DA Zoawy RIZEBIEELIIF—TU—FiEH 0 8 A,
aATYRFI4LE AL
avy FEE )1)—2 EERAE
7.6 Zoavwy RiE, VU—RT76LUFIOY Y —ATHEASNE LT,

WIZ, show ipv6 summary =~ > ROl &2~ L E T,

(Cisco Controller)

>show ipv6 summary

Global Config.. vttt inienenennnnn Enabled
Reachable-lifetime value..........cvvvun.n. 30
Stale-lifetime value.......... o, 300
Down-lifetime value........viiiiiiinnennnn. 300

RA Throttling. ...ttt tinenennen Disabled
RA Throttling allow at-least................ 1

RA Throttling allow at-most................. no-limit
RA Throttling max-through................... 5

RA Throttling throttle-period............... 600

RA Throttling interval-option............... ignore
NS Mulitcast CacheMiss Forwarding........... Enabled
NA Mulitcast Forwarding...........c.oeveevn.. Enabled
IPv6 Capwap UDP Lite........iiiiiiinnenn. Enabled
Operating System IPv6 state ................ Enabled

. showa<v> K :a~i
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show known ap .

show known ap

BEFN® Cisco Lightweight 7 7 & 2 IR A > s O AZ £ 7T 2121, show knownap 2~ %
HHLET,

show known ap {summary | detailed MAC}

BXDEREA

aAavU R TFI4ILk

summary BEEN DT X TCOT VB ARL L FDOY A &
FKRLET,

detailed BEEIDTRTDT 7 A RA v kO ®
AL L F 9,

MAC BEFnD AP O MAC 7 R LA,

L

WIZ, TRTCOBMDOT 78 A2 RA v OB EF T A0 %2~ LET,

(Cisco Controller) >show known ap summary
MAC Address State # APs # Clients Last Heard

showa<v>K:a~i .



showav> F:a~i |
. show known ap

. showa<v> K :a~i
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