ERAT DHIIC

« StarOS CLI Zff f L7=WIHiIskE (1 ~2—2)

« VAT LEHa—YF—DOFE (3 X—)

cVE— T VB AHDY AT LOHRE (52—)

«SSH A7 v arDFE (73—=)

DQ2FHOIP T FLRAZFEHLIEZEEA VX —T7 oA AORE (19 X—)
« Open SSH 7> 5 Cisco SSH ~D 7 v 7 7 L— K47 (20 X—)

e VM N— R =7 ORdEE (23 _X—3)

Star0S CLI Z &2/ L 7=#]HA% €

PR EIIR O L D IR S h T,
AT XRARLANDOEF YT A EIHE L RA N ORE
*WIC TOA =YXy b A F—T = A ADHRE
e Telnet, SSH, F7/ZILFTP (EF 27 £33 X2 7) K2 UE—FCLIT 7 ERAD

7DD AT NEE

ZOHTIE, CLIZBEHALTINGDH A7 2 FETT 50D FIHZHII L £,

AT TN NANR=NAFENLTCary—AR— el A LTLIEEN,

ATFwT2 CLI7Rry T RT, ROLHITANLET,
[locallhost name configure[local]host name(config)

ATYT3 kOavr REANLTaryTHFAhar7 s ¥al—vay = RethaLET,
[local]lhost name(config) context local[local]host_name(config—ctx)

O—HNarTHARMNL, VATLAOEB I THRARNTT, aUTXRANEEHTLE, - RFEL
WIA v E—T oA ZAEWBEHNC SNV —TbT D22 ENTEET, 1203 TF X MIEKROY—E AT
R Tx, DA ¥ —T oA AL RTXET,

IRy |
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B seroscuzsmL-mgEE

ATvT4

ATy TH

ATvT6

ATy 717

VAT ADATHXR ANV DOEX 2 T A FHEERET DI, KOa<wr REANLET,

administrator user name [ encrypted ] password password | [ ecs ] [ expiry-date
date time ] [ £tp ] [ li-administration ] [ nocli ] [ noecs ] 1

(6=3)) PIHEREFIZa Ly TXFA R L-LDOX 2 ) 7 0 BHELZR ETE)Z\%#% D ET, PIHERE
TrEARET L, CLIty v a &k T Lk, B2 )7 0 FHBERRE SN TRV
HlE. CLITZEARry 7 ENET, Z0a~wr ROFEMICHOWTIEZ,  [CommandLinelnterface
Reference] @ [Context Configuration Mode Commands] D% & L CTL 72 &0,

Tar RO REANLT, v TFFA DAL 7 4 X2l —ary BF—REaKTLET,

[local]lhost name(config-ctx) exit
[local]lhost name(config)

RO REATJLT, VAT LNRFy N —7 ETHBSNOARA MERELET,

[locallhost name(config) system hostname host name

host_namei. Ry hU—2 ETY AT ARG SNDAATTT, RA MK, RXFE/NCFR RIS
%1~ 63 LFOIETFIXTHNTT, T 74/ hDOFEARNLIE Tqupe-si] TT,

WIC EOFR Y hT—7 A2 B =T A AZRD LI ITKELET,

a) MOa~vwrRFEANLT, avy7TFAMary74Xalb—rar =Rt LET,

[locallhost name(config) context local
[local]host name(config-ctx)

b) A F—T A ADAFERET DT, ROa~v s RE AN LET,
[locallhost name(config-ctx) interface interface name
interface namel®, KT E/NCTFREBIEND 1 ~T9 L TFORERTO LTI TEREND A v F—T =
AADAHRFITT, VAT EANA —HF Xy AV F =T A ADaAL T 4 Falb—a Ly E— Refh
T5, ROTa T MIRERENET,
[local]lhost name(config-if-eth)
) WDa~xry REANLT, BIDAT Yy T TRELIEA L Z—T A ZADIPT FLAZHFEELET,
{ ip address | ipv6é address } ipaddress subnetmask
() IA 7 By NT w7 V4P —RTROTREINTLT RLRAEIIYH 7Ry hEEIET
Ll Zoa~wy REFTTHHGIE. T 74/ hb— b ER— hSA » RORE &l

BIDLZMERNHYET, ZOFIEOAT v 711 2T v 76 LES, MERH LY
Bl AT v Te~TKEFEITLTEREFRTELET,

d) kOa~vr REANLT, A= VXY P AU F—T o2 ADAL T 4 Fal—TaE—REKTL
£7.

[locallhost name(config-if-eth) exit
[local]lhost name(config-ctx)

e) MEWNUTAET 4 v I NV—hERELT, VAT LEZT 74V M= U2 AAITHRELET, &
Davwry ReEANLET,

{ ip | ipv6 } route gw address interface name

| e
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f) IUTFAIDIL T4 Fal—ar BT—FERTTHICE. ROXITANLET,

[locallhost name(config-ctx) exit
[local]lhost name(config)

g) A=y FAR—bDar 74 Xalb—rar T—RFEBLET,
port ethernet siot/port

VPC OE. Auay FEESIEIFEIZ 1] TF, WIC h 7 7 4 v 7R —FE10~21 TF, A—F 11X
EHR— kTY,

hy A7y 7T TR LIZA v 2 —T = A RTAR— e L U FLET, "M U Rk, A—beZzD
FTRTORENA =7 = A AEEN T ONET, RO~ FEANLET,

[locallhost name(config-port-slot/port) bind interface interface name local
[locallhost name(config-port-slot/port) no shutdown

interface namelX, A7 v 7 7T CRELIZA VX —T = A ADLHITT,

) ROa< FEANLT, A= PRy b AU F—T 2 ADA LT 4 F2b— g F—FeTL
£,

[local]host name (config-port-slot/port) exit
[local]lhost name(config)

G¥) BHEAR— MX, VLANL Y R—FLTWET, FFicOVWTIE, T/ —T x4 AL FR—
F] ®FED IVLAN] OEZZHRL T 7EE0,

2BHDOIPT FLAZMBH L CVWICERHA V¥ —T 2 A ZAZHRETHFIEIZOWTIL, U TEZEMR
LTLEENY,

VATLEEBI—H—0DKTE

ZOHETIE, X2V T4 HEHENR - =T AV R TEL LT 28X T o
FERED —EBIZOWTRIA L £97

EEF CLI v 2 a3 VU DOHIR

X a7 ¢ FEEIIFEREEERCLIE v > a O EHIRTCE 9, FREEENE Y v a &
DEEHRT D&, AT LR Y —2ADHEEDPHIBSNES, £, 2—F =037 T
SN TV o lE 2 — Y —fFaRICT 7 B 2T D e 2 & £,

EEAEDORMET 1T FTliE, BEORERT 7 A ANINEH Y T A,
~

GE)  2190BDY Y —Z2TiE, 1 D2DOCLIEY Y a r TCOEHDOTF v RZiTVR—FENTWEHE
Po
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|

BE TN TOEETAIT ML, By a b ORRBEBRTTH L AHRLET,

tX 2T BHEIL, FOBEO—YF—T v MUFEREISNHEIAFRUTSSE LT, 32
DRI D FIETREA L Z 77T 47 CLIE Yy 3 LV OBEHIRTX £,

StarOS IR D 3 >D v 7 A U iBGEF AR — L TWET,

* TACACS+ #—/—a—H—

H— == ——

cAAA 2T H A fa—H—
TACACS+ H—"—a—HF =D Kt v ¥ a VEOREDFHMIZOWTIE TEfE] 22 LT
KW, = a—HF—Da—F—L AAA I T F A ha—HF—DFEREy > a VD
BREDFEMIZ OV TIE TConfiguring Context-Level Administrative Users| 22 LT 7230,

BRBAE UL, 3 DORFESF RO ZENENNRR C2—F—HEFEHTE 5720, EHNIIRE
LHWERH Y FT,

CUEvIa>oBE®HOIT 7Yk

X2 VT A FHEL, FED—YV—TH U bOHBIR ST U FERETEET, SEEH
CLI® vy a vMEARERRFMZ2 BN CHIRT D & VAT ARKDY Y —ADEEEIN
BB ENET, 72, 74 RARBEBOEFICRoTWEIRY 4 YT, 2a—F —RNa—
P—T H T NMCT 7R THARMELZC b TEXET, ZOHETHHAINTNDST T
DB RIEL, 7A Fv oy ary A LT hOFELENE a2 2T 7 FOF
HEOW G 2R —F L TWET,

FEAEDRET D M, BHIROR 7 A 2 A4 LT D FOKIRAELELE LEREA,

| B

BE JTRCOFRET DY ML, By v a XA LT U MERET LI EEHRLET,

show tacacs summary =~ > K & show tacacssessionid 2~ > RKOT7 A KAZ A LT 0 B &
Oty a I A LT MDT 4=V REEHT 2L, ERFIIFEDOT Y FOHER
TURNEERETEET,

YL IAVEALT IO kX2 U T AL, £y va U ABINICEIRT S DRI
A=Y=ty aln s Fr TE SRR Z DM THETE £7,

TARLVEALTI b Bxa )7 o EHEIL, By va U BAHBNICUE SNSRI, £y
a N7 A FVIREBZHEFFCE DR ARERZ DB THETE £,

| B

BE o al AT IRETARVAALLT Y NDOT 40—/ RIIHHHTIZIH D T A, Ml
NIEEINTWVAEAIT. Bty a XA A7 U R EICRIICRIET D720, 74 Kb
HALTT MIEIZEY Y a v XA LT FED IR TALERSH Y £,

| e |
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RS

yE— 792 2A0Y 27 L0EE [

KIFEM CLI® v & a3 2 ] T & 5 B R 2 23 AL CRE T 2 FIEDFEIC DWW Tk, [CL
Referencell @ dle-sessionsthreshold =~ K & clear tacacssessionsCLI =~ K, BX W
['Satistics and Counter Reference] ¢ show tacacs summary & show tacacs session id 2 £ L C
<&,

VE—FrT7 O EARADV AT LDOERTE

VE— b7 7 ATV AT DERELET, FHa—P—13, FERy hT—2 2N LTY
F— FOBHNOA VAR RIIIT I ATEET,

* Telnet
e t¥x a7 =/ (SSH)
» File Transfer Protocol (FTP) (bFx =7 F72i3dEkF=27)

» Trivial File Transfer Protocol (TFTP)

)

G¥)

FTRN, TR MNEEDavy Rtk T I —0NEREINE T,

2O0[EEFtelnetE Y a v ndH Y, I AOEFEHENMOFHEN 0 JIZEEHETHa L THA
FHIERL7=GA0E., HIBREN-a o 75X MoOBEHENHEBNIZe— 1373 2 MR
SHLNAHZEIEHVEFRHA, HIRENTZa2 T2 MICLIZ v o7 M| XX TR &N

CE) X2 UT42HEKPBICTDITiE. SSHV2 Z2EH L E9,

GE)  FTP B LOtelnet 1TV AR — FENTWERA,

ATVl ROa<w  FEANLTarsdF¥ A ary 7 Xalb—ary T—FREBLET,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

ATFY T2 VEIZSEUT, Telnet 7 7 A5 0[TH5 L5V AT LAEBELFET,

[locallcf host name(config-ctx) server telnetd

ATy T3 LEZSEUT, SSHT 7 B 2A2FATH LI AT AR ELET,

[locallcf host name(config-ctx) ssh generate key [ type v2-rsa ]

v2-rsald Rt s s ¥ —F A4 T,

IRy |




ERT 58 |

B /= r+7rtxm0 27 L08E

ATy T4

ATy TH

ATvT6

ATy 717

GE)

v2-dsa ¥ —U—RiF 27X A a7 ¥ b— a3y E— RFDshgenerateCLI =<2 K
MIZEENTWET, ATV Y —ZATHR—FENTOWEF—T— RA%EO U U — A TiE
RSN TWDHEEERSH Y 7, VAT AL, IOV U — A TERSNIZBEFDO A7 U 7
RBRET 7 ANVNORINIZF—T — REG| E/EMTLET, 7272 L. HILWAZ YT
AT A4 X2l —vay TrANTHEHTLEDIC, a~vr RV F v 7 ARSI X—
U— RNEERrRENe<eELE, BT () ZANLTH, ~VTTHFA MO & LTHR
L¥—U— RNEFErREINFETA, HIRSNEF—U—FRE2HEETDL L, TIFICZ T — A v&—
VINER S ET,

[locallcf host name(config-ctx) server sshd
[locallcf host name(config-sshd) subsystem sftp
[local]lcf host name(config-sshd) exit

VEIZEL T, ROa<w REAN LT, FIP 7 7B REZHATALIICV AT LAEZRELET,

[local]cf host name(config-ctx) server ftpd

WKhDa<wr REANLT, ar74Xal—3 a3y F—REKTLET,

[local]lcf host name(config-ctx) end
[local]lcf host name

ROaA~x RE AL T, REZHRLET,
[local]lcf host name show configuration

CLI %, RoOWENFIO L 512720 £9,

context local
interface interface name
ip address ipaddress subnetmask

exit

subscriber default

exit

administrator admin name password admin password
server telnetd

server ftpd

ssh generate key

server sshd

subsystem sftp

exit

port ethernet 1/1
bind interface interface name local

exit

port ethernet 1/1
no shutdown

exit

snmp engine-id local 800007e580ed826cl91ded2d3d

end

WDa~r REeANJJLT, IP/b— NOREZMHERLET,

[locallcf host name show ip route

CLI %, ol X 5220 9,

(X1l

indicates the Best or Used route.
Destination Nexthop Protocol Prec Cost Interface

| e



| &Rz
ssiA7vavozz [

*0.0.0.0/0 ipaddress static 1 0 vnicl
*network 0.0.0.0 connected O 0 vnicl

ATV kDa~<w  REANLT, AV EZ—TxaA AR, T 4 U T HFERLET,

[locallcf host name show ip interface name interface name

interface name i, FIE7Tb THRE LA VX —T7 = A ADLREITYT, CLI H/E, o 1flo X 5

D ET,

Intf Name: vnicl

Description:

IP State: UP (Bound to 1/1 untagged, ifIndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask

Bcast Address: bcastaddress MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port

switchover: DiasabledNumber of Secondary Addresses: 0

ATYT9 [REDHR L RAF) ODEOFRIUNE-> T, RELZRIFLET,

SSHA TS 3 VDERE

SSH KRR k&F—

SSH % —_X— 2 DOFFETIE, HEICK L THERDBFAIINTND AR F—&, FTAE&EDOH

MFREFAISNTODHO TFE] F—0, 2 200F—2FHLET, F—T&2/EKL,
0 TA T DT NA RACEX—2 Z2IRGF LT, B AT D5V AT L (VPC-SD) TR
F—x2RFLET,

SSHA A FF—iL, FEEIN/=StarOS 2 T F A PANTAREINET, 20 TF A MEL, =—
WA =T = AZEET SN TOET,

g T F A MIEEAMT BN TWD sshd — =27 7 AT H-ODERBINT-F— %
OEH L — AR TEEIFHIRLET,

SSH X— D41 XE&TE

Ja—\) a7 4Xalb—v gy F— RO sshkey-sizeCLI =2~< > RiX, 7 XTHOa T F
A MDSSH F—4AOF—H A XE=RELET (RSAKFANF—DH) |

ATy Il ZJu—)Lar 7 4 Fal— gy F— RERBLET,

[locallhost name# configure
[locallhost name(config) #

ATFYw T2 SSHEF—DEy hrA XEEELET,

[locallhost name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }
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SSH ¥ —DFT 74/ DYy A A1 2048 B K TY,

SSH F— AR D FHEFFE DR TE

SSH & — (%, etk D F — £k LARRIZ 5% & AT RE 72 RERHI IR 238 L 72 % IO A4 TE 9, ssh
key-gen wait-time =~ > NiE, Z OFFERFMAZRBEMN THRELET, 7 74 /L FOIRIX 300
B (541 T,

X7_'“Jj°1 2‘/7‘3?)(]\ :I:/?,]’i"fg_]/»—:‘/a:/;E.,_]\\‘%Eﬂﬁébij_o
[local]lhost name(config)# context context name

[local]lhost name (config-ctx)#

AT 72 HHERERIMEZ R E L 9,
[locallhost name(config-ctx)# ssh key-gen wait-time seconds

[local]lhost name(config-ctx)#
I
* seconds % 0 ~ 86400 DFEHTHRE L £ T, 7 7 4/L k=300

SSHIEES{LIEE AR DIETE
SSHa 7 4 X2l —y gy F— RO BES CLI 2~ N, SSH FRIE S 7= 912, sshd
DOREZELNEN Y A NERELET, O30T A N EA T a R ERFINLET,

AFYT1 SSHa L 7 4 F¥alb— gy B— REBBLET,

[locallhost name(config-ctx)# server sshd

ATY T2 LERKBAT LI XLEHEELET,
[locallhost name(config-sshd)# ciphers algorithms
Pa
e TN Y XNIE 1~ 511 LFOFEFOLFHNT, WITRT LT, #BEEN (Ershf) Thrw
XD OEE (ARX—=R721L) OBR—OXXFHE L THERATET AT X LEZHELET,

« blowfish-che : {Fr¥—7 1 v 755, K57 v 7i@§H (CBC)
«3deschc: bV FNT—XEEE{LIRM. CBC
» aes128-cbc : Advanced Encryption Standard (AES; & BERG 5{bLEIRK) . 128 B ¥ —H 1 X CBC
s aesl28-ctr : AES, 128 By h¥—H A X B 7 ZE— Rt (CTR)
« aes192-ctr : AES. 192 £y h¥F—H 1 X, CTR
» aes256-ctr : AES. 256 v hF—H A X, CTR

| e
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mac 75y 2s0%z |

« aes128-gcm@openssh.com : AES, 128 v k¥ —4 -1 X Galois Counter € — K [GCM]. OpenSSH
+ aes256-gcm@openssh.com : AES, 256 £ k% —41 X GCM, OpenSSH
« chacha20-poly1305@openssh.com : ChaCha20 x{FRl5 5. Poly1305 Kf 51k X v & —VFRGE=a— K

[MAC]. OpenSSH
BEOEN RIZBITATAIY XLADF 7 4V FOSLEINIRD B Y T,

blowfish-cbc, 3des-cbc, aesl28-cbc, aesl28-ctr,aesl92-ctr,aes256-ctr, aesl28-gcm@openssh.com, aes256—-gcmlopenssh. com,
chacha20-polyl305Q@openssh.com

EFHTXAENVRIZBITATAIY RLAOT 740 FOXXESIHRD LB T,

aes256-ctr,aesl92-ctr,aesl28-ctr

AFY T3 SSHaAY 74 Xal— gy T—REKTLET,

[local]lhost name(config-sshd) # end
[local]lhost name#

MAC 7/LT') XLDEFE

HEDHELERRERE
BHT—4
PAL NESEEY. = F T
HETTy b T r— A + ASR 5500
« VPC-DI
« VPC-SI
HREDT 7 L bk LS - BRED TR

ZDY Y — A2 TOREY %A E A | N/A

BHEE k) « ASR 5500 System Administration Guide
» Command Line Interface Reference
« VPC-DI v A7 LNEBEH A K

*VPC-S System 7 RI=A ML —Ya » A K

R-aTF7IDEERERE

| &

EE JU—R212BIXONSL LY HLENCEA SN T-EEOWETBIEOFEMIIR L TWER A,

IRy |
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WET DA Jiy—=

DA, 21.13

MAC 7 V3 U X LR TEHRE T2 & B SSHD $r—/3—D MAC 7V 3 1 X L DOES
BN 2R EEIIEF TN TEET,

MR R— 5, HLWCLIMACSCLI =~ > R SSH & — FHRTICEAINE L
Yl

MAC 7/)L3 1) XLDETE

ZIZTIEH. MACT AT Y RADOBEHFEEZFALET,
MAC 7 /v =3 U X AOERNEN ZFRET HI2iE, ROFBEEHEHA L ET,

configure
context context name
server sshd
macs algorithms
end

default macs
e

« alogorithms : 1 ~ 511 LFOFEETFILFHNEBHR L E3, ZOXFHNE, RO U A TR
FTHIENEN (D DA) Oar <KUY O (AX—R7R1L) D1 H>OLFFHE LT
MAT27 VY RAEHRELET,

*HMAC=/"y v aX—2AD A vy E—VfiEa— K
*SHA2=FF =27 Ny 7)Y X2
*SHAl=tF =27 "y a 71al) XAh1

* ETM = Encrypt-Then-MAC

e UMAC= 2= _"—HP by o 2|2 A v —EEa— R

s KIZ, BHEOENL FONLVTXFINET NI LDV A MERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac—shal, urac-128-etmdopenssh. cam, umac-128@cpenssh. can, urac—64-etmdopenssh. cam, urac—64@openssh. can

cRIZ, BETEDAEN RO~V TXFHNET AT ZLDY A MERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

T 7 3V MEOSTFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

| e
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mac 7 L5y xaniEz [

MAC 7 v 3 Y XADIRE
MAC 73U X LAOERNALZHZTET HICiE, ROCLL a2~ REFEHRALET, Zoavy
RiZ. SSHa2> 7 4 Fal—ary E—RTERELET,

configure
context context name
server sshd
macs algorithms
end

default macs
b

e alogorithms : 1 ~ 511 3L FOFEFLFHNEZZR LU ET, ZOXFHNEL, RO Y A TR
TN (o) Oar~RKEY OEH (A_X—R72 L) O1OOLFH| & LT
T 570 RLEEELET,

*HMAC ="y ¥ 2 X—AD A vE—VFiEa— K
*SHA2=FF a7 Ny a T/ XAAL2
*SHAl=tF 2T Ny a T )Va) X Ah1

* ETM = Encrypt-Then-MAC

s UMAC = 2= —H oy v a |l A v —VRGEa— R

s RIZ, WEDOEIN RO~NVTLTFTHINETAITY ZALDY A &R LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac-shal , unac-128-etmdopenssh. cam, umac-128@cpenssh. cam, umac-64-etmiopenssh. com, umac—64@cpenssh. com

cRIT, B TEDEN ROANAVTLFHNET AT ZLOY A NERLET,

hmac-sha?2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

o 7 7 4V MEOTFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

SSH F— D &R

ssh generate =~ > K, SSH — "—Z L > THHA SN D AT —F 721 TE S —DORT %
AL E 7, sshgenerateCLI =2~ > FNIZFE S VTV 5 v2-dsa ¥ — 7V — K, SSH ¥ — %45k
THEDIHEHTELME—DF—TU— KX, v2-rsa T7,

| B

BE RSN F 703 A FRBERITEINDETHEATOEEICRY £7,

ATFYT1 aoFFAR I T4 X2l —Tary T— FREBBLET,
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[locallhost name(config)# context context name

[local]lhost name(config-ctx)#

AFTw T2 SSH F—_T7 &R L £,

[locallhost name(config-ctx)# ssh generate key type v2-rsa

[local]lhost name(config-ctx)#

SSH F— "7 DERE

sshkey 2~ RiE, YAT7T ATHHIN AT —LREX—DOXT 5% E LE T, v2-dsa
X—U— N3, shkey 2~ FCEBENTOET,

SSH ¥ —~_7 D/ T A =2 ZIFELET,
[locallhost name(config-ctx)# ssh key data length octets type v2-rsa
i

e data (X 1 ~ 1023 LFOEHTFOLFHI TR IN L 5LF—TT,

« length octets % 0 ~ 65535 DIEEEETEEIND, WSS NT=F—DA 7 T v NENOE S TT,
ctypeldx—4 A 7EBELET, v2rsaliR— kSN TWEHE—D X A 7 TY,

= R 200 DFREFRER KGR D SSH F—2 StarOS THAR— F ENTWET,

RKAEKHSSHA—H—TH+ER
Z—P— SSH A X — T ZHOREDR A F 226 StarOS =T F A M T 7 ERT 5
ZEERHFRTHMENHY T,

SSH1—45—7 0t XMEATA

SSH=2> 7 4 ¥ 2 b— 3 F— RO authorized-key 2~ > RiX, fEESNTHA MDD =
VTXRAMANDZ—F =T 72 AEFFALET,

AFYF1 SSHa 7 4 Falb—var T—RIBHLET,
[locallhost name (config-ctx)# server sshd

[locallhost name (config-sshd) #

RTwF2 authorized-key 2~ REMHH L CEHL—F—T 7 AZEELET,

[locallhost name (config-sshd)# authorized-key username user name host host ip [ type {
v2-dsa | v2-rsa } ]

| e
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ssHa—v—ns1oonRsE ]

bE

« usernameuser_name . sshd —/3—~D7 7 & ZTH T SN 7= % —EFFOBEAFED StarOS & #E . —
W= ZEELET, user_nameld, 1~ 255 LFOFEFLFHITREINET, sshd F—% /31 /82
L72WE 9129 51TiF, nopassword 47> a VAL Cary 77X A hary7 4 ¥alb—a s £—
K@ administrator 2~ > REZFEH LT, 22— =L ZFHFNER L TE RERH Y £7, HFEHED
VEE‘Z@%#EJKOVT@ [ AT LRRIE] OFEEZZRLTIIEIN,

shosthost_ipid, 22— —ZDOHIAEF—%2FFOSSHEAFDIP T FLAZHFELET, ZOIPT
szﬁ\mﬂb/hﬁ%lmﬁﬁﬁitimm:m/iﬂm16@%&1%5Z%ﬁ%@i¢0

ctypeldF—4 A 7EBELET, v2raaliR— SN TWDEHE—D X A 7 TT,

SSH1—5—0O454 >DHIBEIE

EHHE X, StarOS CLI ~? SSH 7 7 X% FFrlainica—H—D [RTA MU R b 1T

[RCExEd, h—ERA~DT 7 ERT, EYRR=— e o2 —F —|ZOAHIRINDHEMN

%Di@“ B ZRAICRF AT S 72— —D A A, SSH &4 L“C*J‘Xf\ BT EES, 22—
—£021E, BB L THEDEETTIP 7T RLAZEDDLZ ENTEET,

AllowUsers U A ME, AX—Z2 TR LN —P =L = THERENET, ¥ —2T

[USER) WO ZHEMAT L L, Toa—HF—lZxL el A URHIREINEST, ¥ —
> 7% TUSER@IP_ADDRESS'| JERDHE, 2—HF—L P 7 FLAHERICF = v 7 i, $5
ELZIPT RLADLDZ—Y—~n 74 U E2HIRLET,

FT7 X/ N TEH, ROV —IZ X D2EHIROT 7B A2 HFR LET,

HFRAIFAI—F—1) X FDIERK

ATy I

ATy T2

ATvT3

allowusersadd =~ > &I 5L, BHEILStarOSCLIICn /A CEHa2—P—D I R
hEfERY CTE £,

aVFFRA a7 4 F¥alb— gy B— FERBLET,
[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#

SSH=aY 7 4F¥alb—vaE—RNIBHILET,

[locall host name(config-ctx)# server sshd

SSH 2—H%—VU X EHELET,

[locallhost name(config-sshd)# allowusers add user list

user_listix, AX—ATRULNTZ2—PF—ZDRZ—2 DY A R, 1~999 LFOFEHFTOLTHE L
THELET, ¥ —2T [USER] EWIHBREFEMATLHE, TOa—P—ZxtLTrZ A UBRHIRS
7,
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B sstx2—v—nvroma

ATy T4

NG — 3 TUSER@IP_ADDRESS] ERDEGHIL, 2—H—4H & P T FLARMENICTF = v 7 S, %
DFFEDIP T KL AMDH—W—~Du 74 URHIRENET,

A — )3 TUSER@<context>@IP_ADDRESS | XD AL, =—H—4, StarOS 2> 7 F A b, BLO
IP7 RLVABERNCT = v 7 &3, ZORFEDIPT RLUAMLEFED 27 A MIBEM T 5T D
a—HF—r~pu A U EHIRLET,

user_list [IZIZROHFIFE N EH S E T,
o ZOXFHNORKEIL 3000 N1 b (AN—REFHT) TY,
¢ ANX—RTHY Y FEND AllowUsers D KEIT256 T, Z Ui OpenSSH 75 OHFIR & —EH L £,

BER

EEOHIROWTNNEBZDE, 2T — A v —UNEREINET, TDA -V TIL,
EREHO N = 2FH L TXFHN2EL< T 50, F72iE noallowuser sadd <° default allowusers
add 2 H L CT T allowusers ZHIFRT 20, FRITHERETLLOITKROLNLET,

FEHIZ OV T, [Command Line Interface Reference] @ [SSH Configuration Mode Commands] D % 2
LTLEE,

SSHa v 7 4F¥al—varyE—FREKTLET,

[local]lhost name(config-sshd) # end

[local]lhost name#

SSH 1—H%—n0 45 1 URR5E

StarOS 1L, DO F U F DA, HFErF—La—PF—TH 7 NOMAELELHH LT
SSHIZ L pa—V—ua A o OfTE2385EL 97,

e —H—I, v—HNLarTFAF (VPN) f VX —T A4 AZHLTar—H/LarTF
ANDa—Y—Z L B—HNaArTXANTHRESNTWDIHFAFELAOX—ZFHL T
nryA4 Lo ELET,

e Z— W, B—H LSO AL TFXFA RN, L E—T oA AN L Ta—H AL Da
FTHXANDa—F 4L g—ANALANDOI T HRRANTHRESNTWATFAFELD F—
AL Te A LEY ELET,

e —H =L, B—INPHNDALTHRA RN H =T 2 A AEHFLTR—HNALTFR
fDZ—P—£ L, O—IN I THFAFTERESNTWDEHFAFELIOF—ZHEHL T
I LI ELET,

c2—F—F, B—AN AVTFA A U H =T A AN LTI SO T F
A RDa—P—4 L a—ANLUSND LT HA N THRESNTWDHFAHELD T —Z{H
HALTrrs A4 LEHELET,

BUED Y AT AREICESWTRIAEN KT 2 & n 7 A UPHIESIL, =T =X v E—U0R
RSN ET,
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txa7htvearansror ||

StarOS Tl¥, =—HF—ID BN/ 2—H—2F UAB SSH ¥ —Z2#H L T, &I TV
WA TFXFA A TATHIEFHFTEINTOWETA, 22— —DOFFETIL, Fa[EH
=l a—HPF—THT L NOMALELEREEINET,

|

EE StarOS VUV —RA 210 B TIE, 22—V —Ra—mnrlihoarTHF R bnbu s (0 Lz
E&. FOa—Y—I/MflashT 4 L7 FIICT IV EBATXERA,

X7y 3 AT F79k

StarOS 23 SSH 27 7 A4 7 > b bl Eh b &, 77 4 /v b OEEIZ L - T CLI £ 721% SFTP
Ty a NI4T (TN NONRT A =2 EER) TR TLET, SSHav 7 4 Fal—
varyE—ROCLla~vy REHEHATEE. ZOFT 744~ SSHD YIErE{E% ahic Lz
D, BELEZYTXET,

|

BEE vXxaUT740%2bd 25720, VAT, D7 < & b lient-alive-countmax % 2.,
client-alive-interval Z 51292 Z L2 HEL E T, By aror s 7y MER/NEWE ssh
tyvarouns7y MRAREMICe ST N ARREERH Y ET, EXa VT 4 ba—
P—DFNRT S L DNT U AREIND L) ITEEFHELET,

client-active-countmax =~ > Ri&, sshd 72 L T/ &N 5 client-alive A v — Y D¥ %, SSH
IIAT LV EINBEDA Y=V EZEFELRNEIICHRELET (F 744 ME3) o client-alive
AvE—VOEREHRIZZOLEIVEIZET D L, sshdiESSHZ 74 7 FadlfrL Ty a
CERTLET,

dient-aliveiinterval = <> Ri%, #A L7 ¥ I\F‘%ﬁ%ﬂﬁiﬁfﬁﬁbiﬁ“ (77 4V MZE15)
%0)?& SSHZ A4 7 v bbb T—HE2ZE LghoT2H4E . sshdiZiFSfb En=F v %L %

ML TAYE—VEEEL, 74T INODOINEEZERLET, AvE—UNEEIND
@iﬁ(ﬂi\ client-alive-countmax /X7 A — X (Z X > TIRESNET, sshd S SSHZ 747> hD
BT 2 kR4 5 £ TORE L OB L, client-alive-countmax X client-alive-interval & 72 ¥ &
7T

TI3AT v MEREFT—R=DWDEERNIET 7T 4 TR o TR L TV D0 E 5 T
AE L T W B34, client-alive A D = X AFEE T,

|

EE  client-alive X vE—VIERE LT ¥ FLEN L TCEEIND D, AT —T 4 T TEERA,

| B

BEE oo FRA—XF, SSH v haa"—T g 0 2 ORCHMA S ET,
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B 7o rosefa7eysarnszori52—420%E

T4 ErDsshd X127 €y a > ATT7IORNSA—SDER

WDavy Ry—r A%, 79472 F® ClientAliveCountmax (& 7 /L M 3) BLO
ClientAlivelnterval (7 /v ME I5F) DORNTA =X DT 7 )V hRTEEELET,

ATV Tl av7FXFA R ar74¥alb—vary T—RERBLET,
[local]l host name# configure

ATYF2 SSHav7 4 F¥al—ay E—RNIBHILET,
[local]host name(config)# context context name

AT 73 ClientAliveCountmax /X7 A —H % 2 [ZHRELET,

[locallhost name(config-sshd)# client-alive-countmax 2

2T w74 ClientAlivelnterval /X7 A — X% % 5 FIZHRE L £7,
[locallhost name(config-sshd)# client-alive-interval 5
AFYwTE SSHaA 74 F¥al— gy F—REKTLET,

[local]lhost name(config-sshd) # end
[local]lhost name#

NEH—/IN—~DSSHYSA 7> rBHTA Y

StarOS I, StarOS 7 — R ™7 = A 73 & SR H— S —~D SSH/SFTP 7 7 & A D /ABE % — D3REE 4
PR=FLTWET, ZOBELZHRETDHITIE, SSHY FA4 7 2 X —DOXT &AWL, 77
AT NABF— N — =T v v a LET,

\}

GE) T 74/ FTlE, StarOS (FHM Y — /3 —~ username-password DFBAED & % YR — k LT
i‘g—c

SSHU SA4 7> FEBDEKRTE
SSHZ 747>k ar74Xalb—3 g F— KO cpher CLI 2~ Rk, AR — 3—IZ
RUA T D EEITRESEENAN Y A FERE L ET,

ATFYT1 SSHIZFGA T harv7 4 Xal—ary T— REHEBELET,

[locallhost name(config)# client ssh

ATV T2 VEREE T LIY ALEFEELET,

[local]lhost name(config-ssh)# ciphers algorithms
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* :
e TNTY XA~ 511 LFOEBFOLTFHNT, WITRT IO, B\RIEN (EhbE) Thr~
XY OEE (ARX—=R7pL) OHR—OXXFHE L THEATS 7’»: X LZRELET,

* blowfish-cbc : XtFr¥x—7 1 v VK5, W57 v v 7 #EH (CBC)

 3deschc : N U 7T — XKL, CBC

» aes128-chc : Advanced Encryption Standard (AES; = SR S{LIRME) | 128 By R ¥ —H 4 X CBC
caesl28-ctr : AES, 128 By h¥—H A X h v #E— ik (CTR)

+ aeslO2-ctr : AES, 192 v h&%—H% 1 X CTR

* aes256-ctr : AES, 256 £ v b ¥ —H o1 X CTR

+ aes128-gcm@openssh.com : AES, 128 £ k& —¥ -1 X Galois Counter € — K [GCM], OpenSSH
* aes256-gcm@openssh.com : AES, 256 > k¥ —H 4 X, GCM, OpenSSH

« chacha20-poly1305@openssh.com : ChaCha20 x{#RlE 5. Poly1305 5 5{k X v & —VF8GE=—
[MAC]. OpenSSH

WHEOENL RIZBFATLVIY ZLDT 7 )V SOXFEINIRD B T,

aes256-ctr,aesl92-ctr,aesl28-ctr, aes256-gcmlopenssh.com, aes128-gcmlopenssh.com, chacha20-polyl305@openssh.com,
blowfish-cbc, 3des-cbc,aesl28-cbc

B TEZLENVRICBTL2T7 VI ALDT 7 4V OLTFHNIIRO LBV TH,

aes256-ctr,aesl92-ctr,aesl28-ctr

ATFYT3 SSHIVIFAT v harv7Z 4 F¥al—var T—RE2TLET,

[local]lhost name(config-ssh)# end
[locallhost name#

1%9& DIL\DIEﬁ_to)EQE

SSHZ A7 hary7 4¥al—3 3 F— KO preferredauthenticationsCLI =< > K%
W) 72 R R E LET,

ATFYT1SSHI IAT v avr7 o ¥al—vary = FafalLET,

[locallhost name(config)# client ssh
ATw T2 BRSO EE

[locallhost name(config-ssh)# preferredauthentications methods

o

< A RIORT L DS, BEIRGIIE (2 6h) 180 B~ KUY O (A=A L) OHE—O
XFHNE LT SN oAE XA fRE L7,
« publickey : SSH v2-RSA 71 b =)L Zfii ] L 72387
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B ssiosqarorx—~rosm

« keyboard-interactive : {EEOHOIEREZER L £, EHERICONVT, h—"—F7 a7 FD
TV EEEFELET,

e password : Hi—D /32T — N D HiffiZg R
« T4+ FXDOfE % [publickey,password] (ZU &~ F LE T,

ATV T3 SSHIZFGA T h a7 4 FX¥al—ary ET—REETLET,

[local]lhost name(config-ssh)# exit
[locallhost name(config) #

SSHY A7 FF—RTDER

SSHZ AT hary 74Xzl —aryET—RCavy REEfL, B —23EEL T,
SSHZ A7 v h&—_T a4 LET,

RTYT1SSHIFA T havr7 4 F¥alb—rary E—RRetbLET,
[locallhost name(config)# client ssh

[local]lhost name(config-ssh)#

ATV T2 SSHI 74T v ¥ —DXTHARLET,
[locallhost name(config-ssh)# ssh generate key [ type v2-rsa ] [ key-size ]

[local]lhost name(config-ssh)#

typev2-rsalXSSH 27 747 b ¥ —DF A TH2BELET, YAR—FSNTWDHSSHZ 74T > hF—
DHAF1E. v2-rsa DHx T,

key-size(ISSHZ A 7 > bDOF—H A Xz ELEY, ¥R —FENTODHF—H1 X, 2048, 3072,
4096, 5120, 6144, 7168, 3L 119216 TT,

RTYT3 SSHIZ FAT ¥V ¥ —PERINTND Z & 2R LET,
[locallhost name(config-ssh)# do show ssh client key

ATFYTE SSHI IAT v avr7 4 F¥al—vary = RFalTLET,
[locallhost name(config-ssh)# exit

[locallhost name(config) #

WY —N—~DSSHY SA4 7V FRARAF—DTva

ZDY—N—=~DSSH/SFTP 7 7 B A%V R— b3 BH(21L, SSHZ 74 7> MABRF— % 4D
PRl Ty aTHLERDHY F7,
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netconF na 1 ]

AT Y F1 Exec B— R, pushssh-key 2~ REFETLET,

[locallhost name# push ssh-key { host name | host ip address } user username [ context

context name ]

[locallhost name#

host_nameif, DNS/V v 7 7 v 7 %N L THRL SN DRLEDN H DimBlA A M EHEA L TY E— h¥h—r3—
FHRELET, ZUL. 1 ~ 127 LFOFEERFLFHTRINET,

host_ip_address /%, IPv4 K MMfE 10 ERFLEILIPve 21 XY 16 EERFTLTREINET,
user username | X, MY —N—THB R —F—4 % | ~ 79 LFOFEHFTOXLTHE L THRELET,

context context_namelx, A2 T HF A MEIRELET, 2T F A MIIA TV a T, fBES
NTWRWESIE, BEO a7 % A MBI S hvE T,

ATV T2 MOAERH— N\—TO SSH/SFTP 7 7 E A% H R — FTA01F. AT v 1 2B iELET,
ATy T3 WY —N—~DSSHZ FA T bl A %T AR LET,

locallhost name# sSsh { hostname | ip address } user username port port number

NETCONF O & zh1k

SSH & —/|%. NETCONF 12 k@)L ¢t ConfD = > 73 Cisco Network Service Orchestrator
(NSO) #HVAR— MT DDA/ DRNCHEIZ/ D 7,

NETCONF ZH NI T B IFEOZEANZ DWW TIL, ZOHA RoOfrgko TNETCONF & ConfD)
B L TLIZE0,

2BHDIP7 FLAZFEALI-EEA 23— 1 AD

=L

X AE

MENZIE U T, WICHEBA L 2 — T 2 A AZ2BHDOIP T NRLAZBRETXET,

FIE
AR RERRTIVa Y Sl
AFy 1| TarF N TROa<wy REAS LT, av74 [locallhost _name configure
¥al—Tg)y B— }‘%Fﬁﬁjﬁ LET [local]lhost name(config)

RTFyT2|larTFxxARNar 7y ﬂF‘g_ L—3 3 F— R%Bf | [locallhost name(config) context local
ﬁATé i /k@cl: 9 jj Lijﬁ [locallhost-name (config-ctx)
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ARV RFERETIVa Y

B8

ATvT3

WDa<y RefHLT, f v F—T=AfADA
ny "NESER—TIESEASILET,

[local]lhost name(config-ctx) 1/1
[local]lhost name(config-if-eth)

ATvT4

WhDa<w s ReEANLT, ¥ H U FVIPT RLARLE
YT Ry h~ATEATILET,

{ ip | ipv }

address ipaddress subnet mask secondary

[local]lhost name(config-if-eth)

ATy Th

WhHOa<w R ATILT, avy74F¥alb—r g
£ F‘%%@T Lij«o

[local]lhost name(config-if-eth) end

ATvT6

WOa<w s REANTLT, £ X —T = ADIPT
N AZERLET,

[locallhost name show config context local

CLI Btk oo X 51220 £97,

config
context local
interface interface name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

ATy T1

(B —T A AL R— - DFRE DR & AR
WCHEHRFE T,

Open SSH 7 5 Cisco SSH ~AD 7w F45 L— K &#1T

HWEEDBMELLEERRE

BENT—4
AL STESMEG TR ERANS
MU T Ty T F— A + ASR 5500
« VPC-DI
« VPC-SI
BEEDT 7 4L K AR, WA
ZOY Y —RATORGET HAH A NA

B R

» ASR 5500 System Administration Guide

« Command Line Interface Reference
«VPC-DI VAT LEHTA K

*VPC-S System 7 RI=A ML —Ya » HA K
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I-aTF7IDERERE

| o

EE VJVU—R212BXOCNSL LY bENCEA SN T-EEOUETBROZEMII R L TWER A,

ET D 1y —=

ZDY IV —=ATIE, KL MAC O7 /L= U X LfEIEL, OpenSSH 7225 |21.16
CiscoSSH ~D 7 v 77 L — REBITIZE DWW TEEEINTWET,

BRI OEN 212 £ 0 HHT

EHEINT-HEE

Cisco ASR 5500 B X O'VPCHIFE DX 2 VT xR E LT, BEERBIOMAC T /LI X AME
L., CiscoSSH /X— 3 > ~D OpenSSH O7 v 7' 7' L— KEBTEVHR— T DH LI ICERE
SHTWET,

LIBTDENME : 21.16 X 0 & ETDO Y V—ATlX, cipher 2~ K& macs=~ > FdDdefault 7 /L =
U RXLEIFKRD L 517> TWE LT,

« BEIEAR
2115 GBEEIL FOH)
BEOENLROT NI XLOEERO I DIy FLET,

Wlawfish-dac, 3des-dac, aes128-dac, aes128-atr, aes] P-ctr, aes256-0tr, ass128-ganidqoenssh. aam, aes256-gandquenssh.can, drede20-ol v 308dqoerssh.aan
* MAC

2115 (EE@BTZBHEILFDOH)
BETXAELROTAITY RAOEE KO LIV FLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

cKEX 7T U XL
21.15
BEOEIKREEETELEI FTHERARTTRELZT7ILIY XL

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal

HLWEME: 2DV Y —RTiL, default =~ K& cipher =~ > RdOmacs7 /L =Y X Ml
RO LFBYTT,

- FBEEIEARK
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— K &84T
BEODELROTIAILEDTILIY) ALIFRDESYTT,
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B z=chrne

aes256-ctr, aes192—ctr, aes128-ctr, aes256-gaml@openssh. cam, aes128-ganlopenssh. com, chacha20-polyl305@openssh. com
BEOEIL FTHEATEGZTILIIXLIERDOESY TT,

aes256-ctr, aeslR-ctr, aes128-ctr, aes256-gar@openssh. oam, aes128-gar@openssh. oam, chacha?0-poly1305Ccpenssh. cam, aes128-doc
EETELELFRTTIANLLOTILTY RLEFERARELGTILT ) X A

aes256-ctr,aesl92-ctr,aesl28-ctr

N

GE) BETZX2ELVROT 74V OIS L%
HoEHA,

* MAC
1) 1) —X 21.16 LAB% : Post OpenSSH /M 5 CiscoSSH ~D 7 v 745 L— K &84T

BEOELRTT I ELOT7LI) AL EFERTARELGETIILTY XL
hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

BETEHSELFTTIALFDTILTY XL
hmac-sha2-512, hmac-sha2-256, hmac-shal
ERETZTHEI RTHEATREL7ZILIY X L

hmac-sha2-512, hmac-sha2-256, hmac-shal

\}

() hmac-sha2-512-etm@openssh.com, hmac-sha2-256-etm@openssh.com,
hmac-shal-etm@openssh.com (ZfFHHTE 5 LV FIrHHIBRS NV E

B

«KEX 7Ly X L
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— K &84T
BEODEILREEBETESELRTHEAMTELZ7ZILI) XL

diffie-hellman-groupl4-shal

A
GE)  KEX7/L3VU XAE, StarOS TIERETEEHA, LR - T,

CLIOZEFEZH D X A,
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VM /\— K9 = 7 DL

U Y —2E ) Y COREEZ RS HI21E, VAT AN THEAESNDETXTOVMAE LY A X
D CPU LEICYA XDAEY RO ENHETT, T _XCTDHOAS U F—T =2 A AT/RT f—
T UADNTG U AERD I, —EAR— k& DIR— FBFECAL—T v METEH A
TWDHZ LR LTS EENY,

TRTCON— RELITEFEED T — RDON— K= TF E’Eﬁﬁwff%) IZ. show cloud

hardware[card_number} =~ FZEH L E3, KIZ, I— K1 (CF) TOZDa~vy RO
Tz m L ET,
[local]lsl# show cloud hardware 1
Card 1:
CPU Nodes 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO :
Driver : virtio net
loethO
Driver : virtio net

RIZ, #—R3 (SF) ToOZoavy ROz rLET,

[local]lsl# show cloud hardware 1

Card 3:

CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO

Driver : vmxnet3
port3 10

Driver : vmxnet3
port3_ 11

Driver : vmxnet3

HERLIRD VM A= T =7 OFHEIRFRE Z "3 £ I121E. show hardwareoptimum %4 L
£9, BUED VM i%JE & el 7258 E & g4~ %121, show cloud hardwaretest o< K&
ALET, REICHESNTWRUVWT A= F, ROMIFNRT LI, TAZ U AT+
XCTTIZIBETHRET, ZOFITIE, CPUaT/ALy REBIUAEY BNEGEIZERE S
TWEH A,

[local]lsl# show cloud hardware test 1

Card 1:
CPU Nodes : 1
* CPU Cores/Threads HE Optimum value is 4
*  Memory : 8192M (gvpc-di-medium) Optimum value is 16384
Hugepage size : 2048kB
cpethO :
Driver : virtio net
loethO
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Driver : virtio net

RET A AT FlZa—INT7 T vy a FORET 7 A NVEFR AT HIZIE, show cloud
configuration card_number =~ > R LET, 77 v aXAEY) Eorr—r g 87
A—H T7ANME, A VAN NAFICERSNET, Fo, 7 4 A7 HERUITEE., A—F7 A b
L= g ko TR E L, I— RicEERiSvE T, KIZ, I—RF1TOZDavr RO
Tl ERLUET,

[local]lsl# show cloud configuration 1

Card 1:
Config Disk Params:

No config disk available

Local Params:
CARDSLOT=1
CARDTYPE=0x40010100
CPUID=0

FTRTCOI— REFITFED T — RO IFTASK % E % Fx 3 5 121%. show cloud har dwareiftask
a<w  REFERALET, T 74/ FTiE, 271X PMD & VNPU Ol FIfEH S5 X 9 ICik
ESNTWET, RIZ, I— R4 TOZ0avy ROHAOHE R LET,

[local]lmySystem# show cloud hardware iftask 4

Card 4:
Total number of cores on VM:
Number of cores for PMD only:
Number of cores for VNPU only:
Number of cores for PMD and VNPU:
Number of cores for MCDMA:
Hugepage size: 2048 kB
Total hugepages: 16480256 kB
NPUSHM hugepages: 0 kB
CPU flags: avx sse sse2 ssse3 sse4 1 ssed 2
Poll CPU's: 1 2 3 45 6 7
KNI reschedule interval: 5 us

4
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