AT LOY

COETIE, SEIERFATOaX U TICEH#ET H T AR ERET D HIEE, TONE
HEFRRTDLHECOWTHHALET, AKITKRO LB TF,
« FEREOME L L AT B (1 ~—2)
VAT ARTDEAT (3R—Y)
e AR IR F T NRTA—HORE (43—)
T IT 4 T T DOFE (9 —)
« 77T 4 DFEE (10 X—)
e hL—2X L 7OHE (202—)
s B —u T OHKE (21 X—)
« BX L IRGE EREHEROER TR (22 X—2)
cCLIZEHLIzA Xy hrr0FER (22 3—)
Ty anlOREERR (23 X—)
s WP AR haX T ORI (27 X—)
el DF =y I RA LT 4T (28 X—)
e 7T 7 ANDLRAFE (29 N—)
o« A X2 N ID O (29 X—)

HWEDBELERERE

BNT—4

AL SIESMEY: TR T

BB T Ty T — A * ASR 5500
« UGP
« VPC-DI
« VPC-SI

PRTFLAY
I
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B seoms=rzzpE

KEREDT 7 L | H%h

OV Y —ATORETHER |N/A
oo

I .

BEEE R » ASR 5500 System Administration Guide

» Command Line Interface Reference
«VPC-DI VAT LEHTA K

*VPC-S System 7 RI=A fL—Ta v A K

RZaAT7ILDERRE

\}

GE) DU —Z212BLUN5S L0 HENTEA SNIHEREDUGTIBREOFEMITI R L TWET A,

WET DA J1y—2x

Z DOIERETIERE STV D RFC5424 & syslog A vz —2 0 7 OFEHER 4 | 21.6
R—FrT257D, StarOS WD syslog 7 7 AT RinZ DY U — A THH
SN FE L7z, StarOSix, LAATORFC3164 A vt —T 7 4 —~ v b &5 &
e R—rLET, £, 2OV IV —ATIE, BHOR—FZ2HEHL
THELD syslog b—_"—DIP 7 RLVAEZRETH EHTEXET,

GE) YUY —2216TiX, UDP DAL EFEHLZ NT L AKR— &
DA =V TRy R—FINTWET, ZOY Y —ZT
X, TLS & TCP iV A — SN TWEHA,

BHENA N NID £72034 X2 b ID OFFHICH L T X 7 a5m4e (213
N LA, £SR3 X 7oL E T 740 hoaX L
AULVRG (T —L~UL) ([CEFE LIS @EAIT o720, 2 D08
LWZ UT 4 ANVCLIAX haZ L 2208 LVWSNMP k7 v 7538
mEh<nEd, ZOVY—=ATIE, ZhbDA X tar7é 7y
X7 74V NTHMNI > TEBY, BT HZ LIXTEEEA, FHM
WZOWTIE, Ze— v ary7 4 X2l —valryE—ROT740ZY
7 (1= ) EERLTIEEN,

COMREORERELE LT, BMEFiZLEsnNza~r RiIb $HA,
show snmp trap statistics =~ > R RiE S 4L, v ¥ 7 A4~ R
BRI > TWDD, FLFuF T VNVRT 740 b (2T —)
REL T LAV I D b TICEE SNEAIT, AN FRICRED RS
SNHLOITRY ELT,

BADFA, 212 L9 HHT
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FEIN-CYYPEN |

— N O
DARATLOODRA D
VAT ATHREBLIOERTEXL2700E, RO55DF A4 TR0 7,

|

EE TRRCOARN T ETRTCOBETRETEIDITTIEH Y A, BEATREMIX, H
INTWAIN—RT T T b T —bETABL AL THRRY $97,

AR K AR XTI EBFEALTC, VAT LDAT =X AEHM L, VAT LT
AEhtnware havbtZ A7 (AT 2EERFEREZ Ty 7Ty TEET, 2. T
RCOaVyTHFAL, Byvary, BIOTaevRicEHENS 7o — LERETY,

«THO T4 7TV T7 470X, Cllinstance-by-CLI A > A X L ANR— A TH XL —H )N
REFETT, 1 DODOCLIA VAX L ATEHA—YF -l CRESNEZT VT 471
1%, BIOCLIA v AZ V ADEHA—YP =l Lo TR RTHZ LI TEERA, KT 7
T4 T7aTE, VAT AR LT RN IREIILTND D S TS LT 4 L
TanRT 4 LRRTORT 4 B L TRETEET, A XU IBEKRESINDE, T2
T4 TaTNYTIEA ATERREINET,

s hL—R: FL—RaX I E2FEH LT, SN TWDIREDY T AT T4 3ty 3
VORAET HAREMED H D ME A R CE £, FL—X L, FFEDO=a—/L 1D
(callid) &5, IPT LA, XA AT—1 31D MSID) HE. Fizida—V—4
WXL TEITTEET,

cEZE—E=X XTI 4%57130)"2/‘/5‘/’E@LH?‘EM'@\Z)’T’\“’C@Tﬁ
TAET 4 &R LET, ZOMREITX, FREOT TR TA DFE=H Y o ZHEREICET
L ENEL R OEFR 2 MT T LI TEET, E=F—F. T A7 T A /30 MSID
FlFa—P RISV TETTE X,

Sy Ty auaX o NNUL, VAT LAY T N 2T DT Ty |l
RIEWMMPMEFE SN TWET, ZOFRIE. 77 vV a2DEREBBFETD0IHZL B ET,

| B

BE XT—b7w7747vj—thAri BX TN T 7 AT T A=K L THMC 25
TWAEAIL, BEEOIFSE A ve—YOX 7%V R—FLET, b0y
= critical\ error, warning, 3L Ndebug7e & D S F I F 2 LUV TR A v — U &gl
LET, AT—hMINT 7 AT U+—/LENAT KB /X, HBIZL->TRey 7 Iiix
7y ROFEETIPT LA, SEEIP T FL A, 7m%ﬂw\itiW%&4fm%¢5%ﬁ
BIEELET, o, VAT ATHEINTWDELAIE, syslog ——IZHkfFE 3N E T,
AT =K TNV T 7 AT U5 —LEBLONAT ODr X 7P R—FOFFEMIC OV T, [PSF
Administrationguidel] F 7213 [ NAT Administration Guide] @ [Logging Support] D% 2 L T
<IEEWY,
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B ~oroxosssi—somE

AR FOXUHINTA—RDETFE
VAT AL, 2P —EBOT 4 NVNFIESNTa T B AR T AL OICHRETEET, T4

NI, VAT ARSI =T 077 VT 4 (VAT LFATRIFTa ban) b Ay
FE MY DERE NI T—T23 877 4 (EKE) LILVERELET,

AR PR TE VAT A AEVIHRFEESN, CLIZHEHL TERTEET, /X bafr s
HHERGETD2O00AF Y RNy 77 RH 0 ET, KOOy 77T, 7774 77en 7l
WMPMRFEENE T, 2FBONNy 7 7R, TV T4 TuaX U SERAMAM SN E T, JE
TIT AT Ny 77— VAR ) ELTHER S, 7—4%% LEESETICe 72825
TEET, v ZiE, FECEIDNALLELSTORIET 7T 4 TRy T 7ilat—snEd,

X 7 FIIER K 50,000 DA Ry M ERIFETEET, THHDNAY T 7 BF /80T 4 1T
T5 & RO EWVERNDHIBR S, RFTOERERGTT DO OMES MR SIVET,

17 TF—F ORKREHT2DIC, Xy T —2 8 —7 = A A%J LT syslog #—/3—IC
0 EEET DIV AT AERETEET,

| o

BEE TACACS+ T AU YT 47 (CLIAXy haXor) ik, GEMNEZ—W— (priv L~UL
158 XN13) TR LTHERSNEE A,

AR AT T4 LB DETFE

ExecF— FBLO/o— a7 4 FXalb—2ayEF— R LU TAR ha T ONR%
TANE Y T TEET, FEMICOVWTIX,  [CommandLinelnterfaceReference] &M L T <
72 &0,

Exec E— KD T4 LB )25

Ihbavwr REFERTLE, Ju— L aX o RNTRA—FZEZEFETL LR, as
ICEENE2T—ZOBEHIBETE £,

Exec BE— RKDa<r REHLTu s a7 VX ABET 5120, IROFUIHKENE T,

TOT4THEITANRY DT
logging active [ copy runtime filters ] [ event-verbosity event level ]
[ pdu-data rformat ] [ pdu-verbosity pdu level ]

PE
- copy runtimefilters : 74 A A7 4N HEa—L, ZOab—%FH L CHEDOE F
VIR arE T A VAMFELET,

« event-verbosity event_level : X2 b X 7Tl % verboseness D L ~L &R DN
TP ELET,

VRTFLAY
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Exec E— KD T4 ILE Y)Y .

emin: A X2 MIETR/NROEREZF TR LET, HRICIE, A X M, 77y
V74, AXMID, YET7 ¢ (EKE) L-UL, B, BLXORZRE ENE
R

sconcise: A X2 MIBAT 25EMEREZ R R LETN, VAT LNICA X FOEEIT
AL L EH A

Ul s S R AR SNV Y AT ANOEFTE R B EE L@ Y, A<k
R 2FMfE R A R R L ET,

s pdu-dataformat : = 7 IZRigk SNz HE Oy b —F 2=y NOHIERNEROWT
NNTHRE L ET,
enone: RAW EX. (R7 +—~ > )
* hex : 16 EEF
shex-astii : A A > 7 L—ADX 7 LEED 16 HHF L OV ASCIT
» pdu-verbosity pdu_level : /X7 > hF—X 2= hOu X ZIfEHT % verboseness D L
NI ~SOBEBETHRELET, SPRbIEMALLDOTT,
[RRE DS & R AF ) OFEOBMBINCIE> T, REEZHRFEL LT,

AVRBVRIZKBTAILE ) DT OEMEEIEEHIE
logging filter active facility rfacility level severity level [ critical-info

| no-critical-info ]

logging filter { disable | enable } facility facility { all | instance

instance_number }

T
cactive: 7/ T 4 7T RBAORIIOX T AT v a VERETDHEIICHERLET,
edisable : FFEDA VAL LV AKTNFTTRCOA LV AX L AOuX o TR LET, 2

DX —T— KL, aaamgr, hamgr, BL WPsessmgr 7 7 VT 4 TORAYR—FINTWNE
—g—o

cenable: FFEDA Y AZ U AE T XTCOA L AF L ADUX L T AT LET, 2
DF—U— R, aaamgr, hamgr, 3L Wsessmgr 7 7 > U 7 4 TOHYFR— I TWE
T, 7 74 /V hTIE, asamgr, hamgr, 35X W'sessmgr DT X TDOA » AF L AIZKL TR
XU TP > TWET,

« facility facility and level severity level : EO VAT L7 7 VT 4 2 ED L)L TR JIZE
PRI DMMERETDRX T T ANEERELET, MO WL, 77 U7 1 D
E (10_—2) AR PO ETT 4 (ERE) GB8~—Y) Z2ZMLTIZSN,
- all | instanceinstance_number : §XTDA > A HX A F721% aaamgr, hamgr, F72iX

sessmgr DRFEDA LV AX LV AZK LT, X 7 MM T 208 T 20 EEEL

SRTFLRAY
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. Exec E— KD 74 ILE YT

F£ 9, show session subsystem facility facility =~ > R&EITLC, $FEDA AKX v 2%
Al L E T,

\)

GE) —nbox—U— R, disabled LM enable ¥ — 7 — RTD
FAR—hFENTHET,

* level severity level : IRD Y X Mipba ZICFRE SO THEHRO LAV EZIEELET, 2oL
VR, Eemo b EARDNEICIE R BV E T,

e critical : =T —A X M EFIR

cerror : T —A XY FBIOVETT 4 (ERE) LARENTXTOA R M

o

e warning : HEA N MBIV ET T 0 (ERE) LARENTRTOA RV b &
o

cunusual : BEAXU MBI ET T 0 (EKRKE) LR ENTXTOA X R
RN

sinfo : [HWA XY FBIOTETT 4 (EKRKE) LAREWNTXTOA X hER
S

strace : FL—AAS XU MBIRTETT 4 (BERKE) LABREWNTXTOA X |
B FRoN

e debug : TXTDOA X FERR

N

GE)  ZoXF—U—FiE, adive¥—U— L OHMAEDETORY R—
FENTWET,

o critical-info : EEREROIT Y BHEEEFSOA X " ERRTLHIIOICHEELET, =
NEDEATDARY RO, VAT LT ERLZ AT RHBINEEDOT— T v
TRHIEREINET, TN T 74V bOFEETT,

no-critical-info : EERIEFRO DT I BHEELFOA XU FEFR R LWL SIHEELE
7,

\}

GE) ZhbHboxF—TU—RiE., active ¥ — U — & DHLEDOETOL
PAR—FENTWET,
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JA—N)LaAvT4FaAL—2a v E—FDTALE) DY .

| o

EE 77 VT ADOHR—DA LV AZLRAIBT 20X T EREINCTDHICIE, T 770 T 40D
TRTDOA VAL ALTHNZ LT 5, (loggingfilter disablefacility facilityall) ¥IZHEED
AVABLADRX U T EHENIT H0ERH Y £3 (loggingfilter enablefacility facilityinstance
instance_number) . 7 7 4 /L FOBIEICEICT HITIE, TRTOA L AZ L ADRX U Tk H
AT DN H Y £9° (logging filter enablefacility facility all)

Exec E— F® showinstance-logging =~ > F&fH LT, 77 U7 4 ZEITHE#IZS A
VAR UADA AR AT SRR TEET,

gO—N)LavI4FXaLlb—Ya v E—RDITANR)DY

Exec EF— RBIOX/e—)L a7 4 Fal—aryET— R LU TARY el ORNE%
TUANEY T TEET,

VAT DOFATERRA NS b ua X TRT A= F ZRIET DI, ROBUHENE T,

configure
logging filter runtime facility facility level report level
logging display { event-verbosity | pdu-data | pdu-verbosity }
end

*
« facility facility and level severity level : EO VAT L7 7 U T 4 2 ED L)L TR ZIZE
PRI DMMERET DX T T ANEERELET, MO OWTE, 77 U7 1 D
E (10_—) AR PO ETT 4 (ERE) GB8~—Y) Z2ZMLTIZSN,

B JICRHET AT ARTOT7 7 VT 4 I LCFIEEZEVIRLET,

« 4+ 7Y 3 : logging disableeventid =~ > KZBIIL T, 4>k ID O#lIfRZ&RE L £
To VAT AL, FFEDOA R NID 213 H HHOA X NID OEEEHIRL T, =
TRk SN DT — 2 OBEN R b A AR LV L7 D X ) R/ NRICIN 2 D RE A 1R L £
I, BMDOA X NID £72013A X2 MIDOFEHO X2 7 Nt 5I12iE. ZOFE
RO L ET,

BEE N Efto 3~ K (logging disable eventid) ZfE/H L CTA X2 b ID F 72134 X
NID#FHOA X hr X T EGIRT D L AT MTEKRBRA N by Teli 30999
critical | & MEEHZ SNIFFEDA X2 M ID £720F A X b ID HiPHAZ FFO SNMP k7 v
7" 11361 (DisabledEventIDs)| %4k L £,

OV —RATE, ZhbDAR_Xbar e vT oI T 7 4 B TEINZR->TREY
WIS HZ LT TEETA,

BEHENROX 7 L% FIF 5 (logging filter runtimefacility facility level report_level =
~VREFEHLT, 7740 L THD lerror) £V TIZT2) &, VAT AFEK
A X ka2 [cli30998 Critical | &, HEZNZ SAUIZFFED A X2 b ID £7203A N2 b
ID #i[f 2 £5> SNMP k7 7 1362 (LogLevelChanged)] %k L 7,

27605 I}
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IOV Y—ATIE, ZnbdDARXrbad e Ty ET 74/ NTHEMNI 2> TED,
WIS HZ LT TEETA,

WL, A X baXr ZERFu S L"IVRNEFEINZEAICERENS T v 7D CLI
HAZRLTWET,

[local]lhost# show snmp trap statistics
SNMP Notification Statistics:

Trap Name #Gen #Disc Disable Last Generated

DisabledEventIDs 1 0 0 2017:05:11:15:35:25
LogLevelChanged 2 0 0 2017:05:11:15:28:03

[local]lhost# show snmp trap history
There are x historical trap records (5000 maximum)

Timestamp Trap Information

Thu May 11 15:28:03 2017 Internal trap notification 1362 (LogLevelChanged) Logging level
of facility resmgr is changed to critical by user #initial-config# context local privilege
level Security Administrator ttyname /dev/pts/0 address type IPV4 remote ip address

0.0.0.0

Thu May 11 15:35:25 2017 Internal trap notification 1361 (DisabledEventIDs) Event IDs
from 100 to 1000 have been disabled by user adminuser context context privilege level
security administrator ttyname tty address type IPV4 remote ip address 1.2.3.4

Mon May 15 10:14:56 2017 Internal trap notification 1362 (LogLevelChanged) Logging level
of facility sitmain is changed to critical by user staradmin context local privilege
level Security Administrator ttyname /dev/pts/l1 address type IPV4 remote ip address
161.44.190.27

[FRE DR L RAF ] DEDBMMINE- T, REERFELET,

syslog H—/\DEFE

syslog 7 —% TV F ¥

VAT AuX U (syslog) X, StarOS225H UDP k7 AR — M@z LTA X MEREZ A
L, —fbahic A N Ay b=V alb sy ZICRETLT—F7 27 F v TT, syslogld”
TAT M= =T—=F7 7 Fx 2EH L LT,

csydogZ TA T bk StarOS WL THEITSNTWH—EHO T B EATHY , A XV FAy
TV ORET A AL LTEEL £9,

e sydog P —/8— : StarOS WL HREENTA R P A v —VE2ZETH L IICRES
IS — 3 —T 7,

StarOS 5%, ZEDOWRICE L MLE L ETIT, syslog 702 haVZEHLTA XU R Ay
U EEELET, VAT AL, syslog =R A o=V EZEFETXH0E 5 NIZER
L AR M Ay =V EBELET,

B x740%5
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SNEBsyslog H—/N— AL R AV E—DFEEETDEIICTDEHVRTLDERE

FATREA N b X T O7 4V Z TEBRIERIT. KA L— D syslog —/3—
ICEETEET,

| &

BER syslogh—_—IZEFEINDT —Z L, HEREEOT-DIHEHAT L ZEE2HHE L TWET,
RN T =< ADE=H U T EOREEEIL. syslog IZIZFED DRV E S IZT B MEHR
HYET,

EE VAT AEICTHA LT syslog P A— BROET D RWMELAHA TOET B, F v b
T—=0 T T7 4y 706DR7 NT7T 4w 7 20T L7202, §_XTOF—"—Zn—0L
AVTRANTRET D L EMBELET,

Syslog r— " —Z R ET HIZIL, ROFIEFEHLET,
configure
context local
logging syslog ip address
end
i

cip addressif, v bV —7 LDV AT AR TP —N"—DIPT KL A%, IPv4D K v bt
X 10 R, ERIXIPv6e Do L TREIGNT- 16 EEFLTHEELET,

«loggingsyslog =2~ > R CIEX, WL 20D A 7y a v OF—TU— N2 TEE4, FHc
DU TIE,  [Command Linelnterface Reference] @ [Context Configuration Mode Commands|
DEZZHL T TEEIN,

« BMMDsyslogh—N—ZRET H5GAIEL, LBEIOLECUTZOFIAZBEVIRLET, REA
HE72 syslog T—/"—DEUZHIBRILH D A,

FEAMZOWTCIE,  [Command Line Interface Referencel]l @ logging =< REZ &ML TLE X
AN

[RRE DR L RAF)] DEDOBIINE- T, REERFLET,

— . > 7\ S/ =

TI2T4709DEE
7277 471 7%, CLIinstance-by-CLI A > A X A TANRL— X NREAfE/RA XV b J
T3, 1DODOCLIA VAZ ATEHMA—P -k THRESINEZT 7T 4707, Blo
CLIA VARV ADE B —T — IR RENETA, ET7 77470 71%, VAT LITHL

T a— N UIREENTWAE D LIS LT 7 g v F T asT 4 L FERTa T 0
LCHETEET, 77747 u7iE, AR T A LA TRREINET,
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TIT a7 aliE, T7ANNTET 7T 4T RAFINy 77 I ZEZIAENEEA, T2
TATRu T BT VT4 TRATI Ny 77 ICEZALIZE, Ze—U a7 X2 b—
TayE—RTROa~vy REETLET,

[locallhost name(config)# logging runtime buffer store all-events

TOTATROTNT 7T 4 TIRAF) Ny 77 ICEZRAEND L, TRTOCLIA VAL
ADFTRTO2—F=R(ERTE DL TR £7,

WKOBEFHALT, Ja— L a7 4F¥al—vary T—RCT VT 470X 7 53H5E
LE9,

[locallhost name(config)# logging filter runtime facility rfacility level
report level

e
cEDVAT AT 7T 4 EO L Ta JICEERT DN ERET Ha X T T 4K
ERELET, IO VT, 773 VT OFRE (10—) LA X FDTET
T4 (EKE) (G8—) LTSN,
B JIZFRERKT DT R TOT7 7 U T 4 I L TCFIREZ B IR L E T,
« 472 3 :logging disableeventid =~ > RZBIIL T, 4>~ ID OHlREZRE L E
To VAT AL, FFEDOA R NID EEH HHOA X NID OEEEHIRL T, =
TR SN T — X OEPROAHAR L~V E 75 L9 R/NRICM 2 DimE 242t L E
T BIMDA N MID E721TA X2 MDD OFEFHO X o 7 A TN T HI2iE, ZOFIE
RV IERLET,
* Exec ®E— R® logging active =~ > R TlE, W DD F—T— KA T vz o LB AN
FAcxE4, FFMcoVWTIEL, [Command Line Interface Reference] @ [Exec Mode
Commands] DEZZM L T 7ZI W,

VBT R TOBEPINE SN S, Exece B— RTCROa~v REAA LT, 77547 7xnm
T OFRREEIETE ET,

no logging active

27T 4 DIEE

|

X

QX NFEATELEREOT7 7 )T 4%, 7Ty h A —bZ A7, StarOS D/RX— 5
V. BIXOAS A= ENTWARRI T A AL o TR ET,

ROTZ 7 VT 41F, AN T —FE2RX T THEICRETETET,
cal0: AIOA XA —T 2 A AT T 4
call: All A v X —T =2 A A 772V F 4
callmgr : All ¥ %X =% 77 U T 4

e aaa-client : 3L, . BLXOT o oT 407 (AAA) 294 T 773 0T 4

B x740%5
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caaamgr : AA A~ X —xDuX 7772 )T 4

s @aaproxy : AAA 7’a X757 U7 4

cadl2 ! ATM 7 X 77— a LAY 2 (AAL2) Fr bharouxr 7 777 ¢
cacl-log: 77k Aartu—n Y Xk (ACL) Oux 777 U7 4

cacsetrl - 7T 4 7 Fr—Y 7 =R (ACS) artun—F 77 UT 4
cacsmgr : ACS v —Y ¥ 772 U7 4

cafctrl : 777 Vw7 arhu—7757 U7 1 [ASR 5500 D]

« afmgr : Fabric Manager D2 ¥ > 27 7 7 2 U 7  [ASR 5500 D %]

calarmctrl : 77 —Asar btu—7 77U T 4

« alcap : Access Link Control Application Part (ALCAP) '&u hajrouaXx 777 U7 4
«alcapmgr : ALCAP ¥~ 32—y x Dur X 777U T ¢

cadl : IRTOT YT 4

« bfd : Bidirectional Forwarding Detection (BFD) & | =/l

cbgp : R—F—F—+v=A 7 ha) (BGP) 77+ VT 4

« bindmux : IPCF BindMux-Demux ¥~ R — ¥ DR X 7 77 U T 4

ebngmgr : Ve — KX RXy FU—2 F— U =4 (BNG) Demux ¥ R— ¥ DHF
777 T4

* bssap+ : SGSN & MSC/VLR (2.5G B LU3G) lown A v A v 2 —T A4 AFDR—2A
AT —=2ay B TVRAT AT Y r—va Ry a hav Ty

ebssgp : X—A AT = a BT UATAOGPRS YR harw s Ay Ty )T 40,
SGSN & BSS MOEHROHZ MR L F7 (2.5G D &)

scallhome: CallHome 7 7Y r—yarouXx 777 )7 4

scap: FUNA RT TV r—vay Q5G6BLU3G) THEHINS a2 LV CAMEL
Application Part (CAP) R X777 T ¢

echsmgr : BT H— KXy AT 4 7P —EA (CBS) Oux>77 7 UT 4 [HNBGW]
ccdf : F¥—V T FT—% Ty ay (CDF) ourXr 7757 )T 4

scfetrl : 2Ty J4nB )y avia—goaX 77T 4

ecfmgr: 2T Y T4NB Y T X =Ty DRX T T VT ¢

ccgw BTV EAT = U =A (CGW) OuF L 7773 U7 4

ecli:avy RIAf 44 —TxA A (CLI) OuXr 77572 V7 4

ccmp : GFAEEHE 0 F 2L (IPSec) wvuX o777 U7 4

SRTFLRAY
I



276045 |
B o7 om=

« confdmgr : ConfD Manager Proclet (netconf) OmR X277 7 U7 ¢

« connectedapps : SecGW ASR 9000 oneP {5 7' 1 k =21

sconnproxy : 2> hu—s7axvoaX 77y VT4

« credit-control : Credit Control (CC) 77+ U7 4

ccp: A—F/ Ay MER—Faritn—=7 77074

eCSS: AT UV =R LI ay (ess) TV T4

scsssig: CSSRADIUS 7 F V7772 VT 4

» cx-diameter : Cx Diameter A v & —3"7 72U 7 ¢ [CSCF <--> HSS]

sdatamgr : 7—X v X —V ¥ JL—AU—7 ouX s 7y T4

s dcardctrl: IPSec ® F =4 —H—RKar to—=J0oux 777 V7 4

edcardmgr : [PSec K—4% — I — R¥Rx—V ¥ DXL 7757 VT ¢

« demuxmgr : Demux Manager API 7 7 2 U 7 «

« dgmbmgr : Diameter Gmb 7 7’V 7r— a v w3 —Y vy ouaX o 777U T 4

« dhep : Dynamic Host Configuration Protocol (DHCP) ®Ow X 77 72 U T ¢

» dhcpv6 : DHCPv6

«dhost : GEHEA FouX LT T YT 4

s diabase : Diabase A vE—T 77U T ¢

« diactr| : Diameter Controller Proclet D2 X277 72 U7 4

- diameter : Diameter = RARA > hOuX L 777U T ¢

« diameter-acct : Diameter 7 7 7 T 4

« diameter-auth : Diameter F3iIE

« diameter-dns : Diameter DNS 7" 3 2 7 A

« diameter-ecs : ACS Diameter 7+ VU 777 U T 4

« diameter-engine : Diameter /X— 3 L 2 T ouX U T 77U T ¢

« diameter-hdd : Diameter Horizontal Directional Drilling (HDD) A % —7 = A A7 7/
5 4

« diameter-svc : Diameter %— " &

« diamproxy : DiamProxy D2 ¥> 77 7 v U T ¢

« doulosuemgr : DOULOS (IMS-IPSec) = —# —fdi~Fr— %

«dpath : IPSec ¥ —Z X220 XL 7773 UF ¢
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sdrvetrl : oA Xav fa—JorX 775774

- eap-diameter : Extensible Authentication Protocol (EAP; JL3ER[RERRGEY 1 h=2)L) P& =
Vo7ru 77074

« eap-ipsec: Extensible Authentication Protocol (EAP; L3R FIREFRGEY = k=2 /L) IPSec 7 7 ¥/
U7 4

* eap-sta-sba-s13-seb-diameter : EAP/STA/S6A/S13/S6B Diameter A v t&— 7 7 2 U 7 ¢

cecsCss: ACSMGR <>t v gy w3 —Vx V7 F VT A Z =Tz A A T7Y
T A

segtpc : eGTP-C DX 777 U T ¢

«egtpmgr : ¥53E GPRS h %V v/ 7 a kA (eGTP) ~F—Yxy DX r/ 757
T A

segtpu : eGTP-U DXL 777U T ¢

cembms: eMBMS 7' — hV =A 77 U T 4

«embms: eMBMS 7' — F U = A Demux 7 7 >V 7 «

« epdg : evolved Packet Data (ePDG) 7' — hU A DX 7777 ¢

e event-notif : A X2 MEBEHIA L F —T = ADRX LT T VT 4

cevlog: A X v T T IT 4

«famgr : AT —Y = bR =Yy OuF ST T4

ofirewall : 77 A T U —NOOX LT T 7 VT 4

efng: 7=L h Xy FU—=27 =T =4 (ENG) OuFX 777 VT 4

egomgr : SGSNGb A v X —T =2 Af A 3=V % 77 VT 4

s gmm :

*2.5G O¥4 : GPRS Mobility Management (GMM) LA Y% v ZZidék L7 (LLC
LA Yo L)

3CGOHE TV vAT T r—var LAF¥ (RANAP LA YD L) Zn 7zt
Lij_o
sgprsapp : GPRS 7 U r—varounX 77y T 4

egprsns: GPRS *v hU—7 #—bEX 7u ka2 (SGSN & BSS DO LA F) orF
YITT77 VT

* gg-rx-tx-diameter : Gg/Rx/Tx Diameter A »&—7 7 > U T ¢

s gss-gedr : GTPP A h L—UH— "—D GCDR 7 7 > U T ¢
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egtpc: GTP-C Y1 haLoua X 77725 4

sgtpecmgr : GTP-C 7B Fa b~ R— %Y OrX o 777 U7 4
s otpp : GTP-prime 7' 12 ha/LouaX o 777 U7 4

egtpu : GTP-U 7 halouax 7773 T 4

« gtpumgr : GTP-U Demux ¥ R — ¥

» gx-ty-diameter : Gx/Ty Diameter A v &— 7 7 U T ¢

- gy-diameter : Gy Diameter A v E—Y 773 U7 ¢

«h248prt : H248 AR — h~v R =¥ 77 U T 4

chamgr : F—Lb ==V =V h X =V ¥ORXF LT T 7T 4
chat : ®AHMEZ 227 (HAT) 7mk®RX7 72 U7 4

ehdctrl :HD =2 he—J0ouxX 777 U7 4

« henbapp : Home Evolved NodeB (HENB) 77U 7 72 U7 ¢

« henbgw : HENB-GW 7 7 > U 7 ¢

+ henbgw-pws : HENB-GW Public Warning System 2> 277 7 > U 7 ¢

« henbgw-sctp-acs : HENB-GW 7 7 - A Stream Control Transmission Protocol (SCTP) 7 7 ¥/
V74

« henbgw-sctp-nw : HENBGW > NV —2 SCTP 7 7 > U 7 «

« henbgwdemux : HENB-GW Demux 7 7 > U 7 «

« henbgwmgr : HENB-GW ¥~ % —Y ¥ 7 7 U 7 ¢

« hnb-gw : HNB-GW (3G Femto GW) B X777 U T 4

« hnbmgr : HNB-GW Demux ¥ Rr—¥ % =¥ 27 77 U7 ¢

* hsspeer-service : "— LB TR 7 F A4\ P —"— (HSS) T H—ERXT 72U T 4

siftask : VPC-SIB LN VPC-DI 7J v b 74— AL THHAININL T 4+ T —H—H R
(INTEL DPDK)

« igmp : Internet Group Management Protocol (IGMP)

cikev2: AV F =Ry P F— I AF 2V RN—T 3 2 (IKEv2)

s ims-authorizatn : IP vV F AT 4 TH 727 A (IMS) @Bk —b A7 72U T ¢
«ims-sh : Diameter Sh f > #—7 = A A —ERXT 7 VT 4

simsimgr : SGSNIMSI vk —Y ¥ 77 U T ¢

« imsue : IMS User Equipment (IMSUE) 7 73U 7 4
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s ip-arp : IP Address Resolution Protocol (ARP)

sip-interface : 1P A ' F —T = A AT 7 VT 4

sip-route: I[P L— h 7 7 U T ¢

cipms: A TV V2 h Xy N ®=HZ YT VAT A (IPMS) ORX T 77U
7 4

« ipne: IP Network ENABLER (IPNE) 77 U 7 «

cipsec: P X =2UT 1 X7 77T 4

s ipsecdemux : IPSec demux P2 X7 7 7 U T 4

cipsg: IP Y —ER F—hrVxf S H—T 2 A ADUX LT T 7 )T 4

cipsgmgr: IP h—ERX S — U= A 77U T 4

cipsp: IP F—IH TR haroanX o Ty VT g

s kvstore : Key/Value A h 7 (kvstore) 7 73U T 4

s [2tp-control : LA ¥ 2 bV 7 7a ba (L2TP) av he—oaX 777
V74

|2tp-data: L2TP 7 —X#u x> 7757 U7 ¢

« |2tpdemux: L2TP Demux ¥~ X — ¥ DR X 77 7 U T 4

« [2tpmgr: L2TP ¥~ X — ¥y DX 777 U7 4

s lagmgr : Link Aggregation GROUP (LAG) ~F*—YxDu /A 77 U7 4
sles: mrr—varH—v 2 (LCS) OuF LT T77 VT ¢

‘ldap: 74+ =AM T4 L2 N 778X Tm han

oli : <=2 ROFBIZOWTIL,  TLawful Intercept Configuration Guidel] &R L T 72X
AN

«linkmgr : SGSN/BSSSS7 U v/ ~F—VxDuXx 777 VT 4 (25G DH)

ellc: B3V > 76 (LLC) Ym harouXr 27773 U5 ¢, SGSN DA, MS &
SGSN O DOFHELY o 712>\ T, GMM LA ¥ & BSSGP L' A YDIZH 5 LLC L A ¥
oIl L ET,

e local-policy : v =V R o —H—2 772 VU7 4
* location-service: v — g =X 77 VT 4
em3ap: M3 7 U r—varyFabhal ryrr T g
em3ua: M3UA 7'm halaX 7 773 U7 4

emagmgr : ENA N T I EA T = U2 X=X DORX LT T YT 4
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emap : ERXANTFY S —TarN—k (MAP) Yu haroux 7773 U7 4
* megadiammgr : MegaDiameter ¥ r—3% (SLF #—tE'R) ouF¥ o 77707 ¢

emmeapp: EEV T 4 vRx—V AL b T 474 (MME) 77V —varpor¥xy
777 VT 4

* mme-embmsembms : MME eMBMS 7 7 > U 7 ¢

s mme-misc : MME £ Ofid ¥ 77 72 U7

« mmedemux : MME Demux ¥~ % — Y ¥ DR X277 7 VT ¢

emmemgr : MME v % — % 77 > U7 ¢

emmgr : YAZ = X—V¥OuRXL T T 7T 4

s mobile-ip : EANA VP TR

« mobile-ip-data: E XA NVIPT—X 77 VT 4

s mobile-ipv6 : EXA L IPV6 DX T T 7 U T 4

empls: vvF 7 har 79 A4 vy F 7 (MPLS) 7'm haroaX 77yl
74

« mrme : Multi Radio Mobility Entity (MRME) B X277 72 U7 ¢

* mseg-app : Mobile Services Edge Gateway (MSEG) 77U/ —var ax 7 772y
74

e mseg-gtpc : MSEGGTP-C 7 /U r—var aX 7 77y U7 ¢

e mseg-gtpu : MSEGGTP-U 7 U rr—>ar nXo 7 77y U7 4

e msegmgr : MSEG Demux ¥ 3 —Y ¥ =¥ 7 77 U7 ¢

» mtp2 : Message Transfer Part 2 (MTP2) h—vE 20X 7757 U7 4

» mtp3 : Message Transfer Part 3 (MTP3) v haltouXxo 777 U7 ¢

e multicast-proxy : ¥V FF¥ ¥ A h XX 77T ¢

*nas: T 7 EAREE (NAS) Ym haiorXxr 777 U7 1 [MME 4G]

enetwstrg: xv hV—2 AR —Y 77T 4

enpuctrl : x> hU—27 Yoty ¥ 2=y M7 7 U T 4

enpumgr : Xy hU—7 FYaktyHh =y hvx—Vy 77T 4

s npumgr-acl : NPUMGR ACL o X775 U7 4

« npumgr-drv : NPUMGR DRV Ou X 777U T ¢

» npumgr-flow : NPUMGR FLOW ©oa ¥ 77 7 U T 4
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s npumgr-fwd : NPUMGR FWD ©oa ¥ 77 7 U 7 4

« npumgr-init : NPUMGR INIT O X277 7 U7 ¢

« npumgr-lc : NPUMGR LC R ¥ 77 72 U F ¢

s npumgr-port : NPUMGR PORT o ¥ 77 77 ¢

« npumgr-recovery : NPUMGR RECOVERY O ¥ 77 7 U7 ¢

e npumgr-rri : NPUMGRRRI (U NN—ZA)b—hAf PV vay) OuXo 727707 4
s npumgr-vpn : NPUMGR VPN o ¥ 77 7 U 7 4

cocsp : AT A VEEHEAT —F A7 v faj

cortbs: A7V NV AN TR —0 VAT LORFX LT T VT g
cospf : OSPE 711 havpuXo 7772 0T 4

cospfv3d : OSPFV3 7'u haouaX o 7772 U7 ¢

p2p: ETY—ETOMBORX STy T 4

« pagingmgr : PAGINGMGR O X277 7 v U7 4

« pccmgr : Intelligent Policy Control Function (IPCF) Policy Charging and Control (PCC) ~ —
CxIA 7T

* pdg : Packet Data Gateway (PDG) =¥ /77 U7 ¢

e pdgdmgr : Pdg Demux ¥~ % —Y ¥ DX 777U T ¢

« pdif: Packet Data Interworking Function (PDIF) ®owrX> 2777 U T ¢
* pgw : Packet Data Network Gateway (PGW) ¥ 27757 v U T ¢

spmm-app : X7y R BEEV T 4 X —V AN (PMM) TV r—varouaX s
77 U7 4

eppp: KA bV —KRA v 7 bhan PPP) Vo7 Xy h773v VT4
s pppoe : PPP over Ethernet D ¥ 77 7 2 U 7 ¢

« proclet-map-frwk : Proclet ¥~ v &> 7 7 L—ATU—rOuX 777 U7 4
spush : VPNMGR CDR 7'> > adDu X777 U T 4

eradius-acct : RADIUS 7 A U v T 47 aXo 7 77 VT 4

e radius-auth : RADIUS RFED ¥ o 77 7 U T ¢

« radius-coa : RADIUS D8 A28 # 35 K O radius HEfefifER

- ranap : Radio Access Network Application Part (RANAP) 7' |k =1/L.® SGSN & RNS (3G)
MoO7 7 )7 uXr 7iFR7e—
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crct s UANVHZ A7 ouX 777V T 1
erdt : VXA VI MR DX Ty )T 4
* resmgr : Resource Manager DR X 7 7 7 U T 4
e rf-diameter : Diameter Rf f V' # —7 = A A A vt —2 77 U T ¢

* rip : Routing Information Protocol (RIP) OB ¥ 7 7 7 U7 4 [RIP IFBREA Tl AR —
FahTWwEEA, ]

erlf o L— MElREERE (RLF) Oor¥r 777007 ¢
s rohc : Robust Header Compression (RoHC) 7 7 U T ¢
crsvp: PRI haroaXr sy T g

erua: RANAP 2— % —7 %77 —+ 3> (RUA) [3G7 =L hGW A vE—]DOrX
777 VT ¢

+sl02:S102 7 haroueX 777U T 4

«s102mgr : S102Mgr DX 77 7 U T ¢

eslap: S1 77U r—ar7m bhajn (SIAP) FYu haroux 77y )T 4
« sabp : Service Area Broadcast Protocol (SABP) ®rX > /772 U7 ¢

* saegw : System Architecture Evolution (SAE) 7 — bV =A 77 U T 4

esbc: SBe 7 hajrouX s 7y )T g

» scep : Signalling Connection Control Part (SCCP) v h=/Ldu ¥ 2 (RANAP & TCAP
LAYEOaxsra MAyte—)

esct WHBREX AT ORX LT T T 4

« sctp : Stream Control Transmission Protocol (SCTP) 'm h=aouX 777 U T 4
» sef_ecs : Severely Errored Frames (SEF) API Hlll~” 7 >V 7 «
esessgr : SMGR 77 U7 4

ssessetrl : By vararyir—o0oRX 7T 4

esessmgr t Eyvvarwx—YxyouX sy T4

ssesstrc: Eyva s hL—R20uFX 7T 4

cSft: AL F T TV I XA OUX T Ty )T

+gs: SGA v HF—T A ATa haroanX o 7y )T 4

« sgsn-app : SGSN-APP RN EEXFRSGSND [F)—| f v H—T = AuXx7 (1=
& zi¥. PMM. MAP. GPRSFSM. SMS 72 &)
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« sgsn-failures : SGSN =2 — VDI Bt/ 7 7 7 « 7L DER) oua X 77 7 U7 4
(2.5G)

* sgsn-gtpc : SGSN & GGSN O A v —Y &2 n ¥ 74 % SGSNGTP-C 7’12 k=2 /L
e sgsn-gtpu : L—HF—F —H X v E—T %X 7 $ %5 SGSNGTP-U 7'u ka/b

* sgsn-mbms-bearer : SGSN v /L F A7 4 770 — R¥ ¥ A N /LFH ¥ AR —ER
(MBMS) X7 — APP (SMGR) ouXxo 777U T ¢

¢ SYN-MISC: AKX v I F—T ¥ B, LA YOS T 4 T LHIRER X 755720
W%

e sgsn-system : SGSN T AT AV R—F v houXr 777 U7 ¢ (i ABEEME)
e sgsn-test : SGSN T A b X 777U T ¢ (i ASEEDOEK)

» sgtpemgr : SGTPC L TN GGSN %41 L 72 SGSN GTP-C Manager ® 1 ¥ > 7 [FH O A5 H
esgw : =T S—FU A T T 4

» sh-diameter : Sh Diameter A v & — 7 72U T ¢

ssitmain : VAT AL E R I DAAL X T T 7T g

e[dmgrvbs] : Av— K I BT v Rx—V ¥y DORFX LT T )T 4

eds: —E A LULfEEf (SLS) Ym hartor¥r 77y VT g
esm-app : SM 7'a haroaX 77y T 4

esms ¥ g — b AyE—=UH—ERX (SMS) ICLDHMS & SMSCOHD A vE—TDr ¥
p

« sndcp : Sub Network Dependent Convergence Protocol (SNDCP) ®rX > 77 72 U7 ¢
estmp : SNMP DX 777U T 4

« sprmgr : IPCF Subscriber Policy Register (SPR) ¥~ % —Y ¥ Du X777 T ¢

esrdb : AZ Ty VFHIT — 2 X— X

esrp: —ERILEMETw har (SRP) ouXx 777y UT ¢

+ sscfnni : Service-Specific Coordination Function for Signaling at the Network Node Interface
(SSCF-NNI) own x> 27777 4

» sscop : Service-Specific Connection-Oriented Protocol (SSCOP) v x> 277 7 U T 4
» ssh-ipsec : Secure SHELL (SSH) IP X = VT ouXr 77707 4

+ 59 : Secure Socket Layer (SSL) A vtE—youaXo 777 U7 4

- stat : HEHERO X 7T 7Y T o

ssupserv : i r—EA0uX 77 7 U T 4 [H323]
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ssystem : VAT LADORX LT T U T 4

s tacacsplus : TACACS+ ’'a ha ax o7 77 U7 ¢

stcap : TCAP 711 havou X 7772 U T 4

stestetrl : T A bar b= 0ORX LT T 7T 4

stestmgr : 7 A A~ X =V ¥ ORX LT T 7 YT ¢

sthreshold : LEWMEORF 777U T o

« ttg : Tunnel Termination Gateway (TTG) ORF 77 7 VT ¢

etucl : TCP/UDP 2> /"=y = AL A% (TUCL) OR¥> 777 VT 4
eudr : =2—#%—5—%1La—F (UDR) 77 U7 ¢ (Charging ¥— ¥t X TfEMH)
cuser-data: 2 —Y—7F—FDOrX 777V T ¢

cuser-13tunnel : 2—HF—1L A ¥ 3 hrRALOBRFL T T 7Y T 4

« usertep-stack : = —H— TCP A% v 7

evim: Voice f vV AZ YV h A vyE— (VIM) OoaXo 7773205 ¢
svinfo : VINFO Ou¥> 7772 U7 4

evmgetrl - RAEAT 4 75— F x4 (VMG) 2 hr—77 573V 7 ¢
evmgetrl : VMG 20T 0 =% =Yy 77U T 4

evpn R T T A X=Xy NU—7 DX T Ty )T 4

* Vpp : Vector Packet Processing (VPP) Omr X2 777U T 4

« wimax-data : WiMAX 7 — %

« wimax-r6 : WiMAX R6

wsg: VA YL AEF2UT 4 F—FU=A (ASRI000EF=2UT 47 —hU=A)

e x2gw-app : X2GW (X2 7’u ¥ v 7 —hv A, eNodeB) 77V r—raroux
e

* x2gw-demux : X2GW demux ¥ A7 Oua X277 7 V7 4

S s, M EL =S
FfL—XBX2TNDETTE
fMo—2aXo 7%, MET 7T 4 T REEDE v v a o OMBEZ EIZFERT 5 DI&LH

F7, DI, Exec E— RTloggingfilter =< R&fH L CRES N7 2 — UL X
Y ha s T g VFIRTE LIRVMERR T IC RS W TAER SN D — R 7 4 V2 T, 1272 L,
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AR b T LERRIC, B I o TAERENDIERIL. 77T 472 AT I NNy 7 7 ITRTF
SNFET,

BIR L7 a— LICBEEMT SN TWETRTOT NNy L Ry R MEEENE T,

| o

BE LL—2uid, byl OWBICEBELET, TNy 7 BN TOLEET B LERD D &
R

Exec E— N T ML —ARTZRET DI, ROBIZHEH L ET,

[locallhost name# logging trace { callid call id | ipaddr ip address | msid
ms_id | username username }

IR T RCOEEPNESNTZD, KOa~v2 REANLT, bL—R2Ae 7 2HIRTEE
To

[locallhost name# no logging trace { callid calil id | ipaddr ip address | msid
ms_id | username username }

—_ . » S
:E-—Jg E]€7ODHXJE
F=F—a XS, BEOY T AT TANROTRTOE v a ATEET 5TV ST

TOT I T AT 4 2RdkLET, ZOKRERIT, FEOV T A7 T4 OE=H U o THEEEIZ
B2 FEYROEREZET L WA EAICHERATE T,

FoH—i%, YT AT TAROMSID £ 7212 — P —ZICHESWTEITTEET, £/2. 7k
YIFZ L > THESNZBREMRNICOAMERAT A2 L2 HBE L TWET, LzN- T, HE
=X ) U THBOBERZICK T TAVERSH Y 7,

ZOHETIE, E=4—u 2 HNEITEDCT ZFIECOWTHHALET,

E-A—OJDEMIL

F=H =0T DY =Ty FERETDHITIE, ROGIZHEHALET,
configure

logging monitor { ip_addr | ipvé_addr | msid id | username name }
end

F=X—a T OBIMOY—7y NERET DI, ZOFEEZBV KL ET,

E-4—0J DEML

T I BT DI, ROBIZEHRLET,

configure

no logging monitor { ip_addr | ipv6_addr | msid id | username name }
end
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OF 2 JETE EMETRBDERT

B T RGE L REHE I R DI

%X, Exec E— R CkDa~r RE A LET,

[locallhost name# show logging [ active | verbose ]

F—U— FZRE LD o 8a1E.

T a—SVT 4V EREPERI I, A5 TND

oz A4 7FoaX 7T oERbFRINET,
WRDOFRIZ, verbose ¥ — T — R&ZfEH L7= & EICEREIN DM EROFMHAZ L ET,

R1:OFX SR FATY REMHEERa VR

J4—ILFK

e

General Logging Statistics

Total events received

VAT DR o TERSNIZA XY FOERHENFRENET,

Number of applications receiving events

ARV IEZELTWAT TV r—y g LV OEREREINET,

L ogging Sour ce Statistics

Event sequence ids by process

ERSINTIEA R ERHDLVAT AT BrEADY A M| AREH
oA X2 N OSREHE T NFRRSNET,

Msg backlog stat with total cnt

RSV A Ry b OB ol LT r Z ISR S A < b
Ayt —VORBERSHET,

LS L2 filter drop rate

nXy 7Y —2 (LS) OLA¥2 (L2) AXVED Koy D/ —
BT —UNERENET,

Abnormal Log Source Statistics

BgipaxX 7 —2 (LS) OFGEHESRNERINET (FET

26 .

Runtime Logging Buffer Statistics

Active buffer

BUET 77T 4 7R AEY Ny 77 1T EN TN DA N FO#
LNy T 7 NORLEWEY NY ERFIOTZ N DX A LAK
YTIMERINET,

Inactive buffer

HT T4 TRAFYI RN T AICHER T A L TWAEAX D
BRFrInNET,

CUZFERALEAAY FAYDRTR

VAT LI L o TERENDA R badiE, ROWVTINDOFTETRRTEET,

ssydogH—/N—h 5, ROEKSIZLET, VAT LR syslog Vr—"—lln /&R ETDH L
INIHESINTWDYE, v 7L syslog — "—THER R TXET,
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« VATLCLI OB, RDESIZLET, VAT LDOAEY RNy 77 IR FESNTNDH
T, CLIDHEEFRRTEET,

caAVY—ILR—EMS, RDKSIZLET, 774V FTiE CLIE Yy Y a VAT 7T ¢

AT THDRWES, VAT AFay V=N B —T oA A% L THEHERICA R R
FHBRICE R LET,

ZOHETIEH, CLIZHAL AR bu 2R RT3 FIELZHPALET, Zhb50FET,
Exec E— RONL— a7 hEFEHL TS Z ENFHRIZARD £9°,

ARTVTN T T 4T Rua AR INy Ty 2T 0T 4 7 Ru 7 AE)I Ny 77 IZab—LET,

TIT AT T AEI RNy Ty NIET 7T 47 ha T AR Y NNy T riat—shde, 77747
a7 AE Y Ny 7y NOBFOERPHIFRSNET,

TIOTF 4 TEIET VT 4 TOWMBFDARy ha Zl AEY Ny 7 71%, Exec®F— FOCLIZEH L THRRT
XFET, L, TP EEXINRWVWE T HEOIIL, TV T4 T n T ERRTH I EEBE)
DLET, 7774770077 L0ERIL, ROa~< L RE AN L CHET I T 4T a sy 77
CaE—T&£7,

[locallhost name# logs checkpoint

ATFwT2 koa<v s ReEAH LTl %2FRLET,

[locallhost name# show logs

showlogs =2~ > RTIE, WS ONDF T arDF—U— RROEHKZHEH TE 4, HMcoWTIL,
['Command Line Interface Reference] (23 % [Exec Mode Show Commands] DA SR L TL 72 &V,

P2y aBTDEREERT

V7T T DI T yyaldBELEERE. 77 v aFRNERET D DI OFEHRE
VAT AMEELET, ZOBRITITATLAAEIIRNTHFE T 2L, Xy U= % —
N |ZHEE L CRIFT D2 b TEET,

VAT ATIE, RO2FEHFOR T EZERT D ENTEET,

e HSwand VT vvan i, V7N 2T 0Ty alllTE5H 505 EMmN
REENET (BeRaTHUT) , YA XRFRT, VAT AAEVIRFET D2 L%
TEEHA, LTENRST, R ERFTEDLR—HAT N AD, £iERy NU—7
P — R —Z%F5 73 5 Universal Resource Locator (URL) Z#fEH L TEREIN TV BHEAIC
DI, o 7 RNERSET,

95920 DEHN . /T v va AV La—RiE, Y7 o= T 7Ty andgk
L7z ZICHBWICERSN, BEI—RFLEOT7 I v a2 ARV IRESNET, 7T v
Taua ZOEKIZIE, BEMITONTA T T AN EEBIC, Z Ty aA R DL
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A—=RFOYRAMPEENTVWET, 2oL, CLIa~vy REEH LTIy FLra—
NEFZ T T7ANERRLET,

959220 XVIOT—(TFIF v
Iy vaaZit, 7I7viaAXy MEROKER Y KRY MY T, KA MNMITEE
BT 5N TEY ., CPU (minicore) . NPU, /23— V27 T v ¥ 2 |CH#ET LT F R K

MEENET, v 7SN A Xy M, BER Va2 — FIZFEE S, /flash/crashlog2. 12
RESNET,

7TV aPRETHIENNT, ROV T v v atERPRAESNET,
1. A2 bl =a— K&, Mlash/crashlog2 7 7 A /v (7 T v anal) [RFESNET,
2. B89 5 minicore, NPU, F /oI —FVF 77 7 A id, Mlash/ersh2 7 4 L7 b UIZ

BEINET,
3. BERaATHUANL, 22—V —NRELET 4 V7 PIRESNET,

BE crashlog2 7 7 A /WiE, BIHET 5 minicore, NPU, BL O —x L Z 7L LT, TUREH
71— F (SMC. MIO/UMIO) M THBMIZFRABEhES, 7ra7 273, EHl— FFET
P S EEA,

WOEEIX, 7T v auX oo @A INET,

TV ad XY NRT T 4 TRERN— RIZEIETHE, /X bLa—F

iZ. /flash/crsh2 ® minicore, NPU, F72iZ W —F N 77 7 A& & H1T crashlog2 7 7
ANMRIFSINE T, 7Ty aA XU RNeX T T A0, AZ AL ERI— R L
DOIFE CHETC BHBIICRIF S IVE T,

/7T yvanZxy M)RCLIa~xy R LTHIBRSND L. T/ T 47 &AL N
A DM OEH A — FTHIBRSILET,

EH I — REIBINFERIIRT I E, 72T 4T H—REAZ U NRA H—RIZk-TY
TyvanZ AT Ty AP EHBRCEBENET,

VTV aA R NRZEISN, VI v aual T ARSI HE, Ty
anZNORkbLIWE MY CEET AT T 7 AN, W OEE S — RORHO
BIEA R NEH T T ANMTEESBRZONET, BRKI12007 T v a X Ot
Wre, FEI— NREFETEET,

UGy a ARy NREETALE, BBFEOLa— ROty MEIREE IR, HWVWI Ty
Vala—RTHLWLa— FREHFHINET, hvr MUBMT5E, A4 M)
WAL EEIHAA LAZ U TIMERINE T,

VRTFLAY
T |
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v rwrz7s5yvansiggengE [

VI LI T70 3y a0 EREDERE

VAT AL, VT RNU T DY Ty auaZiEREROWT O OEITICRTFT D X 9 ICRE
TEET,

« ASR 5500 I~ :

¢« DS A AEY T 7T 477 MIO/UMIO IZHUY R b TnEd (EHIhT-
7T vvanlBLOBEETLIX T T A NDR)

cUSBAEYRTA4YY : TV F 4772 MIO/UMIO ® USB A1 v MIEY T 51T
WET,

« VPC I
c IS5 aAEY EME I UMNL TV ARRETT,

cUSBAEYRTFAYY : T N 7+4—LDUSB 2y MR FFIFonNTWET
(USB A1y MINAR—=RA TR LTHEMIIR>THET) |

o 2y kD —9HY—/\—: I A7 AN Trivial File Transfer Protocol (TFTP) . File Transfer
Protocol (FTP) . Secure File Transfer Protocol (SFTP) . ¥ 7213 Hypertext Transfer Protocol
(HTTP) ZfEMLCT /A TEL%y NUV—2 EOU—I AT —v 3 v Edh——
TY, ZHUE, BEO VAT LANRF UREELEL T 5K Y N T — 2 OREBICHE
WINET,

| o

BEE FTP IV A—FEINTWEHFA,

T yvanl7rAN GERRATHT) 1L RESNTHITTRAET L L —EDOAAIT
BXIAENFET, 40N, crash-card-cpu-time-core TJ, Card (X7 — KA1~ k, cpu
IL#— K LD CPU ¥, time X 16 #£FFL D Portable Operating System Interface (POSIX) @ %
A DAR T T,

ROPIZFHLC, Fa— L a7 4 Xal—varyT—RT/ T NU=2TDITvia
17 DR R R E LE T,

configure
crash enable [ encrypted ] url crash url
end

E
s ZD o<y ROFEMIZOWTIX,  [Command Line Interface Reference] @ ['Global
Configuration Mode Commands] DEAZ S L T 72X,
CBMDOY T N =T DI Ty an O ERET DL, ZOFEEZHEDIRL E
T RIE ATRE 7R L SE DU HIBRIZ SV £ A,

[BRE DR L IRAF] DEDFMMINE> T, REEZRIFLET,
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B cuzeRLcEnsns 5y v ansmROET

CLLZERALTEN SN/ Iy 207 FERORT

WHEL— K (fflash/crashlog2) LD 7T v a AFVIZ—@#HOA X hla— e LTRES
NTWDER SN Ty v affERTITEET, £7 7 vvaf X Fla— R, &£
/RA[REZR (minicore, NPU, F7ziZh—x/V) BED X 77 7 A )L (flashlcrsh2) 73d 0 £,
VATLCRELEY T NV 2T 7T vaf Xy NERRT AT, ZOHOFIRIZHES T
<IEEW, ZRHOFNEIL, Exece®T— RDO— 7 a7 FEHEHLTHDZ ENRIHEICRD
£,

ATV FT1 KO Bxec E— Rav L REANLT, Y7 =T 7Ty adAXV MOV RANEFRRLET,
[locallhost _name# show crash { all | list | number crash num }
1
« Show crash list # (T LT, FFEDVZ T v v af Xy NOFFEIELET,
« Show crash number crash num# 47 LC, #—7 v " T v aA XV NOHNERRLET,

MRELTEONAHNIE., T XTOFFTy h7+—LTRIU LR A,
D7 T oAy MIETAERIZ. Zoa~r FoEATIEmH S x4,

ATV T2 BEDI T vva Ay MIEEMTONTWDEE T 77 A NV EFRLET,

BT Ty AMIEENDERIL, Y7 b =2T NI Ty vadHHKE RS> TWANEE TN O
Rz RE L C2Wird 2 DIC&ICSEH £ T,
VT vah: VT aAXy Nen JICEERT H L EICSarOS ICL o THID Y Ton—EDE
B
* SW /X—0 3 ¢ StarOS /L KU U — X3 : RR.n(bbbbb)
c[FAEED T Ty a iy s UL Ty v 20K
s DT T v 2 FH]  YYYY-MMM-DD+hh:mm:ss DR THRYID I T v aBBELZEED X A
DAK T
cRBA =T AR M A=V DTFA |
o BES o — RERRI
Tt R Ty aRNEAE LS (— K, CPU, PID 72 &)
VT Al VTV aNELTEEEDEZ A LAZ T (YYYY-MMM-DD+hh:mm:ss & A 2
=)
« BT D ermo : BETDTTF —FBDOFHF A,
CARX Y ATV RH vy JIER
¢« TANNTUR TV afillZE LA ve—U ZICET D 1E®
CLURY L AFEY LV ARAZDONE
CHBIEDEFBA v =V BIEOERFA vE—T 0 16 HEEFH
T RL A=y
D =TT T 4T 4 (Ebitrnb o)
s HIEDA XN (b iEWNH D)
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asina~vrnxssonE ]

e u Ty A IINDEX

U TwanlZ o M) OEFERRRIZ. 77 v a0 A7E StarOS V) ) — A2 K-> TRRY £9,

BEIZARY FAXFD T DHEIR

A haxr 7 (evlogd) 1E, StarOS 7 7 v U 7 4 ICL o TEESNTA RV P A vE—Y
EXXTFXTLOREAT 4T T, 1 DFLFEEOT 72U T 1 BN KD A R
FAYE—=DZRE LT DL, R OWEICEEL TWOKENEEZITET, 2oy
UA T, FRCu 72K T 57 70T 4 DEPHZDIZONT, VAT LANT F—< A
MEFLTW&EET,

4NVF%y?%ymﬁyﬁ@V%Fﬂy%ﬂ%W@\ﬂﬁ@%ﬁﬁNXTﬂﬁéﬂiTo%
ARENZ, B H IR T EIC0ICREE S L, evlogd IZEE SNz F ARy D LIy LE
KR 1@?%‘2%1‘757‘/&75>L%Mﬁ_f'%?“z)é:\ ARy MIEEIN, Fa2—ITADN, T2
X (evlogd A vV Vv Fa—RN X0V OHAIT) FryXanEd,

AyE—aX oL — N MIXTEHIOa~vy RTHRESNZERBLEVWERZBRT ST 7

/)74#%0 [A] UK AE @Eﬁﬁm<%é\&mﬂtﬂmMPk7/7it177—A%ﬂ
LCa—Y—{z@mmLEv,

#H LU threshold 2~ > REERAT A E, 22—V =137 73 VT 44XV bFa—%0ifc e 45
W=t T —UZRETEET, ZOLEWEZBEALE, MEOHL 77> VT 4 ZfET
HSNMP F T v T T —AREREINET,
Zoa<y FIZEEMAT LN TWS SNMP b7 v 7oRRIT%k o LB Y T,

* ThreshL SL ogsVolume

<timestamp> Internal trap notification <trap id> (ThreshLSLogsVolume) threshold
<upper percent>%
measured value <actual percent>% for facility <facility name> instance <instance id>

*» ThreshClearL SL ogsvVolume

<timestamp> Internal trap notification <trap_id> (ThreshClearLSLogsVolume) threshold
<upper_percent>%
measured value <actual percent>% for facility <facility name> instance <instance_ id>

K=V TR b ) T—=RERRELTZSEIE, TOR=Y »ZRBAK TS5 TET
T FRT T —LIFERSNEE A,

WMED NIy FPEHENEFITNET AT, Fe—Lary7 X2l — 3y F— KD
snmptrap =~ R&EH L £9,

A5Y—ZXDLEMEDRTE

0y Y —2Z2ADOLEVMEORE L FEIZEET 3 >0 a— a7 X lb—v g T—
Ka<r Fnd £9,

1]
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1. thresholdlslogsvolume: ~7 v 7T 7 — L2 ZNZENERB L7 V7357200 LR
BLOTFRLEVEDO TG A—XERELET,

2. threshold poll Islogs-volumeinterval : Z® L VMEDOR—V > FRIEEZHE L £,

3. threshold monitoringlslogsvolume: ZO L EVMEDE=4 Y ' 7 h A i34 71T L E
j—o

Syslog r—_R—ZFRET HIZIL,. ROFIEFEHLET,

configure
[ default ] threshold ls-logs-volume upper percent [ clear lower percent ]
[ default ] threshold poll ls-logs-volume interval duration
[ no ] threshold monitoring ls-logs-volume
end

i
« upper_percent & lower_percent (X, 0~ 100 DFEH L L TR ILET, upper_percent D7

7 v MEIX 90% T9, lower_percent NEE SV TWRWIGEA, T 74/ D7 U THE
I% upper_percent T,

« threshold poll Is-logs-volumeinterval |34 —V > 7@ &2 W HEA CREL £, T 74V b
DEkEIL 300 B (543) TI,

« threshold monitoring Is-logs-volume Id = OF§REZ H 2 £ 7 X shic L £,

TOLEVMEOHRTE AR T A121F. Exec E— Rd showthreshold =~ REFEITLET,
[EREOHER LIRTFE] OFEOHAIHE ST, REEHRTFLET,

o ., - ~ »
YIORATAD
F o IRA T 4 7E, a IR INTZT —ZBURNCERENT- b0, v~— 7 &h

TbDONEHBNLET, T I RA T4 T 2T E, &HEOTF = v 7 RA 2 MU
Do TIEROHEFRTEET,

il = Da 7%, 77T 4 70 ZITi&K50,000004 X MR EENTWLEANHY £, 1
TDF x=v IRA v MEFEITTDHE, HK50,000DA X ST 7T 4 7077 7 A IIZ
FhER SN E T, ZHIUC LV AFFTRK 100,000 1 X2kl Zhb e iS4
Ty U T 4 THEATEET,

Exec E— F® logscheckpoint 2~ REEH L TR T —2DF = v VR A T 4 7 & FLT
L. $I72 7 77 4 €7 4 BRAET DRI ZONFEZBEMORA » MIEELET, £,
ZOavy REEMA LTI AO—RELTEDT, v/ 75— 2EHT 5L TEE
T

R DFzy IRA T 4T TR, BUEOR 7T =2 % T VT 4 T un JICEELET,
BT =y VRA T 4 T SNT =20, T 7T 4 7u 7 IhkfFINET, Bion
TDF 2 I RA LT 472X T, VRN TF =y I RA T 4 T ENTIET 7T 4 772
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ns7711orz |

R T=2NI VT I, FZlT ey I RA T 4 T ENTT —ZITEEMZONET,
Ty I RAT 4 7SN VT =2 IR R TEETA,

| o

BE ol 77400 XWNIRD0E<TE0IC, alZDF =y ViR, T 407 % ERIRICE
ITTHMENRH D £3, 50,000 D1 X2 hGEdgESZa 7%, LA Xy o 730
SNbHE, BHbEHWARY NERYICHEELET,

BE A UAXIZLALVOEHa—YP L, Z0avr REETTEEEA,

O 274 ILDOGRE

22777 AL, URLTHRESNTZr—BVEILY E— FDOBEFTICH D 7 7 A MRIFTE
4, a7y A NERET HITIE. RO Exec B— Fa~y FEFEHLET,
save logs { urli } [ active ] ] [ inactive ] [ callid call id ]
[event-verbosity evt verboseness ] [ facility facility 1 [level severity level

1 [ pdu-data pdu format ] [ pdu-verbosity pdu verboseness 1 [ since
from date time [ until to date time ] 1 [ | { grep grep options | more } ]

savelogs =~ > ROFEMIZ DWW TIL,  [Command Line Interface Referencel] @ [Exec Mode
Commands] DEZZHL T ZEV,

AR ~ID DBE

| o

EE A XRVFNIDOERIZ. 779 b 73 —2DAATET T F T 3 — L TETENTNDETA
LRI LS TR F9,

WAES (D) X, VAT ATEX U I REMNI > TWDGHRICEET A 2B RT
BEOIfERENET, AR L7ZE212, a3 773 7o ZEICIREEINET, K77
UT 412, ROFRITRT L HIC, MEAOFHDOA X MIDARHY 7,

R2ZVATLIZV) T4 EARY M IDDEE

27U T+« %A AR KID
alo A0 haL 7y )T ¢ 28000 ~ 289
all All 7o han 7y V54 29000 ~ 299
allmgr AN ~FX—=T ¥ 77 VT4 9000 ~ 9999
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27907« s EA AR ~ID D

aaa-client AAA TV TA T " 773U T 4 6000 ~ 6999

aaamgr AAA X=X 77T 4 36000 ~ 36999

aaaproxy AAA 7o 77T g 64000 ~ 64999

aal2 AAL2 7a hanvz v UT 4 173200 ~ 17329

acl-log IP77€Aarba—nL YRR (ACL) 773 UF 4 21000 ~ 21999

acsctrl TIT4T7 Fx—Vr 7 Y—ERXarbe—7 (ACSCtl) 77 [90000 ~ 90999
YUT 4

acsmgr TITAT Fx—Vr 7 P—ERA~v3x—Yx (ACSMgr) 7 7 ¥ [91000 ~ 91999
s

afctrl Ares 777U w7 3 ha—7 (ASR 5500 DH) 186000 ~ 18699

afmgr Ares Fabric Manager (ASR 5500 O 7*) 187000 ~ 18799

alarmetrl To—bharie—7 77074 65000 ~ 65999

alcap Access Link Control Application Part (ALCAP) v b =a/,v 7 73U [160900 ~ 16139
T4

alcapmgr ALCAP ¥ —Vx 77V U T 4 160500 ~ 16089

asf ASF 773U T 4 73000 ~ 73999

asfprt ASFPRT 7 7 ¥ U 7 ¢ 59000 ~ 59999

asngwmgr TIRAY—EX Xy hU—2 (ASN) 77— U =A <X —T % [100000 ~ 10049
77T+

asnpemgr ASNNR—V o Fmr— g VAR =32 —U % 773 U7 ¢ [100500 ~ 10099

bemes Ta— KRy A MNwLFXFy AP —ERZ (BCMCS) 77U  |109000 ~ 10999
A

bfd Bidirectional Forwarding Detection (BFD) 7’2 f /L7 7 U7 ¢ [170500 ~ 17099

bgp R—H—F—hrv=xa 7Frhal (BGP) 77 U7 4 85000 ~ 85999

bindmux BindMux ¥ 32— % 77 UF 4 [A TV V= bR Y —HIHH | 158200 ~ 15899
#§#E (IPCF) ]

bngmgr Ta— RN REy NT—7 5=k =xA (BNG) vR— ¥ 77 182000 ~ 18299
YUT g

bssap Base Station System Application Part+ (BSSAP+) #—EX7 7 U [131000 ~ 13119
A

bssgp Base Station System GPRS Protocol (BSSGP) 77 > U7 ¢ 115050 ~ 11509

callhome Call Home 7 7 >V 7 « 173600 ~ 17399
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J7oNT4 At B AR RID¢
cap CAMEL Application Part (CAP) 77+ U F ¢ 87900 ~ 880
chatconf CHATCONF 7 7> VU 4« 74000 ~ 749
cli CLI (=Y FIA A H=TxAR) OuFXx 777 UT 130000~ 309
connproxy Bioax oy VT g 190000 ~ 19
crdt-ctl JLYy M T 7 U T 127000 ~ 12
csg Closed Subscriber Groups (CSG) 77 U 7 « 188000 ~ 18
csg-acl CSGTr7tRxrzmaybhu—LY Xk (ACL) 773U ¢ 189000 ~ 18
csp J1— R/ Aay MNAR—K (CSP) 77 VT« 7000 ~ 7999
css ayF Y AT TV =& (CSS) 77U T 4 [ESC] 77000 ~ 774
css-sig aryF oY —ERX kL7 a3 (CSS) RADIUS v 7+ VU 7 |77500 ~ 775
A
cx-diameter Cx Diameter A v E— 772U T ¢ 92840 ~ 928
dcardctrl =k —h—FKarybta—F377 U7 4 62000 ~ 629
dcardmgr F—H—hH— RN~ —V% 77T 4 57000 ~ 579
demuxmgr Demux ¥~ % —Y ¥ 77 U T 4 110000 ~ 11
dgmbmgr DiameterGmb (DGMB) 7 7'V 7 —y g ~3x—Yx 77 U7 ¢ 126000 - 126¢
dhep DHCP 7 7 >V 7 « 53000 ~ 539
dhepvo DHCPv6 71 b7 7 v U7 4 123000 ~ 12
dhost SR Z Rk T 7 Y T 4 83000 ~ 8399
diameter Diameter = RARA > 772U T 4 92000 ~ 925
diabase Diabase A vt —y 772U T ¢ 92800 ~ 928
diameter-acct Diameter 70U T 4 v a bhaly 77 UT 4 112000 ~ 11:
diameter-auth Diameter Z23F a2 ka7 v U 4 111000 ~ 11
diameter-dns Diameter DNS 7> A5 A7 73U T ¢ 92600 ~ 926
diameter-ecs ECS Diameter > 7V 777> UT 4 81990 ~ 819

diameter-hdd

Diameter Horizontal Directional Drilling (HDD) A > ¥ —7 = A A
T T4

92700-92799

diameter-svc Diameter Y — b2 77U F ¢ 121200 ~ 12
diamproxy Diameter 72 ¥ 7 7 U F ¢ 119000 ~ 11
dpath IPSec 7 7 > VT 4 DT —HIRA 54000 ~ 549
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AR ~ID DF

drvctrl

Ko7ANRNaryta—= 77007 4

39000 ~ 39999

ds3mgr

DS3BLODSIETFA v I—R~3x—Y% 77 U7 4 (NPU~
F—=Yy arru—7 77T 4 DO—H)

40000 ~ 40999

eap-diameter

Extensible Authentication Protocol (EAP; JL3EAIHERRALE Y &2 bk =2 /L)
Diameter 7 7 ' U 7 «

92870 ~ 92879

eap-ipsec

EAPIPSec 7 7 ' U T 4

118000 ~ 11899

€CS-CSs

ACStvvary~x—V% (ACSMgr) v/ F V7 A H—T =
AA Ty VT4

97000 ~ 97099

edr

A Xy hF—&1La—FK (EDR) 773 UF 4

80000 ~ 80999

egtpc

eGTP-C 77 v U7«

141000 ~ 14199

egtpmgr

eGP~ —T ¥ 77U T 4

143000 ~ 14399

egtpu

eGTP-U 77U 7T «

142000 ~ 14299

epdg

Evolved Packet Data Gateway (ePDG) 77 > U 7 «

178000 ~ 17899

evlog

AR a7y T4

2000 ~ 2999

famgr

Hr— 2 b (FA) %=V 77 UF 4

33000 ~ 33999

Tr7AT T —I)b

T 7 AT+ —VIEE

96000 ~ 96999

fng

72N FXy NI—2 F—ro=A (FNG) 77 U7«

149000 ~ 14999

gbrmgr

Gb-Manager 7 7 ' U 7 4

201900 ~ 20269

gedr

GGSN 45 —4% L 2—FK (G-CDR) 77> U T«

66000 ~ 66999

gmm

GPRS Mobility Management (GMM) 7 7 U 7 ¢

88100 ~ 88299

gprs-app

General Packet Radio Service (GPRS) 77U o —v gy 77
F 4

115100 ~ 11539

gprs-ns

GPRS-NS 7m b7 7 U T ¢

115000 ~ 11504

gq-rx-tx-diameter

Gq/Rx/Tx Diameter A v &—7 73 U7 4

92830 ~ 92839

gss-gedr

GTPP A L —UH—"—@D GCDR 77 ¥ U 7 «

98000 ~ 98099

gtpe

GTPC 7u ra)L 773 UF 4

47000 ~ 47999

gtpemgr

GTPC > 7 F Vv FwNF T Lo v —% 773U T 4

46000 ~ 46999

gtpp

GTP-PRIME u ha L7 7> UF 4

52000 ~ 52999

gtpu

GTPU 7 ha L7y U7 4

45000 ~ 45999

gtpumgr

GTPU~*—Tx 77 U7 ¢

157200 ~ 15799

gx-ty-diameter

Gx/Ty Diameter A v & —7 72U T ¢

92820 ~ 92829
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gy-diameter

Gy Diameter # v &= 7 7 U7 4

92810 ~ 928

h248prt H248 7 han7732 U5 4 42000 - 4299¢
hamgr A—bT—Yxr b (HA) ~F—Vx 772 )T 4 34000 ~ 349
hat EA At A7 (HAT) 77307 4 3000 ~ 3999
hdctrl N—=KRF 4 A7 (HD) arbtue—777v U7 ¢ 132000 ~ 13
hddshare HDD #4772 VT 4 184000 ~ 18
henb-gw Home eNodeB-GW 7 7 U 7 ¢ 195000 ~ 19
henbapp Home eNodeB 7 7"V r—v a7 7 U o 196000 ~ 19
henbgwdemux Home eNodeB-GW Demux 7 7 3 U 7 194000 ~ 19
henbgwmgr Home eNodeB-GW ~ 1% —Y v 77 2 U T ¢ 193000, 193
hnb-gw Home NodeB (HNB) 7' — hU=A 77 U T 4 151000 ~ 15
hnbmgr HNB v —Y ¥ 77 UT 4 158000 ~ 15
hss-peer-service R—L YT R7TA NP —— (HSS) 77 U7 1 [MME] 138000 ~ 13
igmp Internet Group Management Protocol (IGMP) 113000 ~ 11
ikev2 IKEV2 77 U T 4 122000 ~ 12
ims-authorizatn IMS 7KGBY —E R ZA4 750 772 UT ¢ 98100 ~ 989
ims-sh IMSSHZA 77U 77+ YT« 124000 ~ 12
imsimgr International Mobile Subscriber Identity (IMSI) ~%— % 7 73U | 114000 ~ 11.
T A
imsue IMS User Equipment (IMSUE) 77> U7 « 144000 ~ 14
ip-arp IP Address Resolution Protocol (ARP) 77> U T ¢ 19000 ~ 199
ip-interface PALE—T A AT 7 VT 4 18000 ~ 189
ip-route IPL—h7 72 UT 4 20000 ~ 209
ipms ATV by hE=ZY T AT A (IPMS) 7 7 3| 134000 ~ 13
DR
ipne IP Network ENABLER (IPNE) 77+ U7 ¢ 192000 ~ 19
ipsec IPSec 7’1 b7 72 UT 4 55000 ~ 569
ipsg IPYy—EAS7—Fv=A (IPSG) 77 VT4 128000 ~ 12
ipsgmgr IPSG ¥~ % — % (IPSGMgr) 77+ U T 4 99000 ~ 999
ipsp IP 77— g7 a han (IPSP) 773 VT 4 68000 ~ 689
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kvstore

Key/Value 2 87 (kvstore) 77 > U7 4

125000 ~ 12599

12tp-control

L2TP Control PDU Protocol 7 7 > U 7 «

50000 ~ 50999

12tp-data L2TP Data PDU Protocol 7 7 > U T « 49000 ~ 49999
12tpdemux L2TP Demux 7 7 > U 7 4 63000 ~ 63999
12tpmgr L2TP v~ —Yx 77 VT o 48000 ~ 48999
lagmgr Link Aggregation GROUP (LAG) ¥~ —Y ¥ 77 U7 4 179000 ~ 17999
ldap Lightweight Directory Access Protocol (LDAP) U Z T2 k7 73U |160000 ~ 16049
T A
li AEMEZ L) 7772 V7 ¢ 69000 ~ 69999
linkmgr Vo =3x—=Y% 77 U7 4 89500 ~ 89999

llc

B 7 (LLC) v A ¥ 77> VT« (GPRS)

115700 ~ 11579

local-policy

B—HANRY —RET 7T 4

161400 ~ 16239

m3ap M3 7 7Y r—vay Fabhal (M3AP) 77> UT ¢ 211500 ~ 21199

m3ua MTP L ~L 3 (M3UA) 7’1 b=/ 7 7 U ¢ [SIGTRAN] 87500 ~ 87699

magmgr TSN T IR = U= A (MAG) ~F—Y % 77 U7 ¢ [137500 ~ 13799

map EFENANT TV r—var8—h (MAP) a1 ka7 72U 87100 ~ 87299
7 1 [SST7]

megadiammgr MegaDiameter ¥~ % — % 7 7 V' U T 4 121000 ~ 12119

mme-app FEVT 4 vFX—TVA 2T 474 (MME) 77U 77— 3 | 147000 ~ 14799

77T

mme-embms

MME evolved Multimedia Broadcast Multicast Service (eMBMS) 7 7
PNaE

212000 ~ 21249

mme-misc MME ZDOfod~7 7 U5 4 155800 ~ 15619
mmedemux MME Demux ¥~ % —Y % 77 U T 4 154000 ~ 15499
mmemgr MME ~ % —Y % 773 UT 4 137000 ~ 13749
mmgr Y AF—v X =% (MMGR) 77> VU7 4 86000 ~ 86399
mobile-ip ENXAIP (MIP) Y hanr7Zyr T g 26000 ~ 26999

mobile-ip-data

MIP F o RXNT—H T 7 VT 4

27000 ~ 27999

mobile-ipv6

ENANVIPV6 77U T 4

129000 ~ 12999

mpls

< NVF T bhanr gy AL vF 7 (MPLS) 77U T 4

163500 ~ 16399
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mseg-app Mobile Services Edge Gateway (MSEG) 77U/ —t 2> 77 U [172300 ~ 17
T A
ARKYY—=ATEIFR— SR THEREA,
mseg-gtpe MSEGGTPC 77U r—vay 77V 0T ¢ 172000 ~ 17
ARKYY—=ATEHFR— IR TOERA,
mseg-gtpu MSEGGTPU 7 U r—av 77> UT 4 172200 ~ 17
ARV Y —=ATEYR—-FINTHERA,
msegmgr MSEG ¥~ % —Yx 77> U T 4 171000 ~ 17
KUY —=ATEHR—FINTWERFA,
mtp2 Message Transfer Part 2 (MTP2) $—E A7 7 U F ¢ [SS7] 116900 ~ 11
mtp3 Message Transfer Part 3 (MTP3) $—E X7 7 U7 ¢ [SST] 115600 ~ 11.
multicast-proxy v IVFXY AR Ty 7Ty 94000 ~ 949
nas Xy NU—=7 TR T (NAS) 773U T« 153000 ~ 15
netwstrg Fy hT—7 AL — 7735 ¢ 78000 ~ 789
npuctrl Xy M=M=y s (NPU) 7 7 VT ¢ 16000 ~ 169
npudrv NPU RT7A N7 72U T 4 191000 ~ 19
npumgr NPU v %—> % (NPUMGR) 77U T ¢ 17000 ~ 179
npumgr-acl NPUMGR ACL 7 7 ¥ U 5 ¢ 169000 ~ 16
npumgr-drv NPUMGR KT A 77U T 4 185000 ~ 18
npumgr-flow NPUMGR 72 —7 7 > U F ¢ 167000 ~ 16
npumgr-fwd NPUMGR #z%7 7 U 7 o 168000 ~ 16
npumgr-init NPUMGR #1177 > U 7 « 164000 ~ 16
npumgr-lc NPUMGRLC 7 7 > U T 4 180000 ~ 18
npumgr-port NPUMGR R— k7 7 > U T 4 166000 ~ 16
npumgr-recovery NPUMGR U #XY 77 2 U T 4 165000 ~ 16
npumgr-vpn NPUMGR VPN 7 7 U 5 ¢ 181000 ~ 18
npusim NPUSIM 7 7 > U 7 ¢ 176000 ~ 17
ntfy-intf ARy MBS VA =T 2 A A T ) T4 170000 ~ 17
orbs otbs : A7 Y= Y2/ xA s 7r—7 (ORB) Y A7 L7 7Y |15000 ~ 159

74
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AR ~ID DF

ospf

Open Shortest Path First (OSPF) &1 ka7 7y U7 ¢

38000 ~ 38999

ospfv3

OSPFV3 71 k=1L 7 7 2 U 5 ¢ [IPV6]

150000 ~ 15099

p2p

7Y —v7 P2P) 77 UT~4

146000 ~ 14699

pcemgr

Policy Charging and Control (PCC) ¥ % —Y % 77 U T 4

159000 ~ 15949

pdg

Packet Data Gateway (PDG) 7 7 > U7 1

152010 ~ 15299

pdgdmgr

PDG TCP Demux Manager (pdgdmgr) 7 7 >V 7 1 (BEEA D
77 UT )

162400 ~ 16299

pdif

Packet Data Interworking Function (PDIF) 7 7 U 7 ¢

120000 ~ 12099

pgw

Packet Data Network Gateway (PGW) 77 U7 ¢

139000 ~ 13999

pmm-app

Rry hEEYT 4 X=X (PMM) 77U — 3
773 U7 4 [SGSN]

89200 ~ 89499

ppp

Point-To-Point Protocol (PPP) 7 7 > U T 4

25000 ~ 25999

pppoe

Point-to-Point Protocol over Ethernet (PPPoE) 7 73U T ¢

183000 ~ 18399

ptt

PITZ7 7 U7«

76000 ~ 76999

push

PUSH (VPNMgr CDR Push) 77 > U7 «

133000 ~ 13399

radius-acct

RADIUS TH UV T v 7a hal 7y U7 4

24000 ~ 24999

radius-auth

RADIUS #iF7m haL 773 U5 4

23000 ~ 23999

radius-coa

RADIUS #Fr[ D (CoA) & HERifRER7 7V T 4

70000 ~ 70999

ranap

Radio Access Network Application Part (RANAP) 77 U7 «

87700 ~ 87899

rct

VANV HIEZ A2 (RCT) 77 VT +4

13000 ~ 13999

rdt

VEAL LV ZZ A7 (RDT) 773U T 4

67000 ~ 67999

resmgr

Resource Manager (RM) 7 7 ¥ U 7 «

14000 ~ 14999

rf-diameter

Rf Diameter A v &2— 7 7 U T 4

92860 ~ 92869

rip

Routing Information Protocol (RIP) 77 U7 ¢

35000 ~ 35999

rohc

Robust Header Compression (ROHC) 'm ha )77 U T ¢

103000 ~ 10399

rsvp

RSVP u haiL7» UTF ¢

93000 ~ 93999

rua

RANAP User Adaptation (RUA) v haLv 77> U T ¢

152000 ~ 15200

slap

S1I 77V — gy 7Fa bz (SIAP) 773U T 4

155200 ~ 15579

saegw

System Architecture Evolution 7 — U = A 7 7 U 7 ¢

191000 ~ 19199

scep

Signalling Connection Control Part (SCCP) 7’1 fha L7 7 U7 ¢
[SS7]

86700 ~ 86899
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J7oNT4 At B AR RID¢
sct HHBREZ A7 (SCT) 772 VT 4 32000 ~ 320
sctp Stream Control Transmission Protocol (SCTP) 7'm k=)L 77U |87300 ~ 874
T A
Sess-gr SESS-GR 7 7~ U T « 77600 ~ 779
sessctrl ryvaryaryvrue—7 77T 4 8000 ~ 8999
sessmgr Tyvvaryr~vx—Iy 77U T 4 10000 ~ 129
sesstrc Ty vary hL—RA 772U 155000 ~ 15
sft A F 77TV HRT (SFT) 77 VT~ 58000 ~ 589
Sgs SGA v H—TxzA AT v baLrzy U7 1 [MME] 173000 ~ 17
sgsn-app SGSN 7 7V r—var A =T ATy VT4 115900 ~ 11.
sgsn-failures SGSN 2— VK7 7V 7« 89100 ~ 891
sgsn-gtpc SGSNGTP-C 7u hanrvrz» U ¢ 116000 ~ 11
sgsn-gtpu SGSNGTP-U v hairzr v U7 4 86900 ~ 870
sgsn-mbms-bearer | SGSN MBMS X7 7 —7 7'U 7 —3i a2 (SMGR) 77 V7 1 116600 ~ 11
sgsn-misc SGSN DD 7 7 U T o 88800 ~ 890
sgsn-system SGSN VAT L ayiR—3x K 77U T4 86400 ~ 864
sgsn-test SGSNTA 773U T 4 88700 ~ 887
sgsn2 SGSN2 7 7 U 7 ¢ 114000 ~ 11
sgtpcmgr SGSN GTP-C (SGTPC) ~x%—vx 77 UT 4 117000 ~ 11
SgwW =TT —rUxA (SGW) 773U T« 140000 ~ 14
sh-diameter Sh Diameter A v &—27 7 VT ¢ 92850 ~ 928
sipedprt SIPCDPRT 7 7 ~' U 7 « 95000 ~ 959
sitmain AT LBGZ AT (SIT) AA 77 VT« 4000 ~ 4999
sm-app vVa—h A=Y P —ER (SMS) 77 UT 4 88300 ~ 884
sms SMS Y —t X772 U TF 4 116800 ~ 11
sndep Sub Network Dependent Convergence Protocol (SNDCP) 7 7 2 U 7 ¢ [ 115800 ~ 11.
snmp Simple Network Management Protocol (SNMP) 7 7 U 7 ¢ 22000 ~ 229
sprmgr Subscriber Policy Register (SPR) v R —Y ¥ 77 U T ¢ 159500 ~ 15
srdb AZT 4y VT =2 X=R T 7 VT 4 102000 ~ 10
SIp Y= REMT T has (SRP) 77U T 4 84000 ~ 849
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sscfnni SSCENNI 7’1 k=L 7 7 2V 5 4 [ATM] 115500 ~ 11559
sscop SSCOP Protocol 7 7 U 7 4 [ATM] 115400 ~ 11549
ssh-ipsec SSHIPEX=2VT7 477> U7 4 56999 ~ 56999
ssl SSL7 7> U7+ (BEEAEDT7 73 VT 1) 156200 ~ 15719
stat HEtEHR 7 7 v U 7« 31000 ~ 31999
system VAT LT 7T 4 1000 ~ 1999

tacacs+ TACACS+ 7 haiL 7y U T 4 37000 ~ 37999
taclep TACLCP 7 7 ¥ U 7 4 44000 ~ 44999
tcap Transaction Capabilities Application Part (TCAP) 7'® k =/LdD 1 ¥ 7 |86500 ~ 86699

77 70T 4 [SST]

testctrl FAraryra—7 77054 174000 ~ 17499
testmgr TAMX—=V¥ 77T 175000 ~ 17599
threshold LEWMEZ 72U T ¢ 61000 ~ 61999
ttg Tunnel Termination Gateway (TTG) 7 7> U7 « 130000 ~ 13099
tucl TCP/UDP 21> /R—Y = AL A ¥ (TUCL) 773 UT 1 [SS7T] |88500 ~ 88699
udr 2—H#—F—%1La—FK (UDR) 77+ U7« 79000 ~ 79999
user-data a2—Y—=F—=H T 7T ¢ 51000 ~ 51999

user-13tunnel

=P =13 bR T 7T o

75000 ~ 75999

usertcp-stack

22— —TCP AHX w7 77 VT 4

173300 ~ 17349

vim RAAALALAZY N AyvE—Y (VIM) 773U T 4 60000, 60999
vinfo VINFO 7 7 > U 7 4 82000, 82999
vmgctrl WRAT 4T 7= = (VMG) 2> ba—57 7 VT 4 41000, 41999
vmgctxmgr VMG 2T F AN w3 —Vx 77T+ 43000, 43999
vpn N=F ¥ TIFA_X—=F Xy hT—2 (VPN) 77 U7 4 5000 ~ 5999
wimax-data WIMAX 75— X 7 73U T 4 104900 ~ 10499
wimax-r6 WIMAXR6 72 b=y (7 F D7) 77T 4 104000 ~ 10489

ARVEDVES T4 (EXE)

VAT AZEY X T RENI o T D HEAICFRINDERD LU & IR E T
XFT, WMOL~UBYR—FENET,
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cHYF LA VAT AELIZVATAD AL R—F 2 FOMEAEIESF AT T
T AE LTt Eu I \CRERLET, IR REDOVET T 4 (ERKE) LLT
7,

IS5 — VAT AFERIFVATADAUR—R L NOBERIKR TSR T =0 RAE L
ZlEHRuICEBELET, ZOL-ULT, YETT 4 (ERE) LULREWNAL XU R
o ek L ET,

o Bl BRI E R T AR B B A N bR SR LET, ZOLULE, v
774 (BERE) LULREWARNY by ZIitdkLET,

BB XDOYOTEETHY., AR TIHIVNERHLAHEMEOH DA X Mo JICiek L F
T, ZOLYUE, YETT 4 (ERKE) LNABRENAXY hber I CiskLET,

R T T (HKRE) REUEWERA N PEBIOA R e ZICREk L E

7,
s FL—X : FL—RIZZKINDAXR PREDVEWVWIETT 4 (EXRE) 2F>M XV M
a7\ ZRER L ET,

e TNYY v ETT 4 (EKE) BB, TRTOAR haa JIciEs L £,
oL~ VIENREN, AXCVFIDD [EFF ¢ (ERE) | L LIZse LET, L
Mo T, ETTF 0 (ERE) | LAREX S LUL B LA R~ ID OILDFE
RENET,

OHIDA R D IBEHROEE
COHETIE, B X IREDNC/->TEY EXZERINDA XY MERIZOWTHA L E
7
wIiZ, v ZIEEEnzA Xy bl AR L £,

2011-Dec-11+5:18:41.993 [cli 30005 info] [8/0/609 cli:8000609 commands cli.c:1290]
[software internal system] CLI session ended for Security Administrator admin on device
/dev/pts/2

woET, HIOPNZEENTWBERIZOWTHBA L E7,

RIANY FERDHH

B& B
2011-Dec-11+5:18:41.993 AR MBRERESNTARERT A/ Z A LAZ T

SRTFLRAY
I
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LS

B

[cli 30005 info]

T ZETeA Xy MCET B 5

o A X2 RAE L TV D HERE

e A X ID

e AR DI ETT 4 (HKRE)
ZOFITIZ, ARV MICLIZ73 U T 4ICBLTEY,
ID X 3005, €77 4 (EKE) 1 linfo)] T,

[8/0/609 cli:8000609 commands_cli.c:1290]

FEED CLL A A Z » ZIZBT 5 1.

[software internal system]

AR FOREFRRN AT LOMETHDH Z LERLT
WET,

CLI session ended for Security Administrator
admin on device /dev/pts/2

AR NOFEM, AN FNOFEIZIL, A X FOFRAEID
BADOEENGENTOVDEE LEENLRVEERHY =
7,

B x740%5
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



