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Z OFTIX, NETCONF ¥ X O ConfD manager & ’EE41 % StarOS 7' & A2 DWW T L &
s@«
ZZTHHTONEIL, RO LB TT,

o BEEL (1 =)

» ConfD OFRE (2 =)

« REDMER (5 _—)

+ Show Support Details (SSD) (9 ~—3)

sCDBD A TFH A (9—)

e FAR—FENTWVD StarOS ECS R E 2~ > K (10 <—)
«ConfD DT v 77 L— RFH¥R—F (11 ~<—)

StarOS 1%, Cisco Network Service Orchestrator (NSO) & & HICRERL L ONER T — & 2t 4
572D YANG T —XET Ve R— 35/ —A > KNETCONF A > ¥ —7 = A A%
L LET, £/, NSOFHa Y Y — /L EEBET 57290 ConfD =0 ¥ b fAA EIL TN
7,

NETCONF (Network Configuration Protocol) (%, IETF (RFC 6241) |2 & » TBA%I X UHEHELL
SNy NU—7FHTm haL Ty, Xy NI—I T, AOFREEA VA M—/b,
B, BIBRT 272D A=A L%t LES, ZOEFIX, BV E—FFni—Ty a—
v (RPC) VA YD ELCTEHIESNET, NETCONF 7’2 h 2)ujd, RET—X &7 b=
WA=V XML RX—ADT =2 bE A LET, Yrhartye—TVF B%a
TRRNTUVAR—= Ta hav b eBsnE T,

ConfD i, TNA ZAEEHT L1200 DA L F—T = A ZA&fRM+ 5, F T REH
T —AU—7TT, ConfD7L—LU—7 L, T—HETANLTXRTOFEHS X —7 =
A AEHBMIZL XY 7 LET, ConfD (58472 NETCONF 1hikZ2 324 L, XML Tx v
a—RasnearrF oYM L TSSH TFEITLET,

ConfD T, AMBAIEL N L CRAVAR I SNTT 7 B ADHEF AT 5 LI ICRESNTOE
9, ConfD Manager X, L\ 2 —W—ZBF/RAIT 5 & X2, ConfD DEENTH72DDA X
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Y R7 R UCLIEY 2 — L EMt L ¥, ConfDiX, StarOSFEAEAZ I L CRAIENTT 7 & A
DHEFATDHEIICHESNTOET, BRERFIZ, 2 —F —ZIFHER L~V (0~15) 235
ZHNET, ZOMHERLLIL, YANGET /L TERSINTWD K 912, StarOS secureadmin,
admin, operator, ¥ J Wlinspector (2~ » B> 7 S E T, StarOS 1%, 4 ConfD #8FEE k™D CLI
RREA N RRRAT —H AR vy e—T%a JICiek L ET,

P 27 RAICIEL, ConfD %, ConfD BRI — =0 MZ ko CTIREEN S —HD APl &
LT ENEStarOS 7r A L@ELET, ConfDa 7 4 Falb—T a7 —F_X—
2 (CDB) X, A7V =7 FERET D720 ConfD IZ L » THEFH SN ET, StarOS 13,

ConfD D APIZEH L TF —# XR—A |27 7 EALET, ConfDaA 7 4 F¥al— a3
TR R—=2 T =2 NATIEND &, StarOS 1L CLL 7 7 & A2 X B BRI 725% € DA & 5|
EEFFAILET, ML LT, CDB ~OHEEHIITHONEE A, CDB X NETCONF 1
B—T A ARETT v 7T = 2%Z{ELET, CDBESarOSD a7 4 X2l — g T —
B _— 2 Ze [AH S UTRBE IR OICIE, CLI 7 7 2 A (A2 5 NETCONF) ~DF <~ T DL
A YANG EF L THR—FENHREAT V27 MIFBTEATHILERH Y £7°,

YANG |%, NETCONF % v hU—27 a7 4 F¥alb—3ar Fa harmifor—42E7Y
VIERETY, ZhE. BRET Ry NV EHBEOWRET X DO AT LT 57
OICHEHTEET, YANGIE, Xy NV BRIZE > TERINDLA XY MBEAOEXEE
RIDHOIEHTL b TEET, £/, 7—XET /LI, NETCONF 712 k=)L (RFC
6020) ZNLCHxy hT—J7BRTHOHTIENTELVE— By —V Y a—LDEA
EEFTHZLENTEET, YANG 7 7 A /LiZ StarOS D—F & L Ta v A v &, BEFED
StarOS THR—FENTWD CLI a2~ ROV T v b E#HPALET,

DV Y —ZTIE, YANGETVIEINSO I LCRONTZ D ECS 27 4 X2l — g
vawy REFR—FLTWET, FEHICHOWTIL, NSO 22— —<=a27 LB IR P R—
FENTWA StarOSECS REZ~ 2 K (10 2—Y) 2L T EZE N,

=L

axX A&

StarOS "¢ NETCONF 7' & k 2 /L& G527 51T1%. server confd 24402 LT, Netconf 7' 1
favarr7sXalb—ary T— RRelBpT 2046823 HY £9, NETCONF 7’1 k=)L 2
VA4 FK 2L =Yg E—RTCiE, AV varpar 4 Xal—ygravwy KRR R— b
ERTVWET,

SSH F+—DEH

NETCONF-ConfD D% R — K TClE, 2—H /LT FF A FTV2-RSASSH F—RNZE XN T
HVHERHY FT,

SSH ¥ —2ME ] TE W6, StarOS 13— 7 — A v & — V2B L £ T,

Failure: The ConfD (NETCONF) server requires an RSA key on the local context
Showsshkey 2~ > R&FEITL T, AT AL LD SSH F—NEFETDHZ L 2R TEET,

SSHEX —2MEHA TEXRWEAIL. Z0OHA R0 HEHTIRIC) OFED [SHA T 3 D%
E] ODHEEZSRL T IEEN,
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NETCONF 7o ban 2> 7 ¥aL—vavE—F [

NETCONF JBR b)) o> T4 Fal—3 > E—F
NETCONF 7'& faud, ar7F%FA a7 Falb—arE—FDeaverconf 2~ K
AALTAMMILET, ZOa<x 2 FiE, a—ALar7x A2 FORICHIRSNET,
[locall host name# configure
[locallhost name(config)# context local
[locall host name(config-ctx)# server confd

[local]lhost name (config-confd)# ?

autosave-config - Automatically saves current configuration to the URL specified

whenever a change is applied through ConfD interfaces

confd-user - Configures the default login user with full administrator rights

for the ConfD server.

end - Exits configuration mode and returns to Exec Mode
exit - Exits current configuration mode, returning to previous mode
no - Enables/Disables the followed option

autosave-config % — 7 — R L Uf confd-user ¥ — 7 — NI4T 3 T,

NETCONF 71 ks a2 Mic+5icit, /e—L a7 40Fal— 32 F—FDno
server confd =~ > R&EEITLET,

FEMEIZ DUV CIX,  FCommand Line Interface Reference] @ NETCONF Protocol Configuration
Mode Commands] DFEZZH L T 723,

autosave-config

ZONETCONF 7u hajb a7 4 Fal— gy F— K avwr NiE, CLIR—2ADEF /L
DConfDA LB —Tx2A AN LT, ZENRNSOIZL>THEAEINS =TT, BED ConfD
REEHEINTZ URLICHEBIMNCRTFELE T, T 74V Tk, 20 a<r RIZEHITR-
TWET,

av s Ry w# w7 AL, autosave-config <url>., [ file: [{/flash | /usbl | /hd-raid | /sftp} [
I<directory>] /<filename> T,

confd-user

ZONETCONF 7 halpary 7 4 FXFal— g F— ROa< 2 Kix, NETCONF #4 L
T _TCOCLIED 22— —4 Z BT £, =— L, WEErJREZ R v 7 4 U IHH Cili
ShFET, 20— —4%, CLInX A TORERINET,

o< Ry ¥ w7 A%, confd-user <username> T4, Z Z T <username> (%, | ~ 144 ¢
DIEF DO XLTFHITT,

| &

BEE NETCONF t v ¥ = /I RESTul &y & a id, MEErREe 7 7 A AR T & fot & ML
TOMENDY £,

NETCONF 35 & U ConfD .



NETCONF 35 & U ConfD |

B cosoc—5o5emm

COBDY—T 1 T LR

&
ATvT2
ATvT3

ATy T4

% TE 151

server confd Z G302 L7-#%. StarOS T ConfD IZ X » TEHIN TWH a7 4 Fal— 3
v F—H#~_—2X (CDB) Ou—Hh/abt—%z{fiH L CCDB Z&MIZy— RTHILERD DL
ANBHVET, V=T 4 L TOFIETIZ, CLIR—ZADT X TDYANGET /L THR—FEN
TWAHREa~ Y REEte StarOS 7T » b 7 4 — AT ConfD 12 & » T & 5 CDB 23MERL
ENET,

| &

= + StarOSCLI Z /" L TR A7 V=7 2 FETEE LEEBEEIE. RICHHT 5 FIES
MR LT, ETRERE L NSO &L R+ A LERH Y £,

Exec *&— K ® save configuration <url> confd % 317 L C, ConfD CTHAR— h TV % StarOS X ET — ¥
% [flash 734 2 LD 7 7 A VITIRIFL 7,

Exec E— R show configurationerror #3347 L T, fR{FS R ELIGEL £ 7, RELZWEHT HHETICT
F—HELELET, £5LARWNE, ConfD IZX > THRESEBPESSNET,

Exec “&— K ® configure confd <url> %3217 L C, ConfD % E % fH L £, ConfD % ENEMHIND L.
T34 AIE NSO B HLH— A~ NETCONF 5t 2 it T& 5 K H1272 0 £,

T3 A% NSO ERIILET, R vt X0FEMIZOVWTIL, NSO Da—F—<v=a T VESHRL T
<TZEV,

WwDa~vw Ry —/4 AL, NETCONF 71 k2L &2 HR— 4% COnfDREZ S LET,
server confd Z BT BHIT1X. Z A 7 v2-RSA SSH s+ — RNV T,

configure
context local
ssh key
<encrypted key text>
len 938 type v2-rsa
server confd
confd-user NETCONF
autosave-config /flash/config.cfg
#exit
subscriber default
exit
aaa group default
#exit
gtpp group default
#exit
#exit
end

I
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zrowz ||

econfd : —H— L BEREFHRTEIITE TT, server confd ZFHET 5 &, NETCONF #
R— FBHEZN/20 £,

=JL == =

R TEDHEE
NETCONF-ConfD B EIZEIT AR A TR T HI121%, 2 2D Exec E— KD show 2~ KR H
nE9,

show confdmgr 3 < > F
ZPa~ 2 RiX, StarOS ConfD Manager (confdmgr) 7' vt RIZET2EHMERRLET,
Zoaxy ROMIIE, ROLBYH TT,
show confdmgr { confd { cdb | netconf | state } | subscriptions }
i
show confdmgr O H ABFNZHSWTIX, LLFE2ZBR LT 7Z &0,
cconfd ¥F—V— RZHEETDH L, IROA T a U PRERSNET,
« cdb I% ConfD CDB ff# & &< L £,
« netconf | NETCONF A7 — ME#HZ #R L E T,
. state [ZHAED ConfD A7 — MEHE R R L ET,

cH IR YT a3 oF—U—FREEETDHE, ConfDCDBY 7 27 1) 7S g UNEMIBIFR
SINFET,

[local]l<host name># show confdmgr

State Information

State Started
Subscriptions 2

Last successful id 1461-704882-705350
Last failed id None

Autosave url Not configured
Username Not configured
Statistics

Triggers 1
Notifications 2
Successful notifications 2

Failed notifications 0
Unexpected 0

[local]<host_name>#

ZOWMAOFEHEFITIE, ROEHRPZENLTHET,
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* [Triggers] : confdmgr % ConfD (Z CDB D% % 4 27" L C confdmgr (2= L, & DR,

SCTIZ L DBEDRMM TN GhARES 2 7)
» [Notifications] : ConfD 7% confdmgr (& 5587 & 2415 L 7= [R13K,

U 7= BN E AL S 7= [FE

* [Successful Notifications] : ConfD 72>532{5

* [Failed Notifications] : ConfD 75525 L7 TN IEFIZALBL S /e o T2 [ml¥, P L7z
[E% & RE U2 [E, WM OAHE LR L THHLERH Y 9,

* [Unexpected] : THI L2V IRILANFEA L7z B, 47— AL

e

show confdmgr confd chd O H IBNZ OV TIX, AR EZSR LT E S0,

[local]l<host name># show confdmgr confd cdb

active-charging service acs
exit

context local

server confd

autosave-config /tmp/ut confdmgr config.txt

confd-user confd user
exit
exit
nacm read-default permit
nacm groups group admin
!
nacm groups group inspector
!
nacm groups group operator
!
nacm groups group secure admin
!
nacm rule-list secure_admin
!
group [ secure admin ]
rule any-access
action permit
|

rule secure admin server confd

module-name cisco-staros-cli-config
path /context/server/confd
access-operations create, read,update
action permit
|
|
A\

nacm rule-list inspector

group [ inspector ]

rule any-access
access-operations read
action permit
|

|

[local]l<host name>#

XL T T —m IR ERS L

show confdmgr confd netconf d i 7 FIIZ OV TiX, LT 2SR L T 7ZE VY,

[local]l<host name># show confdmgr confd netconf

netconf-state capabilities capability urn:ietf:params:netconf:base:1.0
netconf-state capabilities capability urn:ietf:params:netconf:base:1.1

netconf-state capabilities capability
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urn:ietf:params:netconf:capability:writable-running:1.0
netconf-state capabilities capability urn:ietf:params:netconf:capability:candidate:1.0
|
|
\
netconf-state statistics netconf-start-time 2016-03-30T17:09:49-04:00
netconf-state statistics in-bad-hellos 0
netconf-state statistics in-sessions 0
netconf-state statistics dropped-sessions 0
netconf-state statistics in-rpcs 0
|
|

A\
netconf-state datastores datastore candidate
NAME CREATOR CREATED CONTEXT
/rollback0 admin 2016-04-26T17:08:02-00:00 noaaa
/rollbackl admin 2016-04-26T17:07:57-00:00 noaaa
/rollback2 admin 2016-04-26T17:07:49-00:00 noaaa
/rollback3 admin 2016-04-26T17:07:49-00:00 noaaa
/rollback4 admin 2016-04-26T17:07:47-00:00 noaaa
|

|

A\

/cli-history/admin.hist
/cli-history/root.hist
/global.data

[1oca1]<host_name>#

show confdmgr confd state @ H I BIIZOWTIX, BLTFESRL T ZS0,

[local]l<host name># show confdmgr confd state

Monday June 24 10:58:49 EDT 2019

confd-state version 7.1

confd-state epoll false

confd-state daemon-status started

confd-state loaded-data-models data-model acs-config

revision 2016-10-31
namespace http://www.cisco.com/usp/nfv/acs-config
prefix acs-config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-bulkstats

revision 2016-12-14
namespace http://www.cisco.com/staros-bulkstats
prefix staros_bulkstats

exported-to-all
confd-state loaded-data-models data-model cisco-staros-cli-config

revision 2016-12-14
namespace http://www.cisco.com/staros-cli-config
prefix staros_cli

exported-to-all
confd-state loaded-data-models data-model cisco-staros-config

revision 2016-12-14
namespace http://www.cisco.com/staros-config
prefix staros_config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-exec

revision 2016-12-14
namespace http://www.cisco.com/staros-exec
prefix staros_exec

exported-to-all

confd-state loaded-data-models data-model cisco-staros-kpi
revision 2017-10-31

namespace http://www.cisco.com/staros-kpi
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. show configuration confd 1< > F

show confdmgr subscriptions O H I BIZ SN TIE, LFEZSR LT 7ZE0,

[local]l<host name># show confdmgr subscriptions

Subscriptions:

Path Index Namespace
/active-charging 6 staros
/context 7 staros

[local<host name>#

YT RA7 YT alid, BENEA L L X confdmgr [ZIBHIT DML ENH 5 Yang £T /L
TERINTWDLRERA L bOZ T, ZOY Y —RATiE, [active-charging] & [/context]
D2ODYT ATV TFrarpnby £7,

show configuration confd 3 < > K

confd &—7— K&, showconfiguration =~> KO 1% 7 42U 7 LT, YANGET /v
THR—bERTWEar 74 Xalb—vary avwyr RETE2FRLET,

show configuration confd

T NAENTRD L DT £,
[local]l<host name># show configuration confd
config
context local
server confd
fexit
active-charging service ecs
ruledef rdl
tcp any-match = TRUE
#exit
rulebase default
fexit
#exit
end

[local]l<host name>#

clear confdmgr statistics

ZD=a< R, showconfdmgr =~ > RO D [Statistics] £ v a M- HERRINT
WHTRTONEZEZZ VT LET, ZHTIEIRNEENET,

* Triggers
« 1% (Notifications)
* Successful notifications

* Failed notifications
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Show Support Details (SSD) .

* Unexpected

Show Support Details (SSD)

J-~ T show confdmgr =2~ > ROH /328 SSD 1B S E LT,

COBDA TR

ConfDar7 fFal— g F—H~_X—2 (CDB) ®u—} /L2t —|X. StarOS [® ConfD
WCE o TEEINLET,

F_TD ConfD THR—FENTWD StarOS 27 4 ¥ =2 b —3 g < K% URL 2%
RLTRETEET, 2078, confd F—7 — K3 show configuration=~ > R & save
configuration =~ > RiZiBMEhE L7,

ConfD THHR— h I TWVWDHEEIE% URL ([ZR1F L7, Exec E— K ® configure confd <url>
avy REMEHLT, ZR&Z CDBICEEBEN TE LT, Zoa~vr NE, wlicdhbd 77 AV
ONE%, ConfD DEfTay 7 4 Fal—a A@ALET,

Fioa~<wr RICBETA3EMICOWTIE., LTFEZSBRLTLIFEE N,

clear confdmgr confd cdb

Z D Exec B— Ra<> RiL, ConfD WREA TV =7 FEHARFET D7-DIH 325 ConfD 7%
ET —H~_—2Z (CDB) OBEZIHELET, StarOS IL, ConfD 23292 API 2 L T
Fe A R—2 T VA LET,

)

G¥)

ConfD 353 L OYNETCONF ' h a VD% R— h &2/ TH-DIC, a0 TFA a7y

N

Xl —TgryE—FROnosarver confd =~ RRa—hLarsFxF 2 hTETINTNS

SaabRE. CDB #HETHZ LIFTE £ A,

WKIZ. CDB %227 U T $A7-Davwy Ry—r L A0E %R LET,

[locallhost name# config

[locallhost name(config)# context local
[local]lhost name (config-ctx)# NO server confd
[localhost name(config-ctx)# end

[locallhost name# clear confdmgr confd cdb
About to delete the ConfD configuration database
The running configuration is NOT affected.

Are you sure? [Yes|Nol: ¥

[local]lhost name#
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. configure confd <url>

A

FIE CDBOZ U TIIMROEETYT, TD%, CDB #HEETHMLENH Y F97,

configure confd <url>

ZDExecE— KO a< RiE, URLICE > THRESNIZEREAZ VT M ORNREZBIED ConfD
RET —H~—A (CDB) ([Z#HALET,

wiz, a<wr Ro— o 20HERLET,

[locallhost name# save configuration /flash/confd.config confd

[locallhost name# configure confd /flash/confd.config
Info: #!$$ StarOS V20.2 Chassis 52767e9ff9e207bedl2c76£7£8a5352¢
Info: config

Info: active-charging service acs
Info: rulebase default

Info: fexit

Info: fexit

Info: end
[local]lhost name#

save configuration <url> confd

& — 17— K confd 7% Exec € — R ® saveconfiguration =~ > NZBMENE Lz, ZOF—TU—
FiZ. YANGETZ LV TYR—FSNTVIOIREIY Y FOLZGTL L HIT, RIFSNTCHE =
~ RET4NANEI T LET,

Wiz, ZoFakvrApavry Ry ¥y 2% RLET,
[locallhost name# save configuration <url> confd

HEI~Y RO YANG ET/VOH 7=y DX, showfileurl <url> 22~ R&2HH L T#E
RTEET, TIZT, <url>E, HEEZRGTHATDIHEHINDH AL TT, RFSNTH
EZ 7 A VX, configureconfd =~ > K& L CCDBIZ#ATE £7,

HR— kI TULVS StarOSECS SR Ea~ > K
DY Y —ZATIE, CLIX—Z® YANG EF /L T®ROD StarOS ECS =~ > RRPR—FENT
WET,
* ruledef <ruledef _name>

* ip server-ip-address = *
* tcp-ether-port = *
* udp ether-port = *
* tcp either-port-range = *

* udp ether-port range = *
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* tcp-any-match = *
* udp any-match = *
* http url = *

* httpcookie = *

* http x-header = *

» group-of-ruledefs <ruledefs_group_name>

* add-ruledef priority = *

* qos-group-of-ruledefs <group_name>

* add-group-of-ruledef <group_of ruledef name>

« charging-action <charging_action_name>
* flow-idle-timeout <seconds>
* content-id 1
* service-identifier <service id>

* billing-action egcdr

« rulebase <rulebase_name>

* action priority <priority_number> group-of-ruledefs <ruledefs_group_name> charging-action
<charging_action_name>

\)

(G¥)  "=*"indicates support for every option following the prior keyword/value.

ConfD D7 v 745 L— KFHR—Fk
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B croo7o7s—rym—r
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