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AP# configure terminal

AP(config)# aaa new-model
P(config)# radius-server local
P(config-radsrv)# nas 10.91.6.159 key 110337
P(config-radsrv)# nas 10.91.6.162 key 110337
P(config-radsrv)# nas 10.91.6.181 key 110337
P(config-radsrv)# group clerks
P(config-radsrv-group)# vlan 87
P(config-radsrv-group)# ssid batman
P(config-radsrv-group)# ssid robin
P(config-radsrv-group)# reauthentication time 1800
P(config-radsrv-group)# block count 2 time 600
P(config-radsrv-group)# group cashiers
P(config-radsrv-group)# vlan 97
P(config-radsrv-group)# ssid deer
P(config-radsrv-group)# ssid antelope
P(config-radsrv-group)# ssid elk
P(config-radsrv-group)# reauthentication time 1800
P(config-radsrv-group)# block count 2 time 600
P(config-radsrv-group)# group managers
P(config-radsrv-group)# vlan 77
P(config-radsrv-group)# ssid mouse

P(config-radsrv-group)# ssid chipmunk

P(config-radsrv-group)# reauthentication time 1800

P(config-radsrv-group)# block count 2 time 600

P(config-radsrv-group) # exit

P(config-radsrv) # user jsmith password twain74 group clerks

P(config-radsrv)# user stpatrick password snakel00 group clerks

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1



HIE ARSI —NLLTDOT 7R BA Y ORE |

W oy BT —RORE
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P(config-radsrv)# user 00095125d402b password 00095125d402b group cashiers

P(config-radsrv)# user carl password 272165 group managers
P(config-radsrv)# user vic password 1idl78 group managers
P(config-radsrv)# end
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AP (config)# aaa new-model

P(config)# radius server radserv

P(config-radius-server)# address ipv4 172.10.0.1 auth-port 1000 acct-port 1001
AP (config-radius-server)# key 77654

P(config)# radius-server deadtime 10
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AP (config-radsrv-group)# [no] eapfast pac expiry days [grace days]
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AP (config-radsrv-group)# eapfast pac expiry 100 grace 2
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AP# radius local-server pac-generate username filename [password password] [expiry days]
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AP# radius local-server pac-generate tftp://10.0.0.5 joe password bingo expiry 10
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AP (config-radserv)# [no] eapfast authority id identifier

AP (config-radserv)# [no] eapfast authority info identifier
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X, 2D PAC 1T & L CTHEASNET,

PN F—ZRETIIE.ROa~ REFEHLET,

AP(config-radsrv)# [no] eapfast server-key primary {[auto-generate] | [ [0 | 7] keyl}

AP (config-radsrv)# [no] eapfast server-key secondary [0 \ 7] key

F—IIT R NHD 16 EEEZHRTE T ET HalbInTnind—42 AT 5I121E, F—
ATz O%J\ﬁbia“ﬁ FEENTVWDEXF—Z AT HICIF. F—DRNICTEANLET B —
NRIEYV—NET 73V FOFRTEIZ) By bTHIZE. a~r Fone BRXE2EALET, 20

a;m7747)# ELTT 74 MERERH SIS L )20 9,
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o—a L@y —~oze i

TIRBARL YV vDOT vy BRETHRAET S PAC DR

17— B VERGEY— S TIL.PAC DARLE PAC OF MR O® S TT 78 A RAL L b vy
IREHENTWET 2L 7782 RA L hD v vy 7k FET 52 & T.PAC DN
RAETIHZENDH D £,

NTP H— 370 IR E &2 UG L T2 B — A VRBAEY — /3D T 72 A KA v OGS S
LTHS NTP —RICE#T 2 F TICETFTOEMADLND ET, 2O FD0T7 78 A RA v
T BHDOT 74V hOKBBREMEA SN Z LIV ET, 2D L XIZu— b VEER
ﬁ~ﬂfmmﬂ$mémfmé&Nwﬁhﬂﬂgﬁbwﬁﬁ RENT 7R KA MBS
SNTHEIL. 2O PAC BHIREINICZ2 5 2 ENHV ET  F. 77 8A FRA FOE#FHNS
mwﬂ%if®ﬁ EAP-FAST 77 A4 7 > " RFBEERA D & o —DNFRGEY — X TIEZED
J7TAT L MDPAC EE L THESINDIZ ENHY 97,

EHIZNTP =N S IR EZ S L TR — I VEREE Y — "B EEIC) 7 — 5
B OYE DO — A VIBGEY — /N TAR I 172 PAC 723, ﬁxﬂﬁﬁﬁﬁfzﬁ%f%ﬁ}ﬁ@@ﬂ 7‘;6
BWZERHVET , TI7RARS L MDD X . TI7BARA L IB) 7= F57-0
WUy NENET, ZORER. 7 1y 7 OB PAC OAZMBIZEL RN &2 b

£7

“‘ﬁll/muniqj‘ ‘j' %) n:u\ni& /f 7 ODﬁ%IJISE

B — NNV —NOT VA RA L NTTZTAT U~ T, RZHK L TEITTE D8RI,

5 7 # /v T LEAP FGE.EAP-FAST #8GE. B X N MAC RX— A DR FETT 7272 L. v — /Ll

;ft“ﬁ_”—/\\ﬁ§£??f%éuuuft&4)7% 1 ~2FEBHICHIR CE T, 585E — " OFRFEY A 7% 1 f&
ﬁ%ljlgﬁﬁ—é i /k@otj ‘—nLnE:IV/ R ® no ﬁ/ﬁ%'{%ﬁﬁ Liﬁ—

AP (config-radsrv)# [no] authentication [eapfast] [leap] [mac]

T 7 4V N TIRTRTCOEGEX A TRERi=d. a2~ RO no IBXEHEH L CRIAEY A 7 %
;ﬁé?jj Liﬁ‘ f’kz_i\nuu ‘ﬁ-“—/\f LEAP nquf_ j—%gﬂ%??ﬁé i ﬁ(@ﬂ"?/]\%]\ﬁb

£

AP (config-radsrv)# no authentication eapfast
AP (config-radsrv)# no authentication mac

w7 IN-a—YFL40nm v 7R

0y 77y SRR TS AR £ e v 2 7 U RS infinite ICERE SN TWVWAHEAETH
a—YPHZOO v I ERETEET . 0y ENa—Fa00 v 7 2R 51205, FitE EXEC
F— FIIEREEINTWDI e — I LVRBES— AN ETC kO a~ RE AN LET,

AP# clear radius local-server user username

0 — A VEEEY — S EHE IR DTN

q%*% EXEC £— KT, wDOa< Ra ANT] LT, mz— T VERGE Y — N LIX%L?L! n‘I’fﬁi&%%T
LET,

AP# show radius local-server statistics
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WOENE, 7 — ﬁ/vutu\nﬁﬁ_/\ﬁu+rﬁ$&%ﬂ_‘ LTWET,

Successes : 0 Unknown usernames : 0
Client blocks : 0 Invalid passwords : 0
Unknown NAS : 0 Invalid packet from NAS: 0

NAS : 10.91.6.158

Successes : 0 Unknown usernames : 0
Client blocks : 0 Invalid passwords 0
Corrupted packet 0 Unknown RADIUS message : 0
No username attribute 0 Missing auth attribute : 0
Shared key mismatch 0 Invalid state attribute: 0
Unknown EAP message : 0 Unknown EAP auth type 0
Auto provision success : 0 Auto provision failure : 0
PAC refresh : 0 Invalid PAC received 0
Username Successes Failures Blocks
nicky 0 0 0
jones 0 0 0
jsmith 0 0 0

ﬁn+fﬁ§&®ﬁ*ﬂ@’k7 vavii.e— ﬁll/ntunﬁﬁﬁ/\ﬁ)g@ﬁiéﬁ%/hd*rﬁi&%j# L/’/Cl/\i—gﬂ

2EHOEZ v a id u =B ARRREY — BT D HERZ FFO45% 7 7 £ X KA >k (NAS)

DOFEFHERE R R L COET, 2Dk 7 ¥ 3 D EAP-FAST it E#ICIT R OEH 3 GEs S h

Tb\iﬁ_o

e Auto provision success: H BHJIZ AL S 4172 PAC D%

e Auto provision failure: #EZh7e N> Ko = A 7 /7w R T, &5 WIS o —F 4 &
ToAF R AY — RRJRA TR S 2o 72 PAC DI

e PACrefresh: 7 74 7 > MZ X o THH S 7z PAC O3

¢ Invalid PAC received: %2{5 L 72 PAC @ 5 6 HIRUINTZ o726 O GHAEY — ST 5L TE 2
755’)71:_%)@ %J:Uwunﬁqj‘*‘/\@T &/\P‘X _nﬂﬁéﬂ“(b‘fﬁb‘7 7/])7/ ]\ l“*"j‘%
Y TOHNTW DDA

ZO3FHOEYZ va ZiF flx O —HF O ERNERINET , 22— R T a vy 7 éz‘b
TWT. vy 7 77 MR infinite IZERE SN TWAEHEE. Z O —HF OREHITOEREID
blocked £ X SIiE 3,1 v 7 7 7 MR infinite TIZ WA 2 OITOEREIZIE Unblocked
in x seconds L BRINFET,
72— B VERREY — SHEHE#RAZ 012V By P HITIL IROFFHE EXEC E— R 2~ R&fiH
Liﬁ‘o

AP# clear radius local-server statistics

TNy T Ay—UDMEH

02— NNVEBREY — N T DT Ny 7 A v — U OFRREFHIET 5121, FiHE EXEC E— KT
Wwoa<y ReEATJLET,

AP# debug radius local-server { client | eapfast | error | packets}

COTFNRy TEREFRTTAHICIT. ROa~ R AT a v 2EHLET,

o KL=V TA T FIBGEICEET AT T — XA vt —U %2 FRT AT client 7 3
PREHA L ET,
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o BAP-FAST #GEICRHE# T2 =T — A vt — V&2 FRKRT DT eapfast 7> a &AL
FTREDOT Ny ZIEREBINT DX KOV T AT a v 2R LET,

encryption: 3215 SN2/ v FEB IO E STy Fols 5k EEIZBET 5
BN RINET,

- events: 7 XT?D EAP-FAST A X MZBET A HEERNFRINET,

- pac:PAC DARKRCRGEZ: & PAC ICBHE T 54 X FOEHRNERINET,

- Ppkts:EAP-FAST 7 A4 7 » M L DM TEZEINTAT vy FRERENET,
o T—HNGFEY —ANIEET LT — A v =V AR RRT DI error 7T a &

LET,
o EZfE SN RADIUS N7 FONENRRIND K HIZT DT packets + 7> 3 %
BHLET,
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