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HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MAMAGEMENT SOFTWARE EVENTLOG
Wirsleas Services WS STATUS i GENERAL SET.UP (i SERERGROUPS
AL Hostname ap ap uptime i 42 minaies

wis

Wireless Services: WDS/WHM - General SetlUp

WOS - Wireloss Domain Services - Global Properties
Usa this AP as Wireless Domain Services

Wiralass Domaln Services Priority; DISABLED (1-2585)

Use: Local MAC List for Client Authe vtication
WHM - Wireloss Hotwork Manager - Global Configuration
Confiure Wirelass Network Manager

Wireless Network Manager Address: DESABLED {IP Address or Hostname)

| Aepiy | Cancel |
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e LEAP Z{#iH4 % Cisco 7920.7921.38 L 7925 &EE

e UAYLARAIZIAT U MU= I N—T TV PFERIFFHFL—F T o) LTHRE
SHU.LEAP FRGEEfEH 32 Bt AP

[LEAP Authentication] F = v 7 Ry 7 A% A7 ZT5E. 26D T7TAT > b T84 A%

LEAP B XUOWDS H—ERAZMEHLTYA VYL R Xy hU—7| iﬂ“émft%iﬁf%fx

RV ETBAP A 7T a UNBIRSNTWDEE. 7 747 2 MIWOLE DR D EAP §83

EHEALCERECEET . ZEL.Z2NCE>THD I T4 T N h— RV 7V o o

%L/\zbﬁﬁiﬁﬁf%fm RHEDITTIEHY EHA ZNHDYZ T4 T ML LEAP &80 . H 5
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[Priority 1] K v 77X 7 UAMNLTTA <) —N"E@RIRLET(ZV—TITEBNT D0
EDH DY —/3) [Priority] K v 7 H 72 U A MIERINZ2WEEIL, [Define Servers] % 7
U w27 LC.[Server Manager] X— Y &K /R LET, ZDOX—TUTH—NEHTELTHE [WDS

Server Groups] ~~— 2R D £77),

(L&) [Priority 2] Fr vy X o VA MBI O [Priority 3] Ry X7 URX MRy 7

T = NEERLET,

(f£%) [Restrict SSIDs] Z &N+ % & H/HFT 2V — F v —7% KrED SSID 2132527 7
AT b TR ﬁ?UBE’C%iﬁ‘ [SSID] 7 + — /L RIZSSID # AJJ LT [Add] &7 VU v o L
F 9, SSID ZHIkRT 51T ﬁlﬂﬁ%a“é SSID % [SSID] U A N T#EIR L T [Remove] 227 V v 7
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EAP ZEFEHIC WDS 77 B2 RA v F &R ELFET.EAP ORIEHFIEDFEAMC SOV TILH 11 5=
[FRAEX A T OREI S L T &N,

muniE/CLi 77j‘/l/ kG LEAP ff{iﬂq Lij— WDS 'H_“—[:X;Lf'fi)ﬂ—é—z)/], VITTANT Y
??7&%1T%/]i“@STA4X%ﬁLTM£éﬂ6b%ﬂ%Ui¢“@S?ﬁ?%
RALVINTIIAT VN TARAABERHTDHEEIE T 7R KA Mo WDS T3 A &A{#
HATDHEHICHEET D' ar(12-9 X—=V)DOFNEICHE ST WDS 77 A RA 2 b2
WDS #4232 LR ELE T,

WOBNL. 7722 KA DEFBENRWDS T35 AL LTRET D173 (12-6 2—)
IR SNEFIREFC@BEE2THCLI a2~y RER L TWET,

AP# configure terminal
AP (config)# aaa new-model
P(config)# wlccp wds priority 200 interface bvil
P(config)# wlccp authentication-server infrastructure infra devices
P(config)# wlccp authentication-server client any client_devices
AP (config-wlccp-auth) # ssid fred
P(config-wlccp-auth)# ssid ginger
P(config)# end

OB TV —sN 70— infra_devices ZERH L TA V7T ANT I F % T3 A% RFEL
TWET,SSID fred £ 721X ginger T 527 74T 2 b T34 AZ =N 71—
client_devices M L CREFESNET,SSID U R M &EE LA WEA, T To SSID Nx4ic
7m0 ET,

ZOPTHEAIN TS <2 ROFEMIZSW T [ Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges]% 2B L T E &\,

TIRARA L 2 WDS TS AZEMEHT DL IITRET D

WDS?“/\/])X%EL‘/ uunﬂzl_/ WDSWu;;%jJD‘a‘%JJ:O 777_12} T/r’/]\% Ej‘éa‘:mé
WD EFY TT,

AT ITANTIF ¥ T EBARA L BN WDSIZEMNT AIZIE.WDS 23EfT7 L TWAI0S &
FIUAR—=2a 2 FTTHLERHY T,
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[Wireless] > [AP] DJNEIZER L F 9, [Wireless Services AP] XR— U NEREINE T,

X 12-5 [Wireless Services AP] ~—2°

wiluen]is

Saye Configuration Ping  Logowt Rafresh

Cisco

Wireless Services

Al
WS

AT T2

A7 73

AT T4

AT v S5

2TF 276

A7 71

HOMSIE HETWORE ASSOCIATION W]RELESS SECURITY SERVICES HMAMAGEMENT SOFTWARE  EVENT LDG

Hosmame ap Aap wptime 1 Bour, 1 minate
Pamicipate in SWAN Infrastrecture: Enable @ Disable

WS Discovery: ¥ Aulo Discosmny

Specibed Discory: DISABLED (P Address)
Usamamas: DISABLED
Passwornd: Tl

Confirm Password: ssssssss

Authenticati
Hﬂ-m:rd!c;m;:l: <MOMNE = *  Delng Authentcation Metods Profies

352738

AP 37 T AT 2 FaBFET WDS ¥ — EREFIHTE 2 L 5 IZ&RIET 5 I21E ., [Participate in
SWAN Infrastructure] 3% & @ [Enable] %7 U v 7 L£9,

(f£%) [Specified Discovery] Z &I L AN 7 4 —/L FIZCWDS D IP 7 RLAZ AN LET,
[Specified Discovery] # BT HE . T 7ERAFRA L MEIWDS 7 RAX A XA N ERZT
(2 WDS 731 A 2] L CRIBRICERRE L £ f54E L 72 WDS 7 /31 ANRE LIaWGEa. 7T
JEARA L MEIWDS 7 RN A XX b EFFHLET,

[Username] 7 4 —/V RIZT 78 A KAV FO2—FHE AN LET, 2O —H 41X FBiET —
NRETT 78 A RA Y FPHICER L2 —T4 L —H LW RThIERY 8 A,

[Password] 7 4 —/V RiZ7 7B A R"A > FD/NAT— K% AJj L, [Confirm Password] 7  —/V

RIZEI U XA T — K& % 5 *TEAJJ L/SETO ZDINAT — FZI n»unl‘E"j“_‘/\J:’C77'Ex A

/ MHICER LT AT = R E—H L T RITNIERY FH A, 2ORX—VTa—H4 LR
— REZFRET H L AP [ WDS ¥ — %4 L7Z38FEIC LEAP 2 L £,

(Ei‘) AT TANTTF ¥ AP mu il Z LEAP Z i ] L 7= WDS T177, 51D EAP #&FE 52
(EAP-FAST 72 &) # i 9 5 A 1% . [Authentication Methods Profile] K2 v 7 Z w7 U A Fipk
BORFEH AT w7 74’/1/%1%?){' LET RIS T 7 7 ANV EELERL TORWEEIT,
[Define Authentication Method Profiles] V> 7 %7 U w7 LTF R 7 7 A VERELTHLD,
[Wireless Services AP] R EX—JICR > TF a7 7 ANV EZERIRLET . H LW 27 7 A LDOE
T EOFTEMIC OV TIL 802.1X 7 U B> v @D EAP X7 07 7 A L OERk & A (11-18
N=) BB LTI,

[Applyl 7 U v 7 LET,

Bl Cisco Aironet 7 72 iRA > b Ciscol0S Y7 by =7 av 7 4 Falb—var HAL K
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CLI D% EH

wos oz M

WDS LM EETALIICRELET 78R RA v MI BEMICKOFIEL FEITLET,

o HIEDWDS T NA A&, FT vF 7 LWDS 7 KK A XA b &R LAN (2 1k
L£7,

e WDS T/\/rx%noutEL/T nu_‘niEL/ﬁ_ WDS 7*/\4'13:?/3?72 1u?:ﬂ77\/1/%ﬁﬁibi'§ﬁ
e WDSTNRAAELETIVE—RNLIETTAT U N TNAAL ABKELET,

WOBNE T 7 8ARA L b WDS TNA AT BLHICHET DI a2 (12-9
NV RSN FIEEFRCEHEEZTHCLI a2~y RERLTVET,

AP# configure terminal

AP(config)# wlccp ap username APWestWing password 0 wes7win8

AP (config)# wlccp ap eap profile Myfast

AP (config) # end

ZOBITIHE T 7 EARA L MEIWDS TR ALHFHETEDLICHESINTEY , 2—V4
\Z APWestWing ., /X A U — RIZ wes7win8 Z A ] L CREAEY — Nk 5 RFEE 1TV E T,

A7 a v ® Myfast EAP 7’12 7 7 A JUIL LEAP DS O XA U CRRAEAAT 5 72 DIZFED
HEnET, 206 TiEk,. 72 7 7 A JLiX EAP-FAST ZfEH L KD L Y ISR ESNTHWET,
ap(config)# eap profile myfast

ap (config-eap-profile)# method fast
ap (config-eap-profile)# end

A — R ETIIAT U FE LTT 7 BARA U FEHRETHE XTI R L a—H4 &%
AT — ROMAEDLETHRET HILENHY £7,

ZOPTHEAIN TS a2 ROFEMIZSW T [ Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges]% 2B L T E &0,

RIS — B WDS 2 H— b5 &5 ICBRET 3

AT 71
AT T2

WDS 534 Z & WDSIZEM L TWALRT 7 X RA Y MIERIEY — N ICxt4 BEEE21T 5
VERHDFET H—NET . TI78RA RS VHOZ—FH ERRAT— KL WDS 7314 2 H
Da—HFLL L XA T —REZHRELET,

H— 308 Cisco ACS #FEITL TV AEAIX RO FNEICHE S TH—NETT 78R RA VM
RELET,

Cisco Identity Services Engine (ISE) {2 ®2 74 > L £79,

[Administration] > [Network Resources] > [Network devices] Z 2 4R L F 7,
[Network Devices] X — I DRFKRENE T,
ZOR=U T WDS % AAA Z A4 7 e LTEMTEET,

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1
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W wbs o@E
X 12-6 Cisco ISE & [Network Devices] ~—3°
|
'm e Identity Services Engine
Yo Setem I Identity Management
l\uflwukbgm Natwork Device Groups

Network Devices

&a-
(] Metwork Devices:
[ Dot Do

527

& 12-7 Cisco ISE & [Network Devices] ~— =’ DE#H
"”m‘t’ Identity Services Engine Tm
"+ System Iaen- ”mmvm I ."-\-:
T
‘9,“:::?:: |::‘.Ls—| Show
A7v73  [Add] %7V >y 7 LWDS ZHLWAAA 7 747 ME L TEMLET,
A7v74  [Name] 7 4 —/L RIZ WDS 7314 24 2 AN) LEF, ZOARFNER =DV TOHEHTT,
F 7 a T WDS TN ZADFAE AT LET,
25 v 75  [IP Address] 7 4 —/V FIZWDS T34 ADIP 7 KL AZ AT LET,
EB)T A ADur—2va b TR A A XA TEBELET(INHOHT Y M ISE T3
ESINTVDIGHEDR),
AT v T6 [Authentication Settings] == v 7 78 v 77 A% 4 {2 L £ 79, [Authentication Settings] FEIR D
T 4=V RN £,
25 w77 RADIUS 71 k2 /L D4  [Shared Secret] 7 4 —/b RICIEMEMEZ AT LET, Z Offl
ISE % RARIUS H— & LTRET D ELEZIZWDS TS ATEDLEY| Aﬁéﬂiﬁo
27978 [Submit] #Z7 U v/ LT MU ERGEL T,
25779 WDS T A ZMEHDZNZENICOWT AT v T 3MBAT v 7 8DOFRIEEZ#EVIRLET,
A% v 710  [Administration] > [Identities Management] > [Identities] D JIAIZER L £ 7,

[Network Access Users] X— U NERENET,

~

@ ZoOFET

BT 5 S A BT E E T, BN ST

WZISE N T — X N— R |l —VEHRET D HEEZHH L E3,ISE TiL. 4+
ZJISE A REZBL T EEW,

Il Cisco Aironet 7 7 Z 2 RA > bk Ciscol0S Y 7 b =7 av 74 F¥al—vary (4 K
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wos oz M

2Fv 1M [Add]Z7 Vv 7 LT HLnwa—FEENLET,

X 12-8 [Network Access Users] ~—2°

ER | asdmin | Logout | Fesdhack

£ Home  Cperatios v Poboy| v Adminetration|
s System | &L idantity Management B Metwork Resorces [ Wb Portd Management. o, Feed Serace
Identities ' Groups  Extemnal Identity Sources  Identity Source Sequences  Settings

Identities Network Access Users

Setactad 0 | Totsto B §F
E 5
- T T T e
- 5 Status Name & | Description First Hame Last Name Emal Address User [dentity Gro.. | Admin
- Ho data avalable
[ Ercdpcirts

] Latest Marusal Network Scan Results

352733

27 w712 [Name] 7 4 —/L FIZWDS ~DT7 7 A KA b 7 T4 7 MIRELIZ2—FHE AT L
i‘a—o

25 w713 [Password] 7 4 —/L K & [Confirm Password] 7 ¢ —/L FiZ,[Wireless Services AP] X—T7 7
TARLA L MTHLTANLEDEFEF ST B UNRRAT—=REASLET,

27y 714  [Submit] 7V v 7 LET,

2F w715 WDS THRAZAEZFHATEZT 78 A RSV FZENFNICH LT AT LI DBAT v 14D
FlEEZHBV KL ET,

. o g
& 12-9 Cisco ISE & [Network Access Users] ~— DM
1=E1Z 0
/i Home Operations| v  Polcy| v Administration | v
o% System | G ldentity Management | [ Network Resources  [iL Web Portal Management ¢, Feed Service
Ideritites | (Groups  Extemd Identity Sources  [denbity Source Sequences  Settings
Identities Haturork, Aocess Users Lt = Naw Nebwark Acoess User
[= ]|
G . " hare | aPwestwing
& Users Status Enabled ~
[ Endpoints ¥
[0 Lstest Marussl Network Scan Resuts v ew [ ]
* Password [amens Hoed help with passwend
* Re-Eniter Passwind | seses
Fast bame [
Last Hame: | ]
Description |

Change password on next logn [

WDS i E— FOHRTE

WDS 7 7 & A /KA > b i, wleep wds mode wds-only =~ > R % 941X, WDS B f€— KT
BB TEET ., Z20avr RERTLTYRr—RKT5L . 778A KRS MNEIWDS HEHE—F
THEREZBHAA L £9°, WDS B £ — K Tid.dotll 7 ¥ A7 AP L &9 dotll oA > & —
TxAABEEO v FRRETE T A, WDS BHE— FOYA WDS Tl K 60 HE To

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1
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W wos oz

AVTITANTIF X TIRVARALA L FEwRKI200ED 7 ZA4T7 v b3V R—bENnFET, 2
Da<vr RFOn X EHFH LT WDS EHE— K24 712 LET WDS 727X KA FD
FATHE— R& £ T 51215, show wleep wds =~ > R&2MH L £,

WDS 7 7 & A RA > F2YAP B X OVWDS O ftit— KT 5 L 5 IR ET 5 121%. no wleep
wds mode wds-only =~ > FZfEH L, S 5|2 writeerase 2~ > REEH L TT7 7R KA v
FNallZbic)m—RLET. 77 EBA KRS b2 ) r—RFT5 L dotll Y72 27 L0
MM SNET . 77 BARA 2 & WDSIT VR Y T4 7 > MCE#EY Y v=—hLET, Z
DE— FOLHAH WDS T 20 [HOMEMR Y 74 7 NOEHET Y o — MIMA 30 HDA 7
FTANTIF X TI7EHARALA L NE6OHDI T4 T "R R—FFINET,

WDS {E#RDFE R

Web 7 7 UV DA 2 H—T = A ATIL, [Wireless Services Summary] ~*— % ffi > T WDS &
T ADOMEEFRRLET,

¥HE EXEC E— R CLI TlE kD <> K& T HIED WDS 73514 2 L CCKM 251 L
TWAMMDT 78R KA MTOWTOFEHREERRLET,

a<w R B!

show wlccp ap CCKM I MTAEBEDT VA RA v M LT, 2Daw
U REHEHALT.WDS 5234 A0 MAC 7 KL A WDS 5/
A AZADIPT RVA T I ERARAL Y FOARAT— | GRIEH,
ﬂhﬂﬁ{ﬁg\;&ﬁ{%#) AT T AR 77%%%@15“’)‘“—/\0)

IP7 RLA 7 TA4T v kT34 A (MN)@ZREY —/3D TP

7 RV ARAERRTEXET,

show wlccp wds ap WDS 731 ZIZBR Y\ Z D a~» Faffio>T,CCKM L%
[ cdp-neighbor | mac-address MT 27 78AFRA L NMZEATHF Y v aFlaE£RT
mac-address | order ip] XFET,

e cdp-neighbor: WDS T#GFES 724 AP IZ L > TLAR—
&7z CDP A N—Z KR LET,

e mac-address mac-address: N71 S iz MAC 7 R L A THg
ESNTZ AP IZBET 2RO ERRLET,

e orderip: AP OFRIFHZ AP MAC 7 R L A2 X % FHIAN
HAPIP 7 FLZAICKDHIAICEE L £7,

show wlccp wds mn Zoavwr REMHEHLT. Z 7472 8 T3 AL

[ detail ] [ mac-addr mac-address] | S A )V ) — NICBETAF vy v aFREERLE
T, ZDavw L NX K7 IA4A T FOMACT RLAIPT
RLVA IZIAT U "™ T Iy 2— SN TWABET 7 A

AA 2 b (cur-AP) L 38 K OUREE GRAEH  FRAEHE A, F 72138
BB R R LE T detail T a v EFERALTC. 2 T4
T NOBEMMM(Z TAT v SR ERIEESLE LT HET
DFEY OF%L) . SSID. B L O VLANID #FRx L £9,

BE®DIT AT v b THAARZHETHERER T DI
X .mac-address 47> = >

AL ET,

Il Cisco Aironet 7 7 Z 2 RA > bk Ciscol0S Y 7 b =7 av 74 F¥al—vary (4 K
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wos oz M

o< R

B

show wlccp wds

Zoavry REFEHALTC. T 7 ARSL L FOIPT KL A,
MAC 7 RL A fBRIEN A 2 —T7 =4 ZADWRIE(EFE I
ABERTa T IT 4T NI T T fER. E T
WDS ) #E R L ET,

IREN Ny 7T v FOBRE a< 2 RIZBED WDS 734
ZDOIP T KL A MAC 7 KU A B L OMBEEIARN & ER L
ij‘o

show wlccp wds nm

Toavwry REFEH LT REFADTXTORY NT—7
BT T v N7 4 — L EREHEH GEZE A v — U8 ik
EH . Fray SNt AvEe—V8) 0 A MEERLET,

show wlccp wds statistics

Thawy F‘%ﬁﬁﬁ LC.WDS IZB B #iHERE £ R LE
TLREHERICIZ HAED AP 7 > b i SN2 AP TOHL
f@774}7/]‘ jjfj/}\ AAAmun uit??jj'j/]‘ AAAHAL
SERCTh A T v N AAA FRRERER T 7 B MAC AT —7 ¢ v
A=/ VIRV SN AAAnAL‘nEfJ?L@I:’*‘l\/y VIRV
(FpFEAF— & Open v U —7) 52270 AAA GBAE&ff
AlLizn—37 7 b ([—JJEK_%D“*: T EYIR— b
bfu\focu\# CCX T3 ZADYE) mlidea—I 7 7
72 F .MSC K v v b KSC Kl v v RMIC it o
~ N (WPA/WPA2 U 7' LA WEDR ) . 35 L O'RN R—E 7
7 v (WPA2 R—ED ) nEEnE 7,

show wlccp wds aggregator
statistics

Zoawy REMHL TSI AP 25 IE S 72 EGHIE
T (L5215 SN EH) ICET afst e R L ET,

TNy T Ay—UDMEH

F#HE EXEC £— RCTIE T /3y 7 2~ REM[H LT WDS 7/34 A LR/EET 5T /34 A O
TRy T A=V OFRREHBPLET,

a<w v R

G|

debug wlccp ap
{mn | nm | wds-discovery | state}

Zoavwr REMHEHLT. 2747 8 73 A (mn) %
EHEHEELTT > N7+ —2 (nm) WDS il 7o & X
WDS 7 /31 A (state) [IZkT 257 7 & A A > FORBFEL
BT 57y 7 A v —VDRREADCLET,

debug wlcep dump

_QZV/F%{Q%%LVC /\/])“j‘)ﬂ:/itfi‘ 'fméhfx_
WLCCP 47> NDE T FEITLET,

debug wlccp packet

ZOavwry REMHEH LT WDS T34 200 HY 458
iy hORTREAATLET,

debug wlccp rmlib { errors |
packets }

:@:«7:/ REZMEH L T.AP & WDS O . BLXOGEE4T 5
HBIZ)WDS &Ry NU—IFIT T v N7 3 — LD TAE
?ﬁéht ERIEA v —0OF Ry PR LET,

Cisco Aironet 7 7 £ 2 R4/ L b+ Ciscol0S Y 7ty =7 av 74 Fal—vary 4 F 1
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N sgzan—3L708%

a<w R B
debug wlcep wds [aggregator lall |~ Do~ REZDA4A TV a v 2L T WDS 73y 7
| ap | authenticator | mn | nm | Av—VDORRELTNZLET,

recovery | state | statistics] FRTD AP D WDS A Ry k& F Sy FF5Icit.ap 47

varuaHLET, A7 9 2T mac-address ZFEE L T,
FEDRFED AP DA XY NaeT Ny 752 EHTEET,
FTRTOWDS A X hET ANy 7T 52 al 4+ 7 v a v
PREHLET,

MBS LT mm A a v EFEHLT Xy N — 2
TSI b7 =L ERBENTA v E—VE2T N 7L
3N

WDS 7 = — VA —N"—(EFEE) Vet X &2T7 Ny 745
\Zid.recovery A7 a U AMHLET,

statistics 7> 3 VA L C EERH B ROEX LA
ZLET,

debug wlcep wds authenticator |Z Do~ REZFDF 7 a v & L CURAFICEET 5
{all | dispatcher | mac-authen | WDS T3v 7 Avt—UDORREA AT LET,

process | rxdata | state-machine |
txdata}

=T A - 2 =Ju
IR VT DOHRE
WDS %3 Ef%kGXM%_mEbf77th4/Fi7//1%%émt7747/

N TR R CEREE— IV 7 e ET . COETIE. BEHTERRe — I V7 2R
LAN FCRETHHEEZHAL £, 2 0EOMRIL. (k@kkbfff

o mHZER—I T DEM
o MEZEN—I VI EYR—FTDLT7 78R RA L FORE

EREZEn—3I VT OEH
EMIRLER — I T ERET HITIL R LAN TROEARMEL 2D £7,
o WDS /A AL LTHRESNTZ 1 DU EDT 78R KAV FFEZITISR
o WDSIZBMTHLIITHEISNTT 7 BRRA LB
e FHZER—I VI HICRESNIZT 78R KA K
o FRREY— (FEITu—INFRFEY—RNRE L TRESNLET Z7EBA RA 2 NEZILXISR)

e Cisco Aironet 7 7 A 7 > b 7 /34 A FE721% Cisco Compatible Extensions (CCX) /13— 5 >
DD L HHMED D5 A A ERD S T AT o |k FAL R

WDS OFEEFEICHOWTIZ.IWDS OREI 7 3 (12-5 X—) 2SR LT EEN,

Il Cisco Aironet 7 7 Z 2 RA > bk Ciscol0S Y 7 b =7 av 74 F¥al—vary (4 K
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gaken—srrsone B

EELZET— IV T BV HE—NTBT 7R AL FORE

AT w71

AT T2
A7 73

A |
RF97H
AT 76

EHZAT —3I R AR— T AIZIZ . WDS ICB T 5 L S ICEMR LAN L7 7t 2 RA
VEREREL.EFNSDT VEA KA FTHE—4 vk SSID @ CCKM FEFFHF % — B H# 2 3F
AT HMENH Y £9,SSID IZ CCKM ZRET A FEIEIZ. KD LBV TT,

7 7 A KA b GUI T [Encryption Manager] ~<— ¥ % &~ L £ 77, [X 12-10 I, [Encryption
Manager] X— @ E#ZRL TWET,

X7 12-10 [Encryption Manager] ~—32°
i

Saye Conhgurabon  Ping  Logowt  Bein

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Security [ mpcosszaw @@ [E RADOMGOZIINORE )
Admin Accass
- Hostname ap ap uptime i 5 hours, 35 minutes
Encryption Manager

S51ID Manager
Server Manager
AP Authentication | Encryption Modes

Intrusion Detection |

Local RADIUS Server

Advance Security

& Mone

WEP Encryption Optonal =
Cesto Comphant TKIP Features Enable Message Infegrity Check (MIC)
Enabde Per Packet Keying (PPK)
Cipher WEP 128 bit =

352737

 Encryption Keys

[Cipher] R¥ %7 U v 7 LT,

EREOWEBA D= AL EFHELET, A2 TIE WPA2 O H 2 H#E4E L T E 97 (WPA2 %2
A—=FLTWRWLH T — 75347 b R— N THUERDIGEERL) b A =
A L WPA2 IZRRET HITIX. [Cipher] Ka v 7 & 7 U A kv [AES CCMP] #3341 L £ 77,

~
() A3 TIHIJEASE— F(AESCCMP & TKIP F7-13 WEP) DR EZHRE L TWER A,
INHEDOEFE—FRERy N2 DX VT 4 25l{0 570 FEHERL o TWET,

[Cipher] Kr > 7 & 7> U A Kh b [CKIP + CMIC] # 3R L £,
[Applyl 27 U v 7 LET,

[Global SSID Manager] ~*— % 37~ L £9, X 12-11 (%, [Global SSID Manager] ~X— @ L%
RLTWET,
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&7 12-11

[Global SSID Manager] ~—32°

Sayn Conbguralian  Ping  Logeut  Relresl

Security

Admin ADCEss

Encryption Manager
S51I0 Manager
Server Manager

AP Authentication
Intrusion Delection
Local RADIUS Server
Advance Security

2771

a.

AT 78

HOME HNETWORK

ASSOCIATION WIRELESS  SECURITY

SERVICES MANAGEMENT SOFTWARE EVENT LOG

Hosiname ap ap uptime s 5 hours, 40 mingies.

Security: Global S5SI0 Manager
5510 Properties.

Cusrrent SSI0 List
fmew> ] T NewSSD
VLAN: <NOKE> *  Define VLaNs
Backup 1
Backup 2
Backup 3
Band-Select: 1 Band Salect
Interface: V| Radio0-802 fqpgd Ao
1 Radhol-802 1153
Hatwork 10 {0-£056)
| Deletw |
Chient Authentcation Serings
Mathods Accepted:
4 Open Authentit atan vath EAP -
Web Authanticatson 1'Web Pass
Shared Authentic ation <NOADDITION:= d
| Matwork EAP <NODADDITION > -
Server Priovities
EAP Authentication Servers MALC Authentication Servrs
& Use Dedslts Dufine Detaults 9 Use Delaults Detrs Detuns E
Customsze Customize

CCKM (Fi#Zen —I /) Y R— b T 20BN H 55— > b SSID T IRDREZEIR L ET,

TIERARAL Y MIEROERA V¥ —T =2 AVREEN TV AEAIE.SSID 233 X
HAH—T oA AZERLET,

Fy N —JRET, VAR — 35 802.1X/EAP J7 A 34K L £ 97, Cisco IP #HE&E 7920, 7921,
7925, % X1 7926 TLAP W KR — b T 2565 . BX ORI IFA4 T K 77 BAFRA Y M
[Network EAP] &R 2 MLENRH VY 9, T D9 T?D EAP ¥ A 7 (PEAP.EAP-FAST,
£ 721X EAP-TLS 2 &) B X RZ DM+ _XRTD Y T4 7 DT _XTD EAP % A 7 (LEAP
% &%) 121X, [Open Authentication with EAP] Z 3R 2 L ERH Y 97,

[Key Management] fE/5® [Key Management] K2 > 747 U Z kipn b EHZ)GR U C [Mandatory]
¥ 7213 [Optional] % 3R L £ ¥, [Mandatory] Z38R L 72354 . CCKM 2R — 42527 747 K
7223, SSID 2 LT Y vm— K T& £ 9, [Optional] 23R L7-5H CCKM 7 74 7 |k
& CCKM % AR— M L2 A7 hOMG3.SSID A L T7 Y vo— FT&E £,

[CCKM]| F=v /Ry 7 At 2 LET,

AES CCMP 55 28R L7=84  [Enable WPA] F = v 7/ Ry 7 A% F LT, Ray 74
7 YA RS [WPAV2] A7 3 A BIR LT,

[Applyl 7 U v 7 LET,
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CLI DR EH]

gaken—srrsone B

WO EEZea—I v 7Y R—h TB57 7R R bOREI®YZ a3 (12-17
N=V) Il ENEFIREFE UEHEETDHCLI a2~ RERLTWET,

AP# configure terminal

AP (config)# dotll ssid NewSSID

AP (config-ssid)# authentication open eap eap_methods

AP (config-ssid) # authentication key-management wpa version 2 cckm
AP (config-ssid) # exit

AP (config)# interface dotllradioO

AP (config-if)# encryption mode ciphers aes-ccm

AP (config-if)# ssid NewSSID

AP (config-if)# exit

AP (config) # end

Z OB TIX,SSID NewSSID % CCKM T EAP % %7 — ~ "2 X 5 |25 E S 4L, AES CCMP 55
4—%ﬁ24@&%%4V&~7:42?ﬁﬁméni¢§$DmmmDmz4mh%ﬁ4/
=Tz ATHHIZESNET,

ZOFTHHAIN TS o< ROFEMIZOWTIE. [ Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges]% 2B L T E &0,

802.11r DY AR — |

AT w71
AT v 72
AT w73
AT v74
AT v 75
RTF V76

A |

802.11r DV R— MI BET 7 ¥ R2 KA v hTRIESNET WGB. FHEAL—F 7Y v P BIOY
e —&13.802.11r Tl A —bFSINFEFA, ZNIT. 7 TAT L DB EFFR—FLET,

MM REAAL  P—ERATRHKDEA 7O~ T EYR—FLET,
o 3By A7 A (DS) O Fast Transition
o LI O Fast Transition

802.11r /X, Cisco Centralized Key Management (CCKM) 35 £ U} Pairwise Master Key Identifier
(PMKID) D — 3 > 7 LIFIRD & 91287220 £,

o T — X VU T BHENIHVDFRIENITHILD

o MMM FIIDSEERALIZZ —4 v AP & ORIEICEEET 7 A RA v FOEETF v
KV EH AT D

802.11r DAL
802.11r Z AT AITIZ RO FINEEZEITLE T,

[Network] > [Network interface] Z &R L £,
[Settings] ¥ 7% 7 Vw7 LET,

[Radio0-802.11n 2G.Hz] ¥ 7213 [Radio0-802.11n 5G.Hz] Z &R L £,
1r FRED [enable] 7> a v R¥ %227V v 7 LET,

[over-air] £721% [over-ds] A7 > a v RE %7V v 7 LET,
By yvo—ya v ORME AN LET,

I DEPAIE 20 ~ 1200 T,

[Applyl 227 U v 7 LET,
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W 2uo L LRrBEORT

AT w71
AT T2
AT w73

AT v 74

AT w5

AT 76

T ARA L O CLI T802.11r % T T A% Kt EXEC E— R CIROFIEEZ FEIT L £,

a<wy R HHY
configure terminal Jua—r N ary7 4 ¥alb—varyE— R LET,
dot11 ssid <ssid> SSID Z i E L £ ¥,

authentication key-management T EARALL MZ802.11r 2R TELE T,
wpa version 2 dotllr

interface dotllradio {0 | 1} WAL H—T 2 A ADA B —T 2 Af A AT 4 Fa
L—yay E— N&Bth L E£7,2.4GHz HEH 1T Radio 0,
5GHz ##£1% Radio 1| T,

dotl1 dotl1r pre-authentication [over-air] F 7213 [over-ds] DBATZ B L E 721X L F T,
{over-air | over-ds}

dot11 dotl1r re-association timer |7 YV T—3 g2 XA ~—5BELET,
<value>

BHT L —MEEDORE

ETEH T L — AMEEOENMEIZIE WDS BYLETT MFP 2. 772X RA 2 B L OWDS TTH)
TRHRETEET,

N~
(B FEHTI7y M7 —LEHEHLURITIVUIMPP I3 LERALZ LR — N TERWZH Aok
DIRESNET,
ERICIRET HIZIX.MFP 7 27 £ X AR A > kT Simple Network Transfer Protocol (SNTP) & 5% i&
Liﬁ‘o
BT L — MMEH#

BH L —2MEHEIXI T 7B ARLA U NI TAT U b AT = a VI CIREESNDEFA »
=X a2 VT A RE R R L ET MFP X A V7T AT F ¥ MFP &7 54T b
MFP @ 2 SDDifEa AR —F3 > P THERIINET,

AV TITIARNTIF XY MFPIZ AV T7TANT VT v YR— b eRRMELET A T7TX T
7 F ¥ MFP [ AR IET A AB L O —E R EHBORBICHEK2 72— FXy 2 hBI O
FHEINEE T L — AIZ% T % Message Integrity Check (MIC; A v & — V52T = v 7) &
FHALET . V94T NMFPIZ7 94T v e R—bLET,7 747 h MFP (X, WLAN
R D RO L WL T D Z LIk > CRFESNTZI FA T Vv F e AT —
T4 T ENTZT L — R #E LT,

7747~ MFP O E

JFA4AT Y NMFPIZ. 77 BARAL L hE CCXVS I Y TAT v b AT — a3 VB TEEE
NHTTAZEH I L —LEEEILL AT —T 4 T ENT T T AZEHRT L— LA (AP L3
BLOT VYo — b ENTZITAT U M AT =2 a VHITEREENZEH L —0) 2 Fa v
TTBHIEICESTAPE I TA TV VOB ERTHEBEEZFEIT T LET . 2947
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JL— F E—

wm7 L —rgEone Nl

> N MFPZ. IEEE 802.11i I E SN2t X2V T 4 AD=RLE2MHHA LT 7T A3 2=F%%
2 RNEH T L — LB GELET . H T Yo —3 3 VERO RSNIE T STA IC k> THRES T
A=F Y A EZAA = MIEs T 2=F ¥y A T—=H L7 TAZEHT L— LAOWT AR

EINET V2 IN—T Ty VE—F FREFFAL—F TV v E—ROT VAR
A2 FTY T4 7T MFP 24 2 121%. TKIP % 7-1% AES-CCMP O WD 23 o —
g UBBEE T,

2=2F KX AR I TARAZEHT L AR T TIZT—% 7L —AIHHAINTWD HEL R
L T AES-CCMP /2L TKIP DWWz T o Z itk o TSN ET . 27 747 B

MFP (%, 5 5{k2% AES-CCMP F 721X TKIP T, % —% 8 WPA N—T 3 > 2 OEAICRY A #

TIRARAS L FTHEMEESNET,

THa—FRXX AN 7L —AERALEKEEZSS 2D, 7 747 b MFP FICERE ST
CCXV5 Y AHR—FT DT I7EBARA L PTIE,. 7o — KXy AN 7T X3EHTL—L%F o
SWVWEFELEFAZTAT Y N MFP BEIMEENTWAEA V=2 7V —T T vV
E—X FEEAL—F TV oV E—FRDT IV BARA L P TIE.7O0— KXY A~ 7T A3
DER T L —ANFEIRINET,

7547~ b MFP %, i551/k23 AES-CCMP % 7213 TKIP T, X —&F WPA X— 3 2 DA
IR BET7 72 RA v N THIMEENET,

AT TII WPA2 2T A2 L  BEXOWPA RXR— 3 0 2 TR TKIP 2 FEE L 22 & 2 HE
[TLTCWET, Z0F— NIIFEHEL 2> TWVB D TT,

ROTZEA KA DI 54T + MFP

N—KE—ROHBT 7 ERXA KA N TEHIBRBEE—ROIIFA4 T bR R—FENET,
CCXvV5 (X L WPAV2 ORF 5 A A — bk AES £721Z TKIP BN E SN TWH T FA T b T
X, 7 747 2 h MFP 3% T3, CCXV5 1%t L TWeWr A4 7 N T 7 747 B
MFP (38 CT3, T 74V FTIE. 72 T7A T N MFPIE7T 7 A2 iRA > b EDOFiED SSID 12
54547 g T SSID a7 4 X2l — g F—RTCCLIZHH L THRE EH2TY
HzbZ EmTEET,

FeED SSIDIZ. 7 FA T N MFP AW A LT HN ATV a b T 50 ERECEET.Z T
AT s MFP & W ZEICRET B ITIL.SSID TH—FH WPA N—2 3 V2 #MAICKREL T,
X —EH WPAV2 AICEE SN TV RWEA =T — Ay E—UNRER RSN .CLI 2w R
MERENET. 7 IA4 T FMFP 2B E L TRELIZF—EHEB L O —%#H WPAV2 &
ERELEODETDHE 2T — AvbE—UNERIN.CLIa~vy R ESENET A7V 9
LLTREESNTWDIEE.Z 747 b MFP 1% SSID T WPAV2 IZ5H S L CTWABAIZIRY A
S HE L TR WEAIZIEY 74 7 > b MFP IX 8k S 4,
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W smo— LREORE

7547 b MFP DFRE

a<wy R FnEA

ids mfp client required ZOSSID a7 4 Fal—vary avy R BED
SSID T/ 947> FNMFP Z#ZHE L TCHEMELET, 2D
g ROESITHIC SSID 28 Dotl1Radio f & ¥ —7 = A A
W2 v RENTW A AL, Dotl1Radio 1 > X —7 = A
ANty FENFET . F-. 2Da~2 FTIE.SSID T
WPA RN—T g V2 WMHEE LTRERESNTWS Z & NER
SHFET,SSID T WPAV2 234020 & L CRRE STV 72
B TT—Avb—UNRERIN, Ay RBRESSNET,
Zoavwy RO no IBRIX FFED SSID TZ Z 47 2 K
MFP %42 LET, 2 D2~ ROEITEIZ SSID 23
Dotl1Radio f > % —7 = A AZNAL v RENTWAESL
IZ.DotllRadio f v Z—7 = A ANV v hENET,

ids mfp client optional ZOSSID A7 4 Fal—ary avy NI BED
SSID T/ AT FMFP 247 ar & LTHMELE
T, 2D~ ROFE{THZ SSID 73 Dotl1Radio A > % —
T oA AL RENTW DAL, Dotl 1Radio 1 >~
=Tz ANty NENET, 7T 47T~ MFP |Z
SSID T WPAV2 1255 L CTWA A IZIR Y 4o SSID 12
SLTHMEEN G L TWARWERAITIZZ IA4T7 v
MFP |3k S v E T,

authentication key management |~ o< R&flifH94 5 & KED SSID ® WPA F—&#i

wpa version {112} W S D WPA N—2 a USRI E S NE T,
dot11 ids mfp {generator | TIVBVARA LY FEMFP Vb —4% L LTRELET,
detector} T HE .7 78R KRA L MiX Message Integrity Check

Information Element  MICIE; X vt — 5% MF = v 7 4
TLAV M) ERETL—AIZBNLC A ETIEHR T L—
LERELET, 7 —Lb0abt— WE . FIFXY A7
EQOBENEH T bR TG6. 7 L — A MIC 2z L,
MFP 7 L — A% (RGE) 35 L 9 ICRE SN ET 7
AR FOTRTCTA—HEBLAR—FSNET . T 7
T2 RA L FIWDS DAL AN—THILENDH D £3,

TIRARSLS LV FEMFP T 477X L TCRELET A
T DHETI7EBARA L PTHDT 7R RA 2 R
OEZELEER Y L—ARRRES N E T, A L OTPHI S
N7=MICIE RS ENRWT L— A5 (ET 5 L WDS ITFR
—EHNLR—=PFENET T ZERRA 2 ME WDS D A
UR—THHMLENDY T,

sntp server server IP address SNTP +— _ROLFTET-IXIP 7 FLAZ AN LET,

dotl1 ids mfp distributor Ja—nN)L ary7 4 ¥al—ary E— KT, 20avy
REHEHLTWDS % MFP 7 4 A RY B a—% L LTHE
LET AT HE . WDS THELFT—NEFHINET,

ZOF—IEIMICIE ODERICHEH S, Y orb—F T ¢

AN Ea—HHTERIEESINET,
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wm7 L —rgEone Nl

DotllRadio f ¥ Z —7 = A ATLLFDCLI a~ > R&EHT 2L T T I7R8ARL kv
V=D TAT > NMFPIZEETAHHBEREERBLI ORI Y T TEET,
a<v K A

show dot11 ids mfp client statistics | = D=~ F&Z{fifH4 % & DotllRadio f > X —7 = A A
DT I¥ARAL L~ a)—NT7 FA47T 2 MFP #

R RENET,
clear dot11 ids mfp client statistics |- Do~ R&fFEHT 23 E. 7 547> N MFP $i3t 12
V7 EhET,

802.1Mw IZ L A EE T L— L DIR#E

AT 71
AT T2
AT 73

BFED 802.11 fEHE) T MY o 7 OFHEB I OHIEICHEHT 27 L —0 XA THERZLET,
SMJlfD}GMV’aihéﬁﬁk7V%AMAWLMH:%HLMUMDE%JU?%b%ﬁ%éh
TWABEATH GRAEbI 5L S EHA.802.11w (X, IEEE 802.11 E#:~ » I U OiFFL 7

L — MRGEIEUET T,

8021w X3 FEFHOFH LW X2 VT 4 T2 LIk EHI7L—L2DEX2 VT 4 %
mELET,

o T—HXEFEILOEENME

o UT LA

o HURIMEELT L — MMEE,
RETXAEH T L —AIRDOEBY T,

o FTART IV IT—L gy

o GHAEFRRR

o XTIV T ary TL—brERaNNANT gy T L—A

802.1lw ZEH L C. 7YV —a VEROY LA HBEHSZ EHTEE9,802.11w 2
TRt B2 R# 1% . Cisco 7 74 7 > s MFP Bt T2 (R L HARERZL T, 7272 L .802.11w
TILCiscof V7T AT F % MFP L[AIHED A = XL HHAEL T ER AL

Cisco 7 747 MFP Z N T DITIX ARERNZD Y T4 7 2 FH3 CCXV5 2 R— 4%
L EHERTLILEND Y F£9,802.11w AT DITIX ARESRD T T4 T 2 bR
802.11w Z VR —F T2 L 2HERTILENDHY £7,

[ U SSID CTCiscoA > 7T AKNT7F ¥ MFP & 802.1lw Ol FEHAcTHZ N TEET,
7272 L.F U SSID & [f CEEHR O 7T Cisco 7 7 A 7>+ MFP & 802.11w Z A+ 5 Z Lix
TEEHA,

802.11w Z AT BHITIT RO FEIEEZFETLET,

77 A KA b GUI T [Secuirty] X—VEFRLET,
[SSID Manager] % i®R L £,
[Client Authenticated Key Management] ~<— ¥ TIX R DEELZ EITTE £9°,

— 802.11lw Y HR— 227 T4 7 FEFRSSID IZRIMTE L X HICT DITIE (1w
Configuration Required] 47> a > R¥ %27 U v 7 LET,

- 802.1lw AV R—FT227 747 e 8021w ZHR—FLRNT TA4T 2 SO
23 SSID IZHB T & 5 K 5127 HIZIL. [11w Configuration Optional] 47> 3 & R ¥ V%
70y 7 LET,
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W mugmoRe

AT v 74
AT TS5

R

AT w71
AT v 72
RTFv73
AT v 4

AT TS5

[11w Association-comeback] D% AJ1 L £,
[11w Saquery-retry] O FEf &2 A L £,

WD CLI 2~y RZ .77 EARA L RO 802.11lw ZHNIT Dol &N ET,
ap(config-ssid)# 11w-pmf client required/optional

WOCLLavwy NI 7Yyxm—2aDFA LT U L saquery DFAATRIBEZRET 5720
WEH S ET,

ap(config-ssid)# 11w-pmf association-comeback /000-20000ms
ap(config-ssid)# 11w-pmf saquery-retry /00-500ms
Ihboavy MHMEETT. Zhboa~vy REMEH LARWES 7 7 4/ h OMRARE S

NEFT . TI7ERARA L MT80R21IW EZFRETDIZIEIMFP 7 T4 7 BT HH4LEND
D ET,

WPAvV2/AES X 802.11w TIIMETT,

802.11r ZH4hCT 5 & . CCKM. 11r iz — =3 > 7 DLS. EBHRUME . BLORF 27 /L 7Y »
g7 ovay 7L—AMEEIITR—FENRRL Y T,

DETE

WDS 2T AL IICEMMLAN FOT 7R RA LV MEBRETHE T 7R FA 2 T
WDS 7 /31 A L X565 & ZICHBEIC A BLICR I 2 &5 2 /o UE 7, BEREBLORE
FITHWCIE Ry U= LB T T v b7 3 —b &35 T 5 L 912 WDS 351 ZAEREL
F9,

WDS T34 AL LTRESINTZT 7 BA RSV b EOBEREREZGMT 2 FIEZ KO LB
D TY,

[Wireless Services Summary] “X— 3 % F/Rr LET,
[WDS] %27 U v 27 LT [General Setup] *— Y & F/~xLET,
[Configure Wireless Network Managerl &= v 7 /R v 7 A4+ LET,

[Wireless Network Manager IP Address] 7 4 —/V RIZ . Xy N —27 LD FHT T v b7 +— A
DIPT RLAEZANLET,

[Applyl 27 UV v 7 LEFT WDS T 7B A KAV BNEHRTT v b 74— L EHFET D X D1
RESNET,
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CLI DR EH]

WIDS CBMT 2 L5 cT7 7R #f v Fe@ets M

WOFNL, EEFE O E |1 Z 7 > a v (1224 XR—=V) ICR# S = FIE L [F U & 23 % CLI
avy RERLTVET,
AP# configure terminal

AP (config)# wlccp wnm ip address 192.250.0.5
AP (config)# end

OB TIZWDS 77 A KRA L MEIP T LA 192.250.0.5 DERT T v h 7 F—Ah &%t
FCEDLDICRY £,

ZOPTHEAIN TS <2 ROFEMIZSWTIE. [ Cisco I0S Command Reference for Cisco
Aironet Access Points and Bridges]% Z B L T E &0,

WIDS (&3 A L9127 7 &R W v NERET D

WIDS (25003 51213, WDS & S48 1| _fﬂauﬁ“éot INZT IV BARA LV NERETDHHLERD
D F4,.WDS EHEREHIZBMNTL LT 78R T%/ FNERET AT 78R RA
k% WDS T3 AT DL IICHETDHIET v a v (12-93—) & EREFLORTE |7 7
va (12224 =) DOFNEEZEITLET,

TIEABAY M AR YT T RICRET S

AT 971
AT 972

AT w73
AT w74

A% rF T—FROBAE. T 78R RA L MIEREEOF ¥ 2NV ET X TAF ¥ L ZDOIE
Frxry hU—27 LD WDS T34 AZHRELET AT TIBARS L MI I T4 T v
TV =g U EZITAMITER AL

HikE EXEC E— R 5 RO FNEICHESTT 7B A BA Vv MTEHR Ry U — 27 OfE % 2
Y SICHRELET,

=N E:3]
configure terminal Ju—)ar7 4 Xalb—ygry T— REBBLET,
interface dotllradio { 011 } WA =T 2 A ADA HA—T 2 A A AT 4 Fa

L— gy B— RE2BBLET,
2.4GHz #E## ¥ L OV 2.4GHZz 802.11n ##R 13 0 T,
5GHz #E#¥ L 1OV 5GHz 802.11n £EH L 1 T,

station role scanner TIBARASA Y NOEBEZAX vy FICRELET,
end it EXEC ©— FIZREY £7°,

TI2RARA LV beE=F T— FCRET D

TIBARA LV FEAXFY T ELTHETHE . T=H E—RTT7L—2DX ¥ 7T ¥ L AHE
IRV ET . F=F F—RFRTII. T 7 EBARAL L ME802.11 7L —LbZF ¥ 7F ¥ L. 2NE

Fy FU—27 ETWIDS T PV UNCHEE LET . 7 7B A KAV I kT 59T 802.11
TL—AIZ28 31 FDXF XY TF ¥ ~v X —%EBMNMLET, xv hU—27 ED WIDS =¥

. 2D~y X —IERESTITHERALET. 77 ERA RS MEI Iy T F ¥ LI-7 L—ADiE
EIZUDP X7y FEFHLET . Xy hY— 7 HEEA2HHT 2720 . 850X v 7F v Lo

Tl —25% 1O UDP X7y MIEETEET,
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B WIDSicBMT 5 L5177 R FA Y FERET S

A% ¥ F T—RTH.T 78R KA MIEBREEOT X TOF ¥y 2L EAF Y LET, 2
FL.E=X T—ROEAE.TI7EBARAL L MI T 7R RAL L FMERPIRESNHTNDLF v
I e =F LET,

) TIZ7EBARALALVMI2OBERREENTWEEE A F—T 2/ ALTE=F T— FE2RT
T AT ERATFE L AF Y F T— FICEEINTWALERH D £9,

Wb EXEC E— R b IROFNEICHE S T802.11 7L —LbZF ¥ 7F ¥ LTCHEETILIELHIICT
JXARA L PEERELET,

awv K HHY
A7 v 71 configure terminal Jua— )L ary7 4 ¥al—ary ET— R2@ELET,
27 v 72 interface dotllradio {01} WAL H—T 2 A ADA B —T 2 A A AT 4K

L— gy T— RE@HEBLET,
2.4GHz fERREF L O 2.4GHz 802.11n MERIT 0 T,
5GHz E# ¥ L 1) 5GHz 802.11n T 1 TI,

A7 w73 monitor frames endpoint ip FToX - NERERTELET . Xy FUY—7 LD WIDS
address IP-address port UDP-port |— ‘/~‘/°‘/J:T\IP 7T RKLAEUDPAR— FE AN LET,

[truncate truncation-length] o ULE)VER LT L— AL in S | Ok R

ERELET. T 7EAFRA UV MI.ZOELIVENT
L—2 &G0 ETET T 740 FORIIT 128 A

bt

A7 v 74 end Bt EXEC £ — FIZREY £7°,

— Y = —
T=F F— NERTORT
show wlccp ap rm monitor statistics 7 27—/ 2> 7 4 X a b— g avy REHEH LT,
XX TTFy L7 L—LOHEHERTLET,
iz, a~<r FOoHpl 2R L £T,

ap# show wlccp ap rm monitor statistics

DotllRadio 0

WLAN Monitoring : Enabled
Endpoint IP address : 10.91.107.19
Endpoint port : 2000

Frame Truncation Length : 535 bytes

DotllRadio 1

WLAN Monitoring : Disabled

WLAN Monitor Statistics

Total No. of frames rx by DOT11l driver : 58475
Total No. of Dotll no buffers : 361
Total No. of Frames Q Failed : 0
Current No. of frames in SCAN Q : 0
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Total No.
Total No.
Total No.
Total No.
Total No.

Total No.
Total No.

of
of
of
of
of

of
of

WIDS CBMT 2 L5 cT7 7R #f v Fe@ets M

frames captured : 0
data frames captured : 425
control frames captured : 1957
Mgmt frames captured : 20287
CRC errored frames captured: 0
captured frames forwarded : 23179
captured frames forward failed : O

clear wlcep ap rm statistics =~ > F&2f ] L T, £=% £— FfitaHELET,

F=F E— FNiHIBRORE

F=2H T FRTT 7 BARA PPN T D LESVHEEZRETEET LEWELZBA D &
TI7RARA L NI ERE R ZICRET 20 ELIEEERELET

ARRERRLAI R DERE

PORERIHIR 2R ET D & \EAPOL 7 =7 > 7 ¢ > ZE BT D Y — B RAIEHEBE N D R v b
J— ) b RHETCEET I IAT U NET IR RS M EDOMTHAT S 802.1X FAFIC L
D T ' A jA/f N F F—+t T A or— 57 ib<L‘C%ILAIK)LI7(//ﬂZ PV %fﬁgiﬂ'§‘55munﬂ?ﬁ_h‘
Yol
PEEDRA LN D E T ICAMICM A LN 20 FT Al SN TVWRWEE 1 EDT T4
T IMNHRy NU— 7B E 52 DI EOEEERBEET L AEELNH Y £97,

FoH FT—RTIETI7EBARALS L MISRIX IV TAT LV IR T 7B ARA L ME@E L TR
%E%E%f%*%ﬁ%ﬂé?%&] j7,/i?«/57L/jfj« L_TPZ£WLHE0)Di;% roTxvy MY — 7 PHEIND
BT VA RA Y MIGRIELEIWEEZB X 2 L ELE 2R LT,

INOLDOHEIBIZT 7 EA RA L N ETHRETEET,
TIERARLY FBD 802.1X DOIFEIDEIHK
T IR RA L N EOREATO EAPOL 7 7 » FOHR]

T IR RA Y MIBEOEIEORAERET B L, Z0FRERT 72D MIB B % %
L‘i’;’_‘o

EAPOL 7 7 v R SvE L7z

FAE DRI D[] %

RAEDORADORIE R HZNNT TAT > O MAC 7 RL A

FHE EXEC E— R B KO FIAIZHES T T 7B A RA 2~ EORMZE b Y T —9 % 8L R

AT w1
AF 972

AT w73

—HD A v —UNFERINFE T, #8H RADIUS %— 3 Th 2 FFET— N F mE I

ERELET,

a<w R HEY

configure terminal Jua—)ar7 4 Xal—varyET—REBLET,
dot11 ids eap attempts number HAEORLOEHE . T/ EA RA v F ETEKE Y
period seconds JJ—9% EAPOL 7 7 v RO EZHFEL £,

end F#E EXEC E— RIZEY £,
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M 802.11u Hotspot 33 X U% Hotspot 2.0 DR E

802.11u Hotspot 33 X TX Hotspot 2.0 D% E

802.11u Hotspot #%HE(Z £ ¥ \IEEE 802.11 7 /34 A ISR v b U —27 LxEhi C&E 9, Z Ok
BIEHA Yy hARy hREOMO T Y v 7 Xy NU—=0 T H—EZANS TR Y Fra v
R—2AThHLINEECThH LN EMbTICER SN ET,

Wi-Fi Certified Passpoint (Hotspot 2.0 & HFEIIN D) 1L ARy P ARy hTORY NU—2 Tk
AN FL L 22— R T D72y NI — 2 & RO TRk &7 5 L EA PR L £,
Passpoint % /R— K LTV Wi-Fi £ v b —27 TiX, 2 —WFI3ERIR >y NV —27 ZRE L
TERL. T 7 EBA RS b~OERHEZERTILEND Y T, £ 0BG RIEY VT
VU NV EBFANTHNEL HY F7, Passpoint [IZF DT ALK EHEEL. Ay AR v
PRy =7 LENALI TN RLDRT EE L~V D WPA2 X =2 U 7 ¢ 2 L7z
VL VAR FH L ET,

802.11u Hotspot BEREIL, v b T — 7 O HHCBR A 34 L AR v BT — 7 D il & ik
TEXHEOICLET . TV —a VANCA Yy U= ICET LM E AT — 3 3 et
LET AL EZ—T—F 0 73 FAEEBLORTY v 7278202 —FITHZLOEIT TR
< B HERA L —Z N IEEE 802.11 H A X v —|ld D a Ly R—x v FB LU —E 2%
BT s DIC b H £,

802.11u Hotspot & & E T D HNZ KD KLENHIZ SN TVND Z & 2R L T2 &0,
e WPA X—&3
o X DIEA SSID

802.11u Hotspot ¥ & U Hotspot 2.0 Z 3% E T 2 121X RO FIAIZIENF T,

25 w71  ap(config-ssid)# E— F& B L 5,
AFvF2  LAFOa~r K& AJJL7T.802.11uHotspot Z# BN L T & E L ET,
a. hotspot dotl1u enable
b. hotspot dotl1u domain index domain_name
c. hotspot dotllu network-type network_type internet_availabily_status(0 or 1)
d. hotspot dotl lu auth-type auth_type
e. hotspot dotl 1u ipaddr-type ipv4type ipv6type
f. hotspot dotl1u hessid h.h.h
g. hotspot dotllu nai-realm index realm-name name_string
h. hotspot dotl 1u nai-realm index eap-method eap-index eap_method
i. hotspot dotl1u nai-realm index auth-method eap-index auth-index auth_type auth_subtype
j. hotspot dotl lu roam-oi index hex-string isbeacon

k. hotspot dotl1u 3gpp-info index mobile_country_code mobile_network_code
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802.11u Hotspot 33 & Of Hotspot 20 otz M

1 :802.11u Hotspot D& Zh1k:

ap (config-ssid)# hotspot dotllu enable

ap (config-ssid)# hotspot dotllu domain 1 cisco

ap (config-ssid)# hotspot dotllu network-type 2 1

ap (config-ssid)# hotspot dotllu auth-type 1

ap (config-ssid)# hotspot dotllu ipaddr-type 2 2

ap (config-ssid)# hotspot dotllu hessid 1234.5678.1234
ap(config-ssid)# hotspot dotllu nai-realm 1 realm-name cisco
ap (config-ssid)# hotspot dotllu nai-realm 1 eap-method 1 17
ap (config-ssid)# hotspot dotllu nai-realm 1 auth-method 1 1 1 2
ap (config-ssid)# hotspot dotllu roam-oi 1 004096 1

ap (config-ssid)# hotspot dotllu 3gpp-info 1 123 123

PLF@o =~ R%& AJLT.802.11u Hotspot 2.0 # BN L C. iR E L E T,
a. hotspot hs2 enable

b. hotspot hs2 operator-name index language_code operator_name

4

hotspot hs2 wan-metrics link_status symmetric_link_status uplink_speed downlink_speed

e

hotspot hs2 port-config ip_protocol port_number port_status

41 :802.11u Hotspot 2.0 D H R

ap (config-ssid)# hotspot hs2 enable

ap (config-ssid)# hotspot hs2 operator-name 1 eng cisco
ap (config-ssid)# hotspot hs2 wan-metrics 1 1 2345 3434
ap (config-ssid)# hotspot hs2 port-config 1 23 34 2

KDTa— )L ar7 4 Xal—varyavry ReAHLET,
a. dotll dotllu ap-venue name name_string

b. dotll dotllu ap-venue type venue_group venue_type

Bl:/a—r L arvry Xal—ayavwy R
ap (config)# dotll dotllu ap-venue name cisco_odc
ap (config)# dotll dotllu ap-venue type 2 2

802.11u Hotspot ¥ & U Hotspot 2.0 DR EZ T /N> 79 51Z1%, 2~ > K debug dotl1 dotllu %
BEHLET,

GUI %f# f L < 802.11u Hotspot =° Hotspot 2.0 Z HZhIZ L TR E T 5 1Z1E. [Security] > [Dotl1u
Manager] IZBEI L £ 7,
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M 802.11u Hotspot 33 X U% Hotspot 2.0 DR E
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