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WONVEEETIL, 224720818 21T 9 72T Cisco Unified SRST /L— & & ¥ L £ 97,
¢ Cisco I0S FEHAEY — /3~ CA Y — D% E (P.160) (A7 =z V)
s CA % — x4 % Secure Cisco Unified SRST /L— % O H @5k & 58iE (P.162) (&42H)
o HEREIEREROERE (P.164) (KZH)
o GEHIEBRGOMER (P.165) (AT a V)
» Secure Cisco Unified SRST /L —% TD 7 LT v v x )b —E2DOHME (P.167) (4H)
s VLT UVKIAERED NI TNV 2—T 47 (P168) (AT a)

Cisco 10S EIBAEH—/\~D CA H—/\DBE

Cisco Unified SRST /L — & N L2/ @E ERMIT 27-0I12E, Fy b —27 OF A RFEAEE R
192 CAF =303 1 BRETT, CAY— NE F—F/3—=7F 1 CATH, CiscoIOS FEHFHV—
NIBAERISNEZS D THRHEVER A,

Cisco I0S FIEFAEY— N F, 1y F U =272V — F%—F ¢ CA Zfil-7p 2 —PIoxt U CGEHEA
AT v a vt LET, Cisco 10S FERAEY—/ NZ, SRST /L—#& £7213572 5 Cisco I0S /L—
X TIITTEET,

P FX—=T 1 CA ZFfo TV RWGA. CA YV — DAL LOREDFEMIZ OV T,
[ Cisco I0S Certificate Serverl]] %ML T &V, WIZ, REFEZRLET,

ENFIR

crypto pKi server cs-label

database level {minimal | names | complete}
database url root-url

issuer-name DN-string

grant auto

© a0~ 0w bd =

no shutdown
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ARTFvF 2

AFvT 3

A7y 4

&

&l

Secure SRST DX EAE M

ARV RFEERTIVaY

B

crypto pki server cs-label

Router (config)# crypto pki server
srstcaserver

FEBHEY— Z G L, certificate server =127 4

Xal—ar®B—FEBBLET,

~

GE)  RSA F¥— 72 FECAER LGS
cs-label B3N F— T DL & —FT B
ERHD ET,

AEBEY — N OFERIC DOV TUE, [ Cisco 10S
Certificate Server] #ZM L T IZEW,

database level {minimal | names | complete}

Router (cs-server)# database level complete

AEAERGRT —F N— R R SNDT—F 2 A
TERHIELET,

o minimal : A %%Eé’@'ﬂ” W2 LUWOERA = % 38
ITLHET D7DIs, +oRERETE2RGELE
P :2}%7337”7%/1/ METT,

* names : minimal L~V T XA FRITN 2
T, HFiAFPHZEO LY TAEFS LML 2 RFELE
ﬁ—o

* complete : minimal 35 JX O" names L L CHfik S
na fﬁ?fi’( Mz T, BITLEAEAEEL T —X
NR—2THFZIABET,

GE)  complete X— 7T — R&EIEETH &, KEDE
WRERESNET, ZOF—TU — RafE 4
5413, database url =~ > RZ&HH L T,
T —Z ZRAET DO TFTP — N b HRE
THLENRDH Y 7,

database url root-url

Router (cs-server)# database url nvram

AEAEY —NOTRTOT—HX—RA = h %
EXATEFT A F8E L £ 7, erypto pki server =<2
REMEH L CGGEHES —ANZER Lz, Z0aw
Y REFERALT, BTSN TRXTOERAEOHE
YA RNERELET, root-url 5IEUL, T —F_X—2A
T M) EEXADGTERELET,
o T—HER—R T NIREZRAENDT 7 4V
NOBZFIE T 7 v v aTTR, ZOEEITIT
NVRAM R S E T,

issuer-name DN-string

Router (cs-server)# issuer-name
CN=srstcaserver

CA BT o4 2 fRE LERBEES DN A U )
WWHRELET, F 74/ MEIZKRD LBV TT,

issuer-name CN=cs-label

grant auto

Router (cs-server)# grant auto

HEIW R ENT R COEREICRITEND LD
W LET,

o Zawy NIIBEREO AT S 4, P.164 D
[ B BRI ER OB CTHIBRS L E T,

no shutdown

Router (cs-server)# no shutdown

Cisco IOS FEFEV — N2/ L E T,

o ZDawy REMHATE LD, TTOIEH
EY—RORENZ T LTHBET T,
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Bl
WOFNL., CAZERTSH 1 OOFEEZRLTVET,

Router (config)# crypto pki server srstcaserver

Router (cs-server)# database level complete

Router (cs-server)# database url nvram
(cs-server)# issuer-name CN=srstcaserver
( ) #

grant auto

Router

Router (cs-server

% This will cause all certificate requests to be automatically granted.
Are you sure you want to do this? [yes/no]: y

Router (cs-server)# no shutdown

% Once you start the server, you can no longer change some of

o

% the configuration.

Are you sure you want to do this? [yes/nol: y
% Generating 1024 bit RSA keys ... [OK]

% Certificate Server enabled.

CA H—/\[Zxtd B Secure Cisco Unified SRST JL—4 O B Eh& 5% & 25T

Secure Cisco Unified SRST /L—# Tik, h T A RRA U FNEERTHLERHV EF, DFED., CA
=D ET N, ADOMAZBLZRETH2LERH Y £7, ZOFIAT, AEAZEOREEFFIENE T,
Bk I 5 &, Secure Cisco Unified SRST /L — # L Secure SRST /L— 4 & L T Cisco Unified
Communications Manager {Z58#% S L E T,

CA ¥ —,3|Z Secure Cisco Unified SRST /b — & Z Xk T 27200 DA T2 a 43, HEVEER, 71y b
7Y RAR—=Z b, BLOTFTP ® 3 -2 C9, CA % —/38 Cisco 10S FEBAE Y — DA, HEEEE
EHEATEET, TNLUANOEEIT, FEIOBENMLETYT, FEIOBEREIL, Hy b T R _—
A NFETIX TFTP 245 L £7°,

H B ERIZRT L Tid, enrollment url =~ > RAMEH L E 9, SRST /b— % ZFBFET 21T, crypto
pki authenticate =~ > F&fH L E 9, o~ FOEHFTIEICOWTIL, [ Certification Authority
Interoperability Commands)] %M LT 72 &0, BEVEGEOBNIL, [ Certificate Enrollment
Enhancementsl] 7> AFTEET, P.164 D ] &, BEFIZRLET,

ENFIRE

crypto pKki trustpoint name
enrollment url url
revocation-check methodl
exit

crypto pki authenticate name

o o~ wbd =

crypto pki enroll name

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
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Secure SRST DX EAE M

IR

ARV RFEERTIVaY E[:5)
AT97 1 crypto pki trustpoint name N—ZPERT D0 ERHDH CAZES L.
ca-trustpoint 2> 7 4 ¥ = L—3 3 ¥ E— REth
LET,

o REINDAHEIIE.P.167 @ [Secure Cisco Unified
SRST L —H CDOI7 LT o v )L b—ERADH
k) CESEINDFTFAMKRA L M ERILD
(2720 £,

RFw S 2 enrollment url url CA DBERNNT A —RZERTELET,

Router (config)# crypto pki trustpoint srstca

o url url : V—Z DPFEAETREZEFTH CA O

Router (ca-trustpoint)# enrollment url URL Z#f8E L E 7,

petp://a0.3.1.22 . BENCUATME®D SCEP %M LT B
A wrl X http://CA_name &\ 5 ERIZT HHLHE
NHVET, T T, CA_name L, Cisco I0S CA
?D 7 A K Domain Name System (DNS; K A A >
F—H VAT H)LEIFTIPT KL AERLE
—aﬁo

e P.160 @ [Cisco 108 FEHEH —/3~D CA H—
NORE] IZFEH SN TWAFIREZFEH L7
. URL (X, TN 1 CRUE L7z W B —
N—ZDIPT FLATY, — FKX—=7 1 CA
DERESNTZGA, TP T R U AESNT CA 1272
nET,

X?ij revocation-check methodl ﬁ%%@%@x?agx%}lyybiﬁmeW

ST, V= BFEHEO RN AT —F AT = v

T DO T 5 HETT, ZOEETHEMNT

X 5515, none 7217 T, none ¥— 7 — RN, &

T = 7 NEITINT | GEAENEICZIT ARG

NHZEEERLET,

o ZODOVEETIL, none ¥—V—RaEHHETLHZ L
753\%\25\/(“?—0

RATvT 4 exit ca-trustpoint 2> 7 4 F 2L — g T— R&EHK&T

L, global 2> 7 4 Falb—T gy T—RIIREYE

Router (ca-trustpoint) # exit Kl
RFw T 5 crypto pki authenticate name CADLGIFAELZFEGETAZ LI Y, CAZFEIEL
jz‘a—o

Router (config)# crypto pki authenticate ¢« CA @%ﬁﬁ;&@[%{& LCHYELET,

srstca

Router (ca-trustpoint)# revocation-check none

RXFw7T 6 crypto pki enroll name CA 7°5 SRST /L—Z OFFHEZFRE L £,

o CADLHIZESIEE LTHRELET,

Router (config)# crypto pki enroll srstca

Cisco Unified SRST Y RTL 7 FE=ZR bL—Ya Yy HAF
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W Secure SRST DEEHE

i
W DOBITIX, Cisco Unified SRST /L — & & HEIEGKE LT OFGEL £97,

Router (config)# crypto pki trustpoint srstca

Router (ca-trustpoint)# enrollment url http://10.1.1.22
Router (ca-trustpoint)# revocation-check none

Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate srstca

Certificate has the following attributes:
Fingerprint MD5: 4C894B7D 71DBAS3F 50C65FD7 75DDBFCA
Fingerprint SHAl: 5C3B6B9E EFA40927 9DF6A826 58DA618A BF39F291

% Do you accept this certificate? [yes/nol]: y
Trustpoint CA certificate accepted.

Router (config)# crypto pki enroll srstca

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

o o° oe

The fully-qualified domain name in the certificate will be: router.cisco.com
The subject name in the certificate will be: router.cisco.com

Include the router serial number in the subject name? [yes/nol: y

The serial number in the certificate will be: DOB9E79C

Include an IP address in the subject name? [no]: n

Request certificate from CA? [yes/nol: y

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto pki certificate' command will also show the fingerprint.

o o o° o o

o o oe

Sep 29 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint MD5: D154FB75
2524A24D 3D1F5C2B 46A7B9E4

Sep 29 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint SHAl: 0573FBB2
98CD1ADO F37D591A (C595252D Al17523C1l

Sep 29 00:41:57.339: %PKI-6-CERTRET: Certificate received from Certificate Authority

BEEEAEE RO RN

grant auto =~ RZEHT 2 LFEAENBITSNE T, Z0a~ 2 NiE, P.160 @ [Cisco I0S Fik
HIES — N~ CA = RORE ] ICHRBMENTWAAT v a v ofFETT 77 4 TS E T,

~

GE)  Bx=2VT7 o LOEERT, GEHERGISHEFAF AT SNRNVE ST, grantauto 2~ > F & HEL)|C

T5ZLTT,
EWNTFIE
1. crypto pki server cs-label
2. shutdown
3. no grant auto
4. no shutdown

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
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Secure SRST DX EAE M

FHTFIR
ARV ERERRTI VA Y =[]
ATv7 1 crypto pki server cs-label FEAA S — R B F 4T L, certificate server = >
T4 X2l —var - RFERBLET,
Router (config)# crypto pki server srstcaserver %
a
GE) RSA F— T EFEHTERLEGA.
cs-label BIENF— X7 OL4HTE —ET
LUERHY ET,
AT97 2 shutdown Cisco I0S REMI Y — &I L £,
Router (cs-server)# shutdown
2797 3 no grant auto B B 72 AW 43 < C D BRI R AT S U7
WEIIZLET,
Router (cs-server)# no grant auto . IO o~y RITEEIHCOIME T 50 C.
ZOEETHIBRT DRERH Y £7,
A7v7 4 no shutdown Cisco IOS GEHEY — N2 HM L ET,
e ZOARY FEMHATE Z01%, X TORE
Router (cs-server)# no shutdown AES— ROBRENTZ T LTOHLET T,
ROEF
FEYOBEETFINEIZ SV TIE, [Manual Certificate Enrollment (TFTP and Cut-and-Paste)l] %2 1 T<
ZEW,
SEEREE R OMER
Cisco I0S FEHIE I — 3% CA & LT L7256 GEI RSk & 589 5 (213 show running-config
avwr FEEHL, CAYV—_"DRAT —F 2% 51213 show crypto pki server =~ > R % i
LET,
ENFIR
1. show running-config
2. show crypto pki server
HMFIRE
AFw 71 show running-config

CA #—2% (01) BEROT A 2 (02) DOFEAEOIER A #EFRT 5IZI%. show running-config =~
YREMERALET, ZofllE, BERSNTREREEL R LET,

| oL-13143-02-J
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Router# show running-config

! SRST router device certificate.
crypto pki certificate chain srstca
certificate 02

308201AD
17311530
31323139
55040513
32363931
4B003048
C98F9BAE
FA2ED743
03551D23
06092A86
CB84B17B
FB2B18AO0
B586FE67
C3AF4A66
quit

30820116
13060355
35323233
08443042
2E636973
024100D7
AESD1F9B
3FB8B902
04183016
4886F70D
1151BD78
34AF6564
00C358D4
BD007348

certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051COFE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47A81019
C98565A6
SEE85FF8
DEDBAAD7
quit

AT w2 show crypto pki server

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EE8AC831
21E5DD03
030101FF
29CE97AD
F829CE97
04050003
795B5AAE
CO9CA641
C1B1A540
3780136E

A0030201
0403130C
5A170D30
39453739
636F2E63
0CC354FB
D4BB7A67
03010001
8014F829
01010405
B3E39763
11239473
EFDD8D44
D013000A

A0030201
0403130C
5A170D30
74636173
81890281
3C336635
7357EBAC
71ACD3A7
C37D4B28
300E0603
6018D054
AD6018DO0
8181007A
035400BB
88661402
E818CE6D
B112A6

02020102
73727374
35303431
43301F06
6F6D305C
5F7ClAE7
F3251174
A330302E
CE97AD60
00038181
59EC650E
41478AFC
3F423141
EA3C206D

02020101
73727374
37303431
65727665
8100C3AF
74691954
E6335A32
4E918A8F
OFAB0203
551D0F01
67FC2939
5467FC29
F71B25F9
F859DABF
ACC424FD
58131726

300D0609
63617365
32313935
092A8648
300D0609
7TA25C3F2
193BB1A3
300B0603
18D05467
007EB48E
49371F6D
A86E6DAL
C2D331D3
CF

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF9391
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

2A864886
72766572
3232335A
86F70D01
2A864886
056E0485
12946123
551D0F04
FC293963
CAE9E1B3
99CBD267
AC518E0B
1EE43B6E

2A864886
72766572
3531365A
300D0609
9922A8DA
059E24B6
99325BFD
76FBF499
63306130
03020186
91F9BD30
0691F9BD
25DFDO0O3A
E71A8283
ABFF4C55
4E1A2F4B

F70D0101
301E170D
30343132
09021612
F70D0101
22896D36
E5C1CCD7
04030205
C2470691
D1E7A185
EB8S8ADFO9D
8657CEBB
6CB29EE7

F70D0101
301E170D
30173115
2A864886
2BB9DCS8E
32154E99
9B8355EB
5AD0849D
0F060355
301D0603
1F060355
300D0609
D8D1338F
08950414
BB23C66A
E6195522

04050030
30343034
300F0603
6A61736F
01050003
6CA70C19
A23E6155
AO301F06
F9BD300D
D7F0D565
9E43A5F2
ED2BDESE
0B8C2752

04050030
30343034
30130603
F70D0101
5B1BD332
105CA989
C10F8963
CAR41417
1D130101
551D0E0O4
1D230418
2A864886
6792C805
8633A8B2
C80A3A57
122457F3

EEFNEDZIZ CA b — "D AT —Z A% fERT 512X, show crypto pki server =~ > R&ffH L

£7,

Router# show crypto pki server

Certificate Server srstcaserver:
Status: enabled

Server's configuration is locked
CN=srstcaserver
CA cert fingerprint: AC9919F5 CAFE0560 92B3478A CFF5ECO00
Granting mode is:
Last certificate issued serial number:
CA certificate expiration timer:
CRL NextUpdate timer:
Current storage dir:
Database Level:

Issuer name:

auto

nvram

(enter "shut"

0x2

avH4E

to unlock it)

13:46:57 PST Dec 1 2007
14:54:57 PST Jan 19 2005

Complete - all issued certs written as <serialnums>.cer

Il _Cisco Unified SRST Y XTL 7 FS=X kL —
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Secure SRST DX EAE M

Secure Cisco Unified SRST L—2 THOH LTI ¥ L Y—EXDHERL

Cisco Unified SRST /b— & 23 B OFERE 4 Hifs L 72 &, Cisco Unified Communications Manager (ZFiE
HEARETLILEROVET, 7T v x b B—ERXEZHEHITT 5 &, Cisco Unified
Communications Manager /% Secure SRST 7 /3 A A DFEHEZEf5% L T, Cisco Unified IP Phone @ =
Y74 FX a2l = ar T ANMIRET LI ENTEET,

T D Cisco Unified SRST L—Z D7 LT o ¥ )L b —ERET 7T 4 71 LET,

X2 )T EORERT, arbo—L FL—r KU U EFEHLTZ LT vy L —t
AR— P elhi#T DTy, aryia— L TL—r KU TE, F—bv=AZR#EL, b
T4 DAMBRKREVWE X E Ty holRkE 7 a Fa)voREE#FFLET, 2 bue—1
7 L= OFFMT DN T, [Control Plane Policingll 2L T &\, 7z, P192 D =2

ENTFIR

FHHFIR

ATvFA1

ARTFvF 2

ATFvT 3

ba—n T = R 7 ) ICERERE R LET,

credentials
ip source-address ip-address [port port]

trustpoint trustpoint-name

e b=

exit

vV FEREET7IV3Y

B

credentials

Router (config)# credentials

Cisco Unified SRST /b — & D FER E % Cisco Unified
Communications Manager {Z#2ft L. credentials = >
T4 X2l —var T— RERBLET,

ip source-address ip-address [port port]

Router (config-credentials)# ip source-address
10.1.1.22 port 2445

Cisco Unified SRST Vv —X 23, fEE L7 IP 7 KL A
LA — hK%ZJ LT CiscoUnified Communications
Manager "H A v — U EZEFETEHLHICTLE
—aﬁo

* ip-address : IP 7 RV AIIBEFONL—H2 D 1P T
RLATY, @E, L—FDA—FFy b R—
rKO7 FLAD1>TT,

e portport : (A7 =3 ) Cisco Unified
Communications Manager 7>5 A vt — Y % %(5
THEDIZT— MU oA L—F PRI ND
A= b W= FFE51E 2000 ~ 9999 TH, 77+
)V b DR — B GIE 2445 T,

trustpoint trustpoint-name

Router (config-credentials)# trustpoint srstca

Cisco Unified SRST /L — ¥ @ FERAZE: L BE AT 5 b
T ARNKRA o NOLHTEIEE L E T, trustpoint-name
BlEE R T A RAEA > R4 C. SRST F/54 ADEE
WHEIIG L ET,

o FMIFADMEA ML, P.162 D [CA H—IC
%95 Secure Cisco Unified SRST /L— ¥ @ H )
BEEFERE] CES LE NI A MKRA U AL
FICIZTARERHD 9,
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ARV RFEERTI2Va Y Hi

AFvT 4 exit

Router (config-credentials)# exit

credentials T 7 4 ¥ a2l — a3 T—FE&KT L
\ij—o

]

Router (config)# credentials
Router (config-credentials)# ip source-address 10.1.1.22 port 2445
Router (config-credentials)# trustpoint srstca

(

Router (config-credentials)# exit

HLTUoONILEBRED NS TN a—TF 404

EWHFIR

FHHFIR

ATvF1

ATFwTF2

WOTFNETIE, 7 VT oY ViR E % KT B>, Cisco Unified SRST —F D7 LT 2 ¥ v /L%
EDT NNy T hEFELET,

1. show credentials

2. debug credentials

show credentials

Secure Cisco Unified SRST D 7 4 —/L N 7 IRZf# 3% Cisco Unified Communications Manager |
fEfle X35 Cisco Unified SRST b—# D7 LT v v VX E & K3 5121, show credentials =~
Y REfEALET,

Router# show credentials

Credentials IP: 10.1.1.22
Credentials PORT: 2445
Trustpoint: srstca

debug credentials

Cisco Unified SRST L —HF D7 LT v ¥ ¥ ViR EDT /N v 7 7% E T 5 I21E. debug credentials = <
VREERLET,

Router# debug credentials

Credentials server debugging is enabled

Router#

Sep 29 01:01:50.903: Credentials service: Start TLS Handshake 1 10.1.1.13 2187

Sep 29 01:01:50.903: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:51.903: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:52.907: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:53.927: Credentials service: TLS Handshake completes.

B Cisco Unified SRST YRFL ZFS=X =3V HA4F
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Secure SRST DX EAE M

BEa<T YR

ROz~ e L T, SEHFPRROL20 GRREL X D & T DREHENXRE L TWD) e
IMERRLIEY, FEOHEWAENRE SN LEFRR LY LET (LA -> T, EHifEOR
RECEH ST — 203000 £9),

* debug crypto pki messages

¢ debug crypto pki transactions

Secure SRST L—A~DEFEHDIIAET 714/ (PEMERX) O VR— bk

Z OYEZETIL, Cisco IP Unified Phone (2L REED I m Y 3 = 7 %58 T LC, Secure SRST %
FEELE£9,

Cisco Unified Communications Manager 4 X.X 8 K UFhLUBID/A—2 3>

Cisco Unified Communications Manager 4.X.X 35 X ONEALLLRTON—2 9 U EFETLTND T AT A
DYy, Secure Cisco Unified SRST /b— Z XA OFEHEFE A BSF L T, TLS Ny R =A ZKfZ
Cisco Unified IP Phone #FFETE 5 L 212 T 201 H Y F£77, Cisco Unified IP Phone 23725 & |
HBRLFEAZFNEH S ES, £9 (P.156) 1T, BEEORZ A T BERFEAFE L RLET,

FEBAZEIL, Cisco Unified Communications Manager 7> Cisco Unified SRST /v —Z {ZFETA AR —
MT2MERHY £9, FEAEDEIL, Cisco Unified Communications Manager D% EIZ K - TH 7
DET, FRIOREKEIE, Uy b 7V R A= MERIETFTP 25 L £, FEIOBRETFIHRIZ OV
TiX. TManual Certificate Enrollment (TFTP and Cut-and-Paste)]] % ZM 1L T IZ2&W, KB E -
[T PEM 7 7 A VT LT, BREFIRE#HR VB L £,

Cisco Unified Communications Manager 5.0 8 X U ZF N LIBED/NA— a3 >

Cisco Unified Communications Manager 5.0 3 X O FNLAFED NN —T 3 U EEITLTVWH VAT A
T, FBIITRENTWDEMITINZ T, 4 DOFEBZE (CAPF, CiscoCA, CiscoManufactureCA, 35
J T CiscoRootCA2048) NMETH, T b OFEHEIL, Cisco Unified SRST L —F|Za— T v
F_N—=Z NTDUNERHY ET,

(G¥)  CiscoRootCA 1%, CiscoRoot2048CA & &I TN E T,

REDA LT 4 Falb— gy a< K (erypto pki authenticate) 725k D71 > 7 2R AT L &
ST, ARREAEN LI/ £,

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Cisco Unified Communications Manager 4 X.X 8 KU EFhUBMD/NN— 3>

Cisco Unified Communications Manager 4.X.X 3 KX Q&L LLRT D /N — 2 3 > D4 Cisco Unified
Communications Manager ? A = = — »3—"C, Program Files > Cisco > Certificates %% § 25 = & T,
FEAE AR TE £,

Cisco Unified SRST Y RAFL PRI R bL—Yav HA4 K
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http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_c1.html#wp1017779
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_c1.html#wp1018061
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftmancrt.html

Secure SRST DBE |

W Secure SRST DEEHE

Windows Wordpad & 7213 Notepad ZfH LT .0 7 7 A V&I & NE% SRST L—& 2 Y — )T
IE— T R X—=AMLET, KIZ, pem 7 7 A MK L CREICFINEEZEY KL F 7, [-----BEGIN
CERTIFICATE-----] & [--—--END CERTIFICATE-----] OIICFERENLT R TONELZ a8 —L
—‘9%0

Cisco Unified Communications Manager 5.0 £ X UZ#hLIBED/A—S 3 >

ATy 1
ATvT2
ATv73
ATv74
ATv75
ATv76
ATy TT

ATFvT8

ATvF9

HHWER

EHFIE

Cisco Unified Communications Manager 5.0 38 X M NLAED N—2 3  OE RO FIEEZFEIT L E
j—o

Cisco Unified Communications Manager (22 7 > L £,

Security > Certificate Management > Download Certificate/CTL |Z#4 ¥ 37,
Download Trust Cert Z# %R L, Next &2 V v 7 LET,

CAPF-trust &R L, Next #7 U v 7 LET,

CiscoCA # IR L, Next 27 U v 27 LET,

Continue 7 V v 7 LE7,

TrANGE I v LET,

[-----BEGIN CERTIFICATE-----] & [--——-END CERTIFICATE-----] DOHIIZEREINBZ T XTONE

CiscoManufactureCA, CiscoRootCA2048, LN CAPFIZX LT, FIES ~8 0K L F I,

548 Web H—/3% 41 L 7= Cisco Unified Communications Manager 7> 5 ¢ HTTP H &8 &kix, 48— b
INTWERA,

crypto pKi trustpoint name
revocation-check methodl
enrollment terminal

exit

o Db =

crypto pki authenticate name

B Cisco Unified SRST YRFL ZFS=X =3V HA4F
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IR

Secure SRST DX EAE M

ARV RFEERTIVaY

B

RXFw 7T 1 crypto pki trustpoint name

Router (config)# crypto pki trustpoint 7970

N—ZPERT D0 ERHDH CAZES L.
ca-trustpoint 2> 7 4 ¥ = L —3 3 > F— K&
LET,

¢ (Cisco Unified Communications Manager 5.0 % {5
LTCWBE5A. 4 DD name 5148 (CAPF,
CiscoCA, CiscoManufactureCA, ¥ X
CiscoRootCA2048) % AR EET % 2N H
Y £9, P.175 ® [Cisco Unified Communications
Manager 5.0 3 X OVEANLLFED R — = D)
EZRBLTLLIEEN,

RFw T 2 revocation-check methodl

Router (ca-trustpoint)# revocation-check none

FERAEDRINA T —F A% F = v 7 UET, methodl
ST, V= BFEHEO RN AT —F AT = v
IF LD T 5 HETT, ZOFEETHERT
X 55151, none 7217 T, none ¥—7 — RN, &
T = 7 BEITINT, GEAFEREICZIT ARG
NHZEEBEWRLET,

o ZOEETIX, none ¥—U— RafEHATHZ L
753\%\%@:“(“?—0

RFw T 3 enrollment terminal

Router (ca-trustpoint)# enrollment terminal

FEON v N T B X=X MEWAERGEEfRE L
gz‘a‘o

AFvT 4 exit

Router (ca-trustpoint) # exit

ca-trustpoint 227 4 F a2 L —a v E— REKT
L. global 2> 7 4 F a2l — g R £,

Z?’“jj’ 5 crypto pki authenticate name

Router (config)# crypto pki authenticate 7970

CAMGAEHFLZRGT 52 &Ik, CA ZRAEL
iﬁ‘o

e crypto pki trustpoint =~ > N THEMH L7=D LA
C name 51 &x AL ET,

{1
2T, MONFIZOWTIBHLET,

 Cisco Unified Communications Manager 4. X.X 38 X O ZNLIRTO X— 3 O] (P.172)
e Cisco Unified Communications Manager 5.0 38 X Q" LLAFE D/ N— 2 O (P.175)

| oL-13143-02-J
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W Secure SRST DEEHE

Cisco Unified Communications Manager 4 X.X 8 &K UFh LU D/I—2 3 > DH)

W DBIIE, Cisco Unified SRST /b—# (Cisco 7970, 7960. PEM) (21 v iR"— bk Zh 7= 3 DOFEAE

R LTWET,

Router (config)# crypto pki trustpoint 7970
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate 7970

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCApPCgAwWIBAgIQNT+yS9cPFKNGwEOprHIWATANBgkghkiGO9wOBAQUFADAU
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMROQWEgYDVQODEwtDQVAtULIRQLTAWM]Ae
FwOwMzEwWMTAYMDE4NDlaFw0yMzEwMTAYMDI3MzdaMC4xFjAUBgNVBAOTDUNpC2NvV
IFN5c3R1IbXMxFDASBgNVBAMTCONBUC1SVFAtMDAYMI IBIDANBgkghkiGOwWOBAQEF
AAOCAQOAMIIBCAKCAQEAXCZ1BK19w/2NZVVvp]jCPrpWlcCY7V1g91lhzI85RZZdANQ
2M4CufgIzNa3zYxGJIAYeFfcRECNMB3f5A+x7xN1iEuzE87UPvK+7S80uWCY0Uht1
AVVE5NQgZ3YDNONXg5MmMONb81T86F55EZyVac0XGne77TSIbIde]j rTgYQXGP2MIx
Qhg+ZQ1GFDRzbHfM84Duv2Msez+1+SqmgO80kIckgEINr3/XCSj1hXZNNVg8D+mv
Hth2P6KZgAKXAAStGRLSZX3jNbS8tved3Gi5+sj9+F6KKK2PD0iDwHCcRKkcUHb7g
1I++U/5nswjUDIAph715Ds2rn9ehkMGipGLF8kpuCwIBA60BwzCBWDALBgNVHQSE
BAMCAYYwDwYDVROTAQH/BAUWAWEB / zAdBgNVHQ4EFgQUUpIr4ojuLgmKTn5wLFal
mrTUmSYwbwYDVRO£BGgwZjBkoGKgYIYtaHR0cDovL2NhcClydHAtMDAYLON1cnRF
bndvbGwvQOFQLVJUUCOWMDIUY3Jshi9maWx101i8vXFxjYXAtcnRWLTAWM1xDZXJ0
RW5yb2xsXENBUC1SVFAtMDAYLnNybDAQBgkrBgEEAY I3 FQEEAWIBADANBgkghkiG
9w0BAQUFAAOCAQEAVOOM78TaOtHgj7sVL/5u5VChlyvU168f0piJLNWip2vDRihm
E+D1XdwMS5JaqUtuasSd/m/xzxpcRJIm4 ZRRwWPg6VeaiiQGkjFuZzEe5jSKiSAK7eHg
tup4HP/ZfKSwPA40D1sGSYSKNMm3O0mVOCQUMHO021PkS/eEQ9sIw6QS7uulN4y4Cd
NPnRbpFRLw0O6hnSt CZHtGpKEHNY213Q0y3h/EWhbnpOMZ+hdr20FujSI6GLl+L391
aRjeD708f2fYoz9wnEpZbtn2Kzse3uhUlYgglD1x9yuPg388C18HWdmC]j40VTXux
V6Y47H1yv/GIM8FvdgvK1IEXbGTFnlHpPiaGotQ==

quit

Certificate has the following attributes:

Fingerprint MD5: F7E150EA 5E6E3ACS5 615FC696 66415C9F

Fingerprint SHAl: 1BE2B503 DC72EE28 0COF6B18 798236D8 D3B18BE6

% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Router (config)# crypto pki trustpoint 7960
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate 7960

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIICKDCCAZGgAWIBAgIC8WEWDQYJKOZIhvcNAQEFBQAWQDELMAKGAIUEBhMCVVMX
GjAYBgNVBAOTEUNpPc2NvVIFN5c3R1bXMgSW5jMRUWEWYDVQODEWXDQVBGLTAENOQw
QzAWHhcNMDQwWNZzE1Mj IzODMyWhcNMTkwNzEyYMj I zODMxWjBAMQsSwCQYDVQQGEwWIV
UzEaMBgGA1UEChMRQ212zY28gU31zdGVtcyBJbmMxFTATBgNVBAMTDENBUEYtNOQ3
RDBDMDCBnzANBgkghk iG9w0BAQEFAAOR] QAWgYKCgYEAOhVMOZZ9ENYWme11YGY1
it2rvE3Nk/eghnv8P9egBliqt+fFBeAGOWZ5b05FetdU+BCmPnddvAeSpsfr3Z+h
X+r58fOEIBRHQLgNDZ+nwYH3 SuwXcRWWgWwlW14 7YHjV7M5¢c/R8T6daCx4B5NBo6
kdQdQNOrV3IP7kQaCShdM/kCAWEAAaMxMC8wDgYDVROPAQH/BAQDAGKEMBOGA1UA
JQOWMBQGCCsGAQUFBwWMBBggrBgEFBQCcDBTANBgkghk iGO9wOBAQUFAAOBgQCaNi6x
sL6M5N1DezpSBO3QmMUVYXMErONV2ysrSwcXzHu0gJd9MSI8TwiQmvad4 7hST1F5a8
YVYJ0IdifXbXRo+/EEO7kkmFE8MZtaS5rM7UW]8bAeR421gA3RzQaDwuJgNWTOFhh
GgfuNAloShlAikxsvxivmDlLdZyCMoqdJdd7B2Q==

quit

Certificate has the following attributes:

Fingerprint MD5: 4B9636DF OF3BA6B7 SF54BE72 24762DBC

Fingerprint SHAl: A9917775 F86BB37A 5C130ED2 3E528BB8 286E8C2D

% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

% Certificate successfully imported

B Cisco Unified SRST YRFL ZFS=X =3V HA4F
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Secure SRST DX EAE M

Router (config)# crypto pki trustpoint PEM
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate PEM

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCAPpCgAwIBAGIQJhL5YBUIbS90QiAgMrc]ViANBgkghkiGOwOBAQUFADAU
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRQWEgYDVQQODEwt DQVAtUIRQLTAWMTAe
FwOwMzAyMDYyMzI3MTNaFw0yMzAyMDYyMzM2MzRaMC4xFjAUBgGNVBAOTDUNpC2Nv
IFN5c3R1bXMxFDASBgNVBAMTCONBUC1SVFAtMDAXMIIBIDANBgkghkiGO9wOBAQEF
AAOCAQOAMIIBCAKCAQEArFW77Rjemdcd/7yPLVCauDohwZzZ/3qf0sJaWlLeAzBlg
Rj21F1Sij0ddkDt fEE09VKmMBOJsvx6xJ1WJiuBwUMDhTRbsuJz+npkaGBXPOXJImN
Vd54glpc/hQDEfWlbrIFkCcYhHws 7vwnPsLuylKw2L2cPOUXxYghSsx8H4vGqdPFQ
NnYy7aKJ43SvDFt4zn37n8jrv1Ruz0x3mdbcBEAHbA825Yo7a8sk12tshMJ/YdMm
vny0pmDNZXmeHjgEgVO3UFUNn6GVCO+K1y1dUUlgpYJINYtgLkgj 7wgccGjsHdHr3a
U+bwluLgSGsQnxMWeMaWo8+6hMxwlANPweufgZMaywIBA60BwzCBwDALBgNVHQSE
BAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQU6Rexgscfz6ypG270gSac
cK4FoJowbwYDVROfBGgwZjBkoGKgYIYtaHROcDovL2NhcClydHAtMDAXLON1cnRE
bnJdvbGwvQOFQLVJUUCOWMDEUY3Jshi9maWx101i8vXFxjYXAt cnRWLTAWMVXDZXJ0
RW5yb2xsXENBUC1SVFAtMDAXLmNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkghkiG
9wOBAQUFAAOCAQEAQ2T96 /YMMtw2Dw4QX+F1+glXSrUCrNyjx7vt FaRDHyB+kobw
dwkpohfkzfTyYpJELzV1r+kMRoyuZ70IggccEroMDnnmeApc+BRGbDIgS1Zzk40A
c6Ea7fm53nQR1cSPMUVLjDBzKYDNbnEjizptaIlC5£fgB/S9S6C1gq0YpTZFn5tjUjy
WXzeYSXPrcxb0UH7IQJ10gpONAAUKLOPaZU7tVDSH3hD4+VijmLyysaLUhksGFrrN
phzZrsVVilK17gpqCPl1KLGAS4fSbkrug3r/6S/SpXS6/gAoljBKixP7ZW2PxgCU
1aU9cURLPO95NDOFN3jBk3Sips7cVidcogowPQ==

quit

Certificate has the following attributes:

Fingerprint MD5: 233C8E33 8632EA4E 76D79FEB FFB061C6

Fingerprint SHAl: F7B40B94 5831D2AB 447AB8F2 25990732 227631BE

% Do you accept this certificate? [yes/no]: y

Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Cisco Unified SRST Y RTL 7 FE=ZR bL—Ya Yy HAF
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Secure SRST DBE |

W Secure SRST DEEHE

BERDALEI L5 DD CA GEFAZNFF ] Sz Z & 23R T 51213, show crypto pki trustpoint status
avy R LET, 5 OOFEHEICIE. AN LEIEND 03 SOREHE, CA ¥ — SDFEHE,
BELOSRST v — & DREAER G ENE T,

Router# show crypto pki trustpoint status

Trustpoint 7970:

Issuing CA certificate configured:

Subject Name:

cn=CAP-RTP-002,0=Cisco Systems

Fingerprint MD5: F7E150EA 5E6E3ACS5 615FC696 66415C9F
Fingerprint SHAl: 1BE2B503 DC72EE28 0COF6B18 798236D8 D3B18BE6

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint 7960:

Issuing CA certificate configured:

Subject Name:

cn=CAPF-508A3754,0=Cisco Systems Inc,c=US

Fingerprint MD5: 6BAE18C2 OBCE391E DAE2FE4C 5810F576
Fingerprint SHAl: B7735A2E 3A5C274F C311D7F1 3BE89942 355102DE

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint PEM:

Issuing CA certificate configured:

Subject Name:

cn=CAP-RTP-001,0=Cisco Systems

Fingerprint MD5: 233C8E33 8632EA4E 76D79FEB FFB061C6
Fingerprint SHAl: F7B40B94 5831D2AB 447AB8F2 25990732 227631BE

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint srstcaserver:

Issuing CA certificate configured:

Subject Name:

cn=srstcaserver

Fingerprint MD5: 6AF5B084 79C93F2B 76CC8FE6 8781AFSE
Fingerprint SHAl: 47D30503 38FF1524 711448B4 9763FAF6 3A8E7DCF

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint srstca:

Issuing CA certificate configured:

Subject Name:

cn=srstcaserver

Fingerprint MD5: 6AF5B084 79C93F2B 76CC8FE6 8781AFSE
Fingerprint SHAl: 47D30503 38FF1524 711448B4 9763FAF6 3A8E7DCF
Router General Purpose certificate configured:

Subject Name:
serialNumber=F3246544+hostname=c2611XM-sSRST.cisco.com
Fingerprint: 35471295 1C907EC1 45B347BC 7A9C4B86

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... Yes

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
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Secure SRST DX EAE M

Cisco Unified Communications Manager 5.0 £ X U ZFNLBED/I— a3 D Hl

WK DHIIX, Cisco Unified Communications Manager 5.0 % 52173 % DIZ M F /e 4 DDOFEAZE (CAPF,
CiscoCA, CiscoManufactureCA, 33 & T CiscoRootCA2048) DX EERL E T,

Router (config)# crypto pki trustpoint CAPF
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CAPF

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIICKJjCCAZOgAwWIBAgIC8WEWDQYJKOZIhvcNAQEFBQAWQTELMAKkGA1UEBhMCVVMX
GJjAYBgNVBAOTEUNpPc2NvIFN5c3R1bXMgSW5jMRYwWFAYDVQODEwW1DQVBGLTU4RUFE
MkQyMB4XDTA2MDMwWMTIXM]jc1M1oXDTIXMDIYNTIXM]jclMVowQTELMAKGA1UEBhMC
VVMxGJjAYBgNVBAOTEUNPCc2NVIFN5c3R1bXMgSW5jMRYWFAYDVQQODEwW1DQVBGLTU4
RUFEMkQYMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC99KgZT94gqhozw4bOB
£f8Z20tYwT214L++mC6403s3AshDi8xe8Y8sN/f/ZKRRhNIxB1K4SWafXnHKJIBgKZn
WtSgkRjJI3Dh0OXtgcWYt8VS2sC699g8sX091skK13m+TpWsr2T/mDXv6CceaKN+mch
gcrrnNo8kamOOIG80sQc4L6XzQIDAQABOozZEWLZAOBgNVHQ8BAE8EBAMCAOQWHQYD
quit

Certificate has the following attributes:

Fingerprint MD5: 1951DJ4E 76D79FEB FFB061C6 233C8E33

Fingerprint SHAl: 222891BE Z7B89B94 447AB8F2 5831D2AB 25990732

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config)# crypto pki trustpoint CiscoCA
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CiscoCA

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCAPCgAwWIBAgGIQAhL5YBUIb590QiAgMrcyViANBgkghkiGOwOBAQUFADAU
MRYwWFAYDVQQKEw1DaXNjbyBTeXNOZW1zMROWEgYDVQODEwt DQVAtULRQLTAWMTAe
Vd54glpc/hQDEfWlbrIFkCcYhHws 7vwnPsLuylKw2L2cPOUXxYghSsx8H4vGqdPFQ
NnYy7aKJ43SvDFt4zn37n8jrv1Ruz0x3mdbcBEAHbA825Y0o7a8sk12tshMJ/YdMm
vnyO0pmDNZXmeHjgEgVO3UFUNn6GVCO+K1y1dUUlgpYJINYtgLkgj 7wgccGjsHdHr3a
U+bwluLgSGsQnxMWeMaWo8+6hMxwlANPweufgZMaywIBA60BwzCBwDALBgNVHQSE
c6Ea7fm53nQR1cSPMUVLjDBzKYDNbnEjizptaIlC5£fgB/S9S6C1gq0YpTZFn5tjUjy
WXzeYSXPrcxb0UH7IQJ1o0gpONAAUKLOPaZU7tVDSH3hD4+VimLyysaLUhksGFrrN
phzZrsVVilK17gpgCPl1KLGAS4fSbkrug3r/6S/SpXS6/gAoljBKixP7ZW2PxgCU
1aU9cURLPO95NDOFN3jBk3Sips7cVidcogowPQ==

quit

Certificate has the following attributes:

Fingerprint MD5: 21956CBR 4B9706DF OF3BA6B7 7P54AZ72

Fingerprint SHAl: A9917775 F86BB37A 7H130ED2 3E528BB8 286E8C2D

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Router (config)# crypto pki trustpoint CiscoManufactureCA
Router (ca-trustpoint)# revocation-check none

Router (ca-trustpoint)# enrollment terminal

Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CiscoManufactureCA

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIE2TCCA8GgAwWIBAgIKamlnswAAAAAAAZANBgkghkiGO9wOBAQUFADAIMRYWFAYD
D/g2qgfEMKHFp68dGE/2c5k5WnNnYhMODR9e1XBSZBcG7FNCXNt g6 UAQQIBAGOC
AecwggHjMBIGA1UJEWEB/wQIMAYBAf8CAQAWHQYDVROOBBYEFNDFIiarT0Zg7K4F
kcfcWtGwR/dsMASGA1UdADWQEAwWIBhjAQBgkrBgEEAYI3FQEEAWIBADAZBgkrBgEE
AYI3FAIEDB4KAFMAJQBiAEMAQTAfBgNVHSMEGDAWGBON8 8gVHM6aAgkWrSugiWwBE
2nsvgjBDBgNVHRS8EPDA6MDigNgAOh]jJodHRwO18vd3d3LmNpc2NvLmNvbS9zZWN1

Cisco Unified SRST Y RTL 7 FE=ZR bL—Ya Yy HAF
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cmlOeS9wa2kvY3JsL2NyY2EyMDQ4 LmNybDBOBggrBgEFBQCBAQREMEIWQAYIKwWYB
BQUHMAKGNGhOdHA6LY93d3cuY21zY28uY29tL3N1Y3VyaXR5L3BrasS9jzXJ0cy9]j
cmNhMjA00C5] ZXIwXAYDVROgBFUwUzBRBgorBgEEAQKVAQIAMEMWQQY IKwYBBQUH
I+ii6itvaSN6go4cTANPpE+rhC836WVg0ZrG2PMLId7QJwBcbx2RVAFOWFEdyeP3
OOfTC9Fovo4ipUsG4eakqgijNIGnW6IJvNwxmEAPcN5J1unGdGTjaubEBEpH6GC/£08
S2513JNFBemvM2tnIwcGhiLa69yHz1khQhrpz3B1li0OAkPV19TpY4gJdfVb/Cbcdib
YBmlsGGGrdllZva5J6LuL2GbugEwYf2+rDUU+bgtlwavw+9tzD0865XpgdOKXrbO
+nmka9eiV2TEP0zJ2+1iC7AFm1BCIolblPFft6QKoSJFjB6thJksaE5/k3Npf
quit

Certificate has the following attributes:

Fingerprint MD5: O0F3BA6B7 4B9636DF 5F54BE72 24762SBR

Fingerprint SHAl: L92BB37A S9919925 5C130ED2 3E528UP8 286E8C2D

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Router (config)# crypto pki trustpoint CiscoRootCA2048
Router (ca-trustpoint)# revocation-check none

Router (ca-trustpoint)# enrollment terminal

Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CiscoRootCA2048

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDQzCCAiugAwIBAgIQX/h7KCtU3I1CoxWlaMmt /zANBgkghkiGOwOBAQUFADAL
MRYWFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExXJDaXNjbyBSb290IENB
IDIWNDgwHhcNMDQWNTEOM] AxXNzEyWheNMJ kwNTEOM] AyNTQyWjALMRYwFAYDVQQOK
Ew1DaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwNDgwggEg
MAOGCSQGSIb3DQEBAQUAA4 IBDOAWggEIAOIBAQCWMrmrp68KdA6ficba0ZmKUeIhH
FR5umgIJFg0roIlgX9p7L60owEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhvceNAQEF
BQADggEBAJ2dhISjQal8dwy3USpORFBi71R803UXHO]gxkhLtvSMOhmBVrBW7hmW
Ygpao2TB9k5UM8Z3 /sUcuuVdJIcrl8J0agxEu5sv4dEX+5wiW4g+ffy0vhN4 TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81WhIDtSAd9i7rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwWGHOGikI3+r/+n6yUA41Ge00caEblfJUIU6ju7AQ7L4
CYNu/2bPPu8XslgYJQkOXuPL1hS27PKSb3TkL4EqlZKR40OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae/qPOgRnhCzU=

quit

Certificate has the following attributes:

Fingerprint MD5: 2G3LZ6B7 2R1995ER 6KE4WE72 3E528BBS8

Fingerprint SHAl: M9912245 5C130ED2 24762JBC 3E528VF8 956E8SSH

% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

o

% Certificate successfully imported

Secure Cisco Unified SRST JL—% ~® Cisco Unified Communications Manager
W& DEZ% Cisco Unified Communications Manager C3#4T L £,
* Cisco Unified Communications Manager ~~® SRST U 7 7 L' > ADi8H1 (P.176) (#ZH)
 (Cisco Unified Communications Manager C?® SRST 7 #—/1 3 v 7 OFRE (P.178) (HZH)
* (Cisco Unified Communications Manager ~® CAPF O E (P.180) (WZH)

Cisco Unified Communications Manager ~® SRST |) 77 L > XA M3EM
SRST Y 7 7 L ./ A % Cisco Unified Communications Manager (Z:BJ19 2 FlEIZ, kD LB TT,

Z OFNEIZHE S AT, Cisco Unified SRST /— 4% T LT V¥ ¥ /L $—EARE[ TSN TNWDH I &
R L TL 72 &V, Cisco Unified Communications Manager 1L, 7 /34 A DFERED 72 91T Cisco
Unified SRST V—Z IZHHE LET, Z LT vy /b —E R EFIHTHI2iE, P.167 D [Secure
Cisco Unified SRST L —Z THO YV LF i —E 20FM] 28R LT EE N,

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
OL-13143-02-J |
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Secure SRST DX EAE M

Cisco Unified Communications Manager {Z Cisco Unified SRST % iB/NJ % HFIEIZ DWW Tk, FEITL T
V2% Cisco Unified Communications Manager /N— 3 = > @ [Survivable Remote Site Telephony
Configuration] ZZH L T 7Z& VY, 33T D Cisco Unified Communications Manager 7 K I =& |
L—ya»r A R,
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance guides_list.html (Z& ¥ F 7,

EXNFIE
1. Cisco Unified Communications Manager A = = — /3—® SRST %3 L £,
2. HLWSRST U 77 Lo A&BMMLET,
3. SRST 7 —/v FIZHEUI R ElE AT LET,
4. Insert 7V v 27 LET,
5. MO SRST U 7 7 LU AIZDOWT, FlH2 ~4 0L ET,
FMFIR

AT w71 Cisco Unified Communications Manager 0> A = = — /X—"C, CCMAdmin > System > SRST D JIE|Z5&R
l./ \i TO

AT w2 AddNew SRST Reference %7 U v 7 L%,

ATFw 73 EUIREREMEEATLET, K9IZ, SRST Reference Configuration 7 + > K7 T AIGER 7 1 —
N RERLET,

a. SRST# — U =AD&, IPT FL A, BEOKR— 2 AN LET,
b. SRST 7 — MU= A BEENEIDEZRNDIRY 7 A2 A I LET,

c. AESGNL X — (FLFo Iy L —ER) OR—FNEBEZANLET, Z LTIy
HF—E R, T T+ FDOR— |k 2445 TEITFINET,

Cisco Unified SRST Y RAFL PRI R bL—Yav HA4 K
| oL-13143-02-J
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W Secure SRST DEEHE

9 SRST Reference Configuration 7 1 > K™

em Route Plan S 1=} ature  Dewice Use : Help

Cisco SYSTEMS

Cisco/CallManager Administration
For Cisco IP Telephony Solutions

SRST Reference Configuration id tow SRS T Referonce

Back to Find/List SRST References

SRST Reference: New
Status: Ready

Insertl Cancel |

SRST Reference Mame®* ISRST Gateway
IP Address* [10.1.1.22
Port* 2000

I SRST Secure? v

SRST Certificate Prowvider Port* |2445

* indicates required itern

127020

ATy T4 HLWSRSTY 77 L2 A%BMT 51X, Insert 227 U » 7 LE 3, [Status: Insert completed] A >
- URERINET,

ATFYF5 EBHITSRST U 77 Lo AZEBIMNT DI, FIE2 ~4 20 LE T,

Cisco Unified Communications Manager T®D SRST 7 4 —JL/\v Y DE&TE

TINA A T — L% SRST IZHID BT%HZ L2 LY, Cisco Unified Communications Manager (Z SRST
T A=Ay 7 HRET HFMET, kO LY TT,

T /34 A 7 — /L% Cisco Unified Communications Manager {ZiB 92 FFIEIZ DWW TIX, EIfTL TV D
Cisco Unified Communications Manager /N— 3 3 > @ [Cisco Unified Communications Manager
Administration Guide] @ TDevice Pool Configuration] #Z M L T 72 &, 3T ? Cisco Unified
Communications Manager 7 N X =A hbL— 3 > A Fid,
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance guides_list.html (Zd& D F 7,

EXNFIE

Cisco Unified Communications Manager A = = — /N—@® Device Pool Z &R L £,
TNA A T =z BIMLET,

Add New Device Pool 27 U > 27 LET,

SRST ) 77 Lv A& AN LET,

Update 27V v 7 LE,

o &~ 0 bd =

Cisco Unified SRST YATFL ZKSZRXA bL—Ya Y HAF
m. OL-13143-02-J |
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IR

ATwF1

ATvF2

&

2ATv T4

AT9F5

Secure SRST DX EAE M

Cisco Unified Communications Manager O A = =— /3—"C, CCMAdmin > System > Device Pool D JIH
(IR L £,

THA A T = 2B DI2E, ROWTRLOTIEEZHERLET,

o BMTAHTNA R TV EREEDRELEFFOT NA A PN TILHEET AT,
RRTT HIDIEEDT S, A T—VEBIRL, Copy 27V v/ LT, BERLT
BEELTCLLIEIN, AT v S 4ICHERET,

e MFEOHLDE AL —HTIZT A R T—VEBINTAHIZIE. AT v 7 3L FET,

B 5
P Fi

7 4 RUOA EHET, Add New Device Pool U > 7 %7 U » 7 L£79, Device Pool Configuration
va v FUnFREnET (K10 23H),

10 Device Pool Configuration 2 ¢ > K

m Route Plan 5 :] ature  Device LUs Application Help

Cisco SYsTEMS

Cisco/CallManager Administration
For Cisco IP Telephowny Solutions

Device Pool Configuration 4dd new Device Paal

Back to Find/List Device Pools
Dependency Records

Device Pool: Default {13 members#¥)
Status: Ready

Copyl Update | Delets | Reset Devices |
Device Pool Settings
Cevice Pool Mame® IDefauIt
Cisco CallManager Group® IDefauIt j
Date/Time Group* ICMLDcaI j
Region™ |Default j
Softkey Template® |Standard Uszer j
SRST Reference® j8s02691 j

— Mot Selected —
Disahle

Calling Search Space for Auto-registration

Media Resource Group List

MNetwork Hold MOH Audio Source

User Hold MOH Audio Source

Metwork Locale I(Nune > j

12702

SRSTU 77 L2 A& AN LET,

Update 27 YV v 7 LT, TA R T—=NIERE T —Z _N—2RIELET,

| oL-13143-02-J
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Cisco Unified Communications Manager ~® CAPF D&%

CAPF 7' & 2T, Cisco Unified Communications Manager 72 & DR — k&R T /XA 273, Cisco
Unified IP Phone 7> & LSC REM & 2 2R T& £97, CAPF —7 « U 7 (&, F— ~T7 I LT CAPF
WA OREEEZ AR L, 7 T A ZNOFT T Cisco Unified Communications Manager H— & A (2
ZOREREFEEL - LET,

Cisco Unified Communications Manager ~~0> CAPF D% & 57 1EIZ oW\ Tk, [Cisco IP Phone
Authentication and Encryption for Cisco Communications Manager)] % 2L T 7230y,

Secure Cisco Unified SRST JL—% T® SRST E— FOE L

Cisco Unified IP Phone #§8E% ¥R — h 92 & 912/ — % L Secure SRST Z#E T 5121, global =
Y74 Falb—=varyE—FzHBLT, ROa~vr FEERLET,

BENFIR
1. call-manager-fallback
2. secondary-dialtone digit-string
3. transfer-system {blind | full-blind | full-consult | local-consult}
4. ip source-address ip-address [port port]
5. max-ephones max-phones
6. max-dn max-directory-numbers
7. transfer-pattern transfer-pattern
8. exit
HMFIRE
ARV FEREETOIVa Y =[]
AT7v7 1 call-manager-fallback call-manager-fallback 27 4 ¥ 2 L — 3 E— K%
AL £,
Router (config)# call-manager-fallback
RXTwF 2 secondary-dialtone digit-string BTINNEA TSN L XITE 2 RIELEEZT VT 4
TIZLET,
Router (config-cm-fallback)#
secondary-dialtone 9

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
OL-13143-02-J |
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| Secure SRST DHE

ATFvT 3

ATv7 4

RAFvT 5

&

& A |

2ATv7 8

i

Secure SRST DX EAE M

ARV KRFEREET7IVaY BrY
transfer-system {blind | full-blind | Cisco Unified SRST /b — Z N2k 2 T TR D
full-consult | local-consult} TR A TR LT

Router (config-cm-fallback) #
transfer-system full-consult

e blind: > AIMEDFEEMHEH L C, H—EZR R
<. F2A1TbPlca— LG LET,

o full-blind : H.450.2 fEH#LFXEHBEHL T, fI2%1T
bPFlca— Lzt L7,

o full-consult: {# fHAJEE7 2 & B OEEREIRR 24 H L.
HZaiToCa— Nzt LET, 2FBORBEN
fEH T 2WEA. 22—/ full-blind (27 +—/L
Ny 7 LET,

* local-consult : ffH F[AEZ: 2 FH OBEIEFEIHRE M H
L, =NV CTHZETo-Ta— A 2iEELET,
2 F st hena—a U4, a—u
I blind (27— Ny 7 LET,

ip source-address ip-address [port port]

Router (config-cm-fallback)# ip
source-address 10.1.1.22 port 2000

WHELZIPT FLUA&Z#H L T/L—4 8 Cisco IP Phone
MHAyE—UhZEFETEDLICL, BERIPT R
VADRGEERME L ET, T 740 bDOKR— FE I
2000 T,

max-ephones max-phones

Router (config-cm-fallback)# max-ephones 15

JL—H PR — b TE % Cisco IP Phone D K& 5% E
LET, KT, 77 v b7+ — A2 X o Tl E
To T 74V METOTY, FEMICOWTIE, P31 D [
Ty b7 —LERAEYDOYFR— M SR TIEE
U,

max-dn max-directory-numbers

Router (config-cm-fallback)# max-dn 30

JL—& 3P R— R E[REZR DN £ 713 AT F AR — D
KRB ERELET,

e max-directory-numbers : JL—4% THHR— s I 5HE
FER T E IR E R — F ORI, SR,
TTy N T A=A Lo TRRYES, T 74V
20 T FEMICOVWTIZ P DI T Ty h 74—
LEAFRYVDOY AR Z2BRL TSN,

transfer-pattern transfer-pattern

Router (config-cm-fallback) #
transfer-pattern

Cisco Unified IP Phone {2 £ 5 &Eif 2 — /L 28 EDOEHE
BN = ERETEDL L OICLET,

o transfer-pattern : FFA[ T B 2 — VLD T, U
AV R — RBMEHAIRE T,

exit

Router (config-cm-fallback)# exit

call-manager-fallback 27 4 ¥ 2 L — 3 E— K%
HTLET,

WOFITIZ, L—2 TSRST E— FEANZLET,

Router
Router
Router

config-cm-fallback) #
config-cm-fallback
config-cm-fallback
config-cm-£fallback
config-cm-fallback
config-cm-fallback
config-cm-fallback

Router
Router
Router
Router
Router

exit

config)# call-manager-fallback
secondary-dialtone 9

# transfer-system full-consult
# ip source-address 10.1.1.22 port 2000
# max-ephones 15

# max-dn 30

# transfer-pattern
#

| oL-13143-02-J
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BRBORT—2RABLUVBEORHEER

Cisco Unified IP Phone D AT — X AB L OBEEICHOWTC, MERFELII N T TINVY a—F 4 VT %4T
T, ¥EHE EXEC =— FZBB L C, ROTFIEEZFEITLET,

ENFIRE
1. show ephone
2. show ephone offhook
3. show voice call status
4. debug ephone register
5. debug ephone state
TR

AT w71 show ephone

4% S 4172 Cisco Unified IP Phone 38 X OV ORRE# ForRk T 5 121%,. 2D~ R&fEH L E 3, show
ephone =~ > R, Secure SRSTIZKf L THEFH SN D & FRAEEIEBALD AT —F A b FRRLET,
ZOFITIE, TLS #E CRBRE LB BALD AT — X AN T 77 4 T2l >THET,

Router# show ephone

ephone-1 Mac:1000.1111.0002 TCP socket: [5] activeLine:0 REGISTERED in SCCP ver 5
+ Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32626 7970 keepalive 390 max_line 8

button 1: dn 14 number 2002 CM Fallback CH1 IDLE

ephone-2 Mac:1000.1111.000B TCP socket: [12] activeLine:0 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32718 7970 keepalive 390 max_line 8

button 1: dn 21 number 2011 CM Fallback CH1 IDLE

ephone-3 Mac:1000.1111.000A TCP socket:[16] activeLine:0 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32862 7970 keepalive 390 max_line 8

button 1: dn 2 number 2010 CM Fallback CH1 IDLE

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
OL-13143-02-J |
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ATFvF3

Secure SRST DX EAE M

show ephone offhook

Cisco IP Phone D AT — X ZAB LA 7 7 v JIREOT X COEFEO WE R RT DT, 20
a<w REHEHRALET, ZOBITHE, TLS i CRIEE LD AT =X ANT 7T 4 7T, &5
T 7T 4 TSN — A BNEFEELET,

Router# show ephone offhook

ephone-1 Mac:1000.1111.0002 TCP socket: [5] activeLine:1 REGISTERED in SCCP ver 5
+ Authentication + Encryption with TLS connection

mediaActive:1 offhook:1 ringing:0 reset:0 reset sent:0 paging 0

:0

IP:10.1.1.40 32626 7970 keepalive 391 max_line 8

button 1: dn 14 number 2002 CM Fallback CH1 CONNECTED

Active Secure Call on DN 14 chan 1 :2002 10.1.1.40 29632 to 10.1.1.40 25616 via
10.1.1.40

G711Ulaw64k 160 bytes no vad

Tx Pkts 295 bytes 49468 Rx Pkts 277 bytes 46531 Lost O

Jitter 0 Latency 0 callingDn 22 calledDn -1

ephone-2 Mac:1000.1111.000B TCP socket:[12] activeLine:1 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:1 offhook:1 ringing:0 reset:0 reset sent:0 paging 0 debug:0
IP:10.1.1.40 32718 7970 keepalive 391 max line 8

button 1: dn 21 number 2011 CM Fallback CH1 CONNECTED

Active Secure Call on DN 21 chan 1 :2011 10.1.1.40 16382 to 10.1.1.40 16382 via
10.1.1.40

G711Ulaw64k 160 bytes no vad

Tx Pkts 295 bytes 49468 Rx Pkts 277 bytes 46531 Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn 11

show voice call status

Cisco Unified SRST L —F DT RTCOEFR— hDa—)L A5 —H AT T HIZE, Z0a<wy
REefHLET, Z0a~r Rk, 2250 POTS ¥4 YL ETHOa— VT T EEA,

Router# show voice call status

CallID CID ccVdb Port DSP/Ch Called # Codec Dial-peers
0x1164 2BFE 0x8619A460 50/0/35.0 2014 g7llulaw 20035/20027
0x1165 2BFE 0x86144B78 50/0/27. *2014 g7llulaw 20027/20035
0x1166 2C01 0x861043D8 50/0/21. 2012 g71lulaw 20021/20011
0x1168 2C01 0x860984C4 50/0/11. *2012 g7l1llulaw 20011/20021
0x1167 2C04 0x8610EC7C 50/0/22. 2002 g7l1llulaw 20022/20014
0x1169 2C04 0x860B8894 50/0/14. *2002 g7llulaw 20014/20022
0x116A 2C07 0x860A374C 50/0/12. 2010 g71lulaw 20012/20002
0x116B 2C07 0x86039700 50/0/2.0 *2010 g7llulaw 20002/20012
0x116C 2COA 0x86119520 50/0/23.0 2034 g7llulaw 20023/20020
0x116D 2COA 0x860F9150 50/0/20.0 *2034 g7llulaw 20020/20023
0x116E 2COD 0x8608DC20 50/0/10.0 2022 g7llulaw 20010/20008
0x116F 2COD 0x86078AD8 50/0/8.0 *2022 g7llulaw 20008/20010
0x1170 2C10 0x861398F0 50/0/26.0 2016 g7llulaw 20026/20028
0x1171 2C10 0x8614F41C 50/0/28.0 *2016 g7llulaw 20028/20026
0x1172 2C13 0x86159CCO 50/0/29.0 2018 g7llulaw 20029/20004
0x1173 2C13 0x8604E848 50/0/4.0 *2018 g7llulaw 20004/20029
0x1174 2Clé 0x8612F04C 50/0/25. 2026 g7llulaw 20025/20030
0x1175 2Clé6 0x86164F48 50/0/30. *2026 g7llulaw 20030/20025
0x1176 2C19 0x860D8C64 50/0/17. 2032 g7l1lulaw 20017/20018
0x1177 2Cl9 0x860E4008 50/0/18. *2032 g7llulaw 20018/20017
0x1178 2C1C 0x860CE3C0O 50/0/16. 2004 g7l1llulaw 20016/20019
0x1179 2C1C 0x860EESAC 50/0/19. *2004 g7l1llulaw 20019/20016
0x117A 2C1F 0x86043FA4 50/0/3.0 2008 g7llulaw 20003/20024
0x117B 2C1F 0x861247A8 50/0/24.0 *2008 g7llulaw 20024/20003
0x117C 2C22 0x8608337C 50/0/9.0 2020 g7llulaw 20009/20031
0x117D 2C22 0x8616F7EC 50/0/31.0 *2020 g71llulaw 20031/20009

0
0
0
0
0
0

0
0
0
0
0
0
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0x117E
0x117F
0x1180
0x1181
0x1182
0x1183
0x1184
0x1185
0x1186
0x1187

18 active calls found

2C25
2C25
2C28
2C28
2C2B
2C2B
2C2E
2C2E
2C31
2C31

0x86063990 50/0/6.0 2006 g7llulaw 20006/20001
0x85C6BE6C 50/0/1.0 *2006 g7llulaw 20001/20006
0x860ADFFO 50/0/13.0 2029 g7llulaw 20013/20034
0x8618FBBC 50/0/34.0 *2029 g7llulaw 20034/20013
0x860C3B1C 50/0/15.0 2036 g7llulaw 20015/20005
0x860590EC 50/0/5.0 *2036 g7llulaw 20005/20015
0x8617A090 50/0/32.0 2024 g7llulaw 20032/20007
0x8606E234 50/0/7.0 *2024 g7llulaw 20007/20032
0x861A56E8 50/0/36.0 2030 g7llulaw 20036/20033
0x86185318 50/0/33.0 *2030 g7llulaw 20033/20036

A7 w74 debug ephone register

Cisco IP Pone DEEED 7 a2 2Ty F 45121k, Zoa~vr ReHLET,

Router# debug ephone register

EPHONE registration debugging is enabled

*Jun 29
*Jun 29
*Jun 29
*Jun 29
10.5.43
*Jun 29
address
*Jun 29
*Jun 29
*Jun 29
*Jun 29
*Jun 29
*Jun 29
*Jun 29
*Jun 29

*Jun 29

09:
09:
09:
09:
177
09:

09:
09:
09:
09:
09:
09:
09:
09:

09:

16
16
16
16

16

16
16
16
16
16
16
16
16

16

:02
:02
:02
:02

:02
= 10.5.43.177
:02
:02
:03
: 04
: 05
:06
:07.
:08

:08

AT w75 debug ephone state

.180:
.180:
.180:
.180:

.180:

.184:
.184:
.188:
.188:
.188:
.188:
188:
.188:

.212:

New Skinny socket accepted [2] (0 active)

sin family 2, sin port 51617, in_addr 10.5.43.177

skinny socket process: secure skinny sessions = 1
add_skinny secure socket: pid =155, new sock=0, ip address =

skinny secure_handshake: pid =155, sock=0, args->pid=155, ip

Start TLS Handshake 0 10.5.43.177 51617

TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
CRYPTO_PKI_OPSSL - Verifying 1 Certs

TLS Handshake completes

2 2@ Secure Cisco Unified IP Phone ] 2 — VR EZ RETI2iE, 2D a~ > F&HH L E 7, debug
ephone state N L' — 2%, 2 DOEFEEB O Sbis K OE G ¥ — DAk L Blfa R~ LET,

Router# debug ephone

*Jan 11
*Jan 11
*Jan 11
*Jan 11
*Jan 11
*Jan 11
*Jan 11
*Jan 11
pid=232
*Jan 11
*Jan 11
instanc
*Jan 11
*Jan 11
*Jan 11

*Jan 11

*Jan 11
calling

18
18
18
18
18
18
18
18

18
18
e 1
18
18
18

18

:33
:33
:33
:33
:33
:33
:33
:33:

:33
:33
:33
:33
:33

:33

:09.
:11.
:11.
:11.
:11.
:11.
:11.

11

:15
116
:16
:16
:16

:16

18:33:16
6000 origcalled

231:
747 :
747 :
747
747 :
747 :
751:
.751:

.031:
.039:

.039:

.039:

.039:

.039:

.039:

[
:ephone-2 [
[

state

%$SYS-5-CONFIG I:Configured from console by console
ephone-2[2] : OFFHOOK

ephone-2[2] : ---SkinnySyncPhoneDnOverlays is onhook
] :SIEZE on activelLine 0 activeChan 1

1:

2
ephone-2[2] :SetCallState line 1 DN 2(-1) chan 1 ref 6 TsOffHook
ephone-2[2] :Check Plar Number

DN 2 chan 1 Voice_ Mode
dn_tone_control DN=2 chan 1 tonetype=33:DtInsideDialTone onoff=1

dn_tone control DN=2 chan 1 tonetype=0:DtSilence onoff=0 pid=232
ephone-2[2] : Skinny-to-Skinny call DN 2 chan 1 to DN 4 chan 1

ephone-2[2] :SetCallState line 1 DN 2(-1) chan 1 ref 6 TsProceed
ephone-2[2] :SetCallState line 1 DN 2(-1) chan 1 ref 6 TsRingOut
ephone-2[2] ::callingNumber 6000

ephone-2[2]::callingParty 6000

ephone-2[2] :Call Info DN 2 line 1 ref 6 call state 1 called 6001

Cisco Unified SRST Y ATLZ KRS AbL—aY HA4F
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| Secure SRST DHE

*Jan 11 18:
origcalled
*Jan 11 18
*Jan 11 18
11 18
11 18
11 18
11 18

*Jan
*Jan
*Jan
*Jan
11

*Jan 18

*Jan 11 18:

:33
:33
:33
:33
:33
:33

:33

33:16.039

:ephone-2[2]

6001 calltype 2

:16
:16
:16
:16
:16
:16

.039

.047
.047

:16

33:16.047

.039:
.039:
.039:

.047:

:ephone-2
ephone-2
ephone-2
ephone-2
:ephone-3
:ephone-3

:ephone-3[3]

calling 6000 origcalled

*Jan 11 18:
origcalled
*Jan 11 18
11 18
11 18
11 18
*Jan 11 18
*Jan 11 18
pid=232
*Jan 11
*Jan 11
*Jan 11
11
11
11

*Jan
*Jan
*Jan

18
18
18
18
18
18

*Jan
*Jan
*Jan
DN 2
*Jan
*Jan

11
11
11
11

18
18
18
18

*Jan
*Jan

*Jan 11 18

*Jan 11 18:

:33
:33
:33
:33
:33
:33

:33
:33
:33
:33
:33
:33
chan 1

:33
:33
:33
:33

:33

33:16.047

:ephone-3[3]

6001 calltype 1

:16
:16
:16
:16
:16
:16

:20
:20
:20
:20
:20
:20

.831

.831
.831

:20
: 20
:20
:20.835

:20.835

33:20.835

.047:
.047:
.047:
.047:
.047:
.051:

.831:
.831:

.831:

.831:
.831:
.831:

ephone-3
ephone-3
:ephone-3
ephone-3
:ephone-3
:ephone-3

W w w www

ephone-3[3]
defer start
ephone-2[2]

:ephone-3[3] :

:ephone-3[3]:

:ephone-3[3]

calling 6000 origcalled

*Jan 11 18:
origcalled
*Jan 11 18
*Jan 11 18
*Jan 11 18
*Jan 11 18
*Jan 11 18
! Ephone 2

*Jan 11 18:

:33
:33
:33
:33
:33

33:20.835

:ephone-3[3]

6001 calltype 1

:20
:20
: 20
:20
:20.835
generates

33:20.835:

20 ms bytes 160

*Jan 11 18:
! Ephone 2

*Jan 11 18:

33:20.835
sends the

33:20.835

.835:
.835:
.835:
.835:

:ephone-2 [

ephone-3[3]:

Secure SRST DX EAE M

:Call Info DN 2 line 1 ref 6 called 6001 calling 6000
:Call Info for chan 1
:0riginal Called Name 6001
:6000 calling

:6001

:SetCallState line 1 DN 4 (4)
::callingNumber 6000

chan 1 ref 7 TsRingIn

:callingParty 6000

:Call Info DN 4 line 1 ref 7 call state 7 called 6001

:Call Info DN 4 line 1 ref 7 called 6001 calling 6000
:Call Info for chan 1

:0riginal Called Name 6001

:6000 calling

:6001

:Ringer Inside Ring On

dn_tone_control DN=2 chan 1 tonetype=36:DtAlertingTone onoff=1

: OFFHOOK

: ---SkinnySyncPhoneDnOverlays is onhook

:Ringer Off

:ANSWER call

:SetCallState line 1 DN 4(-1) chan 1 ref 7 TsOffHook
[SEPOOODEDAB3EBF] :Answer Incoming call from ephone- (2)

:SetCallState line 1 DN 4(-1)
for DN 2 chan 1 at CONNECTED
:SetCallState line 1 DN 2(-1)
:callingNumber 6000

chan 1 ref 7 TsConnected

chan 1 ref 6 TsConnected

:callingParty 6000
:Call Info DN 4 line 1 ref 7 call state 4 called 6001
:Call Info DN 4 line 1 ref 7 called 6001 calling 6000

:Call Info for chan 1
:Original Called Name 6001
:6000 calling

:6001

:Security Key Generation

a security key.

ephone-2[2]

:ephone-2[2]

:OpenReceive DN 2 chan 1 codec 4:G711Ulaw64k duration

:Send Decryption Key

decryption key.

:ephone-3[3]

:Security Key Generation

|Ephone 3 generates its security key.

*Jan 11 18:33:20.835:

20 ms bytes 160

*Jan 11 18:
! Ephone 3

11
11
11
11
11

18
18
18
18
18

*Jan
*Jan
*Jan
*Jan
*Jan

11
11
11

18
18
18

*Jan
*Jan
*Jan

:33:
:33
:33
:33
:33

:33:
:33:
:33:

33:20
sends

.835
its

21.087
:21.
:21.
:21.

:21.095

087:
091:
091:

ephone-3[3]

:ephone-3[3]

:OpenReceive DN 4 chan 1 codec 4:G711Ulaw64k duration

:Send Decryption Key

decryption key.

:dn_tone_control DN=2 chan 1 tonetype=0:DtSilence onoff=0 pid=232

DN 4 chan 1
DN 2 chan 1
DN 2 chan 1
:ephone-2[2]

dn_index=2, dn=2,

21.095

21.095:ephone-3[3]:

:DN 2 chan 1

Voice Mode

End Voice_ Mode

Voice_ Mode
:OpenReceiveChannelAck:IP 1.1.1.8,
chan=1

StartMedia 1.1.1.8 port=25552
codec 4:G711Ulaw64k duration 20 ms bytes 160

port=25552,

21.095:ephone-3[3] :Send Encryption Key

| oL-13143-02-J
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Secure SRST DBE |

W Secure SRST DEEHE

! Ephone 3 sends its encryption key.

*Jan 11

*Jan 11
*Jan 11
*Jan 11
! Ephone
6000

*Jan 11
*Jan 11
calling
*Jan 11

18

18
18
18

:33:21.347:ephone-3[3] :OpenReceiveChannelAck:IP 1.1.1.9,

:33:21.347:ephone-2[2] :StartMedia 1.1.1.9 port=17520

dn index=4, dn=4,

chan=1

port=17520,

:33:21.347:DN 2 chan 1 codec 4:G711Ulawé64k duration 20 ms bytes 160
:33:21.347:ephone-2[2] :Send Encryption Key
2 sends its encryption key.*Jan 11 18:33:21.851:ephone-2[2]::callingNumber

18:33:21.851:ephone-2[2]::callingParty 6000
18:33:21.851:ephone-2[2]:
6000 origcalled

:33:21.851:ephone-2[2]:

18

origcalled

*Jan 11
*Jan 11
*Jan 11
*Jan 11

18
18
18
18

6001 calltype 2

:33:
:33:
:33:
:33:

21.
21.
21.
21.

851:
851:
851:
851:

Call Info DN 2 line 1 ref 6 call state 4 called 6001

Call Info DN 2 line 1 ref 6 called 6001 calling 6000

:Call Info for chan 1
:0riginal Called Name 6001
:6000 calling

:6001

#4 K
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| Secure SRST DHE

Secure SRST OxEH W

Secure SRST D& 5EHI
T, ROFREHZRLET,

e Secure SRST : i (P.187)
e avihu— FL—rRYTZ ] (P.192)

G¥) ZOFIOIPT RLAERA MITERED L DT,

Secure SRST : 4l

T I T BIOETHRESNTEREFEI BT LI2REMZRLES, Zoflizik, — FS—
T 4 CA DERITE N TWER A, Cisco I0S FEHEY — &AL T, fEEEZ AR T2 2L %
AifE L LETS

Router# show running-config

| Define Unified Communications Manager.
ccm-manager fallback-mgcp
ccm-manager mgcp
ccm-manager music-on-hold
ccm-manager config server 10.1.1.13
ccm-manager config

!

! Define root CA.
crypto pki server srstcaserver
database level complete

database url nvram

issuer-name CN=srstcaserver

|
crypto pki trustpoint srstca
enrollment url http://10.1.1.22:80
revocation-check none
!
crypto pki trustpoint srstcaserver
revocation-check none
rsakeypalr srstcaserver
!
! Define CTL/7970 trustpoint.
crypto pki trustpoint 7970
enrollment terminal
revocation-check none
|
crypto pki trustpoint PEM
enrollment terminal
revocation-check none
!
| Define CAPF/7960 trustpoint.
crypto pki trustpoint 7960
enrollment terminal
revocation-check none
|
! SRST router device certificate.
crypto pki certificate chain srstca
certificate 02
308201AD 30820116 A0030201 02020102 300D0609 2A864886 F70D0101 04050030
17311530 13060355 0403130C 73727374 63617365 72766572 301E170D 30343034
31323139 35323233 5A170D30 35303431 32313935 3232335A 30343132 300F0603
55040513 08443042 39453739 43301F06 092A8648 86F70D01 09021612 6A61736F
32363931 2E636973 636F2E63 6F6D305C 300D0609 2A864886 F70D0101 01050003

Cisco Unified SRST Y RTL 7 FE=ZR bL—Ya Yy HAF
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Secure SRST DBE |

W Secure SRST DEEH|

4B003048
CO98FI9BAE
FA2ED743
03551D23
06092A86
CB84B17B
FB2B18AO0
B586FE67
C3AF4A66
quit

024100D7
AESD1F9B
3FB8B902
04183016
4886F70D
1151BD78
34AF6564
00C358D4
BD007348

certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051COFE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47A81019
C98565A6
SEE85FF8
DEDBAAD7
quit

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EE8AC831
21E5DDO03
030101FF
29CE97AD
F829CE97
04050003
795B5AAE
CO9CA641
C1B1A540
3780136E

OCC354FB
D4BB7A67
03010001
8014F829
01010405
B3E39763
11239473
EFDD8D44
D013000A

A0030201
0403130C
5A170D30
74636173
81890281
3C336635
7357EBAC
71ACD3A7
C37D4B28
300E0603
6018D054
AD6018D0
8181007A
035400BB
88661402
E818CE6D
B112A6

crypto pki certificate chain
certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051COFE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47A81019
C98565A6
SEE85FF8
DEDBAAD7
quit

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EE8AC831
21E5DD03
030101FF
29CE97AD
F829CE97
04050003
795B5AAE
C09CA641
C1B1A540
3780136E

A0030201
0403130C
5A170D30
74636173
81890281
3C336635
7357EBAC
71ACD3A7
C37D4B28
300E0603
6018D054
AD6018D0
8181007A
035400BB
88661402
E818CE6D
B1l12A6

5F7ClAE7
F3251174
A330302E
CE97AD60
00038181
59EC650E
41478AFC
3F423141
EA3C206D

02020101
73727374
37303431
65727665
8100C3AF
74691954
E6335A32
4E918A8F
OFAB0203
551D0F01
67FC2939
5467FC29
F71B25F9
F859DABF
ACC424FD
58131726

7TA25C3F2
193BB1A3
300B0603
18D05467
007EB48E
49371F6D
AB86E6DAL
C2D331D3
CF

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF93091
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

srstcaserver

02020101
73727374
37303431
65727665
8100C3AF
74691954
E6335A32
4E918A8F
OFAB0203
551D0F01
67FC2939
5467FC29
F71B25F9
F859DABF
ACC424FD
58131726

crypto pki certificate chain 7970
certificate ca 353FB24BD70F14A346C1F3A9AC725675

308203A8
0D06092A
20537973
170D3033
31163014
03130B43
00038201
B570263B
57DC4440
01555FE4
FB4D221B
632C7B3F
1ED8763F
8A28ADSF
CDABO9FD7
04030201
1452922B
3064A062

30820290
864886F7
74656D73
31303130
06035504
41502D52
0D003082
575ABD9S6
A7301DDF
D4206776
21D7A3AD
ASF92AA6
A299A802
0F4883C0
A190C1A2
86300F06
E288EE2E
A060862D

A0030201
0D010105
31143012
32303138
OA130D43
54502D30
01080282
1CC8F394
E40FB1EF
03368357
38184171
A8EF3490
970004AD
77112RA47
A462C5F2
03551D13
098A4E7E
68747470

Cisco Unified SRST Y XAF L ZFSZX kL —

02021035
0500302E
06035504
34395A17
6973636F
30323082
010100C4
5965D9D0
136212EC
83932638
8FD8C271
8724A84F
1912D265
141DBEEO
4A6EO0BO2
0101FF04
702C56A5
3A2F2F63

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF9391
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

3FB24BD7
31163014
03130B43
0D323331
20537973
0120300D
266504AD
D8CE02B9
C4F3B50F
D6FC953F
42183E65
4DAF7FD7
7DE335B4
948FBES53
0103A381
05300301
9AB4D4 9B
61702D72

avH4E

056E0485
12946123
551D0F04
FC293963
CAE9E1B3
99CBD267
AC518E0B
1EE43B6E

2A864886
72766572
3531365A
300D0609
9922A8DA
059E24B6
99325BFD
76FBF499
63306130
03020186
91F9BD30
0691F9BD
25DFDO03A
E71A8283
ABFF4C55
4E1A2F4B

2A864886
72766572
3531365A
300D0609
9922A8DA
059E24B6
99325BFD
76FBF499
63306130
03020186
91F9BD30
0691F9BD
25DFDO0O3A
E71A8283
ABFF4C55
4E1A2F4B

0F14A346
06035504
41502D52
30313032
74656D73
06092A86
7DC3FD8D
F808CCD6
BCAFBB4B
3A179E44
09461434
0928F585
BCB6F789
FE67B308
C33081C0
01FF301D
96306F06
74702D30

22896D36
E5C1CCD7
04030205
C2470691
D1E7A185
EB8S8ADFO9D
8657CEBB
6CB29EE7

F70D0101
301E170D
30173115
2A864886
2BB9DC8E
32154E99
9B8355EB
5AD0849D
0F060355
301D0603
1F060355
300D0609
D8D1338F
08950414
BB23C66A
E6195522

F70D0101
301E170D
30173115
2A864886
2BB9DCS8E
32154E99
9B8355EB
5AD0849D
0F060355
301D0603
1F060355
300D0609
D8D1338F
08950414
BB23C66A
E6195522

C1lF3A9AC
O0A130D43
54502D30
30323733
31143012
4886F70D
65556FA6
B7CD8C46
CD2E5826
67255A73
736C77CC
764D3558
DC68BOFA
D40C8029
300B0603
0603551D
03551D1F
30322F43

6CA70C19
A23E6155
AO301F06
FO9BD300D
D7F0D565
9E43A5F2
ED2BDESE
0B8C2752

04050030
30343034
30130603
F70D0101
5B1BD332
105CA989
C10F8963
CARA41417
1D130101
551D0E0O4
1D230418
2A864886
6792C805
8633A8B2
C80A3A57
122457F3

04050030
30343034
30130603
F70D0101
S5B1BD332
105CA989
C10F8963
CARA41417
1D130101
551D0E0O4
1D230418
2A864886
6792C805
8633A8B2
C80A3A57
122457F3

72567530
6973636F
3032301E
375A302E
06035504
01010105
308FAES5
24801878
34521B65
45C69DEE
F380EEBF
3COFE9AF
C8FDF85E
87BD790E
551D0F04
0E041604
04683066
65727445

188
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Secure SRST OxEH W

6E726F6C 6C2F4341 502D5254 502D3030 322E6372 6C862F66 696C653A 2F2F5C5C
6361702D 7274702D 3030325C 43657274 456E726F 6C6C5C43 41502D52 54502D30
30322E63 726C3010 06092B06 01040182 37150104 03020100 300D0609 2A864886
F70D0101 05050003 82010100 56838CEF C4DA3AD1 EA8FBB15 2FFE6EE5 50A1972B
D4D7AF1F D298892C D5A2A76B C3462866 13EOES55D DCO0C4B92 5AA94B6E 69277F9B
FC73C697 11266E19 451COFAB AS55E6A28 901A48C5 B9911EE6 348A8920 OAEDEL1EO
B6EA781C FFD97CA4 BO3COE34 OE5B0649 8BOA34C9 B73A654E 09050C1F 4DA5S3E44
BF78443D B08C3A41 2EEEB873 78CB8089 34F9D16E 91512F0D 3A8674AD 0991ED1A
92841E76 36D7740E CB787F11 685B9ESD 0C67E85D AF6DOSBA 3488E86D 7E2FT7F65
6918DEOF BD3C7F67 D8A33F70 9C4A596E D9F62B3B 1EDEE854 D5882AD4 3D71F72B
8FAB7F3C 0B5F0759 D9828F83 954D7BB1 57A638EC 7D72BFF1 8933C1l6F 760BCA94
4C5B1931 67947A4F 89A1BDBS
quit
crypto pki certificate chain PEM
certificate ca 7612F960153D6F9F4E42202032B72356
308203A8 30820290 A0030201 02021076 12F96015 3D6F9F4E 42202032 B7235630
0D06092A 864886F7 0D010105 0500302E 31163014 06035504 O0A130D43 6973636F
20537973 74656D73 31143012 06035504 03130B43 41502D52 54502D30 3031301E
170D3033 30323036 32333237 31335A17 0D323330 32303632 33333633 345A302E
31163014 06035504 OA130D43 6973636F 20537973 74656D73 31143012 06035504
03130B43 41502D52 54502D30 30313082 0120300D 06092A86 4886F70D 01010105
00038201 0D003082 01080282 010100AC 55BBED18 DE9B8709 FFBC8F2D 509AB83A
21C1967F DEA7F4B0 969694B7 80CC196A 463DA516 54A28F47 5D903B5SF 104A3D54
A981389B 2FC7AC49 956262B8 1C143038 5345BB2E 273FA7A6 46860573 CES5C998D
SE5DE78AA 5A5CFE14 037D695B AC816409 C6211F0B 3BBFO9CF BOBBB2D4 AC362F67
OFD145F1 620852B3 1F07E2F1 AA74F150 367632ED A289E374 AF0C5B78 CE7DFBOF
C8EBBE54 6ECF4C77 99D6DC04 47476COF 36E58A3B 6BCB24D7 6B6C84C2 7F61D326
BE7CB4A6 60CD6579 9E1E3A84 8153B750 5527E865 423BE2B5 CB575453 5AA96093
58B6A2E4 AA3EF081 C7068EC1 DD1EBDDA 53E6F0D6 E2E0486B 109F1316 78C696A3
CFBA84CC 7094034F ClEBO9F81 931ACB02 0103A381 C33081CO 300B0603 551D0OF04
04030201 86300F06 03551D13 0101FF04 05300301 O01lFF301D 0603551D 0E041604
14E917B1 82C71FCF ACA91B6E F4A9269C 70AE05A0 9A306F06 03551D1F 04683066
3064A062 A060862D 68747470 3A2F2F63 61702D72 74702D30 30312F43 65727445
6E726F6C 6C2F4341 502D5254 502D3030 312E6372 6C862F66 696C653A 2F2F5C5C
6361702D 7274702D 3030315C 43657274 456E726F 6C6C5C43 41502D52 54502D30
30312E63 726C3010 06092B06 01040182 37150104 03020100 300D0609 2A864886
F70D0101 05050003 82010100 AB64FDEB F60C32DC 360F0E10 S5FE175FA 0DS574AB5
02ACDCA3 C7BBED15 A4431F20 7E9286F0 770929A2 17E4CDF4 F2629244 2F3575AF
E90C468C AE67BA08 AAA71Cl2 BAOCOE79 E6780A5C F814466C 326A4B56 73938380
73A11AED F9B9DE74 1195C48F 99454B8C 30732980 CD6E7123 8B3A6D68 80B97E00
7F4BD4BA 0B5AB462 94D9167E 6D8D48F2 597CDE61 25CFADCC 5BD141FB 210275A2
OA4E3400 1428BAOF 69953BB5 50D21F78 43E3E563 98BCB2B1 A2D4864B 0616BACD
A61CDSAE C5558A52 BS5EEAA6A 08F96528 B1804B87 D26E4AEE AB7AFFES 2FD2A574
BAFE0028 96304A8B 13FB656D 8FC60094 DS5AS53D71 444B3CEF 79343385 3778C193
74A2A6CE DC56275C A20A303D
quit
crypto pki certificate chain 7960
certificate ca F301
308201F7 30820160 A0030201 020202F3 01300D06 092A8648 86F70D01 01050500
3041310B 30090603 55040613 02555331 1A301806 0355040A 13114369 73636F20
53797374 656D7320 496E6331 16301406 03550403 130D4341 50462D33 35453038
33333230 1E170D30 34303430 39323035 3530325A 170D3139 30343036 32303535
30315A30 41310B30 09060355 04061302 5553311A 30180603 55040A13 11436973
636F2053 79737465 6D732049 6E633116 30140603 55040313 0D434150 462D3335
45303833 33323081 9F300D06 092A8648 86F70D01 01010500 03818D00 30818902
818100C8 BD9B6035 366B44E8 0F693A47 250FF865 D76C35F7 89B1C4FD 1D122CEOQ
FS5E5CDFF A4A87EFF 41AD936F ES5C93163 3E55D11A AF82AS5F6 D563E21C EB89EBFA
F5271423 C3E875DC EOE07967 6E1AAB4F D3823E12 53547480 23BA1A09 295179B6
85A0E83A 77DD0633 B9710A88 0890CD4D DBS55ADD0 964369BA 489043BB B667E60F
93954B02 03010001 300D0609 2A864886 F70D0101 05050003 81810056 60FD3AB3
6F98D2AD 40C309E2 CO5B841C 5189271F 01D864E8 98BCE665 2AFBCC8C 54007A84
8F772C67 E3047A6C C62F6508 B36A6174 B68C1D78 C2228FEA A89ECEFB CC8BASFC
OF30E151 431670F9 918514D9 868D1235 18137F1E 50DFD32E 1DC29CB7 95EF4096
421AF22F 5C1D5804 B83F8E8E 95B04F45 86563BFE DF976C5B FB490A
quit
!
!
no crypto isakmp enable
|
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! Enable IPSec.

crypto isakmp policy 1
authentication pre-share

lifetime 2

crypto isakmp key ciscol23 address 10.1.1.13

8800

! The crypto key should match the key configured on Cisco Unified Communications

Manager.
!

! The crypto IPSec configuration should match your Cisco Unified Communications

Manager configuration.

crypto ipsec transform-set rtpset esp-des esp-md5-hmac

!

!

crypto map rtp 1 ipsec-isakmp

set peer 10.1.1.13
set transform-set rtpset
match address 116

!

!

interface FastEthernet0/0

ip address 10.1.1.22 255.255.255.0
duplex auto

speed auto

crypto map
!

interface FastEthernet0/1

rtp

no ip address

shutdown

duplex auto

speed auto
!

ip classles
!

S

ip http server

no ip http secure-server

!

!

! Define traffic to be encrypted by IPSec.
access-list 116 permit ip host 10.1.1.22 host 10.1.1.13

!
!

control-plane

!
|

call application alternate DEFAULT

!

!
voice-port

!
voice-port

!
voice-port

!
voice-port

!

voice-port

timing hookflash-out 50

!
voice-port
!
voice-port
|

voice-port
!

1/0/0
1/0/1
1/0/2
1/0/3

1/1/0

1/1/1
1/1/2

1/1/3

! Enable MGCP voice protocol.

mgcp

mgcp call-agent 10.1.1.13 2427
mgcp dtmf-relay voip codec all mode out-of-band

>

vayv

service-type mgcp version 0.1

#4 K
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mgcp rtp unreachable timeout 1000 action notify

mgcp package-capability rtp-package
mgcp package-capability sst-package
no mgcp package-capability fxr-package
no mgcp timer receive-rtcp

mgcp sdp simple
mgcp fax t38 inhibit
mgcp rtp payload-type g726rlé static
!
mgcp profile default

!

!

dial-peer voice 81235 pots
application mgcpapp
destination-pattern 81235

port 1/1/0

forward-digits all

!

dial-peer voice 81234 pots
application mgcpapp
destination-pattern 81234

port 1/0/0

!
dial-peer voice 999100 pots
application mgcpapp

port 1/0/0

!
dial-peer voice 999110 pots
application mgcpapp

port 1/1/0

!

!

! Enable credentials service on the gateway.

credentials

ip source-address 10.1.1.22 port 2445
trustpoint srstca

!

!

! Enable SRST mode.
call-manager-fallback
secondary-dialtone 9

transfer-system full-consult

ip source-address 10.1.1.22 port 2000
max-ephones 15

max-dn 30

transfer-pattern .....

Secure SRST D EH
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N mEiEs

avkA—IL TL—2 RYSDT :

BE R

CITEH arbte— A FL—r RV T EERAL T LT vy b BB R ERET DD
D, EFXa2 VT4 LOFREROREGZRLET, av be— FL—r R 7E, F—h
VA EREL, NT T4y T DARBRENE Xy NOREE 71 b2/ LORIER HiR L
F9, arbru—L FL—rOFEMIZOWTIE, [Control Plane Policing] %2 1L T 72&W,

Router# show running-config

! Allow trusted host traffic.
access-list 140 deny tcp host 10.1.1.11 any eq 2445

! Rate-limit all other traffic.
access-list 140 permit tcp any any eq 2445
access-list 140 deny ip any any

! Define class-map "sccp-class."
class-map match-all sccp-class
match access-group 140

policy-map control-plane-policy
class sccp-class
police 8000 1500 1500 conform-action drop exceed-action drop

! Define aggregate control plane service for the active Route Processor.
control-plane
service-policy input control-plane-policy

A AR = NVISBETRG A RA A A —)VOFBTEFIEIZ OV T, P.193 @ [Cisco Unified SRST ~D
RA ZAA—=NLDOFA] 2B LT ZEW, P.227 @ [Cisco Unified SRST DR & 45F) HBM L
TLIZ&EW,

BAMFEIC O\ TIL, P.25 @ [Cisco Unified SRST OHEEE | D P40 O [ZDfhd&ER 2B LT
IEEW,
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