o],
CISCO.

Cisco Unified SRST

July 11, 2008

Text Part Number: OL-13143-02-J



www.cisco.com/jp/go/safety_warning/

Information Packet

TCP UNIX UCB University of California, Berkeley
ucB All rights reserved.Copyright © 1981, Regents of the University of California.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is a service
mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco Certified Internetwork
Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast,
EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S, iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness
Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers, Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare,
SMARTDnRet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners.The use of the word partner does not imply a partnership
relationship between Cisco and any other company.(0711R)

IP

Cisco Unified SRST
Copyright © 2008 Cisco Systems, Inc.
All rights reserved.

Copyright © 2008,
All rights reserved.


http://www.cisco.com/jp/go/safety_warning/

CONTENTS

Cisco Unified Survivable Remote Site Telephony 1
1

Cisco Unified SRST 8
Cisco Unified SRST V4.3/7.0 8
Cisco Unified SRST V4.2(1) 8
Cisco Unified SRST V4.1 8
Cisco Unified SRST V4.0 8
Cisco Unified IP Phone 8
Cisco IP Communicator 9
SCCP ATA FAX 9

WAN H.323 VolP
10

10
Cisco SRST V3.4 10
Cisco SIP SRST 3.4 10
Cisco SRST V3.3 10

Secure SRST 1

Cisco Unified IP Phone 7970G Cisco Unified 7971G-GE
11

show ephone 1
Cisco SRST V3.2 12
alias 12
cor 12
pickup 12
user-locale 12
Cisco 3845 Cisco Unified IP Phone 13
MOH 13
13
RFC 2833 DTMF 13
13
Cisco SRST V3.1 14

Cisco Unified SRST
I oL-13143-02-4 .“




Ml Contents

Cisco Unified IP Phone 7920

Cisco Unified IP Phone 7936
Cisco SRST V3.0 14

IP Phone

H.450.2 H.450.3

14
14

15
15

Cisco Unified IP Phone
16

16
E1R2 16

17

17
Music On Hold 17
18
2 18
show ephone 18
18

3 G.711 Ad Hoc 18

Cisco VG248 Analog Phone Gateway
18

Cisco SRST V2.1 19

1.2(1)

IP Phone

Cisco SRST 20
Cisco ATA 186 ATA 188
Cisco Unified IP Phone 7902G
Cisco Unified IP Phone 7905G
Cisco Unified IP Phone 7912G
Cisco Unified IP Phone 7914

19

20
20
20
20
21

dialplan-pattern 21
Cisco SRST V2.02 21
Cisco Unified IP Phone Conference Station 7935 21
22

PSTN BRI/PRI
Cisco Unity 22

DTMF

23

Cisco Unified SRST 25
25
Cisco Unified SRST 26
MGCP SRST 29

Jl_ Cisco Unified SRST

OL-13143-02-J |



Contents W

Cisco Unified IP Phone Cisco Unified Communications
Manager 30
Cisco Unified SRST Cisco 10S
30
Cisco Unified IP Phone 30
31
Cisco Feature Navigator
31
Cisco 10S 32
Cisco Unified Communications Manager 32
32
32
33
Cisco Unified SRST 34
34
Cisco Unified Communications Manager 34
Cisco Unified SRST 34
Cisco SRST V3.0 35
Cisco SRST V2.0 V2.1 35
Cisco SRST V1.0 35
Cisco Unified SRST  Cisco Unified Communications Manager 35
Cisco Communications Manager V3.3
35
V3.3 Cisco Unified Communications Manager
36
Cisco Unified SRST 37
39
40
40
M
MIB M
RFC 41
42
42
43
Service Request 43
44
45
45

Cisco Unified SRST
[ oL-13143-02-J



Ml Contents

IP
MGCP

Cisco I0S Release
46

Cisco I0S Release
48

48
Cisco I0S Release

Cisco Unified SRST Phone

DHCP IP

Cisco Unified IP
52

DHCP

55

Cisco Unified SRST

59

Cisco Unified IP Phone
61
Cisco Unified IP Phone
Cisco Unified IP Phone
IP Phone
63
IP Phone
64

Cisco Unified IP Phone
65

66

66

68

68

45
46
46
SRST 46
12.3(14)T MGCP SRST
12.3(14)T MGCP SRST
12.3(14)T MGCP SRST
49
DHCP 51
51
Phone DHCP IP
53
54
Cisco Unified SRST 55
57
58
61
61
62
62
63
66
66

68

Jl_ Cisco Unified SRST

OL-13143-02-J |



69
70
Cisco Unified SRST
71
Cisco IP Communicator
Cisco IP Communicator
72

73
73

74

75

79

80

82

83

84

86

88

90

91

92

92

93

Cisco IP Communicator

72

73

76

79

82

83

85

86

88

90

Cisco Unified SRST

91

92

72

74

89

74

Contents W

71

| oL-13143-02-J



Ml Contents

Cisco SRST 3.0

96

Cisco SRST 3.0
H.450.2

101

102

103

105

107

108

WAN
109

109

111
111

3 G.711 Ad Hoc
113

XML API
114

Cisco Unified SRST

Unified Communications Manager

116

Cisco Unified SRST
116

Cisco Unified SRST
117

Cisco Unified SRST
118

Cisco Unified SRST
118

MOH
Cisco Unified SRST MOH

H.450.2
93

H.450.3

97

101

102

103

H.323 VolP

112

112

113

MOH
Cisco Unified SRST

Cisco
115

MOH
MOH
MOH
Cisco Unified Communications Manager

IP 119
121
121

MOH 122

Jl_ Cisco Unified SRST

OL-13143-02-J |



Contents W

Cisco Unified SRST MOH
123

Cisco Unified SRST MOH Cisco Unified Communications
Manager 123

MOH
124

Cisco Unified Communications Manager MOH
IP 126

MRG MRGL MOH
129

MOH 130

Cisco Unified Communications Manager MOH
132

MOH Cisco Unified SRST 133
133

Cisco Unified SRST MOH
134

Cisco Unified SRST MOH
136

PSTN Cisco Unified SRST MOH 138

IP Phone Cisco Unified SRST MOH
141

14

Cisco Unified SRST MOH
142

143
143
Cisco Unified SRST 143
Cisco Unified SRST 144
MOH 145
Cisco Unified SRST MOH 147
Cisco Unified SRST 147
2 P MOH 147
MOH 148

MOH Cisco Unified SRST
149

150

Secure SRST 151
151
Secure SRST 152
Secure SRST 153

Cisco Unified SRST
[ oL-13143-02-J




Ml Contents

Secure SRST 154
Secure SRST 154
SRST Cisco IP Phone 154
SRST TLS 155
Cisco Unified SRST PKI 155
Secure SRST 156
Secure SRST Cisco 10S 158
Cisco Unified IP Phone Secure Cisco Unified SRST 158
Secure SRST 160
Cisco Unified SRST 160
Cisco 10S CA 160
CA Secure Cisco Unified SRST
162
164
164
165
Secure Cisco Unified SRST
167
168
Secure SRST PEM
169
Cisco Unified Communications Manager 4.X.X
169
Cisco Unified Communications Manager 5.0
169
169
170
171
Secure Cisco Unified SRST Cisco Unified Communications
Manager 176
Cisco Unified Communications Manager SRST
176
Cisco Unified Communications Manager SRST
178
Cisco Unified Communications Manager CAPF 180
Secure Cisco Unified SRST SRST 180
181
182
Secure SRST 187
Secure SRST 187
192

Cisco Unified SRST
OL-13143-02-J |



Contents W

192

Cisco Unified SRST 193
193
Cisco Unified SRST 194
Cisco Unified SRST 196
196
199
199
200

Cisco Unified Communications Manager
201

201
DTMF 201
203
205
MWI 205
207
FXO FXS 207

FXO
FXS 207

FXO FXS 208
BRI PRI 209
210

211
211
212
213
214
214
214
214
215

2 SCCP 215
SCCP H.323 215

H.323 2 SCCP
215

RTP 216
Cisco Unified SRST 217
217

Cisco Unified SRST
[ oL-13143-02-J




Ml Contents

Cisco Unified SRST 218
219
Cisco Unified SRST
225
Cisco Unified SRST
226
Cisco Unified SRST 227
228
E911 229
229
230
230
E911 231
231
233
4.2(1) 236
236
E911 236
Cisco Unified SRST
ELIN 239
239
240
240
240
240
3 240
240
241
ID 241
241
E911 242
242
242
242
244
244
244
E911 245

224

238

226

Jl_ Cisco Unified SRST

OL-13143-02-J |



245
246
PSAP 247
ERL 248
249
IP ERL 249
ephone ERL 250
ERL 250
251
252
252
2 ELIN address 253
254
RADIUS 254
syslog 254
show call history voice 255
E911 255
4.2(1) 255
41 4.2(1) 256
E911 257
257
E911 258
4.2(1) 258
41 4.2(1) 259
E911 264
264
A SIP Cisco Unified SRST 265
265
SIP DTMF 266
SIP RFC 2833 DTMF 266
267
SIP Notify DTMF 267
269
270

Cisco Unified SRST

Contents W

| oL-13143-02-J



Ml Contents

Cisco Unified SRST
m. OL-13143-02-J |



Cisco Unified Survivable Remote
Site Telephony

Revised: July 11, 2008

Cisco Unified Survivable Remote Site Telephony Cisco Unified SRST

Cisco 10S
Cisco Feature Navigator Cisco Feature Navigator
http://www.cisco.com/go/fn Cisco.com
Cancel
J p.2
. P.4
e Cisco Unified SRST P.8

| oL-13143-02-J

Cisco Unified SRST ||


http://www.cisco.com/go/fn

Cisco Unified Survivable Remote Site Telephony

1 Cisco Unified SRST

Cisco Unified SRST

SRST

Cisco Unified SRST P.26

Cisco Unified IP Phone

P.30

Cisco Unified SRST P.34
Cisco Unified SRST pP.37

P.40

Cisco Unified Communications Manager

Cisco Unified SRST

IP

P.46

Cisco Unified SRST Phone DHCP pP.51

P.54
Cisco Unified SRST P.55

Cisco Unified SRST pP.57

Cisco Unified IP Phone

Cisco Unified SRST Phone

IP Phone
IP Phone

P.62
P.63

Cisco Unified IP Phone

2

P.66
P.66

P.65

P.74
P.92

3 G.711 Ad Hoc p.112

XML API

P.113

Cisco Unified SRST
MOH
Cisco Unified
Communications Manager
Cisco Unified SRST

Communications Manager

Music-On-Hold MOH
Cisco Unified SRST

Cisco Unified SRST MOH
Manager P.123
MOH Cisco Unified SRST P.133

Cisco Unified SRST MOH

Cisco Unified

Cisco Unified Communications

p.142

Jll_ Cisco Unified SRST

OL-13143-02-J |



| Cisco Unified Survivable Remote Site Telephony

||
1 Cisco Unified SRST
Secure SRST SRST Cisco 10S MGCP Media and Signaling
Authentication and Encryption
. Cisco Unified SRST P.160
e Secure SRST PEM P.169
e Secure Cisco Unified SRST Cisco Unified Communications Manager
P.176
e Secure Cisco Unified SRST SRST P.180
. p.182
Cisco Unified SRST
J P.196
. P.199
e Cisco Unified Communications Manager P.201
J p.201
Cisco Unified SRST Cisco Unified SRST show
E911 E911
A SIP Cisco Unified |SIP
SRST

Cisco Unified SRST
[ oL-13143-02-J



Cisco Unified Survivable Remote Site Telephony |

2 Cisco Unified SRST

2 Cisco Unified SRST

Cisco Unified SRST

7.0/4.3

p.81

P.68

42(1)

P.229

E911
ERL

E911
911

syslog
E911

PSAP

ELIN
Last Caller

4.1

E911

P.229

4.0

Cisco Unified IP Phone
7960G 7911G 7941G-GE

Cisco IP Communicator
SCCP ATA

WAN
p.10

P.10

P.8 Cisco Unified IP Phone
7961G-GE

P.9
FAX P.9

H.323 VolIP

3.4

Cisco SIP SRST 3.4 P.10

3.3

Secure SRST P.11

Cisco Unified IP Phone 7970G

P.11
show ephone

Cisco Unified 7971G-GE

P.11

3.2

alias
pickup
user-locale
user-locale

Cisco 3845
P.13

MOH

RFC 2833 DTMF

p.12

P.12
P.12
P.12
Cisco Unified IP Phone

P.13
P.13
P.13
P.13

3.1

Cisco Unified IP Phone 7920
Cisco Unified IP Phone 7936

p.14
P.14

Jll_ Cisco Unified SRST

OL-13143-02-J |



| Cisco Unified Survivable Remote Site Telephony

2 Cisco Unified SRST

Cisco Unified SRST

3.0

IP Phone

H.450.2
P.15

Cisco Unified IP Phone
P.16

P.15
H.450.3

P.16
E1R2 p.16
P.17

P.17

Music On Hold
p.17

p.18
2 P.18
show ephone P.18
p.18
3 G.711 Ad Hoc p.18

Cisco VG248 Analog Phone Gateway
P.18

1.2(1)

2.1 o

P.20
P.20

Cisco Unified IP Phone 7902G
Cisco Unified IP Phone 7912G

IP Phone P.19
Cisco SRST P.20

Cisco ATA 186 ATA 188
Cisco Unified IP Phone 7905G
Cisco Unified IP Phone 7914

dialplan-pattern p.21

P.20
P.20
p.21

2.02 .

Cisco Unified IP Phone Conference Station 7935 p.21
p.22

BRI/PRI
Cisco Unity

Cisco Unified SRST  Cisco Catalyst 4500
Cisco 7200 NPE-225 NPE-300

PSTN DTMF

p.22

NPE400
Cisco MC3810-V3

2.01 .

Cisco Unified SRST
Cisco 1750

Cisco IP Phone
Cisco IP Phone

Cisco 1760

Cisco Unified SRST

| oL-13143-02-J



Cisco Unified Survivable Remote Site Telephony |

2 Cisco Unified SRST

Cisco Unified SRST

2.0 Cisco Unified SRST  Cisco 2600XM Cisco 2691
Cisco Unified SRST  Cisco 10S Release 12.2(8)T Cisco 3725
Cisco 3745 Cisco MC3810-V3
¢ Cisco Unified SRST  Cisco 1750 Cisco 1751

e C(Class Of Restriction COR;

e Music On Hold MOH

e Cisco Unified Communications Manager
PSTN Auto-Attendant
AA

e Cisco Unified Communications Manager

e Cisco Unified Communications Manager

Cisco Unified SRST
OL-13143-02-J |



| Cisco Unified Survivable Remote Site Telephony

2 Cisco Unified SRST

Cisco Unified SRST

1.0 Cisco 3660 144

Cisco IP Phone

Cisco Unified SRST Cisco 2600

Cisco IAD2420

Cisco Unified Communications Manager
Cisco IP Phone SRST

Cisco Unified SRST
Phone

Direct Inward Dialing DID;
Direct Outward Dialing DOD;

ID Caller ID/ANI
WAN
WAN
WAN
IP

Cisco IP Phone

Foreign Exchange Station FXS
Office FXO

EurolSDN BRI
NET5 PRI

WAN

Cisco 3600

Cisco Unified IP

PSTN

Foreign Exchange

Cisco Unified SRST

| oL-13143-02-J



Cisco Unified Survivable Remote Site Telephony

W Cisco Unified SRST

Cisco Unified SRST

e Cisco Unified SRST V4.3/7.0 P.8

e Cisco Unified SRST V4.2(1)
e Cisco Unified SRST V4.1
e Cisco Unified SRST V4.0

e Cisco SRST V3.4
e Cisco SRST V3.3
e (Cisco SRST V3.2
e Cisco SRST V3.1
e Cisco SRST V3.0
e Cisco SRST V2.1
e Cisco SRST Vv2.02

Cisco Unified SRST V4.3/7.0
Cisco Unified SRST 7.0/4.3

N 8
. p.81

Cisco Unified SRST V4.2(1)
Cisco Unified SRST

e [E911 P.229
Cisco Unified SRST V4.1
Cisco Unified SRST
e [EO11 p.229

Cisco Unified SRST V4.0
Cisco Unified SRST
e Cisco Unified IP Phone
e Cisco IP Communicator
e SCCP ATA
e WAN
. P.10

Cisco Unified IP Phone
Cisco Unified SRST

P.8

P.8
P.8

p.10

P.10

p.12

P.14

P.14

P.19

P.21

P.68

4.2(1)

4.1

4.0

P.8
P.9
FAX P.9
H.323 VolP

IP Phone

e Cisco Unified IP Phone 7911G

e Cisco Unified IP Phone 7941G

Cisco Unified IP Phone 7941G-GE

P.10

Jll_ Cisco Unified SRST

OL-13143-02-J |



| Cisco Unified Survivable Remote Site Telephony

Cisco Unified SRST ||
e Cisco Unified IP Phone 7960G
e Cisco Unified IP Phone 7961G Cisco Unified IP Phone 7961G-GE
Cisco Unified IP Phone 7914 Cisco 7941G-GE Cisco 7961G-GE
Cisco 7914
14 IP Phone 2
2 28
34
Cisco IP Phone 7914 Expansion Module Quick Start Guide
URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7916/english/16enug.pdf
SRST
show ephone SRST 4.0 Cisco IP Phone
Cisco Unified SRST and Cisco Unified
SIP SRST Command Reference (All Versions) show ephone
URL

http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco Unified SRST 4.0

Cisco Unified SRST 4.3 Supported Firmware, Platforms, Memory, and Voice Products
URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html

Cisco IP Communicator

Cisco IP Communicator

SCCP
IP Phone
Cisco IP Communicator
IP Phone
SCCP ATA FAX
Cisco VG 224 Analog Telephone Adaptor ATA,;
SCCP FAX ATA  SIP
SCCP
Y
Cisco Unified SRST ATA FAX
FAX RTP 0/8
ATA  ConnectMode Cisco Unified SRST 4.0
ATA ATA ConnectMode
2 1 Cisco ATA 186 and Cisco ATA 188 Analog
Telephone Adaptor Administrator's Guide for SCCP Parameters and Defaults

URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15 ms/english/administration/guide/scc

p/sccpach5.html

Cisco Unified SRST
[ oL-13143-02-J



http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7916/english/16enug.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7916/english/16enug.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15_ms/english/administration/guide/sccp/sccpach5.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15_ms/english/administration/guide/sccp/sccpach5.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15_ms/english/administration/guide/sccp/sccpach5.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15_ms/english/administration/guide/sccp/sccpach5.html

Cisco Unified Survivable Remote Site Telephony |

W Cisco Unified SRST

WAN H.323 VolP

WAN H.323 VolP
Communications Manager

Unified IP Phone

Cisco 10S H.323 Configuration Guide, Release 12.4T

Cisco Unified
H.323

Cisco

Configuring H.323 Gateways

Cisco Unified SRST  Cisco Unified Communications Manager
Cisco Unified SRST

Cisco Unified IP Phone
ephone Cisco Unified Communications Manager
call-manager-fallback

p.211

Cisco SRST V3.4
Cisco SRST V3.4
e Cisco SIP SRST 3.4

Cisco SIP SRST 3.4
Cisco SIP SRST 34 Session Initiation Protocol SIP
Cisco SIP SRST 34
User Agent B2BUA;
WAN
SIp SIP
Cisco SIP SRST 34 SIP WAN
RFC 3261 SIP
3.4 Skinny Client Control Protocol SCCP
SIP SIP SRST

Cisco SIP SRST Version 3.4 System Administrator Guide

Cisco SRST V3.3
Cisco SRST V3.3

e Secure SRST P.11
e Cisco Unified IP Phone 7970G Cisco Unified 7971G-GE

e show ephone P.11

Cisco Unified SRST
Cisco Unified SRST

SRST
Back-To-Back
SIP
SIP IP Phone

Cisco SIP SRST
SIP
34

P.11

Jll_ Cisco Unified SRST

OL-13143-02-J |


http://www.cisco.com/en/US/docs/ios/voice/h323/configuration/guide/12_4t/vh_12_4t_book.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/admin/sipsrst/configuration/guide/spsrover.html

| Cisco Unified Survivable Remote Site Telephony

Cisco Unified SRST ||

Secure SRST

Cisco IP Phone WAN
Cisco Unified Communications Manager WAN
Cisco Unified Communications Manager

Secure SRST WAN

Cisco Unified Communications Manager WAN
Cisco Unified Communications Manager Cisco Unified Communications Manager

Secure SRST SRST

SRST
ID P.151 Secure SRST

Cisco Unified IP Phone 7970G Cisco Unified 7971G-GE
Cisco Unified IP Phone 7970G 7971G-GE IP

Cisco Unified IP Phone 7970G 7971G-GE 8

SRST
Cisco Unified IP Phone 7900

Cisco Unified IP Phone 7970G 7971G-GE Cisco Unified IP Phone 7914
P.21 Cisco Unified IP Phone 7914

show ephone

show ephone Cisco Unified IP Phone 7970G Cisco Unified IP Phone 7971G-GE
Cisco Unified SRST and
Cisco Unified SIP SRST Command Reference (All Versions) show ephone
URL

http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.htmi

Cisco Unified SRST
[ oL-13143-02-J


http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco Unified Survivable Remote Site Telephony |

W Cisco Unified SRST

Cisco SRST V3.2
Cisco SRST V3.2

e alias p.12

e cor p.12

e pickup P.12

* user-locale p.12

e Cisco 3845 Cisco Unified IP Phone P.13
e MOH p.13

. P.13

e RFC 2833 DTMF P.13

. P.13

alias

alias

o cfw

e Cisco Unified Communications Manager
alias 50

o alias alternate-number
Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All Versions)

alias URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

cor
cor 20
Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All Versions)
cor URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
pickup
pickup Cisco Unified IP Phone  PickUp
SRST
DID
Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All Versions)
pickup URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
user-locale

user-locale
Cisco Unified Communications Manager V4.0

Cisco Unified SRST
OL-13143-02-J |


http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

| Cisco Unified Survivable Remote Site Telephony

Cisco 3845

MOH

RFC 2833 DTMF

Cisco Unified SRST ||

Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All Versions)
user-locale URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco Unified IP Phone

Cisco 3845 720 960  ephone-dn
Cisco 10S Survivable Remote Site Telephony (SRST) 3.2 Specifications
for Cisco 10S Software Release 12.3(11)T

Cisco Unified SRST moh-live moh-live
E&M FXO SRST Cisco IP
Phone MOH FXO
MOH MOH
Cisco IP Phone P.115 Cisco
Unified SRST MOH Cisco Unified Communications

Manager  Cisco Unified SRST

H.323 no h225 timeout keepalive
H.225 Cisco 10S Release
12.3(7)T1 P.26 Cisco Unified SRST
Cisco Skinny Client Control Protocol SCCP Cisco SRST
DTMF SCCP
SIP IVR
Cisco SRST 3.2 SCCP
DTMF SIP RFC 2833 SIP VolP
dtmf-relay rtp-nte P.265
A SIP Cisco Unified SRST
Cisco Unity Express SIP
SIP Notify Notify dtmf-relay sip-notify
sip-notify Cisco SRST 3.0 3.1

Cisco SRST 3.2
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Cisco Unified Survivable Remote Site Telephony |

W Cisco Unified SRST

P.86
translation-profile Cisco Unified SRST and Cisco Unified SIP SRST
Command Reference (All Versions) URL
http://www:.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco SRST V3.1
Cisco SRST V3.1
e Cisco Unified IP Phone 7920 P.14
e Cisco Unified IP Phone 7936 P.14
Y
Cisco Unified IP Phone Cisco Unified IP Phone 7900

Cisco Unified IP Phone 7920

Cisco Unified Wireless IP Phone 7920 IEEE 802.11b IP Phone Cisco
Unified Communications Manager Cisco Aironet 1200 1100 350 340 Wi-Fi IEEE
802.11b Cisco
AVVID Wireless Solution Cisco

QoS Quality Of Service

Cisco Unified IP Phone 7936

Cisco Unified IP Conference Station 7936 VolP IP
IP Conference Station IP
Cisco SRST V3.0
Cisco SRST V3.0
e IP Phone P.15
e H.450.2 H.450.3 P.15
e Cisco Unified IP Phone P.16
. P.16
e E1IR2 P.16
. p.17
. P.17
. Music On Hold P.17
. P.18

Cisco Unified SRST
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| Cisco Unified Survivable Remote Site Telephony

Cisco Unified SRST n
. 2 P.18
e show ephone P.18
. P.18
e 3 G.711 Ad Hoc P.18
e Cisco VG248 Analog Phone Gateway 1.2(2) P.18
IP Phone
Cisco Unified IP Phone 7940G Cisco Unified IP Phone 7960G
ISO-3166
~
Cisco SRST  Cisco Unified Communications Manager V3.2
H.450.2 H.450.3
Cisco SRST V1.0 Cisco SRST V2.0 Cisco SRST V2.1
3 Cisco
SRST Cisco SRST Cisco SRST V3.0
ITU-T H.450.2 H.450.2 ITU-T H.450.3 H.450.3
H.323
Cisco SRST V3.0 IP Phone H.450.2
H.450.3
H.450.2 H.450.3
PSTN IP Phone
Cisco SRST
P.66
Y
VolP H.450
H.450 Cisco SRST Cisco SRST V3.0
Cisco 10S Release 12.2(15)Z2J Cisco SRST
Cisco SRST V2.1 Cisco 10S Release 12.2(11)YT
Default Session Application
Enhancements
P.93 Cisco SRST 3.0 H.450.2 H.450.3

Cisco Unified SRST
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W Cisco Unified SRST

Cisco Unified IP Phone

Cisco Unified IP Phone 7905G
IP Phone 7960G Cisco Unified IP Phone 7910
system message

P.65 Cisco Unified IP Phone

max-dn
IP Phone 1
2
DN
IP Phone
P.66

E1 R2
Cisco SRST V3.0 El R2
El
R2 ITU-T Q.400-Q.490
R2
Cisco I0S R2
E1R2
ITU
ITU
R2
o ITU
. LME

Cisco Unified IP Phone 7940G Cisco Unified

IP Phone
2
1 ephone-dn ephone
Cisco SRST
max-dn Cisco SRST
R2
R2
ITU ITU
ITU
ITU
ITU
El R2

Jll_ Cisco Unified SRST
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Cisco Unified SRST

. Panaftel
e Telmex

e Telnor

Cisco IP Phone 2

e yy-mm-dd year-month-day
e yy-dd-mm year-day-month

P.62 IP Phone
huntstop channel
P.89
Music On Hold
Cisco SRST Music On Hold MOH MOH

P.113 XML API

Cisco Unified SRST
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W Cisco Unified SRST

Foreign Exchange Office FXO

P.91
2
2 Cisco SRST Cisco Unified IP Phone 2
PSTN
2 secondary-dialtone P.66
2
show ephone
show ephone
. 7905 7914 7935 ATA
e 1 DN Call-Forwarding All CFA
cfa
Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All Versions)
show ephone URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
Cisco SRST
3 G.711 Ad Hoc
Cisco SRST G.711 3 Ad Hoc
IP Phone 1 2
P.112 3 G.711 Ad Hoc

Cisco VG248 Analog Phone Gateway 1.2(1)

Cisco VG248 Analog Phone Gateway ~ Cisco AVVID Architecture for Voice, Video and Integrated Data

IP
Cisco VG248 Cisco Unified Communications Manager
FAX

Cisco Unified SRST
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| Cisco Unified Survivable Remote Site Telephony

Cisco Unified SRST n
Cisco Unified Communications Manager Cisco SRST  Cisco VG248  Cisco
Unified IP Phone Cisco Unified SRST Cisco VG248 48
Cisco Unified IP Phone Cisco VG248 1.2(2)
Cisco Unified SRST 21

Cisco VG248 Analog Phone Gateway Data Sheet

Gateway Version 1.2(1) Release Notes

Cisco VG248 Analog Phone

Cisco SRST Vva.1
Cisco SRST V2.1
e |P Phone P.19
e Cisco SRST P.20
e Cisco ATA 186 ATA 188 P.20
e Cisco Unified IP Phone 7902G P.20
e Cisco Unified IP Phone 7905G P.20
e Cisco Unified IP Phone 7912G P.20
e Cisco Unified IP Phone 7914 P.21
e dialplan-pattern p.21
A
Cisco Unified IP Phone Cisco Unified IP Phone 7900
IP Phone
Cisco Unified IP Phone 7940G Cisco Unified IP Phone 7960G
1SO-3166
Y
Cisco SRST  Cisco Unified Communications Manager V3.2
P.63 IP Phone

Cisco Unified SRST
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W Cisco Unified SRST

Cisco SRST
Cisco Unified Communications Manager 3.3(2)
Cisco SRST
Cisco ATA 186 ATA 188
Cisco ATA
IP
Cisco ATA
Cisco ATA 188 RJ-45 10/100BASE-T

Skinny Client Control Protocol SCCP

188

Cisco Unified IP Phone 7902G
Cisco Unified IP Phone 7902G

Cisco Unified IP Phone 7902G
LAN

Cisco Unified IP Phone 7905G
Cisco Unified IP Phone 7905G

Cisco Unified IP Phone 7905G

LAN
Cisco Unified IP Phone 7912G
Cisco Unified IP Phone 7912G
Cisco Unified IP Phone 7912G
LAN

SRST
Cisco SRST
Cisco ATA 186 Cisco ATA
IP Phone Cisco IP Phone
IP Phone
Liquid Crystal Display LCD;
4
4
PC LAN

Jll_ Cisco Unified SRST
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Cisco Unified IP Phone 7914

Cisco Unified IP Phone 7914
14

34

dialplan-pattern

dialplan-pattern
pattern

Command Reference (All Versions)
URL

Cisco Unified SRST ||

Cisco Unified IP Phone 7960G
IP Phone 2
28

extension-pattern
E.164
IP Phone
Cisco Unified SRST and Cisco Unified SIP SRST
dialplan-pattern

http://lwww.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco SRST V2.02
Cisco SRST 2.02

e Cisco Unified IP Phone Conference Station 7935 pP.21

. p.22

e PSTN BRI/PRI
p.22

Cisco Unified IP Phone Conference Station 7935

Cisco IP Conference Station 7935 IP

RJ-45 Cisco Catalyst 10/100
IP

Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified IP Phone 7935

Cisco Unified SRST

DTMF Cisco Unity

DHCP
Cisco 7935
Cisco 7935

LCD
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W Cisco Unified SRST

3

3 Cisco I0S Release 12.2(11)T
Cisco
Cisco 1751 24 96 120
Cisco 1760 24 96 120
Cisco 2600XM 24 96 120
Cisco 2691 72 216 288
Cisco 3640 72 216 288
Cisco 3660 240 720 960
Cisco 3725 144 432 576
Cisco 3745 240 720 960

PSTN BRI/PRI DTMF Cisco Unity

Cisco Unity Cisco SRST

e pattern direct

® pattern ext-to-ext busy

e pattern ext-to-ext no-answer

e pattern trunk-to-ext busy

e pattern trunk-to-ext no-answer

e vm-integration

Cisco Unified SRST
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| Cisco Unified Survivable Remote Site Telephony

Cisco Unified SRST and Cisco Unified SIP SRST Command Reference (All
Versions) P.193 Cisco Unified SRST
Cisco Unified SRST p.227 Cisco Unified SRST

pP.25 Cisco Unified SRST P.40

P.25 Cisco Unified SRST

Cisco Unified SRST
[ oL-13143-02-J


http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/command/reference/srstcr.html

Cisco Unified Survivable Remote Site Telephony |

Cisco Unified SRST
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Cisco Unified SRST

Revised: July 11, 2008

Cisco Unified Survivable Remote Site Telephony Cisco Unified SRST

Cisco Unified IP Phone Cisco Unified Communications
Manager
Cisco Unified IP Phone Cisco Unified IP Phone DN
Cisco Unified SRST Cisco Unified SRST
4.3 Supported Firmware, Platforms, Memory, and Voice Products

URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html

e Cisco Unified SRST P.26

e Cisco Unified IP Phone Cisco Unified Communications Manager
P.30

e Cisco Unified SRST P.34

e Cisco Unified SRST p.37

. P.39

. P.40

. P.42
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W Cisco Unified SRST

Cisco Unified SRST

Cisco Unified SRST Cisco Cisco IP Phone
Cisco Unified Communications Manager Cisco Unified SRST
Cisco IP Phone
Cisco Unified Communications Manager WAN
Cisco Unified Communications Manager WAN Cisco
Cisco IP Phone Cisco Unified SRST
Cisco Unified Communications Manager WAN Cisco Unified
Communications Manager Cisco Unified
IP Phone Cisco Unified SRST
Cisco Unified IP Phone Cisco Unified SRST

Cisco IP Phone
Simple Network Auto Provisioning SNAP;
Cisco IP Phone

Cisco Unified
Communications Manager WAN Cisco
Unified Communications Manager
Cisco Unified IP Phone Cisco Unified Communications
Manager
Cisco Unified SRST Cisco IP Phone
Settings Network Configuration Cisco Unified SRST IP
Settings 5
Cisco Unified Communications Manager
3 Cisco Unified Communications Manager
Cisco Unified SRST IP Cisco
Unified Communications Manager
N
Cisco Unified Communications Manager
Cisco Unified SRST Cisco IP Phone
Cisco IP Phone Cisco Unified
Communications Manager
Cisco Unified Communications Manager
3 30
Cisco Unified SRST
Cisco Unified Communications Manager
10 20 Cisco Unified SRST
Unified Communications Manager 1 Cisco Unified Communications Manager
Cisco
Unified Communications Manager
Y
Cisco Unified IP Phone ~ SRST
Cisco 7902 Cisco 7905 Cisco 7912 SRST

2 30

Cisco Unified SRST
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Cisco Unified SRST n
Cisco Unified IP Phone Cisco Unified Communications Manager Cisco Unified
Communications Manager Cisco Unified SRST

Cisco Unified Communications Manager
Cisco IP Phone  Cisco Unified SRST
Cisco Unified Communications Manager

Cisco Unified Communications Manager 1
Cisco IP Phone WAN 3
S
WAN Cisco Unified SRST Cisco Unified IP Phone

Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified IP Phone 7960G Cisco Unified IP Phone 7940G CM Fallback
Service Operating Cisco Unified IP Phone 7910 CM Fallback
Service Cisco Unified Communications Manager

Cisco Unified IP Phone

Cisco Unified Communications Manager Cisco Unified IP
Phone Cisco Unified Communications Manager
Cisco IP Phone Cisco Unified Communications Manager
120 Cisco Unified Communications Manager

Cisco Unified Communications Manager Administration Guide Device Pool
Configuration Settings Cisco Unified IP
Phone  Cisco Unified Communications Manager
Cisco Unified Communications Manager Cisco Unified IP Phone Cisco Unified SRST

WAN

Cisco Unified IP Phone Cisco Unified Communications Manager ~ Cisco Unified SRST
Cisco Unified IP Phone
Cisco Unified Communications Manager

1 Cisco Unified SRST Cisco IP Phone
WAN PSTN Cisco Unified IP Phone
WAN Cisco Unified Communications
Manager

Cisco Unified SRST
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Cisco Unified SRST |

W Cisco Unified SRST

1 Cisco Unified Communications Manager
Cisco Unified IP Phone

Cisco Unified SRST
L—43

I Cisco IP Phone Cisco Unified

Communications
Manage
pPC <
2 WAN
Cisco IP Phone Cisco Unified SRST Cisco Unified Communications
Manager Cisco Unified IP Phone Cisco
Unified SRST PSTN
2 Cisco Unified Communications Manager SRST
Cisco Unified IP Phone
twRSIL
Cisco Unified

Communications

Cisco Unified SRST
L—4

%2 Cisco IP Phone

U
(@)
146613

Cisco Unified SRST
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MGCP

Cisco Unified SRST ||
WAN H.323 Cisco Unified
IP Phone PSTN no

h225 timeout keepalive

H.323
WAN
H.323  PSTN
Phone
Media Inactive Call Detection
SRST
MGCP SRST
MGCP SRST
SRST MGCP
Cisco I0S Release 12.2(11)T MGCP  SRST
MGCP SRST
MGCP
SRST MGCP
12.3(14)T Cisco 10S 2
call application alternate 12.3(14)T
ccm-manager fallback-mgcp service
P.46 MGCP

Cisco Unified Communications Manager

Cisco Unified IP

no h225 timeout keepalive

H.225

PSTN

ccm-manager fallback-mgcp
Cisco 10S

SRST

fallback-mgcp

ccm-manager

MGCP
for Cisco Unified Communications Manager
Session Application

Cisco Unified SRST

Configuring MGCP Gateway Support

MGCP Gateway Fallback Transition to Default H.323
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Cisco Unified SRST |

W cisco Unified IP Phone Cisco Unified Communications Manager
Cisco Unified IP Phone Cisco Unified
Communications Manager
Cisco Feature Navigator Cisco SRST 1.0 Cisco Unified SRST
Cisco Unified IP Phone Cisco Unified
Communications Manager
e Cisco Unified SRST Cisco 10S P.30
e Cisco Unified IP Phone P.30
. P.31
e Cisco Unified Communications Manager P.32
. P.32
. P.32
o p.33
Cisco Unified SRST Cisco I0S
Cisco Unified SRST Cisco 10S
Cisco 10S Cisco Unified SRST
Cisco Unified SRST
Cisco 10S Cisco Feature Navigator
Cisco Feature Navigator http://www.cisco.com/go/cfn
Cisco.com

Cisco Unified IP Phone

Cisco Unified IP Phone Cisco Unified SRST 4.3 Supported
Firmware, Platforms, Memory, and Voice Products
URL
http://lwww.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html
Cisco Unified SRST 4.0 IP Phone
e Cisco Analog Telephone Adaptor ATA 186 Cisco ATA 188 2.16
Cisco Unified Communications Manager 3.3
Cisco Unified SRST Skinny Client Control Protocol SCCP
Cisco ATA 186 Cisco ATA 188
A
Cisco Unified SRST ATA FAX
FAX RTP 0/8
ATA  ConnectMode Cisco Unified SRST 4.0
ATA ATA ConnectMode
2 1 Cisco ATA 186 and Cisco ATA 188 Analog
Telephone Adaptor Administrator's Guide for SCCP Parameters and Defaults
URL

http://www.cisco.com/en/US/docs/voice_ip_comm/cata/186_188/2_15 ms/english/administration/guide/scc
p/sccpach5.html

Cisco Unified SRST
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| Cisco Unified SRST

Cisco Unified IP Phone Cisco Unified Communications Manager ||

e Cisco Unified IP Phone 7902G

e Cisco Unified IP Phone 7905G

e Cisco Unified IP Phone 7910

e Cisco Unified IP Phone 7911G

e Cisco Unified IP Phone 7912G

e Cisco Unified IP Phone 7914

e Cisco Unified Wireless IP Phone 7920

e Cisco IP Conference Station 7935

e Cisco Unified IP Conference Station 7936
e Cisco Unified IP Phone 7940G

e Cisco Unified IP Phone 7941G Cisco Unified IP Phone 7941G-GE
e Cisco Unified IP Phone 7960G
e Cisco Unified IP Phone 7961G Cisco Unified IP Phone 7961G-GE

e Cisco Unified IP Phone 7970G
e Cisco Unified IP Phone 7971G-GE

e Cisco VG224 Analog Phone Gateway 10S 12.4(4)XC Cisco 10S Software Release
12.4(4)XC Cisco Unified SRST 4.0 SCCP Controlled
Analog (FXS)Ports with Supplementary Features in Cisco 10S Gateways Enabling Fallback to Cisco
Unified SRST on the VVoice Gateway URL

http://www.cisco.com/en/US/docs/ios/12_4t/12_4t2/htlvg224.html

e Cisco VG248 Analog Phone Gateway 1.2(2)

Cisco Unified Communications Manager Cisco Unified SRST  Cisco VG248
Cisco Unified IP Phone Cisco Unified SRST Cisco VG248 48
Cisco IP Phone Cisco V(G248 1.2(1)
Cisco SRST 2.1 Cisco VG248 Analog Phone
Gateway Data Sheet Cisco VG248 Analog Phone Gateway Version 1.2(1) Release Notes
Cisco Unified IP Phone DN Cisco Unified SRST
Cisco Unified SRST 4.3 Supported Firmware, Platforms,
Memory, and Voice Products URL

http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html

Cisco Feature Navigator

Cisco 10S
Cisco
Feature Navigator Cisco Feature Navigator
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http://www.cisco.com/en/US/docs/voice_ip_comm/vg248/1_2_1/english/release/notes/vg248rn6.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html
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Cisco Unified SRST |

W cisco Unified IP Phone Cisco Unified Communications Manager
Cisco I10S
Cisco 10S
Cisco 10S
Cisco Feature
Navigator
S

Cisco 10S Cisco Unified SRST 4.3 Supported

Firmware, Platforms, Memory, and Voice Products

URL

http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html

Cisco Unified Communications Manager

Cisco Unified Communications Manager Compatibility Matrix

Cisco Unified SRST FXS FXO T1 E1 E1R2

Cisco SRST 3.2

. Cisco Unified Communications Manager 4.0

N

Cisco Unified IP Phone 7911G Cisco Unified IP Phone 7941G 7941G-GE Cisco Unified IP Phone
7961G 7961G-GE Cisco Unified IP Phone 7970G Cisco Unified IP Phone 7971G-GE

Cisco Unified SRST
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| Cisco Unified SRST

Cisco Unified IP Phone

Cisco Unified Communications Manager

Cisco SRST 3.2

basic-1tr6

basic-5ess

basic-dms100

basic-net3

basic-ni

basic-ntt NTT

basic-ts013

primary-4ess Lucent 4ESS
primary-5ess Lucent 5ESS
primary-dms100 Northern Telecom DMS-100
primary-net5 NET5
primary-ni National ISDN
primary-ntt NTT
primary-gsig QSIG
primary-ts014 TS014

Cisco Unified SRST

PRI

BRI
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W Cisco Unified SRST

Cisco Unified SRST
Cisco Unified SRST

. Cisco.com

Cisco.com WWW.CiSC0.com Register

e Cisco Unified SRST
http://www.cisco.com/cgi-bin/tablebuild.pl/ip-key

J Cisco Unified SRST SRST IP Phone
Directory Number DN;
p.31 p.37 Cisco Unified SRST
. SRST Cisco Unified Communications Manager

Cisco Unified SRST 4.3 Supported Firmware, Platforms, Memory, and Voice
Products URL
http://www.cisco.com/en/US/docs/voice_ip_comm/cusrst/requirements/guide/srs43spc.html

e Cisco Unified Communications Manager
Cisco Unified Communications Manager ~ Cisco Unified SRST
P.32 Cisco Unified Communications Manager

. P.34 Cisco Unified SRST

E911 P.230

Cisco Unified Communications Manager

Cisco Unified Communications Manager

e Cisco Unified Communications Manager (CallManager) Install and Upgrade Guides
URL

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_installation_guides_list.html

e Cisco Unified SRST  Cisco Unified Communications Manager Cisco Unified
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Cisco Unified Communications Manager Cisco 10S
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http://www.cisco.com/cgi-bin/tablebuild.pl/ip-iostsp

Cisco SRST Cisco Unified SRST
MOH
P.113 XML API

Download music-on-hold.au
Cisco SRST V2.0 V2.1

Cisco SRST V2.0 Cisco SRST V2.1

Center
Cisco SRST V1.0

Cisco SRST V1.0
Communications Manager

Cisco Unified SRST
Cisco Unified SRST

Cisco Communications Manager V3.0.5
Cisco Unified SRST

Cisco Software Center

Music On Hold MOH

Music On Hold
Technical Support Software

Cisco SRST Cisco Unified SRST

Cisco Software

http://www.cisco.com/public/sw-center/

Cisco Unified

Cisco Unified Communications Manager

Cisco Unified Communications Manager 2

Cisco Unified Communications Manager

Cisco Communications Manager V3.3

Cisco Communications Manager V3.3

IP

1 SRST

a. Cisco Unified Communications Manager
b. Find and List SRST References

c. SRST Reference Configuration

Address Cisco SRST
d. Insert
2 SRST

a. Cisco Unified Communications Manager

b. Device Pool Configuration

Cisco Unified SRST

SRST

SRST Cisco Unified SRST

System SRST
Add a New SRST Reference

SRST Reference Name IP
IP

System  Device Pool
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Use Default Gateway

V3.3 Cisco Unified Communications Manager
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Unified Communications Manager ~ Cisco Unified SRST
Cisco Unified SRST
Cisco Unified SRST

1 Cisco Unified Communications Manager ~ Phone Configuration

a. Cisco Unified Communications Manager Device Phone
b. Find and List Phones Find
c.

d. Phone Configuration

2 Phone Configuration Product Specific Configuration Cisco
Unified SRST Enabled Update

3 1 2 Phone Configuration Cisco
Unified SRST Enabled
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4 Cisco SRST V1.0 Cisco Unified SRST
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4.1 12.4(15)T  Cisco Unified SRST  E911 Cisco Emergency Responder
e 0911 Cisco Unified SRST
. IP Phone Cisco Unified SRST

Cisco Emergency Responder
Cisco Unified IP Phone
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Cisco Emergency Responder
911
Cisco Emergency Responder
ELIN
e Cisco Unified Wireless 7920 7921 IP Phone
P.236
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3.2 12.3n)T Cisco VolIP H.323 VoFR VOATM
3.1 12.3(N)T FXO FXS
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2.1 12.2(15)T Ear and Mouth E&M DID
202 [12.2(13)T FXO FXS T
Channel-Associated Signaling CAS;
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E&M T1CAS
2.0 12.2(8)T1
PRI BRI
2.0 12.2(8)T
e Cisco Unified IP Phone function SRST

2.0 12.2(2)XT

MeetMe

GPickUp
Park

Confrn
e Cisco IAD2420

Integrated Access Device IAD;

Cisco Unified SRST

1.0 12.2(2)XB .« 1
12.2(2)XG 12 SP+
12.1(5)YD .

Cisco 3660

S

Cisco Unified IP Phone Cisco IP Phone 30 VIP

Cisco IP Phone

Cisco IP SoftPhone Cisco uOne

Cisco IP Contact Center Cisco Unified

Communications Manager

Centralized Automatic Message Accounting CAMA

CAMA

CAMA

911
Cisco 3660
48 Cisco Unified IP Phone

Cisco

Jll_ Cisco Unified SRST

OL-13143-02-J |



| Cisco Unified SRST

Cisco Unified SRST
Cisco Unified SRST
Cisco Unified SRST
P.34 Cisco Unified SRST

5 Cisco Unified SRST
1. Cisco Unified SRST
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e Cisco 10S Voice Command Reference
e Cisco 10S Debug Command Reference
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o IP P.46
e MGCP SRST
e Cisco Unified SRST Phone DHCP P.51
. P.54
J Cisco Unified SRST P.55
e Cisco Unified SRST P.57
IP
IP Configuring IP Addressing
MGCP SRST
MGCP SRST SRST MGCP
SRST MGCP
Cisco 10S Release 12.3(14)T Cisco
10S
Y
ccm-manager fallback-mgcp
Y
MGCP PRI SRST
NVRAM SRST
MGCP MGCP PRI
Cisco I0S Release 12.3(14)T MGCP SRST
Cisco 10S Release 12.3(14)T MGCP
SRST
1. enable
2. configure terminal
3. ccm-manager fallback-mgcp
4. call application alternate [application-name]

service [alternate | default] service-name location
5. exit

Cisco Unified SRST
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5

enable

Router> enable

EXEC

configure terminal

Router# configure terminal

global

ccm-manager fallback-mgcp

Cisco Unified Communications Manager

Router (config)# ccm-manager fallback-mgcp MGCP SRST
call application alternate [application-name] |call application alternate MGCP
or
service [alternate | default] service-name
location
application-name
Router (config)# call application alternate
or
Router (config)# service default
DEFAULT
service
e alternate
e default
DEFAULT
e service-name
e Jocation TCL VoiceXML

URL

flash:filename
HTTP

TFTP tftp://../[filename
http://../filename

exit

Router (config)# exit

global
EXEC

Cisco Unified SRST
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Cisco I0S Release 12.3(14)T MGCP SRST
Cisco 10S Release 12.3(14)T MGCP SRST

Cisco 10S Release 12.3(14)T call application alternate service
service Cisco 10S Release 12.3(14)T

enable

configure terminal
ccm-manager fallback-mgcp
application [application-name]
global

service [alternate | default] service-name location

No a e b

exit

1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 ccm-manager fallback-mgcp

Cisco Unified Communications Manager

Router (config)# ccm-manager fallback-mgcp MGCP SRST
4 application [application-name] app"cation_name
Router (config) application app-xfer
DEFAULT

5 global global

Router (config)# global

Cisco Unified SRST
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6 service [alternate
location

Router (config) service myapp
https://myserver/myfile.vxml

| default] service-name

e alternate

e default

DEFAULT

® service-name

e |ocation TCL VoiceXML
URL

flash:filename  TFTP tftp://../filename

HTTP http://../filename
7 exit global
EXEC
Router (config)# exit
Cisco I0S Release 12.3(14)T MGCP SRST
Cisco 10S Release 12.3(14)T MGCP

SRST

isdn switch-

!

!
ccm-manager
ccm-manager
ccm-manager

mta receive
1

type primary-neth

fallback-mgcp

mgcp

config
maximum-recipients 0

controller E1 1/0
pri-group timeslots 1-12,16 service mgcp

controller E1 1/1

interface Ethernet0/0
ip address 10.48.80.9 255.255.255.0

half-duplex
!

interface Seriall/0:15
no ip address
no logging event link-status

isdn switch-

type primary-net5

isdn incoming-voice voice
isdn bind-13 ccm-manager
no cdp enable

call rsvp-sync

| oL-13143-02-J
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call application alternate DEFAULT

!|-—-- For Cisco IOS® Software Release 12.3(14)T or later,
this command was replaced by the service command

in global application configuration mode.

application

global

service alternate Default

|

voice-port 1/0:15

!

mgcp

mgcp dtmf-relay voip codec all mode cisco
mgcp package-capability rtp-package
mgcp sdp simple

|

mgcp profile default

|

|

!

dial-peer cor custom

|

|

1

dial-peer voice 10 pots
application mgcpapp
incoming called-number
destination-pattern 9T
direct-inward-dial

port 1/0:15

|

!

call-manager-fallback

limit-dn 7960 2

ip source-address 10.48.80.9 port 2000
max-ephones 10

max-dn 32

dialplan-pattern 1 704.... extension-length 4
keepalive 20

default-destination 5002

alias 1 5003 to 5002

call-forward busy 5002

call-forward noan 5002 timeout 12
time-format 24

|

!

line con 0

exec-timeout 0 0

line aux

Cisco Unified SRST
OL-13143-02-J |



Cisco Unified SRST Phone DHCP

Cisco 10S DHCP Server

DHCP DHCP
Cisco Unified Communications Manager

Cisco IP Phone Cisco Unified SRST DHCP
DHCP Cisco IP Phone IP DHCP
150 TFTP IP Cisco
Unified Communications Manager DHCP Cisco
Unified Communications Manager TFTP
DHCP SRST
DHCP DHCP WAN
WAN Cisco Unified IP Phone = DHCP
1
DHCP DHCP
IP DHCP
WAN IP
Cisco Unified IP Phone DHCP
. DHCP IP P.51 Cisco Unified SRST
DHCP DHCP
o Cisco Unified IP Phone DHCP IP p.52
Cisco Unified SRST DHCP IP Phone DHCP
e DHCP P.53 Cisco Unified SRST DHCP
IP Phone DHCP DHCP
DHCP IP
IP DHCP
150 TFTP IP
DHCP 1 DHCP IP
IP Phone TFTP

ip dhcp pool pool-name
network ip-address [mask | prefix-length]
option 150 ip ip-address

default-router ip-address

a k0 bh =

exit

Cisco Unified SRST
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5

ip dhcp pool pool-name DHCP
DHCP
Router (config)# ip dhcp pool mypool
network ip-address [mask | prefix-lengthl] DHCP IP

Router (config-dhcp) # network 10.0.0.0 255.255.0.0

option 150 ip ip-address

Cisco IP Phone

Router (config-dhcp)# option 150 ip 10.0.22.1 TFTP
Cisco Unified
Communications Manager 1P
default-router ip-address Cisco Unified IP Phone
Router (config-dhcp) # default-router 10.0.0.1 ° WAN SRST
Cisco
Unified SRST

Cisco IP Phone

Cisco Unified SRST

exit

Router (config-dhcp) # exit

DHCP

Cisco Unified IP Phone

DHCP

DHCP IP

Cisco Unified IP Phone

a > 0 bh

ip dhcp pool pool-name
host ip-address subnet-mask
option 150 ip ip-address
default-router ip-address

exit

Jll_ Cisco Unified SRST
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DHCP

ip dhcp pool pool-name

Router (config)# ip dhcp pool pool2

DHCP
DHCP

host ip-address subnet-mask

Router (config-dhcp)# host 10.0.0.0 255.255.0.0

option 150 ip ip-address

Router (config-dhcp) # option 150 ip 10.0.22.1

Cisco IP Phone

TFTP
Cisco Unified Communications
Manager IP

default-router ip-address

Router (config-dhcp) # default-router 10.0.0.1

Cisco Unified IP Phone

. WAN SRST

Cisco Unified SRST
Cisco IP Phone
Cisco Unified SRST

exit DHCP
Router (config-dhcp) # exit
Cisco Unified IP Phone LAN DHCP
DHCP DHCP Cisco 10S DHCP

DHCP

Cisco 10S DHCP
Cisco Unified SRST

service dhcp
interface type number

ip helper-address ip-address

EalE )

exit

Cisco Unified SRST

Cisco IOS DHCP Server

DHCP
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1 service dhcp Cisco 10S DHCP

Router (config)# service dhcp

2 interface type number

Cisco I0S Interface and
Hardware Component Command Reference, Release

12.3T
3 ip helper-address ip-address TFTP Domain Name System DNS;

Router (config)# interface serial 0

Router (config-if)# ip helper-address 10.0.22.1

ip helper-address

ip helper-address
TFTP

4 exit

Router (config-if)# exit

30

1. call-manager-fallback
2. keepalive seconds

3. exit

Cisco Unified SRST
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1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 keepalive seconds Cisco Unified IP Phone
Router (config-cm-fallback)# keepalive 60 e seconds 10 65535 30
3 exit call-manager-fallback

Router (config-cm-fallback)# exit

45
call-manager-fallback
keepalive 45
Cisco Unified SRST
Cisco Unified SRST Cisco Unified Communications Manager

Cisco Unified IP Phone
Cisco Unified Communications Manager

Cisco Unified IP Phone Cisco Unified SRST
global

call-manager-fallback

ip source-address ip-address [port port] [any-match | strict-match]
max-dn max-directory-numbers [dual-line] [preference preference-order]
max-ephones max-phones

limit-dn {7910 | 7935 | 7940 | 7960} max-lines

o a0 bd =

exit

Cisco Unified SRST
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call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

ip source-address ip-address [port port]
[any-match | strict-match]

Router (config-cm-fallback)# ip source-address
10.6.21.4 port 2002 strict-match

IP Cisco IP Phone
IP

2000

max-dn max-directory-numbers [dual-line]
[preference preference-order]

Router (config-cm-fallback)# max-dn 15
dual-line preference 1

Directory Number DN;

e max-directory-numbers

0 p.31
e dual-line Cisco Unified
Communications Manager
IP Phone 2

e preference preference-order

VolP
0 10 0
alias alias
preference
alias preference

max-dn

max-dn alias

P.76

Jll_ Cisco Unified SRST

OL-13143-02-J |



4 max-ephones max-phones Cisco IP Phone
0

Router (config-cm-fallback)# max-ephones 24

P.31

N

Cisco IP Phone

5 1limit-dn {7910 | 7935 | 7940 | 7960} Cisco Unified Communications Manager
_l' .
max-lines Cisco IP Phone

Router (config-cm-fallback)# limit-dn 7910 2

N

Cisco Unified SRST
Cisco Unified SRST

1 6
6
6 exit call-manager-fallback
Router (config-cm-fallback)# exit
Cisco Unified SRST
Cisco Unified SRST
1 show running-config
2 show call-manager-fallback all Cisco Unified SRST
3 Cisco IP Phone  Settings IP
Cisco Unified SRST IP
4 Cisco IP Phone  TCP 2000 Skinny Client Control Protocol SCCP
Cisco IP Phone Cisco Unified Communications Manager
Cisco Unified SRST
a. IP access-list Cisco Unified IP Phone  Cisco Unified Communications

Manager

Cisco Unified SRST
[ oL-13143-02-J



WAN Cisco Unified SRST Cisco Unified IP Phone
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco IP Phone 7960 Cisco IP Phone 7940 CM Fallback
Service Operating Cisco IP Phone 7910 CM Fallback Service
Cisco Unified Communications Manager
Cisco IP Phone

b. access-list no
c. debug ephone register Cisco Unified SRST Cisco IP Phone
d. show ephone Cisco Unified SRST Cisco IP Phone

Cisco Unified SRST

e Cisco IP Phone debug ephone keepalive

e Cisco IP Phone debug ephone register

e Cisco IP Phone debug ephone state

e Cisco IP Phone debug ephone detail

e Cisco IP Phone debug ephone error

e Cisco IP Phone debug ephone statistics

. 1024 1

debug ephone pak
J SCCP
debug ephone raw
Cisco 10S Cisco 10S Debug

Command Reference Cisco 10S Software
Support Resources Command References

Cisco Unified SRST
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Cisco Unified
IP Phone

Cisco Unified SRST P.40

Cisco Unified SRST
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Cisco Unified SRST
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Cisco Unified IP Phone

Revised: July 11, 2008

Cisco Unified
Communications Manager Cisco Unified IP Phone
e Cisco Unified IP Phone P.61
e Cisco Unified IP Phone P.62
e Cisco Unified SRST Cisco IP Communicator p.71
. p.72
Cisco Unified IP Phone
Cisco Unified SRST Cisco Unified IP Phone IP Phone
Cisco Unified Communications Manager Cisco Unified Communications
Manager Cisco Unified Communications Manager
Cisco Unified IP Phone
4
IP Phone  Cisco Unified Communications Manager
2 2 PSTN

Cisco Unified Communications Manager

Cisco Unified SRST
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W Cisco Unified IP Phone

Cisco Unified IP Phone

e |P Phone P.62

e |P Phone P.63

e Cisco Unified IP Phone P.65

. 2 P.66

. P.66

. 8 P.68

IP Phone
Cisco Unified IP Phone 7970G Cisco Unified IP Phone 7971G-GE IP Phone Cisco Unified
Communications Manager SRST SRST
Coordinated Universal Time UTC; SRST
uTC
Cisco IP Phone 7960 SCCP Cisco IP Phone7940 SRST
SRST Cisco Unified SRST
Network Time Protocol NTP; Cisco Unified SRST
NTP

uTC NTP
clock timezone Cisco Unified SRST
Cisco Unified Communications Manager Cisco Unified IP
Phone date-format
time-format

clock timezone zone hours-offset [minutes-offset]
call-manager-fallback

date-format {mm-dd-yy | dd-mm-yy | yy-dd-mm | yy-mm-dd}
time-format {12 | 24}

a > w0 bh =

exit

Cisco Unified SRST
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| Cisco Unified IP Phone

Cisco Unified IP Phone u
1 clock timezone zone hours-offset

[minutes-offset]

® zone

zone

Router (config)# clock timezone PST -8 7

e hours-offset uTC

e minutes-offset UTC

2 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

3 date-format {mm-dd-yy | dd-mm-yy | yy-dd-mm |
yy-mm-dd}

Router (config-cm-fallback)# date-format yy-dd-mm

IP Phone
mm-dd-yy dd-mm-yy yy-dd-mm
yy-mm-dd

e dd
* mm
Yy
mm-dd-yy
4 time-format (12 | 24} Cisco Unified IP Phone
Ro;ter(config—cm—fallback)# time-format 24 12

5 exit

Router (config-cm-fallback)# exit

call-manager-fallback

uTC 8
24

Router (config)# clock timezone PST -8
Rounter (config)# call-manager-fallback

Pacific Standard Time PST,;

Rounter (config-cm-fallback)# time-format 24

IP Phone
Cisco Unified Communications Manager Cisco Unified IP Phone
us 1ISO-3166 Cisco Unified IP Phone 7940
Cisco Unified IP Phone 7960 user-locale
S

Cisco Unified Communications Manager V3.2 Cisco

SRST V2.1 Cisco Unified SRST V2.1 Cisco Unified

Communications Manager V3.2

us

Cisco Unified SRST

| oL-13143-02-J
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Cisco Unified IP Phone |

W Cisco Unified IP Phone

1. call-manager-fallback
2. user-locale country-code

3. exit

1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 user-locale country-code

Router (config-cm-fallback)# user-locale ES

Cisco IP Phone 7940 Cisco IP Phone 7960

1SO-3166 Cisco Communications

Manager V3.2
Cisco SRST Cisco Unified SRST

DE
DK
ES
FR
IT

JP Cisco Unified
Communications Manager V4.0

NL
NO
PT
RU
SE
us

3 exit

Router (config-cm-fallback)# exit

call-manager-fallback

call-manager-fallback
user-locale PT

Jll_ Cisco Unified SRST
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| Cisco Unified IP Phone

Cisco Unified IP Phone n
Cisco Unified IP Phone
system message Cisco Unified Communications Manager
Cisco Unified IP Phone 7910 Cisco Unified IP Phone 7940G Cisco Unified IP Phone 7960G
primary  secondary primary
IP Phone Cisco
IP Phone 7940 Cisco IP Phone 7960
IP Phone CM Fallback Service Operating
secondary Cisco
Unified IP Phone Cisco IP Phone 7910 IP Phone

IP Phone
CM Fallback Service

Cisco Unified Communications Manager

1. call-manager-fallback
2. system message {primary primary-string | secondary secondary-string}
3. exit

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 system message {primary primary-string | IP Phone
secondary secondary-string}

. * primary primary-string
Router (config-cm-fallback)# system message

Cisco
primary Custom Message

Unified IP Phone Cisco Unified IP Phone 7940
Cisco Unified IP Phone 7960
27 30

e secondary secondary-string
Cisco Unified IP Phone
Cisco Unified IP Phone 7910
20

3 exit call-manager-fallback

Router (config-cm-fallback)# exit

Cisco Unified SRST
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Cisco Unified IP Phone |

W Cisco Unified IP Phone

Cisco Unified IP Phone
SRST V3.0

call-manager-fallback
system message primary SRST V3.0
system message secondary SRST V3.0
exit

2 PSTN

1. call-manager-fallback
2. secondary-dialtone digit-string

3. exit

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 secondary-dialtone digit-string 2

Router (config-cm-fallback)# secondary-dialtone 9

3 exit call-manager-fallback

Router (config-cm-fallback)# exit

8 2

call-manager-fallback
secondary-dialtone 8

Cisco Unified Communications Manager

P.93
Cisco SRST 3.0 H.450.2 H.450.3
Cisco Unified Communications Manager IP Phone
max-dn IP Phone 1 2
2 1

Cisco Unified SRST
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| Cisco Unified IP Phone

IP Phone
2
Navigation
ephone-dn

P.89

1. call-manager-fallback

Cisco Unified IP Phone

2. max-dn max-directory-numbers [dual-line] [preference preference-order]

3. exit

1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 max-dn max-directory-numbers [dual-line]
[preference preference-order]

Router (config-cm-fallback)# max-dn 15
dual-line preference 1

Directory Number DN;

e max-directory-numbers

0 p.31
e dual-line Cisco Unified
Communications Manager
IP Phone 2

e preference preference-order

VolP
0 10 0
alias alias
preference
alias preference
max-dn
max-dn alias
P.76

3 exit

Router (config-cm-fallback)# exit

call-manager-fallback

Cisco Unified SRST
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W Cisco Unified IP Phone

Unified Communications Manager

call-manager-fallback
max-dn 10 dual-line
exit

Cisco I0S

remoteMultiline

Cisco Unified SRST 7.0/4.3
e Cisco Unified Communications Manager 6.0

12.4(15)XZ

DN

IP Phone

ephone

huntstop chan tag

10

Cisco

remoteMultiline

tag 1 8

Jll_ Cisco Unified SRST
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| Cisco Unified IP Phone

Cisco Unified IP Phone

. Cisco Unified IP Phone 7902 7920 7931 Cisco ATA
Cisco VG224
e SIP H.323 SIP
SIP
1. enable
2. configure terminal
3. call-manager-fallback
4. max-dn max-no-of-directories [dual-line | octo-line] [<num> octo-line]
5. huntstop channel 1-8
6. end
1 enable EXEC

Router> enable

2 configure terminal g|0bﬂ

Router# configure terminal

3 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

4 max-dn max-no-of-directories [dual-line | Directory Number DN;
octo-line] [<num> octo-line]

Router (config-cm-fallback)# max-dn 15
dual-line 6 octo-line
e max-directory-numbers

0
e dual-line Cisco Unified
Communications Manager
IP Phone 2
e octo-line Cisco Unified
Communications Manager
IP Phone 8
e num
0 8
8

Cisco Unified SRST
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W Cisco Unified IP Phone

5 huntstop channel 1-8
Router (config-cm-fallback)# huntstop channel 4
e number
1 8
8
L]
6 end EXEC
Router (config)# end
8 23
6

|
call-manager-fallback
max-dn 23 octo-line 8

huntstop channel 6
|

Cisco Unified SRST
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| Cisco Unified IP Phone

Cisco Unified SRST Cisco IP Communicator

Cisco Unified SRST Cisco IP Communicator

Cisco IP Communicator
Cisco IP Communicator

IP Phone
Cisco IP Communicator

e Cisco Unified SRST TFTP IP

e PC PC

1. Cisco IP Communicator PC

2. PC

3. Cisco IP Communicator

4. Cisco Unified SRST TFTP IP

5. Cisco IP Communicator Cisco Unified SRST

6. Cisco Unified SRST Cisco IP Communicator
1 Cisco IP Communicator PC
2 PC

3 Cisco IP Communicator

4 Cisco Unified SRST TFTP IP

a. Network > User Preferences

b. Cisco Unified SRST TFTP IP

5 Cisco IP Communicator Cisco Unified SRST

Cisco Unified SRST
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Cisco IP Communicator

1 show running-config ephone-dn ephone

2 Cisco IP Communicator  Cisco Unified CME

Cisco IP Communicator

debug ephone detail
Cisco 10S Debug Command Reference

P.73

Cisco Unified SRST P.40

Cisco Unified SRST
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Revised: July 11, 2008

Cisco Unified Survivable Remote Site Telephony SRST

. P.73
. P.74
* WAN H.323 VolP P.109
. P.109
Cisco Unified SRST Cisco Unified Communications Manager

Cisco Unified Communications Manager
Cisco Unified IP Phone

Cisco Unified SRST
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. P.74
. P.92

p.74
p.76
P.79
p.82
P.83
P.85
P.86
P.88
P.89
P.90
p.o1
Cisco Unified Communications Manager
1 E.164

call-manager-fallback
call-forward busy directory-number

call-forward noan directory-number timeout seconds

> L h =

exit

Cisco Unified SRST
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1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 call-forward busy directory-number Cisco IP Phone
Router (config-cm-fallback)# call-forward busy ° directory-number E.164
50..
3 call-forward noan directory-number timeout Cisco IP Phone
seconds
e directory-number E.164

Router (config-cm-fallback) # call-forward noan
5005 timeout 10

e timeout seconds

seconds 3 60000
4 exit call-manager-fallback
Router (config-cm-fallback)# exit
IP Phone
5005 15
5005
call-manager-fallback
call-forward busy 5005
call-forward noan 5005 timeout seconds 15
call-forward busy 50..
2 50
6002
5002
3442 5042
15

call-manager-fallback
call-forward busy 50..
call-forward noan 50.. timeout seconds 15

Cisco Unified SRST
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S
alias default-destination default-destination
alias
Cisco Unified Communications Manager
50
alias
alternate-number
alternate-number
alias
alternate-number Cisco Unified SRST IP Phone
E.164 alternate-number
IP Phone POTS
number-pattern POTS
alternate-number
number-pattern IP Phone
alternate-number IP Phone
cfw
S
call-manager-fallback SRST
cfw
SRST
SRST 2 SRST
cfw
1001
1001
call-manager-fallback
max-dn 2
2
alias

alias 1 1001 to 1001 preference 1 cfw 2001 timeout 20

Jll_ Cisco Unified SRST
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1001

alias

huntstop
huntstop
number-pattern
no huntstop

huntstop

1. call-manager-fallback

1001 2
1 2001 alias

alias

call-manager-fallback no
alias

number-pattern
number-pattern 2

no huntstop

huntstop

2. alias tag number-pattern to alternate-number [preference preference-value] [cfw number timeout

timeout-value] [huntstop]

3. max-dn max-directory-numbers [dual-line] [preference preference-order]

end

5. show dial-peer voice summary

| oL-13143-02-J
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1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 alias tag number-pattern to Cisco Unified Communications Manager
alternate-number [preference

preference-value] [cfw number timeout
timeout-value] [huntstop]

e tag 1

Router (config-cm-fallback)# alias 1 60.. 50
to 5001 preference 1 cfw 2000 timeout 10 * number-pattern

* to tag
e alternate-number

Cisco Unified SRST
IP Phone
alias

e preference preference-value

0 10 max-dn

e cfw number cfw

e timeout timeout-value

3 60000
e huntstop
3 max-dn max-directory-numbers [dual-line]
[preference preference-order]
VolP
Router (config-cm-fallback)# max-dn 10
preference 2
* max-dn alias
[ ]
max-dn preference alias

Cisco Unified SRST
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4 end EXEC
Router (config-cm-fallback)# end
5 show dial-peer voice summary
[ ]
Router# show dial-peer voice summary alias
alias preference max-dn
cfw
1000
1000 2000 SRST
10 3000
call-manager-fallback
alias 1 1000 to 1000 preference 1 cfw 2000 timeout 10
max-dn 10 preference 2
call-forward busy 3000
call-forward noan 3000 timeout 10
pickup SRST PickUp
PickUp telephone-number DID
IP Phone Group PickUp
GPickUp
PickUp SRST SRST
telephone-number
SRST  pickup Cisco Unified Communications Manager
A
Cisco 7905 Cisco 7912 IP Phone Cisco Unified Communications Manager Release 4.0(1)
PickUp
Cisco 7905 Cisco 7912 IP Phone  PickUp
Cisco Unified Communications Manager 4.0(1) Sr2

cmterm-7905g-sccp.3-3-8.exe
cmterm-7912g-sccp.3-3-8.exe

call-manager-fallback
no huntstop
alias tag number-pattern to alternate-number

pickup telephone-number

a w0 bh =

end

| oL-13143-02-J
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call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

no huntstop

Router (config-cm-fallback)# no huntstop

alias tag number-pattern to alternate-number

Router (config-cm-fallback)# alias 1
8005550100 to 5001

Cisco Unified Communications Manager

e tag
50

* number-pattern

* o tag

¢ alternate-number

Cisco Unified SRST

alias

IP Phone

pickup telephone-number

Router (config-cm-fallback)# pickup 8005550100

Cisco Unified IP Phone  PickUp

SRST

DID

telephone-number

end

Router (config-cm-fallback) # end

EXEC

pickup alias

pickup alias

call-manager-fallback

no huntstop

alias 1 8005550100 to 5001
alias 2 8005550100 to 5002
alias 3 8005550100 to 5003
alias 4 8005550100 to 5004
pickup 8005550100

Cisco Unified SRST

show running-config
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800 555-0100 DID alias 4
5001 5004 pickup
5002 DID 5001 5003 5004
PickUp
pickup DID
5004 5001 pickup

5001 800 555-0100

pickup

Cisco Unified SRST 4.3
PSTN

Cisco Unified Communications Manager
call-manager-fallback
transfer-system full-consult

2 Cisco Unified
SRST
auto-line
Transfer
Transfer
PSTN
Cisco Unified SRST Cisco I0S
PARK FAC
Cisco I0S 10
~
P.82
debug ephone
error

Cisco 10S Survivable Remote Site Telephony Version 3.2 System Administrator Guide

Cisco Unified SRST
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No Line Available

Cisco Unified SRST 4.3
e Cisco Unified SRST 4.3
e Cisco Unified Communications Manager 6.0

e Cisco I0S 12.4(15)XZ
Cisco Unified SRST 4.3
e Cisco 3200 Mobile Access Router SRST
1. enable
2. configure terminal
3. call-manager-fallback
4. transfer-digit-collect {new-call | orig-call}
5. end

Cisco Unified SRST
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1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

4 transfer-digit-collect {new-call | orig-call}

Router (config-cm-fallback) # e new-call
transfer-digit-collect orig-call

e orig-call
Cisco Unified SRST 4.3
5 end EXEC
Router (config)# end
orig-call transfer-digit-collect
!
call-manager-fallback
transfer-digit collect orig-call
!
dialplan-pattern E.164
extension-pattern
0101 4 408-555-0101 DID

dialplan-pattern
no-reg
E.164

Cisco Unified SRST
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1. call-manager-fallback

2. dialplan-pattern tag pattern extension-length length [extension-pattern extension-pattern] [no-reg]

3. exit

1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 dialplan-pattern tag pattern extension-length E.164
length [extension-pattern extension-pattern]
[no-reg]
Router (config-cm-fallback)# dialplan-pattern ° tag 10
1 4085550100 extension-length 3 1
extension-pattern 4.. 5
e npattern
Y
4xx 1 2
40855501xx PSTN
412 4085550112
e extension-length
e length 1 32
* extension-pattern
pattern E.164
e extension-pattern
1
5.. 500 599
5... 5000 5999
* no-reg E.164
3 exit call-manager-fallback
Router (config-cm-fallback)# exit
4085550 101 199
1 4085550144
1 extension-length
144 3 1D

call-manager-fallback
dialplan-pattern 1 40855501..

extension-length 3 no-reg

Jll_ Cisco Unified SRST
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3 0 4
400 499

call-manager-fallback
dialplan-pattern 1 40855500.. extension-length 3 extension-pattern 4..

dialplan-pattern 4085559
801 899 2
number 2 POTS
801 4085559001

call-manager-fallback
dialplan-pattern 2 40855590.. extension-length 3 extension-pattern 8..

Cisco Unified Communications Manager

Cisco 10S Voice
Configuration Library

Cisco SRST 3.2 Cisco Unified SRST 4.0 translate
P.86
Cisco SRST 3.2

. Answer Number Indication ANI Dialed Number Identification
Service DNIS;

show translation-rule

1. call-manager-fallback
2. translate {called | calling} translation-rule-tag

exit

Cisco Unified SRST
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1 call-manager-fallback call-manager-fallback
Router (config)# call-manager-fallback
2 translate {called | calling} Cisco Unified Communications Manager
translation-rule-tag Cisco Unified IP
: Phone
Router (config-cm-fallback)# translate called 20
e called
e calling
e translation-rule-tag 1
2147483647
3 exit call-manager-fallback
Router (config-cm-fallback)# exit
1111 10 Cisco Unified
Communications Manager 1111 2222
translation-rule 10
rule 1 1111 2222 abbreviated
exit
call-manager-fallback
translate calling 10
20 1
1 15 1234 2345
translation-rule 20
rule 1 1234 2345 abbreviated
exit
Cisco SRST 3.2 Cisco Unified SRST 4.0
[ )
[ ]
[ )
voice translation-rule rule
voice translation-profile translate

SRST
call-manager fallback

Cisco Unified SRST
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Cisco IP Phone SRST 1 1
A
Cisco SRST 3.2 Cisco Unified SRST 4.0 P.85
voice translation-rule translation-profile
Cisco 10S
Voice Command Reference voice translation-rule

VolP Gateway Trunk and
Carrier Based Routing Enhancements

1. voice translation-rule number
2. rule precedence/match-pattern/ /replace-pattern/
3. exit
4. voice translation-profile name
5. translate {called | calling | redirect-called} voice-translation-rule-tag
6. exit
7. call-manager-fallback
8. translation-profile {incoming | outgoing} name
9. exit
1 voice translation-rule number voice translation-rule
Router (config)# voice translation-rule 1 e number 1
2147483647
2 rule precedence/match-pattern/
/replace-pattern/
e precedence 1 15

Router (cfg-translation-rule)# rule 1/°9/ //
e match-pattern

Stream Editor SED /

e replace-pattern

SED
/
3 exit voice translation-rule
Router (cfg-translation-rule)# exit
4 voice translation-profile name
: ®* pame
Router (config)# voice translation-profile 31

namel

Cisco Unified SRST
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5 translate {called | calling |
redirect-called} translation-rule-number
e called
Router (cfg-translation-profile)# translate i
called 1 e calling
e redirect-called
e translation-rule-number 1
2147483647
6 exit translation-profile
Router (cfg-translation-profile)# exit
7 call-manager-fallback call-manager-fallback
Router (config)# call-manager-fallback
8 translation-profile {incoming | outgoing} Cisco IP Phone
name
: * incoming
Router (config-cm-fallback) #
translation-profile outgoing namel
e outgoing
®* name
9 exit call-manager-fallback
Router (config-cm-fallback)# exit
2 namel
rulel rule2
SRST Cisco Unified IP Phone namel

voice translation-profile namel
translate calling 1
translate called redirect-called 2

call-manager-fallback
translation-profile incoming namel

1. show voice translation-rule number

2. test voice translation-rule number input-test-string [type match-type [plan match-type]]

Cisco Unified SRST
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1 show voice translation-rule number

Router# show voice translation-rule 6

Translation-rule tag: 6
Rule 1:
Match pattern: 65088801..
Replace pattern: 6508880101
Match type: none Replace type: none
Match plan: none Replace plan: none

2 test voice translation-rule number input-test-string [type match-type [plan match-type]]

Cisco 10S Voice
Command Reference test voice translation-rule
Router (config)# voice translation-rule 5
Router (cfg-translation-rule)# rule 1 /201/ /102/
Router (cfg-translation-rule)# end
Router# test voice translation-rule 5 2015550101
Matched with rule 5
Original number:2015550101 Translated number:1025550101

Original number type: none Translated number type: none
Original number plan: none Translated number plan: none

Cisco Unified Communications Manager
no huntstop
Cisco 10S Voice Configuration Library

P.66

huntstop channel

30

1. call-manager-fallback
2. huntstop [channel]
3. exit

Cisco Unified SRST
[ oL-13143-02-J


http://www.cisco.com/en/US/docs/ios/voice/command/reference/vr_book.html
http://www.cisco.com/en/US/docs/ios/voice/command/reference/vr_book.html
http://www.cisco.com/en/US/docs/ios/voice/command/reference/vr_book.html
http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_voice_configuration_library_glossary/vcl.htm

1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 huntstop [channel]

Router (config-cm-fallback)# huntstop channel

Communications Manager
Cisco Unified IP Phone

. channel

3 exit

Router (config-cm-fallback)# exit

call-manager-fallback

Cisco Unified Communications Manager

call-manager-fallback
no huntstop channel

1. call-manager-fallback
2. timeouts busy seconds
3. exit

Jll_ Cisco Unified SRST
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1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 timeouts busy seconds

Router (config-cm-fallback)# timeouts busy 20 e seconds

10

N

30

3 exit

Router (config-cm-fallback)# exit

call-manager-fallback

call-manager-fallback
timeouts busy 20

20

Foreign Exchange Office FXO

1. call-manager-fallback
2. timeouts ringing seconds
3. exit

Cisco Unified SRST
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1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 timeouts ringing seconds

Router (config-cm-fallback)# timeouts ringing 30

5 60000

3 exit

Router (config-cm-fallback)# exit

call-manager-fallback

call-manager-fallback
timeouts ringing 30

Cisco SRST 3.0 H.450.2
P.93
Cisco SRST 3.0
p.97
o P.101
o P.102
. P.103
Cisco Unified SRST Cisco Unified IP Phone

Cisco Unified IP Phone
Cisco Unified IP Phone
32

transfer-pattern

1. call-manager-fallback
2. transfer-pattern transfer-pattern
3. exit

30

P.92
H.450.3

H.450.2

pP.107

Jll_ Cisco Unified SRST
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1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 transfer-pattern transfer-pattern IP Phone
IP
Router (config-cm-fallback)# transfer-pattern Cisco Unified IP Phone
52540..
e transfer-pattern

3 exit call-manager-fallback

Router (config-cm-fallback)# exit

transfer-pattern 5550100 5550199 IP Phone

IP Cisco Unified IP Phone
call-manager-fallback
transfer-pattern 55501..
Cisco SRST 3.0 H.450.2 H.450.3
H.450.2 ITU-T H.450.2 ITU-T H.450.3
H.450.2
H.450.3
A
Cisco SRST 3.1 Cisco Unified SRST 4.0 H.450.2
. IP Phone 2
max-dn dual-line

* VolP

* VolP

Cisco 10S Release 12.3(2)T
Cisco SRST 3.0

H.450

Cisco Unified SRST
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H.450.12

—

call-manager-fallback

call-forward pattern pattern

transfer-system {blind | full-blind | full-consult | local-consult}
transfer-pattern transfer-pattern

exit

voice service voip

h323

h450 h450-2 timeout {T1 | T2 | T3 | T4} milliseconds

end

© © N ks~ WD

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 call-forward pattern pattern H.450.3

e pattern H.450.3

Router (config-cm-fallback)# call-forward

pattern 4... H.450.3

H.450.3

Cisco Unified SRST
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transfer-system {blind | full-blind |
full-consult | local-consult}

Router (config-cm-fallback)# transfer-system
full-consult

Cisco ATA Cisco VG224 SCCP
FXS
Cisco Unified SRST
¢ blind
Y
blind
full-blind full-consult
e full-blind H.450.2
e full-consult 2
2
full-blind
e local-consult 2

blind

transfer-pattern transfer-pattern

Router (config-cm-fallback)# transfer-pattern
52540. .

Cisco Unified IP Phone

e transfer-pattern

exit

Router (config-cm-fallback)# exit

call-manager-fallback

@

call-manager-fallback

Cisco Unified SRST

Phone

voice service voip

Router (config)# voice service voip

voice service

h323

Router (conf-voi-serv)# h323

H.323 voice service

Cisco Unified SRST
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8 h450 h450-2 timeout {T1 | T2 | T3 | T4}
milliseconds

Router (conf-serv-h323)# h450 h450-2 timeout

T1 750 ITU-T H.450.2
e T1
2000
e T2
5000
e T3
5000
e T4
5000
¢ milliseconds
500 60000
9 end EXEC
Router (conf-serv-h323)# end
Cisco Unified SRST IP Phone H.450.2

dial-peer voice 100 pots
destination-pattern 9.T
port 1/0/0

dial-peer voice 4000 voip
destination-pattern 4..
session-target ipv4:10.1.1.1

call-manager-fallback
transfer-pattern 4..
transfer-system full-consult

H.450.3

dial-peer voice 100 pots
destination-pattern 9.T
port 1/0/0

1

dial-peer voice 4000 voip
destination-pattern 4
session-target ipv4:10.1.1.1
1

call-manager-fallback
call-forward pattern 4

Cisco Unified SRST
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Cisco SRST 3.0 H.450.2
H.450.2
PBX
1
Tool Command Language TCL
http://www.cisco.com/cgi-bin/tablebuild.pl/ip-iostsp Cisco Software Center
app-h450-transfer.tcl Cisco Unified SRST
TFTP Cisco Unified SRST
global
call application global TCL call
application voice AV Attribute-Value
e delay-time
TCL ReadMe AV
ReadMe
Y

Cisco SRST 3.1 Cisco Unified SRST 4.0 H.450.2

e Cisco Software Center app-h450-transfer.tcl H.450 TCL

app-h450-transfer.2.0.0.2.tcl  Cisco 10S Release 12.2(11)YT1
app-h450-transfer.2.0.0.1.tcl  Cisco 10S Release 12.2(11)YT
e VolP H.450

Cisco 10S Release 12.2(11)YT
Cisco SRST V3.0
TCLIVR 2.0

H.450 TCL app-h450-transfer.tcl

| oL-13143-02-J
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)
app-h450-transfer.2.0.0.1.tcl Cisco 10S Release 12.2(11)YT1
app-h450-transfer.2.0.0.2.tcl Cisco 10S Release
12.2(11)YT1 Cisco 10S
. FXS
. Cisco ATA-186 Cisco ATA-188 Cisco IP Conference Station
7935

call application voice application-name location
call application voice application-name language number language
call application voice application-name set-location language category location

call application voice application-name delay-time seconds

1
2

3

4

5. dial-peer voice number pots
6. application application-name
7. exit

8. dial-peer voice number voip
9. application application-name

10. exit

Cisco Unified SRST
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1 call application voice application-name TCL
location

application-name IVR
Router (config)# call application voice

transfer_app flash:app-h450-transfer.tcl

location URL

flash:filename  TFTP tftp://../filename
HTTP http://../filename

2 call application voice application-name
language number language

e application-name 1 IVR
Router (config)# call application voice

transfer_app language 1 en
e number IVR

e language 2
en
sp ch
aa

3 call application voice application-name
set-location language category location

Router (config)# call application voice
transfer_app set-location en 0 flash:/prompts

e application-name TCL IVR

e language 2
en
sp ch
aa
e category
0 4 O©
e J|ocation
URL
flash TFTP HTTP
RTSP
FXS
IP Phone

Cisco Unified SRST
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10

call application voice application-name
delay-time seconds

Router (config)# call application voice
transfer_app delay-time 1

H.450

AV

e seconds
10

2

AV H.450
TCL
ReadMe

TCL

dial-peer voice number pots

Router (config)# dial-peer voice 25 pots

POTS

dial-peer

application application-name

Router (config-dial-peer)# application
transfer_app

exit

Router (config-dial-peer)# exit

dial-peer

dial-peer

dial-peer voice number voip

Router (config)# dial-peer voice 29 voip

VolP

dial-peer

application application-name

Router (config-dial-peer)# application
transfer_app

exit

Router (config-dial-peer)# exit

dial-peer

dial-peer

Jll_ Cisco Unified SRST
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H.450 TCL
1

call application voice transfer app flash:app-h450-transfer.tcl
call application voice transfer app language 1 en
call application voice transfer app set-location en 0 flash:/prompts
call application voice transfer app delay-time 1

1
dial-peer voice 25 pots

destination-pattern 9.T

port 1/0/0

application transfer_ app

!
dial-peer voice 29 voip

destination-pattern 4..

session-target ipv4:10.1.10.1

application transfer_ app

POTS
PSTN
FXO PSTN
9
IP Phone  Cisco Unified Communications Manager
PSTN Cisco Unified
Communications Manager POTS

BRI E&M FXO PRI
Cisco Unified IP Phone Cisco Unified
Communications Manager
Cisco Unified SRST PSTN
PSTN

access-code

1. call-manager-fallback
access-code {{fxo | e&m} dial-string | {bri | pri} dial-string [direct-inward-dial]}
3. exit

| oL-13143-02-J
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call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

access-code {{fxo | e&m} dial-string | {bri |

pri} dial-string [direct-inward-dial]}

Router (config-cm-fallback)# access-code e&m 8

Cisco Unified SRST
Cisco Unified Communications
Manager Cisco

Unified IP Phone

e fxo Foreign Exchange Office FXO

e e&m Ear and Mouth E&M
e dial-string
dial-string
e bri BRI
e pri PRI
e direct-inward-dial POTS
DID
exit call-manager-fallback
Router (config-cm-fallback)# exit
BRI POTS DID

call-manager-fallback
access-code bri 8 direct-inward-dial

Cisco Unified SRST

Phone
timeouts interdigit

Cisco Unified IP

Jll_ Cisco Unified SRST
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Cisco 10S Voice, Video, and Fax
Configuration Guide, Release 12.2

1. call-manager-fallback
2. timeouts interdigit seconds

3. exit

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 timeouts interdigit seconds

Cisco IP Phone

Router (config-cm-fallback)# timeouts e seconds Cisco Unified IP Phone

interdigit 5
2 120
3 exit call-manager-fallback
Router (config-cm-fallback)# exit
Cisco Unified IP Phone 5
5
10 4085550100 9 408555010 5
call-manager-fallback
timeouts interdigit 5
COR
900

cor
Cisco Unified Communications Manager
COR

Cisco Unified SRST
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20 COR COR
COR
COR Communications Manager
COR COR
COR
Cisco Unified SRST FXS
FXS
COR
COR
COR 6
COR
6 COR
COR COR
COR COR
COR COR COR
COR
COR
COR
COR COR
COR COR
COR
COR COR
COR
COR COR COR
COR COR
COR
COR COR COR

1. call-manager-fallback

2. cor {incoming | outgoing} cor-list-name {cor-list-number starting-number - ending-number | default}

3. exit

OL-13143-02-J |
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1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 cor {incoming | outgoing} cor-list-name
[cor-list-number starting-number -
ending-number | default]

e incoming

Router (config-cm-fallback) # cor outgoing
LockforPhoneC 1 5010 - 5020 e outgoing

e cor-list-name COR

e cor-list-number COR
COR 20

6 COR
COR
COR

e starting-number - ending-number
2000 - 2025

e default COR

COR

COR

COR

3 exit call-manager-fallback

Router (config-cm-fallback)# exit

Cisco Unified IP Phone
COR

call-manager-fallback
cor outgoing LockforPhoneC 1 5010 - 5020

COR Cisco IP Phone
COR

call-manager-fallback
cor incoming LockforPhoneC default

COR
COR

dial-peer cor custom
name 911

name 1800

name 1900

name local_call

Cisco Unified SRST
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COR

dial-peer cor list call9ll
member 911

dial-peer cor list calll800
member 1800

dial-peer cor list calll900
member 1900

dial-peer cor list calllocal
member local_call

dial-peer cor list engineering
member 911
member local_call

dial-peer cor list manager
member 911

member 1800

member 1900

member local_call

dial-peer cor list hr
member 911

member 1800

member local_call

734.... 1800....... 1900....... 316....

COR

dial-peer voice 1 voip
destination pattern 734....
session target ipv4:10.1.1.1
cor outgoing calllocal

dial-peer voice 2 voip
destination pattern 1800.......
session target ipv4:10.1.1.1
cor outgoing calll800

dial-peer voice 3 pots
destination pattern 1900.......
port 1/0/0

cor outgoing calll900

dial-peer voice 5 pots
destination pattern 316....
port 1/1/0

! No COR is applied.

dial-peer voice 4 pots
destination pattern 911
port 1/0/1

cor outgoing call9ll

COR

call-manager-fallback

max-conferences 8

cor incoming engineering 1 1001 - 1001
cor incoming hr 2 1002 - 1002

cor incoming manager 3 1003 - 1008

Cisco Unified SRST

911
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o 1001 734... 911 316....
o 1002 734... 1800 911 316....
. 1003 1008 Cisco Unified SRST
o 316....
32
IP Phone FXS
10

SRST call-manager-fallback
PIN

call-manager-fallback

after-hours day day start-time stop-time

a > 0 nh -

exit

after-hours block pattern tag pattern [7-24]

after-hours date month date start-time stop-time

1 call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

2 after-hours block pattern tag pattern [7-24]

Router (config-cm-fallback)# after-hours block
pattern 1 91900

o 7-24

7 1 24
o 7-24

after-hours day

32

after-hours date

Cisco Unified SRST
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3 after-hours day day start-time stop-time

Router (config-cm-fallback)# after-hours day

mon 19:00 7:00

after-hours block pattern

e day
sun mon tue wed thu fri sat
e start-time stop-time
24 HH:MM

mon 19:00 07:00

7

4 after-hours date month date start-time

stop-time

Router (config-cm-fallback)# after-hours date

jan 1 0:00 0:00

after-hours block pattern

e month

jan feb mar apr may jun jul aug sep

oct nov dec
e (date 1 31
e start-time stop-time

24 HH:MM

24:00

00:00

23:59
00:00
24

5 exit

Router (config-cm-fallback)# exit

call-manager-fallback

011

3

call-manager-fallback
pattern
pattern
pattern

after-hours
after-hours
after-hours
after-hours
after-hours
after-hours
after-hours
after-hours
after-hours
after-hours

block
block
block
block
block
block
block
block
block
block

day
day
day
day
day
day
day

900

mon
tue
wed
thu
fri
sat
sun

1091

2 9011
3 91900 7-24

19:00
19:00
19:00
19:00
19:00
13:00
12:00

07:00
07:00
07:00
07:00
07:00
12:00
07:00

Jll_ Cisco Unified SRST
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WAN

WAN H.323 VoIP ||

H.323 VolP
WAN H.323 VolIP
Cisco Unified Communications Manager
H.323 2

Cisco
Unified IP Phone

Cisco 10S H.323 Configuration Guide, Release 12.4T Configuring H.323 Gateways
URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/h323_c/323conf
g/4gwceonf.htm

Cisco Unified SRST
Secure SRST

Cisco Unified SRST
Cisco Unified SRST

Cisco Unified SRST P.40
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Cisco Unified SRST
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Revised: July 11, 2008

e 3 G.711 Ad Hoc Cisco Unified Survivable Remote Site Telephony SRST 3

e eXtensible Markup Language XML API
Cisco Unified SRST

e Cisco Unified Survivable Remote Site Telephony SRST Music On Hold MOH MOH
Cisco Unified SRST G.711 VolP

PSTN MOH P.115 Cisco Unified SRST

MOH Cisco Unified Communications Manager
Cisco Unified SRST

. p.112
. p.114

Cisco Unified SRST
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e 3 G.711 Ad Hoc p.112
e XML API P.113

3 G.711 Ad Hoc

3 G.711 Ad Hoc Cisco Unified SRST
IPPhone 1
2 P.66 2
1. call-manager-fallback
2. max-conferences max-conference-numbers
3. exit
1 call-manager-fallback call-manager-fallback
Router (config)# call-manager-fallback
2 max-conferences max-conference-numbers 3
Router (config-cm-fallback)# max-conferences 16
e (Cisco 1751 8
* Cisco 1760 8
e Cisco 2600 8
e Cisco 2600-XM 8
e Cisco 2801 8
e Cisco 2811 Cisco 2821 Cisco 2851
16
* Cisco 3640 Cisco 3640A 8
e Cisco 3660 16
e Cisco 3725 16
e Cisco 3745 16
e Cisco 3800 24
3 exit call-manager-fallback
Ro;ter(config—cm—fallback)# exit

Cisco Unified SRST
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8 3
call-manager-fallback
max-conferences 8
Cisco I10S XML API
XML Provisioning Guide for Cisco CME/SRST
1. call-manager-fallback
2. xmlschema schema-url
3. exit
1 call-manager-fallback call-manager-fallback
Router (config)# call-manager-fallback
2 xmlschema schema-url Cisco Unified SRST XML
API URL
Router (config-cm-fallback)# xmlschema e schema-url RFC 2396
http://server2.example.com/ URL
schema/schemal .xsd
3 exit call-manager-fallback
Router (config-cm-fallback)# exit

P.142 Cisco Unified SRST MOH

Cisco Unified SRST
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MOH P.115 Cisco Unified SRST MOH
Cisco Unified Communications Manager ~ Cisco Unified SRST
Cisco Unified SRST p.227 Cisco Unified SRST
P.25 Cisco Unified SRST P.40

Cisco Unified SRST
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Cisco Unified SRST

MOH
Cisco Unified Communications

Manager Cisco Unified SRST

Revised: July 11, 2008

Cisco Unified Communications Manager Cisco
Unified Communications Manager ~ Cisco Unified SRST Music On
Hold MOH Cisco Unified Communications Manager
Cisco Unified Survivable Remote Site Telephony Cisco Unified SRST
MOH MOH WAN MOH
Cisco Unified CME
P.149 MOH Cisco Unified SRST

| oL-13143-02-J
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |

[ |
e Cisco Unified SRST MOH
P.116
e Cisco Unified SRST MOH
pP.117
e Cisco Unified SRST MOH
pP.118
e Cisco Unified SRST MOH P.123
¢ Cisco Unified SRST p.147
] P.150
Cisco Unified SRST MOH
e H.323 MGCP MOH Cisco Unified Communications Manager 3.1.1

e Cisco Unified Communications Manager
MOH

MOH MOH
Media Resource Group MRG;
Media Resource Group List MRGL;

Cisco Unified SRST MOH G.711
Cisco Unified Communications Manager
e Cisco Unified SRST Cisco 10S Release 12.2(15)ZJ2 Cisco
Unified SRST 3.0
e Cisco Unified Communications Manager Cisco Unified SRST  H.323 MGCP
e Cisco Unified SRST Cisco Unified Communications Manager
MOH WAN
Cisco 10S IP Configuration Guide, Release 12.4T IP Multicast
e 123(14)T Cisco 10S ccm-manager fallback-mgcp call application
alternate Cisco Unified SRST  MGCP
12.3(14)T Cisco 10S ccm-manager
fallback-mgcp service 2
Cisco Unified SRST MGCP

Cisco Unified SRST
Cisco Unified Communications Manager Administration Guide,
Release 5.1(3) Survivable Remote Site Telephony Configuration

Cisco Unified SRST
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http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/5_1_3/ccmcfg/b02srst.html

| Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST
Cisco Unified SRST MOH n
Cisco Unified SRST MOH
e Cisco Unified SRST MOH MOH
o 1 Cisco Unified Communications Manager

Cisco Unified SRST

Cisco Unified SRST MOH G.711

Cisco Unified Communications Manager 3.3.2 H.323

MOH Cisco Bug Toolkit CSCdz00697
Cisco 1700 Cisco 10S Release 12.2(15)ZJ Cisco Unified
SRST MOH  H.323
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W cCisco Unified SRST MOH
Cisco Unified SRST MOH
Cisco Unified SRST MOH
e Cisco Unified SRST Cisco Unified Communications Manager P.118
. IP P.119
o MOH pP.121
e Cisco Unified SRST MOH p.121

Cisco Unified SRST

Cisco Unified SRST
Manager

MOH

Cisco Unified Communications Manager

IP

Cisco Unified Communications Manager

Cisco Unified Communications
Real-Time Transport Protocol RTP
Cisco Unified Communications Manager
WAN
Cisco Unified SRST
MOH MOH

IP Phone

Cisco Unified Communications Manager

Cisco Unified SRST

RTP

Cisco Unified Communications Manager ~ Cisco 10S

PSTN MOH

Cisco Unified SRST

Cisco Unified SRST

Cisco Unified Communications Manager
Cisco Unified SRST

PSTN MOH
3 16384 IP 239.1.11
MOH Cisco Unified Communications Manager
Cisco Unified Communications Manager MOH  WAN
Cisco Unified SRST
16384 IP 239.1.1.1
Cisco Unified Communications Manager IP Phone Cisco Unified
Communications Manager MOH
Y
MOH

Jll_ Cisco Unified SRST
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| Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST
Cisco Unified SRST MOH n
3 Cisco Unified SRST MOH
Cisco Unified
SRST #—hkoxA
Cisco Unified
SRST #—kozA
Iovyva
BTSTS
| | | —
F—T4F
Cisco Unified
Communications Manager
Cisco Unified
>< N -
>l < — ®
2 ILFFv R+ MOH SRST 77—tz 3
239.1.1.1 R—Fk 16384 () "
X &
o
o
:
| | |
Cisco Unified
SRST #*—hkryzA
| | |
| | | =
IP
Cisco Unified SRST MOH G.711 4 G.711
Cisco Unified Communications Manager 3
Cisco Unified Communications Manager
Cisco
Unified Communications Manager MOH G.711 G.729
4 G.729 IP 10.1.1.1
1000 G.711 IP
239.1.1.1 16384

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W cisco Unified SRST MOH
4 G.711 G.729 IP

TSUFAMNTSUF 22— LERETSH(G.729 BMERINI D),

10.1.1.1 7R—k 1000

N
L
&

—— — IFF A
St @
ISUF 2 HITUF 1 EREITTH (G AERENE),
@239.1.1.1 K—h 16304 fgmm g Alawy A
IT5UF 1 :x:
St .@
B & 45
ISUF 2HTIF 1| DRBERKT 5 (G729 HEMEND),
10.1.1.1 R—k 1000 a Li=2 Jm 7
:X: / IUF A
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:x: —-‘I/ @7 I5UF 2

116828

3 4 Cisco Unified SRST MOH
5 Cisco Unified SRST
3
Cisco Unified Communications Manager IP Phone Cisco
Unified Communications Manager MOH 1 2
Cisco Unified Communications Manager
Cisco Unified SRST MOH
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5 MOH Cisco Unified SRST IP Phone Unified SRST IP Phone  MOH

239.1.1.1 R—h 16384,

JS52F 1(Cisco Unified SRST A G.711 Z{EHT5)

239.1.1.1 /R-—k 16384

TS5 F 2(Cisco Unified SRST A G.711 #{EHT5)

239.1.1.1 R—F 16384

A— = X
;‘ﬁ: 239.1.1.1 R—h 16386

WAN

75> F 3(Cisco Unified SRST A% G.729 ZERALALY)

239.1.1.1 /R—h 16386

116829

2 MOH Cisco Unified Communications
Manager MOH IP 2 1
2
Cisco Unified SRST MOH Cisco Unified
Communications Manager MOH
MOH
3 Cisco Unified SRST MOH
MOH WAN
Cisco Unified Communications Manager 5 Cisco Unified

SRST
Manager MOH

WAN

Cisco Unified Communications

Cisco Unified Communications Manager

WAN Cisco Unified Communications Manager
Cisco Unified SRST WAN
MOH P.133 MOH Cisco Unified
SRST
Cisco Unified SRST MOH
MOH E&M FXO SRST
Cisco IP Phone MOH
MOH
Cisco Unified SRST moh-live moh-live
E&M FXO SRST Cisco IP Phone
MOH MOH Cisco IP
Phone Cisco Unified SRST MOH
p.142 Cisco Unified SRST MOH

Cisco Unified SRST
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W cisco Unified SRST MOH
MOH
MOH Cisco Unified Communications
Cisco Unified Communications Cisco Unified SRST
MOH
MOH
MOH WAN
MOH MOH
Cisco Unified Communications Manager MOH WAN
Cisco Unified Communications Manager
WAN Cisco Unified Communications Manager
Cisco Unified SRST
WAN

Cisco Unified SRST
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Cisco Unified SRST MOH
Cisco Unified SRST MOH
e Cisco Unified SRST MOH Cisco Unified Communications Manager
P.123
. MOH Cisco Unified SRST P.133
e Cisco Unified SRST MOH P.142
Cisco Unified SRST MOH Cisco Unified Communications
Manager
Cisco Unified SRST MOH Cisco Unified Communications Manager
. MOH P.124
e Cisco Unified Communications Manager MOH
IP P.126
e MRG MRGL MOH P.129
e MOH P.130
e Cisco Unified Communications Manager MOH P.132
Cisco Unified SRST MOH
MOH Cisco Unified Communications Manager
IP MOH MOH
Cisco Unified Communications Manager MOH WAN
MOH Cisco Unified
Communications Manager Cisco Unified Communications Manager MOH IP
MOH SRST MOH
IP
MOH
1 Cisco Unified Communications Manager MOH WAN
Cisco Unified Communications Manager Cisco Unified SRST
MOH Cisco Unified SRST
Cisco Unified Communications Manager Cisco
Unified SRST Cisco IOS  ip multicast
boundary
MOH MOH MRG
MRG MRGL Cisco Unified
Communications Manager MRGL
MOH MRG MRGL 5
Cisco Unified Communications Manager 6
Cisco Unified Communications Manager 1 1
MOH G.711 MOH

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |

W cisco Unified SRST MOH
Cisco Unified Communications Manager
Administration Guide Region Configuration Cisco Unified
Communications Manager Maintain and Operate Guides

Cisco Unified Communications Manager

6 MOH Unified Communications Manager

MOH H—/\%&8ET

Music On Hold (MOH) Audio Source Configuration [ mE

Music On Hold (MOH) Server Configuration [B[E

H—/\%EEBMNT S

Media Resource Group Configuration [E/E

MRG #:ENN9 %

Media Resource Group Configuration [EE

Phone Configuration & &

146319

Gateway Configuration [E&

MOH
MOH Cisco Unified Communications Manager ~ RTP
Cisco Unified SRST MOH 1
500 1 Cisco Unified SRST
MOH Cisco Unified Communications Manager
MOH
Cisco Unified SRST MOH 1 IP
Cisco Unified SRST MOH

Cisco Unified Communications Manager G.711

Cisco Unified SRST
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MOH Cisco Unified Communications Manager  Cisco Unified SRST

Je

Cisco Unified SRST MOH ||

Cisco Unified Communications Manager MOH
Music On Hold (MOH) Audio Source Configuration

MOH

MOH Audio Source File Status MOH 4
MOH Cisco Unified Communications Manager
Administration Guide Cisco Unified Communications Manager

Maintain and Operate Guides Cisco Unified Communications
Manager

MOH

MOH
1. MOH MOH
2.
3.
4.
MOH MOH Service > Media Resources >
Music On Hold Audio Source Music On Hold (MOH) Audio Source Configuration

MOH Audio Sources

Music On Hold (MOH) Audio Source Configuration Allow Multicasting

Update
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Cisco Unified SRST

MOH

Cisco Unified Communications Manager

Cisco Unified SRST |

W Cisco Unified SRST

MOH

Cisco Unified Communications Manager MOH

IP
Music On Hold (MOH) Server Configuration Multicast Audio Source Information
IP Cisco Unified
Communications Manager MOH  Cisco Unified SRST MOH
P.119 IP p.121
MOH IP 2
IP
Increment Multicast on IP Address MOH
IP
Port Number MOH
IP
7 IP 239.1.11 16384 IP
Cisco Unified Communications
Manager IP
7 IP
IP
IP IP
1 G.711 mu-law 239.1.1.1 16384 239.1.1.1 16384
1 G.711 a-law 239.1.1.2 16384 239.1.1.1 16386
1 G.729 239.1.1.3 16384 239.1.1.1 16388
1 Wideband 239.1.1.4 16384 239.1.1.1 16390
2 G.711 mu-law 239.1.15 16384 239.1.1.1 16392
2 G.711 a-law 239.1.1.6 16384 239.1.1.1 16394
2 G.729 239.1.1.7 16384 239.1.1.1 16396
2 Wideband 239.1.1.8 16384 239.1.1.1 16398
IP
IP IP
7 IP
G.711 mu-law 239.1.1.1 16384
G.729 IP
239.1.1.1 16386 G.711 IP
239.1.1.1 16384 G.729 IP
239.1.1.1 16386
Cisco Unified SRST MOH G.711 Cisco Unified
Communications Manager IP Cisco Unified
Communications Manager MOH Cisco Unified SRST

G.729
IP

Cisco Unified SRST

Cisco Unified SRST
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Music On Hold (MOH) Server Configuration MOH
Cisco Unified SRST MOH Cisco Unified
Communications Manager MOH 1
Max Hops
WAN Cisco Unified Communications Manager
Cisco Unified SRST MOH 1
Cisco Unified SRST
WAN Cisco Unified SRST
WAN
IP WAN
ip multicast bounder access-list
IP
1. Cisco Unified Communications Manager MOH
IP
3. Cisco Unified Communications Manager IP
5. Cisco 10S Cisco Unified Communications Manager WAN

Cisco Unified SRST

1 Cisco Unified Communications Manager MOH

a. Service > Media Resource > Music On Hold Server
b. Music On Hold (MOH) Server Configuration
c. Find MOH MOH

d. MOH MOH Enable
Multicast Audio Sources on this MOH Server

2 IP

Music On Hold (MOH) Server Configuration Base Multicast IP Address IP

Base Multicast Port Number IP

7

3 Cisco Unified Communications Manager IP
IP Music On Hold (MOH) Server Configuration
Increment Multicast on Port Number IP
IP Address

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W cisco Unified SRST MOH

. Cisco Unified SRST MOH G.711

e Cisco Unified SRST

Y
Cisco Unified SRST G.711
Cisco Unified SRST 1 Cisco Unified
SRST 1
4
Cisco Unified SRST Music On Hold (MOH) Server Configuration
Audio Source Name Max Hops 1
Cisco Unified SRST Max Hops
16
5 Cisco I0S Cisco Unified Communications Manager WAN

Cisco Unified SRST

Cisco Unified SRST Cisco

Unified SRST
Cisco 10S

a. interface {serial | fastethernet} slot/port

slot
port
b. ip multicast boundary access-list-number

access-list-number 1 99

Cc. exit

d. access-list access-list-number deny ip-address

IP
ip-address WAN MOH IP
2 IP

Router
Router
Router
Router

config)# interface serial 0/0
config-if)# ip multicast boundary 1
config-if)# exit

config)# access-1list 1 deny 239.1.1.1

Cisco Unified SRST
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MRG MRGL MOH
MOH IP Phone MOH
MRG MRG MOH
MRG MRGL MRGL
MRG Media Resource Group Configuration MRGL Media Resource
Group List Configuration Phone Configuration
Gateway Configuration
Y
H.323 Gateway Configuration MGCP
MRGL MRGL IP Phone
Cisco Unified Communications Manager
Administration Guide Cisco Unified Communications Manager
Maintain and Operate Guides Cisco Unified Communications
Manager
MRG MRGL MOH
1. MOH MRG
2. MRG MRGL
3. IP Phone  MRGL
4, MRGL
1 MOH MRG
a. Service > Media Resource > Media Resource Group
b. Add a New Media Resource Group Media

Resource Group Configuration
c. Media Resource Group Name
d. Description
e. Available Media Resources

MRG

CFB
MTP
Music On Hold MOH
XCODE
ANN

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W Cisco Unified SRST MOH
Music On Hold (MOH) [Multicast]
f. Selected Media Resources
g. Insert
2 MRG MRGL

a. Service > Media Resource > Media Resource Group List

b. Add a New Media Resource Group List
Resource Group List Configuration

c. Media Resource Group List Name

d. Available Media Resource Groups

e.
f. Insert

3 IP Phone  MRGL
a. Device > Phone
b. Find
c.
d.
e. Update

4 MRGL
a. Device > Gateway
b. Find
c.
d. H.323

Media Resource Group List
e. Update
MOH

MOH Cisco Unified SRST

IP

Communications Manager Administration Guide

Manager

Cisco Unified Communications Manager

Media

MRG

MRG  Selected Media Resource Groups

Selected Media Resource Groups

Find and List Phones

MRGL Media Resource Group List

Find and List Gateways

MRGL

MOH
P.119
Cisco Unified
Cisco Unified Communications
Maintain and Operate Guides

G.711

Jll_ Cisco Unified SRST
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MOH Cisco Unified Communications Manager

Cisco Unified SRST

Region Configuration

Cisco Unified SRST

MOH ||

Cisco Unified Communications Manager

G.711 MOH
G.711 Cisco Unified Communications Manager Cisco Unified

SRST MOH Cisco Unified
SRST Cisco Unified Communications Manager MOH

MOH Sever G.711 G.729

Region Configuration
J 1 G.711 1 G.711
Cisco Unified SRST MOH
o 2 G.729 2 Cisco Unified
SRST G.729 IP

. MOH Sever G.711
MOH

1. MOH

2.

MOH

a. System > Region

b. Add a New Region Region Configuration

c. Region Name Insert

d.

e.

f. Update

Cisco Unified SRST
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W Cisco Unified SRST MOH

Cisco Unified Communications Manager MOH

Cisco Unified SRST MOH Cisco Unified Communications Manager

MOH
WAN WAN Cisco
Unified Communications Manager MOH
Cisco Unified Communications Manager MOH
MOH
MOH
1. Cisco Unified Communications Manager
MOH
2. Cisco Unified Communications Manager MOH
1 Cisco Unified Communications Manager MOH

a. WAN
IP Phone
b. WAN
MOH
Phone  MOH

2 Cisco Unified Communications Manager

a. Microsoft Windows

b. Performance
c. Add Counters

d. Performance

MOHMulticastResourceActive

Cisco Unified Communications Manager MOH

P.126 Cisco Unified Communications Manager MOH
IP
MOH
Cisco Unified Communications Manager
IP Phone MOH IP
MOH

Start > Programs > Administrative Tools > Performance

Cisco MOH Device

MOHUnicastResourceActive

Jll_ Cisco Unified SRST
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MOH Cisco Unified SRST
Y
Microsoft Windows Cisco Unified Communications Manager
4.3 Linux Cisco
Unified Communications Manager 5.0 MOH
RTMT Real-Time Monitoring Tool RTMT Cisco Unified
Communications Serviceability System Guide, Release 4.0(1)
Cisco Unified SRST MOH
. P.133
e Cisco Unified SRST MOH P.134
. Cisco Unified SRST MOH P.136
e PSTN Cisco Unified SRST MOH P.138
e |P Phone Cisco Unified SRST MOH P.141
. P.141
e Cisco Unified SRST Cisco I0S Release12.2(15)ZJ2
. Cisco Unified SRST MOH
MOH .wav .au
a-law  mu-law 8 8-kHz
http://www.cisco.com/cgi-bin/tablebuild.pl/ip-key .Zip
MOH music-on-hold.au
http://www.cisco.com/cgi-bin/tablebuild.pl/ip-iostsp music-on-hold.au
Cisco Unified SRST
e Windows Cisco Unified Communications Manager 4.3 MOH
1 SampleAudioSource. ULAW.wav Cisco Unified Communications Manager
C:\Program Files\Cisco\MOH MOH
)
4
1 ULAW.wav mu-law
o IP Cisco Unified SRST
MOH POTS
MOH H.323
MGCP
. 1 ephone Directory Number DN;
Cisco Unified SRST ehpone
Cisco Unified SRST MOH

Cisco Unified SRST
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W cisco Unified SRST MOH
Cisco Unified SRST MOH
Cisco Unified SRST MOH
Cisco Unified SRST MOH

© N o g s~ b2

15.

Cisco Unified Communications Manager
Cisco Unified SRST
IP
Cisco Unified SRST  ip source-address

ccm-manager music-on-hold
interface loopback number

ip address ip-address mask
exit

interface fastethernet slot/port
ip address ip-address mask
exit

call-manager-fallback

ip source-address ip-address [port port]

. max-ephones max-phones
11.
12.
13.
14.

max-dn max-directory-number
moh filename

multicasting-enabled

multicast moh multicast-address port port [route ip-address-list]

exit

MOH

multicast moh

IP MOH
MOH

1 ccm-manager music-on-hold

Router (config)# ccm-manager music-on-hold

MOH

2 interface loopback number

Router (config)# interface loopback 1 .

number

0

2147483647

3 ip address ip-address mask

Router (config-if)# ip address 10.1.1.1 .
255.255.255.255

ip-address

mask

IP

IP

IP

Jll_ Cisco Unified SRST
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4 exit
Router (config-if)# exit
5 interface fastethernet slot/port multicast moh route
9
Router (config)# interface fastethernet 0/0 13
6 ip address ip-address mask multicast moh route
9
Router (config-if)# ip-address 172.21.51.143 13
255.255.255.192 IP
7 exit multicast moh route
9
L . 13
Router (config-if)# exit
8 call-manager-fallback call-manager-fallback
Router (config)# call-manager-fallback
9 ip source-address ip-address [port port] multicast moh route
13
Router (config-cm-fallback)# ip source-address P
172.21.51.143 port 2000 Cisco Unified IP Phone
e ip-address IP
1
e port port Cisco Unified IP Phone
2000 9999
2000
10 max-ephones max-phones Cisco Unified IP Phone
Router (config-cm-fallback)# max-ephones 1 ° max-phones Cisco IP
Phone
0
11 max-dn max-directory-number
Router (config-cm-fallback)# max-dn 1 ° max-dwecuny-number
0
12 moh filename MOH
. * filename
Router (config-cm-falback)# moh
music-on-hold.au

Cisco Unified SRST
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Cisco Unified SRST MOH

Cisco Unified Communications Manager

Cisco Unified SRST

W Cisco Unified SRST

MOH

13 multicasting-enabled

Cisco Unified Communications Manager Administration

GUI  Phone Configuration User Hold
MOH Audio Source
MOH
14 multicast moh multicast-address port port MOH
[route ip-address-1ist] IP Phone MOH
Router (config-cm-fallback)# multicast moh e multicast-address pOFtpOH
239.1.1.1 port 16386 route 239.1.1.2
239.1.1.3 239.1.1.4 239.1.1.5 MOH IP
IP Cisco Unified
Communications Manager
MOH IP
MOH
IP
IP
P.124
MOH
Cisco Unified
Communications Manager
IP
e route ip-address-list
MOH IP
4 IP
route
Cisco Unified SRST Cisco
Unified SRST

ip source-address

15 exit

Router (config-cm-fallback)# exit

call-manager-fallback

Cisco Unified SRST
MOH

1. debug ephone moh

MOH

multicast moh

2. show interfaces fastethernet

3. show ephone summary

Jll_ Cisco Unified SRST
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1 debug ephone moh

MOH Cisco Unified SRST
0 0/0 MOH

Router# debug ephone moh
|

MOH route If FastEthernet0/0 ETHERNET 172.21.51.143 via ARP

MOH route If Loopback0O 46 172.21.51.98 via 172.21.51.98
|

2 show interfaces fastethernet

1 G.711
show interfaces fastethernet 50 / 80 kbps

Router# show interfaces fastethernet 0/0
!

30 second output rate 86000 bits/sec, 50 packets/sec
|

3 show ephone summary

Cisco 10S MOH

Router# show ephone summary
|

File music-on-hold.au type AU Media_Payload_G.711Ulaw64k 160 bytes
!

show ephone summary .au .wav
INVALID

Router# show ephone summary
|

File music-on-hold.au type INVALID Media_Payload_G.711Ulaw64k 160 bytes651-

Cisco Unified SRST
no call-manager-fallback MOH

Cisco Unified SRST
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W cisco Unified SRST MOH

PSTN Cisco Unified SRST MOH

Cisco Unified Communications Manager ~ MOH WAN
MOH Public Switched Telephone Network PSTN;

S
Cisco Unified SRST
1. [P Phone PSTN MOH
show ccm-manager music-on-hold
3. debug h245 asn
show call active voice
1 IP Phone PSTN MOH
Cisco Unified SRST IP Phone PSTN PSTN
PSTN MOH

2 show ccm-manager music-on-hold

Windows  Cisco Unified Communications Manager 4.3
MOH show ccm-manager
music-on-hold PSTN
IP Phone
show ccm-manager music-on-hold

Router# show ccm-manager music-on-hold

Current active multicast sessions : 1
Multicast RTP port Packets Call Codec Incoming
Address number in/out id Interface
239.1.1.1 16384 326/326 42 G.711lulaw LoO
PSTN MOH show ccm-manager music-on-hold
MOH P.132
Cisco Unified Communications Manager MOH MOH

3 debug h245 asn

H.323 show ccm-manager music-on-hold
Cisco Unified Communications Manager  Cisco
Unified SRST H.323 PSTN
Cisco Unified Communications Manager H.245 closeLogicalChannel
openLogicalChannel Cisco Unified Communications Manager Cisco Unified SRST

Cisco Unified SRST
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openLogicalChannel Ack IP

IP EF010101 239.1.1.1
16384

Router# debug h245 asn
*Mar 1 04:20:19.227: H245 MSC INCOMING PDU ::=

value MultimediaSystemControlMessage ::= response : openLogicalChannelAck :
{

forwardLogicalChannelNumber 6
forwardMultiplexAckParameters h2250LogicalChannelAckParameters

{

sessionID 1
mediaChannel unicastAddress : iPAddress :
{
network 'EF010101'H
tsapIdentifier 16384
}
mediaControlChannel unicastAddress : iPAddress
{
network 'EF010101'H
tsapIdentifier 16385

4 show call active voice

debug h245 asn Cisco Unified Communications Manager
Cisco Unified SRST H.323

Router# show call active voice | include RemoteMedia

RemoteMediaIPAddress=239.1.1.1
RemoteMediaPort=16384

IP debug h245 asn IP
RemoteMedialPAddress 0.0.0.0
CSCdz00697 Cisco Bug ToolKit
P.117 Cisco Unified SRST MOH
e PSTN MOH Tone On Hold TOH;
2
Cisco Unified Communications Manager =~ MOH
TOH P.132 Cisco Unified Communications
Manager MOH
Cisco Unified Communications Manager MOH show
ccm-manager music-on-hold MOH

Cisco Unified SRST
[ oL-13143-02-J
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Cisco Unified SRST

MOH Cisco Unified Communications Manager  Cisco Unified SRST

W Cisco Unified SRST

MOH

N

show ccm-manager music-on-hold PSTN
IP Phone

Router# show ccm-manager music-on-hold

Current active multicast sessions : 1
Multicast RTP port Packets Call Codec Incoming
Address number in/out id Interface
239.1.1.1 16384  326/326 42  G.71lulaw LoO*
MOH
Cisco Unified Communications Manager ~ Cisco Unified SRST MOH
Cisco
Unified Communications Manager
MRGL
Cisco Intrusion Detection System
Cisco IDS;
POTS Cisco Unified Communications Manager
Cisco Unified SRST MOH
RTP
show ccm-manager music-on-hold
Router# show ccm-manager music-on-hold
Current active multicast sessions : 1
Multicast RTP port Packets Call Codec Incoming
Address number in/out id Interface
239.1.1.1 16384  326/326 42 G.71lulaw Lo0 *
MOH Cisco Unified Communications Manager Cisco
Unified SRST MOH
Cisco Unified Communications Manager MOH
Cisco Unified
Communications Manager
MRGL
IDS
show ccm-manager music-on-hold
RTP moh multicast multicast-address port
Packets in/out show
ccm-manager music-on-hold Packets in/out
Codec Cisco Unified SRST
show ccm-manager music-on-hold G.711 mu-law G.711 a-law
Cisco Unified Communications Manager
P.130 MOH

Jll_ Cisco Unified SRST
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Incoming Interface Cisco Unified SRST MOH
multicast moh
ip source-address IP
P.134 Cisco Unified SRST MOH
9
IP Phone Cisco Unified SRST MOH
Cisco Unified Communications Manager Cisco Unified SRST MOH
IP Phone
1. IP Phone IP Phone MOH
2. MOHMulticastResourceActive MOHUnicastResourceActive
1 IP Phone IP Phone MOH
IP Phone IP Phone IP Phone
MOH
2 MOHMulticastResourceActive MOHUnicastResourceActive
Performance Cisco MOH Device
MOHMulticastResourceActive MOHUnicastResourceActive
P.132 Cisco Unified Communications Manager MOH 2
Cisco Unified SRST MOH
MOH Cisco Unified SRST MOH IP
Phone PC IP Phone  Cisco Unified SRST
RTP
IP Phone IP Phone  Cisco Unified
SRST IP Phone
Internet Group Management Protocol IGMP;
Join RTP

Cisco Unified SRST
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W cCisco Unified SRST MOH
Cisco Unified SRST MOH
Cisco Unified SRST MOH
o P.143
. P.143
e Cisco Unified SRST P.143
e Cisco Unified SRST P.144
e MOH P.145
e Cisco Unified SRST MOH P.147
MOH
MOH MOH
moh-live max-dn 1
moh-live
MOH Music
On Hold
E&M
MOH E&M
E&M RJ-45 3 6 E&M
WAN Interface Card WIC; WAN
E&M
signal immediate auto-cut-through
E&M G.711
E&M Digital Signal Processor DSP;
signal loop-start live-feed
FXO
telephone company
telco; FXO
FXO
MOH
2 MOH
MOH 30
MOH
Cisco Unified SRST MOH MOH
MOH PSTN
Voice Activity Detection VAD;
VolP moh-live out-call

Jll_ Cisco Unified SRST
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MOH

Cisco Unified Communications Manager  Cisco Unified SRST

Cisco Unified SRST

Cisco Unified SRST

Cisco Unified SRST

Cisco Unified SRST

MOH

MOH
MOH Cisco Unified SRST
MOH
FXO
e FXS
e VolP VAD
e MOH PSTN VolP  G.711
MOH

No g e D

Cisco Unified SRST

MOH

voice-port port

input gain decibels
auto-cut-through E&M
operation 4-wire E&M
signal immediate E&M
no shutdown

exit

Cisco Unified SRST

MOH

MOH

H.323

Cisco Unified SRST P.133
MOH

FXO

Cisco Unified SRST
IP Phone MOH
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Cisco Unified SRST MOH

Cisco Unified Communications Manager

Cisco Unified SRST |

W Cisco Unified SRST MOH

1 voice-port port

Router (config)# voice-port 1/1/0

port

voice-port

Cisco

I0S Survivable Remote Site Telephony Version 3.2

Command Reference

2 input gain decibels

7 exit

Cisco Unified SRST

14

Router (config-voice-port)# input gain 0

3 auto-cut-through E&M PBX
MOH

Router (config-voiceport)# auto-cut-through E&M

4 operation 4-wire E&M 4
MOH E&M

Router (config-voiceport)# operation 4-wire 4
5 signal immediate E&M E&M

Router (config-voiceport)# signal immediate DTMF
6 no shutdown

Router (config-voiceport)# no shutdown

voice-port
Router (config-voiceport)# exit
destination-pattern
MOH

dial-peer voice tag pots
destination-pattern string

port port

Eal A A

exit

Jll_ Cisco Unified SRST
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| Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST

Cisco Unified SRST MOH

1 dial-peer voice tag pots dial-peer

Router (config)# dial-peer voice 7777 pots

2 destination-pattern string Music On Hold

Router (config-dial-peer)# destination-pattern 7777

E.164
3 port port P.143 Cisco Unified SRST
Router (config-dial-peer)# port 1/1/0
4 exit dial-peer
Router (config-dial-peer)# exit
MOH
MOH CD

1. call-manager-fallback
2. max-dn max-directory-number
3. multicast moh multicast-address port port [route ip-address-list]
4. moh-live dn-number calling-number out-call outcall-number
5. exit

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 max-dn max-directory-number

Router (config-cm-fallback)# max-dn 1 . max«ﬁrecuny-number

Cisco Unified SRST
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Cisco Unified SRST Cisco Unified SRST

ip source-address

Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W cisco Unified SRST MOH
3 multicast moh multicast-address port port MOH
L 13
[route ip-address-1list] IP Phone MOH
Router (config-cm-fallback)# multicast moh
239.1.1.1 port 16386 route 239.1.1.2 (S%
239.1.1.3 239.1.1.4 239.1.1.5 MOH
Cisco Unified Communications
Manager
SRST
e multicast-address port port
MOH IP
IP
Cisco Unified
Communications Manager MOH
IP
MOH
IP
IP
P.124 MOH
Cisco Unified Communications Manager
IP
e route ip-address-list MOH
IP
4 IP
route

4 moh-live dn-number calling-number out-call
outcall-number

Router (config-cm-fallback) # moh-live
dn-number 3333 out-call 7777

MOH

e dn-number calling-number MOH

calling-number

e out-call outcall-number MOH

outcall-number
E&M

outcall
SRST

P.143 Cisco Unified

5 exit

Router (config-cm-fallback)# exit

call-manager-fallback

Jll_ Cisco Unified SRST
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| Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST

Cisco Unified SRST ||
Cisco Unified SRST MOH
MOH P.136 Cisco Unified SRST MOH
debug ephone moh
Cisco Unified SRST
Cisco Unified SRST
e 2 IP MOH P.147
e MOH P.148
2 IP MOH
Cisco Unified Communications Manager MOH IP 239.1.1.1
16384 IP 10.1.1.1 172.21.51.143

music-on-hold.au

ccm-manager music-on-hold
interface Loopback0
ip address 10.1.1.1. 255.255.255.255

interface FastEthernet0/0
ip address 172.21.51.143 255.255.255.192

call-manager-fallback

ip source-address 172.21.51.143 port 2000

max-ephones 1

max-dn 1

moh music-on-hold.au

multicast moh 239.1.1.1 port 16384 route 172.21.51.143 10.1.1.1

IP Cisco Unified Communications Manager
MOH IP
MOH IP
IP P.124
MOH Cisco Unified
Communications Manager

IP

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |
W cisco Unified SRST
MOH
MOH voice-port
E&M 7777 moh-live

out-call

voice-port 1/0/0
input gain 3
auto-cut-through
operation 4-wire
signal immediate
|
dial-peer voice 7777 pots
destination-pattern 7777
port 2/0/0
|
1
moh filename
call-manager-fallback
max-conferences 8
max-dn 1

moh-live dn-number 3333 out-call 7777
!

Jll_ Cisco Unified SRST
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| Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST
MOH Cisco Unified SRST u

MOH Cisco Unified SRST

8 MOH Cisco Unified SRST

URL  Cisco Unified Communications

Manager Compatibility Information
http://lwww.cisco.com/en/US/products/sw/voicesw/ps556/products_device_support_tables_list.html

Cisco Unified Communications Manager Documentation Roadmaps
URL
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_documentation_roadmaps_list.htm

Cisco
Feature Navigator Cisco Feature Navigator
Cisco 10S Cisco
Feature Navigator http://www.cisco.com/go/cfn Cisco.com
)
8 Cisco Unified SRST
Cisco Unified SRST
8 MOH Cisco Unified SRST
MOH 3.0 MOH
Cisco Unified SRST

Cisco Unified SRST
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Cisco Unified SRST MOH Cisco Unified Communications Manager  Cisco Unified SRST |

Cisco Unified SRST p.227 Cisco Unified SRST

P.25 Cisco Unified SRST P.40

Cisco Unified SRST
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Secure SRST

Revised: July 11, 2008

e Secure SRST
e Secure SRST
e Secure SRST
e Secure SRST
e Secure SRST
. P.192

p.152
P.153
P.154
P.160
p.187

Cisco Unified SRST

Secure SRST
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Secure SRST |

W Ssecure SRST

Secure SRST

Secure SRST Secure Cisco Unified IP Phone
SRST Cisco 10S Certificate
Authority CA,; Cisco I0S CA Cisco Unified SRST

Cisco Unified Communications Manager 4.1(2)

Cisco Unified Communications Manager  Certificate Trust List CTL
Media and Signaling Authentication and Encryption Feature for
Cisco I0OS MGCP Gateways Configuring Secure IP Telephony Calls

Secure SRST Cisco 10S
k9 2
IP
Cisco I0S

PKI
. Network Time Protocol NTP;
Cisco Unified Communications Manager
e IPHTTP Cisco 10S ip http server
IP HTTP Cisco I0S PKI Public Key
Infrastructure; Cisco 10S Certificate
Server
[ )
% Failed to find Certificate Server's trustpoint at startup
% Failed to find Certificate Server's cert.
show crypto pki server
SRST
e Secure SRST Cisco Unified SRST
no call-manager-fallback Cisco Unified SRST
Cisco Unified IP Phone
e Secure SRST Cisco Unified IP Phone

Media and Signaling Authentication and Encryption
Feature for Cisco I0S MGCP Gateways

Cisco Unified IP Phone DN
Cisco Unified SRST 4.3 Supported Firmware, Platforms,
Memory, and Voice Products

Cisco Unified SRST
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| Secure SRST

Secure SRST
Secure SRST
J k9
URL
http://www.cisco.com/wwl/export/crypto/tool/
export@cisco.com
e Secure Real-Time Transport Protocol SRTP Cisco Unified IP Phone
Cisco Unified IP Phone
IP Phone IP
PSTN
e Secure SRST 1
Secure SRST
e 4.1(2) Cisco Unified Communications Manager
. Music On Hold MOH,; MOH
e Secure H.323 SIP
e SIP

Hot Standby Router Protocol HSRP;

Secure SRST

Secure SRST

. IP Phone

Cisco Unified SRST
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Secure SRST |

W Ssecure SRST

Secure SRST
Secure SRST

e Secure SRST
e SRST
e SRST

e Cisco Unified SRST PKI

e Secure SRST
e Secure SRST

e Cisco Unified IP Phone

Cisco IP Phone

P.154
P.154
TLS P.155
P.155
P.156
Cisco 10S
Secure Cisco Unified SRST

P.158
P.158

Secure SRST
Secure Cisco Unified IP Phone
WAN Cisco Unified Communications Manager
WAN Cisco Unified Communications Manager
Secure SRST WAN Cisco
Unified Communications Manager WAN Cisco Unified
Communications Manager Cisco Unified Communications Manager
Secure SRST Cisco Unified SRST
Cisco Unified SRST
SRST
. TCP Transport Layer Security TLS
. SRTP
. CA
SRST Cisco IP Phone

12.314)T

Secure SRST

Cisco Unified SRST
Cisco Unified IP Phone

Phone

Cisco Unified SRST
SRST
Cisco Unified Communications Manager TLS
Cisco IP Phone
Cisco Unified SRST

Cisco Unified IP
Media

and Signaling Authentication and Encryption Feature for Cisco IOS MGCP Gateways

Jll_ Cisco Unified SRST
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| Secure SRST

Secure SRST ||
SRST TLS
TLS 1.0 Cisco Unified IP Phone Secure Cisco Unified SRST Cisco
Unified Communications Manager Secure TCP TLS Cisco
Unified Communications Manager Cisco Unified IP Phone  TLS

Cisco Unified Communications Manager ~ Cisco Unified SRST
Cisco Unified IP Phone  Secure Cisco Unified SRST
TLS WAN Cisco Unified Communications Manager
Cisco Unified SRST

Cisco Unified SRST PKI
Cisco Unified SRST Cisco Unified Communications Manager Secure SRST
PKI Secure Cisco Unified SRST
9 Secure SRST Cisco Unified IP Phone
P.169 Secure SRST
PEM PKI

Y

Manufacturing Installed Certificate
MIC CAP-RTP-00X CAP-SJC-00X

S

MIC Locally Significant Certificate LSC Cisco IP Phone 7900

Cisco Unified SRST
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Secure SRST |

W Ssecure SRST

9

Cisco Unified IP Phone

Cisco Unified IP Phone 7940

Cisco Unified IP Phone 7960

Cisco Unified IP Phone 7970

Distinguished Encoding Rules
Certificate Authority Proxy
Locally Significant

DER
Function CAPF
Certificate LSC

59fe77ccd.0

CAPF
CAPF

Cisco Unified Communications

Distinguished Encoding Rules
Certificate Authority Proxy
Locally Significant

DER Ma

Function CAPF
Certificate LSC

59fe77ccd.0

CAPF
CAPF

Cisco Unified Communications

S

nufacturing Installed Certificate MIC
Cisco 7970  MIC

2

CiscoCA.pem
Cisco Root CA

MIC

Manager Manager
e a69d2e04.0 Privacy Enhanced Mail
.0 .0 PEM
2 10 0 2 10 0 Cisco Unified Communications
Manager
.0
2 10 .0
Secure SRST
7 Secure SRST 10
7 Secure Cisco Unified SRST
T T TTTTTTT S ———— Cisco I0S JL—% CA
CAPF -~ TFTP Cisco Unified T~ _FlEHY—R/S—F4 CA
— vy Communications Manager T —
PR E'@h? ................................ l
=, W uxy =,
Cisco Unified
SRST ZEEAE
Cisco Unified
7940/7960 =
LSC SRST GEBAE
7970 SEPMACxxxx.cnf.xml
MIC \ v /]Ln‘-“‘/i/)vll/
. , . H—EX
=g O msiokvaqy N

1P Phon 62 5

IP Phone . - =

= 5 -« Cisco Unified 3

LSC/MIC Cisco Unified SRST -

Cisco Unified SRST

SRST ifBAE
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| Secure SRST

Secure SRST ||
10 Secure SRST
1. CA Cisco 10S CA CA
CA SRST
Cisco 10S CA
SRST
CA CAPF CAPF
Cisco Communications Manager Security Guide
2. CAPF LSC
CAPF CAPF
Cisco Unified Communications Manager
LSC Cisco Unified IP Phone
LSC MIC Cisco Unified IP Phone Cisco 7970 MIC
CAPF
3. Cisco Unified Communications Manager SRST
4. Cisco Unified Communications Manager  TFTP
Cisco Unified IP Phone ~ SEPMACxxxx.cnf.xml
5. Cisco Unified Communications Manager PEM
Cisco Unified SRST Cisco Unified SRST
PEM
P.155 Cisco Unified SRST PKI
Cisco Unified SRST PEM Cisco Unified SRST
IP Phone TLS IP Phone
6. TLS Cisco Unified IP Phone
Cisco Unified SRST
a. Cisco Unified SRST 4  Cisco Unified
Communications Manager
b. Cisco Unified IP Phone  Cisco Unified SRST LSC MIC
5 PEM LSC
MIC
Y
SRST TLS

Cisco Unified SRST
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Secure SRST |

W Ssecure SRST

Secure SRST Cisco I0S

Secure SRST Secure SRST
Cisco Unified Communications Manager ~ TLS

SRST Cisco Unified Communications Manager
Cisco Unified Communications Manager Cisco Unified IP Phone
SRST
Secure Cisco Unified IP Phone
SRST TCP 2445
call-manager-fallback 3 Cisco 10S

e credentials

* ipsource-address credentials
e trustpoint credentials

2 Cisco 10S

e debug credentials

e show credentials

Cisco Unified IP Phone Secure Cisco Unified SRST

8 11 SRST Cisco Unified Communications Manager Cisco Unified IP
Phone Cisco Unified IP Phone Secure SRST
8 SRST Cisco Unified Communications Manager Cisco Unified IP Phone

Secure Unified

_ - SRST L—5LT
Cisco Unified 1. Cisco Unified Communications Manager & BELTLS
Communications HLTUiw)L H—/\Z SRST SEAZZERT S ILToiviL H—N

A
\ 4

Manager/224 7k~
z o =
), =

=
2. 9L T v )L H—NILERETHET S

155100

V.
A

3. Cisco Unified Communications Manager I&
ERAEZEBHEE OO T2l —2ay TJ7AILICEAT S

Cisco IP Phone

Cisco Unified SRST
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| Secure SRST

Secure SRST ||
11 Secure SRST

Cisco Unified IP Phone  DHCP TFTP |—

Cisco Unified IP Phone TFTP CTL |CTL

Cisco IP Phone  TLS Cisco Unified Communications Manager Secure

Cisco Unified Communications Manager Cisco Unified SRST Cisco
Unified SRST Cisco Unified IP
Phone
Cisco Unified SRST Cisco
Unified SRST
8
Cisco Unified IP Phone Cisco Unified Communications Manager
Cisco Unified Cisco Unified SRST
Communications Manager
SRST
SRST SRST 8
Cisco Unified Communications Manager
TLS
Cisco Unified IP Phone TCP 443
Cisco Unified SRST
2443
WAN Cisco Unified IP Phone  Cisco Unified SRST
SRST Cisco Unified IP Phone —

SRST

Cisco Unified SRST
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Secure SRST

W Ssecure SRST

Secure SRST
Secure Cisco Unified SRST Cisco Unified IP Phone  TLS
TLS WAN
Cisco Unified SRST
. Cisco Unified SRST P.160
e Secure SRST PEM P.169
e Secure Cisco Unified SRST Cisco Unified Communications Manager P.176
e Secure Cisco Unified SRST SRST P.180
. p.182
Cisco Unified SRST
Cisco Unified SRST
¢ Cisco I0S CA P.160
e CA Secure Cisco Unified SRST P.162
U P.164
. P.165
e Secure Cisco Unified SRST P.167
o P.168
Cisco I0S CA
Cisco Unified SRST
CA 1 CA CA Cisco 10S
Cisco I0S CA
Cisco I0S SRST Cisco I0S
CA CA

Cisco 10S Certificate Server

I L R < A

crypto pki server cs-label

database level {minimal | names | complete}
database url root-url

issuer-name DN-string

grant auto

no shutdown

Cisco Unified SRST
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| Secure SRST

Secure SRST
1 crypto pki server cs-label certificate server
Router (config)# crypto pki server %
srstcaserver RSA
cs-label
Cisco 10S
Certificate Server
2 database level {minimal | names | complete}
Router (cs-server)# database level complete e minimal
e names minimal
e complete minimal names

N

complete
database url
TFTP
3 database url root-url
crypto pki server
Router (cs-server)# database url nvram
root-url
[ ]
NVRAM
4 issuer-name DN-string CA DN
Router (cs-server)# issuer-name issuer-name CN=cs-label
CN=srstcaserver
5 grant auto
Router (cs-server)# grant auto ° P.164
6 no shutdown Cisco 10S

Router (cs-server)# no shutdown

Cisco Unified SRST
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Secure SRST |

W Ssecure SRST

CA

CA 1

Router (config)# crypto pki server srstcaserver

(
Router (cs-server) # database level complete
Router (cs-server) # database url nvram
(
(

Router (cs-server) # issuer-name CN=srstcaserver

Router (cs-server) # grant auto

)

Are you sure you want to do this? [yes/no]:
Router (cs-server) # no shutdown

% the configuration.

Are you sure you want to do this? [yes/no]:
Generating 1024 bit RSA keys ...[OK]

% Certificate Server enabled.

o

Secure Cisco Unified SRST
Secure Cisco Unified SRST

Secure Cisco Unified SRST
Communications Manager

CA Secure Cisco Unified SRST
TFTP 3 CA

TFTP

enrollment url
pki authenticate
Interoperability Commands
Enhancements P.164

crypto pki trustpoint name
enrollment url url
revocation-check method1
exit

crypto pki authenticate name

o a s 0 bh =

crypto pki enroll name

Y

Y

% This will cause all certificate requests to be automatically granted.

% Once you start the server, you can no longer change some of

CA

Secure SRST Cisco Unified
Cisco I0S

SRST crypto

Certification Authority
Certificate Enrollment

Jll_ Cisco Unified SRST
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| Secure SRST

Secure SRST ||
1 crypto pki trustpoint name CA
ca-trustpoint
Router (config)# crypto pki trustpoint srstca
. P.167 Secure Cisco Unified
SRST
2 enrollment url url CA
e url url CA
Router (ca-trustpoint)# enrollment url URL
http://10.1.1.22
. SCEP
url  http://CA_name
CA_name Cisco I0S CA
Domain Name System DNS;
IP
e P.160 Cisco 10S CA
URL 1
IP CA
IP CA
3 revocation-check methodl method1
Router (ca-trustpoint)# revocation-check none
none none
L none
4 exit ca-trustpoint
global
Router (ca-trustpoint)# exit
5 crypto pki authenticate name CA CA
Router (config)# crypto pki authenticate e CA
srstca
6 crypto pki enroll name CA SRST
e CA

Router (config)# crypto pki enroll srstca

Cisco Unified SRST
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Secure SRST |

W Ssecure SRST

Cisco Unified SRST

Router (config) # crypto pki trustpoint srstca

Router (ca-trustpoint)# enrollment url http://10.1.1.22
Router (ca-trustpoint) # revocation-check none

Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate srstca

Certificate has the following attributes:
Fingerprint MD5: 4C894B7D 71DBA53F 50C65FD7 75DDBFCA
Fingerprint SHAl: 5C3B6BI9E EFA40927 9DF6A826 58DA618A BF39F291

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

Router (config) # crypto pki enroll srstca
%

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

oe

The fully-qualified domain name in the certificate will be: router.cisco.com
The subject name in the certificate will be: router.cisco.com

Include the router serial number in the subject name? [yes/nol: y

The serial number in the certificate will be: DOB9E79C

Include an IP address in the subject name? [nol: n

Request certificate from CA? [yes/nol: ¥y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto pki certificate' command will also show the fingerprint.

o0 o° oe

oe

Sep 29 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint MD5: D154FB75
2524A24D 3D1F5C2B 46A7B9E4

Sep 29 00:41:55.427: CRYPTO_PKI: Certificate Request Fingerprint SHAl: 0573FBB2
98CD1ADO F37D591A C595252D Al17523C1

Sep 29 00:41:57.339: %$PKI-6-CERTRET: Certificate received from Certificate Authority

grant auto P.160 Cisco 10S
CA
A
grant auto
1. crypto pki server cs-label
2. shutdown
3. nogrant auto
4. no shutdown

Cisco Unified SRST
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| Secure SRST

Secure SRST ||

1 crypto pki server cs-label

Router (config)# crypto pki server srstcaserver

S

certificate server

RSA
cs-label
2 shutdown Cisco 10S
Router (cs-server)# shutdown
3 no grant auto
Router (cs-server)# no grant auto °
4 no shutdown Cisco 10S

Router (cs-server)# no shutdown

Manual Certificate Enrollment (TFTP and Cut-and-Paste)

Cisco I0S CA
CA

1. show running-config

2. show crypto pki server

1 show running-config

CA 01 02

show running-config

show crypto pki server

Cisco Unified SRST

show running-config
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Secure SRST |

W Ssecure SRST

Router# show running-config

! SRST router device certificate.
crypto pki certificate chain srstca
certificate 02

308201AD
17311530
31323139
55040513
32363931
4B003048
C98F9BAE
FA2ED743
03551D23
06092A86
CB84B17B
FB2B18A0
B586FE67
C3AF4A66
quit

30820116
13060355
35323233
08443042
2E636973
024100D7
AE9D1F9B
3FB8B902
04183016
4886F70D
1151BD78
34AF6564
00C358D4
BD007348

certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051C9FE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47A81019
C98565A6
S5EE85FF8
DEDBAAD7
quit

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EESAC831
21E5DD03
030101FF
29CE97AD
F829CE97
04050003
795B5AAE
C09CA641
C1B1A540
3780136E

2 show crypto pki server

CA

Router# show crypto

A0030201 02020102
0403130C 73727374
5A170D30 35303431
39453739 43301F06
636F2E63 6F6D305C
0CC354FB 5F7C1AE7
D4BB7A67 F3251174
03010001 A330302E
8014F829 CE97AD60
01010405 00038181
B3E39763 59EC650E
11239473 41478AFC
EFDD8D44 3F423141
DO013000A EA3C206D

A0030201 02020101
0403130C 73727374
5A170D30 37303431
74636173 65727665
81890281 8100C3AF
3C336635 74691954
7357EBAC E6335A32
71ACD3A7 4E918A8F
C37D4B28 OFAB0203
300E0603 551DOFO01
6018D054 67FC2939
AD6018D0 5467FC29
8181007A F71B25F9
035400BB F859DABF
88661402 ACC424FD
E818CE6D 58131726
B112A6

pki server

Certificate Server srstcaserver:
Status: enabled

Server's configuration is locked

Issuer name: CN=srstcaserver

300D0609
63617365
32313935
09228648
300D0609
7TA25C3F2
193BB1A3
300B0603
18D05467
007EB48E
49371F6D
A86E6DAL
C2D331D3
CF

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF9391
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

(enter "shut"

2A864886 F70D0101
72766572 301E170D
3232335A 30343132
86F70D01 09021612
2A864886 F70D0101
056E0485 22896D36
12946123 E5C1CCD7
551D0F04 04030205
FC293963 C2470691
CAESE1B3 D1E7A185
99CBD267 EBS8ADFID
AC518E0OB 8657CEBB
1EE43B6E 6CB29EE7

2A864886 F70D0101
72766572 301E170D
3531365A 30173115
300D0609 2A864886
9922A8DA 2BBIODCSE
059E24B6 32154E99
99325BFD 9B8355EB
76FBF499 5AD0849D
63306130 OF060355
03020186 301D0603
91F9BD30 1F060355
0691F9BD 300D0609
25DFDO3A D8D1338F
E71A8283 08950414
ABFF4C55 BB23C66A
4E1A2F4B E6195522

04050030
30343034
300F0603
6A61736F
01050003
6CA70C19
A23E6155
AQ301F06
FI9BD300D
D7F0D565
9E43A5F2
ED2BDESE
0B8C2752

04050030
30343034
30130603
F70D0101
5B1BD332
105CA989
C10F8963
CAA41417
1D130101
551D0E04
1D230418
22864886
6792C805
8633A8B2
C80A3A57
122457F3

show crypto pki server

to unlock it)

CA cert fingerprint: AC9919F5 CAFE0560 92B3478A CFF5EC00

Granting mode is:
Last certificate issued serial number:
CA certificate expiration timer:
CRL NextUpdate timer:
Current storage dir:

Database Level: Complete - all issued certs written as <serialnum>.cer

auto

nvram

0x2

13:46:57 PST Dec 1 2007
14:54:57 PST Jan 19 2005

Jll_ Cisco Unified SRST
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Secure SRST ||
Secure Cisco Unified SRST
Cisco Unified SRST Cisco Unified Communications Manager
Cisco Unified
Communications Manager ~ Secure SRST Cisco Unified IP Phone
Cisco Unified SRST
N
Control Plane Policing P.192
1. credentials
2. ipsource-address ip-address [port port]
3. trustpoint trustpoint-name
4. exit
1 credentials Cisco Unified SRST Cisco Unified
Communications Manager credentials
Router (config)# credentials
2 ip source-address ip-address [port port] Cisco Unified SRST IP
Cisco Unified Communications
Router (config-credentials)# ip source-address Manager
10.1.1.22 port 2445
e ip-address IP IP
1
* port port Cisco Unified

Communications Manager

2000 9999
2445
3 trustpoint trustpoint-name Cisco Unified SRST
trustpoint-name
Router (config-credentials)# trustpoint srstca SRST
. P.162 CA

Secure Cisco Unified SRST

Cisco Unified SRST
[ oL-13143-02-J
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Secure SRST |

W Ssecure SRST

4

exit

Router (config-credentials)# exit

credentials

Router (config) # credentials

Router (config-credentials)# ip source-address 10.1.1.22 port 2445
Router (config-credentials)# trustpoint srstca

Router (config-credentials) # exit

Cisco Unified SRST

1. show credentials

2. debug credentials

show credentials

Secure Cisco Unified SRST Cisco Unified Communications Manager
Cisco Unified SRST show credentials

Router# show credentials

Credentials IP: 10.1.1.22
Credentials PORT: 2445
Trustpoint: srstca

debug credentials

Cisco Unified SRST debug credentials

Router# debug credentials

Credentials server debugging is enabled

Router#

Sep 29 01:01:50.903: Credentials service: Start TLS Handshake 1 10.1.1.13 2187

Sep 29 01:01:50.903: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:51.903: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:52.907: Credentials service: TLS Handshake returns OPSSLReadWouldBlockErr
Sep 29 01:01:53.927: Credentials service: TLS Handshake completes.

Cisco Unified SRST
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Secure SRST ||
e debug crypto pki messages
e debug crypto pki transactions
Secure SRST PEM
Cisco IP Unified Phone Secure SRST
Cisco Unified Communications Manager 4.X.X
Cisco Unified Communications Manager 4.X.X
Secure Cisco Unified SRST TLS
Cisco Unified IP Phone Cisco Unified IP Phone
9 P.156
Cisco Unified Communications Manager Cisco Unified SRST
Cisco Unified Communications Manager
TFTP
Manual Certificate Enrollment (TFTP and Cut-and-Paste)
PEM
Cisco Unified Communications Manager 5.0
Cisco Unified Communications Manager 5.0
9 4 CAPF CiscoCA CiscoManufactureCA
CiscoRootCA2048 Cisco Unified SRST
Y
CiscoRootCA CiscoR00t2048CA
crypto pki authenticate
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
Cisco Unified Communications Manager 4.X.X
Cisco Unified Communications Manager 4.X.X Cisco Unified
Communications Manager Program Files > Cisco > Certificates

Cisco Unified SRST

| oL-13143-02-J
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W Ssecure SRST

Windows Wordpad Notepad .0 SRST

pem e BEGIN
CERTIFICATE-----  ----- END CERTIFICATE-----

Cisco Unified Communications Manager 5.0

Cisco Unified Communications Manager 5.0

1 Cisco Unified Communications Manager

2 Security > Certificate Management > Download Certificate/CTL

3 Download Trust Cert Next
4 CAPF-trust Next
5 CiscoCA Next
6 Continue
7
8 - BEGIN CERTIFICATE-----  ---- END CERTIFICATE-----
9 CiscoManufactureCA CiscoRootCA2048 CAPF 5 8
Web Cisco Unified Communications Manager HTTP
1. crypto pki trustpoint name
2. revocation-check method1
3. enrollment terminal
4. exit
5. crypto pki authenticate name

Cisco Unified SRST
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Secure SRST

1 crypto pki trustpoint name

Router (config)# crypto pki trustpoint 7970

ca-trustpoint

CA

e Cisco Unified Communications Manager 5.0

4

name CAPF

CiscoCA CiscoManufactureCA

CiscoRootCA2048

P.175 Cisco Unified Communications

4 exit

Manager 5.0
2 revocation-check methodl method1
Router (ca-trustpoint)# revocation-check none
none none
L none
3 enrollment terminal
Router (ca-trustpoint)# enrollment terminal
ca-trustpoint
global
Router (ca-trustpoint)# exit
5 crypto pki authenticate name CA CA
Router (config)# crypto pki authenticate 7970 e crypto pkitrustpoint
name
e Cisco Unified Communications Manager 4.X.X P.172
e Cisco Unified Communications Manager 5.0 P.175

Cisco Unified SRST
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W Ssecure SRST

Cisco Unified Communications Manager 4.X.X

Cisco Unified SRST Cisco 7970 7960 PEM 3

Router (config) # crypto pki trustpoint 7970
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate 7970

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCApCgAWIBAGIQNT+yS9cPFKNGwEOprHIWATANBgkghkiGO9w0OBAQUFADAU
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRQWEgYDVQQODEWtDQVAtUIRQLTAWM]Ae
FwOwMzEwWMTAYMDE4ANDlaFw0yMzEwMTAYMDI3MzdaMC4xF jAUBgNVBAOTDUNpC2NvV
IFN5¢c3R1bXMXFDASBgNVBAMTCONBUC1SVFAtMDAYMI IBIDANBgkghkiG9w0OBAQEF
AAOCAQOAMIIBCAKCAQEAXCZ1BK19w/2NZVVvp]jCPrpWlcCY7V1ig91hzI85RZZdANQ
2M4CufgIzNa3zYxGJIAYeFfcRECNMB3 f5A+x7xN1iEuzE87UPvK+7S80uWCY0Uht1
AVVE5NQgZ3YDNONXg5MmONb81T86F55EZyVac0XGne77TSIbIdejrTgYQXGP2MIx
Qhg+ZQ1GFDRzbHfM84Duv2Msez+1+SamgO80kIckgEINr3 /XCSj1hXZNNVg8D+mv
Hth2P6KZgAKXAAStGRLSZX3jNbS8tved3Gi5+sj9+F6KKK2PD01iDwHcRKkcUHb7g
1I++U/5nswjUDIAph715Ds2rn9ehkMGipGLF8kpuCwIBA60BwzCBwDALBONVHQSE
BAMCAYYwDwYDVROTAQH/BAUWAWEB / zZAABgNVHQ4EFgQUUpIrdojuLgmKTn5wLFal
mrTUm5YwbwYDVRO £BGgwZ jBkoGKgYIYtaHROcDovL2NhcClydHAtMDAYLON1cnRF
bnIvbGwvQOFQLVIUUCOWMDIuY3Jshi9maWx10i8vXEFxjYXAtcnRWLTAWM1xDZXJ0
RW5yb2xsXENBUC1SVFAtMDAYLmNybDAQBgkrBgEEAY I3FQEEAWIBADANBgkghkiG
9wOBAQUFAAOCAQEAVOOM78TaOtHgj7sVL/5u5VChlyvU168f0piJLNWip2vDRihm
E+D1XdwMS5JaqUtuaSd/m/xzxpcRIM4ZRRwWPg6VeaiiQGkjFuZEe5jSKiSAK7eHg
tup4dHP/ZfKSwPA40D1sGSYsKNMmM3OmVOCQUMHO21PkS/eEQ9sIw6QS7uuHN4Ay4CT
NPnRbpFRLw06hnStCZHtGPKEHNY213Q0y3h/EWhbnpOMZ+hdr20FujSI6GL+L391
aRjeD708f2fYoz9wnEpZbtn2Kzse3uhUlYgqglD1x9yuPg388C18HWAmMCj40VTXux
V6Y47H1yv/GIM8FvAgvKlExXbGTFnlHpPiaGotQ==

quit

Certificate has the following attributes:

Fingerprint MD5: F7E150EA 5E6E3AC5 615FC696 66415C9F

Fingerprint SHAl: 1BE2B503 DC72EE28 0COF6B18 798236D8 D3B18BE6

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config)# crypto pki trustpoint 7960
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate 7960

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIICKDCCAZGgAWIBAgIC8WEWDQYJK0ZIhveNAQEFBQAWQDELMAKGA1UEBhMCVVMX
GjAYBgNVBAOTEUNPC2NVIFN5c3R1bXMgSW5jMRUWEWYDVQQDEwWXDQVBGLTJENOQw
QzAWHhcNMDQwWNzE1Mj I zODMyWhcNMTkwNzEyMJj I zODMxW]jBAMQsSwCQYDVQQGEWIV
UzEaMBgGA1UEChMRQ21zY28gU31zdGVtcyBIbmMxFTATBgNVBAMTDENBUEYENOQ3
RDBDMDCBnzANBgkghkiGIw0BAQEFAAOB] QAWgYKCgYEAOhvMOZZ9ENYWmel1YGY1
1t2rvE3Nk/eghnv8P9egBligt+fFBeAGOWZ5b05FetdU+BCmPnddvAeSpsfr3Z+h
x+r58 fOEIBRHQLgNDZ+nwYH3 9uwXcRWWgWwlW1l47YHjV7M5¢c /R8T6daCx4B5NBo6
kdQdONOrvV3IP7kQaCShdM/kCAWEAAaMxMC8wDgYDVROPAQH/BAQDAGKEMBOGAL1Ud
JQQWMBQGCCsGAQUFBwWMBBggrBgEFBQcDBTANBgkghkiGO9wOBAQUFAAOBgQCaN1 6x
sL6M5N1DezpSBO3QmMUVYXMfrONV2ysrSwcXzHu0gd9MSI8TwiQmvadJ47hST1F5a8
YVYJO0IdifXbXRo+/EEO7KkmFE8MZta5rM7UW]8bAeR421igA3RzQaDwuJgNWTI9Fhh
GgfuNAloShlAikxsvxivmDl1LAZyCMogJdJd7B2Q==

quit

Certificate has the following attributes:

Fingerprint MD5: 4B9636DF O0F3BA6B7 5F54BE72 24762DBC

Fingerprint SHAl: A9917775 F86BB37A 5C130ED2 3E528BB8 286E8C2D

% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

)

% Certificate successfully imported

Cisco Unified SRST
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Router (config) # crypto pki trustpoint PEM
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint) # exit

Router (config)# crypto pki authenticate PEM

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCApCgAwWIBAgIQAhL5YBU9b590QiAgMrcjVjANBgkahkiGO9wOBAQUFADAU
MRYwWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRQwWEgYDVQQDEWt DQVAtU1RQLTAWMTAE
FwOwMzAyMDYyMzI3MTNaFwOyMzAyMDYyMzM2MzRaMC4xF jAUBgNVBAOTDUNpC 2NV
IFN5c3R1bXMXFDASBgNVBAMTCONBUC1SVFAtMDAXMI IBIDANBgkghkiG9w0OBAQEF
AAOCAQOAMIIBCAKCAQEArFW77Rjemdcd/7yPLVCauDohwzZ/3qgf0sJaWlLeAzBlg
Rj21F1Sij0ddkDt fEE09VKMBOJ svx6xJ1WJiuBwUMDhTRbsuJ z+npkaGBXPOXJImN
Vd54glpc/hQDEfWlbrIFkCcYhHws 7vwnPsLuylKw2L2cP0UXxYghSsx8H4vGgdPFQ
NnYy7aKJ43SvDFt4zn37n8jrv1Ruz0x3mdbcBEAHbA825Y07a8sk12tshMJ/YdMm
vny0pmDNZXmeH]jgEgVO3UFUNn6GVCO+K1y1dUUlgpYINYtgLkgj7wgccGjsHdHr3a
U+bwluLgSGsQnxMiWeMaWo8+6hMxwlANPweufgZMaywIBA60BwzCBwDALBgNVHQSE
BAMCAYYwDwYDVROTAQH/BAUWAWEB / zAdBgNVHQ4EFgQU6Rexgscfz6ypG270gSac
cK4FoJowbwYDVROfBGgwZ jBkoGKgYIYtaHROcDovL2NhcClydHAtMDAXLON1cnRF
bndvbGwvQOFQLVJUUCOWMDEUY3Jshi9maWx101i8vXFxjYXAtcnRWLTAWMVXDZXJ0
RW5yb2xsXENBUC1SVFAtMDAXLMNybDAQBgkrBgEEAYI3FQEEAWIBADANBgkahkiG
9wOBAQUFAAQOCAQEAQ2TI96 /YMMtw2Dw4QX+F1+glXSrUCrNyjx7vtFaRDHyB+kobw
dwkpohfkzfTyYpJELzV1r+kMRoyuZ70IggccEroMDnnmeApc+BRGbDIgS1Zzk40A
c6Ea7fm53nQR1cSPMUVLIDBzKYDNbnEjizptaIC5£fgB/S9S6C1g0YPpTZFn5tjUjy
WXzeYSXPrcxb0UH7IQJ1ogpONAAUKLOPaZU7tVDSH3hD4+VjmLyysaLUhksGFrrN
phzZrsVVilK17gpgCPl1KLGAS4fSbkrug3r/6S/SpXS6/gAoljBKixP7ZW2PxgCU
1aU9cURLPO95NDOFN3 jBk3Sips7cVidcogowPQ==

quit

Certificate has the following attributes:

Fingerprint MD5: 233C8E33 8632EA4E 76D79FEB FFB061C6

Fingerprint SHAl: F7B40B94 5831D2AB 447AB8F2 25990732 227631BE

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

Cisco Unified SRST

Secure SRST
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5 CA show crypto pki trustpoint status
5 3 CA
SRST

Router# show crypto pki trustpoint status

Trustpoint 7970:

Issuing CA certificate configured:

Subject Name:

cn=CAP-RTP-002, 0=Cisco Systems

Fingerprint MD5: F7E150EA 5E6E3AC5 615FC696 66415C9F
Fingerprint SHAl: 1BE2B503 DC72EE28 0COF6B18 798236D8 D3B18BE6

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint 7960:

Issuing CA certificate configured:

Subject Name:

cn=CAPF-508A3754,0=Cisco Systems Inc,c=US

Fingerprint MD5: 6BAE18C2 0OBCE391E DAE2FE4C 5810F576
Fingerprint SHAl: B7735A2E 3A5C274F C311D7F1 3BE89942 355102DE

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint PEM:

Issuing CA certificate configured:

Subject Name:

cn=CAP-RTP-001,0=Cisco Systems

Fingerprint MD5: 233C8E33 8632EA4E 76D79FEB FFB061C6
Fingerprint SHAl: F7B40B94 5831D2AB 447AB8F2 25990732 227631BE

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint srstcaserver:

Issuing CA certificate configured:

Subject Name:

cn=srstcaserver

Fingerprint MD5: 6AF5B084 79C93F2B 76CC8FE6 8781AF5SE
Fingerprint SHAl: 47D30503 38FF1524 711448B4 9763FAF6 3A8E7DCF

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... None

Trustpoint srstca:

Issuing CA certificate configured:

Subject Name:

cn=srstcaserver

Fingerprint MD5: 6AF5B084 79C93F2B 76CC8FE6 8781AF5E
Fingerprint SHAl: 47D30503 38FF1524 711448B4 9763FAF6 3A8E7DCF
Router General Purpose certificate configured:

Subject Name:
serialNumber=F3246544+hostname=c2611XM-sSRST.cisco.com
Fingerprint: 35471295 1C907EC1 45B347BC 7A9C4B86

State:

Keys generated ............. Yes (General Purpose)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... Yes

Cisco Unified SRST
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Cisco Unified Communications Manager 5.0

Cisco Unified Communications Manager 5.0
CiscoCA CiscoManufactureCA CiscoRootCA2048

Router (config) # crypto pki trustpoint CAPF
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CAPF

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIICKjCCAZOgAwIBAgIC8WEWDQYJKoZIhveNAQEFBQAWQTELMAKGA1UEBhMCVVMx
GjAYBgNVBAOTEUNPC2NVIFN5c3R1bXMgSW5jMRYWFAYDVQQODEwW1DQVBGLTU4RUFE
MkQyMB4XDTA2MDMwMT IxXMjc1M1oXDTIXMDIYNTIxM]clMVowQTELMAKGA1UEBhMC
VVMxGJjAYBgNVBAOTEUNpPCc2NvIFN5c3R1bXMgSW5 jMRYwFAYDVQQDEwW1 DQVBGLTU4
RUFEMkQyMIGEMAOGCSQGSIb3DOEBAQUAAAGNADCB1QKBgQCI9KgZTI4ghozwdbOB
£8Z0tYwT214L++mC6403s3AshDi8xe8Y8sN/ f/ZKRRhNIxB1K4SWafXnHKIBgKZn
WtSgkRjI3DhOXtgcWYt8VS2sC699g8sX091skK13m+TpWsr2T/mDXv6CceaKN+mch
gcrrnNo8kamOOIG80sQcdL6XzQIDAQABOZEWLZAOBgNVHQ8BAf8EBAMCAOQWHQYD
quit

Certificate has the following attributes:

Fingerprint MD5: 1951DJ4E 76D79FEB FFB061C6 233C8E33

Fingerprint SHAl: 222891BE Z7B89B94 447AB8F2 5831D2AB 25990732

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config)# crypto pki trustpoint CiscoCA
Router (ca-trustpoint)# revocation-check none
Router (ca-trustpoint)# enrollment terminal
Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CiscoCa

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDgDCCApCgAwIBAgIQAdhL5YBU9b590QiAgMrcjVjANBgkaghkiGOwOBAQUFADAU
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRQWEgYDVQQDEWtDQVAtUIRQLTAWMTAe
Vd54glpc/hQDfWlbrIFkCcYhHws7vwnPsLuylKw2L2cP0OUXxYghSsx8H4vGgdPFQ
NnYy7aKJ43SvDFt4zn37n8jrv1Ruz0x3mdbcBEdAHbA825Y07a8sk12tshMJ/YdMm
vny0pmDNZXmeH]jgEgVO3UFUNn6GVCO+K1y1dUUlgpYINYtgLkgj7wgccGjsHdHr3a
U+bwluLgSGsQnxMiWeMaWo8+6hMxwlANPweufgZMaywIBA60BwzCBwDALBgNVHQ8E
c6Ea7fm53nQR1cSPMUVLjDBzKYDNbnEjizptaIC5£fgB/S9S6C1g0YpTZFn5tjUjy
WXzeYSXPrcxb0UH7IQJ1ogpONAAUKLOPaZU7tVDSH3hD4+VjmLyysaLUhksGFrrN
phzZrsVVilK17gpgCPl1KLGAS4fSbkrug3r/6S/SpXS6/gAoljBKixP7ZW2PxgCU
1aU9cURLPO95NDOFN3 jBk3Sips7cVidcogowPQ==

quit

Certificate has the following attributes:

Fingerprint MD5: 21956CBR 4B9706DF OF3BA6B7 7P54AZ72

Fingerprint SHAl: A9917775 F86BB37A 7H130ED2 3E528BB8 286E8C2D

% Do you accept this certificate? [yes/nol: ¥y

Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config) # crypto pki trustpoint CiscoManufactureCA
Router (ca-trustpoint)# revocation-check none

Router (ca-trustpoint)# enrollment terminal

Router (ca-trustpoint) # exit

Router (config)# crypto pki authenticate CiscoManufactureCA

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIE2TCCA8GgAWIBAgIKamlnswAAAAAAAZANBgkghkiGIwWOBAQUFADAIMRYWFAYD
D/g2ggfEMkHFp68dGE/2¢c5k5WnNnYhMODR9e1XBSZBcG7FNcXNtg6 jUAQQIBAKOC
AecwggHjMBIGA1UJEWEB/wWQIMAYBAf8CAQAWHQYDVROOBBYEFNDFIiarT0Zg7K4F
kcfcWtGwR/dsMASGA1UdADWQEAWIBhjAQBgkrBgEEAYI3FQEEAWIBADAZBgkrBgEE
AYI3FAIEDB4KAFMAJQBiAEMAQTAfBgNVHSMEGDAWgBQON88gVHM6aAgkilr SugiWBE
2nsvqjBDBgNVHRS8EPDA6MD1igNGAOhjJodHRwO1 8vd3d3 LmNpc2NvLmNvbS 9 zZWN1

Cisco Unified SRST

Secure SRST
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W Ssecure SRST

Secure Cisco Unified SRST

cml0eS9wa2kvY3JsL2NyY2EyMDQ4LnNybDBQBggr BgEFBQcBAQREMEIWQAY IKwYB
BQUHMAKGNGhOJHAG6LyY93d3cuY212zY28uY29tL3N1Y3VyaXR5L3BrasS9jzxJ0cy9]
cmNhMjAQ0C5jZXIwXAYDVROgBFUwWUZBRBgorBgEEAQKVAQIAMEMWQQYIKwYBBQUH
I+ii6itvaSN6go4cTAnNPpE+rhC836WVg0ZrG2PMLIA7QIwBcbx2RvAFOWFEdyeP3
OOfTC9Fovo04ipUsG4eakgjNIGnW6IJvNwxmEAPcN5J1unGAGTjaubEBEpH6GC/£08
S2513JINFBemvM2 tnIwcGhiLa69yHz1khQhrpz3B1liOAkPV19TpY4gJfvb/Cbhbcdi6
YBmlsGGGrdllzva5J6LuL2GbugEwY f2+rDUU+bgtlwavw+9tzD0865XpgdOKXrbO
+nmka9eiV2TEP0zJ2+iC7AFm1BCIolblPFft6QKoSJFjB6thdJksaE5/k3Npf
quit

Certificate has the following attributes:

Fingerprint MD5: OF3BA6B7 4B9636DF 5F54BE72 24762SBR

Fingerprint SHAl: L92BB37A S9919925 5C130ED2 3E528UP8 286E8C2D

% Do you accept this certificate? [yes/nol: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

Router (config)# crypto pki trustpoint CiscoRootCA2048
Router (ca-trustpoint)# revocation-check none

Router (ca-trustpoint)# enrollment terminal

Router (ca-trustpoint)# exit

Router (config)# crypto pki authenticate CiscoRootCA2048

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt /zANBgkghkiGOwOBAQUFADAL
MRYWFAYDVQQKEw1DaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDQWNTEOM] AxNzEyWhceNMj kwNTEOM] AyNTQyWjALMRYwFAYDVOQK
EwlDaXNjbyBTeXN0ZW1lzMRswGQYDVQQDExJIDaXNjbyBSb290IENBIDIwNDgwggEg
MAOGCSQGSIb3DQEBAQUAALIBDQAWGUEIAOIBAQCWMrmrp68KA6 ficbalzZmKUeIhH
FR5umgIJFg0roIlgX9p7L60owEAYJKWYBBAGCNXUBBAMCAQAWDQYJKOZIThvcNAQEF
BQADggEBAJ2dhISjQal8dwy3U8pORFBi71R803UXHO]gxkhLtv5MOhmBVrBW7hhmW
Yapao2TB9k5UMBZ3 /sUcuuVddcrl8J0agxEubsv4dEX+5wiWdg+f fy0vhN4TauYuX
cB7w4ovXsNgOnbFpligqRe61JT37mjpXYgyc81WhdIDtSd917rp77rMKSsHOT8lasz
BvtI9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA4iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkOXuPL1hS27PKSb3TkL4Egl1ZKRAOCXPDJoBYVL0OfdX41Td
kxpUnwVwwEpxYB5DC2Ae/gqPOgRnhCzU=

quit

Certificate has the following attributes:

Fingerprint MD5: 2G3LZ6B7 2R1995ER 6KE4AWE72 3E528BBS8

Fingerprint SHAl: M9912245 5C130ED2 24762JBC 3E528VF8 956E8S5H

% Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

% Certificate successfully imported

Cisco Unified Communications Manager

e Cisco Unified Communications Manager SRST
e Cisco Unified Communications Manager SRST
e Cisco Unified Communications Manager CAPF P.180
Cisco Unified Communications Manager SRST
SRST Cisco Unified Communications Manager

Cisco Unified SRST

Cisco Unified Communications Manager
Unified SRST
Cisco Unified SRST

Cisco Unified SRST

Cisco Unified Communications Manager

P.176
p.178

Cisco
P.167 Secure
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Secure SRST ||
Cisco Unified Communications Manager ~ Cisco Unified SRST
Cisco Unified Communications Manager Survivable Remote Site Telephony
Configuration Cisco Unified Communications Manager

http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

1. Cisco Unified Communications Manager SRST
2 SRST
3. SRST
4. Insert
5 SRST 2 4
1 Cisco Unified Communications Manager CCMAdmin > System > SRST

2 Add New SRST Reference

3 9 SRST Reference Configuration
a. SRST IP
b. SRST
c.
2445

Cisco Unified SRST
[ oL-13143-02-J
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9 SRST Reference Configuration

Crogn Seatems

olCallVManager Admimistration

J.':. Eineay [T Telepliinny Sodadidins

SRST Reference Configuration e e

pack b Pl SRET fhp e

SFEAT Ralaranca: Maw

Sewtus: Emady

_Insert | Cance |

SREST Relamncs Hamsa™ |H|°IH'. Liaberening
IF Address® (1o 22
Fart® [z000

Is SAST Securp? (=3

SRET Cartificate Providor Port®  [2445

* indicatsd raguirdd i

137020

4 SRST Insert Status: Insert completed
5 SRST 2 4
Cisco Unified Communications Manager SRST
SRST Cisco Unified Communications Manager ~ SRST

Cisco Unified Communications Manager
Cisco Unified Communications Manager Cisco Unified Communications Manager
Administration Guide Device Pool Configuration Cisco Unified
Communications Manager
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

Cisco Unified Communications Manager Device Pool

Add New Device Pool

SRST
Update

a > o b

Cisco Unified SRST
OL-13143-02-J |
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1 Cisco Unified Communications Manager CCMAdmin > System > Device Pool
2

L]

Copy
4

. 3

3 Add New Device Pool Device Pool Configuration
10
10 Device Pool Configuration

Cisco/CallManager Administration

Eor Crarn [F Telepbowy Snlunnee

- = - fdo meys Devics Pl
Device Pool Configuration Back to FndAist Device Poals

Capandency Records

Dawice Paal: Dalaull {10 memilers 1)

Statusi Ready
Copy | _Update | Delete | ResetDevices |

Device ool Hame* II:IEIm.II

Cigea Calanager Group® |I:Iui'u.ll =

DrabeTene Group® I(J‘-'I. acal :l

Rugan® [ Cintet =

Softkey Template® |E-|Eﬂ:||:rd T ﬂ

SRET Belarance® paasEal =|

Caling Search Space for Auto-registration D:::Ll:llidewu

Madia Fedource Group LSt Llze Lialnuk Lial

Matwiark Hokd MOM Audip Sourca SEET

User Hold MOH Audic Source |¢ Hane » =|

Matwork Locals |« Rane » =l z

: 5 L

4 SRST
5 Update

Cisco Unified SRST
[ OL-13143-02- .m
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Cisco Unified Communications Manager CAPF
CAPF Cisco Unified Communications Manager Cisco
Unified IP Phone LSC CAPF CAPF
Cisco Unified Communications Manager
Cisco Unified Communications Manager CAPF Cisco IP Phone

Authentication and Encryption for Cisco Communications Manager

Secure Cisco Unified SRST SRST
Cisco Unified IP Phone Secure SRST global
1. call-manager-fallback
2. secondary-dialtone digit-string
3. transfer-system {blind | full-blind | full-consult | local-consult}
4. ipsource-address ip-address [port port]
5. max-ephones max-phones
6. max-dn max-directory-numbers
7. transfer-pattern transfer-pattern
8. exit

1 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

2 secondary-dialtone digit-string 2

Router (config-cm-fallback) #
secondary-dialtone 9

Cisco Unified SRST
OL-13143-02-J |
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http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/4_0_1/auth_enc.html

| Secure SRST

Secure SRST ||
3 transfer-system {blind | full-blind | Cisco Unified SRST
full-consult | local-consult}
: e blind
Router (config-cm-fallback) #
transfer-system full-consult
e full-blind H.450.2
e full-consult 2
2
full-blind
* |ocal-consult 2
blind
4 ip source-address ip-address [port port] P Cisco IP Phone
IP
Router (config-cm-fallback)# ip
source-address 10.1.1.22 port 2000 2000

5 max-ephones max-phones

Cisco IP Phone

Router (config-cm-fallback)# max-ephones 15 0 P.31
6 max-dn max-directory-numbers DN
Ro;ter(config—cm—fallback)# max-dn 30 ° max_d"ecu"y_numbers
0 p.31

7 transfer-pattern transfer-pattern

Router (config-cm-fallback) #
transfer-pattern .....

Cisco Unified IP Phone

e transfer-pattern

8 exit

Router (config-cm-fallback)# exit

call-manager-fallback

SRST

Router (config) # call-manager-fallback

(
Router (config-cm-fallback) #
Router (config-cm-fallback) #
Router (config-cm-fallback) #
Router (config-cm-fallback) #
Router (config-cm-fallback) #
Router (config-cm-fallback) #
Router (config-cm-fallback) #

secondary-dialtone 9

transfer-system full-consult

ip source-address 10.1.1.22 port 2000
max-ephones 15

max-dn 30

transfer-pattern .....

exit

| oL-13143-02-J
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Cisco Unified IP Phone
EXEC

show ephone
show ephone offhook
show voice call status

debug ephone register

a > w0 bh =

debug ephone state

1 show ephone

Cisco Unified IP Phone show
ephone Secure SRST
TLS

Router# show ephone

ephone-1 Mac:1000.1111.0002 TCP socket:[5] activeLine:0 REGISTERED in SCCP ver 5
+ Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32626 7970 keepalive 390 max_line 8

button 1: dn 14 number 2002 CM Fallback CH1 IDLE

ephone-2 Mac:1000.1111.000B TCP socket:[12] activeLine:0 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32718 7970 keepalive 390 max_line 8

button 1: dn 21 number 2011 CM Fallback CH1 IDLE

ephone-3 Mac:1000.1111.000A TCP socket:[16] activeLine:0 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:0 offhook:0 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32862 7970 keepalive 390 max_line 8

button 1: dn 2 number 2010 CM Fallback CH1 IDLE

Cisco Unified SRST
OL-13143-02-J |



| Secure SRST

Secure SRST

2 show ephone offhook

Cisco IP Phone
TLS

Router# show ephone offhook

ephone-1 Mac:1000.1111.0002 TCP socket:[5] activeLine:1 REGISTERED in SCCP ver 5
+ Authentication + Encryption with TLS connection

mediaActive:1 offhook:1 ringing:0 reset:0 reset_sent:0 paging 0

:0

IP:10.1.1.40 32626 7970 keepalive 391 max_line 8

button 1: dn 14 number 2002 CM Fallback CH1 CONNECTED

Active Secure Call on DN 14 chan 1 :2002 10.1.1.40 29632 to 10.1.1.40 25616 via
10.1.1.40

G711Ulaw64k 160 bytes no vad

Tx Pkts 295 bytes 49468 Rx Pkts 277 bytes 46531 Lost 0

Jitter 0 Latency 0 callingDn 22 calledDn -1

ephone-2 Mac:1000.1111.000B TCP socket:[12] activeLine:1 REGISTERED in SCCP ver
5 + Authentication + Encryption with TLS connection

mediaActive:1 offhook:1 ringing:0 reset:0 reset_sent:0 paging 0 debug:0
IP:10.1.1.40 32718 7970 keepalive 391 max_line 8

button 1: dn 21 number 2011 CM Fallback CH1 CONNECTED

Active Secure Call on DN 21 chan 1 :2011 10.1.1.40 16382 to 10.1.1.40 16382 via
10.1.1.40

G711Ulaw64k 160 bytes no vad

Tx Pkts 295 bytes 49468 Rx Pkts 277 bytes 46531 Lost 0

Jitter 0 Latency 0 callingDn -1 calledDn 11

3 show voice call status

Cisco Unified SRST
2 POTS

Router# show voice call status

CallID CID ccVdb Port DSP/Ch Called # Codec Dial-peers
0x1164 2BFE 0x8619A460 50/0/35.0 2014 g7l1lulaw 20035/20027
0x1165 2BFE 0x86144B78 50/0/27.0 *2014 g71lulaw 20027/20035
0x1166 2C01 0x861043D8 50/0/21.0 2012 g7l1llulaw 20021/20011
0x1168 2C01 0x860984C4 50/0/11. *2012 g71llulaw 20011/20021
0x1167 2C04 0x8610EC7C 50/0/22.0 2002 g7l1llulaw 20022/20014
0x1169 2C04 0x860B8894 50/0/14.0 *2002 g7llulaw 20014/20022
0x116A 2C07 0x860A374C 50/0/12. 2010 g71lulaw 20012/20002
0x116B 2C07 0x86039700 50/0/2.0 *2010 g7l1llulaw 20002/20012
0x116C 2CO0A 0x86119520 50/0/23.0 2034 g7l1llulaw 20023/20020
0x116D 2COA 0x860F9150 50/0/20.0 *2034 g7l1lulaw 20020/20023
0x116E 2COD 0x8608DC20 50/0/10.0 2022 g7l1llulaw 20010/20008
0x116F 2COD 0x86078AD8 50/0/8.0 *2022 g7llulaw 20008/20010
0x1170 2C10 0x861398F0 50/0/26.0 2016 g7l1llulaw 20026/20028
0x1171 2C10 0x8614F41C 50/0/28.0 *2016 g7llulaw 20028/20026
0x1172 2C13 0x86159CC0O 50/0/29.0 2018 g7l1llulaw 20029/20004
0x1173 2C13 0x8604E848 50/0/4.0 *2018 g7l1llulaw 20004/20029
0x1174 2C16 0x8612F04C 50/0/25.0 2026 g7l1llulaw 20025/20030
0x1175 2C1l6 0x86164F48 50/0/30.0 *2026 g7llulaw 20030/20025
0x1176 2C19 0x860D8C64 50/0/17.0 2032 g7l1llulaw 20017/20018
0x1177 2C19 0x860E4008 50/0/18.0 *2032 g7llulaw 20018/20017
0x1178 2C1C 0x860CE3C0O 50/0/16.0 2004 g7l1llulaw 20016/20019
0x1179 2C1C 0x860EE8AC 50/0/19.0 *2004 g7llulaw 20019/20016
0x117A 2C1F 0x86043FA4 50/0/3.0 2008 g7llulaw 20003/20024
0x117B 2C1F 0x861247A8 50/0/24.0 *2008 g7l1llulaw 20024/20003
0x117C 2C22 0x8608337C 50/0/9.0 2020 g7llulaw 20009/20031
0x117D 2C22 0x8616F7EC 50/0/31.0 *2020 g7l1llulaw 20031/20009

0
0
0
0
0
0

0
0
0
0
0
0

Cisco Unified SRST
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0x117E
0x117F
0x1180
0x1181
0x1182
0x1183
0x1184
0x1185
0x1186
0x1187

18 active calls found

2C25
2C25
2C28
2C28
2C2B
2C2B
2C2E
2C2E
2C31
2C31

0x86063990 50/0/6.0 2006 g7llulaw 20006/20001
0x85C6BE6C 50/0/1.0 *2006 g7l1lulaw 20001/20006
0x860ADFFO 50/0/13.0 2029 g71lulaw 20013/20034
0x8618FBBC 50/0/34.0 *2029 g7llulaw 20034/20013
0x860C3B1C 50/0/15.0 2036 g7l1lulaw 20015/20005
0x860590EC 50/0/5.0 *2036 g71lulaw 20005/20015
0x8617A090 50/0/32.0 2024 g7l1lulaw 20032/20007
0x8606E234 50/0/7.0 *2024 g71lulaw 20007/20032
0x861A56E8 50/0/36.0 2030 g7l1lulaw 20036/20033
0x86185318 50/0/33.0 *2030 g7llulaw 20033/20036

4 debug ephone register

Cisco IP Pone

Router# debug ephone register

EPHONE registration debugging is enabled

*Jun
*Jun
*Jun
*Jun
10.5
*Jun

29
29
29
29

.43

29

address

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

*Jun

29
29
29
29
29
29
29
29

29

09:
09:
09:
09:
177
09:

09:
09:
09:
09:
09:
09:
09:
09:

09:

16:
16:
16:
16:

16:
= 10.5.43.177
16:
16:
16:
16:
16:
16:
16:
16:

16:

02.
02.
02.
02.

02.

02.
02.
03.
04.
05.
06.
07.
08.

08

5 debug ephone state

180:
180:
180:
180:

180:

184:
184:
188:
188:
188:
188:
188:
188:

.212:

New Skinny socket accepted [2] (0 active)

sin_family 2, sin_port 51617, in_addr 10.5.43.177
skinny_socket_process: secure skinny sessions = 1
add_skinny_ secure_socket: pid =155, new_sock=0, ip address =

skinny_secure_handshake: pid =155, sock=0, args->pid=155, ip

Start TLS Handshake 0 10.5.43.177 51617

TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
TLS Handshake retcode OPSSLReadWouldBlockErr
CRYPTO_PKI_OPSSL - Verifying 1 Certs

TLS Handshake completes

2 Secure Cisco Unified IP Phone debug
ephone state 2

Router# debug ephone state

*Jan 11 18:33:09.231:%SYS-5-CONFIG_I:Configured from console by console

*Jan 11 18:33:11.747:ephone-2[2] :0FFHOOK

*Jan 11 18:33:11.747:ephone-2[2]:---SkinnySyncPhoneDnOverlays is onhook

*Jan 11 18:33:11.747:ephone-2[2]:SIEZE on activeLine 0 activeChan 1

*Jan 11 18:33:11.747:ephone-2[2]:SetCallState line 1 DN 2(-1) chan 1 ref 6 TsOffHook
*Jan 11 18:33:11.747:ephone-2[2]:Check Plar Number

*Jan 11 18:33:11.751:DN 2 chan 1 Voice_Mode

*Jan 11 18:33:11.751:dn_tone_control DN=2 chan 1 tonetype=33:DtInsideDialTone onoff=1
pid=232

*Jan 11 18:33:15.031:dn_tone_control DN=2 chan 1 tonetype=0:DtSilence onoff=0 pid=232
*Jan 11 18:33:16.039:ephone-2[2]:Skinny-to-Skinny call DN 2 chan 1 to DN 4 chan 1
instance 1

*Jan 11 18:33:16.039:ephone-2[2]:SetCallState line 1 DN 2(-1) chan 1 ref 6 TsProceed
*Jan 11 18:33:16.039:ephone-2[2]:SetCallState line 1 DN 2(-1) chan 1 ref 6 TsRingOut
*Jan 11 18:33:16.039:ephone-2[2]::callingNumber 6000

*Jan 11 18:33:16.039:ephone-2[2]::callingParty 6000

*Jan 11 18:33:16.039:ephone-2[2]:Call Info DN 2 line 1 ref 6 call state 1 called 6001
calling 6000 origcalled

Jll_ Cisco Unified SRST
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*Jan 11 18:
origcalled

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

*Jan

*Jan

*Jan

11
11
11
11
11
11

11

11

11

18:
18
18
18:
18
18

18

Secure SRST ||

33:16.039:ephone-2[2]:Call Info DN 2 line 1 ref 6 called 6001 calling 6000
6001 calltype 2

33:

:33:
:33:

33:

:33:
:33:

:33:

16.
l6.
16.
16.
l6.
16.

l6.

039:
039
039
039
047
047

047

18:33:16.047:
calling 6000 origcalled
33:16.047:ephone-3[3]:Call Info DN 4 line 1 ref 7 called 6001 calling 6000

18:

origcalled

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan

11
11
11
11
11
11

pid=232

*Jan
*Jan
*Jan
*Jan
*Jan
*Jan
DN 2
*Jan
*Jan
*Jan
*Jan

*Jan

*Jan

*Jan

11
11
11
11
11
11

11
11
11
11
11
11

11

18
18
18:
18
18
18:

18
18:
18
18
18:
18

18:
18:
18:
18:

18:

:33

:33
:33

:33
chan 1

ephone-2[2]:Call Info for chan 1

:ephone-2[2]:0riginal Called Name 6001

:ephone-2[2]:6000 calling

:ephone-2[2]1:6001

:ephone-3[3]:SetCallState line 1 DN 4(4) chan 1 ref 7 TsRingIn
:ephone-3[3]::callingNumber 6000

:ephone-3[3]::callingParty 6000

ephone-3[3]:Call Info DN 4 line 1 ref 7 call state 7 called 6001

6001 calltype 1

:33:
:33:

33:

:33:
:33:

33:

33

33

33:
33:
33:
33:

33

l6.
16.
16.
l6.
16.
16.

:20.
:20.
:20.
:20.
:20.
:20

20.
20.
20.
20.

:20.

047
047
047
047
047
051:

831:
831:
831:
831:
831
.831:

831:
831:
831:
835

835

18:33:20.835:
calling 6000 origcalled
33:20.835:ephone-3[3]:Call Info DN 4 line 1 ref 7 called 6001 calling 6000

18:

origcalled

*Jan
*Jan
*Jan
*Jan
*Jan

11
11
11
11
11

18
18:
18
18
18:

! Ephone 2

*Jan 11 18:
20 ms bytes 160
*Jan 11 18:33:20
! Ephone 2 sends the

:ephone-3[3]:Call Info for chan 1
:ephone-3[3]:0riginal Called Name 6001
:ephone-3[3]:6000 calling
:ephone-3[3]:6001

:ephone-3[3] :Ringer Inside Ring On

dn_tone_control DN=2 chan 1 tonetype=36:DtAlertingTone onoff=1

ephone-3[3] : OFFHOOK
ephone-3[3]:---SkinnySyncPhoneDnOverlays is onhook
ephone-3[3] :Ringer Off

ephone-3[3] :ANSWER call

:ephone-3[3]:SetCallState line 1 DN 4(-1) chan 1 ref 7 TsOffHook

ephone-3[3] [SEPOO00ODEDAB3EBF] :Answer Incoming call from ephone-(2)

ephone-3[3]:SetCallState line 1 DN 4(-1) chan 1 ref 7 TsConnected
defer_start for DN 2 chan 1 at CONNECTED
ephone-2[2] :SetCallState line 1 DN 2(-1) chan 1 ref 6 TsConnected

:ephone-3[3]::callingNumber 6000

:ephone-3[3]::callingParty 6000

ephone-3[3]:Call Info DN 4 line 1 ref 7 call state 4 called 6001

6001 calltype 1

:33:

33:

:33:
:33:

33:

20.
20.
20.
20.
20.

835:
835:
835:
835:
835:

generates

33:

20

*Jan 11 18:33:20
|Ephone 3 generates its security key.

.835:

.835:

.835:

*Jan 11 18:33:20.835:
20 ms bytes 160
*Jan 11 18:
! Ephone 3

*Jan
*Jan
*Jan
*Jan
*Jan

*Jan
*Jan
*Jan

11
11
11
11
11

11
11
11

18
18
18:
18
18

18
18
18:

:33
:33

33:

20.

sends

:33:
:33

33

:33:
:33:

33:

21

:21.
:21.
:21.
:21.

835
its

.087
087
091
091:
095

ephone-3[3]:Call Info for chan 1
ephone-3[3]:0riginal Called Name 6001
ephone-3[3]:6000 calling
ephone-3[3]:6001

ephone-2[2] :Security Key Generation
a security key.

ephone-2[2] :OpenReceive DN 2 chan 1 codec 4:G711Ulaw64k duration

ephone-2[2] :Send Decryption Key
decryption key.

ephone-3[3] :Security Key Generation

ephone-3[3] :OpenReceive DN 4 chan 1 codec 4:G711Ulaw64k duration

:ephone-3[3]:Send Decryption Key

decryption key.

:dn_tone_control DN=2 chan 1 tonetype=0:DtSilence onoff=0 pid=232
:DN 4 chan 1 Voice_Mode
:DN 2 chan 1 End Voice_Mode

DN 2 chan 1 Voice_Mode

:ephone-2[2] :OpenReceiveChannelAck:IP 1.1.1.8, port=25552,

dn_index=2, dn=2, chan=1

21.095:ephone-3[3]:StartMedia 1.1.1.8 port=25552

21.095:DN 2 chan 1 codec 4:G711Ulaw64k duration 20 ms bytes 160
21.095:ephone-3[3]:Send Encryption Key

| oL-13143-02-J
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! Ephone 3

*Jan 11

*Jan 11
*Jan 11
*Jan 11
Ephone
6000

*Jan 11
*Jan 11
calling
*Jan 11

18:33:21.347:ephone-3[3]:
dn_index=4, dn=4,
18:33:21.347:ephone-2[2]:
18:33:21.347:DN 2 chan 1
18:33:21.347:ephone-2[2]:

sends its encryption key.

OpenReceiveChannelAck:IP 1.1.1.9, port=17520,
chan=1

StartMedia 1.1.1.9 port=17520

codec 4:G711Ulaw64k duration 20 ms bytes 160
Send Encryption Key

2 sends its encryption key.*Jan 11 18:33:21.851:ephone-2[2]::callingNumber

18:33:21.851:ephone-2[2]:
18:33:21.851:ephone-2[2]:
6000 origcalled

18:33:21.851:ephone-2[2]:

origcalled 6001 calltype 2

*Jan 11
*Jan 11
*Jan 11
*Jan 11

18:33:21.851:ephone-2[2]:
18:33:21.851:ephone-2[2]:
18:33:21.851:ephone-2[2]:
18:33:21.851:ephone-2[2]:

:callingParty 6000
Call Info DN 2 line 1 ref 6 call state 4 called 6001

Call Info DN 2 line 1 ref 6 called 6001 calling 6000

Call Info for chan 1
Original Called Name 6001
6000 calling

6001

Jll_ Cisco Unified SRST
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Secure SRST

e Secure SRST p.187
. P.192

N

Secure SRST

Secure SRST
CA Cisco 10S

Router# show running-config

! Define Unified Communications Manager.
ccm-manager fallback-mgcp
ccm-manager mgcp
ccm-manager music-on-hold
ccm-manager config server 10.1.1.13
ccm-manager config

|

! Define root CA.
crypto pki server srstcaserver
database level complete

database url nvram

issuer-name CN=srstcaserver

|

crypto pki trustpoint srstca

enrollment url http://10.1.1.22:80
revocation-check none

|

crypto pki trustpoint srstcaserver
revocation-check none

rsakeypair srstcaserver

|

! Define CTL/7970 trustpoint.

crypto pki trustpoint 7970

enrollment terminal

revocation-check none

|

crypto pki trustpoint PEM

enrollment terminal

revocation-check none

|

! Define CAPF/7960 trustpoint.

crypto pki trustpoint 7960

enrollment terminal

revocation-check none

|

! SRST router device certificate.

crypto pki certificate chain srstca
certificate 02
308201AD 30820116 A0030201 02020102 300D0609
17311530 13060355 0403130C 73727374 63617365
31323139 35323233 5A170D30 35303431 32313935
55040513 08443042 39453739 43301F06 092A8648
32363931 2E636973 636F2E63 6F6D305C 300D0609

Cisco Unified SRST

22864886
72766572
3232335A
86F70D01
27864886

F70D0101
301E170D
30343132
09021612
F70D0101

04050030
30343034
300F0603
6A61736F
01050003
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188

4B003048
C98F9BAE
FA2ED743
03551D23
06092A86
CB84B17B
FB2B18A0
B586FE67
C3AF4A66
quit

024100D7
AE9D1F9B
3FB8B902
04183016
4886F70D
1151BD78
34AF6564
00C358D4
BD007348

certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051C9FE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47781019
C98565A6
S5EE85FF8
DEDBAAD7
quit

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EESAC831
21E5DD03
030101FF
29CE97AD
F829CE97
04050003
795B5AAE
C09CA641
C1B1A540
3780136E

0CC354FB
D4BB7A67
03010001
8014F829
01010405
B3E39763
11239473
EFDD8D44
D013000A

A0030201
0403130C
5A170D30
74636173
81890281
3C336635
7357EBAC
71ACD3A7
C37D4B28
300E0603
6018D054
AD6018DO0
8181007A
035400BB
88661402
E818CE6D
B112A6

crypto pki certificate chain
certificate ca 01

30820207
17311530
31323139
55040313
01050003
1051C9FE
9619993F
9D8FC222
DD866902
FF040530
160414F8
30168014
F70D0101
47A81019
C98565A6
SEE85FF8
DEDBAAD7
quit

30820170
13060355
34353136
0C737273
818D0030
32A971B3
CC72C525
EE8BACS831
21E5DDO03
030101FF
29CE97AD
F829CEQ7
04050003
795B5AAE
C09CA641
C1B1A540
3780136E

A0030201
0403130C
5A170D30
74636173
81890281
3C336635
7357EBAC
71ACD3A7
C37D4B28
300E0603
6018D054
AD6018DO0
8181007A
035400BB
88661402
E818CE6D
B112A6

5F7C1AE7
F3251174
A330302E
CE97AD60
00038181
59EC650E
41478AFC
3F423141
EA3C206D

02020101
73727374
37303431
65727665
8100C3AF
74691954
E6335A32
4E918A8F
0FAB0203
551D0F01
67FC2939
5467FC29
F71B25F9
F859DABF
ACC424FD
58131726

7A25C3F2
193BB1A3
300B0603
18D05467
007EB48E
49371F6D
A86E6DAL
C2D331D3
CF

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF9391
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

srstcaserver

02020101
73727374
37303431
65727665
8100C3AF
74691954
E6335A32
4E918A8F
0FAB0203
551D0F01
67FC2939
5467FC29
F71B25F9
F859DABF
ACC424FD
58131726

crypto pki certificate chain 7970
certificate ca 353FB24BD70F14A346C1lF3A9ACT725675

308203A8
0D06092A
20537973
170D3033
31163014
03130B43
00038201
B570263B
57DC4440
01555FE4
FB4D221B
632C7B3F
1ED8763F
8A28ADSF
CDABOFD7
04030201
1452922B
3064A062

Cisco Unified SRST

30820290
864886F7
74656D73
31303130
06035504
41502D52
0D003082
575ABD96
A7301DDF
D4206776
21D7A3AD
ASF92AA6
A299A802
0F4883C0
A190C1A2
86300F06
E288EE2E
A060862D

A0030201
0D010105
31143012
32303138
0A130D43
54502D30
01080282
1CC8F394
E40FBlEF
03368357
38184171
A8EF3490
970004AD
77112A47
A462C5F2
03551D13
098A4ETE
68747470

02021035
0500302E
06035504
34395A17
6973636F
30323082
010100C4
5965D9D0
136212EC
83932638
8FD8C271
8724A84F
1912D265
141DBEEO
4A6E0BO2
0101FF04
702C56A5
3A2F2F63

300D0609
63617365
32313934
7230819F
EE1E4BB1
98E765B1
2AAF9391
D5775159
010001A3
01FF0404
63C24706
3963C247
73D74552
21892B5B
36F23360
BB060974

3FB24BD7
31163014
03130B43
0D323331
20537973
0120300D
266504AD
D8CE02B9
C4F3B50F
D6FC953F
42183E65
4DAFT7FD7
7DE335B4
948FBES53
0103A381
05300301
9AB4D49B
61702D72

056E0485
12946123
551D0F04
FC293963
CAESE1B3
99CBD267
AC518E0B
1EE43B6E

27864886
72766572
3531365A
300D0609
9922A8DA
059E24B6
99325BFD
76FBF499
63306130
03020186
91F9BD30
0691F9BD
25DFD0O3A
E71A8283
ABFF4C55
4E1A2F4B

22864886
72766572
3531365A
300D0609
9922A8DA
059E24B6
99325BFD
76FBF499
63306130
03020186
91F9BD30
0691F9BD
25DFDO3A
E71A8283
ABFF4C55
4E1A2F4B

0F14A346
06035504
41502D52
30313032
74656D73
06092286
7DC3FD8D
F808CCD6
BCAFBB4B
3A179E44
09461434
0928F585
BCB6F789
FE67B308
C33081cCO0
01FF301D
96306F06
74702D30

22896D36
E5C1CCD7
04030205
C2470691
D1E7A185
EB8ADFID
8657CEBB
6CB29EE7

F70D0101
301E170D
30173115
2A864886
2BB9DCS8E
32154E99
9B8355EB
5AD0849D
0F060355
301D0603
1F060355
30000609
D8D1338F
08950414
BB23C66A
E6195522

F70D0101
301E170D
30173115
27864886
2BBI9DCS8E
32154E99
9B8355EB
5AD0849D
0F060355
301D0603
1F060355
300D0609
D8D1338F
08950414
BB23C66A
E6195522

C1F3A9AC
0A130D43
54502D30
30323733
31143012
4886F70D
65556FA6
B7CD8C46
CD2E5826
67255A73
736C77CC
764D3558
DC68BI9FA
D40C8029
300B0603
0603551D
03551D1F
30322F43

6CA70C19
A23E6155
A0301F06
F9BD300D
D7F0D565
9E43A5F2
ED2BDESE
0B8C2752

04050030
30343034
30130603
F70D0101
5B1BD332
105CA989
C10F8963
CAA41417
1D130101
551D0E04
1D230418
27864886
6792C805
8633A8B2
C80A3A57
122457F3

04050030
30343034
30130603
F70D0101
5B1BD332
105CA989
C10F8963
CAA41417
1D130101
551D0E04
1D230418
27864886
6792C805
8633A8B2
C80A3A57
122457F3

72567530
6973636F
3032301E
375A302E
06035504
01010105
308FAE95
24801878
34521B65
45C69DEE
F380EEBF
3COFESAF
C8FDF85E
87BD790E
551D0F04
0E041604
04683066
65727445
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6E726F6C
6361702D
30322E63
F70D0101
D4D7AF1F
FC73C697
B6EA781C
BF78443D
92841E76
6918DEOF
8FAB7F3C
4C5B1931
quit

crypto pki

308203a8
0D06092A
20537973
170D3033
31163014
03130B43
00038201
21C1967F
A981389B
55DE78AA
OFD145F1
C8EBBE54
BE7CB4A6
58B6A2E4
CFBA84CC
04030201
14E917B1
3064A062
6E726F6C
6361702D
30312E63
F70D0101
02ACDCA3
E90C468C
73A11AED
7TFABDABA
0A4E3400
A61CDY9AE
BAFE0028
7TAA2A6CE
quit

crypto pki

certificate ca F301

308201F7
3041310B
53797374
33333230
30315A30
636F2053
45303833
818100C8
F5ES5CDFF
F5271423
85A0E83A
93954B02
6F98D2AD
8F772C67
OF30E151
421AF22F
quit

6C2F4341
7274702D
726C3010
05050003
D298892C
11266E19
FFD97CA4
B08C3A41
36D7740E
BD3C7F67
0B5F0759
67947A4F

502D5254
3030325C
06092B06
82010100
D5A2A76B
451COFAB
BO3COE34
2EEEB873
CB787F11
D8A33F70
D9828F83
89A1BDB5

502D3030
43657274
01040182
5683 8CEF
C3462866
AS5E6A28
0E5B0649
78CB8089
685BI9EID
9C4A596E
954D7BB1

certificate chain PEM
certificate ca 7612F960153D6F9F4E42202032B72356

30820290
864886F7
74656D73
30323036
06035504
41502D52
0D003082
DEA7F4BO0
2FC7AC49
5A5CFEl4
620852B3
6ECF4C77
60CD6579
AA3EF081
7094034F
86300F06
82C71FCF
A060862D
6C2F4341
7274702D
726C3010
05050003
C7BBED15
AE67BA0S8
F9BODE74
0B5AB462
1428BA0F
C5558A52
96304A8B
DC56275C

A0030201
0D010105
31143012
32333237
0A130D43
54502D30
01080282
969694B7
956262B8
037D695B
1F07E2F1
99D6DC04
9E1E3A84
C7068EC1L
ClEBOF81
03551D13
ACA91B6E
68747470
502D5254
3030315C
06092B06
82010100
A4431F20
AAATIC12
1195C48F
94D9167E
69953BB5
B5EEAAGA
13FB656D
A20A303D

certificate chain

30820160
30090603
656D7320
1E170D30
41310B30
79737465
33323081
BD9B6035
A4A8TEFF
C3E875DC
77DD0633
03010001
40C309E2
E3047A6C
431670F9
5C1D5804

A0030201
55040613
496E6331
34303430
09060355
6D732049
9F300D06
366B44ES8
41AD936F
EOE07967
B9710A88
300D0609
C05B841C
C62F6508
918514D9
B83F8ESE

no crypto isakmp enable

02021076
0500302E
06035504
31335A17
6973636F
30313082
010100AC
80CC196A
1C143038
AC816409
AAT74F150
47476COF
8153B750
DD1EBDDA
931ACB02
0101FF04
F4A9269C
3A2F2F63
502D3030
43657274
01040182
AB64FDEB
TE9286F0
BAOCOE79
99454B8C
6D8D48F2
50D21F78
08F96528
8FC60094

7960

020202F3
02555331
16301406
39323035
04061302
6E633116
092A8648
0F693A47
E5C93163
6E1AAB4F
0890CD4D
27864886
5189271F
B36A6174
868D1235
95B04F45

322E6372
456E726F
37150104
C4DA3AD1
13EOE55D
901A48C5
8BOA34C9
34F9D16E
0C67E85D
DI9F62B3B
57A638EC

12F96015
31163014
03130B43
0D323330
20537973
0120300D
55BBED18
463DA516
5345BB2E
C6211F0B
367632ED
36E58A3B
5527E865
53E6F0D6
0103A381
05300301
70AEO05A0
61702D72
312E6372
456E726F
37150104
F60C32DC
770929A2
E6780A5C
30732980
597CDE61
43E3E563
B1804B87
D5A53D71

01300D06
1A301806
03550403
3530325A
5553311A
30140603
86F70D01
250FF865
3E55D11A
D3823E12
DB55ADDO
F70D0101
01D864ES
B68C1D78
18137F1E
86563BFE

Cisco Unified SRST

6C862F66
6C6C5C43
03020100
EA8FBB15
DCOC4B92
B9911EE6
B73A654E
91512F0D
AF6D05BA
1EDEE854
7D72BFF1

3D6F9F4E
06035504
41502D52
32303632
74656D73
06092A86
DE9B8709
54A28F47
273FATA6
3BBFOSCF
A289E374
6BCB24D7
423BE2B5
E2E0486B
C33081C0
01FF301D
9A306F06
74702D30
6C862F66
6C6C5C43
03020100
360FO0EL0
17E4CDF4
F814466C
CD6E7123
25CFADCC
98BCB2B1
D26E4AEE
444B3CEF

092A8648
0355040A
130D4341
170D3139
30180603
55040313
01010500
D76C35F7
AF82A5F6
53547480
964369BA
05050003
98BCE665
C2228FEA
50DFD32E
DF976C5B

696C653A
41502D52
300D0609
2FFE6EES
S5AA94B6E
348A8920
09050C1F
3A8674AD
3488E86D
D5882AD4
8933C16F

42202032
0A130D43
54502D30
33333633
31143012
4886F70D
FFBC8F2D
5D903B5F
46860573
BOBBB2D4
AFO0C5B78
6B6C84C2
CB575453
109F1316
300B0603
0603551D
03551D1F
30312F43
696C653A
41502D52
300D0609
SFE175FA
F2629244
326A4B56
8B3A6D68
5BD141FB
A2D4864B
AB7AFFE9
79343385

86F70D01
13114369
50462D33
30343036
55040A13
0D434150
03818D00
89B1C4FD
D563E21C
23BA1A09
489043BB
81810056
2AFBCCS8C
AB9ECEFB
1DC29CB7
FB490A

Secure SRST

2F2F5C5C
54502D30
2A864886
50A1972B
69277F9B
OAEDE1EO
4DA53E44
0991ED1A
TE2FTF65
3D71F72B
760BCA94

B7235630
6973636F
3031301E
345A302E
06035504
01010105
509AB83A
104A3D54
CE5C998D
AC362F67
CE7DFBOF
7F61D326
5AA96093
78C696A3
551D0F04
0E041604
04683066
65727445
2F2F5C5C
54502D30
2A864886
0D574AB5
2F3575AF
73938380
80B97E00
210275A2
0616BACD
2FD2A574
3778C193

01050500
73636F20
35453038
32303535
11436973
462D3335
30818902
1D122CEO0
EB89EBFA
295179B6
B667E60F
60FD3AB3
54007A84
CC8BA9FC
95EF4096
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! Enable IPSec.
crypto isakmp policy 1
authentication pre-share
lifetime 28800
crypto isakmp key ciscol23 address 10.1.1.13
! The crypto key should match the key configured on Cisco Unified Communications
Manager.
|
! The crypto IPSec configuration should match your Cisco Unified Communications
Manager configuration.

crypto ipsec transform-set rtpset esp-des esp-md5-hmac
!

!
crypto map rtp 1 ipsec-isakmp

set peer 10.1.1.13

set transform-set rtpset

match address 116

!

!
interface FastEthernet0/0

ip address 10.1.1.22 255.255.255.0
duplex auto

speed auto

crypto map rtp

|

interface FastEthernet0/1

no ip address

shutdown

duplex auto

speed auto

|

ip classless

!

ip http server
no ip http secure-server

!

!

! Define traffic to be encrypted by IPSec.
access-list 116 permit ip host 10.1.1.22 host 10.1.1.13
|

1

control-plane

|

1

call application alternate DEFAULT
|

1
voice-port 1/0/0

|
voice-port 1/0/1

|
voice-port 1/0/2

|
voice-port 1/0/3

|
voice-port 1/1/0

timing hookflash-out 50

|
voice-port 1/1/1

|
voice-port 1/1/2

|
voice-port 1/1/3

|

! Enable MGCP voice protocol.
mgcp
mgcp call-agent 10.1.1.13 2427 service-type mgcp version 0.1
mgcp dtmf-relay voip codec all mode out-of-band

Cisco Unified SRST
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mgcp rtp unreachable timeout 1000 action notify

mgcp package-capability rtp-package
mgcp package-capability sst-package
no mgcp package-capability fxr-package
no mgcp timer receive-rtcp
mgcp sdp simple
mgcp fax t38 inhibit
mgcp rtp payload-type g726rl6 static
|
mgcp profile default

|

1
dial-peer voice 81235 pots
application mgcpapp
destination-pattern 81235

port 1/1/0

forward-digits all

|
dial-peer voice 81234 pots
application mgcpapp
destination-pattern 81234

port 1/0/0

|
dial-peer voice 999100 pots
application mgcpapp

port 1/0/0

|
dial-peer voice 999110 pots
application mgcpapp

port 1/1/0

|

! Enable credentials service on the gateway.

credentials

ip source-address 10.1.1.22 port 2445
trustpoint srstca

|

!

! Enable SRST mode.
call-manager-fallback
secondary-dialtone 9

transfer-system full-consult

ip source-address 10.1.1.22 port 2000
max-ephones 15

max-dn 30

transfer-pattern .....

Cisco Unified SRST
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Control Plane Policing

Router# show running-config

! Allow trusted host traffic.
access-list 140 deny tcp host 10.1.1.11 any eq 2445

! Rate-limit all other traffic.
access-1list 140 permit tcp any any eq 2445
access-list 140 deny ip any any

! Define class-map "sccp-class."
class-map match-all sccp-class
match access-group 140

policy-map control-plane-policy
class sccp-class
police 8000 1500 1500 conform-action drop exceed-action drop

! Define aggregate control plane service for the active Route Processor.
control-plane
service-policy input control-plane-policy

P.193 Cisco Unified SRST
p.227 Cisco Unified SRST

P.25 Cisco Unified SRST P.40

Cisco Unified SRST
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Communications
Manager
//“
/27 P,

-7/

RARA—JL H—s\

155102
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FXO FXS
DTMF
BRI PRI

Cisco Unified SRST
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W Cisco Unified SRST

Cisco Unified SRST

. P.196
. P.199
e Cisco Unified Communications Manager P.201 BRI PRI

i P.201 FXO FXS
e MWI P.205

FXO FXS
POTS

global dial-peer

dial-peer voice tag {pots | voatm | vofr | voip}
destination-pattern [+] string [T]
port {slot-number/subunit-number/port | slot/port:ds0-group-no}

forward-digits {num-digit | all | extra}

a > e bh =

exit

Cisco Unified SRST
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Cisco Unified SRST n
1 dial-peer voice tag {pots | voatm | vofr | EXO/FXS BRI/PRI
voip} dial-peer
Router (config)# dial-peer voice 1002 pots dial-peer
Cisco 3600
e tag
1 2147483647
e pots IP VolP
POTS
e voatm ATM
AALS
VOATM
e vofr
FRF.11 VOoFR
e voip POTS
VolIP
2 destination-pattern FXO/FXS BRI/PRI
E.164
Router (config-dial-peer)# destination-pattern
LLoor . + E.164
e string 12
e T destination-pattern
3 port {slot-number/subunit-number/port | FXO/FXS BRI/PRI Cisco 3600
slot/port:dsO-group-no}
Router (config-dial-peer)# port 1/1/1 e slot-number VIC
0 3
e subunit-number VIC
0 1
* port 0
1
e dsO-group-no DSO
DSO
T1/E1 DSO0

Cisco Unified SRST
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4 forward-digits {num-digit | all | extra)} EXO EXS

Router (config-dial-peer)# forward-digits all ° num—digit

0 32 0
no forward-digits

e all all

e extra

T 123T 123.T

5 exit FXO/FXS BRI/PRI dial-peer

Router (config-dial-peer)# exit

12 destination-pattern string

% 0

s

E.164

(0)

Cisco Unified SRST
OL-13143-02-J |



| Cisco Unified SRST

Cisco Unified SRST
FXO FXS 1102 POTS 1102
1101 1/1/1
1102

voice-port 1/1/1

timing digit 250

timing inter-digit 250

dial-peer voice 1102 pots

destination-pattern 1101

port 1/1/1

forward-digits all

dial-peer voice 1103 pots

destination-pattern 1101

port 1/1/1

forward-digits all
dial-peer voice 1104 pots

destination-pattern 1101

port 1/1/1

forward-digits all

1102 POTS 2/0:23 1101

controller T1 2/0

framing esf

clock source line primary

linecode b8zs

cablelength short 133

pri-group timeslots 21-24
interface Serial2/0:23

no ip address

no logging event link-status

isdn switch-type primary-netb

isdn incoming-voice voice

isdn T309-enable

no cdp enable
voice-port 2/0:23
dial-peer voice 1102 pots

destination-pattern 1101T

port 2/0:23
Cisco Unified Communications Manager Cisco Unified SRST

Cisco Unified IP Phone
Cisco Unified

Communications Manager

FXO/FXS BRI/PRI

Cisco Unified SRST

Cisco Unified SRST
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W Cisco Unified SRST

call-manager-fallback
voicemail phone-number

call-forward busy directory-number

a & 0 bh

exit

call-forward noan directory-number timeout seconds

call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

voicemail phone-number

Router (config-cm-fallback)# voicemail 5550100

Cisco Unified IP Phone

e phone-number

call-forward busy directory-number

Router (config-cm-fallback)# call-forward busy
2000

Cisco IP Phone

e directory-number
E.164

call-forward noan directory-number timeout
seconds

Router (config-cm-fallback)# call-forward noan
2000 timeout 10

Cisco IP Phone

e directory-number
E.164

¢ timeout seconds

seconds 3 60000

exit

Router (config-cm-fallback)# exit

call-manager-fallback

Cisco Unified SRST

call-manager-fallback

voicemail 1101

call-forward busy 1101
call-forward noan 1101 timeout 3

Cisco Unified SRST

Cisco Unified IP Phone

1101
1101

OL-13143-02-J |
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Cisco Unified Communications Manager

S

Cisco Unified SRST

BRI PRI

Cisco Unified SRST

BRI PRI
Manager
Number Identification Service RDNIS
SETUP RDNIS

Cisco Unified Communications
Redirected Dialed
Cisco Unified Communications Manager

1 Cisco Unified Communications Manager Device Gateway
2 Find and List Gateways Find

3 Find and List Gateways

4 Gateway Configuration Redirecting Number IE Delivery - Outgoing

FXO FXS

Cisco Unified SRST

DTMF

1. 1101
2. 6000 #

Cisco Unified SRST

Cisco Unified SRST

DTMF
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Cisco Unified SRST

1101#6000#2

13

call-manager-fallback
voicemail 1101

1101

.

Cisco Unified SRST

Cisco Unified SRST

13

#6000#2

6000
Cisco Unified SRST
voicemail pattern

1101#6000#2

J

~
call-manager-fallback

pattern
pattern
pattern
pattern
pattern
pattern
pattern
pattern
pattern
pattern
pattern
pattern

ext-to-ext
ext-to-ext
ext-to-ext
ext-to-ext
ext-to-ext
ext-to-ext

trunk-to-ext
trunk-to-ext
trunk-to-ext
trunk-to-ext
trunk-to-ext
trunk-to-ext

busy # cgn #2

busy # cdn #2

busy # fdn #2
no-answer # cgn #2
no-answer # cdn #2
no-answer # fdn #2
busy # cgn #2
busy # cdn #2
busy # fdn #2
no-answer # cgn
no-answer # cdn
no-answer # fdn

#2
#2
#2

88978

13 pattern

cgn cdn

DTMF A DO

Unity A D DTMF

DTMF

14

14

(cgn=RIEES)
1000 A 2000 (=

Y g — =
s -\ =575
—
AR 1000
pattern ext-to-ext busy # cdn # 2

pattern ext-to-ext busy # fdn # 2
pattern ext-to-ext busy # cgn # 2

#cgn#2 #cdn#2

DTMF

(fdn=8mx &)

AR 2000

# fdn #2 DTMF

DTMF

fdn

9 #
Cisco

Cisco Unified SRST
3

(cdn=%&1E&S)

e i g, _— Cisco Unified
5,/'4‘@ 1000 b\iﬁﬁéhé AQ" Communications
——— Manager
M#R 3000

pattern ext-to-ext busy # 3000 # 2
pattern ext-to-ext busy # 2000 # 2
pattern ext-to-ext busy # 1000 # 2

88979

Jll_ Cisco Unified SRST

OL-13143-02-J |



| Cisco Unified SRST
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pattern direct

pattern
ext-to-ext busy

pattern ext-to-ext
no-answer

pattern trunk-to-ext busy

pattern trunk-to-ext no-answer

FXO
FXO Answer and Disconnect Supervision
DTMF
P.201 DTMF
Cisco Unity How to Transfer a Caller Directly
into a Cisco Unity Mailbox Cisco Unity

Subscriber and Operator Orientation

vm-integration

pattern direct tagl {CGN | CDN | FDN} [tag2 {CGN | CDN | FDN}]
[tag3 {CGN | CDN | FDN}] [last-tag]

pattern ext-to-ext busy tagl {CGN | CDN | FDN} [tag2 {CGN | CDN | FDN}]
[tag3 {CGN | CDN | FDN}] [last-tag]

pattern ext-to-ext no-answer tagl {CGN | CDN | FDN} [tag2 {CGN | CDN | FDN}]
[tag3 {CGN | CDN | FDN}] [last-tag]

pattern trunk-to-ext busy tagl {CGN | CDN | FDN} [tag2 {CGN | CDN | FDN}]
[tag3 {CGN | CDN | FDN}] [last-tag]

pattern trunk-to-ext no-answer tagl {CGN | CDN | FDN} [tag2 {CGN | CDN | FDN}]
[tag3 {CGN | CDN | FDN}] [last-tag]

1 vm-integration DTMF

Router (config)# vm-integration

| oL-13143-02-J
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Cisco Unified SRST |
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2 npattern direct tagl {CGN | CDN | FDN} [tag2
{CGN | cDN | FDN}] [tag3 {CGN | CDN | FDN}]
[last-tag]
DTMF
Router (config-vm-int)# pattern direct 2 CGN * * tagl DTMF 4
4 A
B C D 2 * #
10 0 9
e tag? tag3 tagl
e Jlast-tag tagl
¢ CGN
CGN
e CDN
CDN
e FDN
FDN
3 pattern ext-to-ext busy tagl {CGN | CDN
FDN} [tag2 {CGN | CDN | FDN}] [tag3 {CGN |
CDN | FDN}] [last-tag]
DTMF
Router (config-vm-int)# pattern ext-to-ext 2
busy 7 FDN * CGN *
4 pattern ext-to-ext no-answer tagl {CGN \ CDN
| FDN} [tag2 {CGN | CDN | FDN}] [tag3 {CGN |
CDN | FDN}] [last-tag]
DTMF
Router (config-vm-int)# pattern ext-to-ext 2
no-answer 5 FDN * CGN *
5 pattern trunk-to-ext busy tagl {CGN | CDN
FDN} [tag2 {CGN | CDN | FDN}] [tag3 {CGN |
CDN | FDN}] [last-tag]
DTMF
Router (config-vm-int)# pattern trunk-to-ext 2
busy 6 FDN * CGN *
6 pattern trunk-to-ext no-answer tagl {CGN \
CDN | FDN} [tag2 {CGN | CDN | FDN}] [tag3
{CGN | CDN | FDN}] [last-tag]
DTMF
Router (config-vm-int)# pattern trunk-to-ext 2
no-answer 4 FDN * CGN *

Cisco Unified SRST
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1101 3001 3001
1101*3001
3001
vm-integration
pattern direct * CGN
3001 3006 3006 SRST 3001
1101 DTMF # 3006 #2
3006 3006
3001
vm-integration
pattern ext-to-ext no-answer # FDN #2
3006 3001 3006 SRST 3001
1101 DTMF # 3006 #2
3006 3006
3001
vm-integration
pattern ext-to-ext busy # FDN #2
MWI
Message Waiting Indication MWI
MWI 1 Cisco Unity
Voice Mail Cisco Unified SRST SRST
MWI SIP Subscribe Notify SIP MWI  Subscribe
Notify Configuring Cisco 10S SIP Configuration Guide
SIP MWI SRST SIP

SIP

call-manager-fallback
mwi relay

mwi reg-e164

exit

sip-ua

I L e

mwi-server {ipv4:destination-address | dns:host-name} [expires seconds] [port port]
[transport {tcp | udp}] [unsolicited]

7. exit

| oL-13143-02-J
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W Cisco Unified SRST

7

call-manager-fallback

Router (config)# call-manager-fallback

call-manager-fallback

mwi relay SRST Cisco IP Phone ~ MWI
Router (config-cm-fallback)# mwi relay
mwi reg-elé64 SIP
E.164
Router (config-cm-fallback)# mwi reg-el64d
exit call-manager-fallback
Router (config-cm-fallback)# exit
sip-ua SIP user-agent
Router (config)# sip-ua
mwi-server {ipvé4:destination-address |
dns:host-name} [expires seconds] [port port] S|P
[transport {tcp \ udp}] [unsolicited]
MWI IP
: LAN
Router (config-sip-ua)# mwi-server MWI Cisco Unified SRST

ipv4:10.0.2.254

e ipv4:destination-address
IP

¢ dns:host-name

dns:test.cisco.com

* expires seconds

1 999999
3600
e port port
5060
e transport
tcp udp
UDP
¢ unsolicited
UA SIP
MWI

exit

Router (config-sip-ua)# exit

SIP user-agent

Jll_ Cisco Unified SRST
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||
. FXO FXS P.207
. FXO FXS p.207
e FXO FXS P.208
e BRI PRI P.209
FXO FXS
Dial-Peer Configuration for Integration of VVoice-Mail with Cisco Unified SRST
Cisco Unified

SRST Voice-Mail Integration Pattern Configuration

! Dial-Peer Configuration for Integration of Voice-Mail with Cisco Unified SRST
|

dial-peer voice 101 pots
destination-pattern 14011

port 3/0/0

|

dial-peer voice 102 pots
preference 1

destination-pattern 14011

port 3/0/1

|
dial-peer voice 103 pots
preference 2

destination-pattern 14011

port 3/1/0

!
dial-peer voice 104 pots
destination-pattern 14011

port 3/1/1

|

! Cisco Unified SRST configuration
!
call-manager-fallback

max-ephones 24

max-dn 144

ip source-address 1.4.214.104 port 2000
voicemail 14011

call-forward busy 14011
call-forward noan 14011 timeout 3

! Cisco Unified SRST Voice-Mail Integration Pattern Configuration
!

vm-integration

pattern direct 2 CGN *

pattern ext-to-ext no-answer 5 FDN * CGN *

pattern ext-to-ext busy 7 FDN * CGN *

pattern trunk-to-ext no-answer 4 FDN * CGN *

pattern trunk-to-ext busy 6 FDN * CGN *

FXO FXS

Dial-Peer Configuration for Integration of Voice-Mail with Cisco Unified SRST in Central Location

Cisco Unified SRST Voice-Mail Integration Pattern Configuration

Cisco Unified SRST
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MWI PSTN

! Dial-Peer Configuration for Integration of Voice-Mail with Cisco Unified SRST in
Central

! Location

|
dial-peer voice 101 pots

destination-pattern 14011

port 3/0/0

|

! Cisco Unified SRST configuration

|

call-manager-fallback

max-ephones 24

max-dn 144

ip source-address 1.4.214.104 port 2000
voicemail 14011

call-forward busy 14011

call-forward noan 14011 timeout 3

|

! Cisco Unified SRST Voice-Mail Integration Pattern Configuration
|
vm-integration

pattern direct 2 CGN *

pattern ext-to-ext no-answer 5 FDN * CGN *
pattern ext-to-ext busy 7 FDN * CGN *
pattern trunk-to-ext no-answer 4 FDN * CGN *
pattern trunk-to-ext busy 6 FDN * CGN *

FXO FXS

Cisco Unified SRST
1101 FXS
1/1/1 3001 3002 3006

voice-port 1/1/1
timing digit 250
timing inter-digit 250

dial-peer voice 1102 pots
destination-pattern 1101T
port 1/1/1

call-manager-fallback

timeouts interdigit 5

ip source-address 1.6.0.199 port 2000
max-ephones 24

max-dn 24

transfer-pattern 3...

voicemail 1101

call-forward busy 1101

call-forward noan 1101 timeout 3

moh minuet.au

vm-integration

pattern direct * CGN

pattern ext-to-ext no-answer # FDN #2
pattern ext-to-ext busy # FDN #2
pattern trunk-to-ext no-answer # FDN #2
pattern trunk-to-ext busy # FDN #2

Cisco Unified SRST
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BRI PRI

Cisco Unified SRST
1101 BRI
PRI 3001 3002 3006

controller T1 2/0

framing esf

clock source line primary
linecode b8zs

cablelength short 133
pri-group timeslots 21-24

interface Serial2/0:23

no ip address

no logging event link-status
isdn switch-type primary-net5
isdn incoming-voice voice
isdn T309-enable

no cdp enable

voice-port 2/0:23

dial-peer voice 1102 pots
destination-pattern 1101T
direct-inward-dial

port 2/0:23

call-manager-fallback

timeouts interdigit 5

ip source-address 1.6.0.199 port 2000
max-ephones 24

max-dn 24

transfer-pattern 3...

voicemail 1101

call-forward busy 1101

call-forward noan 1101 timeout 3

moh minuet.au

Cisco Unified SRST
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Cisco Unified SRST p.227 Cisco Unified SRST

pP.25 Cisco Unified SRST P.40

Cisco Unified SRST
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Cisco Unified Survivable Remote Site Telephony SRST

. P.212

. p.213

. P.214

e Cisco Unified SRST p.217

e Cisco Unified SRST P.226
. P.226

Cisco Unified SRST
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Cisco Unified SRST 4.0
e Cisco Unified Communications Manager 4.0

e Cisco Unified SRST Cisco IP Phone ephone
show ephone registered
e Cisco Unified Video Advantage Cisco Unified IP Phone
Cisco Unified Video Advantage 1.02 PC

Cisco Unified Video Advantage  Cisco Unified IP Phone
Cisco Unified Video Advantage End User Guides

. Cisco Unified IP Phone
ephone show ephone phone-load
Cisco Unified IP Phone

Cisco Unified IP Phone 7940G 6.0(4)
Cisco Unified IP Phone 7960G 6.0(4)
Cisco Unified IP Phone 7970G 6.0(2)
J Cisco Unified SRST Cisco Unified SRST V4.0:
Setting Up the Network
. ephone Cisco Unified SRST V4.0: Setting Up

Cisco Unified IP Phones

Cisco Unified SRST
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H.261
H.263
Common Intermediate Format CIF 352x288
One-Quarter Common Intermediate Format QCIF 176x144
Sub QIF SQCIF 128x96
4CIF 704x576
16CIF 1408x1152
e call start fast H.323 H.323 call start
slow
. ephone
2 SCCP T-120
SCCP Far-End Camera Control FECC

Cisco Unified SRST
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Cisco Unified SRST  Cisco Unified Communications Manager
Cisco Unified SRST
ephone  Cisco Unified Communications Manager Cisco
Unified IP Phone call-manager-fallback
Cisco Unified SRST
Cisco Unified SRST

. P.214
. P.214

. P.214
. P.215

e RTP P.216

Cisco Unified SRST

H.323 Service Provider Interface SPI
SCCP

Cisco Unified SRST
video
TDM SIP
audio-only

Cisco Unified SRST
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Y
SCCP SCCP
e SCCP
e H.323
Cisco Unified CME
2 SCCP
2 SCCP
2 SCCP
start-multimedia-transmission
SCCP H.323
SCCP H.323 SCCP
Open Logical
Channel OLC H.323
oLC
H.323 2 SCCP
SCCP H.323 2
2
OoLC H.323

Cisco Unified SRST
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RTP
2 SCCP Real-Time Transport Protocol
RTP SCCP H.323
Cisco Unified CME 2 SCCP
RTP
. RTP VolP
ID IP RTP

show voip rtp connection

Router# show voip rtp connections

VoIP RTP active connections

No. CallId dstCallId LocalRTP RmtRTP LocalIP RemoteIP
1 102 103 18714 18158 10.1.1.1 192.168.1.1
2 105 104 17252 19088 10.1.1.1 192.168.1.1

Found 2 active RTP connections

Cisco Unified SRST
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Cisco Unified SRST

Cisco Unified SRST

Cisco Unified SRST ephone  Cisco Unified Communications Manager
Cisco Unified IP Phone
Cisco Unified SRST

Cisco Unified SRST

o p.217
e Cisco Unified SRST p.218
e Cisco Unified SRST p.224

Cisco Unified SRST H.323

Configuring Quality of Service for Voice

enable

configure terminal
voice service voip
h323

a & 0 b

call start slow

1 enable EXEC

Router> enable

2 configure terminal globm

Router# configure terminal

3 voice service voip voice-service

Router (config)# voice service voip

4 n323 H.323 voice-service

Router (config-voi-serv)# h323

Cisco Unified SRST
[ oL-13143-02-J
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W Cisco Unified SRST

5 call start slow H.323 VolP

Router (config-serv-h323)# call start slow

Cisco Unified SRST

Cisco Unified SRST Cisco Unified IP Phone

1. enable
2. show running config

3. show call-manager-fallback all

1 enable EXEC

Router> enable

2 show running config

Router# show running config

3 show call-manager-fallback all

Cisco Unified IP Phone

Router# show call-manager-fallback all

A

IP Cisco Unified SRST IP
Cisco Unified IP Phone  Settings

Cisco Unified SRST
OL-13143-02-J |



Cisco Unified SRST

show call-manager-fallback all

Router# show call-manager-fallback all

CONFIG (Version=3.3)

Version 3.3
For on-line documentation please see:
www.cilsco.com/univercd/cc/td/doc/product/access/ip_ph/ip_ks/index.htm

ip source-address 10.1.1.1 port 2000
max-video-bit-rate 384 (kbps)
max-ephones 52

max-dn 110

max-conferences 16 gain -6

dspfarm units 0

dspfarm transcode sessions 0
huntstop

dialplan-pattern 1 4084442... extension-length 4
voicemail 6001

moh music-on-hold.au

time-format 24

date-format dd-mm-yy

timezone 0 Greenwich Standard Time
call-forward busy 6001
call-forward noan 6001 timeout 8
call-forward pattern .T
transfer-pattern .T

keepalive 45

timeout interdigit 10

timeout busy 10

timeout ringing 180

caller-id name-only: enable

Limit number of DNs per phone:

7910: 34
7935: 34
7936: 34
7940: 34
7960: 34
7970: 34

Log (table parameters):

max-size: 150

retain-timer: 15
transfer-system full-consult
local directory service: enabled.

ephone-dn 1
number 1001

name 1001

description 1001

label 1001

preference 0 secondary 9
huntstop

call-forward busy 6001
call-forward noan 6001 timeout 8
call-waiting beep

ephone-dn 2

number 1002

name 1002

description 1002

preference 0 secondary 9
huntstop

call-forward busy 6001
call-forward noan 6001 timeout 8
call-waiting beep

ephone-dn 3

Cisco Unified SRST
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preference 0 secondary 9
huntstop
call-waiting beep

ephone-dn 4

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 5

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 6

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 7

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 8

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 9

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 10

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 11

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 12

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 13

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 14

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 15

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 16

preference 0 secondary 9
huntstop

call-waiting beep

ephone-dn 17
preference 0 secondary 9

Cisco Unified SRST
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huntstop
call-waiting

ephone-dn 18
preference 0
huntstop

call-waiting

ephone-dn 19
preference 0
huntstop

call-waiting

ephone-dn 20
preference 0
huntstop

call-waiting

beep

secondary 9

beep

secondary 9

beep

secondary 9

beep

Cisco Unified SRST

Number of Configured ephones 0 (Registered 2)

voice-port 50/0/1
station-id number 1001
station-id name 1001
timeout ringing 8

voice-port 50/0/2
station-id number 1002
station-id name 1002
timeout ringing 8

voice-port 50/0/3

voice-port 50/0/4

voice-port 50/0/5

voice-port 50/0/6

voice-port 50/0/7

voice-port 50/0/8

voice-port 50/0/9

voice-port 50/0/10

voice-port 50/0/11

voice-port 50/0/12

voice-port 50/0/13

voice-port 50/0/14

voice-port 50/0/15

voice-port 50/0/16

voice-port 50/0/17

voice-port 50/0/18

voice-port 50/0/19

voice-port 50/0/20

dial-peer voice 20055 pots
destination-pattern 1001

huntstop

Cisco Unified SRST
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call-forward busy 6001
call-forward noan 6001
progress_ind setup enable
port 50/0/1

dial-peer voice 20056 pots
destination-pattern 1002
huntstop
call-forward busy 6001
call-forward noan 6001
progress_ind setup enable
port 50/0/2

dial-peer voice 20057 pots
huntstop

progress_ind setup enable
port 50/0/3

dial-peer voice 20058 pots
huntstop

progress_ind setup enable
port 50/0/4

dial-peer voice 20059 pots
huntstop

progress_ind setup enable
port 50/0/5

dial-peer voice 20060 pots
huntstop

progress_ind setup enable
port 50/0/6

dial-peer voice 20061 pots
huntstop

progress_ind setup enable
port 50/0/7

dial-peer voice 20062 pots
huntstop

progress_ind setup enable
port 50/0/8

dial-peer voice 20063 pots
huntstop

progress_ind setup enable
port 50/0/9

dial-peer voice 20064 pots
huntstop

progress_ind setup enable
port 50/0/10

dial-peer voice 20065 pots
huntstop

progress_ind setup enable
port 50/0/11

dial-peer voice 20066 pots
huntstop

progress_ind setup enable
port 50/0/12

dial-peer voice 20067 pots
huntstop

progress_ind setup enable
port 50/0/13

dial-peer voice 20068 pots
huntstop
progress_ind setup enable

Jll_ Cisco Unified SRST
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port 50/0/14

dial-peer voice 20069 pots
huntstop

progress_ind setup enable
port 50/0/15

dial-peer voice 20070 pots
huntstop

progress_ind setup enable
port 50/0/16

dial-peer voice 20071 pots
huntstop

progress_ind setup enable
port 50/0/17

dial-peer voice 20072 pots
huntstop

progress_ind setup enable
port 50/0/18

dial-peer voice 20073 pots
huntstop

progress_ind setup enable
port 50/0/19

dial-peer voice 20074 pots
huntstop

progress_ind setup enable
port 50/0/20

Cisco Unified SRST

tftp-server
tftp-server
tftp-server
tftp-server
tftp-server

tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server
tftp-server

system
system
system
system
system

system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:
system:

:/its/SEPDEFAULT.
:/its/SEPDEFAULT.
:/its/XMLDefault.
:/its/ATADefault.

cnf

cnf alias SEPDefault.cnf
cnf.xml alias XMLDefault.cnf.xml
cnf.xml

:/its/united_states/7960-tones.xml alias
United_States/7960-tones.xml
tftp-server system:/its/united_states/7960-font.xml alias
English United_States/7960-font.xml
tftp-server system:/its/united_states/7960-dictionary.xml alias
English_United_States/7960-dictionary.xml
tftp-server system:/its/united_states/7960-kate.xml alias
English_United_States/7960-kate.xml
tftp-server system:/its/united_states/SCCP-dictionary.xml alias
English_United_States/SCCP-dictionary.xml

/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960
/its/XMLDefault7960

.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.

alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias
alias

xml
SEP001201372DD1
SEPFFDD00000001
SEPFFDD00000002
SEPFFDD00000003
SEPFFDD00000004
SEPFFDD00000005
SEPFFDD00000006
SEPFFDD00000007
SEPFFDD00000008
SEPFFDD00000009

xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml

SEPFFDD00000010
SEPFFDD00000011

xml SEPFFDD00000012

Cisco Unified SRST

SEP003094C2772E.

SEPFFDD00O0O00OO0O0OA.
SEPFFDD0000000B.
SEPFFDD0000000C.
SEPFFDD0000000D.
SEPFFDD00O0O00OOO0E.
SEPFFDD00O000OOF.

cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
.cnf.
cnf.
cnf.
cnf.
cnf.
cnf.
cnf.
.cnf.
.cnf.
.cnf.

xml

xml
xml
xml
xml

xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
xml
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Cisco Unified SRST
Cisco Unified SRST

enable
configure terminal
call-manager-fallback

video

a > w0 bh =

maximum bit-rate value

1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 call-manager-fallback call-manager-fallback

Router (config)# call-manager-fallback

4 video call-manager-fallback video

Router (config-call-manager-fallback) # video

5 maximum bit-rate value IP Phone Kbps

0 10000000
10000000

Router (conf-cm-fallback-video) # maximum bit-rate 256

Cisco Unified SRST
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Cisco Unified SRST

call-manager-fallback
video
maximum bit-rate 384
max-conferences 2 gain -6
transfer-system full-consult
ip source-address 10.0.1.1 port 2000
max-ephones 52
max-dn 110
dialplan-pattern 1 4084442... extension-length 4
transfer-pattern .T
keepalive 45
voicemail 6001
call-forward pattern .T
call-forward busy 6001
call-forward noan 6001 timeout 3
moh music-on-hold.au
time-format 24

date-format dd-mm-yy
|

Cisco Unified SRST
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Cisco Unified SRST
Cisco Unified SRST
e SCCP debug

debug cch323 video H.323 SPI

debug ephone detail Cisco Unified IP Phone

debug h225 asnl H.225 Abstract Syntax Notation One
ASN.1

debug h245 asnl H.245 ASN.1

debug voip ccapi inout Call-Control-Application Programming Interface CCAPI

¢ ephone debug
debug ephone message Cisco ephone
debug ephone register ephone

debug ephone video ephone

° show
show call active video SCCP
show ephone offhook ephone
show ephone registered ephone
show voip rtp connections ID IP
RTP

Cisco Unified SRST and Cisco Unified SIP SRST Command
Reference (All Versions)

P.25 Cisco Unified SRST P.40

Cisco Unified SRST
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Cisco Unified SRST

Revised: July 11, 2008

Cisco Unified Survivable Remote Site Telephony SRST EXEC

Router# show running-config

Router# show call-manager-fallback all Cisco Unified IP Phone Cisco Unified
SRST

Router# show call-manager-fallback dial-peer Cisco Unified SRST

Router# show call-manager-fallback ephone-dn CaIIManager Cisco Unified IP Phone

Router# show call-manager-fallback voice-port

Router# show ephone phone Cisco Unified IP Phone

Router# show ephone offhook
Cisco Unified IP Phone

Router# show ephone registered Cisco Unified
IP Phone

Router# show ephone remote
ARP Cisco Unified IP
Phone

Router# show ephone ringing Cisco Unified IP
Phone

Router# show ephone summary Cisco Unified IP Phone

Router# show ephone telephone-number phone-number Unified IP Phone

Router# show ephone unregistered Unified IP Phone

Router# show ephone-dn tag Unified IP Phone

Router# show ephone-dn summary Cisco Unified IP Phone

Router# show ephone-dn loopback Cisco Unified IP Phone

Cisco Unified SRST
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Router# show voice port summary

Router# show dial-peer voice summary

Cisco Unified SRST and Cisco Unified SIP SRST Command
Reference (All Versions)

pP.25 Cisco Unified SRST P.40

Cisco Unified SRST
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E911

Revised: July 11, 2008

Enhanced 911 E911

Cisco Unified SRST

P.264 E911
. P.230
. P.230
e EO11 P.231
e EOI11 P.242
e EO11 P.258
e EO11 P.264
. P.264

Cisco Unified SRST
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e Cisco Unified SRST 4.1

e SCCP SIP Cisco Unified SRST
e 011 Public Safety Answering Point PSAP 1 CAMA
ISDN Cisco Unified SRST
J 1 E911
e Cisco Unified SRST FXS FXO SIP H.323
e Cisco Unified SRST  E911 Cisco Emergency Responder
e 011 Cisco Unified SRST
e Cisco Unified Wireless IP Phone 7920 7921
P.236
e 011 Emergency Response Location ERL;
2 Emergency Location Identification Number ELIN;
p.231
e ELIN Cisco Unified SRST
ELIN ELIN
ephone-dn voice register dn FXS destination-pattern
P.239 ELIN
e E911 Cisco Unified SRST
E911 Cisco Unified SRST
P.238 Cisco Unified SRST

Cisco Unified SRST
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E911 ||
E911
o P.231
o P.233
. 4.2(1) P.236
o P.236
e [EO11 P.236
. Cisco Unified SRST P.238
Cisco Unified SRST  E911 911
. 911
o 911
Cisco Unified SRST 911
911 Public Safety Answering Point PSAP
PSAP 911
PSAP
E911 911 PSAP
PSAP
PSAP
911 PSAP
E911 Cisco Unified SRST
ERL ERL
ERL 7,000
ERL ERL
PSAP 911
PSAP 911 ERL
ELIN E911
ERL ELIN PSAP
PSAP  ALI Automatic Location ldentification;
PSAP
PSAP ALI
ELIN 911 Last Caller
Last Caller PSAP 911 ELIN Last
Caller 3
Last Caller
RADIUS
syslog CLI show

Cisco Unified SRST
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W Eoi1

ERL ELIN 0 1 2 2 ELIN
PSAP ELIN
ERL  ELIN PSAP Cisco Unified
SRST Cisco
ELIN ELIN
911 IP Phone IP
PSAP ELIN
ELIN ERL ELIN ELIN
ELIN 911 IP ERL IP
ELIN syslog
ANI
Last Caller
PSAP ELIN ELIN 911
Last Caller syslog
ERL PSAP
ERL ERL
PSAP ERL
911 1 PSAP
1 ERL 1 PSAP
ERL
ERL
PSAP 911
ERL
IP IP
ERL ELIN
ERL ELIN
Y
IP
ELIN
911
911
1
location 36 priority 5 location 19 priority 5 19

Jll_ Cisco Unified SRST
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5 36 6 2
100 101
15 911
5 ERL ERL ELIN 1
PSAP ELIN ALI
2 SanFrancisco PSAP 40  San Jose
PSAP 2 911
PSAP
2 ERL 40 ERL
911
15 E911
ELTaT 2

ERL 1: ELIN 408 555 0102

y/ / :
ERL 2: ELIN 408 555 0101

MR 22 ERL 3: ELIN 408 555 0100

o
B
™™
San Francisco
PSAP

EILT42T 40

-0

[/l ERL 5: ELIN 408 555 0160 Sggxgse 705 S5 o7
RiR 44 Floor 1, San Jose |

Cisco Unified SRST 911
Cisco Unified SRST
E911 PSAP

emergency response zone E911

emergency response zone
E911 ELIN
E911 E911 ERL
ERL

Cisco Unified SRST
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W Eoi1

. ERL 911
ERL
. 911 IP Phone IP
E911 ERL IP 1 IP
ERL
IP
ERL ERL ELIN
ERL IP Phone

ERL ERL IP Phone VolP

FXS/FXO

ELIN Last Caller
. ELIN
Last Caller ERL
3
911 Last Caller ERL
ERL
IP ERL PSAP
911 ERL
PSAP 911
PSAP 911 E911
ELIN
16 911

Cisco Unified SRST
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16 911

R#ER 1100 AY 911 Za—IL

!

EEES 1)
AEAXILETIZ—HLT-

PSAP @AY IILETIC
RBIEST N
BESN TSN

ERL MUTDELLMNFEHETS
N AVINGUREA N ILET DHRTE
2) BEEHD IP PRFLR

ERL [Z ELIN A%

No

BRESNTLSD
Yes
Y
Bz N7 TDEFRD
| I |
911 ®aA—JLIERIEI—IL/\VIC
FEAT -6 PSAP ORIZEEFEENS
a—I)LEyb Ty TERIE
BEBYBETD
911 Last Caller
911
p.245
911
ephone-dn

E911

Cisco Unified SRST

230228

E911

911
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W Eot1
2 911 ERL Last Caller
2 1 ERL
1 911
Cisco Emergency Responder Cisco Emergency Responder
ELIN ERL E911
4.2(1)
E911 4.2(1)
. ERL PSAP
e E911 ELIN 911
Last Caller
syslog
e E911
IP Phone IP Phone
IP
. IP Phone
IP
Phone
E911

Cisco Unified SRST  E911

Cisco Unified SRST

4.2(1)

P.236

Jll_ Cisco Unified SRST
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E911
Cisco Unified SRST PSAP
PSAP CAMA PRI 13
13 PSAP
PSAP
Building 2, 201 Maple Street, San Francisco San Francisco, CA 1/0:D
Building 40, 801 Main Street, San Jose San Jose, CA 1/1:D
ERL
National Emergency Number Association NENA
14
14 ERL
ERL
Building 2 200,000 3 3
Building 40 7000 2 1
ERL 1 2 ELIN
ELIN
ERL PSAP 911
voice emergency response zone
emergency response zone 911 1
emergency response callback PSAP 911 1
ERL
. ERL IP
IP ERL 1 2 IP

Cisco Unified SRST

| oL-13143-02-J



E911

W Eoi1

15 ERL IP ELIN

ERL IP ELIN

1 Building 2, 1st floor 10.5.124.xxx 408 555-0142

2 Building 2, 2nd floor 10.7.XXX.XXX 408 555-0143

3&4 Building 2, 3rd floor 10.8.XXX. XXX 408 555-0144

10.9.XXX. XXX 408 555-0145
e ephone ERL
ephone SIP
ERL
. ERL 3
ERL
ephone
16
16 ERL
ERL

Ephone 100 3

Dial-peer voice 213 pots 3

Dial-peer voice 214 voip 4

Voice register pool 1 2
8 911 IP Phone IP

PSAP ELIN
9 Last Caller
10 Last Caller 3
11 RADIUS syslog
Cisco Unified SRST
E911 Cisco Unified SRST

Cisco Unified SRST

Jll_ Cisco Unified SRST
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E911 u
e ELIN P.239
. P.239
. P.240
. P.240
. P.240
. P.240
e 3 P.240
. P.240
. P.241
. ID p.241
. p.241
ELIN
ELIN Cisco Unified SRST
ELIN ELIN ephone-dn voice register dn
FXS destination-pattern
ELIN 911
Last Caller
911 ELIN
ELIN 911
E911 911 ELIN 911 PSAP
911
E911
e dialplan-pattern telephony-service
* num-exp E.164
. voice-port
. translation-profile
. POTS
call-manager-fallback ephone-dn
e ephone-dn

voice register dn

Cisco Unified SRST
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W Eoi1
ELIN
E911 911 E911 ELIN
ALl PSAP
911 ELIN E911
E911
Cisco Unified SRST ERL PSAP
PSAP ELIN PSAP
ELIN
911 PSAP 911 PSAP
911 PSAP 911

PSAP

IP Phone PSAP
911 PSAP PSAP
911
911
911
Do Not Disturb 911 911
PSAP 911
911
911 PSAP
3

911 PSAP 3

PSAP
911 emergency response zone

E911
E911
ELIN

Cisco Unified SRST
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E911 u
2 PSAP
2 ELIN 2
PSAP 9911 95105558911
PSAP
2 95105558911 9911
emergency response zone emergency response callback
E.164
911 ERL ELIN
911 911
ID
ephone voice-port ID
PSAP  ELIN
E911
ID
911
911
911 PSAP PSAP
911

Cisco Unified SRST
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N Eot1
o p.242
o P.244
e [EO11 p.245
e PSAP p.247
o ERL P.248
. P.251
e 2 ELIN address P.253
U P.254
e E911 P.255
ERL 01 2 ELIN ELIN 1 ERL
ELIN ELIN 2
ERL 2 ELIN ELIN 1
ERL
PSAP 911
ERL E911 ERL ELIN
E911 1 2147483647 ERL
ELIN IP ERL
A
voice emergency response location 2 ERL name
address name ERL
name Bldg 20 3rd floor ERL
address ERL E911 ERL
show voice emergency addresses
e P.236 E911 911
e Cisco Unified SRST 4.2(1) 4.1
e P.230
Cisco Unified SRST 41 name address

Jll_ Cisco Unified SRST
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enable

configure terminal

voice emergency response location tag
elin [1 | 2] E.164 number

address address

name name

No a b

end

1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 voice emergency response location tag ERL emergency

response location

Router (config)# voice emergency response
location 4

4 elin [1 | 2] E.164 number E.164

PSTN ELIN
Router (cfg-emrgncy-resp-location)# elin 1 PSAP PSAP ALI
4085550100
PSAP
elin 2 2
ELIN ERL  ELIN

PSAP

5 address address Automatic Location
Identification ALI
Router (cfg-emrgncy-resp-location) # address

I,604,5550100, ,184 ,Main St,Kansas
City,Ks, 1, 247

6 name name

30

Router (cfg-emrgncy-resp-location)# name Bldg
C, Floor 2

7 end EXEC

Router (cfg-emrgncy-resp-location)# end

Cisco Unified SRST
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W Eot1
PSAP
ERL 911 1 PSAP
zone
e P.242 ERL
e Cisco Unified SRST 4.2(1)
Cisco Unified SRST 4.1
1. enable
2. configure terminal
3. voice emergency response zone tag
4. location location-tag [priority 1-100]
5. end
1 enable EXEC
[ ]
Router> enable
2 configure terminal global
Router# configure terminal
3 voice emergency response zone tag
Voice emergency response zone
R . . 1 100
outer (config)# voice emergency response zone
10
4 location location-tag [priority 1-100] voice emergency response
location
Router (cfg-emrgncy-resp-zone)# location 8
priority 2 priority
1
5 end EXEC
Router (config)# end

Cisco Unified SRST
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E911

P.236 E911

P.245

P.246

911

E911

E911

Cisco Unified SRST 4.1

PSAP

911 9911
PRI

response zone

Cisco Unified SRST 4.2(1)

No a b

enable

configure terminal
dial-peer voice number pots
destination-pattern n911
prefix number

emergency response zone

end

ELIN

4.1

CAMA
emergency

1 enable

Router> enable

EXEC

2 configure terminal

Router# configure terminal

global

3 dial-peer voice number pots

Router (config)# dial-peer voice 911 pots

dial-peer

Cisco Unified SRST
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W Eoi1

4 destination-pattern n911_
Router (config-dial-peer)# destination-pattern 9911 E.164
E911
911
5 prefix number
Router (config-dial-peer)# prefix 911
E911
911
6 emergency response zone ERL
PSAP
Router (config-dial-peer)# emergency response zone
7 end EXEC
Router (config-dial-peer)# end
Cisco Unified SRST ERL
911 emergency response zone 911
ERL
ERL
. ERL
P.242
P.244
e Cisco Unified SRST 4.2(1)
Cisco Unified SRST 4.1
1. enable
2. configure terminal
3. dial-peer voice number pots
4. destination-pattern n911
5. prefix number
6. emergency response zone tag
7. end

Cisco Unified SRST
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1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 dial-peer voice number pots
dial-peer

Router (config)# dial-peer voice 911 pots

4 destination-pattern n911

E.164

Router (config-dial-peer)# destination-pattern 9911

E911
911

5 prefix number

Router (config-dial-peer)# prefix 911
E911

911

6 emergency response zone tag ERL

Router (config-dial-peer)# emergency response zone 10

tag
1 100

7 end EXEC

Router (config-dial-peer)# end

PSAP

PSAP 911
PSAP ELIN
emergency response callback ELIN

enable
configure terminal

dial-peer voice number pots

> 0 nh =

incoming called-number number

Cisco Unified SRST
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5. direct-inward-dial
6. emergency response callback
7. end

enable

Router> enable

EXEC

configure terminal

Router# configure terminal

global

dial-peer voice number pots

Router (config)# dial-peer voice 100 pots

dial-peer

incoming called-number number

Router (config-dial-peer)# incoming
called-number 4085550100

ELIN

direct-inward-dial

Router (config-dial-peer)# direct-inward-dial

DID
Cisco Voice, Video, and Fax Configuration
Guide

emergency response callback

Router (config-dial-peer)# emergency response
callback

ELIN

end

Router (config-dial-peer)# end

EXEC

ERL

Cisco Unified SRST 4.2(1)

P.236 E911

e ERL IP
e ERL ephone

* ERL

Cisco Unified SRST

4.1 ERL

P.249 IP ERL

P.250 ephone ERL

P.250 ERL
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e P.242 ERL

e Cisco Unified SRST 4.2(1) 4.1

IP ERL

1 ERL
2 IP ERL
ELIN IP Phone E911

enable

configure terminal

voice emergency response location tag
subnet [1 | 2] IPaddress mask

a > w0 bh =

end

1 enable EXEC

Router> enable

2 configure terminal global

Router# configure terminal

3 voice emergency response location tag ERL emergency

response location

Router (config)# voice emergency response
location 4

4 subnet [1 | 2] IPaddress mask IP Phone

Router (cfg-emrgncy-resp-location)# subnet 1

192.168.0.0 255.255.0.0 IP Phone 1 ERL

subnet 1 0.0.0.0 0.0.0.0

IP Phone VolP
FXS/FXO

5 end EXEC

Router (cfg-emrgncy-resp-location) # end

Cisco Unified SRST
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ERL IP ERL ephone
P.236 E911 7

ERL Cisco Unified SRST Cisco Unified SIP SRST

enable
configure termina
ephone tag

emergency response location tag

a > 0 bh -

end

1 enable EXEC

Router> enable

2 configure terminal globm

Router# configure terminal

3 ephone tag ephone
ephone

Router (config)# ephone 224

4 emergency response location tag ERL ephone ERL
1 2147483647

Router (config-ephone) # emergency response ERL

location 12 ERL ERL

5 end EXEC

Router (config-ephone) # end

ERL

FXS/FXO VolP ERL
IP ERL IP
P.236 E911

Cisco Unified SRST
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enable
configure terminal
dial-peer voice tag type

emergency response location tag

a & 0 bh

end

E911 ||

enable

Router> enable

EXEC

configure terminal

Router# configure terminal

global

dial-peer voice tag type

Router (config)# dial-peer voice 100 pots

dial-peer

emergency response location tag

Router (config-dial-peer)# emergency response
location 12

ERL
ERL 1
ERL

2147483647

E911 Last Caller

end

Router (config-dial-peer)# end

EXEC

E911

e Elin ELIN 911

ldentification ANI;
ERL

911 IP
ANI

e Expiry 911

e Callback 911

Cisco Unified SRST

IP Phone
ELIN Automatic Number
ELIN
ELIN
PSAP
ELIN syslog PSAP

911 ELIN

911 PSAP

PSAP  ELIN

Last Caller 911
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N Eot1
e Logging syslog
no logging
syslog
$E911-5-EMERGENCY_CALIL_PLACED: calling #[4085550100] called
#[911] ELIN [4085550199]
Cisco Unified SRST 4.2(1)
Cisco Unified SRST 4.1
1. enable
2. configure terminal
3. voice emergency response settings
4. expiry time
5. callback number
6. logging
7. elin number
8. end
1 enable EXEC
[ ]
Router> enable
2 configure terminal global
Router# configure terminal
3 voice emergency response settings E911
voice emergency response settings
Router (config)# voice emergency response
settings
4 expiry time ELIN
Last Caller
Router (cfg-emrgncy-resp-settings)# expiry 300 2 2880
180

Cisco Unified SRST
OL-13143-02-J |



| E9t1

E911 n
5 callback number 911 ELIN
Router (cfg-emrgncy-resp-settings)# callback E.164
7500
6 logging syslog
syslog
Router (cfg-emrgncy-resp-settings)# no logging
no
7 elin number ERL 911 IP Phone
Router (cfg-emrgncy-resp-settings)# elin ELIN E.164
4085550100
8 end EXEC
Router (cfg-emrgncy-resp-settings)# end
2 ELIN address
A
Cisco Unified SRST 4.1
2 ELIN ERL 1 address ALI
ELIN 2
ELIN show voice emergency address
ELIN 2
elin
ELIN 1 ELIN
address I,ELIN.1.3,ELIN.4.7,678 ,Alder Drive ,Milpitas ,CA,95035
| address 2 ELIN 1-3 3

ELIN 4-7 show voice emergency address

I,408,5550101,678,Alder Drive ,Milpitas ,CA,95035
I,408,5550190,678,Alder Drive ,Milpitas ,CA,95035

Cisco Unified SRST
[ oL-13143-02-J
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Y
Cisco Unified SRST 4.1
911
.
e ELIN
e ERL
. IP
RADIUS syslog
show call history voice
~
RADIUS syslog
RADIUS syslog
RADIUS
RADIUS feature-vsa
e EMR
e CGN
e ELIN
e CDN
e ERL
e ERLN ERI ERI
e CIP IP ERL
e ETAG ERL ERL
RADIUS
*Jul 18 15:37:43.691: RADIUS: Cisco AVpair [1] 202 "feature-vsa=fn:EMR
,ft:07/18/2007 15:37:32.227, frs:0,£id:6, fcid:A2444CAF347B11DC8822F63A1B4078DE,
legID:57EC, cgn: 6045550101, elin: 6045550199, cdn:911,erl:2, erln:Fisco,cip:1.5.6.200, etag:0"
syslog
syslog VOIP_FEAT_HISTORY
feature-vsa RADIUS

syslog

*Jul 18 15:37:43.675: %VOIPAAA-5-VOIP_FEAT HISTORY: FEAT_VSA=fn:EMR,ft:07/18/2007
15:37:32.227,frs:0,£fid:6,fcid:A2444CAF347B11DC8822F63A1B4078DE, legID:57EC, cgn:6045550199,
elin:6045550100,cdn:911,erl:2,erln: ABCDEFGHIJKLMNOPQRSTUVWXYZ123,cip:1.5.6.200,etag:0,
bguid:A23F6AD7347B11DC881DF63A1B4078DE

Cisco Unified SRST
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E911 u
show call history voice
show call active voice show call history voice
OriginalCallingNumber ELIN  TranslatedCallingNumber 4
ERL ERL IP ERL
ELIN ELIN
ERL 911 show call 4
ERL ELIN ERL
No Match

show call history voice

EmergencyResponseLocation=3 (Cisco Systems 3)
ERLAssignment=3
DeviceIPAddress=1.5.6.202

E911

4.2(1)
E911 show

. ERL IP ELIN

Router# show voice emergency

EMERGENCY RESPONSE LOCATIONS

ERL | ELIN 1 | ELIN2 | SUBNET 1
1 | 6045550101 | | 10.0.0.0
2 | 6045550102 | 6045550106 | 192.168.0.0
3 | | 6045550107 | 172.16.0.0
4 | 6045550103 | | 192.168.0.0
5 | 6045550105 | | 209.165.200.224 |
6 6045550198 | | 6045550109 | 209.165.201.0
. ERL show voice emergency addresses

Router# show voice emergency addresses

3850 Zanker Rd, San Jose,604,5550101
225 W Tasman Dr, San Jose, 604,5550102
275 W Tasman Dr, San Jose, 604,5550103
518 Bellew Dr,Milpitas, 604,5550104
400 Tasman Dr,San Jose, 604,5550105
3675 Cisco Way, San Jose, 604,5550106

Cisco Unified SRST

show voice emergency

SUBNET 2
255.0.0.0
255.255.0.0
255.255.0.0
255.255.0.0
255.0.0.0
255.255.255.224
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. ERL

Router# show voice emergency all

VOICE EMERGENCY RESPONSE SETTINGS
Callback Number: 6045550103

Emergency Line ID Number: 6045550155

Expiry: 2 minutes
Logging Enabled

EMERGENCY RESPONSE LOCATION 1
Name: Cisco Systems 1

show voice emergency all

Address: 3850 Zanker Rd, San Jose,elin.l1.3,elin.4.10
IP Address 1: 209.165.200.226 IP mask 1: 255.255.255.254
IP Address 2: 209.165.202.129 IP mask 2: 255.255.0.0

Emergency Line ID 1: 6045550180
Emergency Line ID 2:

Last Caller: 6045550188 [Jan 30 2007 16:05.52 PM]
Next ELIN For Emergency Call: 6045550166

EMERGENCY RESPONSE LOCATION 3
Name: Cisco Systems 3

Address: 225 W Tasman Dr, San Jose,elin.1.3,elin.4.10
IP Address 1: 209.165.202.133 IP mask 1: 255.255.0.0
IP Address 2: 209.165.202.130 IP mask 2: 255.0.0.0

Emergency Line ID 1:
Emergency Line ID 2: 6045550150
Last Caller:

Next ELIN For Emergency Call: 6045550151

zone

Router# show voice emergency zone

EMERGENCY RESPONSE ZONES
zone 90
location
location
location
location
location
zone 100

N g o U

147483647
location 1 priority 1

location 2 priority 2
location 3 priority 3

4.1 4.2(1)

911
911

router# show voice emergency callers
EMERGENCY CALLS CALL BACK TABLE

ELIN | CALLER
6045550100 | 6045550150
6045550110 | 8155550124

show voice emergency

show voice emergency callers
ELIN

| TIME
| Oct 12 2006 03:59:43
| Oct 12 2006 04:05:21

Jll_ Cisco Unified SRST
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E911

E911

debug voice application error debug voice application callsetup
TCL

911

router# debug voice application error
router# debug voice application callsetup

Nov 10 23:49:05.855: //emrgncy_resp_xlate_callingNum: InDialPeer[20001],
OutDialPeer[911] callingNum[6046692003]

Nov 10 23:49:05.855: //ER_HistTbl_Find_CallHistory: 6046699100

Nov 10 23:49:05.855: //59//Dest:/DestProcessEmergencyCall: Emergency Call detected:
Using ELIN 6046699100

PSAP

router# debug voice application error
router# debug voice application callsetup

Nov 10 23:49:37.279: //emrgncy_resp_xlate_calledNum: calledNum[6046699100],
dpeerTag[6046699]

Nov 10 23:49:37.279: //ER_HistTbl_Find_ CallHistory: 6046699100

Nov 10 23:49:37.279: //HasERHistoryExpired: elapsedTime[l10 minutes]

Nov 10 23:49:37.279: //67//Dest:/DestProcessEmergencyCallback: Emergency Response
Callback: Forward to 6046692003.

Nov 10 23:49:37.279: //67//Dest:/DestCaptureCallForward: forwarded to 6046692003
reason 1

E911
911 911

$E911_NO_CALLER: Unable to contact last 911 caller.

| oL-13143-02-J
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E911

4.2(1)
e ELIN ELIN 604 555-0120
e Last Caller 180
e PSAP 911
604 555-0199
1 1 2 3 4 4
ELIN 4
4 911
ELIN IP
4 911 PSAP
1/0/0

voice emergency response settings
elin 6045550120

expiry 180

callback 6045550199

voice emergency response location 1

name Bldg C, Floor 1

address I,604,5550135, ,184 ,Main St,Kansas City,KS,1,
elin 1 6045550125

subnet 1 172.16.0.0 255.255.0.0

|

voice emergency response location 2

name Bldg C, Floor 2

address I,elin.1.3,elin.4.7, ,184 ,Main St,Kansas City,bKS,2,
elin 1 6045550126

elin 2 6045550127

subnet 1 192.168.0.0 255.255.0.0

|

voice emergency response location 3

name Bldg C, Floor 3

address I,604,5550138, ,184 ,Main St,Kansas City,KS, 3,
elin 2 6045550128

subnet 1 209.165.200.225 255.255.0.0
subnet 2 209.165.200.240 255.255.0.0

|

voice emergency response location 4

name Bldg D

address I,604,5550139, ,192 ,Main St,Kansas City,KS,
elin 1 6045550129

subnet 1 209.165.200.231 255.255.0.0

!

voice emergency response zone 1

location 4 priority 1

location 3 priority 2

location 2 priority 3

location 1 priority 4

|

dial-peer voice 911 pots

description Public Safety Answering Point
emergency response zone 1
destination-pattern 911

port 1/0/0

|

dial-peer voice 6045550 voip

emergency response callback
destination-pattern 6045550...

Cisco Unified SRST
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4.1

session target loopback:rtp
codec g7llulaw

|

dial-peer voice 1222 pots
emergency response location 4
destination-pattern 6045550130
port 1/0/1

|

dial-peer voice 5550144 voip
emergency response callback
session target ipv4:1.5.6.10
incoming called-number 604555....
codec g7l1llulaw

4.2(1)

E911 ERL
. IP 10.20.20.0

¢ 2

e 1 SIP

Router#show running-config
Building configuration...

Current configuration : 6241 bytes

|

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

1

hostname rm-uut3-2821

|

boot-start-marker

boot-end-marker

!

no aaa new-model

network-clock-participate wic 1

network-clock-participate wic 2

no network-clock-participate wic 3

|

!

ip cef

no ip dhcp use vrf connected

|

ip dhcp pool sccp-7912-phonel
host 10.20.20.122 255.255.0.0
client-identifier 0100.1200.3482.cd
default-router 10.20.20.3
option 150 ip 10.21.20.218

ip dhcp pool sccp-7960-phone2
host 10.20.20.123 255.255.0.0
client-identifier 0100.131la.a67d.cf
default-router 10.20.20.3
option 150 ip 10.21.20.218
dns-server 10.20.20.3

ip dhcp pool sip-phonel
host 10.20.20.121 255.255.0.0
client-identifier 0100.15f9.b38b.a6
default-router 10.20.20.3
option 150 ip 10.21.20.218

Cisco Unified SRST

E911
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ip dhcp pool sccp-7960-phonel

host 10.20.20.124 255.255.0.0
client-identifier 0100.14£f2.37e0.00

default-router 10.20.20.3
option 150 ip 10.21.20.218
dns-server 10.20.20.3

no ip domain lookup

ip host rm-uut3-c2821 10.20.20.3
ip host RescuMe(Ol 10.21.20.218

multilink bundle-name authenticated

isdn switch-type basic-net3

|

!

voice service voip
allow-connections
allow-connections
allow-connections
allow-connections

h323 to h323
h323 to sip
sip to h323
sip to sip

supplementary-service h450.12

sip
registrar server
|

voice register global

system message RM
max-dn 192
max-pool 48

|

voice register dn
number 32101

!

voice register dn
number 38301

!

voice register dn
number 38201

!

voice register dn
number 38202

!

voice register dn
number 38204

!

voice register pool
id mac DCCO0.2222.
number 1 dn 1

emergency response location 2100

|

voice register pool
id mac 0015.F9B3.
number 1 dn 185

voice emergency response location 1

elin 1 22222

subnet 1 10.20.20.0 255.255.255.0

voice emergency response location 2

elin 1 21111
elin 2 21112

|

!

voice-card 0
no dspfarm

-SIP-SRST

185

190

191

192

1
0001

45
8BA6

Jll_ Cisco Unified SRST
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archive
log config
hidekeys
|
1
controller T1 0/1/0
framing esf
linecode b8zs
pri-group timeslots 8,24
|
controller T1 0/1/1
framing esf
linecode b8zs
pri-group timeslots 2,24
|
controller T1 0/2/0
framing esf
clock source internal
linecode b8zs

dsO-group 1 timeslots 2 type e&m-immediate-start

controller T1 0/2/1
framing esf
linecode b8zs
pri-group timeslots 2,24

|

1

translation-rule 5
Rule 0 737103 1

|

1

translation-rule 6
Rule 6 "2 911

|

1

interface GigabitEthernet0/0
ip address 31.20.0.3 255.25
duplex auto
speed auto

|

interface GigabitEthernet0/1
ip address 10.20.20.3 255.2
duplex auto
speed auto

|

interface Serial0/1/0:23
no ip address
encapsulation hdlc

5.0.0

55.0.0

isdn switch-type primary-5ess

isdn incoming-voice voice
no cdp enable

|

interface Serial0/1/1:23
no ip address
encapsulation hdlc

isdn switch-type primary-netb

isdn incoming-voice voice
no cdp enable

|

interface Serial0/2/1:23
no ip address
encapsulation hdlc
isdn switch-type primary-ne
isdn incoming-voice voice
no cdp enable

|

interface BRI0/3/0
no ip address
isdn switch-type basic-5ess
isdn twait-disable

t5

Cisco Unified SRST

E911
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isdn point-to-point-setup
isdn autodetect
isdn incoming-voice voice
no keepalive

|

interface BRIO/3/1
no ip address
isdn switch-type basic-5ess
isdn point-to-point-setup

!

!

ip http server

!

!

voice-port 0/0/0

!

voice-port 0/0/1

|

voice-port 0/1/0:23

|

voice-port 0/2/0:1

1

voice-port 0/1/1:23

|

voice-port 0/2/1:23

|

voice-port 0/3/0

1

voice-port 0/3/1

|

1

dial-peer voice 2002 pots
shutdown
destination-pattern 2....
port 0/2/0:1
forward-digits all

!

dial-peer voice 2005 pots
description for-cme2-408-pri
emergency response location 2000
shutdown
incoming called-number 911
direct-inward-dial
port 0/2/1:23
forward-digits all

|

dial-peer voice 2004 voip
description for-cme2-408-thru-ip
emergency response location 2000
shutdown
session target loopback:rtp
incoming called-number 911

|

dial-peer voice 1052 pots
description 91lcallbackto-cme2-3
shutdown
incoming called-number .....
direct-inward-dial
port 0/1/1:23
forward-digits all

|

dial-peer voice 1013 pots
description for-analog
destination-pattern 39101
port 0/0/0
forward-digits all

|

dial-peer voice 1014 pots
description for-analog-2

Cisco Unified SRST
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destination-pattern 39201
port 0/0/1
forward-digits all
|
dial-peer voice 3111 pots
emergency response zone
destination-pattern 9....
port 0/1/0:23
forward-digits all
|
dial-peer voice 3121 pots
emergency response callback
incoming called-number 2....
direct-inward-dial
port 0/1/0:23
forward-digits all
|
!
call-manager-fallback
max-conferences 8 gain -6
transfer-system full-consult
ip source-address 10.20.20.3 port 2000
max-ephones 3
max-dn 3 dual-line preference 1
system message primary SRST-UUT3-2851
keepalive 45
|
1
line con 0
exec-timeout 0 O
line aux 0
line vty 0 4
login
|
scheduler allocate 20000 1000
|

end

rm-uut3-2821#$

Cisco Unified SRST

E911
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E911

17

Cisco Unified SRST
Cisco Unified Communications Manager Compatibility Matrix

URL

E911

Cisco I0S

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/docguide/6_1_2/dg612.html#wpl1028473

Feature Navigator

Feature Navigator

Cisco

Cisco Feature Navigator
Cisco 10S Cisco
http://www.cisco.com/go/cfn Cisco.com

Y
17 Cisco Unified SRST
Cisco Unified SRST
17 E911

E911 4.2(1) . ERL

o ELIN

Last Caller
syslog

e 011
E911 4.1 E911
Cisco Unified SRST p.227 Cisco Unified SRST

P.25

Cisco Unified SRST

P.40

Jll_ Cisco Unified SRST
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A SIP Cisco Unified SRST

Revised: July 11, 2008

Cisco Unified Survivable Remote Site Telephony SRST Cisco Unified IP Phone
Session Initiation Protocol SIP
Cisco Unified SRST SIP

SIP  Cisco Unified SRST PSTN SRST
PSTN H.323 sIp
sIp sIP

Cisco 10S SIP Configuration Guide

e SIP DTMF P.266
J P.270

| oL-13143-02-J

Cisco Unified SRST ||


http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_installation_and_configuration_guides_list.html

A SIP Cisco Unified SRST

H sp DTMF

SIP DTMF 2

e SIP RFC 2833 DTMF P.266

e SIP Notify DTMF P.267

SIP RFC 2833 DTMF
Cisco Unified Skinny Client Control Protocol SCCP Cisco Unified SRST
DTMF
SIP IVR SCCP
Cisco SRST 3.2
SCCP DTMF SIP RFC 2833
SIP VolP dtmf-relay rtp-nte
SIP DTMF
. SIP IVR
Cisco Unity Cisco Unified SRST SIP
J SIP-PSTN PSTN
IVR Cisco Unified SRST SIP
Y
DTMF SCCP SIP
RFC 2833 DTMF
RFC 2833 SIP DTMF
1. dial-peer voice tag voip
2. dtmf-relay rtp-nte
3. exit
4. sip-ua
5. notify telephone-event max-duration time
6. exit
1 dial-peer voice tag voip dial-peer

Router (config)# dial-peer voice 2 voip

2 dtmf-relay rtp-nte

Router (config-dial-peer)# dtmf-relay rtp-nte

Real-Time Transport Protocol RTP
Named Telephone Event NTE
DTMF

Jll_ Cisco Unified SRST
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SIP Notify

SIP DTMF

exit

Router (config-dial-peer)# exit

dial-peer

sip-ua

Router (config)# sip-ua

SIP user-agent

notify telephone-event max-duration time

Router (config-sip-ua)# notify telephone-event

max-duration 2000

DTMF

e max-duration time
NOTIFY

2000

NOTIFY

DTMF

500

3000

exit

Router (config-sip-ua)# exit

SIP user-agent

DTMF

dial-peer voice 123 voip
destination-pattern [12]...
monitor probe icmp-ping
session protocol sipv2

session target ipv4:10.8.17.42
dtmf-relay rtp-nte

DTMF

Cisco Unity Express
SIP Notify

sip-notify

dial-peer voice tag voip
dtmf-relay sip-notify
exit

sip-ua

o a ks b=

exit

show running-config

notify telephone-event max-duration time

dial-peer

SIP
Notify

dtmf-relay
Cisco SRST 3.0

Cisco Unified SRST

3.1

| oL-13143-02-J
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1 dial-peer voice tag voip dial-peer

Router (config)# dial-peer voice 2 voip

2 dtmf-relay sip-notify SIP NOTIEY DTME

Router (config-dial-peer)# dtmf-relay
sip-notify

3 exit dial-peer

Router (config-dial-peer)# exit

4 sip-ua SIP user-agent

Router (config)# sip-ua

5 notify telephone-event max-duration time DTMF NOTIFY

Router (config-sip-ua)# notify telephone-event
max-duration 2000

¢ max-duration time DTMF
NOTIFY
500 3000
2000
6 exit SIP user-agent

Router (config-sip-ua)# exit

Cisco Unified SRST
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show sip-ua status

SIP

NOTIFY
2000

Router# show sip-ua status

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
NAT

Redirection

User
User
User
User
User

Agent
Agent
Agent
Agent
Agent

Status
for UDP :ENABLED
for TCP :ENABLED

bind
bind

early-media for
max-forwards :6

DNS SRV version:

status (signaling) : DISABLED
status (media) : DISABLED
180 responses with SDP:ENABLED

2 (rfc 2782)

Settings for the SIP-UA
Role in SDP:NONE
Check media source packets:DISABLED

Maximum duration for a telephone-event in NOTIFYs:2000 ms
SIP support for ISDN SUSPEND/RESUME:ENABLED

(3xx) message handling:ENABLED

SDP application configuration:
Version line

Owner line
Timespec line

(v=)
(o=)

(t=)

required
required

required

Media supported:audio image
Network types supported:IN
Address types supported:IP4
Transport types supported:RTP/AVP udptl

Cisco Unified SRST

DTMF
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Cisco Unified SRST p.227 Cisco Unified SRST

pP.25 Cisco Unified SRST P.40
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after-hours block pattern 107
after-hours date 108
after-hours day 108
alias

76
ANI  Answer Number Indication

85

application 98
auto-cut-through 144

B

BRI Basic Rate Interface
194

BRI/PRI
CallManager

C

call application alternate 47
call application voice 97,98
call start slow 213
call-forward busy 74, 200
call-forward noan 74, 200
call-forward pattern 94
CallManager

201
47, 48

ccm-manager fallback-mgcp
cdn
pattern direct 204
202
cgn
pattern direct 204
202
CIF  Common Intermediate Format 213
Cisco CallManager
Cisco SRST

201

32

WAN

Cisco CallManager
Cisco 10S
Cisco 10S
Cisco SRST
Cisco IP Phone
Cisco SRST
SRST

Cisco IP Phone 7902G
20
Cisco IP Phone 7905G

20
Cisco IP Phone 7910

Cisco IP Phone 7912G
20

Cisco IP Phone 7914
21

Cisco IP Phone 7940

63
Cisco IP Phone 7940G

Cisco IP Phone 7941G
8

Cisco IP Phone 7960

63
Cisco IP Phone 7960G

Cisco IP Phone 7961G
9

INDEX

26
34
212
SETUP 201
CA 160
32
61
30

16

27

27

Cisco IP Phone 7941GE

27
Cisco IP Phone 7961GE

Cisco IP Phone Conference Station 7935

98
21
Cisco IP Phone

Cisco IP Phone
65

Cisco Unified SRST

| oL-13143-02-J



H Index

Cisco IP Phone Secure SRST 158
Cisco Unified IP Phone 212

Cisco Unified Video Advantage 212

Cisco Unity 194, 203

Common Intermediate Format  CIF 213
cor 103
COR
103
D
debug cch323 video 226
debug ephone detail 226
debug ephone message 226
debug ephone register 226
debug ephone video 226
debug h225 asnl 226
debug h245 asnl 226
debug voip ccapi inout 226
default-router 51, 52
destination-pattern 196
DHCP Dynamic Host Configuration Protocol
DHCP 53
150 51
Cisco IP Phone DHCP IP
52
51
DHCP IP
51
dial-peer voice 98, 196
dialplan-pattern
Cisco SRST V2.1 21
E.164
83
DNIS
85
DTMF Dual Tone Multifrequency
194, 201, 203
DTMF SIP RFC 2833 266
dtmf-relay
SIP 266, 268
E
E.164 74,76
destination-pattern 197

ephone 212
ephone-dn 69, 83

F

Far-End Camera Control ~ FECC 213
fdn
pattern direct 204
202
FECC Far-End Camera Control 213
forward-digits 196
full-blind
95
full-consult
95
FXO
203
FXO Foreign Exchange Office
194
FXS Foreign Exchange Station
194

G.711
3 Ad Hoc 112

H

H.261 213

H.263 213

H.323 VolP 109
H.323 215

h323 94

h450 h450-2 timeout 94

H.450.12 94

H.450.2

97

93

H.450.2
93

host 52
huntstop
89
huntstop channel 70

Jl_ Cisco Unified SRST
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| pattern ext-to-ext busy 203
pattern ext-to-ext no-answer 203
input gain 144 pattern trunk-to-ext busy 203
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