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AEFZELETAL, ZOHERNBZ TA47 2 MTEET D L 91T 512iE,. DHCP H— 038
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VEFT, ZOoavr NI, BEP T FLAREZLNTHNT, IP 7 FLRAZEEGT H7-HI1C
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show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:03:47:B5:9F:AD 10.120.4.10 193185 dhecp-snooping 10
FastEthernet3/18

o Cisco CatOS DA U F ¢ o TIERDETR -

ngcs-6500-1> (enable) show dhcp-snooping bindings
MacAddress IpAddress Lease (sec) VLAN Port

00-10-a4-92-bf-dd 10.10.10.21 41303 10 2/5
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LA%Z ARP ¥ v v aNOIP 7 RLACARA Y RTEDH LR, ZHICkY 2 2o0AT—
T aYINLAN B AL N ETBEFRRICRY £, A7 —3a d, ARP #k% 1 2D MAC 7
= R¥y A e LTEMNLET, ERICEENDIP T RLRAEZFAT HAT— a3 id, R
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T—ravid, FOIEE, TAT7HA LOFKIRPSHD ARP ¥ v v v =2ilF v v =2 LET, ARP
XY o aDT TV NDTA T H A LIE, Microsoft Windows Tl 2 4[], Linux Tl 30 R,
Cisco IP Phone Tl 40 4> T,

%72 ARP IZ, Gratuitous ARP & FEIEIN B F§RE 2 28 L 97, Gratuitous ARP (GARP) (%, ZRn37
S THREREFEEND ARP A T, BHOMAETIE. MAC 70— Xy A FE LTEEESNET,

GARP A vt —U % %2425, LANE®BZ AL N EOTRTOARAT— 3 0%, ZOIEFHR ARP i
Brxy vl ANVET, ZOIEFHERK ARP JEFIC L \%E%#\&mpf/t VIiZEEN
HIPT RLADA—F—ThHD I ENREINET, Gratuitous ARP (Z1F, FEEEFZHID R T —

aryOT7 RLAEZBIEMSHKERNHDLAT—a Y EIESJEHLET,

7272 L. Gratuitous ARP |Z, BIDAT —2 a v OHpE RIEII=5Z EEME LEEEE R a s
TAZEVERHSNDAREE L H Y £9, BERAT =V a U, HAEIZEEL T D Z0Mo 2
ODDAT—2arDIT T4 v 7 EEABICVEA LT T5E, GARP A vb—V%REELIE Y
TR HRRIFIT 2 0 £ ettercap 72 ED Ny 1— TR T T AT 2O L EREEICITO 129, GARP
fyﬁ—y%fu—F%«xFﬁé@fit<Ff?%N—%&MM@%yt~V%%E@MN:
T RVAIZHETLET, ZHUTRY, HEOWEHE L, B0 T NLAICKT 5 GARP N7 v &
ﬁé:&ﬁ@%iﬁh&mm@i\774mwb&GMWf/k TE IO T LI K LEE
THZEIZED, ARPRA A= T HIRBEICREE L £,

Dyamic ARP Inspection (DAI) &, B SH TV (E1Ea—HHED) R— 50T T
D ARP ZERIB L OUSE (Gratuitous F 7213FE Gratuitous) ZHA L T, TiL528 ARP A —F—1 56
DHLDTHDHI EEHERTHEDIHEMLET, ARP A —F—&id, ARP JEZEIZEHEEN TN D IP
7 RLAIZ—E9 2%, DHCP A V5 4 VI RBEINTWDHR— FDZ & T, DAIEHEF AR —
E22BD ARP N7y MIREIN T, Z1END VLANICT Y v P ENET,

| oL-7447-03-J
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DAI D

Dynamic ARP Inspection (DAI) Ti&, ARP J&%& & 721X Gratuitous ARP A v —U % EYS(LT 5729
{2, DHCP XA VT 4 Y I HPFEL TV DLERH Y £F, AA KT, T RLAZEHT L7200
DHCP 2MEH SN TV WSS, ZORA M EE#HT L0 RAMDIPT FLAE MACT RLA
ERIGATT 5120 ARP BN OT 78 A2 2 ba—L U X b (ACL) Z1ERTHHENRH Y E
7 (K 16-11 #&M), DHCP AX—t' 7 L[AfR, DAL I VLAN Z & icAafbEnEd, 3T
DOR—=FI, T7A4/V T, FHETERWAR—FELTERESNE T, DAI TDHCP AX—E 7
MDA T 4 o TEREIERT 51213, DAI A9 212, VLAN TDHCP A X —E 7
EELT D HENH Y £9,DAI AT BRI DHCP A X — ' 7Bk L7 & VLAN
W@th@?ﬂ%X% ARP ZEH LT, 774V F— U A ZETe VLAN NOMOT A

WICHER CE EH A, ZOME, VLAN NOTRTIZT AL Rk 25— 2%, BOEST
5_kuﬁbi¢o

16-11 DHCP AX—F U4 B8 LU DAl Z{#HFH L1- ARP WEDRFIE

MAC A

i=5E¥QMJ

Ewvk/\rybd
ARP 10.1.1.11% AR—PES‘ZL%{C—{% DHCP ZX—EL 4 A&
f10.1.1.2 [% MAC CJ Dynamic ARP Inspection
E@E A
I LLéEﬁ?
>0/
10.1.1.2
MAC B

148496

DAl D2 —H(Z L 5T DHCP AX—VE 7 NA VT 4 T T—=T MIEELRDT, XA T 4
T T—=TNDNRy 7T v T Wb EITEETYT, DHCP AX—VE L F AT 407 T—T )b
E. 77— 7T vva, Ty NEEET R ha (FTP), VYE—h 2at’™— 71 b= (RCP), A
v ~ 0, 3 KO Trivial File Transfer Protocol (TFTP) (23w 27 7 w7 C& £9, DHCP A X—t
TRAVT 4T T—=TNER_X I T v LRnE, AA vFDY 7 — FHIZ, Cisco IP Phone T
TI7FNVE T = T2 DT 7 AR KONDGERHY £7, flL LT, DHCP AX—¥Y 7
NAVT 4T T—=T NNy 7T vy 78T, BERORDVIZERT ¥ 7% % LT Cisco
IP Phone i L TWABAZMBEL LT, Z0HE, V7 — hDBIZAA /%753‘/*‘/77’/7“%&
na&., BEBiFHADDHCP AX—VE L 7 NA T 407 T—=TN 2 M) BRFLELROD T,
FESIIT VAN A=A LBETEEHA, INEEMET HI2IX, DHCP A X — I:/7 N
AT 4T T—=TNDONy T v T ERY BN S N T T v 7 BIAERD B RIS W E R
Eu— RT50ERHY 7,

M=

DAl #4252 &, WEENEX Y PTU—ZNT ARP XR—RADKEZ{HIT. LA ¥ 2 THWEELIC
T A2 AN DBIO NT 7 4 v 7 B EETIIRATHOEHIETEET,

CiscolPFLI24+=—YYa—3a>Y YI7LYR XY FT—H THA > (SRND)
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R
COMRENRELLHEESN T RNE RBEL—F~DFy NT—F T 7 EABERINDEEHR
HVET, DHCP AX—VE LT RA T 4T T—=TNMIT A ZADZY MU RRNGEE, £0O
TNAATIE, ARPEHEALTCT 74V N F— I U oA IZHEHTET, OO NI T 40T %
EETEERA, BEPT FLRAEZFEHTL5E, ZNWHD7 KL XA% DHCP AX—E 7 A
VTAVT T NMIFHTANTEHERSHD ET, VoI nZ 7 0L X2, DHCP % FJEE
HALTIPT RVAZEFT 52 L& LAWT A ARH 5546 (—#d UNIX £ 721% Linux ~ ¥
HZDOEIITEMELET), DHCP AX—YE L 7 RNA VT 4 VT T—TNERNy I T v 7T 05
N ET,

BEH
WOHIL, DHCP A X —E 7% L O Dynamic ARP Inspection Z 5l L C7 7 A R— N & HET
% CiscoI0S 2~ R&ZRLTWET,

e Jm— YL avw R

ip dhcp snooping vlan 10,20 (required)

no ip dhcp snooping information option (required without option 82 dhcp server)
ip dhcp snooping (required)

ip arp inspection vlan 10,20

ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb

o U H—TxAAavw R

ip dhcp snooping trust
ip arp inspection trust
no ip arp inspection trust (default)
ip arp inspection limit rate 15 (pps)

FROFO T e — L a<wy Rk, ROBKREEZFEITLET,

* ip arp inspection vlan 10,20
Z®» =z~ KX, Dynamic ARP Inspection (DAI) 23HZhZ7e-> T\ 5 VLAN Z8E L E7,

* ip arp inspection trust
ip dhep snooping trust & [k, ZDa~ R, V—F 7 EOFFEFEHT /31 A0 ARP A v
T—VIRETH0EFALET, Zoavy N, FHATLIL—ZHAOR— N TRET LM
ERHY ET, ZORITHELRNE, V—F I DHCP AX—V' T AT 47 T—
TNMCEENIRNDT, A—Z TN TH0O ARP ERIZHISETE EH A,

* no ip arp inspection trust
ZOFEIEL. VLAN EOTRTOR— DT 74V NRETT, BEEADNCT L2LERH Y
i‘é—o

* ip arp inspection limit rate 15 (pps)
ZOavy R E, A F =T x4 A LD ARP XA v E—VTHFAIINTND, 1 Y DR
Ty MROBRREDO 70— F7 40 MizRELET, ZOEE#BALLE, A2 —T =
A ZFANT20 £9, ZOBENRBIC R 5581%, fIRZHINE 7213084 S 57>, none
WCRETHIENTEET,

¢ ip dhcp snooping database tftp://172.26.168.10/tftpboot/cisco/ngcs-dhcpdb
ZOa<Y NI DHCP ARX—VE U 7 N T 7 T =T NDsy 7T v 7% TFTP #—3
WAERR L Ed, DHCP AX—VE 7 N, T 47 T—=TME 7—b+7 7 v =2, FIP,
RCP, A1y 0, BLTFTP Iy 77 v 7T ET,

FROFOA o F—T A X A~y NiE, ROWREZFEITLET,

* no ip arp inspection trust

Zoa=wy R, A—hFLETDAI ZHZL. DHCP AX—Y 7 A VT 47 T—T )
PREICTRTOARPAF = v 7 LET,

| oL-7447-03-J
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* ip arp inspection limit rate 15 (pps)
Zoavy R E, AV F =T 24 A LD ARP XAy E—UTHFAIINTND, 1 Y DR
Ty NEROBRKBERELET, A VX —T 24 AR MESNTHEEZBZ D ARP A v E—V
Z 1 I ET 256, A— MIES LS ET, BAFLOEF 2V T4 R —Iilko
TiE. 7740 ME (15pps) DEERREDHENHY £3, 1 HEIC 15 HEB 25 ARP
Ayt —VaRR—PPIRET L L SITEFELEDL LR WESEEE. b — MilBRZ none (27X
ETEET, ZORETIE, EiFRITARREE T,

IPY—X #i—F

ARP A7 —7 4 ' ZITMA T, BEHIZIP 7 LA RAT—7 4 v 7 LT 258038 0 7,
ZOFEIF, BEZOYEFITH LT DoS WEETH &L I MICERINET, ZOHETIEE
ZOYEEEN LTy MREEINDTZD, B AT LD ID BV AT SHVET, il f)
ELT, WBEL, WBREOFHE OYHEEDOIP 7 FLRAEZERETICLARN S, b— =T ¢ &
AT L ping THIERHY ET, ping DIGEIX, — =T 4 VAT APLE_ZOYEFIC
BESNET AT =T 4 T ENTEIP T FLAZEIILET Ly 7 SYN 7T v F 4 7,
P—="% TCP N—T kv a  TLESE LD — IR Z A TORETT,

IPY—A H—F (IPSG) BEEEZ IO+ &, DHCP AX—V L 7 RN, UF 4 07 T—TILDONE
WZHASWT ACL BAEIRNICHERR SN E T, 2D ACLIX, T 7 4 v 7 OFETLH DHCP A 5 o
VIRHIRITINZIP 7 RLATHDLZ EERFEL, AT =T 4 TSN 7 KL RIZXY
N7 4w I BEREENDDOEPIELEY, DHCP AX—E U FIIIP V—R H— FORHESMET
T2, DAL XA TIEHV A, ZFEL, IPT FLA R —T7 4 U 7IZNZTARP RA X
=V BLOHMMERE LT 570, IP VY —A T— REZT TR DAl b AINITHZ L &2B
B LET (X16-12 #5H),

16-12 IPY—R H—FZERALEZ LR RT—24 V5 DRKIE

MAC A
DHCP AX—E> I HH %
Dynamic ARP Inspection
e
IPY—R H—FHER

|e|10'1'1'1

—ELAL
rST1voEROYT

IP10.1.1.3
Mac B TiE{Eah
=b5249%9

) 10.1.1.2
Mac C TEfESh MAC B
=b57499

{55 IP 10.1.1.2
Mac B TRIEsh
=b57499

148497

IP7 RLVART =T 4 72 MEMTLE, WAL, 7 NV AZTFHTEES L, 7 RLA A
T—=T 4T EAT) LIRS N hping2 R EDT R I T AERITTHILICL Y AT K
VAR TETZENTEET, A F—Ry M U—AF, MMELEBET DO T =T 1
TEEEEHT 2580800 £7,

CiscolPFLI24+=—YYa—3a>Y YI7LYR XY FT—H THA > (SRND)
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& EHI
WKOBNI P Y —A H— REFEHLTT 7 A R— FERET D CiscolOS 2~ RE/RLTWVE
ﬁ—o
o IPY—AN—FREHEDMITIHNAHNNT DLERHDA~ R
ip dhcp snooping vlan 4,104

no ip dhcp snooping information option
ip dhcp snooping

e fUH—T xR A R: ZOa~ KX, DHCP Option 82 ZIFERTIZIP V—R H— K
AL ET,

ip verify source vlan dhcp-snooping

E1ER
I hNU—7 X2 VT BT 2BMEHRICOWVTIEL, KD Web 4 h TATFTA[HEZ Cisco <
=27 NEZRLTIIESND,

* http://www.cisco.com/en/US/products/hw/switches/ps708/products_white paper0900aecd8015f0ae.shtml

* http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking solutions_white paper09186a0
08014870f.shtml

CiscolP TLI74+=—VYYa—3>Y YI7LYRX 2y F7—H FH4 > (SRND)
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QoS

QoS (Quality Of Service) (X, ®¥FXy hT—7 HOTRXTOEX2VT 4 KU —T, EERE
DEEOET, —AIZ, QSR Y NT—=JHND T 7 4 v 7 EEEDHRTEELEEZ LN TNET
B, XY NT—JICADZERFAEINLET—FOBELHE L E T, Cisco AA v FOEFAE, Ei
oA —H Ry b AL v FILT—ERELNDLEEZDa L ha—)L KAV MIFR— b LU
HVET, T7EAFR—FTRy NT—27 Oy VIZHEAINDLHIERLNNEE, XY FU—27 T
TR EENT DL XIIRETHHBIID R E5,

0E—ICRESNICEFEEOFI TT CIZRHALIZEBY TZ7EA R—F LIV TET T 4 v 7
Otmigrva— aria—LERHETHZ LI, HBER, o —NOZDFR— K25 DoS
KB EHT D20 IETEET, QSEETIIAR— MIERFINE N T 74 v 7B RKLV— &
DT ENHFAINTWETI, FF 7 1 v 71X Scavenger Class L ~JLIZEF I AL TWVDHD T,
ZOBIORET, ARIEFEET T Ly T TEHY EFHA, LV T 7Ly 77 QoS AU > —%fHH
T5E, R U—DORKHREEALDEDONT 7 4 v 7R — T Ray &, 20 IRB7z)
NTT4 IRy NT—=J2IZADZLIZHY A, VoIP 7 —H Ty RV —2 0 R THVE
HEEHZDHITE, *y T =27 2T QoS HMNITH2MENH Y £7,

QoS DFEMIZOVWTIE, HIE Ry NUV—=7 AT FART I Fx ], BLUWRD Web ¥ 1
TATFRGEZ: [Enterprise QoS Solution Reference Network Design (SRND) Guide] % 2/ L TL 7280,

http://cisco.com/go/srnd

MR

QoS AT 2L, Xy NIT—FIHNDO T T 4 v 7 OBEEZT T [LEDRFEDAL ¥ —
T2 AZBBTEDL N7 74 v 7 OBLHETEEST, XY T —7HNOEFEF QoS &7 7 & A
A—F UL TEUE T % DIZ&ESLD, Cisco Smartports 7 > 7 L — M BMERL E iV E LTz,

R

QoS B E DMEHER) 72 Cisco Smartports 7 > 7 L — b OHEFAS DA, KB/ IP 7 L 7 4 =—FliE
TiE, REPEHECR D FHENHE L D EBHY 7,

CiscolP TL 74+ =—Ya—23>Y JI7LYRXR 2y FT7—H TH4 > (SRND)
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VLAN 75X avka—L yx+ N

VLAN 72X ar k=)L UR k

VLAN 772 ar btua—n VXL (ACL) 2T DL, Fv hU—7 EEHENDT— X &l
cxET, Cisco A4 v FIZiE, VLANACLINTLA Y2 ~4 ZHIHITHENRH D T, *v
FNT—ZNDAAL v FDEAFIZE > Tik, VLAN ACL 2 LT, $ED VLAN IZHAE721T
WHT B N7 74 v 227 my 7 TExET, £/, VLANACL ZFEH LT VLANHNDO LT 7 ¢ v
g7 w7 L, VLAN NOT /A AR CHRATHUEEZHIETLI L TEET,

VLAN ACL #EET L ENH 58546, VoIP *y NI —IVNTHERAEINDG KT 7V r— 3T
BEFEMNELSIMET DL ICT AT EDR— " RLENZRIET A LENH Y £, @i, (£
B D VLAN ACL (3. BN AT A VLAN ICEHEINE T, ek, 778X R—FTO
arvba— k&, TIZER R MIERINLTWAET A RZIESITDHZ ENRTEET,

MR AR — N BT 51, ROBE~=a2 T VESB LTI E I,

* Cisco Catalyst 3750 2 A > F
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225sed/scg/swacl.htm
e (Cisco Catalyst 4500 ' — X 2 A v F
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/12_2 25s/conf/secure.htm
e Cisco Catalyst 6500 > U — 2 A A v F (Cisco [0S % %E{T)
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/acl.htm
e Cisco 6500 'V — X AA »F (Cisco CatOS % FEAT)
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 5/confg_gd/acc list.htm
KO, Cisco 7960 IP Phone D + 7 7 ¢ v 7 7215723 VLAN TV — M XL OMERE T 2 D& FF /35,
VLANACL Z/RLCWET (f T4 axy ME, ACLOEITOHMEZRL TWET), Z DA
@ VLAN ACL %, Cisco CallManager Release 4.1 TEHT 5K — NHTT, ZOFITIE, ROIP T
NU AR A L ET,
o EAEFKOHEIIHIL 10.0.20.%
o Y=/ OHIPHIL 10.0.10.%
o T— U =A OHiPHIZ 10.0.30.%
* F74NE =T =A1310.0.102 3 L0 10.0.10.3
e DNS#— "D IP 7 RL A% 10.0.40.3

GkF) BWETHEASINAZFA—MORFOV A NEESETDIIZE, *v MU —7 ETCETL TGO
N=V g UG LT~ =a27 V2B LT EEWN, TV r—ya v BT v 75— &Eh
&, FRITOS BT vy T bhahidE (FRTFOmS) . A—MIEEINET, 20O
HEEHEEIT, BElgEsEL. 2y FPU—2HNOTRTO VoIP 731 RS E1,

CiscolP TLI74+=—VYYa—3>Y YI7LYRX 2y F7—H FH4 > (SRND)
| oL-7447-03-J


http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12225sed/scg/swacl.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat4000/12_2_25s/conf/secure.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/acl.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_5/confg_gd/acc_list.htm

E16E BEEFaUTq |

W VIAN7S+€XavkO—L YR F

20 permit udp host 10.0.10.2 eqg 1985 any

30 permit udp host 10.0.10.3 eqg 1985 any

!permit HSRP from the routers

40 permit udp any any eq bootpc

50 permit udp any any eq bootps

!permit DHCP activity

60 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eq tftp

70 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 10.0.10.0 0.0.0.255 range 49152 65535
80 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
Ipermit the tftp traffic from the tftp server and phone

90 permit udp 10.0.10.0 0.0.0.255 range 49152 65535 host 10.0.40.3 eqg domain

100 permit udp host 172.19.244.2 eq domain 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit DNS to and from the phone

110 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000

120 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 10.0.10.0 0.0.0.255 range 49152 65535

Ipermit signaling to and from the phone.

130 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
140 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 10.0.10.0 0.0.0.255 range 16384 32767
150 permit udp 10.0.10.0 0.0.0.255 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
Ipermit all phones to send udp to each other

160 permit tcp 10.0.10.0 0.0.0.255 range 49152 65535 10.0.20.0 0.0.0.255 eqg www

170 permit tcp 10.0.20.0 0.0.0.255 eq www 10.0.10.0 0.0.0.255 range 49152 65535

180 permit tcp 10.0.20.0 0.0.0.255 range 49152 65535 10.0.10.0 0.0.0.255 eqg www

190 permit tcp 10.0.10.0 0.0.0.255 eqg www 10.0.20.0 0.0.0.255 range 49152 65535

Ipermit web access to and from the phone

200 permit ICMP any any

lallow all icmp - phone to phone, gateway to phone, and NMS to phone

220 permit udp 10.0.30.0 0.0.0.255 rang 16384 327676 10.0.10.0 0.0.0.255 rang 16384 32767
Ipermit udp to the gateways in the network for pstn access

ZOACL DEIPNRLTWAERBY, Ry PU—ZNTIP 7 RLARNETNICTER SN TNBITE L,
ACL #EEXH L TRE T 2 ONMHEIZR D 97,

VLAN ACL Z# M+ 2 FEOZFEMICHOWTIZ, RO~=a2 T VEaBRB L T FE0,

 C(Cisco Catalyst 3750 A A v F

http://www.cisco.com/en/US/products/hw/switches/ps5023/products_configuration guide book09186a0
080464bdc.html

¢ (Cisco Catalyst 4500 ' J — X 2 A v F

http://www.cisco.com/en/US/products/hw/switches/ps4324/products_configuration guide book09186a0
08011c8a5.html

* Cisco Catalyst 6500 U — X ZA v F (Cisco CatOS *f)iiy)
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 5/confg_gd/
* Cisco Catalyst 6500 U — X ZA v F (Cisco [0S %))

http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide book09186a00
801609¢ea.html

IR

ACL L, VLANIZAB EIZ VLAN 6B %y NU—2 T 7 ¢ v 7 ZHlT 2882, BLO
VLAN NT T 7 ¢ v 7 ZHIET DHEEZ R L £,

R

VLAN ACL %, EAXANEDOENWT 78 AR —F LUV TERERS X OE T 5 O EFICHET
T, TNHOEB EOMENHLDT, Xy hI—27 DT 7% A R— MI VLAN ACL 2 &ET 5
EXITHEENLETT,
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W—32DOF77X a3 rA—ILJX

VLAN ACL E[FEIEE, —ZI1ZhH, R— T EIZA N RACLBXOYT ¥ o3 2 K ACL O
FEWERT HDREN H VD T, DO LAY 3T, AL, FHFEBLOT —4 VLAN 2425 &
EOFFT—HEEATOT—4% L OBOEERKRA > T, BRFA Y NTE, 200547
OF =B, FHEIZ N T 7 4 v 7 BXETDHENHFATENET, VLANACL L3RR Y  v—H
ACL X, Xy hU—ZNOTRTOT 7 EARA TAAL AR BEENEFA, TOMRDY, v b
T — BRIV —T 4 v T T T _XTCOT— X5 HE{T 25 ThHd,. =y Y L— X CHEAINE
T, T, & VLAN OF A AR %y NU—FINTT 7B AR ) 7 &+ 572012,
A% 3ACL ZiH3 2 DIkl 2%, L1¥ 3ACLZxXy NUV—7 2RIZELET S Z LI
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10 deny ip 192.168.0.0 0.0.255.255 10.0.10.0 0.0.0.255

!deny all non voice devices to the voip servers

20 deny 192.168.0.0 0.0.255.255 10.0.30.0 0.0.0.255

!deny all non voice devices to the voip gateways

30 deny 192.168.0.0 0.0.255.255 10.0.20.0 0.0.0.255

!deny all non voice devices to communicate with the phones ip addresses

FIR

LAY 3T, KVHICACL ZEFHBIORETE LY. LAY 313, *y NU—=JHNOHEH
F=ABLOMMOIEFFT —LIcay b — &2l TE D RO T,

RR

ACL WERERB IOFEMIZRD L, Xy NI NOKR— MERIEOEENRINT, HEFZT TR
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1T Attendant Console Z{# 957>, Voice VLAN 7% v h~DT 7 B ANRMLERMOT 7V or—
varEFERTISA. ACLORELHIEIZSOICHLL 2D £,
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 Best Practices for Cisco Switches (7 7'+ > FRREA ML BE)
http://cisco.com/en/US/partner/products/hw/switches/ps663/products tech note09186a0080094713.sht
ml

* SAFE : A Security Blueprint for Enterprise Networks

http://www.cisco.com/en/US/netsol/ns340/ns394/ns171/ns128/networking_solutions white paper09186
a008009c8b6.shtml
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e http://www.cisco.com/go/safe/

* http://www.cisco.com/web/about/ac123/igmagazine/archives/q2_2005/addressing_network security.html
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HToEX2 VT4 TTIAT LV RUKETHOTIERLS, Ty T AR —A L—F2BLOF Y
VAR = N Z DYV —T 4 TR AT aBED LET, =Ty KR E—F
DFEMIZ DN TIE, KD Web B4 N TAFFEEZR [Cisco Security Appliance Command Line
Configuration Guide] #ZM 1L T 7Z& W,

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm

IR

N—T v RASA £72IELPIX 7 74 7 U4 —/L X, QoS. NAT, BLOR v 7 A~D VPN K&t % 4
R—FLTWET, Z2HE0OMEIL. NV AT LY M T— FTCRHIPR—FEIRTVEEA
(P.16-36 D [T AT L vk ASA BLOPIX] Z#5HK).,

K 16-161%. T 27T 47 AZ LN, F— RDONL—F v NREELBRBREOTHICBITSH, 7747
U A=V ORBEEEZ TS L TWET, L—FT v FEETIE, ASA £/ PIX EOK A 2 —T =
A AWZIPT RLARGEZ6NET, FTUAXT LY F = RFTlH, ASA F2EPIX 2 U E— |k
TEHTAZODDOIP T FLAOMIZIE, A v F—T7 =24 A LIZIPT RLAIFS 26 EHA,

R

R ART LY b B—=REEFRRY, TAAARATIFRY NI =7 TERTDHZENTE, TNHHE
RCHERA MR DGEEDRDVET, V=T 4 T O—HET7 74T U+ — )V TEITAIRER T
W, =T v FASA F2EPIX 77 A T U4 —NEFRy hU—JIZEEETDE, XY hT—2 O
N—T 4 VIPNERSNET, 774 T V4 —VIHEET D, FHTLIFPEDOTRTOL ¥ —
T ATE, IP T RUALMHRECRITINIERY FHA, TDOD, X2y NIT—FNOL—H
DIPT RLVAERERTAXLENELAGEELHYV T, ASA FIEPIX 77 A4 7 U 4 — /L& HEH
LTh—T 427 7a Fa/VEIERSVP 2574556, N7 74 v 7 Ml (723 E@MED
B A F—T oA AZBRTLOEHFT 5720, ACL 2Pl (72 bEEEOEV) A
VE—T A A LICRBETANENDH Y £9, ACL Tlid, RbEEENEWA L Z—T A A5
HBDEHFFAEND, ZOMDTRTD N T T 4 v 7 b EHETHSLERH D 7,

FSURRTLY Kk ASA BELU PIX

ASA FT7XPIX 77 AT U4 —ME, V1% 27747 U4 —/L (IBump In The Wire| F7=i% 2
TIWVATyAT U= EHLMEEIND) ELTRETEET, TORETIH, 7747 U4 —b
WCIP7 FLx (BEAMOLOERL) X527, $CORNTUHF 7 v aidxy hU—
TDOLAY2 TiItbhET, 7747 4= I 7 VoV LTEMELETN, LA V3DLT
T4 7IE, WET 7 EA VA NTHRMIZEHFAILRWNAEY EXa VT TSI3A4T A%
WBIRCEXERA, 778A VR NRLTHFRIEND b7 7 ¢ v 7%, Address Resolution Protocol
(ARP) 77 ¢4 v 277213 TY,

FlmR

ZOREIWNE, 77 AT U= VBBV —T 4 T2 —8ThRnwizd, WEERT 7 AT
T = EROFDZENRTERNLEWIFERHVET, 77 AT U= AN T AT L
F = RTHLEMET D LD ITT AR, FL—T 0 VT BRNETT,
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CORETIE, 77 AT VA= MIEE V=T 4 VT EERTLHLENR2NOT, L0 EHIZEE
TOFRy NT—JIT7 7 AT VA= NVEREETEXET, FRLIOREX. 774 T U +—LHNTH
THONL—T 4 T HThRNED, 77 AT U4 —VOEBRLT Ny 7 HEHICFITCEET,
TrAT T F—MIN—T 4 T ERELFL L2V T, @EIL, inspect T~ RERED T
T4 EEHLIEEDT 7 AT A= NDNRNT =< ADFN BT 7AT U4 —/VET
NWEITNT2TBN—TFT 4 VT HETTDHHELY bR £,

R

FTUART LY N E—FRTIH 7 7AT VA=V TNAT AT HZ EIXCTEERAN—T 4
YITDEDILT =R ERETSE AL 77 AT U — NV EAL—T v R E— RCHEATLIHE L ITA
Y. NI T4 I EFATHEDIZT 7 AT U+ —/LOWNRIESMUOM ST ACL ZEHKT D%
HA Y £, Cisco Discovery Protocol (CDP) F 77 ¢ v 7%, T34 ANERFEHDOHETSH,
TNRAAZBBRTHZ XY EHA, BEEERINLIERYy NT—21F, ALY T3y b EICE
PNTWAEMENRHYET, avTFA AT v I —T oA RAEHETHZILITTEEFA, <
NF 2T XA N B— REFETTHRIEOEEIE, BINOA ¥ —T 24 A%FEHTHLERH
VET, EONT T4 v IBT 7 AT U —/VEBBTHDEFFA[THIZ1E, ACL T, V—TF 1
T 7a hanipEOTXTOIEIP N T 74 v BERTHILERHVET, FT AT L b
EF— R TIE QoS IV R —FENTWERHA, “VFXr A+ T 7 4 v 7 id, 453E ACL BNFRES
NTWDET 7 AT UA—VEBBTLOZFINETH, 2T LTF XY A N T4 2 TlED
DEHFA, FTUART LY N E—=RTE, VPN#EEIZ 7 74 7 U4 — A THHR—FINTVE
Fh, L, FHA L F—7 oA A OKEERE E7,

ASA FTRIEPIX 7V 7 AT UA—NERBAL V=T 47 7u ha/LEZIXRSVP 270§ 54
Gy b7 4w 7B (FMEEEDRD) A X —T oA AZBHRTHOETFITH20D,
ACL 2Nl (F7- 3R LEEENSEV) A v F—T oA A LICERETZHERH Y £9, ACL T
I, ROEEENEWVA U H—T 2 ANBHIDEHFISND, ZOMOTXTONT T 47
LERTOILERDHY £,

NI AXRT L b B— ROFEMIZOWTIEL, IRD Web A F TAFAEEZR [Cisco Security
Appliance Command Line Configuration Guidell %ML T 72& 0,

http://www.cisco.com/univercd/cc/td/doc/product/multisec/asa_sw/v_70/config/index.htm
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ASA BX U PIX DEEEH

WOBREBNL, 77 AT U4 =L ASA BIOPIX V7 b7 =7 Release 7.04 OF 2% L CEIfE
THEICRET D200, A—FrBIWPinspect 2~ FE2 U A MLTWET, ZEHL ET
LENCTEEA, FBEOT7 7 AT U4 —AERETHHIC, Fy V=N THEASATHET
RCOT IV r—2a rpeBELER—F U R MRTIVNERH Y £9, ZOREFIL. F
FrrvarOrERLTHNET,

!
!
object-group service remote-access tcp
description remote access
!Windows terminal
port-object range 3389 3389
I'VNC
port-object range 5800 5800
I'VNC
port-object range 5900 5900
port-object range 8080 8080
port-object eq ssh
! SSH
port-object eq ftp-data
IFTP data transport
port-object eq www
'HTTP Access
port-object eq ftp
'FTP
port-object eqg https
'HTTPS Access
object-group service voice-protocols-tcp tcp
description TCP voice protocols
CTI/QBE
port-object range 2428 2428
!SIP communication
port-object eq ctigbe
ISCCP
port-object range 2000 2000
!Secure SCCP
port-object range 2443 2443
object-group service voice-protocols-udp udp
I'TFTP
port-object eq tftp
IMGCP Signaling
port-object range 2427 2427
!DNS
port-object eqg domain
!'RAS
port-object range 1719 1719
ISIP

!0bject Group applied for remote-access

access-list OUTSIDE extended permit tcp any any object-group remote-access
I0Object Group applied for voice-protocols-tcp

access-list OUTSIDE extended permit tcp any any object-group voice-protocols-tcp
!0Object Group applied for voice-protocols-udp

access-list OUTSIDE extended permit udp any any object-group voice-protocols-udp
! Object Group applied for remote-access

access-list inside_access_in extended permit tcp any any object-group remote-access
! Object Group applied for voice-protocols-tcp

access-list inside_access_in extended permit tcp any any object-group
voice-protocols-tcp

! Object Group applied for voice-protocols-udp

access-list inside_access_in extended permit udp any any object-group
voice-protocols-udp

IFailover config
ip address 172.19.245.3 255.255.255.248 standby 172.19.245.4
failover
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failover lan unit primary

failover lan interface failover GigabitEthernet0/3

failover polltime unit 1 holdtime 3

ILowest and fastest setting for failover

failover polltime interface 3

failover link failover state GigabitEthernet0/2

failover interface ip failover 192.168.1.1 255.255.255.0 standby 192.168.1.2
failover interface ip failover state 192.168.0.1 255.255.255.0 standby 192.168.0.2

!
IDefault inspection with inspects enabled
class-map inspection_default
match default-inspection-traffic
!
!
policy-map global policy
class inspection default
inspect h323 h225
inspect h323 ras
inspect skinny
inspect sip
inspect tftp
inspect mgcp

FWSM /)L—F v F E—F

N—F v RE—RTE, FWNSM ARy hU—27 DL —F Ry FERBRENET, ZOF— KT,
B INTVWDE Ry hU—7 O TNAT BEITENET, £72. OSPF £7213/3v 7 RIP (Vv
TN ar7TX¥ANE—NR) ZFEHTEEST, V=7 Yy FE—RTIEL, 20 7F X B2V RK 256
oA =T 2 A AP R—FINTWVWET, YTV E—RFRTE, §XTOaTHFA MG
B XN K 1,000 [HOA v 2 —T =2 ARHR—FENTHET,

FImR
Fy FT—=ZHDL—FT v R FNRAL 2L LT, FWSM 12, V—TF 4 7HBE, BEI R T 2
7L b = FCHEHARETRWVLOT X CTOMIEEZ Y R— ML TWET,

RR

FTUART LU R F—=REFRRY, V=T v F AL RERy FU—7 ETERT 52 LR
TE, ZNDFIKTHERA > MTRDGENDHV T, Ry MU =273 ZZBLET DI,
IP7 RLyd T enN—T4 0 TORECEEST DLENDHY 7,

FWSM FSRARFLYU M E—F

hZ o AXT Ly b E— RTCiX, FWSM & Bump In The Wire] £721X TAT VA 77 A T 04—
N L LTEEL, V=% Ry 7 TiEHY A, FWSM (34 > ¥ —7 = A AONl & S ClH
CRy hU—Z IR LETN KA v F—T = A TR 5 VLAN IZEDPNTWDLERH D F
T XA FTIv I V=T 427 7 ha)VELFINAT BV ESH Y F¥A, ZEL, V=T v R
E—REFERE FTUAXT LM E—FRTH, NI 7 4 v 7 OBEZFFT 5 ACL BB TT,
NTZ AT LYk = RTlE, A7 ¥ 3 2 CEtherType ACL Z#fH LT, JEIP T 7 4 v 7 &
FATHZELTEET, FTUAXT LU N BT—RFTIE Wl v F—T = R EHMUA & —
T2 A AD2ODA LV E—T 2 ADHZPYR—FENTHET,

| oL-7447-03-J
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BRT 7 AT U= NVEGFEATLE xy N BREEZBFELTEEST, FT AT LU b
T—RE, 77 AT U4 VERBENDLRZ VL IICT DD HEHN T, b—TFT v K ET—
RTIE7 ey SND 8T 74y 7DDIT, M7 7 AT V4= NVEHHT52 L6 TEET,
e ziX, BRY 7 A7 74—/ T, EtherType ACL ZffH L7~V FF v A b A MY —L%&FFA]
TEET,

FIR

ZOFREIIL, Z7AT UA—NABN—T 4 T2 —HTbhRnid, KEENT 7 AT U4 —b
EROFDHIENTERNVEWVWSIRIENRHY T, ZORETIEH., 774 T VA — /AT TL—
TA T EERTDUMENRRNOT, IVERIZBEFEOR Y NV =227 74T U+ — /L EZRET
XFT, FLIOREIT. 77 AT UA—NNTOTNDONL—T 4 7 HiThRW\WED, 7747
7oA VOEBOT Ny FHBICETTCEET, Flo, FEIP M T T4y EIPIATF Y AR
N7 47, FHIARP £ VAT v a3y, BIOMACBERE EFHMMACE2T ) v U TEF
R

R

FFoAXT LV N TE—RFTCT7 2= A—NR—% T2 & XV —7%BIRET 5I21%, Bridge
Port Data Unit (BPDU) (&2 HR—FLTWHAAL vF VY7 b =T ZEH L. BPDU 27 A4
HEIICFWSM R ETHMLENRH D £, F T AT Ly b B— FTiE, NAT, #1473 v
I N—F 47 ERFE =X A DU NR—Z R T3 U—F 47 (RPF) F= v 7 3P R—
FENTOHERA, FTZUAXT LU N E—RFOFWSMIZNATO0IEH Y £HA,
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FWSM D&% EHI

WOREBTIX. 7 74T 74 —/L% FWSM Y 7 k7 = 7 ReleaseRelease 2.3.x D55 (25 SH 5
70T 5, A— b & inspect 2~ KU XA MLET, ZHEHNIZTER2VWOT, 7747
U A VERET LN, FHAFROR Y NV = THERASN TV TRXTOT I r—ra vnbd

R—=+DV A NeBEL CTHERTILERNHY £, 2

WET,

fixup protocol h323 H225 1720
!Enable fixup h3232 h225

fixup protocol h323 ras 1718-1719
|Enable fixup h323 RAS

fixup protocol mgcp 2427
!Enable fixup mgcp

fixup protocol skinny 2000
|Enable fixup

fixup protocol tftp 69
|Enable fixup

object-group service VoiceProtocols tcp
description CCM Voice protocols
port-object eq ctigbe
port-object eqg 2000
port-object eq 3224
port-object eq 2443
port-object eqg 2428
port-object eq h323
IDefining the ports for TCP voice

object-group service VoiceProtocolsUDP udp
description UDP based Voice Protocols
port-object range 2427 2427
port-object range 1719 1719
port-object eq tftp

IDefining the ports for UDP voice

object-group service RemoteAccess tcp
description Remote Acces
port-object range 3389 3389
port-object range 5800 5809
port-object eqg ssh
port-object range 5900 5900
port-object eq www
port-object eqg https

!Defining remote access TCP ports

access-list inside natO_outbound extended permit
|

access-list phones_access_in extended permit tcp
notifications interval 2

access-list phones access_in extended permit tcp
log notifications interval 2

access-list phones_access_in extended permit udp
VoiceProtocolsUDP log notifications interval 2

I74794—1 B

DOREFNL, TFtI7varDHhERLT

ip any any

any any object-group RemoteAccess log
any any object-group VoiceProtocols

any any object-group

access-list phones_access_in extended deny ip any any log notifications interval 2
access-list outside_access_in extended permit tcp any any object-group VoiceProtocols

log notifications interval 2

access-list outside_access_in extended permit tcp any any object-group RemoteAccess

log notifications interval 2

access-list outside access_in extended permit udp any any object-group

VoiceProtocolsUDP log notifications interval 2

lAccess lists applying the object groups defined above for inside and outside

| oL-7447-03-J
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interfaces

access-list outside access_in extended deny ip any any log notifications interval 2
access-list inside access_in extended deny ip any any
IDeny all other traffic

access-list phones nat0_outbound extended permit ip any any
!

failover

failover lan unit primary

failover lan interface flan vlan 4050

failover polltime unit 1 holdtime 5

failover polltime interface 15

!Failover config - 15 seconds

failover interface-policy 50%

failover link flin vlan 4051

failover interface ip flan 1.1.1.1 255.255.255.252 standby 1.1.1.2
failover interface ip flin 1.1.1.5 255.255.255.252 standby 1.1.1.6
nat (inside) 0 access-list inside nat0O_outbound V1

access-group outside_access_in in interface outside

access-group inside access_in in interface inside
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T—2 23—
T B A —NTE, X274 R —%FEHLT, VoIP 77U r—v g v h— "THUHE
REX2 VT A ZERBTIHILENHY £3, Cisco VoIP — T IP ICESWTWELED T, F—4
Y2 —NT, MIZHDHEMICEER T — 2 IC#EAT X2V T 0%, b0V — AT
HIEWTEET,

T—H B H—DRTWAN TDZ T AZERFEHEINTWDIEE, T—4% B4 —RNET—#
Yo —MOMFICHEAESNTWABEMDEXF 2T 413, 75 AXAD /) — FETHTEShTW
DERNFERRIZINEDSLERHD ET, 2y U= NOT 7V r—v gy —HIZEAZN
TWbEX=2U T ¢ R —IZ, Cisco VoIP F—"NEENTCWDIEA, TOx2 VT 4 2 H
THOVERHDET, F/2, T TCRUHBEINTWAEEDA VT TAN IV F ¥ X2 VT 4 &2
Hi&sz b TxET,

T4 TV r—va IR T4 B H— X2 U T 4 BT D IR, RD Web YA
kN CATFwHE72 [Data Center Networking:Server Farm Security SRNDJ ( [Server Farm Security in the
Business Ready Data Center Architecturel]) OFA KT A WD T BEIDLET,

http://www.cisco.com/go/srnd

> &
77— 3y 9—N
Cisco CallManager ¥ = U 7 4 BERED Y A k. BROAEMNTT D HEIC DN TIE, RO Web ¥
N CAFTHREZ: [Cisco CallManager Security Guide] %2 1L T 7Z& W,

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/ipp7960/sec_vir/sec413/index
.htm

fEE ® Cisco CallManager ¥ = U 7 1 B§REZ A NC T DHIIC, 2 b OMRER, Xy FU—27 D
INGDOEATOTNAAET HEELXF2V T4 R —THESN TS, X2V T 4 &
HaMIZ LTINS Z & afER LT RS,

Cisco CallManager £ & U7 74— 3 > Y —/ LD Cisco Security Agent

Cisco Security Agent (%, VoIP 3L VoIP 4 —E R ZEMIT 2D 2 aRnflifld 5, IFEAED
T7Vr— gy = NTHEH S TWET, Cisco Security Agent ) 7 b7 = 7%, ¥— & DR
DT T4y 7 OEEL, B—NETT TV —a UBRFETIND HEEZTST, TXTHIER
MNEIWEHBNT D, AAMRABGEY 7 b =7 T, BELERRIND LOBRON TG E
Cisco Security Agent ¥ 7 bV = 7IXZDT V7T 4 BT 4 BREETHOEHIELET, =& 2L,
Cisco CallManager IV 7 FU =7 Ny —V% A VA N—ATHIEERBDTANANDY | £
DX REFEPLATIRAELIZZ EDBRVEAE TS, VA NVANA VA M= VA2 FETT 5T LITHIE
SIET, 7275 L, Cisco Security Agent [T ZBL LT 257500 T, —EREE LIy —"E 7 ) —r
T2 LIITERVDT, = NET U FUANR YT by =T PG| EREEMLIETT,

Cisco CallManager —/XT® Cisco Security Agent D FEITIZEIT 2 BIIEHRIL, KD Web ¥4 hT
AFAEETT,

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm
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T Rr— FTIEAL Cisco Security Agent

‘/XZ X, BAEY— "H®T 7 41 b Cisco Security Agent IR Y & — BB L E L=, ZOKRY —
TRV VoIP Hh— N TRE R F R TOMERITIE L <HEE L. FRFIC, BEAE X ORI R B8N VoIP
47‘“‘/\ BT L LM shET, HIETH, 2O —Y RTIERWAA— 3 > Cisco
Security Agent &1 VA M —ABLORFEATTOLERHVET, 2OV 7 by =T1E, 77V r—
vavbARL—F 4 T VAT hE, VA NART —DBENLRELET, ZNHDX AT D
IZADS DI KIBOREEESDHITIE, FITHKPT/N— 3 > @ Cisco Security Agent Y 7 b7 = 7 M
P—=NIZA VAR =L ENTWNEZ EZERLTLLIES, v 32— Y TRV —T 2 bR
P= NI VA P=LENTWD L, KBEOr /L, ==V = FRA VA =L SR TND T A
TALATOHRBRTEET, HEDXA TOT T—ERBELEZOTEXAENTZAREERH LR S
T7ANET 2y 7T HI0F, VAT AT A T HERERHY 7,

IR

— ¥ RTCIX72\ Cisco Security Agent 1%, BEFIEB LORHOKE, U—L4H, BIURTALADNE
%/XTA%% LET,

R

Cisco Security Agent ZE B GANE— RTEITTH L, 77— LTMHBEENEEAL, VAT DR
T 77 ANEBZRT DI, EVAT AT 7 BRATHMERHY £9, v 32— RTIER
b‘Clsco Security Agent 7 v V7 L— RT 556 iLWI IA4 7 haeAf v A M=/ LItk @

WX, V94TV MNREEADNCT DOV AT LEY) T — T HMLERH D T, M E0OHEH
WZE D AT ARG L2854, Cisco Security Agent [X, TDY AT LE7 V=T 5HZ LT
TEHAL, BEX2 VT~ %1%%% VAT LWERETHIE, VAT LATTF AR YT b
VT bETTHMNERDY T,

< Rr— F Cisco Security Agent

~ 3 — K Cisco Security Agent X, FBEXGNN—T 3 VER UL ICEMEL ET4, FBa
V=, BIOFERN Db £3, BRIV AT LEFATTDHE, TRXTOV AT L
g@¢~<@77 LE1ODaAL Y =)LV TRETEET, o, ZOBRETIE, BERENE
KGN LT EXIWZ, EOZEEB A —NELEFAR Ty bV TEMTH L IICHEETE
E3x e

R

~ 23— R Cisco Security Agent TlX, ¥ 1 —Y RTIERWI AT A LR URENRILIN D72 T
B, ==V = FORIEIGAT) ZENTEET, 2oL 7y 77— FRZUV AT A
B ENTHIER, ARV MO, FHay Y — A~ — L LAR— hOERE, =—
Yz h® Cisco Security Agent REDT v 77 L— REFITTXET,

RRA

B — 2 EFER ST — e DT O — NV =X ) T EBRERONA DY T N =T
DLEETT, (MEPOBEMIZE Y AT LWEG L7354, Cisco Security Agent 1L, DT A7 A
IV =T HIEETEERA, BEX a2 U T 2 REFL, VAT LAERETDHITIE, VAT A
TTUVFTANA YT "2 T bFITTHLERDHY 7,
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FUoFIALILA

H—/NIZET 5

7F7ur—>av 49— B

V7 MU T #FTTLIENKBINTVDETNTOIP T L7 4 =— P —="BLT VoIP 77
Vor—vay —NRTKBEHLDOT VFUANA YT N =T 2FITTHLERDY ET, X
R =7 NOMDOY— LR, T F A NRA YT b 2T IE, 2— VORI ESL T — A
R A INVADEYN G, Cisco CallManager h— /3% ££# L =7, Cisco Security Agent [ A7 LD
Bk 7 ) — T TE 720D T, Cisco Security Agent IAADFHHI Y 7 b DU =7 6 A7 ATA VA
=T HRNERDY ET P LTV AT LEI ) = TELDRITVFIANA YT =
T DHTT,

Cisco CallManager & —/SCTOT > F U A NA VT sy =7 OFETIZET 2EMEHRIL. RO Web
H A4 N TAFARETT,

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/sec_vir/index.htm

IR

TUoFIANA I T NI =2TI1E, TV r—ay =B LT, R+ —< U ANK TS
5D EGIET D DI B £,

RR

TUoFTANA YT MU 2T OFFIZIE, WL OO F— "=~y RBREENET, I HIZ, Cisco
CallManager 8L VoIP 7 7'V r—ya v h—"N"~DA VA=)V T VT hT =T D=V 3
DERINTWNWDLZ L 2MERTHIHMLENDD £7,

— BB ESA Y

Cisco CallManager 33 X O DD VoIP 777U rr—3 3 v H— N[E, @O — L LTHbin
TLEE, Y AT LORERIIAT SEEOEREN, B ZRATNWD a—b E3#ETHO
I NVICHETLGAERHVET, MOETIRAT TA T T Y r—a bRk KBIBRRERED
ERIX, BEOSFELEWT L ERNRNVWEIA LT TR T4V RUTITORERH D F7°,

T7Vr—y gy = "HOEEN X2 VT 4 AU —i, VoIP — NI AR+ 7285480
HVET, BT AN =0 Web h— LT8R FES— T, BHEREZY 7Ly ol
720, AvbE—VEBEELEZDVTAZ LTSN TVERA, BREEIL. VT AEAL0A
ARy FTY, VoIP =Dt x 2T 4 KU —TlE, HF VAT LAORE £ 7213 FICBE
T BN TWARWEEDR, VoIP — TR L TIThbN W E 2 RIETHLERLY T, *v
NO—ZNOT 7V r—yay —NRClREDT I T AT 4 LR ENDIT VT4 ET 4 (A
H—Fy b P—=T 472 E) TH, VoIP h—"TITHZ LIXTEERA,

F7o, VAT VoIP V— " HICHEUNICER SN/ Ny F VAT L&A L TnEd, IT RN O
Ny F R —IZHESINT, ZORyF VAT LEBHATOIMLENDLY T, VAT VAT LR
WCE VAR ENTWAESEZRE, OS XU A —DyF VAT LEERTLEFOHFIETY AT
LAy FEFEALRNTES N, TRTONRy T, YAV AT AADIRRIHE-> Ty A2
FXOS X F—=mbF =KL Ny F A A =)L 7at R 0n CTHEAT 5 0ER D
nET,

Cisco CallManager FIZ OS Z5ffk3 2 HIEOFEMIL, Cisco CallManager $—/3?D
C:\Utils\SecurityTemplates 7 4 L7 FUVIZU A RSN TWET, BAFLEOEXF 2V T 4 FJ T —
T. T 74NV A VA=V TRESNTZLU EDOS Du v 7 Xy nNERINTHDEARIL, 0S
OBACFEEZ LT HMERDHY £,

SESERYT MU =T Ny TR RO Web A S TAFARETT,

http://www.cisco.com/kobayashi/sw-center/sw-voice.shtml
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R

BMOYX= T 4 HEEEZRET DL, —HD Cisco CallManager HEEENME T4 2856508350 £,
Flo. Ty 77— REEFIZFET T3, Botx =2 U7 0 TEDZR>THWD —HoH—
EREHNZT AMERS DO, 7 v 77 L— RPIFFCEBRRLETT,
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VR y NI =2 ERETH 1 ODOFHEEZRLTWET, ZOFICHTL 28X, WFhbo b —
IZRBET HESE CTER SN TV IEEETIEH D THADR, BAFLOEXF 2V T 4 K —T,
KVHBEREX 2T A BRLEE INTWDLEAIEL, ZOBITY A NS TWAHEREAEHTEE
R

WTNOZ—FHEFED PCR— b0 bRy NT—J T 7 EATERNLIICT 5720, &Ei
BOEMD PCAR— FEEHIL T, Xy NU—7 772 AZHIRTIHERHY 9 (P.16-5D
[EFHO PC AR— N 25M), /2, WEEAHHIT IS E LTV AN, nE—ICREINTE
OB A Y NT—27 D IP 7 RLAZBRTERNEIIC, BHEHORES—T b EHICT D
MERHY ET (P16-9D [T 7 BARE] #5MH), BIEMORTEELER TERNE WD KAIE
WH, O ICHE SN B TR Y £ A,

1B —CERE SN EERESBE) S5 ATRRMEIRIEF IR W o BEREICIXEE P 7 FL A%
EHTEET, BEIP 7 RLAZMHT 5L, WRENEFHRA DM L CHEiT 52 &I2L 0
LWIPT RLAZEET50%B1ETEES (P164D [IPT RLy 7] 25R), £/, &
uﬁ%%@ﬁ@“é& A— M OIRENREA(L L, EEEHIL Cisco CallManager 7> b BFEER S E T, =

—ICREEINTEFEOR— N TZDA R b2 N TR T T LT T, EnhRnry hU—
7“\0)%%%%%%? LTWaNE I »EYHBITE ET,

BAEOFHR— b X2V T4 2EHL, MACT RLAZESGTHZ EEFATLAVGA, I
BEIT, ZTOT RLAZRATEELEIZ, BHD MAC 7 KL A2 ZDEIFED MAC 7 KL A
WCETLRTNERY XA, 3R —F BX2 )7 40 2EHIBY A ~— & HIEH L T, MAC
TRV AZRET D (E&ﬁ% L7277 RURIEMBR LRV HA. MAC 7 RV A&BNT 254658 H
DEFL, TNICED, BEEEZBRLRONDED, MACT RLAEZ 7 VT T51DICAL vT
ﬁ—%%%ﬁ@fﬁ##i#oMMTTFVXM\”%%@fﬁ@?NW’UXFéﬂTPi¢O
MAC 7 RLRAZ VAT AZENEX2 YT OMBEERRINDIHAIE. 7-ULEREL, T
NAREHAT 27200 T —H] LW TULIEEWHWZ DI ENTEET P16-120 TR
A vTF Hm—br] =2ER),

A= FEIEIR— P EHINTWD AL v FICET HHMELBEERA — Ry b A— 05
S TCERNE DI, B—d VLAN 2 L, "— b C Cisco Discovery Protocol (CDP) % fE4hiz
TEET, ZOGA, ﬁﬁ%@E%lW%:~wm®x4/%>CDPIVLUmEi%hiﬁAO
BABFE2LAVYLTDH LT, n U ICRBEINTAEBFHIC, 790, Flldn—L %
VT A HOBHA v =0T R ng'@—o

AR— b _EIZ DHCP IZFEE L7228, DHCP AX—Y' U 7 N, T 4 v 7 T =T IERT v K
VEZEHETEET (P.16-15D DHCP A X—t 7 : RIEZ DHCP — KDL | 25M)
DHCP A X — t/7ﬂ4/74/77 TIVACHR= > N ) ZEF T 5 & . VLAN T Dynamic ARP
Inspection ZH N LT, WEEEN, Xy NT—T LOLAY 2 XA =D 1 DIZET D MOEHR
%Hﬂ%@“é@%%lﬁf“% F9 (P.16-19 @ TDynamic ARP Inspection D EAf}:| % Z[&)

DHCP ZX—E U7 RA UF 4 U F—T I FURERIN TS E, IP Y —X H—
P%ﬁﬁf%iﬁ(Pm22®Fm>/:zﬁ~FJ%%%) WEEENMAC 7 RLAEIPT FL
ZHEBETE, N7y FOEEEBBLEES, ELWIP 7 RLARERESNE Ay MET %
EETEET,

BN EET ADICHNERR—FE IP 7 RLADLEHFA[T S, VLAN ACL #EXATeZ &3
T %9 (P1625D [VLAN 77k % aav bu—i U b 2#88R) , ROFIZIE, Xy hU—
J~DT I AERIET D00, LAY 2ERERIADO LAY 3T /30 AOKR— MI#EHARTEER
FEFI/IEE R ACL REENTWVWET (P1627TD [N—XDT /A arba—/L JRA M %
ZM), oL, vb— ) 7 THEA S TS Cisco 7960 IP Phone (ZF W CWEd, Bk
~® Music on Hold ¥ 72 13FEFEHEN D O HTTP 7 7 EXITMEH L £ A,
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ZORITIZ, ROIP T RLAEHAZHEHL £,

o B E—ICHKESNIZERKO IP T R L A1E010.0.40.5

* Cisco CallManager 7 7 2 & O7 KL A4 1% 10.0.20.%

e DNSH—DIP 7 K1 A% 10.0.30.2

e HSRP/L—Z®DIP 7 KL A% 10.0.10.2 3 X1 10.0.10.3

« Xy PU—ZNOMOEZ LD IP 7 F L ZOFHIE 10.0.%.%

10 permit icmp any any
! Allow all icmp - phone to phone, gateway to phone and NMS to phone

20 permit udp host 10.0.10.2 eqg 1985 any
'Allow HSRP information in, do not allow out

30 permit udp host 10.0.10.3 eqg 1985 any
! Allow in from HSRP neighbor

40 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eq tftp
! Using ip host from ephemeral port range from phone to the TFPT server port 69
(start of tftp)

50 permit udp 10.0.20.0 0.0.0.255 range 1024 5000 host 10.0.40.5 range 49152 65535
1Using IP subnet from TFTP server with ephemeral port range to ip host and ephemeral
port range for phone

60 permit udp host 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 range 1024 5000
! Using host from phone to TFTP server with ephemeral port range to ip range and
ephemeral port range for TFTP (continue the TFTP conversation)

70 permit udp host 10.0.40.5 range 49152 65535 host 10.0.30.2 eq domain
! Using IP host and ephemeral port range from phone to DNS server host

80 permit udp host 10.0.30.2 eqg domain host 10.0.40.5 range 49152 65535
! Using IP from DNS server to phone host ip and ephemeral port range

90 permit tcp 10.0.40.5 range 49152 65535 10.0.20.0 0.0.0.255 eqg 2000
! Using IP host and ephemeral port range from phone to CCM cluster for SCCP

100 permit tcp 10.0.20.0 0.0.0.255 eqg 2000 host 10.0.40.5 range 49152 65535
! Using IP range and SCCP port to phone IP host and ephemeral port range

110 permit udp 10.0.0.0 0.0.255.255 range 16384 32767 host 10.0.40.5 range 16384 32767
! Using IP range and ephemeral port range from all phones or gateways outside a vlan
to the IP host to phone

120 permit udp host 10.0.40.5 range 16384 32767 10.0.0.0 0.0.255.255 range 16384 43767
! Using IP host and ephemeral port range from vlan to all other phones or gateways

130 permit udp host 172.19.244.3 range 1024 5000 host 10.0.40.5 eg snmp
IFrom IP host of NMS server and ephemeral port range (Different for Windows vs Sun) to
IP host of phones and SNMP port (161)

140 permit udp host 10.0.40.5 eqg snmp host 172.19.244.3 range 1024 5000
! From IP host of phone with SNMP port (161) to IP host of NMS server and ephemeral
port range
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BRAR)—2% GT29IZREL, A— MIEEHRER N7 7 4 v 7 OD&E%, QoS % L CHI[R
LET (P.16-24 D TQoS) &), QoS mKAEEZHATH, T 71 v 27id, — R EERY
T — 2 TEEENKIED T 7 427 ThHDH CS1DF Y Scavenger Class IZY > FENET,

CAT2970 (config) #mls gos map policed-dscp 0 24 46 to 8

! Excess traffic marked 0 or CS3 or EF will be remarked to CS1

CAT2970 (config) #

CAT2970 (config) #class-map match-all LOBBY-VOICE

CAT2970 (config-cmap) # match access-group name LOBBY-VOICE

CAT2970 (config-cmap) #class-map match-all LOBBY-SIGNALING

CAT2970 (config-cmap) # match access-group name LOBBY-SIGNALING

CAT2970 (config-cmap) #exit

CAT2970 (config) #

CAT2970 (config) #policy-map LOBBY-PHONE

CAT2970 (config-pmap) #class LOBBY-VOICE

CAT2970 (config-pmap-c)# set ip dscp 46 !Lobby phone VoIP is marked to DSCP EF
CAT2970 (config-pmap-c)# police 48000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Lobby voice traffic (g.729) is marked down to Scavenger (CS1)
CAT2970 (config-pmap-c)#class LOBBY-SIGNALING

CAT2970 (config-pmap-c)# set ip dscp 24 !Signaling is marked to DSCP CS3
CAT2970 (config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transmit
! Out-of-profile Signaling traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c)#class class-default

CAT2970 (config-pmap-c)# set ip dscp 0

CAT2970 (config-pmap-c)# police 56000 8000 exceed-action policed-dscp-transmit
! Out-of-profile data traffic is marked down to Scavenger (CS1)

CAT2970 (config-pmap-c)# exit

CAT2970 (config-pmap) #exit

CAT2970 (config) #

CAT2970 (config) #interface GigabitEthernet0/1

CAT2970 (config-if)# service-policy input LOBBY-PHONE !Applies policy to int
CAT2970 (config-if) #exit

CAT2970 (config) #
CAT2970 (config) #ip access list extended LOBBY-VOICE
CAT2970 (config-ext-nacl)# permit udp any any range 16384 32767 !VoIP ports

CAT2970
CAT2970
CAT2970
CAT2970
CAT2970#

config-ext-nacl)#

config-ext-nacl)#ip access list extended LOBBY-SIGNALING
config-ext-nacl)# permit tcp any any range 2000 2002 !SCCP ports
config-ext-nacl) #end
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