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[E% =77 1 L2 b U URL(Secure Directory
URL)]

EEHENT 0 L7 NV EREBSGT 2B ORET & 72
LY — DX =2T7 URLEZAJLET, 2TO/XT A—
ZWZE, T4V 7 MY REVERLEZEZIC, X
U ¢ T S N7z Cisco Unified IP Phone 73Mfi i3
% URL &L £,

GE¥) [E*x=77 L2 kU URL(Secure Directory
URL)] DIEZEFRE LRV E, T30 A TlddER
F =7 URL BAMERHENET, =7 URL &
¥ 27 URL Ol FEIEE LGS, 7
A ZATIET A ZADOFESBEREIZIS U T 22
URL @RS NET,

77 4V MEEZ T ANDIZIE,
TG DOFEFIZLET,

KRR 1255

DT 44— RET

[E% =774 F/LURL(Secure Idle URL)]

[7TA K& A~—(Idle Timer, #)] 7 4 —/L KD
EWCHE > TEIEEN T A RILVIRIEICR -T2 & X1,
Cisco Unified IP Phone ®F 4 27 L A IZFKRT 15
DOEXF2T7 URLZASLET, 72 2, EFMN 5o
MIEA SN edo7z & X2, LCD kicue 2R TX
F7,

(¥) [®&% =774 K/LURL(Secure Idle URL)] ®
EEiEELRNE, TS ZATEHEF2T
URL MM ET, ¥ =27 URL LIk
%27 URL OWMGZfE LIzhe, 77314 A
TIET A ZDFFOBRRICIL U T 722 URL
DRI NET,

T 7 F )V MEEZ T ANDITIE,
FrDEFICLET,

RKE @255

DT 4=V RET

l_ Cisco Unified Communications Manager #2974 A4 F
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Cisco Unified IP Phone ¥—E2T® HTTPS M

& 2-2 t¥%217 URL AOEEHRDHZERNE (§E)

J4—ILF

B8

[ % = 7 1&# URL(Secure Information URL)]

Cisco Unified IP Phone 78~/ 7 T % A MEREZ MR
TELV—R"OgfErRT X227 URL ZA S LE
T, ZOFEHRIL, 22— ER (1) R o EiTk
R ([?7]) AZ v EHTEERENET,

(GE) [ &3 = 71 URL(Secure Information URL)]
DIEZFRE LN E T ATEHEEF 27
URL MEHSNET, EF =27 URL &Itk
¥ =27 URL OW5 & f5E LIS a, 73 A
TIET A ZDOFFSBEREIZIG U] 72 URL
WIBRSNES,

FT7 N MEEZTANDIZIE, ZOT7 44—V KET
o7 DEFICTLET,

BAE : 255

[ % =7 A v+&— Y URL(Secure Messages
URL)]

Ayt— =X 7 URLEZASNLET, 22—
FNRAvt—Y K& 2T L, Cisco Unified IP
Phone 1% Z ® URL (28 SN £,

G¥) [E*x =7 #vE&—YURL(Secure Messages
URL)] DfEZFRE Lign & T34 ATk
X7 URL AMEHSNET, X7
URL ¢3fEE% =7 URL Ofi 5% RE L%
G TS ZATIET A ADFRFOBEREIZE U
T@EI72 URL 2SR S E T,

TN MEZZ T ANDIZIE, 207 4=V FaeT
T DEFIZLET,

ORF 255

[ 3% = 7 % — bt 2 URL(Secure Services URL)]

Cisco Unified IP Phone —E 2D+t % =7 URL & A
HLFET, ZNiF, =RV —E R RZ &g L
Y ¥ =2 U7 4 f# S 7z Cisco Unified IP Phone 734%
SN ALETTTY,

(G¥) [t =7 % —E X URL(Secure Services URL)]
DIEZIRE LW E, T84 2T F 2T
URL MEHSNET, EF =27 URL &Itk
¥ =27 URL OWF & f5E LIS a, 73 A
TIET A ZDOFFSBEREIZIG U THiY) 72 URL
WIBRSNES,

FT7 N MEEZTANDIZIE, ZOT7 44—V KET
Zo7DEFICTLET,

BAE : 255
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| Internet Explorer 8 A L CHBARZEETE I I+ LA IRET HHE

IVR—TS5SAX IS A—EDHEEANS
HTTPS Z ¥4 — b4 2572912, Cisco Unified Communications Manager U U —Z 8.0(1) Tk DOH L
WL H =TT A X NRGA—=Z P R— L TWET,
¢ Secured Authentication URL
* Secured Directory URL
e Secured Idle URL
e Secured Information URL
¢ Secured Messaged URL
* Secured Services URL

Internet Explorer 8 #{#FH L CRIBAE 4#EfETE 574/l
FIRFT BHE

T UV EHEHTLIECGERELY ) r— FETIC, 77 ERAER#ET HI21E. 47 Cisco Unified
Communications Manager O FEW# % Internet Explorer 8 124 AR — F LET, FEHEBOEENFRRS
iz Web 74 b ~DT 7 v A EFATT D856, ZOGEHZEMEEA R 7ITIF/E L7\ & XX, Internet
Explorer 8 (ZHEDE v v a VOB FEAELZTE L £,

P— RFEAEEZ X v m— K L7t b, Internet Explorer 8 (35| &fix Web VA NOGEAETT —%%
RLET, 770V 0 [EEINA— FFEFBEE] B8 A S 7104 VR — MESEHER T E T
LDHEE. Z0tFa VT 4 BEEEATEET,

Internet Explorer 8 /L — FEERIE(EFE A k71T Cisco Unified Communications Manager fiE3E % 1
N—FTL2FET, kDOEBY TT,

FIg

AFvFT 1 Tomcat Y—OT7 7V r—aru22RLUET (& 21X, 77 7T Cisco Unified Communications
Manager DEFHS—TOHRA MG, B —HNVFRA N, E2EIP 7 RLAEZATLET),

TSUPIZ, ZD Web A FBREHENLTWRAWZ &2 RT [EEAED=S— . FE45—2 3 37
Dy E&NELE] EWIHIAvE—URERENET,

RFYT 2 H— AT I E AT B, [COFA FOMERFITTS (MRS EREA), 22U v s LET,

[Cisco Unified Communications Manager DB | U 4 ' RUNFRIN, 7T UFICT FL A N—L
[fEAED =T — | AT — X ANRFETERINET,

AFvT 3 P NEHEE A VAR T2, [EHEOTT — ) AT —H R Ry 7 A% Vv LT, AT —
A VR—FEERRLET, VR—FC[EHEORR]IV 2727 v 7 LET,

ATvT 4 GEHEOFEMAHRLET,

ATvFT 5 [FEHE] V4 RuT[@l] ¥ 7 2BRL, [(EAZEOA A —N]%227 Vv LET,
FEHEOA VA= U4 F— N RNEBLET,

AFwFT 6 [Kk~]1%E27Vy 7 LT, Ua¥—FREBBLET,

FEHEA N T | U4 RUBRERSINET,

ATF9F T [A# AT ary (U4 —FBRZOFHES A TOFEHER NTE2RIRTES) DRI TNDZ
LEMERL, (K~ 227V v 7 LET,

Cisco Unified Communications Manager £¥21) 571 4 F
[ 26 | I

—

—




| £$2% HTTP over SSL (HTTPS) DAk

ATFyvFT 8

AFv7 9

2797 10

ATy 11

Internet Explorer 8 2%/ L CHBEE2EETE3 7+ LY IEETS5: A

REZMRL, [BT]1E27 V7 LET,

A R — NREICET D X2 ) T o EERERINET,

[1TW]Z227 U7 LT, GEHEEZASA VA =L LET,

AVE—bF U4 =R AR =Mk LE L) ERREINET,

[OK] %27 Vv 27 LET, RE[GEHAZEORR] V2227 w7358, [EHE] Va2 FUO [GEH
FEONRR] 27 TZOFEHEIMEL Y T LFRRINET,

A AR—= N LIEAEABENEEA T ICH D 2 & 2R T 5121, Internet Explorer @Y —/L/X—"T [ —
>[4y F—Fo h AT v a0V v L, [avFry] 47 @R UET, [EME] 22 v
7L, (MBI — BB ] # 72 @IRLET, VA MERAZ7r— L LT, A AR —kLZFEH
EEROTET,

FEAEDA VR — MELBIEHIE, TITUVICT RLA RN—=L [FEHEDOT T — | AT — X ANFEBT
FRENET, KA, a— DR A M, THRIFTIP T RLRAZEANLTH, 7902 7Ly
CaFIIHEEFLTH, ZOXT—F X ILEDY EEA,

EBINtESR
MBEIEH | (P2-12) Z2BRLTLEEW,

SERED I 7FAILADIE—

ATvTA1
A7y 2
ATvT 3
ATvT 4
ATy7T 5
ATvT 6

AFyvFT 7

FEREZ 7 A MZabE—1L, e— A NIRETDHZLICL T, BRERLE XIS THIAEAEZE T
TEHZENTEET,

ROFNAZEFATT D & FEOEAEREFEATIEHE 2 —ShE T, EHEONEL T 7 A VI
AE—F5IIE, KOFIHELFTLET,

FIR

[MEHEDPT T — | AT —F XA Ry 7 A% ) v 7 LET,

[FEREDORR]Z27 U v 7 LET,

[FEMERE] #7527 Vv 7 LET,

[Zr7AMCa—]1RE 27 v LET,

[REHEDOT 7 AR —h U4 =R BFERINET, [K~]%27 Vv 7 LET,

Tr7ANEREERTDRDOY XA MPOLERTLZENTEES, 27 AR—F 77 A VAT D
T ANMEREZBIRL T, [R~]1%227 VU v 7 LET,

* [DER encoded binary X.509 (.(CER)] : DER 2L C=> 7 4 7 4 M CHEREZEEL T,
e [Base-64 encoded X.509 (.CER)] : fR#ESNINA T VRN T 7 A NVEA 2 —F v MEHTHERE
LEd, ASCH 7 XA MEREHEH LT 7 A VOBHREY L L ET,

* [Cryptographic Message Syntax Standard-PKCS #7 Certificates ((P7B)] : sEfAFE & | §ERRE/SANOD
TRTCOFEAEL, BRLZZPCIZ I AR —bMLET,

T ANDA—% T AR— T LEMICBEHL T, 77 A VOARMEZRELET, [(RTE]1 227U v
7 LET,
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W Firefox TO HTTPS OEAS %

ATFyvFT 8

AFvF9
AFv7 10

77 AN LSS [EHBOT 7 AK— bk U4 P — ] A VICERSNET, [k~ %27 Y v L
T,

Ty ANERENRBRSNET, [(KT]1%2Y v LET,
T AR NBEBIATONIE D L ERTHA T a IRy 7 ZARERENTS, [OK] %22V v LET,

EENtESR
MBdIE H | (P.2-12) Z#ZMR LTS,

Firefox T® HTTPS OERAAE

Cisco Unified Communications Manager % ~ A M —/VE 7217 v 77 L— R L7212, ¥ T Cisco
Unified Communications Manager @& B~ — 2 & 72 {311 ® Cisco Unified Communications Manager
SSLXMRAET 4 L7 MVICT T U 7 T4 T Mo T 78AT5HE, h—REEETINE I NE
ERT X2 VT A EEDXAT TRy 7 ABRRINET,

AT TRy I AREFREINTZE, ROEEOWTAMN 1 DEFEITTIHILERL Y £,

o [fEBEMEZBRME L7 ECHHETHICIX] 22 ) v 7 LT, BIED Web & v ¥ a Txk LT RERA
EFEEHELET, HEOY y v a VI L TRETIEHEZEETL L, X2 ) T 4B E08 (4T
07 Ry 7 AE, BETEDL 74 NVNAIGEAEE A VA N—NVTDHET, 7TV r—2 a7 s
AT HZRICERRENET,

o [AX—IRN—=VIWRD | E7 Vv 7 LT, 8EEZRVIELET, BFEX TS, Web 77V & —
AT RATHIEIITEERA, Web 77U r— a 27 7 AT 51T, [fElRE%
B L7 ECERTAICE] 22 ) v 7T AMERD Y 1,

WDOEIETIL, Firefox 77 7% T HTTPS 42 FIEIZHOWTHBH L £,

e [Firefox 3.x ZfiH L CAEHEZ (G TE 5 7 + VX ITRIFT 5 Hik] (P.2-8)

o [ZFFAHEDO 77 A L~ =2t’—] (P.2-9)

Firefox 3.x ZEA L CALAE 2B TES T+ L FICRET S A

AFvFT 1

A7y 2

AFvT 3

ATv7 4
ATvT 5

TI79Y 7747 NTHTTPS iEEZEHH TE 2 7 4 VA IRAFT D123, ROFIREZFETLET,
FIR

Tomcat — M2 7 7 A LET (7z& 21E, 77 7 HIZ Cisco Unified Communications Manager %
HR—VOFRA N, =R A N, FREFIP T RLVAZADLET),

X2 VT A BEOLAL T u SRy 7 ANFRENTZE, [fEREZEM L2 BT 21212] 227V v
y bij‘o

[BIstzEm] 22 ) v LET,

[EX=2U T4 BISOEM] XA TrlRy 7 ARKRFRINET,
[FREHEZRG] 227 ) v 27 LET,
[KREILIERICS Z 0B 2N T D) T2y 7Ry 7 A A I LET,
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ATFvT 6
AFvF 7T

Firefox T HTTPS oFEAA:E W

[BEF=2 VT 4B ARl Z7 ) v 7 LET,

FEIAEOREM 2 FoRT D12, RO FIEICHENE T,

a. Firefox 79 o¥inG, [Y—A >[4 T a1 %2270 v 7 LET,
[ATvar | FATal Ry 7 ARERESNET,

b. [FM]Z2 Uy 7 LET,

c. [fEAEEZRR]Z7 Uy LET,
[FEHE~YF—Vx | XA Tl Ry 7 ARKRESNET,

d. ERTIAHAELZRAERLC, [ER]EZV v 7 LET,

FEAEC =T | FAT el Ry 7 ARFRENET,

e. [FfEM)Z7%2 Y v s LET,

f. [GEAFEDT7 4=V ] 74—V RT, RARTDH7 4=V REBHARFLET,
[ 74—/ RDIE] 74—V FIZFEFN R R INET,

g [fATFE2—T]1XAT7erR Ry AT, [MLD]E227Y v 7 LET,

h. [FEBE~*—T v | X477 Ry 2 2T, [OK] %2V v 2 LET,

—

iIBHED I 7AIILADOE—

ATFvFT1

AFyvFT 2
ATFvT 3

ATFvF 4
AFvT 5

&
AFvT 7

FEREZ 7 A MZabE—1L, e— A NIRETDHZLICL T, BRERLE XIS THIAEHAEZE T
TEHZENTEET,

WOFINAEZFETT 5 &, BEEOEHERERATIEHEN 2 - E ¥, EHEORNEEZ 7 7 A 1T
AE—=F5IIE, KOFIRELFITLET,

FIR

Firefox 77 v ¥, [Y—]>[4A7var] &7y LET,

[ATvar | FATal Ry 7 ARERENET,

FEEBBRSNTOWRWEGEIE, [FE] 22 ) v 27 LET,

(Wbl #7220 v 7 LT, [fMHELRR]) 22 v 7 LET,

[fEAE~ R =V % | XA T u Ry 7 ARFRENET,

[P— GEE) ¥ T %27 ) v 7 LET,

=T HAEAELRPFRSLC, [TV AR—FN 27 T v 7 LET,

[FEAEZ 7 7 A NVIRTE ] XA TR IRy 7 ARKRINET,
TrANDA—RIIBELET,

[Z7ANOFEE] FryXF o YARNT, ROF T arnb 7 7 A0 A TEERLET,
e [X.509 iEHHE (PEM) |: PEM 2 LTz T 4 7 (B CHMAESE L ET,

o [FEBIESZZETe X509 FEAE (PEM) ]: 7FA N — TV A R A— V&M LT, FEHE
Frx—VERIEL, =T 407 4 B THEREZLRELET,

e [X.509 FEAE (DER) 1:DER ZHEHL T2 7 47 4 M TIHWMAZEEL T,
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W safari TO HTTPS OERAZ

o [X.509 FEHE (PKCS#7) ]: PKCSHT IX, T — % DEL E IR SALOIENETT, B4 Sh-T —
X ORFEIC BN 72 572, GEBE % SignedData & I2&®H 5 Z N TE LT, PIC 7 7 A Vi,
BADBERT —F ZFFiz 720 gk L7z SignedData #51&E T,

FEE SR G Te X.509 FEME (PKCS#7) ]: PKCS#7 #MMA LT, FEMEF = — > 2 MFE L,
T4 T4 MTTHEREEEXELET,

AFvT 8 [MRIF]ZE227 Vv LET,

AFyF 9 [OK] %227 VUvZ LET,

L]
—

BntER
[BEIEH | (P.2-12) #ZML T 7Z&W,

Safari TD HTTPS OERAGE

Cisco Unified Communications Manager % > A h—/LE 72137 v 77 L— KL%, #1H T Cisco

Unified Communications Manager @& B~ — 2 & 7= (X1 ® Cisco Unified Communications Manager

SSL %HSAET 4 V7 MUICT I OY V94T "inb T 7 8ATHE, W—RE2EHETINE I D%
RID[EXF2 VT A OBEE|XAT 0 TRy 7 ARRRENET,

FAT TRy 7 ANERRENTEDL, ROEEDWTNIN 1 D FITTILERDY £,

e [IZWVW] %27V w7 LT, BIED Web tva  iOoWTEITEHELEETS L9 IR LET,
BEOE Yy a IR L TETIEREZEET L L, [V T o 0EE| XA Tl Ry 7 A,
BHETEL 7 A NVAIGEHEEZA VAN VTEHET, TV r—va il 7 78 AT 50N E
RENET,

o [FEAEZFR]> [GEHAEZEDOA VA M=V DIEIZZ UV v 7 LT, GEHAEDA v A b — N AE¥E% FAT
LET, Z05E, BICHEAZBLZGEET LRV ET, BETEXL2 74 VFIGERELZ A VA
F=n325E, Web 77V —2 a7 78 RXTHR [EFa VT 4 OEE| XA TRy
TANRBRENDZ EIEH Y EFHA,

e [WWnZ]1ZEZ Vv 7 LT, BIEERVIELET, RiLFATONT, Web 7 SV r—v a7 sk
AFTHZEFTEERAL, Web 7V r—3 a7 78 AT 510, [1RW] E227 U v 27355,
F03 [FEAEZEEFR] > [GEHEDOA VA =] A7V a V&R L CGEREES A VA b—/Ld
HRERH Y FET,

(3¥)  Cisco Unified Communications Manager ~?7 7 ¥ AZEHT 57 KL A%, iEHEICEHE S
NTWDARTE—HTOIMNERDVET, —HEHLARWEAIX, 7740 TRy —UNRER
INFET, BETEDI7ANVFITGEHEEZ A VA M=V L%, B—HNVERANEZIZIP TR
VAZBEALTCWeb 7 7V r—> g il7 782458, ¥Xa T 4l HEOLARIN, 77
FALTWDSH A FOARTE—H LW Z 2R TEXR2 T s OBERRRINET,

WO IETIE, Safari T HTTPS & fH9 5 HFiEIZ W T L F 3,
o [Safari4 ZfiH L CEEHEZEHTE 2 7 4+ VX IRTFT 5 515 (P.2-11)
o [EHIHED 77 A L~Dat—] (P.2-11)
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Safari TO HTTPS OEAAE M

Safari4 ZEA L CAIBAE Z B TE S 7+ ILEICREFT DA

AFvFT 1

A7y 2

ATv7 3
ATv7 4
AFvT 5
ATFvT 6
ATYT T
ATvT 8

AFvF9

2Fv7 10
27y 7T 11

TI7UY I A47 0 FTHTTPS GEEA B TE 2 7+ VX IRAFT DT RO FIEEZFATL ET,

FIR

Tomcat — M2 7 7 A LET (7z& 21X, 77 7 HIZ Cisco Unified Communications Manager %
BAR—UDRA MMy, =B VRA M, EREIP T FLAEZANLET),

[EXa VT s DEE|XATRT Ry 7 AREREINTES, [(AELRR] 227 Y v/ LET,

FEREDT — 2 2R T 2HE T, [FFl] 2722 ) v 7 LT, GEHEOFFMER R TEEd, RED
Y7ty bERATLICE ERTEREE). ROT T arondinmnl SEZ@RLET,

o [TRT]: FT_COFT L a oM [ ] A BRI ET,

e [N—TVa 1 DOT4—VROHR]: [N—TVar], [VITAESF] [BLT LIV, [ %%
178 1. [ AR OB . [ AEHOK T 1L [F7V=2 b ], BLO[ AF—] %47
VarBRRIRIEINET,

o [IEEHEEDA ] [TV =s b =] [ FEHE] BRO R —EAE] Oof A
Tra v RRRINET,

o [ EERIEHEEOS ] FIET DHAIT [ EERIEKE ] AR RSN ET,

o [FunRT 40K [WEITAITYRL] L [WEI] AT a v RNERENET,

[FEAE] A D [EHEDA VA =N % 7V v 7 LET,

[FEAEDO A VR — b U4 =R BRERRENTZH, [RN]E27 Vv 7 LET,

[FEHEZTRTROA NTICERETS | AT vary Revaes v s L, [B8] &2 v 2 LET,

[fEE SNz — hFEFIRERE ] 22 L, BIRL T, [OK] %27 U v 7 LET,

[(~1%7 Vv 7 LET,

[8T]1%7 Vv 7 LET,

[T%= )T %5 Ry 7 RGEHBOMEANE RS NET,

[EFNM] %27 V27 LT, GEEZA A M=V LET,

AVR—= IR EFIITONIZZ L E2RTAvE—URRREINET, [OK] 27V v 7 LET,

FATaITRy 7 ADHFILERREND [OK] %227V v LET,

FEAEZGEEL C.A®BRIOFAT eI Ry 7 AFR LN IICT DI 13V ] 227 Y v 7 LET,
je,

EY bk [FEBHE] <AL D [HHOAR] 2T E22 ) v LT, SARBENEFICA A =SR2
AR TEET,

SERED I 7FAILADIE—

SEHEZ 7 A M a =1L, =D NIRET DL LIk o T, BERLXICWHOTHAFAELE T
TEHZENTEET,

WOFIEZFITT D &, EHEOEHEBREEXCIEHE N Y —SNET, EHEONEZ 7 7 1 LIC
av—35100%, KOFIEEZFEITLET,
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C I T

FIR

RF9TF A1 [EFaUFAOEE]| XA TSRy s AT, [RAEERR] 220 v LET,
By bk Safari ®HAEIE, [EAEOZ T — | AT —H A Ry 7 A% 27V v 7 LT, [fEAEEZFR] 4

TrvareRRILET,

RFvF 2 [FM]FTEZY v LET

AF9FT 3 [ZrAaricar—R¥ &7 ) v LET,

ATFyFT 4 [FHEOCZIAFR—N U4 F=R]BEREINET, [K~]Z27V v LET,

ATv7T 5 TrANVBREERTDLROY A IPOERT D EBTEEY, 27 AN—F T A MHERT L7 7
ANGREBRL T, [k~]E227 Y v 7 LET,
» [DER encoded binary X.509 (.CER)] : DER i i L T=> 7 4 7 4 M CTIEME L L E T,
* [Base 64 encoded X.509 (.CER)] : fR##ESNI=NA F VRN 7 7 A NVEA V2 —F v MEHTHEE

LET, ASCITH* A MEXZMMLT7 7 A VOBBEEIEL £T,
» [Cryptographic Message Syntax Standard-PKCS #7 LW (P7B)] : GEIE & | RBEE/SANDO T
TOEAZELZ, BIRLEPCIZ=Z AR —FLET,

AT9T 6 TrANDavr—%2x I AR— MTHHRFICBEIL T, YA NVOARIERELET, [RFE] 27V v
7 LET,

RFYT T T ANA LSRR [FEAEOT I AE— b 74P ] A Ve RRINET, [k~] %22 v/ L
£7.

AF9T 8 TrANELBRENERINET, [KT1%2U v LET,

ATYFT 9 I AKR—IBREFIATONEZ LR THEAT IRy I ARFRENL, [OK]| 227V v LET,

SE R/

EBINtESR
MBEIEE | (P2-12) BB LT EEW,

ESPERCTE]
REMAE (P.1-15)

VAAMEET=aTIL
» [ Cisco Unified Serviceability Administration Guide]

» [Cisco Unified Communications Manager 7 NI =X p L —>3 > U1 F]
o AFHEZ HTTPS BH# D Microsoft D& %}
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CHAPTER

TI2ANEDEF2) T4

ZIZ T RONFEIZOWTHALET,

o Iz (P.3-1)

o IMEEMGEY—E A (P3-1)

o THIHNEY A ) (P3-2)

o TE#EERE (P.3-3)

o [HHR— kK EN T3 Cisco Unified IP Phone] (P.3-3)

o TREREOHAERK] (P3-4)

o [TFTPiEHEHERK DL AT LDy 7T v 7| (P.3-6)

» [Cisco Unified Communications Manager V U —ZX 7x 225U U —Z 8.0 ~D7 » 77 L — K|
(P.3-6)

e 80 LVHHEIOY VU —A~DY ZAXDE—)LNw 7| (P3-7)

=

TI7ANVIOEFXF2 DT 1%, ROBEIEX =2V 7 1 #H#E% Cisco Unified IP Phone (22 L E 7,
o FEAMRIET 7 A NVDEL
o EEHRTE T 7 A NVOR ST S AR —
e Tomcat 3 L UMLd Web #— 1t 2 (MIDlet) T https

Cisco Unified Communications Manager V) J —2% 8.0 Ti%, CTL 7 74 7 > b2 ETETIC, Zh b
DEFX= T HREEZT 740 P THEATEET,

GE) XTI ITFIVITBIOAT A TIZOVWTIE., Bl&#HE CTL 7 947 F&aFETLT, ~n—K
7 =7 eToken T 5 Z L BAMETT,

EEKREIY—EX

Trust Verification Service (TVS; BHERFEY —ER) X, 774V bDEX 2V T 4 OEEa KR —x
VT, TVS 295 &, HTTPS ##3 L C\5 & Z1Z, Cisco Unified IP Phone T EM ¥—¢t
A, T4V Z7 b U, BEOUMIDlet 2 D7 7Y r—v gy —NEHEIETEET,
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B3E TIHLEDEFaUT4 |

N omEEURE

TVS TSN AHBRRIIKRD LB Y T,
e R/ —FEUF ¢ :Cisco Unified IP Phone ®V ¥V — 2%, T HIHEOHICHEBINEEA,
o ZRRVE : (BMEFEEOBINEFIZEIRS., AT AN THEMICKM S ET,
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N TNYa—T 4 TBIXOREEELEITZ D X 91T Terminal Services &1 A h—/L L TWE T,

CTL 7 7 A ViZid, ROF—=RE72iFeFaV T4 b—2 DD OT s P REERTVET,
e System Administrator Security Token (SAST)
o [E—DY— THEITEN D Cisco CallManager ¥ — & 28 L U Cisco TFTP #—t *
» Certificate Authority Proxy Function (CAPF)
o TFTP ¥—,3 (BHw])
* ASAZ7ATUF—V

CTL 7 7 A ML, &Y —_"O¥— SFEHE, ABE, ~ ) 7RSS, B4, RITEL, 4, F—
HHE. DNS 4, BLOVIP 7 FL ARG ENET,

CTL 7 7 A VE&EER L7255, Cisco CallManager #— £ 23 L O Cisco TFTP #—E R &2 EITF 59
TD/— KT, Cisco Unified Y —t A7 VT 4 2L TINOLDOY —ERAZHEHTLILENH Y
F9, KAl EEEEE LT 5 L XIZiE, CTL 7 7 A A TFTP r—"inbF v ru— RIS Ed,

CTL 7 7 A VICH CBAGEAZEZFFD TFTP — N = MU BREEN TV DL 5A . BahtkiE .sgn B
DELMEBRET 7 ANVEERLET, EO TFTP h— N2 b ER R WSS, BT E4 72 L
Ty ANEERLET,

Cisco CTL 7 74 7>+ CTL 7 7 A W H— NiEHEZBMT 5 & CTL 7 74 7 > h@ GUI IZ
COMEHEELRRTEET,

T77 AT U4 =% CTL 7 7 A WVIZRET D &, X = 7 7 Cisco Unified Communications Manager
VAT AO—HE LT CiscoASA 77 AT U — N ER#ETEET, CiscoCTLZ FA4 T2 NI, 77
A7 U x—NiEHEE [CCM] FEHEEL LTRRLET,

Cisco Unified Communications Manager ® % #lLi%, etoken #fEfH LT, Cisco CTL 7 A4 7> h &
Cisco CTL Provider & O] TLS Bt & 587E L £ 7,

CTLOS54A47> 50 T53942DA4A 2R M—ILIZEAT S
YFE0EIE

CTL 7947 v 5.0 £7213 52 75374 7 v 77 Lb— R4+ 584, &¥IZ eToken Run Time
Environment 3.00 ZHIR9T 2 LENH D £9, WOFIEIHENE T,
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AFvFT 1

A7y 2
ATvT 3
ATvT 4
AFy7T 5

4 Y2 F—JVIZE7 3 Windows 2000 2—+¥RFoE=E B

FIR

& @ URL 75 Windows Installer Cleanup = —7 4 U7 42X 7> a— RLET,

http://support.microsoft.com/kb/290301
ZDa—=74 07 4% PCIZA A= LET,

A=T A VT A EFITLET,

a7 T A0 A RS eToken rte3.0 % B2 CTHIBR L £,
CTL 7 947 v h®DA A M—NIZHEHRET,

4 X F—)LIZE89 % Windows 2000 1—H'[[] [T D4FECE=18

Windows 2000 #3477 5V —7 AT —va VERLIFY—A"ZEHL T2 5E, CTLZ 947 8 7
TIA4 L EELIA VA N—T 57292 Windows Installer 3.0 7 v 77— h &4 v m— KT 54
HH Y 7, Windows Installer 3.0 ik URL TAFTE £,
http://www.microsoft.com/downloads/details.aspx?familyid=5SFBC5470-B259-4733-A914-A956122E0
8E8&displaylang=en

(F)

Windows 2000 (213 Windows Installer 2.0 23 1)@ L T\ F 9,

Windows Installer 3.0 (ZIZRRFEA L TT, FNEICHE > T PC ZMFEL T 72 &, &KIZ Windows
Installer 3.0 224 > A b— L, BEISU Ty &2V 7—MLEd, 20#%. CTLZ 947+
ALAN—=MITERET,

CiscoCTL OS54 72 FOEREDE Y F

Cisco Unified Communications Manager D& B~X—C Cisco CTL 7 74 7 2% ET 2 HA 13,
ROFEBFE LTI,

B IE YA XOREW CTL 77 AV EZITFANDLZ EBRTERWew, Cisco CTL 7 747~
MICTL 77 A4 VvDH% A4 X% 32KB IZHllELET, CTL 7 7 A Vv DH A XZEBEE 5 2 5 DI,
RO ER T,

— VT AXND ) — KD
)= ROENRLZITNITE. CTL 7 7 AN LD E < OFFEHERMLEIC 2D 3,
— TLS 7R  THEHAINTWD 77 A4 T U+ —LO

TLS 7 u X e Z M AT-7 7 A T v —ME, /—FRERUTHD=D, CTL 7 7 A MIZE
FNET,

— AN Certificate Authority (CA; 87FE/R) % CAPF GEBI#E ¥ L O CallManager FEHEIZEA
LTV e H
SR CA NE4 LIZFEHE (CAPF/CallManager) (37 7 4 /v hOHCBLEHEL D L
RO RENTZD, CTL 77 ANMIED DI ENTE A EORRBNHIRINDEZ ENH D
£7.
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WM CiscoCTL/SA 7> FOBRERFIv 7 URF

S

INHDERIL, 32 KB D CTL 77 A NMIZED DI ENTE HAEHEZEOR KA EHEHIRT 57
», ¥ =277 Cisco Unified Communications Manager Bl NICEH D2 ENTE D/ — FE=
X7 7 AT U+ —NORKREERLET,

Cisco Unified Communications Manager / — RO KR 44723, Cisco CTL 7 7 AT 2 "B A VA
= ENTWNDHYE— b PC THIRAIBETHH Z L AR L ET, AR TR WIS, Cisco
CTL 7 947 MIIELLEMEL EH A,

Cisco CTL Provider ' — Y A% 7 77 4 ZIZTHHENHY FT, 7 T7AXBRENLDILEIX, 7
Z ZZNDOTRTOH—3T Cisco CTL Provider —E X &7 75 4 TIZTH0ENH Y £9°,

CTL 7 7 A VEAERETZITERH LD, ZNbD—ERXEFETT 53X TD Cisco Unified
Communications Manager — 38 XU T A X ND TR TD TFTP #—/3T Cisco Unified +—
AT YT ¢ &HH LT, Cisco CallManager ¥— £ 233 L O Cisco TFTP ¥ — & 2 & [ L&) ¥
LULENRDHY T,

Cisco CTL 7 74 7 v Mz, & TFTP Y — FE72I3EF TFTP — "R E DT T A X4 P — D
T RYUREENTVDIEE. 2N B5DY—3TH Cisco CTL Provider ¥ — B R & FEIT4 D ML)
HYFEF,

Cisco CTL 7 54 7> b GUI %% TFTP — Dk 7 2 3 T, BID Y T 2 ZITIEET 5 Cisco

TFTP % — "%45E L £ 7, [Alternate TFTP Server] ¥ 7 O EfE A H L T, & TFTP ¥ —
BLOES TFTP y— 3% CiscoCTL 7 7 A4 7> MIEELET,

Gx) 772240 (REBIUEDR) TFTP Y — OREHFIEDOFEMIZOWTIE, [Cisco Unified Communications
Manager > X724 1 F] @ [Cisco TFTP) #ZML T &,

Fh TFTP %€ Tlx, IBRAT— R CTEMET 29 _XCD Y T A %4 TFTP — 3T, ~ A X — TFTP
Y= NFELE~vAZ—=TFIP b —DIP T KL 2% 27 7 AF4 CTL 7 7 A VIZBINT B LEXNH
D¥Ed, vAX—TFTP ¥ — 1T, <A X —TFTP —"HAICRESHRET7 74 U A MHND
FT_RTOMNEE TFTP b —ROBEET7 7 A NERILLET, £ TFTP RED 2V T AZTXTCTRL
X2 VT4 T—FE2FEHATAISLETIHY FHA, K7 TAZ THEDOE— R BRTE T,

CiscoCTL OS54 7> FOEBRERFz VI IVRR

# 4-112, IO T CiscoCTL 7 7A T v bEA VA M= ABLURET DHAICETT HREEEDY
A M%&~x L %7, Cisco Unified Communications Manager #7 v 727 L — K925 L Z® CTL 7 7 A /v
BE DM HONWTIE, [CiscoCTL 7 74T > bDOT v 77 L— RFE L Cisco CTL 7 7 A L DOBAT)
(P4-9) ML T EEV,

% 441 Cisco CTLYSA 7> FOBERFz v/ UR
REFIE BREFIES & U EEEIRR
ATFIT 1 |5 2ZNOFTRCTOY— "R’ T4 107> THE Y, CTL
IIGAT U RINETENTNDS PC LTV EATEALAZ L%
HRLET, Y= "B KRAMEEEHLTEREINTWDIHE
I, KRR M % ping L CREETTREVEATER L £,
RTYT 2 | FGAH P—ROFTRTOKRA NN, NT U vy i3

ESNTVD DNS =" TERSNTND I L 2R LET,

l_ Cisco Unified Communications Manager #2974 A4 F



| $4% CiscoCTLY514 7Y FDERE

Cisco CTL Provider ¥—Ez207 57« 7t N

* 41 CiscoCTL 9S4 FY FDBREARF v IUR L (HE)

BEFIE BEEFIES & UEEIER

RAF97 3 |Cisco Unified —E A7 £ U F ¢ ¢ Cisco CTL Provider #— |[Cisco CTL Provider #—E ADT 7 F 4 7
ERAET 7T 4712 LET, {1 (P.4-5)

7 7 A ZND4 Cisco Unified Communications Manager ¥ —
/3C Cisco CTL Provider —E 2% 7 277 4 7IZLET,

kB> bk Cisco Unified Communications Manager O7 > 77
L= FEICZOH—ER&2T7 77 4 71 LA,
Y—bCREHET 7T 4 7TICTDHLEEHY FHA
Ty X7 — RRIZY—ERZAEBNICT 7T 4TI

730 ET,
A7 97 4 |Cisco Unified — & 27 & U 7 ¢ T Cisco Certificate Authority | Certificate Authority Proxy Function #— &
Proxy y—tE 2% 777 4 712 LET, ADT 7T 4741 (P.10-6)

Evbh 27 RAZRNOEMND /) — RTHH  Cisco Certificate
Authority Proxy h—E 2% 777 4 7IZLET,

DUt bF7RIMR Cisco CTL 7 9 A4 7 b&EA A h—
VL TCERET DI OEEA2 EITT
N iE, CAPF #1445 7212 CTL
T ANERRTELENRL 72D
E

RTFYT 5 |FT 4 PREEBALARVESIT, TLS A O R — b &% |[TLS #6iA4A— FoRE (P.4-6)

ELET,

Ev bk O ES Cisco Unified Communications Manager
DT v 77 L— FREINCHRE LIS, EILHBmICR
TE3NET,

ATYF 6 |Cisco CTL 7 74 7> MAICEET AV — e o b7 & |[[Cisco CTL 7 54 7> FO#%E] (P.4-10)
H 200X 2T 4 h—T L ENRNAT—FR, RAXMELIZ
IP7RLA, BEOR—FEFEZAFLET,

ATYF T |CiscoCTL 7 AT b A v A =L LET, o [y 27 gl (P.1-5)
o [ A=) (P.1-14)

e ICiscoCTL 7 747> FhDA A R—
i) (P.4-8)

RAT97T 8 CiscoCTL 7 A4 7> ha#ELET, [Cisco CTL 7 74 7 > FhOFE] (P.4-10)

Cisco CTL Provider Y—EXD7 Y T4 71k

Cisco CTL 7 74 7 b @ EH. Cisco CTL Provider ¥ —E AL > TEF = U T 4 E— FPIFEL
¥a7 E—RFPLRAE—NIEAEIN, V= GERAER CTL 7 7 A MITHERESNVET, 0%, =
DY —ERTEL>T, CTL 7 7 A 233~ T® Cisco Unified Communications Manager ¥ J Y
Cisco TFTP #— NZHEE S ALE T,

P—ER%ET 77 4 712 LT 5 Cisco Unified Communications Manager 27 v 77 L — K L7284
Cisco Unified Communications Manager (2 X > CH—E R L7 v 77 L — FRICHBWICHET 7
T4 TRV ET,
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B CiscoCAPF9—FExXD7o T4 71t

ATFyvFT 1
ATFvFT 2

AFvT 3
ATy 4

7 T AENOTXTOY—,3T Cisco CTL Provider & —E A&7 7T 4 TIZTHXLERH Y £9,

Y—ERET 7T 47T DI, ROFNEEZFEITLET,

FIR

Cisco Unified ' —E X7 £ U 7 ¢ T, [Tools] > [Service Activation] DJIEIZEIN L F£ 5,

[Server] ke v 7% U2k Ry 27 AT, Cisco CallManager ¥ — A £ 7213 Cisco TFTP —t 2 %
TIT AT L — @R LET,

[Cisco CTL Provider] ' —t A 47> a > RE %27 U v LET,
[Save] #27 UV » 7 LET,

g

T IGAEZNOTRXRCOY—N"T, ZOFEZFEITLET,

S

(3¥)  Cisco CTL Provider t— Y 2% 7 77 1 7IZT %A1, CTL R — M2 AN TEET, T 741
FOR— P ESELEETH5E1E, [TLS #EfAR— FoOE] (P4-6) 2ZRLTIZSW,

P—EARF—ANTFITSINTVD I 2R L ET, V—EADRELMER T 5121E, Cisco Unified
P —E AT B 7 ¢ T [Tools] > [Control Center—Feature Services] DNEIZER L F 7,

BntESR
(BEIEH | (P4-21) Z2BRLTLEEN,

Cisco CAPF H—EXD7%Y 571 71t

OV —ERADT 7T 4 7T{EIZ DWW TIiX, [Certificate Authority Proxy Function ¥ — & 2D 7 7 7 ¢ 7
b1 (P.10-6) 2ZML T 7ZE W,

DURA VR T ERAR

Cisco CTL 7 9A TV haA Y A M=V L TRET DHICZ OEEEFEITT L, CAPF 2357
DIZCTL 7 7 A NV ERHTDHENRL 2D 9,

TLS #EfAR— FORE

T 74N NOFR— IRBEEFERHFORBESL, 77 AT U= NVEFEHL TN TTZ 74T 74— /LHD
A= 2 TER2WESICIE, 2725 TLS R— FESORENLEIIRDZ 6 H 97,

e Cisco CTL Provider ® TLS #HT 7 + /L b R— MX 2444 T3, Cisco CTL Provider R — M,
CiscoCTL 7 A 7 "L OEREEMR LET, ZOFR—FTiE, CTL 77 A VOEFSS, 7T A
X2 )T 4 = RKOFKE, CTL 7 7 A4 1D TFTP r—_"~DRFFE/2 . CiscoCTL 7 94 7T
U hOEREMIELET,
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Y
)

TLS #HAR— rogze N

JTAR X2l T4 T—FRiF, AFURT Ry —=RFELIFZ I TAZOEF2) T A BEZRT L
iﬁ‘o

+ Ethernet Phone " — k&, SCCP & HEATT 5B D ORBEEREEH L ¥, HtFa7 £—
FOY G, EREEIZAR— F 2000 2/ L CHERis N E T, BEE— FOY A, Cisco Unified
Communications Manager ® TLS #f¢ /8 — b i3 Cisco Unified Communications Manager &~ —
FHIZ 443 #MFE (+) L7=2FBIZ72 5 7%, Cisco Unified Communications Manager O F 7 # /L
ko> TLS #ft1% 2443 12720 £ 7, R— bESRBIEMEHTOBERL, 7747 U —VEMAL
TWCTZ 7 A7 V4= VADKR— FEATERWERICOR, ZORELZEHFLET,

e SIP &% =7 AR— h&fiHT 2 &, Cisco Unified Communications Manager (%, SIP #3474 5%E
DD SIP A vy —URFEZTTEET, 7740 MEIE 5061 TT, ZOKR— MEEE LY
41X, Cisco Unified +—E 27 & U 7 ¢ T Cisco CallManager ¥ —t 2 Z L&) L, SIP % E{T7
LEEE Yy FTOMENRDHY £T,

ATFv7T 6
AFvF 7

R— M2 WH L7-1%I1%. Cisco Unified y—E 27 Y 5 ¢ T Cisco CTL Provider #— & 2 % fH i #)4
HUHENRHY F9,

CTL A—hix, CTL 7 94 7> FBRFETEINTWDET —H VLAN IZH L THWTW AR ERH D F
9, Cisco Unified Communications Manager (237 /L& RE9 72901 TLS 2347 L TV A EEH D
CTL 7 947 v "PMERT LR —FEEALET, CNO6OR— MI, EFFEARIFH AT —F X F
CIERESALE AT —Z ZATRE SN TN D TNTO VLAN (X L TR TN TS0,

T 7 AN IREEELT HITIE, ROFIEEZFATLET,
FliE

BRI HF—MIEL T, ROEEEZFITLET,

e Cisco CTL Provider #— & 2 ® Port Number /X7 A —F# 2T 521X, AT v 7 2~A7T 7 6
EIEITLET,

o [A— 4)‘7[’\/ h# & AR — b (Ethernet Phone Port)] & 7213 [SIP&EEE & % = 7 48— b (SIP Phone Secure
Port)]| DBREEZLELTHIE, AT v 7 T~AT v 7 11 ZFITLET,

Cisco CTL Provider " — M2 ZH 4 51Zi%, Cisco Unified Communications Manager O & #~_— T
[ A7 & (System)] > [ F—E A/3F A —% (Service Parameters)] DJAIZEIR L £ 7,

[h—73(Server)] ey ¥ > UR K ARy 27 AT, Cisco CTL Provider +—E A& FE[TL T\ 5 —
NEFINLET,

[h—E X (Service)] Rr >y 7 X2 URA K KRy 2 AT, Cisco CTL Provider F—E 2 2RI L 97,

e

EVh V=X NRTA—ZOFFEMIONTIE, BEIFERITV 274570 v 7 LTLES,

Port Number /X7 A — X DEZ LT HI21%, [/3T A —Zfii (Parameter Value)] 7 1 —/L RIZH L1
A= ESEANLET,

[fRTF(Save)] 227V v 7 LET,

[4’ v hEEEEAR— b (Ethernet Phone Port)] & 721 [SIP &&f & % = 7 48— I (SIP Phone Secure Port)]
REHEEE T 5121, Cisco Unified Communications Manager OB ~— T [ 2 A7 A (System)] >
[CISCO Unified CM] OJEIZEIR L E T,
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WM CiscoCTLISA7  FDLI VR =1L

AFvwF 8 [ Cisco Unified Communications Manager 7 FI =X F L—>3 > 27 Rl OFIFITHE,
Cisco CallManager —EAZFIT L T DV —"ERBLET, MRAEREINEZD,
P— R0 [4Hi(Name)] V> 27 %27 U v 7 LET,

AFwF 9 [Cisco Unified Communications Manager @ % i€ (Cisco Unified CM Configuration)] 7 « > K7 3% /R
Shizb, [A4—H% x> hEFER— |k (Ethernet Phone Port)] 7 4 —/V RE 721X [SIPEFEF 27— b
(SIP Phone Secure Port)] 7 4 —/V NIZH LWA— FESEZ AN LET,

ATy 7 10 FEiEHEZ U &> b L., Cisco Unified #—E 27 &Y 7 ¢ ¢ Cisco CallManager ¥— & 2 & FiZ#) L £ 9,
ATy T 11 [RfFESave)| 27V v 7 LET,

BntER
[BEIEH | (P4-21) #ZML T 7Z&W,

CiscoCTLY 5472 DA VA =)L

WDA R SPRFEAETDHEEXE, 774 T "E2ERLTCIL 77 A VEEHTOLERH Y E75,

o JIAZ ¥FXa VT 4 T— FORYORER

o CTL 7 7 A VOO IERLE

* Cisco Unified Communications Manager @1 > A f— /L%

¢ Cisco Unified Communications Manager #— 3% 7z{3 Cisco Unified Communications Manager
T — 5 O

* Cisco Unified Communications Manager — 3D IP 7 R L A £ /= iFH A M4 DO HH

e BX2UT 4 b—7 rOBM%EITHIBRE

o ASA 77 AT U4 — VDB E T2 ILHIERHE

o TFTP % — DBt F 7= 1ZHIBR:

* Cisco Unified Communications Manager —/NDiBN# & 7= (X HIBR %

o Y—=FRA_=7 4D CABLMNEELT Ty b7+ — LT v T — LI

Evhk PIAT 2 " e A A=A LEIELTWDY—NFEZIZTY—T AT —2 3 T, Smart Card —F
28 TRt BXO TEHE ICHREESNTWRWEES, A A =L L 1,

CiscoCTL 7 A4 7> haA A M=/ 3221, ROFIEEZFEITLET,

FIE

AFvF 1  [Cisco Unified Communications Manager 7 N3 =X | L—2r3 2 U Rl OFBHIZEN, 774 T >~
FeA A=AV LEH LT D Windows V—27 27— 3 »F P — 305 Cisco Unified
Communications Manager D EHX—|ZB# L £ 7,

ATw7 2 Cisco Unified Communications Manager D& H~—C, [ 77U 7 —3 = > (Application)] > [ 7T 7
A > (Plugins)] PIEIZER L 9,

[ 7T 74 v 0%k —%F R (Find and List Plugins)] 7 « > FUBRFRINET,
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ATFyvFT 3

ATv7 4
AFwT 5

& DA
AFyvFT 7T

ART9T 8
ATFv7T 9
ATFv7T 10
ATy 7 1

ATFvT 12
ATFvF 13

Cisco CTL /547> FDF7 v T L— FE&U Cisco CTL 77 A LoB7F M

[T T T FA TR ”“*U/‘(and Plugin Type equals)] Kr >y 7FH o UR L Ry J ZAnn [A
v A h— L (Installation)] Z3&R L, [#%HE Find)]| 227V 27 LET,

[Cisco CTL Client] & &2F £,

TrANEA A= RTBHI2E, v RUOEMO, CiscoCTL 7 AT b 7774400 &
I ERAANCH D [ # T v — K (Download)] 27V v 7 LET,

[RF] %227V v 7 LT, Z7ANVEEBOGINIHRITELET,

A A M= EBIT HI2i%, [Cisco CTL Client] (7 7 A VA RIF LIZHATIC L - TV A 2 F20%
FAT 77 ANV ET) XTI Y v 7 LET,

N,
GB) [FUrn—FORTIRy I AT 77 ANERL 22U v /5L bTEET,

CiscoCTL 7 7A T bONR—=T a U RRRINDHDT, [Next] 27V v 7 LET,
AVAR= T4 PF— RBRRINET, [Next] 27 Vv 7 LET,
fERFFRIICRE L C [Next] 227 Y v 7 LET,

IIAT U NeA VAN NAT L7 4 NTEBRLET, LERGAIL, [Browse] 227 ) v 27 LTT 7
VEDOGFEEET LI ENTEET, BITEBRLIEL, [Next] 227U v 7 LET,

AA M= VEBRBTHITIE, Next] #27 U v 27 LET,
A A N=NDBET LIen, [Finish] 27 U v 7 LET,

EBINtESR
MBEIEH | (P4-21) ZBRLTLEEN,

CiscoCTLO A7 D7 v T L—FE KU Cisco CTL
2714 ILDBIT

Cisco Unified Communications Manager ¥ U —Z 5x 226 6x 127 v 77 L— RNL72#% T CTL 7 7 A
NEERT DL, Ty 77— RANZA Y A =2 L TWe Cisco CTL 7 FA4 7 F&aT A VA
F— L, &#HD CiscoCTL 7 FAT7 > baA A =1L ([CiscoCTL 7 7 A4 7> hDA A b—
V) (P4-8) #ZM). CTL 7 7 A VEBERT HDRHERHY £7, 7 v 77 b— AN — S DHIER
RBMEFEIT LR THAIE, 7Ty 77— &I CiscoCTL 7 94 7 Ml ET L EITIH Y
¥t A, Cisco Unified Communlcatlons Manager ®7 v 77 L—RicL b, CTL 77 A VADT —X
TEHBICBITINET,

Cisco Unified Communications Manager 4.x 226V V=2 6 x {27 v 727 L— KL, X2 U7 1R
FALE ETHEDNI > TWDIEAIEL, 7y 77— RENZA A h—/L L TWk Cisco CTL 7 4 7
T oA A =L, &HO CiscoCTL 7 747~ baA A =L LTCTL 7 7 A V& HAERK
TAOMLERDVEYS, T T T L —FNENZI FREOEX2 YT 4 ZHANTT DI, ROFIAICHE
WET,
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| CiscoCTL 54 7> FOKRE

FIR

AFvT 1 BFEFOCiscoCTL 7 94T b aT oA A= LET,

AFYF 2 HLWCiscoCTLZ AT "a A A=A LET ([CiscoCTL 7 FA4 7> hDA A ~—s] (P4-8)
),

ATyF 3 VAN L7 USB ¥—0 5 6472< &b 1 &AL T Cisco CTL 7 74 7 v MEFEITFLET
(TCisco CTL 7 74 7> b D E] (P4-10) #&MH),

ATFyFT 4 L0 —EREFETT LT T Cisco Unified Communications Manager $— /S8 L7 T A X
WDF~TH TFTP % —/3T Cisco Unified 4 —E 27 Y 7 ¢ Z{fif L T, Cisco CallManager ¥ —
28 LW Cisco TFTP Y —E 2 2 HEBT 20 ERH D 7,

BntESR
(BEIEH | (P4-21) Z2BRLTLEEN,

CiscoCTL V547> FDERTE
Je

Evbh  CiscoCTLZ 74T M, A7 Va—0 v 73R A T2 MPIcELET, 2k, 77
A Z T Cisco CallManager —E 23 LU Cisco TFTP H—E R &2 FTT 2T X TOH—"TIhb
DI —EREH/EBHTLLENRHDHT-DTT,

CiscoCTL 7 A4 7> M, ROX A7 #FEITLET,

e Cisco Unified Communications Manager 7 7 A Z OEFx a2 V7 4 £— RERELET,

GE) 792F B%207 4 E—FRE, AZURT7 Ry P—RNERF I TAZDOEF2 ) T 4 BREZHREL
ij‘o

e

E> b Cisco Unified Communications Manager DEENX—T D [T X —T T A ART XA —HFGE
(Enterprise Parameters Configuration)] 7 - > K7 T Cisco Unified Communications Manager
JIAZDEFx2YT 4 NIA—FEREEF—FNIIRETLHILIITEEA, 772 &
Fa2V7 4 E—FERET DI, CiscoCTL 7 74 7 > bPARETHLERH Y £3, M
([Z2WTIE, TCisco CTL 7 74 7 > FOBRENE] (P4-15) #BRL TS,

 Certificate Trust List (CTL; fERHE(EHEY 2 ) #EskLET, Zhud, %=V 7 4 F—2 > Cisco
Unified Communications Manager, ASA 7 7 A 7 7 4 —/L, XL CAPF +— SHOFEHE= |+
VRNEENTZT 7 A VTT,

CTL 77 A Mic K-> T, EilfmM O TLS 2 ¥ A — b 54— RashEd, 7747 M
H#AYIZ Cisco Unified Communications Manager, Cisco CAPF, B3 XU ASA 77 A7 U+ —/b
ERIBLT, Zhb0h—"oOitET s M ZBMLET,

RERITTHALIZEX 2T 4 b= ko T CTL 77 A VB ELENET,
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CiscoCTL 7547~ FORE

Y
)

CiscoCTL 4517 tome N

Cisco CTL 7 7 A 7 hZE. Cisco Unified Communications Manager A —/3—2 7 X% H#K— hH iz
fLEF, A== F2ZITF, HK 16 Da—LVZLHET L3 —/ 1 DORTV vy, 250
TFTP = BLUORKRI ODDAT 47 VY =2 P —"NEGENET,

188 BRI

Cisco Unified Communications Manager #7 > 7 7 L— KR35 L&D CTL 7 7 A VR EDFEHIZ O
TiXx, [CiscoCTL 7 747> bDOT v 77 L—REBLW Cisco CTL 7 7 A VDOEAT] (P4-9) 25
LTL7EENY,

Cisco CTL 7 A4 7 v M &% €7 S HilZ, Cisco CTL Provider ¥ — £ 2 % J O Cisco Certificate
Authority Proxy Function ¥—t 2% Cisco Unified Y —E X7 EVF 4 TTr 77 4 7Lz & & i
BLET, et 22o008%=2Y7 4 b~ EAFLET, 260 EXF2VT 4 F—2 03
VAADRIERMMBITLET, VAarLiE LRV T 4 b— 7/%@%@'6%%7)‘%@&7
=2 &Il OFTOF—R_"FEHFTUV—7 AT —3aD USB R— MIHALET, —C
USB " — "2 A, USBPCI h— F&EEHATAZENTEET,

WDO/NRAT =R FRAMERLITIP T FLA, K- ESEZRGLET,
e Cisco Unified Communications Manager O Ba —HF 4 L 2T — R

B —YZT, = Fa—YTER, 77V 5=y ary a—YThLANERDY, £/, A—/3—
a—WHEREFHFOR—N—a—W FIL—TF DA NR—=TRITITRY 8 A,

e XaVT 4 FP—T L DEHENRRAT -]
e ASA 77 AT U —LOERL—FHLLNRAT—F
INHOMBFIZONTIE, £ 4-2 (P4-16) 2L T EEW,

CiscoCTL 7 74 7> h&A v A b=V F LRI, P—"~DFy N =7 FfiafB LES, x> b
U— VRN SN TS Z R HET DI i [Cisco Unified Communications Operating System
Administration Guidel OFHICHES T ping I~ REETLET, 7 7 AXBETIX, 77 AZND
TRTCOF— IRy NT—THERTEDL L 2R LTI EIN,

##D Cisco CTL 7 747> b&A A b= L7345, Cisco Unified Communications Manager C
E—EIZ 1 077447 b CTL REBHR L NZ T ANETA, 72720, HEFEEIIFFIZS 6F
TOD CiscoCTL 7 FA 7 N TEITTEET, HD7 7470 P THREFELFEITLTWDMH, 20fh
DI ZAT > N TAHLIRE#HIT Cisco Unified Communications Manager (2 & > CHEIIZRTE S
ES RN

CiscoCTL 7 A4 7> FORENTT 5L, CTL 2 FA4 7 > MIRDZ A7 2 FITLET,
* CTL 7 7 A /V% Cisco Unified Communications Manager — NI EZIALFE T,

e CAPF capf.cer 7 7 AFZNDOFTXTD Cisco Unified Communications Manager %t/ — N (&
WD) — RPN ICEZIABRET,

* PEM XD CAPF EET 7 A V% 7 T A ZNDFT~XTD Cisco Unified Communications Manager
Bt/ — R (WD /7 — RLSL) IZEEARLET,

o TRTOFBRTEWHRA TFTP V— N DT 7 A N2 EEIALET,
o TRTOREFEHASA 77 AT U —NMIZDT 7 A NEEZIARET,
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| CiscoCTL 54 7> FOKRE

ATFvFT1
A7y 2

AFyvFT 3

ATFvT 4

AFvT 5

o CTL 7 7 A NWEEKR LIzRER T USB R— MIHFET DX =2 VT 4 F—2 COREHHEFEH LT,
CTL 7 7 A WMZB4L LET,

I IAT v M EFRETDITIE, ROFIEEFATLET,
FIE

ALZEX2 T4 b2 2D EL2DOAFLET,
WOEEDO T EFITLET,

o AUVAN—NLIETY—IRAT—varEREIY—1OFT A7 kv 7% 3 [Cisco CTL Client] 7 A
ayEFTNVIY v LET,

o [A¥—L]>[7mZ T L ]>][Cisco CTL Client] DIEIZEIR L E,

F 4-2 OFHIZHE > T Cisco Unified Communications Manager $— /SO ENE % A1 L. [Next] &
7Yy LET,

# 4-2 OFIZHE - T, [Set Cisco Unified Communications Manager Cluster to Mixed Mode] %7 U
L, [Next] 27 U7 LET,

HETDOAFITIET T, ROEELZFATLET,
o X aVUT 4 = EEBBMTAICIE. AT v 6 ~2AT v 7 12 %R L%,
e CiscoCTL 7 9AT7 vV FREZRTTDINE, AT v 7 1T~AT v 7 21 8B LET,

ATv7 6

AFvT 7
ATFv7T 8
AFvF9

2Fv7 10

ATy 7 1
ATy 12
AT97 13
ATv7 14
AFvT 15
ATv7 16
ATv T 17
ATv7 18
ATv7 19

IIAT VNI TRETIHE. DR 220908%a2 V74 h—=2 VBN ETT, T r—
T yNERLRWERY, h—=27 U EFALRNTLEZEWN, V=7 AT — g rFEiEY— N2 USB
R—=ENR220H2HBHIE,. 220X =2UT 4 b—2 U ERERFICTHEALRNTLIZE N,

TV = a BN ERLEL . BECiscoCTL 7 94TV FERELTWAY—I AT — g Fiz
(XY — N THEFATHE USB H— Mot %2 U5 1 h—21% 1 SfALT.[OK] %2V v 7 LET,

AL EF2YT 4 b= V2oV TOFRNBFRINET, [Add] 227 U v 7 LET,
B SR ET Y YRS VicERSRET,

oeX=a 74 h—2 2 (BELFRE) ZAEEEEY 2 MOBEINT 5121, [Add Tokens] 27 U v
y L/ij‘o

Y= NELFV =TI AT =2 a VITHALZ =27 VERDAA L TORWEAIE, s LES, 77
Vor—varPBERLEL, RO M—2 U EFHALT[OK] 22 U v 7 LET,

2HFEADEX2UT 4 h—=2 OV TOERSERENES, [Add] 227V v 7 LET,
TRTCDEF2VT 4 b= IOV T, AT v 7 9~ZT 97 11 #HVIRLET,

FEHET Y R U RS i ERENE T,

# 4-2 (P4-16) OFBIHES T, BENFEATLET,

[Next] 27V 27 LET,

F 42 OB TRENEEZAN L, [Next] 227V v 27 LET,

FTRTCOEF2UT 4 h—2  BIOH—"%BMLZS, [Finish) 27 U v 7 LET,

£ 42 OB TEF 2T 4 b= Da—F R2T—FKExAHL, [OK] %2 Vv s LET,

TIATV MTEHSTCTL 77 ANMEREND &, K —"DT L UL, =X, 774 1
r—var, BEXOCTL 77 A VDAT—F ANFRENET, [Finish) 227V v 7 LET,

Cisco Unified Communications Manager £¥21) 571 4 F
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AFvF 20

ATFvFT 21

Jo

CTL 77 noEy A

2B RTRy P—=NERF T TRAEIDTRTOT AL A%V Yy b LET, FEMIHONTIE, 52
A ADV Yy b, P—ERAOEEIFHFITY 77—~ (P1-12) 2B L TLEE,

Cisco Unified ¥—E X7 U 7 ¢ T, Cisco CallManager —t 23 LU Cisco TFTP #— ' 2 % Fjid
BHLET,

=

ATFvF 22

INHDOY—ERAEEITT HTXTD Cisco Unified Communications Manager #—/3& 7 7 2 ZND
FTATO TFTP =T, ZhHDOY—EAZHEHLET,

CTL 77 A VEEHR LS, USBERE— bt XaF 4 h—2 3RV ALET, T CHOEF=
VFr 4 =0 U BTERGITITEMN L E 7,

EBINtESR
(BEEIE H | (P4-21) 2BRLTLIEEN,

CTL 274 LD EH

Jo

WOHBEZ, CTL 7 7 A VE BT HLERD Y £7,

# L\ Cisco Unified Communications Manager — 3% 7 5 A X |[ZIBM L7256

J—R&EtXaT 77 AXTBNT 5 FIEICOWTIE, [nstalling Cisco Unified Communications
Manager Release 6.1(1)] LT &V, ZO~=a2T7 V21X, /— REEBINT55E B
FOH LW = RicEx =2V 7 4 2R ET D HENLMINTHET,

Cisco Unified Communications Manager — "D RTE /1L IP 7 RV AZEE LHE
WTNDDOREREH* TETP y— "D IP 7 KL AE 23R A N EET LI2HGE
WTRPDOREFEH ASA 77 AT T4 — D IP 7 RLAEIIAA N EEE LSS

Cisco Unified #—t 27 & U 7 ¢ < Cisco Certificate Authority Function ¥— 2 2 %2 L1255
X2 VT M= UERBINERITHIRT 2 LER D D5H

TFTP % — &8N E 2 ITHIBRT 2 BN H 258

Cisco Unified Communications Manager ¥ — 3% B £ 72 1ZHIBR T 2 LE R & 555

ASA 7 7 AT U4 — VEBIMEIITHIRT 20BN H D54

Cisco Unified Communications Manager % —/3% 7213 Cisco Unified Communications Manager
T2 B LTI gE
Y= =74 D CABAAELTF Y b7+ — LT vy 7 m— L%

=

TP ANVDOERIL, I VEENIEE AT E NN E SICETTH L ERIHELEL F4,

CTL 7 7 AN HDHEREEH T HIE, ROFIEEZFITLET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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B CTLo7 LOEH

ATFvFT1
A7y 2

FIR

BHDOCITL 77 A NVERETHLZODICHALEEF 2T 4 b—2 0% 1 DOAFLET,

AVAN—NLET—I AT = a v EEF—1OF A7 by 725 5 [Cisco CTL Client] 74 =/
EHXTNVIY w7 LET,

7% 4-2 OFPUZHE - T Cisco Unified Communications Manager ¥ — "D ENE S AJI L. [Next] &
7V w7 LET,

e

Evbhk Zov s> FuTiE, Cisco Unified Communications Manager % — M2 DWW THEFH L7,

CTL 7 7 A VEEHT HIC1E, & 42 OFAICH 5 L 512 [Update CTL File] %2 U v 2 L, [Next] %
7V w7 LET,

AFvF 7

T_XTCHOCIL 7 7 A NZEHFHTHICIE, TTICCIL 7 7 A MIFEET D EF 20T 4 F—2 2% (1)
USB K— MIFATALERHY ET, 75472 h T, 2O h—2 v 2EALTCTL 77 A LOE
A EBFELET, CiscoCTL 7 7472 MI Lo TEADPMIESNAET, FLW b—27 TBINTE E
Hh, V=T AT —2alEzdh—NZUSBAR— R 205655481, WMovXx=2T7 40 h—2
ZRIFFICIA LR NTL 2 &0,

BTE CTL 77 ANLEFHLTWAT—F 25— 3 L EIIH— NCHEMAARE/R USB B— Mo
X2V TF 4 FP—2 U EFALTOVARWVWESIZ. WFhrotxFa T h—27 0 ZFALTHD
[OK] &7V v7 LET,

ALEZEF 2T 4 b—=2 VIZOVWTOERPERENET, [Next] 227 Vv 7 LET,

M S IZREAE T B Y B3R, ZFERR SR E T

e

Bk ZO~A Tl Cisco Unified Communications Manager, Cisco TFTP, 7213 ASA 7 7 A1
TUA—NOT N EFHTEXERA, Cisco Unified Communications Manager => kU %
W+ AI12iE, [Cancel] 227 Vv L, AT v 7 2~AT v 7 6%H 9 —EETLET,

BEfF®D Cisco CTL => MU ZHHT L0, HD5W0ITEF =2V T 14 F—7 U 2BINEZITHIBRT 2B,

WDREZEBL T IEZED,

o Y—ANEEOHHFIEEITHLOEXF2U T 4 b—27 OBEMFINEICSW T, Cisco CTL 7
FA T hOFE] (P4-10) 2L TLIIFE,

o X2 VUT 4 b= EHIBRTDICIE. ICTL 7740 = U Ol (P4-15) 2R LTL
7230,

CTL 7 7 A VOEH BT L= 5, Cisco Unified —E A7 B U7 ¢ T, Cisco CallManager ¥—t
A$ X Cisco TFTP — v 2 & Hi# L 7,

INLOV—ERERITTDHTRTCHOI TAXRNOTRTCOH /) — KT TFTP —E X FE L O Cisco
CallManager —E 2 & HiEH L T ZE 0y,

BntER
(BEIEH | (P4-21) 2BRLTLEEN,

l_ Cisco Unified Communications Manager #2974 A4 F
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CTLo774L o Yol A

CTL 274 T2 V) DHIBR

Cisco CTL 7 A4 7~ h® [CTL Entries] 7V 4 » RUIZHKREINDL—HD CTL = F VX, WO TH
HIBR42Z &N TEET, 7747 M&BWT, [CTL Entries] ¥ « > KU ZFRT 57107 MMIfE
VY, HIBR T ATEHE 2R R L TH 5 [Delete Selected] 27V v 7 LTx=> b ZHIBRL 7,

Cisco Unified Communications Manager, Cisco TFTP, ASA 77 A 7 7 4+ —/b, F721% Cisco CAPF
EIEITTH— "%, CTL 7 7 A A OHIBRT 2 Z LIXTEERA,

CTL 7 7 A NMIZIEHIC 2 o0 F 2T 4 b—2 0 = PIDBFELTWAMERDY £4, 771
NInbEX2 VT 4 h—2 0BT XTHIRTDZ EIXTEERA,

EBINtESR
(BEEIEH | (P4-21) 2BRLTLEEN,

Cisco Unified Communications Manager %21 ') 7«
— FOEH

JITAZOEF2YT 4 T— ET DL, CiscoCTL 7 747 AT OIUERD Y 77,
Cisco Unified Communicatlons Manager tH® =2V 7 1+ F— FiL, Cisco Unified Communications
Manager DEBEN— O [ X —F T A AT X — X 3% 5E (Enterprise Parameters Configuration)]
TAYRUTERERTLHI LI TEEEA,

JIAZ EXa2 VT 4 B— NI RAF Ry = NETI TRAZOEX 2 U T R EHRELET,

CiscoCTL 7 74 7> OB ERIZ I FAX EX a2 VT 4 F— REEHETLHIE, CTL 77 A V%
BT 20ENH Y £7, [Cluster Security Mode] ¥ ¢ & RUIZBE) LT, E— FORELZEE L. [Next],
meQ®%:7Uy7Li¢(KﬁL774»@iﬁJ@43)%;0&42%%%)

7%&%%;)74%—k%@ F— bt FaT = NZEHELEEA, CTL 7 7 A M3 P —

WHIELTZEETTN, CTL 7 7 A VICEEAFEITE v EH A, CTL 77/]’/1/ CREFAENFE L7220

f:?i) EAIIB AR LRIE T 7 A L Z Bk L I F 27 & LT Cisco Unified Communications Manager
R SNET,

CiscoCTL V547>V FDEBREARE

GE)

75x&@fklj%4%—Fi #F 42 OBBICH AL O, FEFaT E—FELIFESE—F
DONWTINIIHETEET, IRET— FETNFERE, V7TV /75 . BLOAT 4 T Y
AR—KLTWET,

JITAE X2 T 4 F—FiF, AZ U RTRYy —REFIZITAZOEX 2T A EXREL
ij‘o

£ A2 HEMFEHALT, HIOHTD CiscoCTL 7 74 7> FiRE. CTL 7 7 A VO EH ., £-IFXEAE—F
NHEFEEF 2T T— KR ~OLEFEITH Z LN TEET,

o REDE Y MIOWTIE, ICiscoCTL 7 94T FOFREDE b (P4-3) 2R L T ZEW,
o BHETAHERBILVFIRICOWTIE, TBHE#EER] (P4-21) 2L T EEN,
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| CiscoCTL 7547 FDBEERE

& 4-2 CTLY 47V FOBRERE

B EZ:

[Cisco Unified Communications Manager Server]

[Hostname or IP Address]

®HD ) — ROKRARGEIZIP T FLRAEZ AN LET,

[Port]

Z @ Cisco Unified Communications Manager ¥ —/ S CTEITIN TS
Cisco CTL Provider #—tA® CTL A— b EZEZANLET, T 74
VN DOR— FFEFIL 2444 TT,

[Username and Password]

B ) — R TCA—R—a—VOEHEEREFHFLOT SV r—va v
=YD=V LXAT—=FLEILLDOEZANLET,

[Security Mode]

[Set Cisco Unified
Communications Manager
Cluster to Mixed Mode]

BEE— FTIE, BREE A TR SEHEA, B L UL F 27 O Cisco
Unified IP Phone % Cisco Unified Communications Manager (2883 2% Z
EWTEEY, ZOE— FTE, BIEF A ETIIRSALFE DT A AT
tF a7 R—F»REHEIN D Z &% Cisco Unified Communications
Manager 23RGE L £

Gx) {rb E— NIZEET D &, Cisco Unified Communications Manager
IZ K> THBVBREITEDIZ R 3,

[Set Cisco Unified
Communications Manager
Cluster to Non-Secure
Mode]

FEF2T7 T NIRETDE, TRTOT /A ZLIEBFE & L TRER
S 41, Cisco Unified Communications Manager (% A — Y FFED &
‘/j_\c"— }\ Li‘é_o

IoE—REBRT S L. Cisco CTL 7 747 > bix CTL 7 7 A /ViZ
%é?NT®1/$)®E%£%#WLi¢ﬁ CTL 7 7 A /WiE5| &
EHRELETALVZ PVICHFELET, EBFBIIBELARLRET 7ML
ZERL, HEFaT E L T Cisco Umﬁed Communications Manager (&
BEeESNET,

B b EFET 74 bOIHEEFR 2T T FICETITIE, Eiftks X
U\T’\TU) Cisco Unified Communications Manager %— /375
CTL 7 7 A VZHIER T 2R H Y 9,

ZOFE— RTIRAEREEFEH T ET,

[Update CTL File]

CTL 7 7 A VOHEREIZ Z DT 7 A NV EET HITIE, 04Ty ar
BRIRT MR H Y I, ZOF 7T 3 &2&RT S &, Cisco Unified
Communications Manager D% = U7 4 T— FFLBEIhEHA,

[CTL Entries]

[Add Tokens]

FFAAEEEY 2 (CTL) Ik X =2V T4 b—27 v &2BMNT 512 Nl
DR ET ) w7 LET,

Y= NEFFT =T AT = 3 VITHROICHTHALE h—27 U 2E0 4L
TWRWEAIE, B LEST, 7TV r—a U NERLES, RO
h—2 VEHALTIOK] 227 Vv LET, BMLEEX=V T o
h—=2 AZONWTOERPERINTED, [AAd] 227 Vv 27 LET, T
RTOEF2VT4 b= OV T, TNUHLDOEXEEZBVIELET,

[Add TFTP Server]

CTL 2% TFTP +— "% EBMT 212X, ZOREZr %27 Y v LE
T BXEDFEMIZOWTIX, [Alternate TFTP Server] % 7 D% EER
RENTET [Help] KA %27 YU v LET, #iEZAS LD, [Next]
7 Vv LET,

Cisco Unified Communications Manager £¥21) 571 4 F
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CiscoCTL 7547~ FORE

Cisco Unified Communications Manager Dt%21 )71 €— Fo@EE W

% 4-2 CTLY 547> FDBRERE ()
=E Bk
[Add Firewall] CTLIZ ASA 77 A 7 U+ — AV &BMTHITE. ZORZL 270 w7

LET, FEDFEMIOWTIE, [Firewall] ¥ 7 DR EMMBE R S NT-%
T [Help] "% v %27 Vv LET, REXATILIZD, [Next] 227V v
7 LET,

[Alternate TFTP Server]

[Hostname or IP Address]

TFTP % — DR A M EIIZIP T FLAZ AN LET,

REE TFTP H— N12ix, Bl s 7 2 2 1ZfFHET 5 Cisco TFTP — 3%
fBELET, U TFTP Y — O EIZ 2 2O DT T AL ZER
DAL M TAENERT 277 A% X2 0T 0 T— FKBRHELCT
HDHIERMETT, ZiL, CiscoCTL 7 A7 hEWiFDr 7 A
ZIA VA=V LTRHRETOILERHLHZEEEWRLET, SHIT,
[fl L/N—3 3 > @ Cisco Unified Communications Manager 23l 7 ® 7
FAZTEHELTWARLERH D £,

TFTP #—tE & /35 A—% FileLocation N /XA, 7 T AFZNDT X
TOV—NR_TRILTHDZ EEMERL T,

FERIZ DWW TIE, TCiscoCTL 7 74 7> hOFEDOE >V ) (P4-3) %
ZHLTLZEN,

[Port]

A a1 Y U —Z @ Cisco Unified Communications Manager CIlIAEE T,

[Username and Password]

4|l Y U —Z @ Cisco Unified Communications Manager CIEAZE T,

[Firewall]

[Hostname or IP Address]

T7AT O —IVDRAMLGELIZIP T KLAZ AN LET,

[Port]

RETEEHA, 774NV FDOF— K Th B 2444 %K @ Cisco Unified
Communications Manager 77— b &l L £,

[Username and Password]

FHETE EH A, Cisco Unified Communications Manager O & A k—/L
RRICRRE LT B BEE 4 & SR — R3SV AT A Lo TIER SN ET,

[Security Token]

[User Password]

CiscoCTL 7 A 7> "EWOTHRETDEXIE, T 74/ 8 NRAT—F
® Ciscol23 = KT L /INXFHEXB L TAS L, FEIHEDOBREZ TS
LTCCIL 77 ANVMNEBLAFEHTHDL I MR LET,

Cisco Unified Communications Manager Ot ¥%2a1)
T4 E—FOHER

77 AZDEFa VT 4 T FefERT21F, ROFIAZETLET,

JIAZ EX 2T 4 T RNE, AFZ Ry = NEF I TRAEZOEF 2 T HBREEREL

iﬁ—o
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M SmartCard ¥—EROBEMRE L UBRDET

AFvFT 1

ATvT 2

FIR

Cisco Unified Communications Manager O H~— T [ A7 A (System)] > [ =2 F —TF T 4 AT
A — 4% (Enterprise Parameters)] OIEIZEIR L £,

[Cluster Security Mode] 7 4 —/V RZRDOFEF, 7 4 —/L RNDEMN 1 L RS 5%E . Cisco Unified
Communications Manager [ZIERAE— FICIELSKHESNTWET GEMIZOWTIX, 74— K&
Uy Z7 LTLIEEN),

e

B> b ZOfEiF Cisco Unified Communications Manager DEHAR— Y CRIET D I ENTEEHA,
ZOMENREREIND DX, Cisco CTL 7 74 7 v FOREHR T,

BntER
[BEIEH | (P4-21) 2B L T 7Z&W,

Smart Card Y —EXDRIBS L UVBEIHDERTE

CiscoCTL 7 A4 7> b £ > A b= XV, Smart Card Vr—EARESTH D Lt SN HAIL.
CiscoCTL 7 9AT7 v s 79744 A =N T BV —=REHIFYV—T AT — 3 T, Smart
Card '—v 2% TH#E) BLY TBE) ICRETHILERHD £9,

27y T 1

ATvT 2
AFv7 3
ATy 4
ATvT 5
ATvT 6
ATy FT 7T
ATv7 8

P—e 20 [Bth) BIO THE) ITRESNTWARWEAIE, ¥X=2UF 4 b—2 2% CTL 7 74V
BT E EHA,

ARV —=FT 4 T VAT DT v 7 L— R, =X U U —2XDiEH, Cisco Unified Communications
Manager D7 > 77 L— K72 E %1757 5, Smart Card h— bt 22 TBi%A) BL O TEBE) IZhoTD
ZEERMERLET,

P—v2% B BLO THE) CRET DI, ROFMEZETLET,

FIg

Cisco CTL 7 A7 v haA Vv A =NV LI —RNERITTV—I AT —2 a3 T, [A¥—F]>[7nR
7T A EIRY V> [P EAELE [ AY— M >[ 2y hr— b SV > [EEY — L] > [
B A ] DONESER L £,

[VP—EX] D4 FUT, Smart Card —E2& 4527 U w7 L, [T 4 ] ZERLET,
[ZaxXT 4 ] T4y RO 2] 2 TRFERENTNWDZ L 2R LET,

[REZ =R T v 7OE] Fuy7Z o VAN KRy 7 ZA0G, [BE] &R LET,

[EH]1Z27Y v 27 LET,

[P—EADIRIE] ST, [BsG]1 22 Y v 27 LET,

[OK] %2 VU v2 LET,

Y= NELET =/ AT —varEY T —bL, $—ERARBEL TS Z L 2R LET,

EBINtESR
MBEIEH | (P4-21) 2BRLTLEEN,

Cisco Unified Communications Manager £¥21) 571 4 F
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€Xa2UF4 r—9 2 XAT—F (etoken) nZzE M

tXxa)yF4 F—H 2 INRAT—F (etoken) NZEHE

2AFvF 1

ATvT 2

ATvT 3

ATv7 4
AFvT 5
ATFvT 6
ATYT T

COEINRRAT — X, iEAEOWMEHETE L. CTL 77 A AR EBLINDZ ER2FRIELET, &
X2 UT g b—=2 02, T 74N RAUY—=FBRELTHET, EX%=2VUT 4 b—2 2 XU —
RidW o THEFETEEJ, CiscoCTL 7 7 A4 7> MZ LV RAT—ROEFEERD D 07 FHRER
TRENT-DH, REEZFITTHRNCARNA Y — RELEFTHLERD Y 7,

SRR — RERE OB % AT 51213, [Show Tips] R¥ %27 U w7 LET, fil 0B T
AT — RFEBETXRVESIE, #RINDEY FMERFML TSN,

X274 b=7 0 NRAV—F2ZEET 5203, ROFEEZFITLET,
FE

Cisco CTL 7 94 7> b % Windows & —"FEZIZ T -7 AT —2 a3 VA VA M=V LT=Z & &R
L/ij‘o

Cisco CTL 7 A4 7> & A A b=/ L7 Windows V—"F7=1Z V-7 A5 —2 3 ® USB i~"—
MZEF2UT 4 F—=2Z UBHASHTORITIITIHA L £,

[A%—F]>[7m 2 L] > [etoken] > [Etoken Properties] DNEIZER L E 3, KIZ. [etoken] 457
U w27 L. [Change etoken password] Z &R L 7,

[Current Password] 7 .t —/V i, &INAER LT h—2 v RAT—=RFR&Z AN LET,
HLWARRAT—REANLET,

BOED, HLWASAT—REFAHNLET,
[OK] %7 U v 7 LEF,

BntER
[BEIEH | (P4-21) #ZML T 7Z&W,

Cisco Unified IP Phone £® CTL 7 7 A1 LD #lIE&

A

bE N

X2 T RERRE CIOEXEZETTLH L aBEIO LET, FFIC, Cisco Unified Communications
Manager +—/30 5 CTL 7 7 A VEZBIRT 5 TEDBRWIGEIZBEIO LE T,

WOARBLN A LT235A 1%, Cisco Unified IP Phone £ CTL 7 7 A L EZHIBR L TL 72 &0,

e CTL77ANMIBALIZEXR 2T 4 b= 2T XTHERLT,

e CTLZ77ANMIZEA LIEXR=2YT 4 b= BRI L,

o WA EX2TRENDA ML — VIR EICBEIT 5,

o Eafka, X7 I ITRY, ELTRRDLFAL DO EF 2T 7T AZ~LEBENT D,

o EIEE, RHOEX2 VT 4 R —EF O b & % = 7 7 Cisco Unified Communications
Manager ~ & B89 5,

o REETFTP 4 — T KL 2%, CTL 7 7 A VHNICTEEE LAWY — RN L EBHS 5
Cisco Unified IP Phone @ CTL 7 7 A L ZHIBRT B I2i1%, £ 4-3 DIEEE2FEITLET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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WM CiscoCTL 75472 hD/S—C 3 v OBE

= 4-3 Cisco Unified IP Phone £® CTL 7 7 1 JLDHIR

Cisco Unified IP Phone

ETIL %
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7961G-GE, 7962G, 7965G. 797G, 7971G. 7971G-GE. ¥ X O 7975G %27 v /7 L — K L,
CallManager {S#HA b 775 MIC v— MEAEZHIFR L CABOERMEOMBEZ BT 22 & %
BEIOLET, FEMICOVWTIE TREFF) (P1-15) 2ZRL TS,

Cisco Unified Communications Manager £¥21) 571 4 F
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| $7% EE#EF1UT TAT7ILORE

EFftF¥a1)5s JaTr 0w A

BEMEtEXa) T TOTPALILDBER

ATFyvFT 1

2AFvT 2

AFvT 3

ATFyv7 4

Bkt x 20740 7077 ANV ERKTLDI2E, ROFIELZFEITLET,

FIR

Cisco Unified Communications Manager D& ¥~X— T, [ A7 A (System)] > [EFX =2 VT 4 T 7>
A JV (Security Profile)] > [EiiE ¥ = U7 1 7' 1 7 7 A /L (Phone Security Profile)] DIAIZEIR L FE 9,

[BFEEX=2UT 47077 A4 VOMRFEE—EH (Find and List Phone Security Profile)] v > Kv
NERENET, 777477 HID) 72 —DLa—FyE U 00 RURKERISNDZEERNH Y £,

F= A R=ZADTRTCHDLI— RERBETDHITINE, FAT TRy I ANETHDH I EEHERLT, A
Ty 7 3L ET,

La—Rza7 42 ) T ETRRT DL, ROFIRELFATLET,

s BRHDFmyFH T VAL Ry 7 AInb, MENT A -2 @R E7,
* 2HHDORuyFHZ T URAN Ry 7 AND, RN -2 BRIRLET,
o MBS U THEYIRMEKRT A b2fELET,

§4

GE)  MBEUEZEMT DT, [H]) R¥rE27 Dy 7 LET, FMH2EBNTLE, HELZTRTO
FEC—BT 2V a— FPRBEINET, FELZHIRT DX, (] AF %227 ) v 7 LTHRE
WBI U722 IR 20y, [Z7 4 V& D2 V7 (Clear Filter)] R"¥ > %27 Y v 7 LTGBEML
e N TCOMRFMEEHIRL T,

[#K Find)] 22V v 27 LET,

—HFTLHTRTCOLa— RBRRRFINET, [ X—VH7 0 OITE (Rows per Page)] Ky X v 1
AR Ry I APORRDEERINT 5 EEX—VICR R INIHARELERETEET,

La—FRpYANT, BRTHLa—RFol 27270y 7 LET,

N

GE) VDAMORHLUICEMEFZIEITFRMEORNNG 25/, TORAZZ Vv 7 LT, Y—©h
R A w2 LE9d,

VA4 RUICBEBRLZEANRRSNET,

EENTESR
MBEEIEE | (P7-13) 2BRLTLEEW,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



B7E BE#EFa1UT4 TOITIFAILORE |

B  EEgt*1U7« T077 1 L0OHE

BE#EX) T TOTPAILDERE

tXa VT Ty A EEN, BE, £ —32103%, ROFIEEZFATLET,

FIR

X797 1 Cisco Unified Communications Manager DEFHL~—C, [ A7 A (System)] > [EF =2V T 4 T m 77
A )V (Security Profile)] > [EiiE ¥ = U7 1 7' 1 7 7 A /L (Phone Security Profile)] DNAIZEIR L FE 9,

ATFwT 2 WOEEOWTNLEETLET,

o HLWTBT 7 ANEBITHICE, MRY 4 FUO [ HHEMN (Add New)] 227V v 27 L, A
Ty 7 3R ET,

e MEOEXZVT 4 TuTdrA Nt —F200F, B2V T4 a7 7 A4 VOMmEE]
(P.7-3) OFMIIIHEN, W2 T 077 A NEROF T, abt—32x20T7 4 707740
BRlcEREN TS [ a2t — (Copy)]| R¥ &7 U w7 L, AT v 7 3R ET,

e MEDOTu T s ANEEHT AT, Bt T Fu7r A O] (P7-3) OFHAIC
eV, @R T 4 a7 s A NVEROT T, AT v 3L ET,

[HHUEN (AddNew)] 22 U v 735, K7 4—L FOF 7 4L NEEE R LIEREY 4~ RUBE
RENET, [2E— (Copy)| 22 VU v 2735 L, BELAE—LEREY 1 RUBRRSNET,

ATwF 3  SCCP #FETT 2EMEDSGITER 7-1, SIP &2 E(TT 2EFEEOLE TR 7-2 OBPNTHE, )72
REZALET,

RFyT 4 [fifr(Save)] 22 U v 7 LET,

RDEE

X2 VT Tu T ANVEER LR, TEEKEX=2Y T Yo7y A 00K (P.7-10) O
W2V, EEEFICEA LET,

SIP # /T T HEFMDOEFHEX 2V T 4 IR 77 AV THA V2 A MRIERELESEIE, [—
v R —F D% E (End User Configuration)] 7 « > KV CHX A Y= A MEHIEHEEZRET O2LERD
DET, 0%, [EFHEOFHRE (Phone Configuration)] 7 4 > KU ® [ 44 ¥ = A k=— (Digest User)]
REZMP LT, 22—V 2 EFRICEEN T LERHY £,

EBINtESR
[BEIEH | (P.7-13) 22 L T 7Z&0,

BERtEX1UTs JATFAMILDEEAR

# 7-1 TiX. SCCP #ETTHEFDO X2V T 4 a7 7 A LORENBTICOWTHHALET,
# 7-2 Tix, SIP #FEIT T 2EFHEDO X2V T 4 707 7 A LDOFRENFIZOWTHHAL E7,
WIN L7 BEE YA TBLO T 0 ha Bl ER— M L TCWAREEITITNEREINET,

o REDEY MIOWTIX, EiHEX=2Y T 0 7077 A VOREOE Y ] (P7-2) 28R LT
<TZEWY,

o BET LB LOFIRICO VTR, BEEA) (P7-13) 2ZRLTIES,

Cisco Unified Communications Manager £¥21) 571 4 F
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| g7%

BE#EX1UTs TAIT7MILORE

EREME*2 T« JOIr A L0EERE A

® 71 SCCP #Rf19 2BE#MO LX) T FOTF7ANL
=E ETLT
[ 4 Al (Name)] tXa2UT 0 a7y A NVOLFIEATILET,

LT u 7y AVERTFTL L, AT OEMES A TBEI0Tm b
IO [ EG O E (Phone Configuration)] 7 « > R VIZH B [T /34 R
X =2 U7 4777 7 A/ (Device Security Profile)] ke v 7% )
A b Ry 7 ATXOLHIPERSNET,

Evh EX2 VT4 a7 ANRICT AR ET)NETa halky
GOLHE, T T A NERBELIIEH T AL EOEY T 0
T A NVOREIZESLBET,

—

#8H (Description)]

X270 TurrAVORBEASLET, @SB, EEOSEE
TR S50 XFEMBETEETN, ZFEIHA/F (), X—kr FE (%),
TURYP R (&), Ny ATvia (D), Whya (<) IEHTE
FH A,

[T 2AExF=2U T«
% — K (Device Security
Mode)]

Key7FZ 7 YA KN Ry ZANEL, ROLTT g rONTREER
=

e [FEEF =27 (Non Secure)] : EFEHEIZA A — VRGN DO EF 2V
T A HEBEIT H Y £ A, TCP ## T Cisco Unified Communications
Manager 2RI TE £7,

i [ FORIED #- (Authenticated)] : Cisco Unified Communications Manager
FEHEOBE M L REEA IR LT, 7Y iz, NULL/SHA
%ﬁﬂﬁ‘é TLS EfezBin L £7

» [K5 5k (Encrypted)] : Cisco Unified Communications Manager (37
DS, REE, BLUOW BRI LES, v 7TV T H
(= AES128/SHA #fEfl4 % TLS #fe 2 BHAn L. X CTOEFHE
I— D AT 47T % SRTP THEEL £,

[TFTP K51k (TFTP
Encrypted Config)]

DTy IRy ANA DA, Cisco Unified Communications
Manager IXEREHEA TFTP Y — "X o rm— RTORET 7 A V&

WElb LET, GO WTIE, TREZ 7 A VOl Fk) (P1-24) B
L TS b SN/ B E 7 7 A VO E] OFIE (P11-1) &%
LT EEN,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



78 BESEFX2UT1 TOIFALORE |

. EF#tEX) T, JO77MILOBEARE

* 71 SCCP #1719 3BE#OEXaV T FOT7M4IL (HEE)
=E Bk
[EFFE— R ZDT 4 — RTIE., BEEEN CAPF ZEBHEHMED IO 4 2383 5K
(Authentication Mode)] PEIRTXET,
Rry Xy YRR Ry 7 ARG, ROFT T a DVNT I % IR

LE

G¥)

.d—

[#8FEA kU > 7 (By Authentication String)] : = — 23 EiHE#I(Z CAPF
PRRETH &2 AT L2 GE T2 F. B — B VTCHMREHELZ A VR
k—w\7yf7v—P\W%\itubﬁfwy;—%4yfb
£

[Null 2 b Y > 7 (By Null String)] : =—H¥ R NMATEHZ LA, n—
HIVTHBIRREAEZ A A b=, Ty 77 L— K, Bk, £7
T ro TNV a—T 4 T LET,
IOFTvarTiRtxa VT o x—URELEEA, LENRH- T,
IDFT Y a NIRERECLEEOBAICIETIBIRGT A Z L AR
SHELREL £,

[ BEfF DFE = (LSC DL )(By Existing Certificate (Precedence to
LSC))] : WL CTA v A b= EN5HitM#E (MIC) E7ziimr—7h
NTHBIRFERE (LSC) NEFEICHFET 554G, LSC A v X
h—ib, T o7 T L— R, HIBR, itib??wy;w?4yﬁb
iﬂ‘ LSC M ﬁéﬂ% HHET D546, MIC NEMGKICTEET 20 E

W RAfR72 < | BRAEIX LSC %47 L’Cﬁ‘ﬂ/)ﬂiﬁ‘ MIC & LSC 8

E’Fﬂ% CIHET D46, #FEE LSC %ﬁl\bfﬁbﬂiﬁ‘ EEGET e

LSC BIFERT . MIC BFEET 256, #ikix MIC &40 L’CTTib
WET,

IOF T a yERIRT HENC, GERAENEFERICEET S L%
ﬁ%wu L/i'j_ @j‘7 V=] /;’d? ?RL?L LuE%iﬂ) E*%% T_‘
FELWE | BFITRI L ET,

MIC & LSC X EBFEH CRIFFICTFETZ 2 b 00, BREHKITHIZ 1
ODFEAEL T EHEH LT CAPF 2585ELEd, Btahs 774
< VEEAERT L OB TREINTZSGSE. &5 VI fhOFEE
%fjl\l-/ ntunﬂi—aﬂéia/\ 13, REEE— k%%%ﬁ#éﬂ‘gﬁ)&@ijﬁ

[ BEAF DFEE (MIC O )(By Existing Certificate (Precedence to
MIC))] : LSC & 7zix MIC MW EFEHEICTFET 28546, LSC &1 A
F—=, Ty 77 L—NF, Bl £E IV a—TFT 470
i?‘ MIC 23 E’Féﬂ% T DA, LSC WEMMICHEET B E

WZBEMR72 < FBAEIE MIC 24t L TiTbhE 3, Eifkic LSC
7’_ j’#ffb MIC M FAE L/f;u\iﬂ/\ FRAEIL LSC %4t L TiThih
EJcpe

COFT Y a s BIRT HENS, GEHENEFRICFAET D 2 &%
R LET, ZOF 7T a9 VE2BBRLEGHICHERENEFEICTE
FELZn e BRI L £,

[Eritx=2VUT 70774 VOFE (Phone Securlty Profile
Conﬁguratlon)] 74 v R TEESND CAPF BREIL, [EiED
#% 7€ (Phone Configuration)] ¥ « & K7 T E I 5 CAPF /35
)‘ S EMAIZBERENH Y £7 GERICOW TR, THEFEKE* =
V54 Tu7r7ALO#REOE M (P7-2) 2L TL f:é
V), [ 5% D% E (Phone Configuration)] ¥ « > K7 C CAPF #%
£ D FIEIZ DWW TIE, [Cisco Unified Communications
Manager 7 NI =X pL—>g2 07 Rl 2B LTS,

l_ Cisco Unified Communications Manager #2974 A4 F



| $7% EE#EF1UT TAT7ILORE

EREME*2 T« JOIr A L0EERE A

% 7-1 SCCP %74 5 BEMOELF1UT 4 FOT7MI ()

BE Bt

[¥—41 X (Key Size.  |CAPF THASH D ZORETIE, Fay7¥wr Uk By 2nh
By )] EHEORY A XEBIN L E T, 7740 MREMIE 1024 TF, Zh

DS F 7 a o i2id, 512 &£ 2048 3D £7

7‘721'/1/ FREMEEIY HRE 73?%?_%4’7\%14?RT6 &, EALHE T K

WCHERT Y b E—Z KT D720 S BIZRFFEA 200 £9, 4
REBENT T A F VT 4 TRET D &\ TV a rDIATH G EREK O
WREA A T £9, EIHEET VL o T, #AERKOTE TIT 30 738
D EnHYET,

Gx) [EFEEX=2VT 47277 A LDORE (Phone Security Profile
Configuration)] ¥V ¢ > R U T E I 5 CAPF &L, [EBEFD
7 (Phone Configuration)] 7 ¢ > K7 T ”Eé?hé’) CAPF <5
A—Z CHEICERPAH Y £T GEMRICOWTIL, MEEE#EF =
VT4 a7y A LDk ﬁ@t/kJﬂwz)%%%LT<#é
b\) [ FE G D% E (Phone Configuration)] ¥ 1 > K¢ CAPF &%
#£9 5 HIEIC DWW Tk, [Cisco Unified Communications
Manager TRI=XpL—2g> 27 R ZBBL TSN,

® 72 SIP 2R{T¥ 3 EFROEF YT FOIT7AL
&E H7LT
[ 4 Al (Name)] tXa2UT 04 a7y A NOLAFIEATILET,

FLnWrFa 7y A VERFETLE, ST HEMEES A TBLOT 7 b
L0 [ EEE OB E (Phone Conflguratlon)] TAYRTEHD [TAA A
t¥= VU7 ¢ 717711 (Device Security Profile)] ke v 7 # o U
AN Ry 7 ACZOLHHBERRENET,

Evhk EX2VT 4 0T ANEICT AL A FT)NET T haLEk
GHbH L. 7°D774’/V%i‘ﬁ??if:&iﬁ%ﬁﬁ‘é%ﬁ‘ﬂ)ﬁ@fifﬂ
77 A NORBICENLE T,

[ #LB7 (Description)] X2 VT a7 A NOFBAEANLET,

[ F > 2RI (Nonce F U AMERE N EREACAS LET, T 7 4/L MEIX 600 (10 47)

Validity Time)] TT, ZORRARGET S &, Cisco Unified Communications Manager 13
FLUWEEZERLET,

Gx) JFrAMEE XAV ARRIEEYR— T 2T U FLMET, A
/IX ]\uquE/\XU ]\@MDS/\//J@uf’%Jﬁﬂ%éﬂiﬁ“

[F4 A X2 T 4 Ray 77X T VRN Ry 7 ANE ROFT TS 3 ONT oz @R
£ — K (Device Security LET,
Mode)]

e [FEEF =27 (Non Secure)] : EFEHEIZA A — VRGN DO EF 2V
7T 4 HEREIEH D £H A, TCP ##:iC Cisco Unified Communications
Manager BFIHTX E7,

o [FBAEDH (Authenticated)] : Cisco Unified Communications Manager
LRSS LR AR L E 3, v/ U 7 iz, NULL/SHA
%ﬁi)ﬂ‘fé TLS ¥z Bt L £ 7

o [HEEMk (Encrypted)] Cisco Unified Communications Manager 3%
R ORESME, WEE, BLOK S bERIELES, v T U TH
12 AES128/SHA % {925 TLS #ki & Bth L. 9XTo SRTP %t
ARy 7 EOTRTOBE T — LD AF ¢+ 7% SRTP THEE L E T,

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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B7E BE#EFa1UT4 TOITIFAILORE |

BEM#EXaL) T TOT 7M1 LOBRERE

® 72 SIP 2R{TF 3 EFROEF21 )T« TATF7IIL (HE)

e

B

[ #i5i% & A 7 (Transport
Type)]

[T 34 AEF =2V T 1% — K (Device Security Mode)] 28 [FEEF =7
(Non Secure)] THHH%LAEIE, Fay 7 H o URX N Ry 7 ANHIROA
Tra DT EBRBRLET (RRENNWATarbdb ET),

e [TCP]: /%% v N % %G SN2 NEIZ1E T % X, Transmission
Control Protocol Z3#IR L F9, 27 o havid, Xy bR ke vy
FTENRNWI L EFEELETA, BX2 U T 4 R ENFEEA,

e [UDP]: "7 v b % miEICZAE 7 5121, User Datagram Protocol %

ﬁmbiﬁo_®7mb:w NT Yy R ERRYyTTLIERD

CIEESNTNEICZET D LR A, X2V 7 ¢ 38Rt
éﬂiﬁho

e [TCP + UDP]: TCP & UDP Z#AALHTHEMATIICIE, 204
TarEBERLET, 204X T a T, BXxa U T o ikt
SNEEA,

[T 34 2EFx =2V T ¢ FE— K (Device Security Mode)] 7% [ 7B 5ED &
(Authenticated)] ¥ 721 [ 551t (Encrypted)] TH 54, TLS 2SRk ¥
A7 &0 EF, TLS Tik, SIP B O 7+ U v IEEGHE, T34

ARBFE, BEOV 7TV T AL (B BLE— FOR) BMEfksnEz T,

T 7 ANTTAAL A X2 T 4 T— FERETEXRWVWEA, ingk
XA 71X UDP 2720 £9,

[# 4 VxR NRIEE
A%k (Enable Digest
Authentication)]

ZDF v ‘J: v I A A 9% &, Cisco Unified Communications
Manager (%, BEFHEHEH S DT To SIP %*T?’V LU EITWET,

HA Y xR PEIETIL, T /51 AFRGE A, B L OMEEMEIT R
nNEEA, ZNHOMEZFHAT DI ;t “EﬂFz V74 E— K [.:mEU)
7+ (Authenticated)] £ 7213 [ #5751t (Encrypted)] Z &R L £ 7,

(51) 574 ./:EX ]\uth nﬂi@uf'ﬂﬂ ’31/"(021\ |—§7\\/]’ .‘/IX ]‘;Liﬂﬂ
(P.1-19) B LN TSIP EEFHED X A ¥ = A FFRAEDFE ] (P.12-1)
EZRLTIZEN,

[TFTP i 51k (TFTP
Encrypted Config)]

ZDF =y IRy 7 ANAE L DA, Cisco Unified Communications
Manager [TEFEED TFTP Y —"\inb X v — R T 5RET 7 A V&
BbLET, ZOF a0k, VA EFEEEH T,

t/bz®ﬁ7/a/%ﬁw LT, MHpF—%REL, A=A b
EGEAE L EBE SR — R+ 22 2 B8O LET,

FEMICHOWTIE, [BREZ 7 A LDk (P.1-24) BI W [HEE{kEn
T BIER T 7 7 A NVORE] (P11-1) 2R L T &N,

[RET 7 A NVADL A
VX MEHEEAE %
B4k (Exclude Digest
Credentials in
Configuration File)]

IOF =y IRy ANA L DYE, Cisco Unified Communications
Manager IZEFEH#D TETP — "0 b X U a— RT3 ET 7 4 VA
DHEA YA MEHBEAZELZHIBRLET, 2047 3 »id, Cisco
Unified IP Phone 7905G. 7912G. 7940G. ¥ & 8 7960G (SIP @ #)
HTd,

FEHICOWTIE, TRIEY 7 A VO L] (P1-24) BIW TR ES{Lsh
ToBEERIE 7 7 A VORGE] (P11-1) Z#ZRL T EEN,

Cisco Unified Communications Manager £¥21) 571 4 F
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| g7%

BE#EX1UTs TAIT7MILORE

EEMtEF1 )74 JOTr A LORERE W

® 7-2 SIP 2T 3EF#OEF2 YT« FTOTFIIL (BE)
BE By
[REFFE— R ZDT7 4= RTIL, BEEEN CAPF ZEBEHMED IO 4 2383 5K

(Authentication Mode)]

EEIRCEXFET, 204V ad, VA aEFEKEEH T,

Ky 7Zor URARN R ZANS ROFTT T 9 DT EER
LE9,

o [#FEA kYU > 7 (By Authentication String)] : = —¥ 23 EFE#IZ CAPF
qujC%ﬁJ’i’]\)‘J LfL 71 j— = — ﬁ}VTﬁfﬁfiuﬁﬁﬂi%% A
%—w\Tyfﬁv—P\ikm%%fwvl—%4yﬁbi¢o

e [Null 2 kU > 7 (By Null String)] : =—¥ BN ATHZ L7, a—
HNVCTHNRAREEZAA VA=V, Ty 7T L—FK, £72EF T
TNy a—T 47 LET,

:@ﬁ7v5yfmk#1)?4 @%Téhiﬁm Lizio
T, Z2OF Ty a VI BERAUEREOLSICETERT L L
i HELEL E9,

o [BEFFDFEH#E (LSC O ) (By Existing Certificate (Precedence to
LSC))] : WiETETA v R h— A SN BAERE (MIC) E7-lin—7
NTHMZFERE (LSC) MEEICHFET 56, LSC 21 » X
=, Ty 77 Vb—=F, EFLEI NI TN a—TFT 4T LET,
LSC »3% E}r%% CFET 25E . MIC PEBEICTEET 2008 500
BIfR72 <. FBREIL LSC 2/ L CiThhvE 3, EafilC LSC MFTE
B9 MIC BMFEET D56, BRkid MIC 297 L TiTbivE T,

ZOF Ty a rERBFRT DA, FER N EIERIC T‘f@“é L%
FEBLET, ZOF 72 a B8R LTSI ENEITEICE
FELRn & BEITRIGL £,

MIC & LSC (ZEFHE CRIFFICHFETE 200D, BRI HEIC 1
OOFEAEL T EMFH LT CAPF 278 ELET, BLSND T T4
<V HE%Eﬁ‘{T’Bﬁ‘@@EﬂVC{EEéﬂﬁ_%E . BV I OFERE
ENLUCRRIET 2561213, FRFEE— F%E%ﬁ?‘é%%#&)@i?‘

. [E%T? DFERAFE (MIC O )(By Existing Certificate (Precedence to
MIC))] : LSC % 7= 1% MIC 2SI F7ET 5854, LSC % A > %
b=, 7y 77 V=R $LEF T TN a—T 4T LET,
MIC 234 ﬁ’l‘% ITFET HEE . LSC WEISICTEET 200 E 5
BfR7e <. #iEIL MIC %41 L“Cﬁ%):hi@“ EaakIZ LSC 7217 2
7 L MIC ﬁ’ﬁfbﬁb‘iﬁ/\ FREIX LSC #4r L TfThiLE T,

ZOFT v a s 2RIRT LA, REAENEFERICFET I L%
RLET, ZOFT v a rERIRL G EICHERAENEIIRICT
FELRWE . BFEIT R L E£7,

GE) [EBiFEX=2V7 47077 ALOFKE (Phone Security Profile
Configuration)] ¥ 1 > R U T&E I 5 CAPF &iEIX, [EHD
% 7E (Phone Configuration)] ¥ « > R 7 TR E S 115 CAPF X5
A—2 LHEICEFER DY £ GEIC W T, [Eift 2
UF 4 Fa7 A LDk ﬁ@t/kJﬂwz)%%%LT<té
1/\) [?ELT,JEO) % & (Phone Configuration)] 7 1 & R ¢ CAPF 3%
F£9 5 HIEC DWW TiE, [Cisco Unified Communications
Manager TRI=RP,—2a32 07 R ZBRLTLLEZIN,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



B7E BE#EFa1UT4 TOITIFAILORE |

B  EF#txaUTs 7RI 7 A LOEA

% 7-2 SIP 227¥ 3BFE#OEX1 )T« TATFAIL (EE)

=E Bk

[ ¥ —% A X (Key Size. CAPF THEASNAZORETIE, KayFF oy UAKN KRy 7 AN
By M) FEE O A XA RIRLET, 774/ FREMIX 1024 T, Zh

DSt F 7 a o iid, 512 &£ 2048 3D £7

?“7 FV FEREME Y b RE BT A X‘%i%?)ﬁ“é L. EELHE THA R

W ERT Y b =2 AT 5720 S BTN 3, #4
BERNT A A4V T 4 Tk 71379“5& T /@%ﬁﬁ%s&ﬁ’f&@
MEerRAcE 9, BIFHEETT ML > TE, BAERDE TIZ 30 2L
ErmBZEnHY F9,

Gx) [EFEEX=2VT47m77 A LDORE (Phone Security Profile
Configuration)] ¥V ¢ > R T E I 5 CAPF &L, [EBEFD
7 (Phone Configuration)] 7 « > K7 T ”Eé?hé’) CAPF <7
A—Z LHHAEICEERH Y £ GEMIC O W T, TEFEE L F =
VT4 7uZy A VOEEOE VN (P7-2) %7“%5@ LTX 7"“%
b\) [ TG D% E (Phone Configuration)] ¥ « > K T CAPF &%
F£T DB DWW T, [Cisco Unified Communications
Manager TRI=X =g 0 F] EBRLUTIEE N,

[SIP &E&EA— I (SIP Phone | Z D&%, UDP k&AL SIP # FEATT 2 BAERICHEA S L E T

Port)] UDP % {# i3 % Cisco Unified IP Phone (SIP ®7) 73, Cisco Unified
Communications Manager 75 ® SIP A v & —Y OFEZICH AT 5 R —
FEFEATLET, 7740 FREIL 5060 TT,

TCP 721X TLS %M M3 % EEHkIX DREZ HH L ET,

BEMtEXa) T JOT7AILDERA

AFvFT A1

ATvT 2

[EFE DR E (Phone Configuration)] ¥ 1 > RU T, &\iit X2V 7 1 v 77 A Va4 EHHHICEH
LET,

158 BRI

B ORIECEABELZEN T 28X 2V 7« T u 7 7 A L aEAT 2N, BIEHIC 0 —I L THR)
RREAE (LSC) 723G TS v A b= S DHFEHE (MIC) REERTWDH 2 2R LET,

B GEAENFT EN TV RWESIE, ROFIEEZFETLET,
1. [EiEDOFHE (Phone Configuration)] V4 > KU T, ¥ a7 Yurr A LZ@EHLET,

2, [EIHEOR E(Phone Configuration)] 7 4 > RV T, CAPF RE TREINTFEHELZ A A F—b
LET, ZOEEDOETOFEMIZ OV T, Certificate Authority Proxy Function ¢ H 5%
(P.10-1) ZZHL T EE,

3. [EFED3XE (Phone Configuration)] 7 « > KU T, #iEEIIHSILHICEE LT A X EXa
V74 a7y A vE@EMALET,

TNAA R EFGEE X2V T T T s A VBT 51203, ROFIEZETLET,

FIE

[ Cisco Unified Communications Manager 7 F3X =X p L—2 g 2> 2 Rl OFBICHE- T, Btz
BRBELET,

[ BEE DX E (Phone Configuration)] V 4 & RUBKRINTL, [TA AEFa VT T Tr AL
(Device Security Profile)] # B2 £9°,

Cisco Unified Communications Manager £¥21) 571 4 F



| $7% EE#EF1UT TAT7ILORE

ATFyvFT 3

ATv7 4
AFwT 5

EEMtFa1UT1 JOoorA B2t EEROoR M

[TA 2%V T ¢ 7 a7 7 A/ (Device Security Profile)] Ka v ¥ UK Ry 7 Ahb,
TNARZHEHAT 28X 2070 777 A VERIRLET, ST OEFIRS A 7BLO Y 7 han
MICERESN TV OEFHREXF 2V T 1 o7 7 A NETFRRRENET,

[fRTF (Save)| 227V » 7 LET,

T D EEEICAEE AWM 1T, [REOHEM] 227V v 7 LET,

RDEE

SIP AT+ D EFEEICF A ¥ = A FRGEA R E LI2GAIE, [ F2—H D% E (End User
Configuration)] 7 4 > R T, ¥4 V= A MEAGEAZEZRET H2LENH Y £3, KRIZ, [BraOi%
& (Phone Configuration)] 7« > R T, [ #A ¥ = A h=a—¥ (Digest User)] EZ EHRT HLENH
NET, AV AN 2—FBIOF A Uz X MEHGEAEOREDOFHEMIIONTIL, [SIP EiFEH#O
HA Ve A MNREORE] (P.12-1) #5RLTLLEI0,

BntESR
MBEIEH | (P7-13) 2BRLTLEEN,

Bt T, JOTF7MILNERELZITLERERORG

ATFyvFT 1

ATFvF 2
AFvT 3

ATFyv7 4

AFwFT 5
ATFvT 6
ATy 7T

ATv7 8

Btk e, REEEMTONEFR X2 )T 0 a7 7 AV ERBISEDITE, ROFIHEZFITL
EF9., ZOFETIE, TEHMYMRRFETERRENEZEILET (L 2X BEBELXTLE
O TIE, Ve y FERITHESTOLERRWGEENHY £T),

FIR

[~ A7 A (System)] > [EF = VT 1 7177 A/ (Security Profile)] > [EiFEEx=2 V7 17277 A
JV (Phone Security Profile)] PNAIZEIR L E 7,

[BEFFEX2UT 7077 A LORFE L —EFER (Find and List Phone Security Profiles)] 7« & R o A3
FKRINET,

T DB RMEZEINL £,
[#%K Find)] 227V v 27 LET,
VA RUICRREEE BT 28T E X2 T4 TuT A NDY X ERRRSNET,

YT L EFERE A S 2EFR X2V T ey A VE )y LET, [EFEEXF2VT 47
77 7 A L DR E (Phone Security Profile Configuration)] ¥ - & RUNRRR SN ET,

BREOERAATOET,

[fRfF(Save)] 7 U v 7 LE,
[REDHN] 22V v 7 LET,
[REMROWM | 717 07Ky 7 ABRRSNET.
[OK]Z27 VU v 7 L%,

BntESR
MBEIEH | (P7-13) 2BRLTLEEN,
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B =E#tx2UF« 70771 LOHIK

Bt T TOT7 74 ILOHIK

A7y T 1

AFyvF 2

ATFvFT 3

ATv7 4

Z ZTiX. Cisco Unified Communications Manager 7 — 4% X—2ZAnLEHEEX 2V 7 1 v 77 A
NEBIBRT 2 HIEICHOWTHBLET,

18 BHEII

Cisco Unified Communications Manager DEH_X—I bt x 2T ¢ 707 7 A4 VEHIBRT 51,
MOT w77 A NET A AZEHT D0, FA47T 07 7 A NVEHT LT XTOT A ZzHlRL T
KEEW, Y777 ANV EFRALTNDIT NS AZRETHIE, EXa VT4 7a 774 V0%
E 4 Foo [ v 7 (Related Links)] KR v 7450 U R K Ky 7 Zmb [KERMHLa— 1
(Dependency Records)] ##IR LT, [B#(Go)| %27V v/ LET,

VAT NTIRIFBIR L a— FEEREER A > TR WS, [ AT 4 (System)] > [T 4 —T 5
A A7 A —% (Enterprise Parameters)] ®NAIZEIR L, [Enable Dependency Records] 8% % [True] 2
BHELUET, REFBEHRL a— MERERZEMAT 5L, CPUSEAERE D LW ERERT Ay E—Y
MRRENFET, FEANEZRGFELTC, KEBRHKELa— 2T 2770 7ICLET, KEBFBELa—FO
S oW CiE, [Cisco Unified Communications Manager > X 74 2 Nl 2R L TS0,

FIg

B X274 777 A VOM#E] (P7-3) OFIRIE-T, EX2V T4 Tu7 7 A VERK
RLET,

BEOEX=2VT 4 777 A VEHIBRT DT, BRE—BRRV 4 RUT, BURTFT =y 7Ry
JADRICERENTWDEF =y 7Ry 7 AEA N2 LT, [RIREB OHIBR (Delete Selected)] % 27
Vo7 LET, [TXTEEIR(Select Al)] 27 U > 7 LTH S [EIRIEHE OHIBR (Delete Selected)] %
7V HE, ZORIRTREAMRRTATOLa— FEZHIBRTE £,

HB—DbXxa 74 7n77 A VaHBRT 51213 ROBEEDELLNEFATLET,

s MREEERVA U FUT HYREX2U T4 T 77 A VOMICE RSN TWDETF =y 7Ry
7 Ak AT LT, [BIREH OHIBR (Delete Selected)] #27 U v 7 LEY,

HIBRBHEO MR A ER T a7 MR REINTZL, [OK] 227 U v 7 LTHIBRT 20, [Fr &L
(CanceD)] #7 U » 7 U CHIBRBEZEU D IH L E T,

BntER
[BEIEH | (P.7-13) 2B L T 7Z&W,

Bt XL) T, TOT7MIILEFERLTVWSEEROKRE

27y T 1

AFyvF 2

BEOEFEEFX 2V T 4 TR T 7 A NVEHEHL T D EFEERARRET 22T, ROFIEZETLET,

Cisco Unified Communications Manager D& F~<—C, [T /3A A (Device)] > [ E#& (Phone)] DJIEIZ 3
WLET,

BYIDO RayTFH T YRR Ry 7 ARG, RENRTA—FD [BX 2T 47177 A/ (Security
Profile)] &N L £ 7,

* 2HHDRuyFE T YA Ry 7 ANORRANT— 2 RIRLET,
o MBS U THEYIRMEKRT A b2fELET,
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| $7% EE#EF1UT TAT7ILORE

ATFvFT 3

ATy 4

Rt

s=zrm N

Y

GE) MBEHEBINTDHIE, [F]ARZ 227 )y 7 LET, FME2ENTLE, HELLETRTO
ES ot *ﬁ?éV:ﬂ%##ﬁéﬂiﬁ FEHIBRT DI, [ RE %227V v 7 LTtk
B L=t 2 HIBRT 200, [Z 4 V& D27 U 7T (Clear Filter)] R¥ %227V w7 LCGBEML
2T R TCOMREMLHIRLET,

[#% (Find)] #2 V v 27 LE7,

—HT DT RTCOLa— FRRFINET, [ X—TUH7 D DI7H (Rows per Page)] kry 7 ¥ Y
AN Ry I AMDRRDEERIRT D LHEN—VICR TR EINLIHEBBE LR TEET,

La—ROYRRNT, ERTAHLI—ROY L2527 Y v s LET,
A

GE) VAPORHBULICEAEELITREORMPSLHEIZ,. TORHIEZZ Y vy 7 LT, Y—F
NEFF 238 L E 9

VA4 RUIEBRLZEANERSNET,

BntESR
[BEIEH | (P.7-13) 22 L T 7Z&0,

BEIE A
d F§7/f°/::1 ]\uunﬂEJ (Pl 19)

o [BREZ7ANDOKEA] (P.1-24)

o [EFHEtxX=2VT 1 777 A VOME] (P7-1)

o [EFHtExX2UT 4 777 VOREDOE M (PT-2)

o [FEiMtx2V T4 Tu7 7 A NVOHFE (P.7-3)

o [EiitktxaVT 4 TurrANOE] (PT-4)

o [EiitkExalT o 777 A VOBRENE] (P.7-4)

o IEFHEX=2YT 1 Yur7r Ao (P7-10)

o B txalT 4 Tu 77 ANERELZTDEEHBORB (P.7-11)
o [EifHtx2VT 4 Tu77ANVOHIBR (P.7-12)
-T*ﬁ%t%19?47n774W%ﬁ%LTwé%%%®@$Jm%u)
o EH b ENTEFHERE Y 7 A VORE] (P11-1)

o [SIP BiFEDO X A Y = A FRAEDEE] (P.12-1)

o [EBFEMOEX=2V T ¢k (P13-1)

YAOADEEI=aTIL
[Cisco Unified Communications Manager 7 NI =X p L—23 2> D1 Rl

[Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager]
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CHAPTER 8

&
X E

I AREBLESNTWHENE I NERT DI, REFROBFHE T2 ST 4 r—vav

F%y&#t#174y?4&%v5ybw/#ﬁééhifo

ZOEF, WONETHERINLTOHET,

o IHEZZ; (P.8-1)

o [HR—FENBT A Z] (P8-2)

o [ BXaT AT 4r—vay b—rbHeFaT AT 4 r—ay b— BT 5 HEEER]
(P.8-2)

o [IETEM (P.8-3)

RENBROBIFETER 2T A T4 r—ay b—UREESNDIDIE, a—NL2KDAT—F R
DEREXSRERESINTVDLIHE. DEV 2 — AR LI NTVD L AT ATHRI SN D HETT,
ZOM—2F, a—APRHEINTEY, BEHRPIRBRAETHHZEE2TRTHLOTT, 20O F—V
TiE, EWE—7ER3IEBYET, a— NV EBERODRAT —X ANRENREBREINTWESE, &E
MBEET D LT CIT, REFROBFTET M —r OFERBRKB I LET,

A= NVBIRDAT —Z APEHEISN T RWVERIL, REROBTRCHEEX 2T AT 47— 3
ybwyﬁﬁééhi#(@w5*7%ﬁ6ﬁ%wiﬁh

PR ROBFRORIEE DR, ¥FaT AT 4r—vay b= rXaT AT 47—
Vb= RET, RHEINATOARVWEFBBOREEITIT. b0 M=z 2 ER A,

REHRT/NM R

7% E % 1T - T, Cisco Unified Communications Manager O fR#EXI R T N4 X & $5E L £ 7, Cisco
Unlﬁed Communications Manager TRIEMN G T NA AL LTRETE HDE, AR — bxt5d Cisco
Unified IP Phone 3 X U*MGCP E1 PRI /' — F U = A DHTY,

VAT AT VORERT —Z ZADHRIN T4 & 12, Cisco Unified Communications Manager
I EMGCPIOS 7= hU=A TEFaT AT 4 r—vay b=rvlItFaT (T 47— ar
M=V EFETLIZLELTEET,
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WM SR Frch3FIR

X aT AT 4 r—vary b= bR 2T AT 4= ay P EFEHATE S a—10T,
WD EBY TY,

o JIAZNIPEa—L
o VAT ALTHREMZLHNISND Y T ALZ -

o {R#EXIS: MGCP E1 PRI #— 7 = A #&H ® IP & Time Division Multiplexing (TDM; K/ E(%
&) foa—u

PR GRT XA AL L TCREAHEZR Cisco Unified IP Phone €5 V& ET 2 HiEIZ Wi, [HAR—F
ENBET A A (P8-2) #BRLTLIEEN,

HR—rENBT/NM X

Cisco Unified Reporting #ffRAT25&, EFX a7 AT 4 r—vary h—rvltEXar7 1074
r—3ayv h—r%%HR— kT2 Cisco Unified IP Phone & 7 /\ % 58 T & £ 9, Cisco Unified
Reporting T, [Unified CM Phone Feature List] #2 V v 27 L9, [Feature] 7 /L X VY A =a—hD
[Secure Tone] #ER LET, TOHAEZ IR —FLTVWIREDO U A MREREINFET,

Cisco Unified Reporting Ot 1 LD FERIZ DU TIk, [Cisco Unified Reporting Administration Guide
EHRBLTIIEEN,

X1 T AT —3y b—=2¢EEXFAT AT A
b—ay =23 2EEER
ZITHE, X aT AT ar—vay b—rBEOFHICE 2B OWTHIPALET,
o REXGT AL REHT HERERIZTLET,
— BHEBT AL AL LTRETE S0, SCCP £721% SIP 2 E4T74 2B T,

— RERRT NS 2L, RENRTROT AL A (BEELT A A & IERE LT XA 2D J7)
Wa—nLTEEd, ZOHA, I NVIREFETRVWERESH, X2 T AT 4 75—
vay b—=UBREAINTET,

— PR ROBEIEED B ORES GBIV ERE LD, AT 4 TR S LI T2
WIS, TOa— 3Pl ENEEA, ZOHEA, a— L ETo TWAEFKTHEXF2T A
VT4 lr—vary h—=rNEEINET,

© ETF a—LVORA, RERRT AL ATERaT AT r—vay b—videxaT (v

Fa4lr—vay h=rRELEENRET,

~

GE) b4 a— T, a—LOFFHINONTRINCEF 2T AT 45— ar b—r
NEZ 2, T bIEERaT %747’ BRIZONWTCIHEEF 2T ST 4 r—vary b—
U ZBIERHD T,

. ClscoUmﬁedIP Phone IZFE "INy 7 TAalt, AT 4 THRKESLENTNDZ EERL
F T, BN R T AL AL L TREESN TV Z L 2R THEOTIEH Y £HA, 72
72 L, ﬁ% éﬂf? —IVERETDHICE, vy s TAaVrBRRRENTVEILERH Y £,
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| £$8EF +®FaF7AvT44y—Yay b—véktFa7 A0T45—av =V OEE

REEH

wezx N

o V—EABIUHIE~OEBIIKRO LB TT,

— BEEBROMET —E R (23— VB, S, 2 — R Y) 13, REN G OB )
1725 TWET, RENROBFH CHES —EAZROHTE, 2—LVOEHFAT—F 2%
KMLT, ¥F%aT7 A T4 r—vay b—vERFFEFarT AT r—vary b=
DEESNET,

— Cisco =7 A7 v ay EE YT 4 $—E 2B LV Join Across Line —E A%, R0
A TR /e > TV ETS

— V=T FIA UVBREE, REFROEFHRTHEATEETA,

— R /EIRB LOREERL, REFRa— L THFR—- S THWEREA,

e MGCPEIPRI 77— FU=A T HHEREKITLET,

— MGCP 7" — F U =A% SRTP W BALICHIET 2 X ORET HLERHY T, ZOF— U=
A 1%, mgep package-capability srtp-package =~ > F&#H L T EL £,

— MGCP % — F 7 = A i, Advanced IP Services - A — " F721% Advanced Enterprise Services
A A= (J=& 21E c3745-adventerprisek9-mz.124-6.T.bin) ZFETI2LERH Y 7,

— MGCPEI PRI 7 — U = A L DGR T — 2 ADOZHL, MGCP PRI Setup A v E— Alert
AvE— BLO Connect A vE—TDOMHE D FacilitylE ZH L TifThbh £,

— Cisco Unified Communications Manager 3% =7 A>T 47—V ay b—r%H4ETHD

I&. Cisco Unified IP Phone 2% L CTOATT, 2—ADF— b7z A =2 NI LTh—V
ERAETLOE, ry hT—27NO PBX T,

— Cisco Unified IP Phone & MGCP E1 PRI #— F T = A L DD AT 4 7R BSAL STV 7
WA, a— L3I nE 7,
A
GE) MGCP 77— b U = A 2T DS LOFEMIC O W TIE, HF® CiscolOS Y7 b =7

N— a3 v O [Media and Signaling Authentication and Encryption Feature for Cisco 10S
MGCP Gatewaysl] 2R L T2y,

X7 b—rOHEEICOVWTE, RIORTHEEEZRETILERNDHY 7,

o [HEFEDFE (Phone Configuration)] 7 1 > K7 (Cisco Unified Communications Manager ™% Bl
~R— T [ 7734 A (Device)] > [ E&fi (Phone)] Z#IR L THEY) T, WOHEEZHELET,

— U4 RUD [T 31 AEH (Device Information)] #Hi3ICEREINTWD [V T & —T 7
L — b (Softkey Template)] Ku v 7 &7 U X k226 [Standard Protected Phone] AR L
ij—o

N

GE) MHEMNSGOBHFEICIT. MEVY—EX V7 RF—DRWHLWI 7 F— TS L— %
FEATZLERDHY £97,

— [[E#%& £ 72\ T2 (Join Across Lines)] 47> a > (RIL Y 4> KU D [ 534 2 F# (Device
Information)] #/012#R) T, [4 7 (Off)] ZIRL E7,

— [fR#ESNT=F 34 Z (Protected Device)] F=v 7Ry 7 &2 (RALY 4> RUD [ FA A5
(Device Information)] /7 I2FRR) A I LET,
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l_ Cisco Unified Communications Manager #2974 A4 F

RERY

— [TAREX2 VT 071757 A1 (Device Security Profile)] Favy7# o> Ux bk (RU
74 Ruo [ 7a b aEEER (Protocol Specific Information)] 3 I2FER) 2o, [Ei
X2 U7 477 7 A VOFE (Phone Security Profile Configuration)] 7« > R ([ AT
2 (System)] > [EFx = V7 7 '1 7 7 A /L (Security Profile)| > [Eiit X =2V T s T u 77 A
/v (Phone Security Profile)]) TEFRHDPEF 2T REMEO T 07 7 A VEBRL ET,

[ EEEDFRE (Phone Configuration)] ¥ 1 & K CHEEEE & ZiBMNT 5 & &IT [ E3EEF 77 DRE (Directory
Number Configuration)] 7 4 > RUBRFRINAEDT, 2OV 4> RUICBEILET, [EiFEFOR
7€ (Directory Number Configuration)] 7 « > KU D [ T /34 A < TS XE> OS2 — v/ 32— )LFF
F§5% & (Multiple Call/Call Waiting Settings on Device <DeviceName>)] fHIK T, KD 2 DDA 7' =
COMEE LICRELET,

— [ 2 —vHE K (Maximum Number of Calls)]
— [E¥— U 47— (Busy Trigger)]

Cisco Unified Communications Manager O&FE~X— T, [ A7 A (System)] > [—E AT X —
% (Service Parameters)] @R L F 7T, mH DO [ —ER/NTF A —FFKE (Service Parameter
Configuration)] 7 « > R 7 TH— 3% @R L, Cisco CallManager Y —E 2R L £7, 2 FH
D [P —ER/T A —ZFTE (Service Parameter Configuration)] 7 ¢ > K7 T [Clusterwide Parameters
(Feature - Secure Tone)] fHi#k % F.-o1F T, [Play Secure Indication Tone] 47" = > % [True] IZf% &
LET (F 74 /V M [False] T9),

REX5 D MGCP E1 PRI 7' — b U = A 23K ET 2%E 1%, Cisco Unified Communications Manager
DEBAR—UT [T /34 X (Device)] > [ 7 — ¥ = 1 (Gateway)] > [ #HLENN (Add New)] 23 L |
PR BT N A BRI £, 70 kST [MCGP] AR L3, [ ko= A 0
R E (Gateway Configuration)] 7 t > RUBFEREINTZH, RO X I ICHELET,

— [Global ISDN Switch Type] % [Euro] (2% & L 9,

— MGCP #— ¥ =4 O DMOREEET LI b, [H1E(Save)] #7 U v 7 L, KIZ. 74>
RyoHT7Taz=y k0 OFUICERENIZ KRS N TAarvEzr ) v 7 LET, [
SNn7=7 7 v U T 4 1E DAL (Enable Protected Facility IE)] = v 7 &R v 7 AMFREINE
To ZOF =2y IRy 7 AT NTLET,

ZDOFEIZ XY Cisco Unified IP Phone =3 KR4 > &, MGCP #— b 7 = A 128t L T
W DRSS PBX B & ORI T, a— L OREAT —Z AL WS Z ERAREIZR D £,




7FHAYJ T2 RSV FOBSIEDETE

ZOBEEEREMRT B L. T u JEFEE T Cisco VG2xx Gateway ~D & ¥ = 7 72 SCCP #f5i & {ERL T
EFET, OS5 —bU =A% SCCP v 7 F U v 7i#f5I2i% Cisco Unified Communications Manager
T Transport Layer Security (TLS) Z /i L. & @15 (213 SRTP #{E/H L £ 7. Cisco Unified
Communications Manager ®BEfFD TLS £hE GEMHOER 2 L) 1L, &% =7 7 SCCP @iz THH
INET,

ZOEE, WORNETHR SN TWET,
o [BHMEX=2VT 4 Y7741 (P9-1)
o [FEWHEDEH | (P9-1)

Bt Ts JOTJF7AIL

T u B CTR B L SN ERE LT DI, [T AEx 2 U T ¢ E— F(Device Security
Mode)] /3T A — & % [ BFED A (Authenticated)] F721% [ K51k (Encrypted)] IR EL T, 7T Rr7E
A OEFEE X2 7 T s ANV ERT DM ENHY I, Bl X )T 0 eIy
A NVEAERHKT %121%. Cisco Unified Communications Manager V)Hsf_fﬁ/\**“/f [ A7 L (System)] >
[B*=VUT 1717 7 A /(Security Profile)] > [EiEE ¥ = U7 1 717 7 7 A /L' (Phone Security
Profile)] DNAIZEIR L £ 7,

BT X2V T 0 a7 s A VOEROZEMIC WL, [Cisco Unified Communications Manager
¥z V7 U7 Rl OFTE TEFEEEX2) 70 7r7 7 A VORE] #BRLTIEIN,

Cisco VG2xx ' — MU = A ICHE SN T WA T T r VBHEER AR ET HHEIL. [T M A X2
74 71 7 7 A v (Device Security Profile)] /X7 A —H Ik L CER LTz B X 2T T Fr s a7y
ANERERLET, [T AEFX2 YT 477757 AL (Device Security Profile)] /37 A — % %% ET
%)L . Cisco Unified Communications Manager P& EE~X— T [ 7 /34 A (Device)] > [ &3l (Phone)]

2T Es— b LT REEIT O EBaftko [ 7'v b 2 L EATE S (Protocol Specific Information)] £ 2 + =
VETRIZa— L LET,

GIHENEH

X 27T u SEFEEOKELTIHT 2121, WL CA BAFEFEHEL . Cisco VG2xx Gateway
T H$ % Cisco Unified Communications Manager (24 >R — F 20BN H O 3, FEHEOA
A— N OFEIZ OV TIL, [Cisco Unified Communications Operating System Administration Guide] @
%56  [Security] ML T ZI0,
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5. 10

Certificate Authority Proxy Function o {
R7AE

ZORIT, WONETHRENLTVET,

[Certificate Authority Proxy Function O#% | (P.10-1)

[Cisco Unified IP Phone & CAPF OAHAEA ] (P.10-2)

[Pv6 7 KL w7 & @ CAPF OMANEH] (P.10-3)

[CAPF ¥ 27 AOMEAEM B L O (P.10-4)

[Cisco Unified +— 27 & U7 1 TH CAPF ®#&E] (P.10-5)
[CAPF O EMF = v 27 U A K~ (P.10-5)

[Certificate Authority Proxy Function H—tEA®7 7 7 1 7{k| (P.10-6)
[CAPF #— Ut 2 T A —=ZOHEHF| (P.10-7)

[CAPF I X D2 EEEOEAEDA VA h—b, T T T VL —K, T TNva—T 427, F2iE
KBk (P.10-7)

[[ &G D% E (Phone Configuration)] 7 > K7 @ CAPF #7E) (P.10-8)
LSC A7 —# A F 72 IFFBRELFHN IS < Eaf oK (P.10-9)
[CAPF L 7R— D4R (P.10-10)

[FE A CORGECTHI DO ATy (P10-11)

MR C ORRGEC R OHeRS ) (P.10-12)

(&G (P.10-12)

Certificate Authority Proxy Function QO#I£

Certificate Authority Proxy Function (CAPF) i Cisco Unified Communications Manager & & H1ZH
BICA VA P— L&, REIIELTROY R 7 2 FEITLET,

BEA7 ® Manufacturing Installed Certificate (MIC; &6 TA A b—A SN 5HEEHE) . Locally
Significant Certificate (LSC; v — U/ THRRIENAE) . 7 ¥ DAERINTZRBIELTH, F721%
ﬁé‘l‘éa)i&b\j—7€"‘/ gD TnullJ ?ﬁu?ﬁ( c]: D Tnu uIE Lij—

0— AV CHEMRIEHELY ., R — k&R T3 Cisco Unified IP Phone (2% L THIT L £,
EAERIZH DO R — IV TENBRFERELXT v 77 L— FLET,
BERE DA ELZ R RBLIRN T I Y a—F 4 VT AOICEE LT,
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$£10%E Certificate Authority Proxy Function OfERA% |

Bl Cisco Unified IP Phone & CAPF Q#EEH

A A h— iz, CAPF ICEA OFEAEN AR SvEF, CAPF GEIZEX Cisco CTL 7 74 7 MZ
Lo T/ T RAZNDFTTD Cisco Unified Communications Manager ¥ — N2 2 B — & Fu, JEET .0
AL E 9, CAPF GEBIENFIET 5 2 & 2R3 5121%, Cisco Unified Communications 31—
T4 AT LD GUI T, CAPF itHlEAZ R L ET,

Cisco Unified IP Phone & CAPF O{E R

CAPF ELHHAICEMT 2 & &, HEahtkl nwijt%ﬁu WEAFD MIC F721% LSC REBIE. F£721% Tnully
Z i LT CAPF (2K L TH 7 & ik Fﬁ%&*ﬂ”%@f\?%ﬁéﬁkb BT E R vy =T TAR
#t% CAPF — NZHRE L £, *M%f.?é i%@iiaﬁ FEARICIR D | AMBICABI S NS Z LiTH D EH A
CAPF (&, FEFFEREIRICEA L, TOMENELZALMTE A v =V THEFMICRE L ET,

WOBHRIL, BEELITEROBEENEA LZBESICEH S E T,
o EIHETIEHELZA VAP =L L TWND LI THEREENRAET D L. BT 30 RHEETH &
3E, FFAZZEELLYE LET, TNOHOEEERET LI ENTETERA,
. %%%TCMW&@k/ya/%ﬁﬁbfwé&%_%ﬁﬁ%ﬁ%iié&\%ﬁ%m7§yy1
RSN TVWARIEE— REEALET, Zhud, BaifER Y 7 — MMEIZ TFTP — " b8 L
WERET 7 A NVER— RTERWEEIZHTZD i?“o FEHECEIENETTHE, 77 v 2O
BIXT AT B L >TZ VT ENET,

BEv b EFEo—YVERR CREE R L7 | BEAT — X AR TE L Z LITIER LTSy,

Evbh BAEREZENTIA AV T4 TRET DL, 772 arOFTHFHEFIEOEELZRMT T E3, #4E
DT I 30 43 BA Laas v £,

FEAEAR TP B EAEBIIEE LETHN, TLS P77 4 v 7R x 52 L2k, B/NROGE T A
T VAT SN D HENH Y £T, L& ZE A VA P VO TIRHICGEHEFENR 7 7 v v 2 llF
ERENDBRCERDEAND Z DDV £,

REFIE I 2048 By FO#EARIRT 5 & EEFEROEBIB LT = — A A — " —fCEF#K. Cisco
Unlfled Communications Manager, 8 XU EF 27 SRST 557 — bV = A & ORI CTHEERE A LT D

260 @U\Jjﬁ%)?’ GanbOET, @D Fa VT4 LU ELEE LTS EERE, 2048
t v FORITHRE LRNTIZE N,

Wiz, =—H# F 7% Cisco Unified Communications Manager (2L > CEFHEN Y £y b&hiz Lt &
CAPF 7 Cisco Unified IP Phone 7960G F X TY 7940G & ED L S \ZHAEIHEHT B0 OV TR L
35

(GE) /kODWJ TiE, LSC MNEFRHEPNIZ ZI2EE L2 0WEA<e, CAPFIEHO [F8FEE — K (Authentication Mode)]
Z [ BE1F OFEHE (By Existing Certificate)] 2N#IR ST 55 fE'/\ . CAPF GEBEEAER R L £,
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Certificate Authority Proxy Function O {74 %

IPv6 7 Ly 27 &® CAPF oiaEfrA W

fl: EEX21T7DTNAR X2 YT E—F

ZOHEITIE, [T3 AEFx 2 YT ¢ %F— R (Device Security Mode)] % [ 3% =27 (Nonsecure)] (T
CAPF [5# @ [ #87EE— I (Authentication Mode)] % [Null A Y > 7 (By Null String)] & 721X [ BEfE D
FERA R (... O ) (By Existing Certificate (Precedence...))] ([Zi%E L 7= B ICEZEEN Y & » b é ET,
EEEHIX, V'Y ’ETICF T4~ U Cisco Unified Communications Manager ([Z%5&k L., RET 7
A NVEZITRY 9, WIZ, EEEITABINIC CAPF LDty v a v 2L, LSC 2 ¥ U rmr— R
L¥9, LSC DA VA b— 1k, BT [T 34 2 X 2 U T 4 F— F(Device Security Mode)] % [ 72
FED #- (Authenticated)] F 7213 [ K51t (Encrypted)] (7% & L £,

i : Eﬁﬁwﬁﬁf:(iﬂ‘é%m?lifx tXa)T4 E—F

ZOFITIE, [TAA A X2V T 4 %F— F(Device Security Mode)] % [FRFED & (Authentlcated)]

Tl [ R %1 . (Encrypted)] {2, CAPF{§#H® [FHFEE — N (Authentication Mode)] % [Null X kU > 7

(By Null String)] & 7=1% [Eﬁfﬁ)uﬁﬁﬁi( D14 )(By Existing Certificate (Precedence...))] IZ5% & L7

RICEFEN VY FENET, CAPF vy v a U TLTCEFENLSC 24 VA b—LTDHET,

“‘Eil%é 72 4~V Cisco Unified Communications Manager 28 LEFA, By a BN TT D
. BEEERITBRERAITV. T IR A 2 Id S bE AT — FTEIEL 7,

ZoOfITIE, BIEHIT CAPF Y — NIZBEIRIZHRE L 72V T, [FBAEA F Y 7 (By Authentication
String)] #FRET D Z LIETEER A, BIFEICH R LSC B2RWIGA, BEIEAK L ET,

IPv6 7 FL v > &M CAPF OHEEA

CAPF %, IPv4, IPv6, FXZFOMGFDOX AT DT RV RAZMEHT HEERICTEHEZRIT LY
Ty T T L= RTHZENTEET, IPv6 7 RLAZEHT S SCCP NEITIN TV D EIL ’ﬂb

TREEZRITEIET v 77 L — K7 5 I1Zi% Cisco Unified Communications Manager ® & B T
Enable IPv6 #h—E R /35 X — % % True IZET HHLERH Y 7,

FERGH%7S CAPF | @mbmﬁfﬁi%ﬁi%#ét CAPF % Enable IPV6 =0 % —F T4 X /NF X —4
DEREZHA LT, BRI L CGEAEEZRITT 200, Ty 77— R 20&2RELEY, o=
YE=TTAR /\“’?%_é?ﬁ‘i False (CixE S5 &, CAPF (&, IPv6 7 R L A 27 % EaHK 5
O TARE T ERS L, BEERIIGENE2ZE L EEA,

# 10-1 T, IPv4, IPV6, F7-IXFDOMIFDEZ A DT N A& A4 5 EEH T CAPF ICH#8T 55
HEERHALET,

& 10-1 IPv6 E1=[% IPv4 EFERMN 5 CAPF ~D¥ER A%

BRERO IP E—F |EF#D IP 7 KLX [CAPFIP 7 KL R EiE#A S CAPF ~NDiE#AE

FaTNVAL 7 |IPv4 BLOVIPY6 ®it |IPv4, IPv6 EEEMIZIPV6 7 FL A HHL T
CAPF (28t L £9, BN IPv6 7
R LA CHERTERWGEE IPvd 7
RFURAZMER L CERZRRET,

FaTnzxky s |IPv4 IPv4, IPv6 BEEREIT IPVA 7 FL A& LT
CAPF 2B L £ 7,
FaT WALy |IPv6 IPv4, IPv6 EEEIZIPV6 7 FLRA&ZHEHA L T

CAPF e LET, BEERLICRIT 5
. BRI IPVE 7T RLAERMH L
’C CAPF CERHELET,

FaTVAZ s |IPv4 IPv4 EAEEIT IPVA 7 FL A ZEH LT
CAPF IZH L E T,
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| CAPF LA FLDHEERE L UVEHR

# 10-1 IPv6 E£71=1% IPv4 BEEHM 5 CAPF AR AL (F%)

EBEBOIP E—F |BE#OIP 7RKLX CAPFIP 7 FLX |EBE#h 5> CAPF ~DEHAE

FaT VAL 7 |IPv4d B LV IPV6 5t |IPv6 EFEMILIPV6 7 L A&FH LT
CAPF 28 L E T,

FaTNAE v |IPv4 B L OIPV6 ks |IPv4 EIEMIZIPVE 7T RL X &HH LT
CAPF [Z#:i L E T,

FaTNAK s |IPv4 IPv6 BEEEIT CAPF 1T CX £/ A,

FaT VAL s |IPve IPv4 TEEEHEIL CAPF [T T 8 A,

FaTNAZ s |IPvo IPv6 EIEHIZIPV6 7 FL A &AL T
CAPF Iz L E 7,

IPv4 IPv4 IPv4, IPv6 EEEMIZIPVE 7 FLAEZEHA LT
CAPF 285k L £ 7,

IPv6 IPv6 IPv4, IPv6 BT IPv6 7 RL X &AL T
CAPF IZH L E T,

IPv4 IPv4 IPv4 EEEMIZIIPVE 7T RL XA &R LT
CAPF iz L £ 7,

1Pv4 IPv4 IPv6 Bihf T CAPF ICEpi CX £ ¥ A,

IPv6 IPv6 IPv6 EaiEIZ IPV6 7 RL X2 A L T

CAPF (ZHfe L £ 9,

IPv6 IPv6 1Pv4 TEabfklL CAPF IZ#Efe Cx EH A,

CAPF YA TLDHEMERE L UVEHK

CAPF (21%. ROBEHERH Y £,

CAPF Z{EHT 5ri1Z, CiscoCTL 7 747> DA VA M= LB IR EICHLELRT X TOEE
ERITLIZZ L 2R Liﬁ‘ CAPF # AT 51i%, D / — KT Cisco Certificate Authority
Proxy Function —E 2 %&7 77 4 7IZT 2B R H D £,

FEAEDOT v 77— REIZA VA M=V HIET, B ’ﬁ L C CAPF @Ak X% [GBFEA b
U > 7' (By Authentication String)] CLEGA, BERICH URRGRE L TH & BRE IS AT T 5 N
BV ET, NLRroTGE, BENKK L £3, TFTP Encrypted Conﬁguration T
7/1)X /\7} &ﬂ)ﬁfﬂf\ wuuﬂij(%gu%ﬂj] Lfiﬁ)’ij;f/%{j\\ 'ﬂaua’%‘é ZJ)%EEL 'ﬂaua*&
AN SNTBIELTFRNN BT 5 ETER LW ENRH Y E9,

A a—=0 U T ENTZA T T ABEE T CAPF #4532 L2 HRBELET, 2k, A
FICSEDOFEHENER END &, a— VAR T EINAEAEND BT TT,

Cisco Unified Communications Manager 7 7 A ¥ NDOFT X TOH—T, [ UHEHE 2 —F4 LR
AV — REFEHATHILERS Y £3, 2T, CAPF X7 7 AZNOTXTOH— NZFRGEE %1
HTENTEET,

FEHERIEOM, BHIO ) — FPNETHFTIELSHEREL TS Z Lzl LET,
FEPAEEMEDOR], BITENELSHEL WA Z L 2mMRLET,

TRl SNTZBEEEN RO 7 T 2 ZICBE S 736, Cisco Unified Communications Manager (3%
DEFEEPRET D LSCAEAELEH L ET A, T, £0 LSC iEHENRID CAPF 12X > T
FITENTZHOTHY, £ CAPF OFEHEN CTL 7 7 A WIZHFE LW T, HiEshiz
BTN ERTE 5 &L 5123 5121%, [Cisco Unified IP Phone F® CTL 7 7 A4 L OHIER) (P.4-19)
WHt-> T, BEFD CTL 77 AV &HIBRLET, TOH, [A A —N/T v 7T TV —F
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Cisco Unified ¥—EX7E Y51 Th CAPF oz M

(Install/Upgrade) | A7 a &M LT, H LW CAPF TH LW LSC iEHEZ A A b —/L L,
FH LW CTL 7 7 A VD=2 EREHE Y ’Z / FCExFET (F7E MIC 2fEHTEET), Hibk
ZBENT LN BEFE D LSC ZAIBRT 51X, [#E & D% E (Phone Configuration)] 7 4 > R ®D
CAPF &7 v 2 > T [ Hl (Delete)] 7]’7°“/a CERERLET,

Jo

E> b Cisco IP Telephony Backup and Restore System (BARS) %ff#fH LT, CAPF ¥ —# B LU
R—=braRNy 7T o735 ENTEET, Zhit Cisco Unified Communications Manager {2
& o THE#AS Cisco Unified Communications Manager 7 — & X — R (I SN D72 TT,

Cisco Unified Y—EX7EY 54 TDH CAPF O%5E

WDIE2E % Cisco Unified y—E A7 Y T 4 TETLET,

 Cisco Certificate Authority Proxy Function +— 2% 7 27 7 4 712 LE T,

« CAPF D L —AREEITVET,

FAIC DWW TIX, [Cisco Unified Serviceability Administration Guidel %2 1L T 7230,

=111

CAPF OFERFz vV YR+

#F 10212, va— A VTEMRIEHEEZ A VA =)L, T 77 L—K, £FE T TNV a—T 4~
T LGEICFETTHEEDY A MR LET,

£ 10-2 CAPF OFERAFT VI YR

BEFIE BEEFIES & UEEIER

ATV o — DA CENRERERBFRICTET 20 ES 05 MHAL |« FAL TV IEFEBRET L E Z D N—
Er ¥ a > ® Cisco Unified Communications
CAPF 7 —# % Cisco Unified Communications Manager /37" hjﬁ[ilgager EYAR— T SEHEEO~ ==

Vot y 7—HXR—A =N Zab—FTI50LEERNHDLINE D
NEMRLET, e ZP/NN— =3 ® Cisco Unified

E >k Cisco Unified Communications Manager 4.0 T CAPF Commumca‘uqns M‘anager .éﬂj‘ﬂi— b
2—F 4 UF 4 %M LTWT, CAPF #—4 4 Cisco | . @ [Data Migration Assistant User
Unified Communications Manager 7 — & ~_— ATAFTETS Guide]

5 Z LR L7 %A 1%, Cisco Unified Communications
Manager 4.0 “Cffi L“Cb\t CAPF =—7 1 V7 1 %Al
FRCE £,

AT 97 2 |Cisco Certificate Authority Proxy Function #— & 273947 & 41 | Certificate Authority Proxy Function ¥ — &
TWDLZ LR LET, ADT 7T 4 74k) (P.10-6)

Ev bk ZoOY—ERF, TXTD CAPF #{ERFICEI TS LT
BN B ia‘o ¥ —vr 2L, CTL 77 A4 )V
1= CAPF FFBIE A A ATe 72912 Cisco CTL 7 94 7
VEFTHEITENTWAMENRHD £7,
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| Certificate Authority Proxy Function ¥—EXD 7Y 71 J{t

& 10-2 CAPF OFERFI Y I YR (fiE)

BEFIE B EFIES & UEEEIBR

AFYF 3 |CiscoCTL 7 FA4 7> hDA v A b— 8 L O EICHTEART |[Cisco CTL 7 74 7> D& E] (P.4-10)
NRTOEEEFET LI L 2B L EJ, CAPF GEHEMN
Cisco CTL 7 7 A VNITHFET D Z L 2R L E T,

ATYT 4 |\ pazji U T, CAPFH—E 2 RF A —HEEH LT, o [CAPF #—E R /3T A —X D
(P.10-7)

o [CAPF IZ L B2 EFHOFEHAFE DA R
k=, 7Ty 77VL—R, FT77n
Va—T 4 U FIFHIBR) (P10-7)

RTYT 5 | EBFEHO O — DL CHEYRITERNEE AL A N—L, T v 77 | o [CAPF LD EFMDOITHED A > 2

L— R, FRE T 70y 2—F 0 7351214, Cisco Unified k=, 777 VL—RK, +FT77n

Communications Manager DEH— V2 H L £7, Va—T 47, E£EEIE (P.10-7)

o [[EFEDRE (Phone Configuration)]
v 4 ¥ Fv o CAPF i&E) (P.10-8)

. FLSCXT B A ETFRRAE ST AN
EaEtE oM (P.10-9)

ATY7 6 ZEHEOBRENLERSAIL, AT E B LET, r@é%ﬁ%&%fmmmﬁum\m (P.10-11)

Certificate Authority Proxy Function Y—EXD7 ¥
T4 74
Cisco Unified Communications Manager (3, Cisco Unified —t 27 &' U 7 1 T Certificate Authority

Proxy Function — & 2 & BEIWIZIZT 7 7 4 7L L EH A,

CiscoCTL 27 9A 7> haA VA=V LTRETDANI DV —CRET 7T 4 T L7z =58
iZ. ICTL 7 7 A VO FEH | (P4-13) DI > T CIL 7 7 A VEBHITAILERHY T, 20
P —bE R, WD) — R TORT 7T 4 71T LET,

Y—ERET 7T 47T DI, ROFNEEZFEITLET,

FIR

AT7wF 1 Cisco Unified H—E A7 &Y 7 ¢ C, [Tools] > [Service Activation] DJEIZEIR L FE T,

ATvF 2 [Server] Kmy 7 X v VAN Ry 7 Apb, Certificate Authority Proxy Function +— v AX %7 7
T AT T B —R"EE/RLET,

AFw 7 3 [Certificate Authority Proxy Function] ¥ = v 7 R v 7 2 &4 12 LET,
AFvFT 4 [Savel 7V w7 LET,

EENtESR
[BEIEH | (P.10-12) 22 L TLIZ&E W,
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CAPF H—FR 1S5 +—4anEys B

CAPF Y—ER NS A= DEH

2AFvF 1

ATvT 2

CAPF M —EADNRT A —ZERETHT v FUITIE, iEHAEOFZVE., VAT 2 X B84E/RD
ERERITEE., #HEOV A X POFRPIEREINE T,

CAPF #—bE X /NF X —& M Cisco Unified Communications Manager DEEEX—TT 77 4 7 D
AT —HRALLTHRRIND L HIZTDHIZi, [Certificate Authority Proxy Function —tE 2D 7 7
7 1 74k (P.10-6) OFBIZHE- T Certificate Authority Proxy Function ¥ —E 2% 7 7 7 ¢ 724 %
MERH Y FT,

CAPF H—E R RITA—FEHHTHITIE, ROFIEEZFITLET,

FIE

Cisco Unified Communications Manager D& B~— T, [ AT A (System)] > [ —E AT 2 —H
(Service Parameters)] Z &R L 9,

[P—s3(Server)] Kuy 77Xy UARN Ry 7 AL, —"ERRLET,

=

ATvT 3

ATFyv7 4

AFwFT 5

7T ALZNORND ) — ReRIRT LLERH Y 7,

[—E A (Service)] Fry 7 ¥ UA L Ry 7 A)nb, Cisco Certificate Authority Proxy Function
- RAZERLET,

NG A =R T LIZERENDI VT OMBFIZIEN, CAPF —ERX XTI RXA =X 2HH L E T,

N

(GE) CAPF 4 —ER NI RA=ZDO~NVT2FRT DI, BEFEZIANT AR %7 v
7 LET,

EHERNEZ AN 5 I21%, Cisco Certificate Authority Proxy Function ¥ — & 2 Z i@+ 2 LB’ &
DET,

EBINtESR
MBEEIEE | (P10-12) 2BRL T2 &N,

CAPF [C & 5 EBEMDIIBAZEDA VA =L, TV T L—
K. ST a—F1a29. £-1LHI

27y T 1

CAPF i35 L &2, £ 10-3 2L TIZ3N,
Certificate Authority Proxy Function 23 2 2i%. RO FIEE FATL ET,

FIg

[ Cisco Unified Communications Manager 7 NI =X p L—23 2 G F] OFBNCHE- T, Btk %
MBELET,
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N [EEEDEE (Phone Configuration)] *7 « > K20 CAPF &%

AFyvF 2

ATFvFT 3
AFvT 4
AFvT 5

MRBERERNEFRINTH%, FEHEZA VA M=V, Ty 77 L—FR, HIR, XTIV 2—T 1
U HEFEE RO T EDEFKD [ T34 24 (Device Name 1) Yo 27 %227 U v 7 LET,

# 10-3 OFHAICES T, RENEEZATILET,
[fRTF (Save)] #27 UV v 7 LET,
[VE> FReset)] 27 V27 LET,

EENtESR
[BEIEH | (P.10-12) 22 LT &0,

[ EEEDELTE (Phone Configuration)] 7« > Ko ® CAPF

B IE

7% 10-3 1%, Cisco Unified Communications Manager D& #1~— 0 [ EBRED X & (Phone Configuration)]
U4 RUIZ®HDH CAPF BEIZOWTHI L TV ET,

o REDE Y FMTHOWTIEL, I[CAPF > 2T 2OMAEMB LOEM] (P.10-4) 22 LT FEN,
o BHET AR LOFIRICOWTIE, TBEHEE] (P10-12) 2L T 7E 30,

% 10-3 CAPF &5

BE B

[ fE WA & D B E (Certificate | Ke vy 7’F 0 VAN Ry 7 A5G ROFT T a v OWT R EERR
Operation)] LET,

o [fREHO#EAE L (No Pending Operation)] : iEBHEDOBIENFEA L
BRNEZZERREINET (T 740 FORE),

o [A YA —V/T v 77 L— K (Install/Upgrade)] : Brific 7 —
IWCHENBRIHRAZEZT LA VA R—LT B, b5 VITEEFEDE
HELZ7 v 77 L —RLET,

o [HIBR (Delete)] : BEAHFHEICIFIET D2 — WL THZRFEIEZHIFR L
i‘j‘o

e [ NTZ 7 NV¥ a—F 17 (Troubleshoot)] : B — /L CHE) R AEE
(LSC) F72i38lEcTA v A b= EN5FEHE MIC) ZHf&L
¥9, B3+ 52L T, CAPF hL—2 77 A L CiEHED 7 LT
//’Wl/%fﬁ%a \CEET, EIFHICW S OB OFEAENFET D
%4 . Cisco Unified Communications Manager I$aEFEOFEIE = &
Iz 1 07;“0 20D ML—2A 77 A NVEERLET,

Evbk [ FF TNy 2—F ¢ 27 (Troubleshoot)] A7 a » %R 5
&, LSC #7z1x MIC V& E’r%% CHETDHZ L EMRETEET,

EREHICAEIAE R FEIE L WES . [HIBR (Delete)] 7"y a v &
[ 1\ TINY a—T 4 ‘/7\(Tr0ublesh00t)] F 7 a VIERREN
FH A,
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LSC RF—4 RE-FREXFIIESEFHORE MW

% 10-3 CAPF &% (%)
=E Bk
[ FEFESCF5 [RBFEA kU > 7 (By Authentication String)] 47> a > R L 7-56

(Authentication String)] W2, ZoO7 44— NiZEHESnET, XFEFEFBTANT LN, 5D
UM [ 0TS % £ AL (Generate String)] A% &7 U v 7 LCXTSH %24
ELET, LFHNE 4~ 10 HTIZ LT 7ZEW,

n—ﬁ»fﬁ%&ﬂ%%%4/x%—w Ty T 7= R LT
TNy a—T 47T HI0%, B — P EITERE NEFEICR
FESCTFANE AT HMERD Y ET, FEMICOWTIR, [EFEE TORE
XFHNOANT)] (P10-11) 2L TS0,

[ 3551 % £ 5 (Generate  |CAPF THEBWIICEEAESIFHN A LR T 2% 61E. ZORZ %27 ) v 7

String)] LETS 4 ~ 10 HTOFBFESTFFN A [ FRAESCFF (Authentication String)]
T4V RICERRENET,
[ #ED 7T HIR ZOT 4=V FIE, TRTORRAERES T a2 HR— L, #1IE

(Operation Completes By)] |25 T+ 20 ENHLWRO BAF BRI 2T LET,

FORENDMEIX, YO/ — RICEA S ET,

[FEHEOBRERT —X X |20 7 4 —/L NIZiEHERIEO#ETRNEZR A LET, e 2 I1E, <#
(Certificate Operation YED % A 7°> pending, failed, successful 72 & T7 (BIED ¥ 1 71Zi
Status)] AVAN=NVIT T T L—FR HlR, 2R3N T T a—T g Tk
WO REHFEREL 7 v a U BARTRSNE ), 20T 4 — N RIZERSN
HIEMITEELE TE EH A,

LSC R T7—2 R FEIFRIAXFFHIZE DL %Eﬂ%@@?&

AFvFT 1

ATvT 2

ATv7 3
ATv7 4

FEAEEAEA T — F A ETTERAE TN E S W CEFHZ MR T 21%, ROFIEEZFATL ET,
FIE

Cisco Unified Communications Manager @& H#~X— T, [T /31 A (Device)] > [ E&E (Phone)] DJAIZ
BIRLE T,

BMBLEERT 4V RUBREREINET, 7277477 (HIO) 72V —0DLa—KFKyy 0 KU
BREINDEGENDHY £7,

BOIO oy T HE T VAR KRy I AN, ROLZT T arOWnTmai@RLET,

e [LSC A7 —# A (LSC Status)] : ZDOA v a v 2@RT D E, B— DNV THZRIEHED A X
=, Ty F T L—FR, B, £35S 70y 2a—F 712 CAPF 2+ 5 EH/ED U =
FRFERINET,

o [ FREESCTFH (Authentication String)] : 2D AT v a L EFEIRT D & [ BAEXFF] (Authentication
String)] 7 4 —/V R THE S NI FAN 2 FFOEFEHO U A FBIEINET,

2FHO R Y FHE T UAR Ry 7 ANE, MRS — U HBRLET,
VEIZIS U CHEYIR MR T A F2REL£T,
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$£10%E Certificate Authority Proxy Function OfERA% |

| CAPF LR— FDER

AFwFT 5

&

N

GE) MBEHEZBINTDHIE, [F]ARZ 227 )y 7 LET, FME2ENT5E, HELLETRTO
FC—ET D a— FRRBESNET, FMLHIRT T (A2 %22 ) v LTKE
B L=t 2 HIBRT 200, [Z 4 V& D27 V7T (Clear Filter)] R¥ > %227V w7 LCGBEML
2T R COMREMEHIRLET,

[#% (Find)] 227 U » 7 LET,

—HT LT _XRTOLa— R FRRRINET, [ =T H72 ) OT7H (Rows per Page)] Krn vy 7 ¥ v U
AN Ry 7 AP RRDEERINT 5 LBEX—VICRRINDIHEAREEETEET,
La—ROYRRNT, #ERTAHLI—ROYU L2570 97 LET,

N

GE) VAPORHULICEREELITREORMPSLHEIZ. TORHIEZZ Y vy 7 LT, Y—F
NEFF 2380 L E 9

U4y RUCERLIZEARE RS ET,

BntESR
(BEEIE H | (P.10-12) 2B LT E&EWN,

CAPF LR— FDAERL

ATFvFT1

ATvT 2

YMEIZIE U T CAPF VAR — b a2k L, GEHERIEO R T =2 2 FREXFSI, £F =2V T4 Fu7y
AN, BRAEE— FREZFRTEET, LR— ML, T 24, TS ZADHH, £F=2V7 4 7
077 A RAETF A, RAEE— R, LSC AT =X AR ENGENET,

CAPF LAR— &AM T 501X, KOFIEZETLET,

FIR

Cisco Unified Communications Manager O #l~X— T, [ T /341 A (Device)] > [ Eafi (Phone)] DJEIZ
BRLET,

MBE-EBERV LV FUBRFRENET, 777477 (HiD) 72 —DLra— Kb U 02 KU
TRENDHENRDHY £,

T—=HRXR—=ADTXTCOLA— RERKXTDIITNE, FATRITRYy I ANRETHDL I LEHERLT, A
T w7 3L ET,

La—RNaeT7 g ) 7 EFIRET 2123, ROFIAZETLET,

s KON YT HE T VAR Ry 7 ANE, MBRNTA—Z 2B RLET,
e 2B/HD Ry FH T VAN Ry 7 Anb, RENAZ—ZFIRLET,
o MEIIBUTHUMKRTFAMERELET,
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ATFvFT 3

ATy 4

AFyFT 5
ATy 6

S

EFgcOREXTHIOAN M

GE) MBEHEBINTDHIE, [F]ARZ 227 )y 7 LET, FME2ENTLE, HELLETRTO
FC—ET D v a— ARSI ET, FMEEHIRTI2E. [ RZ2 22 ) v LTRE
B L=t 2 HIBRT 200, [Z 4 V& D27 U 7T (Clear Filter)] R¥ > %227V w7 L CGBEML
2T R TCOMREMLHIRLET,

[#3% (Find)] #2 V v 27 LE7,

—HT DT RTCOLa— FRRFINET, [ X—TUH7 D DI7H (Rows per Page)] kry 7 ¥ Y
AN Ry I AMDRRDEERIRT D LHEN—VICR TR EINLIHEBBE LR TEET,

[BH# U > 7 (Related Links)] Ke v 7 &> UA KRy 7 AT, [77A/LCTODCAPF L'iR— k (CAPF
Report in File)] Z#IRL . [BE)(Go)] 22V v/ LET,

77 ANEEBEOHEICRE LET,
Microsoft Excel Z{#fH LT .csv 7 7 A VEZBIE £9,

BntESR
MFOHEIEH | (P.10-12) 2R LT EEW,

B TORAXFIDA A

ﬂhuIEX ]\ ) /7 t— ]\é’%*}_\l quuuii%ﬁl %GEEJZ Lf:_ EI/\\ D'—j]/I/Tﬁéﬁchi%‘.E%%%/r A ]\‘_‘/1/
THIZ BRI TN E AN T HMERH Y £7,
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[ 7% % £ (Generate  |Cisco Unified Communications Manager O BiX— T 16 #3055 % £
String)] R AR, [ S0FH % AL (Generate String)] RZ > &2 U v 7 LET,

BEBE LIRIT, AETEEEA,

[T — & _X—2{EAEE T T =B R=R LT HEICE LT 2561, ZOoRZ 27 Vv oL
(Revert to Database Value)] |4,
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F11E BBEShE-EEHREI7ILORE |

B  EE#codmE—0OAN

EREHE TORME—DAN

AFvFT 1
A7y 2

AFyvFT 3

ATv7 4

&

ATFv7T 6

ATFvFT 7T

Cisco Unified Communications Manager O %% B CHED FENEAT & 3% E L2tk EiftB Iy —% A7
DI, WOFIEEFATLET,

FIR

EIEEOBR TR Y ML ET,

RENE Y7 SNTWDOIHEEIL, [RE] A=a—%2 THIZAZu—L L, EiEOw v 7 f{ERZ &R
LT[ER] V7 e —% LS, B0 27— F&F— AN L. [Accept] ¥ 7 hF—2 L £,
T AT — FEZIARET,

[RE]A=a—EFHICAZa—L L, [F2 )T RE] ZRARRL, [BR] V7 hF—aMLET,

[EX=2UT7 4RE] A==2—T, [Set Cfg Encrypt Key] &7 v a &< L, [&R] V7 F¥x—
ERLET,

W OANZERESNTL, 8 (161#) 2 AN LET, #E27 V7 T20ERHLHE. Eri 321
ASTLET,

FEOANDDHT LIZD, [Accept] Y 7 ¥ —ZH LT,

bR II SR 2T AN E T,

EiFEgE VY FLET,

BREHED U > ME, BRI B(LESNTRE 7 7 ANV EERLET,

LSC GEBAZEFE =(X MIC GEAEN A VA F—ILESh TS C

t a)ﬁnn‘.\

27y T 1

ZOFNEE. PKI Kf 54k %9 2 Cisco Unified IP Phone (2@ H S vE 3, T OEREN, E&G
HWONHEEIZ L 23— ok B{b (PKI Ki51b) FREVR— T 2085 0ERT o2, I
R—h SN DEFEOET V) (P11-4) 2L TLIEIN,

WD FNETIL, Cisco Unified Communications Manager 7 — & X — X |[ZTEaEHE A TF7E L. Cisco Unified
Communications Manager @& B2C TFTP Encrypted Config /37 A — X {4 LIz Z L ZRifE L LTV
i j‘o

FIg

EILTA VA = EN5HFEAE (MIC) Fidve—U A THERRGIERE (LSC) NEFMICFEET
L EEMERLET,

Jo

By b [&EFEOE (Phone Configuration)] V 4+ > FU®D CAPF €7 v a v C[ T TNy a—TFT 4
7" (Troubleshoot)] A7+ a V&EINT 5 Z L2 LV, LSC £72id MIC MNEFEHICIFET D 2
& % Cisco Unified Communications Manager OF B CHER TE £97, BIFEICIEFAENFEL
ROEA . [HIBR (Delete)] A7 v a vk [ NT 7V 2—F 1 > 7 (Troubleshoot)] 47 =
IETERRINER A,

B DX 2 U T 4 REZFRLFETS, EiFKIZ LSC 7213 MIC BN FET 20 E 50
R TEE T, MOV TIE, 2D /3= 3 »® Cisco Unified Communications Manager %
#AR— 195 Cisco Unified IP Phone ®7 RI=A hb—L 5> T4 REZRMLTIEIN,
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| EMME BEEEhA-ERFRR[EI7ILORE

ATv7 3
ATv7 4

EEMREIFAALNRELEhTn oz W

FEENTAE L WIEA X, [EFE DO E (Phone Configuration)] 7 ¢ & K7 ® CAPF #fg & L C,
LSC A A = LET, LSC A A b=/ T 5 FHIEICOWTIE, lCertificate Authority Proxy
Function ®fEH 5% (P.10-1) 2B LT Z &0,

CAPF s iE & 5 L. [1R17(Save)] # 7 U v 7 LET,

[ G DK E (Phone Configuration)] 74> R T, [VEy FReset)] 227V v 7 LET, EankiL,
Uty Mg, B fbSeiRET 7 A4 V& TFTP — NIZER L E 7,

EENTESR
MBEIE H ) (P11-10) 2L T 7E &0,

BREMBRE I 7 M ILHABESIEShTILNS C L DR

B E T 7 ANV ER LT 2 & ik, ROFEADBER SN ET,
* Cisco Unified IP Phone 7905G ¥ L T* 7912G (SIP ) : LD <MAC>.x
* Cisco Unified IP Phone 7940G ¥ L U* 7960G (SIP ™ %) : SIPKMAC>.cnf.enc.sgn

¢ Cisco Unified IP Phone 7911G, 7931G (SCCP ®#). 7941G. 7941G-GE, 7942G. 7945G.,
7961G. 7961G-GE. 7962G. 7965G. 7970G. 7971G. 7971G-GE, B X 7975G :
SEP<MAC>.cnf.xml.enc.sgn

B CRIET 7 A WIZT 7 B A4 5121%, Btz ¥R — 7% Cisco Unified IP Phone &4 FHID Y
) — 2 ® Cisco Unified Communications Manager H® Cisco Unified IP Phone 7 FI =X F L —/ 3
YA FEBRLTEEN,

BAHETE 7 7 1 ILOES{EDEML

»

EEEHREE 7 7 A L OREBL& EhiZ 4 5 121%, Cisco Unified Communications Manager O & #L D&
BEX=2U7 1 7u~> 7 A /LT [TFTP# 54k (TFTP Encrypted Config)] F=v 7R v 7 A&+ 7I1ZL
T, BENEZRGFTDLENRD Y £,

SIP 277 3BERDOT A O X FERRENEHITH>TT, TFTP BSEREMEHIZL>TLY
B8, MOz XA MERMRAEBEIRSILShTISEESAET,

BREE T LItk TS ORT S8 Cisco Unified Communications Manager 7 — & X— 2 (ZFE D £77,

Cisco Unified IP Phone 7911G. 7931G (SCCP ™ %), 7941G, 7941G-GE. 7942G. 7945G. 7961G.,
7961G-GE, 7962G, 7965G, 7970G, 7971G. 7971G-GE. ¥ L O* 7975G B Hib I hi=7 7 4 v
(enc.sgn 7 7 A V) ZER LTV DG, Bl Ex2 BH L CEDICT S & i sibsnT
WRWEAME T 740 (sgn 77 AV) Z#ERLET,

Cisco Unified IP Phone 7940G/7960G/7905G/7912G (SIP O #A) MK HINTZT7 7 A V& FERL T
WDHGE, B R EAZ R L CESIC Lo & & E, RICEFHN Y By bEShiz b 2 I T
WRWRIETZ 7 A VA BERT D Lo, FEHENETH GUL THIRSY—ZHIBRT 20LENH D 7,
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F11E BBEShE-EEHREI7ILORE |

B E=5f#sT77 /L0879 00— Fho0H (1R MEREREORI

EY bk Cisco Unified IP Phone 7940G 35 X 18 7960G (SIP ™) Tid, HEift% GUI THFRF—& LT 32 31 b
D0 xEANHLT, BE(LEHENIC LE T, Cisco Unified IP Phone 7905G 3 X 1* 7912G (SIP O #) Tl
EEEHE GUI TS —ZHIBR LT, L2 EcLET, 2D DIEEOETHECZO VUL, A
HMOBEFMEFT N EYR— T HEFEOT FI=ZA M —2a v A4 FEBRLTLIEE N,

BEREREI 7LD A—FhoDFA4 X MER
sEBAE D xR4T

IR ERICEFBERICERE INDIRETZ 7 ANDPOE AV = A MEHAGEAEZBRIN T 212X, EIEHIC
WHENDDEX2UT 4 a7 7400 [RET 7 ANVNOLA Y = A Mg AGEHE % BRI (Exclude
Digest Credentials in Configuration File)] ¥ = v 7 &R v 7 2 &A1 L% 7, Cisco Unified IP Phone
7905G. 7912G. 7940G. B LW 7960G (SIP OF) 7ZFH, ZOF T a & hR—FLTWET,

A2 A MEAHERAEEZLET LIEZSAIE., 2OF 2y IRy 7 A% 4712 L T, RET 7 A V&2 TBH
TAHMLERDY F3, FEICOVWTIE, RS LENTEHRET7 7 A LOREOL N (P11-4) 25K
LTLE&EN,

EBINtESR
MEEIEH | (P11-10) 2B LT E &0,

Rt

BEEIEE
o B TE 7 7 A VOB ZIiz oW\ (P11-1)

o [HR—bansEFHFEOET V] (P.11-4)

o Wb ENEREZ 7 ANOREDE ] (P.11-4)

o HEHEREZ 7 ANVOREMRFT =27 U AR (P11-5)

o [EBFHHHET 7 A LD SLOEML] (P.11-6)

o [EOFEEAMOHRE] (P.11-6)

o [HOFEEAORENE] (P.11-7)

o [EFHECOXMBF—DAT] (P11-8)

e [LSCREAEFZIIMIC GEHENA VA =L ENTWDHZ & O] (P.11-8)
o [EFEHERET 7 A VDR LINTND Z L ORER] (P.11-9)

o [EFEHHE T 7 A VOB SALO B (P.11-9)

o [EFWRETZ 7 ANDET L B—RNRLDHEA Y= A MEHIEHEDRS) (P.11-10)
 [Certificate Authority Proxy Function O 5 (P.10-1)

o KtV T 1 777 A vOREOE Y N (PT-2)

YRAADKEEY =TI
* [ Cisco Unified Communications Manager Bulk Administration 71 FJ

o FEEOTT LRIV T 1 b aZxis L7z Cisco Unified IP Phone 7 KR =A hb— 3> HA K
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b cneren 12

SIP BEFERODSF A4 Oz X FEEDERTE

BaifE D A V= A NREEEF NI L T 54, Cisco Unified Communications Manager 1%, SIP %
EITT 2T RCOBFMOER (F—T T FA47 AvE—VLS) TFy L2 P%FF0ET, Cisco
Unified Communications Manager i, [ =¥ K2 —H% D3 E(End User Configuration)] 7 « > K Tak
ESNlezy F a—Hox (s A MEHGERAELZHEH LT, EFE#I RIS 7 LT vy LERGE
LET,

BHFHN T AT ovary YT 42 YR 256. =/ AT var FEY T 4 a—FRn
7' A v L7z & =12, Cisco Unified Communications Manager X, [ =¥ = —% ® 3 & (End User
Configuration)] '74 VRUTHREINT-Z /ATy BT 4 2 R a—Foxa, V=R ME
MFERFLEH L E S,

SIP ’«i’%ﬁf%%%ﬁf%f@/}f% yIX Fnuuﬂi@%ﬁ'ﬁz@nifﬁ] /)I/\T ’V&/]) /:\:X }\uuuﬂzj (Pl 19) 75?
LTS ZS,

SIP #F{TT 2V AaUNDOEREEICH A ¥ = A FRFEZ R ET D HIEIZ DWW TIL, [Cisco Unified
Communications Manager 7 NI =X p L —2> 3 2> 77 F] Oft#k C #5R LTI EE0,

ZOEF, WONFETHERINLTNET,
L4 ’—SIP %1%%’7/( /32;< ]\nuu %Hﬂﬁﬁﬁ"l\/7)2 I\J PlZ—l)
o AV AR —E R NTA—=FDOFKE] (P.12-2)

o [[=Y Fz—H¥ D& (End User Configuration)] V4 > KU TOX A ¥ = A Mg HGEHEDORE
(P.12-3)

o [V Fa—¥or Y= MEHGEHFEDORENE] (P.12-3)
o [[FEFE DO IE (Phone Configuration)] 7 4 > RV THOX A V= A b 22—V ORE ] (P.12-4)
o [ZENE#H (P.12-4)

SIP BFEHF A O X FRADHZRERFI VI VR B
SIP #FATT D AEREKIC Y A V= X FBREZRET DIEELZEK 12-1 TR L £,

& 1241 SIP BE#S A Dz X FMEHEOHRERF v I VR

BREFIE BEFIES & UBEEIEE

ATv7 1 MP%%ﬁ?é%ﬁ%@k%:)?%7ﬂ774W%:ELif%%%t#19?47U774w®§ﬁJ
o [Z 4 Y= A NRFE% A4t (Enable Digest Authentication)] | (P.7-1)

?:/7T/7Xﬂﬁ/ W7o TNDZ EafEEE L ET,
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F12% SIPEE#OSS SR FEEORE |

B SO FBHEY—ER R5A—20%E

£ 1241 SIP EFF A4 S R FEMOBEAF vV VR (#HS)

BREFIE BEFIES & VEEEE

RATYT 2 [SIP 25T A BAFIC X2 VT 4 a7y ANEEALE |[EFEEEX2 )T 0 707 7 4 LORE]
7 (P.7-1)

ARTYT 3| F I3V FREZEHTLHEE. X4V =X PRICEET (44 VxR MRS —E R T A—F Dk
LHH—E A s8F A —%4 (SIP Station Realm —t 2 /XF x— &) (P.12-2)
27 L) BERELET,

AT797 4 |[x> Fx—HFO#E (End User Configuration)] 7 1 > K7 T, | o [[x> Fa—H#0#5E (End User
AT A MEHIEEEZHELET, Configuration)] 7V 4 > N7 TOX A ¥ =

A M HREEOBE] (P.12-3)
o 2 Fa—HFoFs Y= MEHGENF
DOERENE] (P.12-3)

ATv7 5 |[FEiEDFHE (Phone Configuration)] 7 1 K7 T [ A ¥ = A | [ EiEDOF%E (Phone Configuration)] ©7 ¢ > K
k= —# (Digest User)] #&IRN L £ 7 YCOEA VAN 2—FOiE] (P.12-4)
SIP % 5177 2% fE&h#% Cisco Unified IP Phone 7970G, 7971G,
7971G-GE. 7975G. 7961G. 7961G-GE. 7962G. 7965G. 7945G.
7941G. 7941G-GE, 7942G 7945G, 7911G TlE, 1 v =
A b a—VPEBRIRT DL, EFERE7 7 A NMIF AP = A
FEHFEERER G ENET,

A7 v 7 6 |Cisco Unified IP Phone 7940G % 7-1% 7960G (SIP M%) Tli. | Bk CRA4 B L OVSA Y — K& ANT 5

[=Y K= —H¥ D7 E (End User Configuration)] 7 1 > K '7“(
ELIFA Y= A MEHGEEEZ AT LET,

HIEZHOWTIE, 2D — 3 D Cisco
Unified Communications Manager % 7 —
~3% [Cisco Unified IP Phone Administrator

Guide] #ZR L TIIZ&EW,

LR K

EiEHOF vy L HO SIP LV A
~— VIEZ

WET, T A=FZOFEMICOVTIT

X, —E A /X7 X2 —% SIP Station Realm T#&
Cisco Unified Communications Manager (Z1X7 7 #+ /b b g%k

BEIY—ER IS A -2 DETE

ELET, 4 A
& D lecemsipline) & T

. [P e ART A —FZFTE (Service Parameter Configuration)]

T4 RUICERINTWBRBFEINIRTA—EL I %70 v 7 LET,
HA Y xAFRIEEY—E R XF XA —4# (SIP Realm Station /X7 A —#% 72 ) ZHEHFTHI2E, ROF

[ AT A (System)] > [ —E AT A —X

Cisco CallManager —E2%7 77 4 72 L

NRGA—=BD~NVTHFRTSH

g% FE4T L E T,
FIR
AFwF 1 Cisco Unified Communications Manager O F~— T,
(Service Parameters)] Z3{R L £ 7,
ATFvFT 2 [F—r(Server)] KryTHZ T URAKN Ry J AND,
c/— REBRRLET,
AT7FvF 3 [P—tA(Service)] Kuv7Z o UA K Ry 7 Ah 5, Cisco CallManager —E A% BIR L E 7,
P —E 2L OREIZ TActive] ERRINTWAZ L EZERLET,
ATvT 4 /\/V7 @Efﬁfﬁ Zft> T, SIP Realm Station /X7 A — % ZHH L £,
I, BEGELIINTGA—FLV 2527 ) v LET,
& [1%1?(Save)] U7 LET,

Cisco Unified Communications Manager £¥21) 571 4 F

EEW



| $12% SIP BE#OY( SR FBEORE

[T FA1—4D8&E (End User Configuration)] 7« > FH 0¥ A U MEAmEHE0RE N

EENTESR
[BEIEH | (P.12-4) 2B L T 7Z&W,

[ TY F2—H5DEE (End User Configuration)] v« > F
VTHDFA X MERAIIAEDERTE

27y T 1

ATFvFT 2

AFvT 3
2AFyv7 4

WO FNETIX, Cisco Unified Communications Manager 7 —# X—R|ZT v K 2—FREFEETLHZ L
ERHEE LTCOVET, =2 K a—FOF o V=2 MEHENEEZRET 510, RO FIREFETLET,

FIg

[ Cisco Unified Communications Manager 7 F X =X ; L—2r3 2 0 R OFBICES>T, =2 R 22—
FaemBLET,

B [ Ra—H%F O3%7E (End User Configuration)] 7 ¢t v RUBRF/RINZ B, F 12-2 OFHIIC
P> T, WEIZRIXFINEATILET,

[f#1F (Save)| =27 U v 7 LE9,
FOMOT R 2—FIH A V2 A MEHIEHAZEERET DL, ZOFIEEZEEY K LET,

ROV

[=v F=2—H# D% E (End User Configuration)] 7 4 > KU TH A ¥ = A MEHAEHAEZRE L%,
[ EBFE DR E (Phone Configuration)] ¥ 4 > RUIZT 7 A LT, BatEOL A V= A b a—HF &R
LET,

HA YA a—FaRRL 2%, Cisco Unified IP Phone 7960G %7213 7940G (SIP %) T, [T
v R —H# D% E (End User Configuration)] ¥V « ¥ RUMNLEE L&A ¥ = A MRAEE HREAEZ A
JILET,

EBINtESR
MBEIEH | (P12-4) 2BRLTLEEW,

YK 1—H0F4( SR MERIBEORENE

# 12-2 T, Cisco Unified Communications Manager OEH~X— 0 [ = R —HF D% E (End User
Configuration)] 7 4 & RVIZRREND XA V= A2 MEAGEHEOREIZOWTHHALE T, BEETZ
FIEIZ >\ Tk, [[EEE O T (Phone Configuration)] 7V 4 > RUTHOL A V= A N 22—V DHRIE ]
(P.12-4) ML T EIW,

& 12-2 H4 X MEFAE

BE 158

[#4 Y= MEHREWE | EHFLFH e AN LET,

(Digest Credentials)]

[ A4 VA MERGEAE YAV A MERHEREXIEL AN LI EE2HERTHDIZ, 20
DO HfeRE (Confirm Digest T4—NRIZZ VT vy e AN LET,

Credentials)]
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E12E SIP EEHOF DR MEROEE |

| [EEEDERE (Phone Configuration)] 74 Y FITOFA T X b —HDEE

[ EEED & E (Phone Configuration)] V4 > KO THO A A
IR I—YDHTE

AFvFT 1
2AFvT 2

ATv7 3
ATv7 4

Rt

AV A a—Y B L BT 5123, ROFIHEZFITLET,

FIR

[Cisco Unified Communications Manager 7 NI =X p L—2 3 > U1 F] OFBICHE> T, Btk
BRBELET,

HEJo [EFEOBE (Phone Configuration)] 7« > RUBRKRINTZH, [# A Y= A h2—5 (Digest
User)] i%E%Z RO T, Bkl Bl 75— F a—¥&@R L £7,

[#1F(Save)] 227 U v 7 L,
[VEyY bReset)] 7 Vv 7 LET,
Ty R 2 —VEBEHRICEEMT 20, REEZRF L, EFEEEz VY FLET,

BntESR
(BEEIE H | (P.12-4) 2BRLTLEEWN,

BEIE A

o XA xXNHFEl (P.1-19)

o IEitx=2)7 4 TurrArofiRE] (P7-1)

o [SIP EFEL A ¥ = X FRAEOFKEHT =~ 7 U A b (P.12-1)
o XAV A RRIEY —E R NTFA—=FDOFKE] (P.12-2)

o [[=Y F—H DO E (End User Configuration)] 7 4> KU TDOX A 2= A M HIEHEDRE
(P.12-3)

o [y Fa—HVorfT=X MEHGNEDRENE) (P.12-3)
o [[FEFE DO E (Phone Configuration)] 7 4 > RV TOX A VA b 22—V ORE ] (P.12-4)

SAIADEET=aTIL
[Cisco SIP IP Phone Administrator Guide]
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= CHAPTER 1

BEEOtEX1 )T 151k

BIEEOE X2 U T ¢ Z88{L3 5121, Cisco Unified Communications Manager D& HLA~— T O [ i
DX E (Phone Configuration)] ¢ > RO THEEEZEITTHLERH Y T, ZOEIK, RONKFTH
RENTWET,

 [Gratuitous ARP OME&h{t | (P.13-1)

o [Web 77 & 20wk (P.13-1)

e [[PC Voice VLAN Access] a%ED##h{t.) (P.13-2)
o [[Setting Access] & & D a1t (P.13-2)

« [[PC Port] BiE DML (P.13-2)

o [FBERTOEx =Y T ¥ k) (P.13-2)

o IZEEHR) (P.13-3)

Gratuitous ARP O#%h1L

7 7 4L kT Cisco Unified IP Phone % Gratuitous ARP /X7~ h&2Z P ANE T, T34 AL - T
fififl &5 Gratuitous ARP X7 v b, Ry U= BLIZT A 2ARnBHZLE2ESLET, LvL,
WEBEIZZH) LIy y ML THEDRR Y NI =0 TARLADAT =T 4 T %(THZENT
XFET, Lz WBHEIT 74V N V—FEEETAH Ny hEEETEET, LEIZSLUT,
[ EFE O E (Phone Configuration)] ¥ ¢ > K7 T [Gratuitous ARP] Z M35 Z LN TE ET,

A

GE)  ZoREEENLLTH, EFRIEIT 74 b =2 2@ 5 2 LR TE LT,

Web 79 2 XD E1E

EEHE D Web Y — SHEEEZ ENICT 5 &, HEFB LORTHERZIRILT 2 EBIFE O Web ~—212
T RATERLI RV ET, BIFED Web X—JIZT7 7 A TERWE, Cisco B LAR— k Y —L 7
COMENELLEMELERA, £7- Web b —"ZEHIZF 5 &, CiscoWorks 72 . Web 77 & R |Z
BETHY—ERATEY T 4 7TV r—va AW EERS Y 7,

Web T —E ARG E S NE BT 5720, EaifklIh— A0/ G E RTRET 7 A LNOD
R A—=HEfHT LET, Web V—E 2RI THIVE, EiftIT=4 VU > 7 HICHTTP &A— b 80 %
BT, EAEHEONES Web N—JICT 57 7 A&7 ry s LET,
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138 EBESOEFiUT HE |

B [PC Voice VLAN Access] eI

[PC Voice VLAN Access] % E DL

57 %L b T Cisco Unified IP Phone IZA A v F R— bk (LHEDAA v FE2MHR—F) TZELETA
ToONYT y M&E PC A— Mgk LET, [EIEOKE (Phone Configuration)] ¥ « > K T [PC Voice
VLAN Access] X EZ T H L. AA A VLAN #REZ 35 PC R— MB35 L3 v BB
FINFET, Cisco Unified IP Phone D EAEFET, TNENERARDHFETIOMENFEH SN TWET,

* Cisco Unified IP Phone 7940G ¥ £ T 7960G 1%, PC A— F CTHEXZIFEIND., "A X VLAN O ¥
TNy b T RTREELET,

» Cisco Unified IP Phone 7970G %, PC A — F T&EXZIE 4L, 802.1Q # /&£ %5 VLAN LoD
Ry e RTHEELET,

e (Cisco Unified IP Phone 7912G 1% = DIREA EITTE £H A,

[Setting Access] 2 E D #Exh1E

77 # )V h TlE, Cisco Unified IP Phone O ERZ &+ L, BIEOBREFREELSETSIEA
BHRIZT 7 BATEET, [BIEOHE (Phone Configuration)] 7 « &~ K7 T [Setting Access] % & %
T DL, BRHEETRERF VEM L ZITEFEIRAINDTRTCOLT T v a T 7 EATE
R0 ET, AF v ailiE, [22 M T A | (Contrast)], [FEHE % A 7 (Ring Type)]. [* > bV —
7 D% E (Network Configuration)], [“E7 /L{F# (Model Information)], 35 XY [ A7 — ¥ X (Status)]
BRENRDH FT,

IO EIL, Cisco Unified Communications Manager OEH T EZ WM T 5 L, BifICETR
SNFEHA, REZTNLIZGE, Bl — VI ER Y VICBEM T DN EERETE EHA,
el ziE, =PI ERARFCE < ET,

IOREEENCT DL, BWAEOBUEDO 2 T AN, BHEX AT Xy NU—Z ORGE, ET N
B, A7 =2 A, BIOFRORENBBNIHRFESINET, ZhoOBEFEEKELLET DT,
Cisco Unified Communications Manager ®% ! C [Setting Access] i EZ H N THHERH Y £,

[PC Port] E&xE D#EXN1E

7 7 # L kT Cisco Unified Communications Manager (X PC K — k@& % 3T Cisco Unified IP
Phone =T PC AR—FZFEMTLET, LEIZEL T, [EFHFDORE (Phone Configuration)] 7 1 & K
T [PC Port] BELZEENCTHIENTEET, PCR—-FEEHITDHE, BE—REHEEOTBET
B HET,

BB ENDEF) T 1581k
A

R ROFIMEZFETT L L. EIEEOEENENICRY 7,

A OWRE 2 AT T 12T, ROFIEZETLET,
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| £132 EHE#OLF1 YT Bk

ATy 6
AFvFT 7T

Rt

s=zrm N

FIR

Cisco Unified Communications Manager @& ~X— T, [T /31 A (Device)] > [ E&E (Phone)] DJAIZ
BIRLET,

BAEORBAREEE LT [MEFInd)] 227V v 73270, EiFETXTOY X FE2RRT L0
[#%K Find)] 227V v 7 LET,

TNRA AL ET Y v 7 LT, TAALAD [EBaEDOFRE (Phone Configuration)] 7 « > KU EBH & £,
WKOBGEEG DT A—=FERLUET,

e PC Port

e Settings Access

e Qratuitous ARP

e PC Voice VLAN Access

e Web Access

Jo

Evbh ZNOOREICHET HIEREMIBT H121E, [EFEDORE (Phone Configuration)] ¥ 4 & K7 T
NI A=HDORICFREN TV LERMEEZ 27 ) v 7 LET,
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TRAEFATLET, BRIV FURKRRINIH, [# T (Finish)] 27V v 7 LET,

EBINtESR
MEEIEH | (P.15-5) 2BRLTLEEW,

et 2=

(Y27 KEEF) (P1-5)

FREERAS L OWIRR) (P.1-7)

MFEE (P1-15)

REAT =y 7 VA NO@E] (P.1-25)
[RAAA=NDEF 2T 0 OZE] (P15-1)
[RAAA=NL X2 DT OFREDOE ] (P.15-2)

[H—R A AA— )L R—br DX T4 77 A 1DuMA] (P.15-3)
[RAAA—NVR—=F U4 P —=RFTOEF2VT 4 77 NOwEA] (P.15-4)

SAODBEEY=aTI

4\l Cisco Unified Communications Manager Y U — Z{Z%$ii L7z Cisco Unity % 7213 Cisco Unity
Connection Fi® [ Cisco Unified Communications Manager Integration Guide ]

[Cisco Unified Communications Operating System Administration Guide
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X7 A—ILDE=ZR) VT EFETDHRE

ZOEE, WONETHR SN THET,
o [EXaT a— o= 7 LEEOME] (P.16-1)
o [BXaT a— =X T EEEORTE] (P.16-2)

X7 3—ILDEZR) T EBRITOHME

X7 a— I, TOETHBETIIIICE=F IV BT TEET,

o RA—N—ARNAWT, BFXaT a—LFHEHEEFaT a— L TEFaTRE=HFV T By
Ta U ERENLTE T,

o a— )L F=HX Y UTEROERE LT, TOa—Oa—)b X2 VT 4 NEBEZIT VLT
TL—RENTEVTHZEEFH FHA,

o T—VUxV DTS ADOMEELFILEX 2T 4 LUV THESLB XL OWRF CE 25 A8ICRY . =
BT a—LEEITTEXET,

o T—VUxV MEBEMBOTOa—NVIE, T=H ) T a— )L TR SEAER L TS SEE
NHFE4, £= y)/&t//a/fm x—n—ﬂ4ﬁpﬁ%¢ BHENC, BPNZH LT —
Vv hEBERORGEFNE LI ET,

GE) RAESNEEFHTOEX 27 REEFIETR— I THEEA,
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| X217 A—LDE=ZR YT EREDSEE

X7 aA—ILDEZZ YT ERBDETE

X aT I ADE=R Y T LY

ERETHITE, WOFIEZHMAL £,

& 16-1 X1 F7 A—ILDEZR YT EFGEDERTE
FIg br
ATFYT | 2=V FBLOR— =1 |[[BHFEOEX 2V T A REAF =y 27 Y 2N (P6-3) 5

FOEFHICE X2 THELZ
EYa=r 7 LET,

LTIZEn,

ATFYT 2 [ koBERBEHL X 27T SIP

T EERLET,

o [THAAMAEX2YT 4E—
F(Device Security Mode)] %
[ ¥ 5k (Encrypted)] (Z7% E
LET,

o [BEEEXF2VUT A RT—X
A (Transmit Security Status)]
Ty IRy 7 A&F L
ESaN

e [SRTP %Al (SRTP Allowed)]
Ty IRy I AEFATL
i j‘o

e TLSSIP hT7 v 7 &L a—4
WICRELET,

il WL, ISIP hF v 7 X2 UT 4 777 A0

EEABBLTLIEEN,

¢
A
-
SV

)'é"“ Tl

FeXaTRE=2FY) U TBLY
REOLE LRI, T2 T
BIOBREELRELET,
e T—Uxlr hNOEBEIFEHKIIENL
MY TV PERELET,
o T—Vxlr hOEFKD DN
N=UEMHEHLT, (&5
7' a . (Recording Option)]
ERELET (BE)Z—
#1523 2 (Automatic Call
Recording Enabled)] %7213
[TV —a v in bR
HaEhiz a— L gkE N a8
(Application Invoked Call

Recording Enabled)]) ,
o La—XHDON— | F—1 %
R L E9,

e I—BEFTR T A NVE
DN (ZEM L ET,

o YHEIZIGEUT, F=H YL
HEDOF—rE oY a =
I LET,

R 22 FNEIC DWW TiE, [Cisco Unified Communications Manager
B O —EX D B O 2= ) o 7Lk OEL
ZRLTLESN,
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N—F %)L TS3AR—F Ry FT—Y DEFE

Cisco Unified IP Phone ® Cisco VPN 7 A4 7> MIL A aDOEEEHBAML Z M5 T 5 b D T,
BEENECEGE \CHET IMEE R T 20I&E LB E7,

o BMALRTWV: TRTOREL CUCM OEFRTRETEET,
o NV BERNT E@uﬁ%é%‘: RE LT, COBFEELZRICRBR->T7 o — KR R =4

S5 UATE T, M LVVE A = = — 2 I BRI Bo © & £,
. %ﬁb%#w:%ﬁ%m\77~A¢:77y7?—h%i@%ﬁ%%%v%—bﬁ§ﬁﬁé:k
MTEET,

o 24 VPN ki xbid. BH$ L Cisco Unified IP Phone — b X7 I2@H & E 4, PC R—
MBS EN TS PCIZEY, VPN 2 IA T b Y7 b =T 2EHLTHEHAD » 2L HE
SEB X OMESL S NVE T,

HR—rENBT/NM X

Cisco Unified Reporting # i1 9% &, Cisco Unified IP Phone THHR— h&ibd VPN 7 547 bk
%38 T & £ 9, Cisco Unified Reporting ¢, [Unified CM Phone Feature List] #27 U v 7 L £,
[Feature] D7)V & 7 A == —7n> [Virtual Private Network Client] #3#IR L £ 5, TOMEEE KR —
FLTWBEE DY A MBERENET,

Cisco Unified Reporting O 7LD FEAIZ D Cik, [Cisco Unified Reporting Administration Guidel
LTI,

VPN ##REDERTE

HR— F EN TS Cisco Unified IP Phone ® VPN HEEA R ET 121, RIS TFIEAL FEITLET,
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N VPN #somE

® 171

VPN OFEAF v IUR b

REFIR

ARSI UVEEFIE

AFYyF 1 | VPN #— o= ZLiZ VPN =
veEvhL—XEEy hT v L

£,

REERICOVWTUI KD E IR VPN 2B FL—H2D~v =2
TNEZRLTIIEIN,

» [SSL VPN Client (SVC) on ASA with ASDM Configuration
Example]

http://www.cisco.com/en/US/products/ps6120/products_confi
guration_example09186a008071c428.shtml

ASA VY7 hU =TI N—Va v 8.04 LIETH DL
»HY F£7, £/, TAnyConnect Cisco VPN Phone| 7 1
VANA VAN =L ENTWARERDL Y 7,

(E)

GE) =a2—¥RVE—MEFHTT 7y —2 U =7 ERIEREN
WET v TV — FT HBORRMIC DT D B AL 4 [F] 5k
FT572HIZ, VPN a2yt b —4 %%y hU—7NOD
TFTP &% 72 i% Cisco Unified Communications Manager
P—=noEICEy N T v 7 T2 a8 LET,
Xy MU= TZOX) RRELZFER TS RVGEEIE,
VPN =2k b —2OBICH 2O TFTP £ 721
n—RH—nNtty N T v 7T TEET,

o [SSL VPN Client (WebVPN) on 10S with SDM Configuration
Example]

http://www.cisco.com/en/US/products/ps6496/products_confi
guration_example09186a008072aa61.shtml

10S V7 by =7 F "=V 1512)T UMK TH 5 0E
BV ET, 74—F ¥ By M TFA B Z:2900 TV
DA% TUniversal (Data & Security & UC)J, SSL VPN
FTAVANT 7T 4 723 >T 5 2800 7 L DEHE
£ TAdvanced Security ],

(E)

GE) a—¥RUVE—-MEFETT7 7y —2 V=7 FRIEREN
WET v STV — NI HBEORRBICO T 2 BT % b6
T57®lZ, VPN a2yt b —4 %%y hU—7NOD
TFTP % 72i% Cisco Unified Communications Manager
P—ROFLIZEy b7 v 7 THEEHRELET, Ry
FI—27 TZDE ) BRRELFHATERVEEIT, VPN =
eV L—2DOBICH DD TFTP £72idve — K
Y=ty N7y TEET,

ATFYFT 2 |[VPN a2 FL— & OFFEHE

7 v 7m—RLET,

HF18% [VPN ¥ — b v = A OFRIE]

AFY7 3 |[VPN#F— ho = 2B ELET,

%18 % [VPN 7 — b7 = A DR IE ]

AFYy7T 4 VPN #— oA Z2EHLT

VPN Z —7%E L £,

%19 & [VPN /L — 7 DORE

ATYT 5 |VPN 7u 77 A A EHELET,

F20%= [VPN 7277 A LVOET ]
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& 171 VPN OFRERAFT I YR+ §EE)

REFIR FESIUVEEFIRE

ATv7 6 VPN /L — 7% KO8 VPN 7 1 |Cisco Unified Communications Manager O El~— T, [F
Ty ANEXBEOBIE T2 7 7 A |4 A (Device)] > [ T 31 A D IE (Device Settings)] > [ B DE
JAZIBIMLET, %71 7 7 A )L (Common Phone Profile)] ®IEIZEIR LE4, 7*
Mz >WTIE, [Cisco Unified Communications Manager 7 N <
=X pl=g 2 T ] O BREEFET R T 7 A VORE] O
BEEZBRLTLE S0,

GE) VPN 7m 77y ANELEOEF 7 27 7 A WV BER T
TWiW4a, VPN 1T [VPN ##E#% & (VPN Feature
Configuration)] 7 4 ' RU TEREINTWNET 7 4L K
REEHEHLET,

AZ797 T |Cisco Unified IP Phone ® 7 7 — |Cisco VPN 7 7 4 7> b & ETT 5101k, B R —FEhTD
AU =T %, VPN %35 — h LT |Cisco Unified IP Phone T7 7 —A vV =7 U U —2 9.0(2) LIEEN
WHEN=Ta Ty 77— F BEBLTWLOIBERDYES, 77 —L V=T DT v 77 L—FR
LEJ, FEDFERIZ OV T, L T2 Cisco Unified IP Phone &
7 @ [Cisco Unified IP Phone Administration Guide for Cisco
Unified Communications Manager)] %ZM 1L T 72 &0,

GE) 77—2v=7 UU—=R90Q) X7 v7 7 L— ¥+ 50
2, AR — k&R T3 Cisco Unified IP Phone T7 7 —
LAy=T UU—R 84(4) IEDRBEH L TVWHILENRDH D
ESc

AT7v7 8 YR~k &h T3 Cisco Unified |Cisco Unified IP Phone M35 L U8 VPN #2d 0 ffe x2. 00 ZEAl
IP Phone Zfli /i L T, VPN ##5i % |I[ZO>WTiE, i/ L T2 Cisco Unified IP Phone 7 /L™
ST LU ET, [Cisco Unified IP Phone Administration Guide for Cisco
Unified Communications Manager)] %ZM 1L T 72 &0,

10S DEREZRH

IP Phone T VPN 7 547 s @ I0S % EZERT 25 E1L. RO FIAZFITLET,

ZFyF 1 10S V7 ko= A= 15.1Q2)T BE A v A h—L LET,
74 —Fx By /T A& Universal (Data & Security & UC) for IOS ISR-G2
74 —F % &y N/ T A& A Advanced Security for IOS ISR

AFvF 2 SSLVPN IA LV RET /T4 7ICLET,

IP Phone TD VPN V547> kD 10S DE&TE

IP Phone T VPN 7 747 F® 10S ZRET 2121F, ROFMEZFEITL £,

AFyv7T 1 10SEHuo—H L TRELET,
a XY= A F =T AERELET,
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IP Phone TD VPN ¥ 5472 D 10S OHE

A7y 2

Bl -

router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if)# duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

b. A¥%T 47 NM—F ETFTT7FNEL—FERELET,

router(config)# ip route <dest ip> < mask> < gateway_ip>

B
router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1

Cisco Unified Communications Manager & 10S (2 M B2 FEHEZ ERB L OB L ET,

WOFEHZE % Cisco Unified Communications Manager 7> 5 A AR — M2 0 ENH Y F97,

CallManager : TLS /N> R = A 7 B2 Cisco UCM #RFEL T (BRAET—RFDI T AZ TOH
W),

Cisco_Manufacturing_ CA : Manufacturer Installed Certificate (MIC; &2 TA XA h—L &3
FERASE) & LT IP Phone Z#8FEL £ 7,

CAPF : LSC %] L T IP Phone Z#FFEL £,

Z# 5 d Cisco Unified Communications Manager sE#EZ 1 AR — M3 5121%, RO FIEE EIT
LET,

Cisco Unified Communications Manager OS O # Web X— Y TR &# =R L £,

[ = U 7 1 (Security)] > [ iEB]E D& #E (Certificate Management)] # 2R L F3 (HE: 20
i, UCM ON—=2 a SC X > TRBRLIGENH Y 7).,

Cisco Manufacturing CA & CAPF OFEAEAZROTE3, pem 77 AV EF U m— L, .txt
77 ANVTHRIFLET,

I0S THrT A MKRA MEAERLET,
Bl -

hostname (config) # crypto pki trustpoint trustpoint name

hostname (config-ca-trustpoint)# enrollment terminal

hostname (config) # crypto pki authenticate trustpoint

Base 64 T Bk &7z CAGEHEZ RO LNTZGAIL, Ve — KLz pem 77 A VDT
* 2 b % BEGIN 17775 END AT Tt —L, B0 AHTE4, MOGEHETZOFIAEZHY
BLUET,

wo 10S A B4 FEHE L 4K L € Cisco Unified Communications Manager (2883 22>, £
X CANBA A= NI I H LB ET,

HOBAMNEL AR LET,
Bl -

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name> <exportable
-optional>

Router (config) # crypto pki trustpoint <name>

Router (ca-trustpoint)# enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 1024 1024

Router (ca-trustpoint) #authorization username subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

Cisco Unified Communications Manager £¥21) 571 4 F
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e Cisco Unified Communications Manager ® VPN 7’2 7 7 A L CHRA N ID Fx v 7 ZHHNZ LT
HOBAGEHELER L ET,

i
Router> enable
Router# configure terminal
Router (config)# crypto key generate rsa general-keys label <name> <exportable
-optional>
Router (config) # crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned
Router (config-ca-trustpoint)# fqgdn <full domain name>
Router (config-ca-trustpoint) # subject-name CN=<full domain name>, CN=<IP>
Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>
Router (ca-trustpoint) # end

o gk L72iEB#E % Cisco Unified Communications Manager (2% 8k L £ 7,

B
Router(config)# crypto pki export <name> pem terminal
RN HLTFAREaE—1LT.pem 77 A/LE LTRIFL, 2z CUCM OREFEOFHIC
Ty 7Te—RLET,

X797 3 AnyConnect % 10S {24 > A h—/L LET,
AnyConnect /¥ v 77— % cisco.com 72 H X U m— KL, flash iZA A =/ LET,
B

router (config) #webvpn install svc flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg
AT9T 4 VPNHREZHRELET, HEDNSEL LT, RIFTH TV IOS REXFATEET,

GE) EFEETIEHE L AR Y — FRBREOWM T 2T 25613, EifEDO MAC 7 F L A &2 ffoa—¥ 2 fE
MLET, 2—PHATERILFLILFRXFISNET, KOFEZBZITL TSN,

username CP-7975G-SEPO01AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

H>FIL 10S BE

IP Phone TVPN 7 74 7> b @D 10S REZMEA AT 2 Jp B D —RW_ A RT A L LT, RITRT
PUTNVREEFMATEET, REDEZV MV FIEHEINDILERHY £7,

Current configuration : 4648 bytes

|

! Last configuration change at 13:48:28 CDT Fri Mar 19 2010 by test
|

version 15.2

service timestamps debug datetime localtime show-timezone
service timestamps log datetime localtime show-timezone
no service password-encryption

|

! hostname of the IOS

hostname vpnios

|

boot-start-marker

! Specifying the image to be used by IOS - boot image
boot system flash c2800nm-advsecurityk9-mz.152-1.4.T

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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boot-end-marker

|

I
logging buffered 21474836

|
aaa new-model

|

!

aaa authentication login default local
aaa authentication login webvpn local
aaa authorization exec default local
i

aaa session-id common

|

clock timezone CST -6

clock summer-time CDT recurring

|

crypto pki token default removal timeout 0
|

! Define trustpoints
crypto pki trustpoint iosrcdnvpn-cert
enrollment selfsigned
serial-number
subject-name cn=iosrcdnvpn-cert
revocation-check none
rsakeypair iosrcdnvpn-key 1024
|
crypto pki trustpoint CiscoMfgCert
enrollment terminal
revocation-check none
authorization username subjectname commonname
|
crypto pki trustpoint CiscoRootCA
enrollment terminal
revocation-check crl
authorization username subjectname commonname
|
1
! Certificates
crypto pki certificate chain iosrcdnvpn-cert
certificate self-signed 04
crypto pki certificate chain CiscoMfgCert
certificate ca 6A6967B3000000000003
crypto pki certificate chain CiscoRootCA
certificate ca S5FF87B282B54DC8D42A315B568COADFF
crypto pki certificate chain test
certificate ca 00
dotll syslog
ip source-route
|
!
ip cef
|
!
!
ip domain name nwO48b.cisco.com
no ipvé cef
|
multilink bundle-name authenticated
!
!
voice-card 0
!

Cisco Unified Communications Manager £¥21) 571 4 F
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|

!

license udi pid CISC02821 sn FTX1344AH76
archive

log config

hidekeys

username admin privilege 15 password 0 vpnios
username test privilege 15 password 0 adgjm
username usr+ privilege 15 password 0 adgjm
username usr# privilege 15 password 0 adgjm
username test2 privilege 15 password 0 adg+jm
username CP-7962G-SEPO001BOCDB38FE privilege 15 password 0 adgjm
|

redundancy

|
!
!--— Configure interface. Generally one interface to internal network and one outside
interface GigabitEthernet0/0

description "outside interface"

ip address 10.89.79.140 255.255.255.240

duplex auto

speed auto

|

interface GigabitEthernet0/1

description "Inside Interface"

ip address dhcp

duplex auto

speed auto

|
!-—- Define IP local address pool

ip local pool webvpn-pool 10.8.40.200 10.8.40.225
ip default-gateway 10.89.79.129

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip http timeout-policy idle 60 life 86400 requests 10000
|

i
!--— Define static IP routes
ip route 0.0.0.0 0.0.0.0 10.89.79.129
ip route 10.89.0.0 255.255.0.0 10.8.40.1

|

no logging trap

access-list 23 permit 10.10.10.0 0.0.0.7
|

control-plane

|
line con O

exec-timeout 15 0

line aux 0
! telnet access

line vty 0 4

exec-timeout 30 0

privilege level 15

password vpnios

transport input telnet

line vty 5 15

access-class 23 in

privilege level 15

transport input all

|

exception data-corruption buffer truncate
scheduler allocate 20000 1000
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! webvpn gateway configuration
webvpn gateway VPN _RCDN_IOS
hostname vpnios
ip address 10.89.79.140 port 443
ssl configuration
ssl encryption aesl28-shal
ssl trustpoint iosrcdnvpn-cert
inservice
|
! webvpn context for User and Password authentication
webvpn context UserPasswordContext
title "User-Password authentication"
ssl authenticate verify all
|
!
policy group UserPasswordGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool "webvpn-pool"
svc default-domain "nw048b.cisco.com"
svc split include 10.89.75.0 255.255.255.0
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy UserPasswordGroup
gateway VPN _RCDN IOS domain UserPasswordVPN
inservice
|
!
! webvpn context for Certificate (username pre-filled) and Password authentication
webvpn context CertPasswordContext
title "certificate plus password"
ssl authenticate verify all
|
!
policy group CertPasswordGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool "webvpn-pool"
svc default-domain "nw048b.cisco.com"
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy CertPasswordGroup
gateway VPN _RCDN IOS domain CertPasswordVPN
authentication certificate aaa
username-prefill
ca trustpoint CiscoMfgCert
inservice
|
!
! webvpn context for certificate only authentication
webvpn context CertOnlyContext
title "Certificate only authentication"
ssl authenticate verify all
!
!
policy group CertOnlyGroup
functions svc-enabled
hide-url-bar
timeout idle 3600
svc address-pool "webvpn-pool"
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AsA omrzer H

svc default-domain "nw048b.cisco.com"
svc dns-server primary 64.101.128.56
svc dtls
default-group-policy CertOnlyGroup
gateway VPN _RCDN_IOS domain CertOnlyVPN
authentication certificate
ca trustpoint CiscoMfgCert

inservice
|

end

ASA DO EZENH

IP Phone T VPN 7 A4 7 > s D ASA REZERT 2HE 1T, ROFIEZETLET,

AFvFT 1 ASA Y7 bhu=T (N—=Uar 804K BLXUOESMEDHD ASDM 24 A h—LLET,
AFvF 2 HENEDOH D AnyConnect /Xy 77—V %A VA M=V LET,
RFYT 3 FGABLAET VT 4TI LET,

a. BITI9A v ADMEZFRLET,
show activation-key detail

b. EMM®d SSL VPN & v = & Linksys EaEEN AT > TWDH LW T A & 2D T,
http://www.cisco.com/go/license # 2 L T 72 &\, VPN #iE%2 VA — F T 254513, TAny
Connect Cisco VPN phone] 714 & XA &@LU ET,

IP Phone TD VPN ¥V 547 > 0 ASA DEXTE

IP Phone TVPN 7 747 b® ASA ZRET DITIE. ROFIEEFATL E T,

AFwT 1 KOv—BNLBEEITWVET,
a. XYy M= A =T oA AERELET,
i

router (config) # interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if)# duplex auto

router (config-if) # speed auto

router (config-if)# no shutdown

router#show ip interface brief (shows interfaces summary)

b. A%7 4y 7 V= T THxV L — b ERELET,
router(config)# ip route <dest ip> <mask> <gateway_ ip>
i

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1
c. DNS&Z#&HELET,

Bl -

hostname (config) # dns domain-lookup inside
hostname (config) # dns server-group DefaultDNS
hostname (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6
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| IP Phone TMD VPN 454 7> D ASA DT

AT7wF 2 Cisco Unified Communications Manager & 10S (ZM B AR FEMEZ £ L OB L ET,
K DFEHE % Cisco Unified Communications Manager 2> 5 A VAR — F T 20X H Y 9,

e CallManager : TLS /"> K = A ZIFIZ Cisco UCM #7BFEL T (RET—FDZ T RAX TDH
T,

e Cisco_Manufacturing_ CA : Manufacturer Installed Certificate (MIC; #i&ECTA VA h—r 35
AEFE) & LT IP Phone ##3iE L %7,

o CAPF : LSC %] L T IP Phone Z#FEL £,

B ? Cisco Unified Communications Manager sEB#E % A AR — M3 5121, RO FIEZ EIT
LET,

Cisco Unified Communications Manager OS O # Web X— Y TR &##=IR L £,

[ = U7 1 (Security)] > [ fEHE D& H (Certificate Management)] Z3&IR L £9 (EE: 2D
FriZ, UCM ONR—2 3 VX TRR LA H Y £9),

c. Cisco_Manufacturing CA & CAPF OFEHEL ASTFE3, pem 77 A L& ¥ U m— L, .txt
7 A VTIRIELET,

d. IOS THrIFARKRA L FEERLET,
Bl -

hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint)# enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 Tl 5t &7z CAGEAEEZ RO SN HEIXZ. XV n— Lk pem 7 7 A VDT
¥ A h% BEGIN 1772°5 END f7¥ Cabt™—L., BV frir 4, thoEHETZOFIEEZ Y
WLFET,

e. KD IOS HOE4FFHEA 4L L T Cisco Unified Communications Manager (Z%34%3 57, £7=
X CANDA UAR— N O ELBEEHRLET,

o HOBAMWEEAMLET,
il

Router> enable
Router# configure terminal
Router (config)# crypto key generate rsa general-keys 1label <name> <exportable
-optional>
Router (config) # crypto pki trustpoint <name>
Router (ca-trustpoint) # enrollment selfsigned
Router (ca-trustpoint) # rsakeypair <name> 1024 1024
Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>
Router (ca-trustpoint) # end
» Cisco Unified Communications Manager ® VPN 7’127 7 f L THRAX M D Fx= v 7 ZHZL T
HOZEAREAEZ AR L £,

i

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name> <exportable

-optional>

Router (config) # crypto pki trustpoint <name>

Router (ca-trustpoint)# enrollment selfsigned
config-ca-trustpoint)# fqdn <full domain name>
config-ca-trustpoint) # subject-name CN=<full domain name>, CN=<IP>
ca-trustpoint) #authorization username subjectname commonname
ca-trustpoint)# crypto pki enroll <name>
ca-trustpoint)# end

Router
Router
Router
Router

Router
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o £ L7=FE#ZE % Cisco Unified Communications Manager {288k L £ 97,
i

Router(config)# crypto pki export <name> pem terminal
WARNOGTFAME I —1LT.pem 77 A/bE LTRIEL, 2hE CUCM OFEFEOEHIC
Ty 7u—RKLET,

VPN #REZREL£d, REDSE L LT, KITFTH 7V I0S RELZFATE £,

Btk CREAE & AU — FRGEO W 23 25813, EFEO MAC 7 FL A zffoax—F & {E
MLET, 2—PHATRIRILFLILFRXFISNET, KOFEZBZITL TSN,

username CP-7975G-SEPO01AE2BC16CB password klkLGQIoxyCO4ti9 encrypted

username CP-7975G-SEPO01AE2BC16CB attributes vpn-group-policy GroupPhoneWebvpn

service-type remote-access

H> 7L ASA E&FE

IP Phone T VPN 7 747 b @D ASA REZMAIAT O BB O— RN TA FF7 4 & LT, KITR
FTHTIAREZFMMATEET, REDET L P IFEEINLIGERHY L7,

ciscoasa (config)# show running-config
Saved

!——- ASA version

ASA Version 8.2(1)

|

!-—- Basic local config on ASA

hostname ciscoasa

domain-name nw048b.cisco.com

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names

dns-guard

!--- Configure interface. Generally one interface to internal network and one outside
!--- Ethernet0/0 is outside interface with security level 0

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 10.89.79.135 255.255.255.0

!--- Ethernet0/1 is inside interface with security level 100
|

interface Ethernet0/1
nameif inside
security-level 100
ip address dhcp

|

interface Ethernet0/2
shutdown

no nameif

no security-level

no ip address
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interface Ethernet0/3
shutdown

no nameif
security-level 100
no ip address

|

interface Management0/0
shutdown

nameif management
security-level 100
no ip address
management-only

!-—- Boot image of ASA
boot system diskO:/asaB821-k8.bin
ftp mode passive

!--— Clock settings
clock timezone CST -6
clock summer-time CDT recurring

!-—- DNS configuration

dns domain-lookup outside

dns server-group DefaultDNS
name-server 64.101.128.56
domain-name nw048b.cisco.com

!-—- Enable interface on the same security level so that they can communicate
other

same-security-traffic permit inter-interface

!--- Enable communication between hosts connected to same interface
same-security-traffic permit intra-interface

pager lines 24

!--- Logging options
logging enable

logging timestamp

logging console debugging
no logging message 710005
mtu outside 1500

mtu inside 1500

mtu management 1500

!-—— Define IP local address pool

ip local pool Webvpn POOL 10.8.40.150-10.8.40.170 mask 255.255.255.192
no failover

icmp unreachable rate-limit 1 burst-size 1

icmp permit any inside

!--— ASDM image

asdm image disk0:/asdm-623.bin
no asdm history enable

arp timeout 14400

!--- Static routing

route outside 0.0.0.0 0.0.0.0 10.89.79.129 1
route inside 10.89.0.0 255.255.0.0 10.8.40.1 1
route inside 0.0.0.0 0.0.0.0 10.8.40.1 tunneled

timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

to each
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timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 192.168.1.0 255.255.255.0 inside

http redirect outside 80

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

!-—- ASA certs
!-—- trustpoints and certificates
crypto ca trustpoint ASA VPN Cert
enrollment self

keypair ASA VPN Cert key

crl configure
crypto ca trustpoint CiscoMfgCert
enrollment terminal

crl configure
crypto ca trustpoint UCM CAPF Cert
enrollment terminal

no client-types

crl configure
crypto ca certificate chain ASA VPN Cert
certificate 02d5054b

quit

crypto ca certificate chain CiscoMfgCert
certificate ca 6a6967b3000000000003
quit

crypto ca certificate chain UCM_CAPF Cert
certificate ca 6a6967b3000000000003
quit
telnet timeout 5
ssh scopy enable
ssh timeout 5
console timeout 0

!--- configure client to send packets with broadcast flag set

dhcp-client broadcast-flag

!--- specifies use of mac-addr for client identifier to outside interface
dhcp-client client-id interface outside

!

tls-proxy maximum-session 200

|

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

!-—- configure ssl

ssl encryption aesl28-shal

ssl trust-point ASA VPN Cert

ssl certificate-authentication interface outside port 443

!-—- VPN config
!--— Configure webvpn
webvpn
enable outside
default-idle-timeout 3600

Cisco Unified Communications Manager £¥a 1) 71 #4 F




FITE  S—F¥I ISAR—F 2y FI—JIDFE |

B 5o7LASARE

svc image diskO:/anyconnect-win-2.1.0148-k9.pkg 1
svc enable

!-—- Group-policy
group-policy GroupPhoneWebvpn internal
group-policy GroupPhoneWebvpn attributes
banner none
vpn-simultaneous-logins 10
vpn-idle-timeout none
vpn-session-timeout none
vpn-tunnel-protocol IPSec svc webvpn
default-domain value nw048b.cisco.com
address-pools value Webvpn POOL
webvpn

svc dtls enable

svc keep-installer installed

svc keepalive 120

svc rekey time 4

svc rekey method new-tunnel

svc dpd-interval client none

svc dpd-interval gateway 300

svc compression deflate

svc ask none default webvpn

!-—- Configure user attributes
username test password S.eA50g5kwJgZ3QK encrypted
username test attributes

vpn-group-policy GroupPhoneWebvpn

service-type remote-access

!—Configure username with Phone MAC address for certificatet+password method
username CP-7975G-SEPO01AE2BC16CB password klkLGQIoxyCO4ti9 encrypted
username CP-7975G-SEPO01AE2BC16CB attributes

vpn-group-policy GroupPhoneWebvpn

service-type remote-access

!-—- Configure tunnel group for username-password authentication
tunnel-group VPNphone type remote-access

tunnel-group VPNphone general-attributes

address-pool Webvpn POOL

default-group-policy GroupPhoneWebvpn

tunnel-group VPNphone webvpn-attributes

group-url https://10.89.79.135/VPNphone enable

!--— Configure tunnel group with certificate only authentication
tunnel-group CertOnlyTunnelGroup type remote-access

tunnel-group CertOnlyTunnelGroup general-attributes
default-group-policy GroupPhoneWebvpn

tunnel-group CertOnlyTunnelGroup webvpn-attributes
authentication certificate

group-url https://10.89.79.135/CertOnly enable

!-—- Configure tunnel group with certificate + password authentication
tunnel-group CertPassTunnelGroup type remote-access

tunnel-group CertPassTunnelGroup general-attributes
authorization-server-group LOCAL

default-group-policy GroupPhoneWebvpn

username-from-certificate CN

tunnel-group CertPassTunnelGroup webvpn-attributes

authentication aaa certificate

pre-fill-username ssl-client

group-url https://10.89.79.135/CertPass enable
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class-map inspection default

match default-inspection-traffic
|
!
policy-map type inspect dns preset dns_map
parameters

message-length maximum 512
policy-map global policy

class inspection_default

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp
|
service-policy global policy global
prompt hostname context
Cryptochecksum:cd28d46a4f627ed0fbc82ba7d2fee98e
: end
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VPN ¥— bk 1 DERE

VPN 7' — h 7 = A ZRET 511, BN, VPN 22y b L— 2 OFEHEEZT v 7 r— L Th b,
VPN 7= bV x A ZBRET 2LEDH Y T

ZOEF, WONBETHRINLTWVET,
e [VPN oty FL—HXDiEHEDT v 71— K] (P.18-1)
e VPN ¥ — D= ADFE] (P.18-2)

VPN a2 FL—2DEERAENDT7y 7A—F

ATFvFT1

VPN #EE2 P R—F T2 E5ICASA 2ty N7 v 7 T258561%, ASA CAEtIEELERTLH L&k
B LET, ERESNIZFEAEL PC /XY —7 AT —vavil¥dyra— RLTnb, ZOHEHOF
JIE % il L -C Cisco Unified Communications Manager {27 v 72— R L %9, Cisco Unified
Communications Manager (X, FEBE%Z &G & VPN MOEBRY 2 MIRELET,

ASA X SSL " Ryrz A 7 HIZZ OFEMEAX{E L, Cisco Unified IP Phone 13 Z OFEE 4 & EE &
VPN HOEFEY A M SN TWDEE it L ET,

Cisco Unified IP Phone (%5 7 # /L b T% ® Manufacturer Installed Certificate (MIC; it TA > &
F—IN5FEHE) 2EELET, CAPF —EZXZE L TV DA 1Z1E. Cisco Unified IP Phone
1% @ Locally Significant Certificate (LSC; v —H /L THZZ2FEAE) 22X ELET.

FORA A LUV DFFAERGE A #2841, Cisco Unified IP Phone MEE I NS L H iz, —k
MIC %7212 CAPF ZFHHEA ASA ICA v A b —ATHXLENRH Y £,

Cisco Unified Communications 4 XL —7 4 7 Y A7 A&{EH L T, iEHE% Cisco Unified
Communications Manager (27~ 7 — FLE¥, ROFIRIZHE->T, VPN 2t b b—Z OiEHE
7 v 7u—RKLET,

FIR

Cisco Unified Communications 4 XL—7 4 7 VAT LOEHMNG, [£F =2 U T « (Security)] > [ FEH]
TOE PR (Certificate Management)] Z##IR L £,

[ fFEBE D —% (Certificate List)] 7 « > RUREREINE T,
[fEBIEDT v 71— K (Upload Certificate)| Z#27 V v 7 LE T,
[fEHIEDT v~ 71— I (Upload Certificate)| R~ 7’7 v 7 7 4 v RuBRFREINET,

[FEZE D4 il (Certificate Name)] 7V H 07 v A =a—nb, [&Eik & VPN B OE#E1E (Phone-VPN-trust)]
TR L ET,
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AFyvFT 4 [BFBrowse)| 227 V7 LT, Tovla—KRT57 74 VEFRLET,
ZRFwTF 5 [77AADT v T r— K (Upload File)] #7 U v 7 LET,
AFYT 6 TuTa—KTHT s AN ESBICRRT 57, £721% [BU 3 (Close)] 7 U v 7 LET,

FEREE B OFEMIZ D\ TiX, [Cisco Unified Communications Operating System Administration Guide ]
DH 6 & [Security] #ZHLTIZEI W,

VPN — ;x4 DERFE

O, WONBETHRINLTVET,
e [VPN 57— U =A DK (P.18-2)
e VPN »— D= ADFE] (P.18-3)

VPN ¥— bk x4 DRER
VBN 4 |0 x A B RET DI, KOFIE KT LET,

FIR

A7wv7 1 Cisco Unified Communications Manager OEBL~— T, [ L7EHHE (Advanced Features)] > [VPN] >
[VPN %7 — 7 =1 (VPN Gateway)] DNAIZEIN L £ 7,

[VPN 7 — b 7 = A O#iFE & —E# R (Find and List VPN Gateways)] 7 1 > RUBRERENET, 77
T4 7 HiD) 72V —DLa—Rb U4 RUILRRINDIHEERH Y 77,
ATF9T 2 THR—ZADTRTOLI—RERBTIIE, FATRIT Ry I ARETHD Z L E2HERLT,
AT v 3R ET,
LVa—R&ET7 4 VEZ Y U TEITHRRT 2121, ROFIREZFETLET,
s RO Ray T HFUY VAN KRy T ANDL, MBENRTA—FERINLET,
e 2FHORNuyFET L VRN Ky T AND, RBEANF— U EZRIRLET,
o MENIEUT, BWURMRKRT A MEEELET,

N

GE)  RBEREZEBNT I, [F]ARZ %2270y 7 LET, FFEEZENTLE, BELZTRTO
ST a—FPREBEINET, FHEZHIRT %, [ AF 220 v 7 LTERE
B U= & 28I T 50, [Z740Z D27 )7 (Clear Filter)] 8% %27 U v 7 LTEML
72T XRTORBREMFZHAIRL 7,

ATvT 3 [HREFnd]E27 ) vr LET,

—HT LT RTOLa—RBRRFINET, [ X—TH72 0 OITE (Rows per Page)] Fry 7 H v U
AR Ry I ANPGRRDELZFIRT H L EX—VICRRENIHAREZEETEET,
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VPN —rzqoBE B

KrIhicba—F VA Mpb, HROLVa—RFoY 274227 v 7 LET,

N
GE) VDAMORHLUICEMEFZIEITFRMEORNNG 25/, TORAZZ Vv 7 LT, Y—h
R A w2 LE9d,

VA4 RUICBEBRLZEANRRSNET,

VPN 7— k0 x4 DEE

ATFyvFT 1

AFyvF 2

ATFvT 3
ATFwvF 4

VPN 7' — b U= A 258, B, FLEa—F2100%, ROFIEEZFIATLET,

FIg

Cisco Unified Communications Manager M & #-~=—C, [JL3E#HE (Advanced Features)] > [VPN] >
[VPN %7 — K 7 =1 (VPN Gateway)] ONAIZEIN L £ 7,

ROVEEDNT NN EFATLET,

s HLWIFa T A NEEMT DI, BV RO [HEEM(AddNew)| 227 Vw27 L, AT v
7 3R ET,

o BEfFDO VPN 5= U =A% a =4 2I2i%, TVPN 77— U = A OfEsR] (P.18-2) DFBITHEN,
WYART BT 7 AN ERSOT T, IE—F5 VPN #— F 7= OBICERSA TS [ I E—
(Copy)| K& &7V Yy s L, AT v 7 3R ET,

o WEFEOTu Ty ANEEHFT DL, [VPN 7F— A O] (P.18-2) DOFHIZHEV, @yl
VPN ¥ — b+ oA Z RO T, A7 v 7 3ICERET,

[ FHEM(AddNew)| 227 U v 755 K74 — IV EEDT 74V IFREERLIEEEY 4 RUBE
REINFET, [28— (Copy)| 27 Vv 7 FbE, REZAE—LEREY 4> RUBRKRINET,

# 18-1 OFHICHE- T, WUIRFEEELASLET,
[fRTF (Save)| 227V v 7 LET,

* 18-1 VPN 5'— k) = f DR EME

Z4—ILF B

[VPN %' — k7 = 1 4 (VPN Gateway Name)] VPN #— F 7 = A DA Z AT LET,
[VPN % — I ¥ =  ®FB (VPN Gateway VPN #— b ¥ = £ OFB A AN LET
Description)]
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B VPN -9z DEE

# 18-1 VPN 7— k= £ DEEE WEE)

J4—ILF 7L

[VPN % — 7 = A ® URL(VPN Gateway URL)] | ¥ — bV = A NOEHER VPN 2>t L —X

® URL #AJJLET,

GE) VPNarEe s rL—XIZ1 oD L—F
URL #%EL. 2O URL #5— YU =
A4 URL & LTHHTLZLERDH Y 7,

EEBRIZONWTIE, WO LE 97 VPN =&
M—ZDO==aT VEBRLTLIIETEN,

o [SSL VPN Client (SVC) on ASA with ASDM
Configuration Example]

http://www.cisco.com/en/US/products/ps612
0/products_configuration_example09186a00
8071c428.shtml

[ Z DA O VPN REA # (VPN Certificates in this | FRFIF—B IO TF RIS — %2 H L T iEHEE
Location)] F—hoxAIZED Y TET, GEAEEZSS— b =
AR B TR HE, VPN 7 747 0 MM
Zoarty b —F~OBHEICRB L £,

GE) &K 10 OFfEHEEZ 1 20O VPN F— b
T AWEIDETCARZENTEEST, F
BT — b oAlhel Y 1 DDfE
HEZEID L TCAXLERNDHY £9, Bahs
VPN ] D158 HE R BIFR AT T & A7 5E
B2 A3, ATHEZR VPN GEHIED Y
A NMIRRINET,
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VPN JIL— T DE&E

ZOETIE, VPN 7 —F OIERFIEC SO TR LET, VPN 27— 7 kBl L7, % L
VPN #¥— F Y =L OWTINNE - DI —TIEMTExE9,

ZOEF, WONBETHRINLTWVET,
e [VPN Z/L—7 %] (P.19-1)
e VPN ZL—70&E] (P.19-2)

VPN JIL—T Di&EHE

ATFvFT1

ATvT 2

ATvT 3

ATFvF 4

VPN 7 NV —7 %R T 5103, ROFIEEZFEITLET,

FIR

Cisco Unified Communications Manager O H~— T, [ YEiEHAE (Advanced Features)] > [VPN(VPN)] >
[VPN 7 /L— 7" (VPN Group)] PNAIZIER L E T,

[VPN 7V —7 Oi%k & —&Z1 (Find and List VPN Groups)] 7 4 > RUNERENET, 77T 47
% {i0) 72U =Dl a—Rby 4 FUICERENLIHARHY 7,

FBR=ADTRTOL A= FERFT DI, FA T IRy 7 ANETHD Z L EMRLT, AT ¥

7 3R ET,

La—R&ET7 4 NF Y T EIIBREBET DI, KOFIEEZFETLET,

e BHIDOKRKuyTE T UAKNRy T ANE, RBNATA—XEZEIRLET,

e 2F/BHO AT UAN Ry 7 AND, RBEANRZ—UEBBRLET,

e MEIULUT, MURMBETXFAMEEELET,

GE) MBERMEZBENTDIE, [H] R F 2270 v 7 LET, &ME2ENMTDE, HBELEZTRTO
ST HrLra—RFRRBINET, FEZHIBRT L, [ R¥ 2270 v 7 LTk

BN U752 IR T 20, [ 742D V7T (Clear Filter)] "% %27 Vv 7 L CGEIIL
e N TOMBRIMEEHIRL £,

[#% (Find)] 227V v 7 LET,

—HT LI RTOLa— RBRRRINET, [ X—TH7 Y DITH (Rows per Page)] ey 77X o U
AN Ry I ANLRLDEERINT DL HN— VIR REINIHEAREZER T ET,

KrRsnlera—F VAR, AOLVva—RFo ) 272270 v 27 LET,
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W VPN L—ToBE

N

GE) VARAMORHLICEMEELITHEORMADH LG5I, ZOKMEZ7 Y v 7 LT, Y—F
NEFF 238 L E 9

U4y RUICER L EHA R RR SNET,

VPN S IL—TDEE
VPN ZV—FZBM, BH., EREar—35100%,. ROFIEEZFITLET,

FIg

AT7w7 1 Cisco Unified Communications Manager D% H~=—C, [JEIEHHE (Advanced Features)] > [VPN(VPN)] >
[VPN 7' v—="(VPN Group)] DIEIZEIR L £,

AT9FT 2 ROEEOWTNIEZETLET,

o HLWI BTy ANEBMTHICE. BBEY 42 Ryo [ HiBBMN(AddNew)] %27V v 27 L, A7 v
7 3ICHELFE T,

o WEFED VPN ZL—F % at—F 2121k, [VPN ZL—7 0Oz (P.19-1) OFBICHE. wbk
TuTFANERSOT T, 2E—F5 VPN ZA—ZFORICERENTNS [ 2 E— (Copy)] R ¥
CEIZU L, AT v 3R ET,

e BEFEOTu T s ANEEHTAICIE. [VPN Zr—7 0% (P.19-2) O@BIZHEV, @Y7 VPN
TN—TERDOT T, AT v 3ICERET,

[ BHLEN (Add New)] %2 U v 25 L. %7 4—A FOF 750 MREE R LUEREY 4 RURE
RENET, [2E— (Copy)| 22 VU v 7+ 5 L, BRELAE—LEREY 1 FUBRRSNET,

RFvF 3 £ 19-1 OBRBICHES T, WY RBEEAS LET,
ATFvT 4 [RFSave)] 22V v LET,

% 19-1 VPN J)L— T DR EE

TJ4—ILE it

[VPN 7'/ — 74 (VPN Group Name)] VPN ' V—T7 D4 i AT LET,
[VPN 7' b — 7" @i (VPN Group Description)] |VPN Z L —7O#HEZ A LET,

Cisco Unified Communications Manager £¥21) 571 4 F
[ 192 | I



| E10%

VPN JL—FDk5E

% 19-1 VPN JL—TDEREE (KZ)

VPN 7 —FoExe B

J4—ILF

EE

[ EHAIREZ2 T X TdD VPN 7 — b7 = 1 (All
Available VPN Gateways)]

A7 ma—n LT, EHARERTXTH VPN 7—
o2 ZRKRLET,

[ZOVPN 7 A—TNTEBIRENIZF— T =4
(Selected VPN Gateways in this VPN Group)]

FREIRZ L FRERY 2R LT, @A
HE72 VPN #— h U =A% Z® VPN 7L —7|C
ANT=0 T N—T B0 L7720 LET,

VPN 7 547 v hCEKRKETZT—NREEL T, FF
FED VPN 77— b o A IZHEHRTERNWEA,
VPN 27 5472 MIU A SNDOKRD VPN #— k
TeAICERLLY E LET,

GE) 1->m VPN 7 L—7I1Z&K 3 50 VPN
F—=rvxAEBNTEES, £/2. VPN
TNA—TNOGERHERT., 47T 10 £ T
<7,
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VPN 78774 LDERTE

ZOEE, RONE TSN TNET,
e VPN 7'm 77 A votfZE] (P.20-1)
e [VPN 7r 77 A LD (P.20-1)
e VPN 777 A VOEE] (P.20-2)

VPN 782774 LOBE

[VPN 7' 7 7 A /L (VPN Profile)] 7+~ ROz LT, [HLBEOEFT 77 7 A /L Oi%iE (Common
Phone Profile Configuration)] ¥ -+ > K7 C Cisco Unified IP Phone {Z#I 0 X4 T5H 7' 1 7 7 A L& {ERK
LET.

VPN 78774 LDER

VPN 707 7 A VERBZT 52, WOFIEEZEITLET,

FIE

AFTwF 1 Cisco Unified Communications Manager D& FE~— U C, [ JEIEMAE (Advanced Features)] > [VPN(VPN)] >
[VPN 71 7 7 A /L (VPN Profile)] DT L3,

[VPN 7’1 7 7 A LDk & —5 7~ (Find and List VPN Profiles)] 7 4 & RURKRINET, 7774
77 (HiD) 72)—DLa—Rb U4 RUICERRENDLLERH Y £,

AFYT 2 FHR—ZAOTNTOLIA— RERKZT DT, XA TRIRy 7 ZANETHDZ L EHRLT, AT v
7 3B FET,
Va—R&a7 4 NE ) T EIIRRTHI2E. ROFIEEZFATLET,
o IO FRayTHE T URAN KRy I ANDL, RENTA—FEBIRLET,
e 2BHORm Yy FE U URANKRy I AnD, MREBEASZ—VEZRIRLET,
o MEIISUT, WUIRMBT XA MEHEELET,

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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| VPN 7077 1 LDEE

N

GE) MBEHEZBINTDHIE, [F]ARZ 227 )y 7 LET, FME2ENT5E, HELLETRTO
FC—ET D v a— FRRBESNET, FEZHIRT I, [ A2 %220 v LTKE
B L=t 2 HIBRT 200, [Z 4 V& D27 V7T (Clear Filter)] R¥ > %227V v 7 LCGBEML
2T R COMREMEHIRLET,

ZFyF 3 [HRBEFind)] %2V vs LET,
—HT BT RTOLa— FRFERENET, [ =T H7 0 D74 (Rows per Page)] ke vy 7 X v Y
AN Ry 7 AN RRDEERINT 5 LBEX—VICRRINDIHEAREEETEET,

ATFyFT 4 FoREhLra—KUVXM0E, BOLVa—FKOY v 27%27 ) v 7 LET,

N

GE) VAPORHULICEREELITREORMPSLHEIZ. TORHIEZZ Y vy 7 LT, Y—F
NEFF 2380 L E 9

U4y RUCERLIZEARE RS ET,

VPN 787 74 JLDETE

VPN a7 7 A V&8N, B, Fida—3 2512, ROFIEEZFEITLET,

FIE

AFw 7 1 Cisco Unified Communications Manager D& Hl~2— ¢, [JEIEHHE (Advanced Features)] > [VPN(VPN)] >
[VPN 71 7 7 A /L (VPN Profile)] DIEIZER L E 9,

ATFvT 2 ROEEONTNNEFITLET,

o HLWIO T A NEIBEMNTHITIE MET 42 FUo [ HHEEM(AddNew)] 227U v 27 L, 25 v
7 3ICERET,

o WHEOTuTrANEI—FBITIE, [VPN 72 7 7 A LOfKFE] (P20-1) OIBICHEV, E@El 7
TRTrANERDOT T, 2a—T5 VPN 717 7 A LVORICE RSN TS [ 28— (Copy)] &
Bk Uy 7L, A7y 3ITHERET,

o WHFEOTu Ty ANEFHTAIZIZ. [VPN a7 7 A L0fiE] (P20-1) OFBIIHEV, @l
VPN 777 AV /BROT T, AT v 7 3ICERET,

[HELEN (Add New)] 27 U v 755 L. %7 4—L ROF 740 NREE TR LERIEY 4 v Y085
SnET, [aE— (Copy)l &7V v/ +58L, BEEAC—LEREY 4> RURERSNET,

ATvT 3 & 20-1 OBPUINES T, WEIRREEFATLET,
ATvF 4 [fR1FEQave)| 27 Vv 7 LET,

Cisco Unified Communications Manager £¥21) 571 4 F
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VPN 7O 2774 ILDRE

VPN 7o77 4 ome B

% 201 VPN 7O 274 L OREE
Z4—ILF TH
[ 4 il (Name)] VPN 7 a7 7 A LVO&4HIZ A LET,

[ @B (Description)]

VPN Y277 A LVO#HAE A LET,

[BEry U=tz A
Zh1k (Enable Auto Network
Detect)]

CDF 2y IRy A%F AT HE VPN 7 747 M, W
Ty MU= HD T ENRHBSNTZHAICIRY T TEETS,

T 7 /v b o [ %) (Disabled)]

[MTU]

Maximum Transmission Unit (MTU; fx Kfaikz=v ) O¥ A X
BNA NEAITASILET,

F 74k 1290 XA b

[ #5858 D JJ% (Fail to Connect)]

VPN b RADIERRHIC, v 7 A RT3 RER B T 5 £ T
R DR 2 fEE L £,

FT7xA 300

[AA MIDF =2 2G50t
(Enable Host ID Check)]

IOF v IRy I ARFTCORE V= U = A GEHFED
subjectAltName F7-1Z CN 23, VPN 7 741 7 h Ot URL
E—HELTWAIRERS D £,

7 74V b : [ %) (Enabled)]

[7 747 > bRk 7 (Client
Authentication Method)]

Rey 72y YA NG, 72747 MR R EBIRL £7,
o [Z—HP—BIUVIRAT— K (User and password)]

o [/NAU— FD I (Password only)]

o [FEHZE (Certificate)] (LSC F7-1% MIC)

[ K/ XA D — R &304k
(Enable Password Persistence)]

COF v IRy I AEFATTEE, vl A URITORNK, 22—
WEBRRT—ROFHTOI VT, £ITEFHEO) &y FRBR
Ui RAET HE T, 2—WF SR T— RRBIEHICETEINE T,
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CHAPTER

VPN #REERE

ZOFETIH, VPNHBEERE T A—FIZOWTHBLET, ZOEOEMIL., KOLEBH TT,
o i) (P21-1)
o [VPN HRERT/NT A —%] (P21-1)

[VPN ##E7% & (VPN Feature Configuration)] ¥ « > RoIZiX, VPN 7’r 7 7 A V& HEOEFE T 0 7 7
ANV EBEA T TORVWERIZ, AT LA THEMSND VPN R0 ILER EMEA ST ENTHET, VPN
T 7 AN eBOEFET DT 7 A NVEEO L LTERLTWSHE, VPN 707 7 A L3
[VPN F§AEZ% & (VPN Feature Configuration)] O & L 0 HEL I E T,

VPN BRERTE/NT A —4F

ATFyvFT 1

ATFvF 2
AFvT 3

VPN BERERR E/N T A —Z Zite ¥ 21213, RO TFIHICHENE T,

Cisco Unified Communications Manager M & #~=—C, [JL3E##RE (Advanced Features)] > [VPN] >
[VPN #8E3% & (VPN Feature Configuration)] DJEIZIEIR L F 5,

[VPN #8E7% & (VPN Feature Configuration)] 7 « > RUBRERINET,
# 21-11ZHE-> T, HEREEZZ T AND D, ETITHLWVEEZ AN LET,
[#&1F(Save)| 227 U v 7 LET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



$213%E VPN #esE |

l_ Cisco Unified Communications Manager #2974 A4 F

VPN ##esRE/ 5 A —4

& 2141 VPN #EeRE/ 5 A —42

Z4—ILF

T+

[Enable Auto Network Detect]

[True] ¥4, VPN 7 74 7 bE, A% > b
T— 78T H D LR SN GAICIR Y T
TEFET,

77 4V bk : [False]

[MTU]

KRBT =y NERELET,
T 74V bk 1290 /N1 b
He/IME 2 256 /3 b

BRKAE : 1406 /3o K

[Keep Alive]

¥—TTITAT Avb—VEEETDHEEEE

ELET,

(3X) Cisco Unified Communications Manager
THELEMEEY /S WE (B
ERELHEA. ZOMEIE VPN 2t
Me—2DX =TT 734 THEEIZLST
EExINET,

F7F k60 R
H/ME 0
BOKME - 120 7

[Fail to Connect]

VPN k> RV OIERIZ, v 7o o E i3 B i
TENRSET T2 CRET ARMZBEL 7,

F7 4k 30
B/ME 2 0
B KAE : 600 7

[Client Authentication Method]

Koy FHoy UR KNS, 2547 MRt
REBRLET,

e [User and password]
e [Password only]
¢ [Certificate] (LSC F721% MIC)

7 7 # /L b : [User and password]

[Enable Password Persistence]

[True] OHFE, v A RITORMK, =—Fizk
HNRAT— ROFEFTOYZ VT, FIXBTEHO
Uty NOBERUIBNRET L ET, 2—F <2
U — RPEFEHICREENE T,

77 %V b : [False]

[Enable Host ID Check]

[True] D&, F— bV = A FEHAFED
subjectAltName £72I1XCN 23, VPN 27 74 7> h
DPEGEFED URL & —B L TV LHRERH Y £,

77 4V b : [True]
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= CHAPTER

%%s JTAPI, & U TAPI OEELBESIED

ZDOETIX, CTI, JTAPI, 8L TAPI 77U 7 — a 2T 5 HFIEICOW TR BEIZEHI L E T,
F£7-. CTI. TAPI, 8L ITAPI 7 7 VU r— 3 » ORFE LW B{L 2R ET 57912, Cisco Unified
Communications Manager D& TEITT 2 LB H DIFEEICHOWVWTHHA L E T,

IO~ ==7 /)L TIL, Cisco Unified Communications Manager ®% #ECfE i T& % Cisco JTAPI %7z
X TSP 7'I7 7 A4 DA A S—=NHER, A VA= AP EXRa VT 4 NTA—FERET DHE
WCOWTIEHFEFALTWERA, BULL, 20O~=a27 A Tl&, CTI THIMET 27 /34 2 F 7= 12 EHIH
RAEFRET D HELRHLEE A,

ZOEF, WONFETHERINLTNET,

e [CTI, JTAPI, BEXOTAPI 7 7V &r— 3 > ORBFEIZOWT ] (P.22-2)

o [CTI, JTAPI. BEXOTAPI 77V 7r—3 a3 > OiFE{LIZHOWT) (P.22-3)

e [CTI, JTAPI. BLWTAPI 77V r—3 2 »iZxt4 % CAPF O] (P.22-4)

e [CTI. JTAPI., BXWTAPI 77U & —< 3 ext$d % CAPF ¥ 27 ADOMHAEAER B L OEA:
(P.22-5)

o [CTIL, JTAPL. BXOTAPIOEF =2V T4 FEMAF =27 U X (P.22-6)

o X2 VT H#Ha—Y IV—T~OT7 7V =gy a—HFlxzr F a—Fo@El (P.22-7)
o [Certificate Authority Proxy Function +—tE 2D 7 7 7 ¢+ 7{k] (P.22-9)

o [CAPF #—t A T A—XDHEH| (P.22-9)

e 7TV —vay a—WERiFmr K 2—%D CAPF 7r 7 7 A4 VO] (P.22-10)

o 7TV r—varya—WEE=r K 2—%® CAPF Va7 7y A VO E] (P.22-11)

o 77Vl —var 2—% CAPF 777 A VvBIXOP= K =—¥ CAPF 7u 7 v 14 /v® CAPF
BET 4 FY ) (P22-12)

o [ 7Yl —3 g 2—% CAPF Y277 A VFE-lZ= K =—% CAPF a7 7 A LOHIE]
(P.22-14)

o [JTAPITAPI %= VU7 ¢ Y —E R /T 2 —% | (P22-14)
e 77V r—vay a—VEREFD Uy N 22—V T HEHBERIED 2T —Z 2D FER) (P.22-15)
o [ZEEH) (P.22-15)
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$22F CTL JTAPL, $&U TAPI OEFEEBBILDRE |

H  CTI. JTAPI. BEUTAPI 77U —> 3 VOBREIZDNT

CTI.JTAPL. B&KU TAPI 7 7)) 45— 3 VDRBFEIZDUNT

Cisco Unified Communications Manager % ffif§ L T, CTIManager & CTI/JTAPI/TAPL 77U /r—<+ =
CEDMDT T T U THRBRIOAT 4T AR — A ERETEET,

Evk  ROEHTIE, Cisco JTAPUTSP 75 7 A DA A b=t F 2 U T A REXTELIZZ & &R
FEELTWET, £, CiscoCTL 7 94TV FTITAX X2 T 4 — FRREEET— NITRE
ENTWVWEZEEARELTVET, ZOECTHHTIMEELEITTD & X, _zh%@ RIENER S
NTWAaWEA, CTIManager &7 7 U7 —3 a3, Htxa7 R—FThHHR— T 2748 THHES
nEJ,

CTIManager B L7 7V 7 —a id, FEICEFES N TLS N> Ry = A 7 GEHERH) |
T 5D ID s LE 9, TLS #Efidf s S d &, CTIManager 83X O 7Y 7 — a3 U3, TLS
AR—F, R—1+ 2749 LTQBE)‘/‘TZ VERZHBLET,

TV —a s EDOFRFEEIT ) 72912, CTIManager 1%, Cisco Unified Communications Manager ik
B (A A h—/LREIZ Cisco Unlfled Communications Manager ¥ — NICHBIRIZA VA h—LER
LHEE4AHE, 377y b7 4 —AZ7 vy 7 u— Raniz¥— KX—F 1 O CA B4 & FEH
&) ZMALET, CiscoCTL 7 747> h&EA A=/ LTCIL 77 A VELER LR, ZOFE
BHEX CTL 7 7y A MICEBIMICEBMEhET, 77V r—3 aid, CTIManager ~D i % R 1T7
DHNZ, TFTP =026 CTL 77 A V& X o un— RKLET,

JTAPI/TSP 7 A4 7> b, 1T CTL 77 A /v% TFTP r— )b 47— K45 & %12 CTL
Ty ANEEFELET, JTAPI/TSP 7 747> hMI CTL 7 7 AV ERAEL R W2, XU rma— R
TXaTRBRETIETTLIZEAMAMHRELET, %D CTL 7 7 A VDX 7 u— Rk, JTAPI/TSP
2747 NTHERINET, L& xIX. CTL 7 7 A VOEH#, JTAPUTSP 7 74 7 > M. CTL
Tr7ANDEX 2T 4 b=V EFEHLT, Ura—RLEHLW CTL 77 A VDT ¥ X )VEL
EWFELET, 77 A NVDONEIZIE, Cisco Unified Communications Manager iEiZE & CAPF #—
uiﬁﬂgﬁ‘ﬁiﬂiﬁ*

CTL 7 7 A ADMREEINTWD s34, JTAPUTSP 7 947 hMid# v a— KL7= CTL
TrANEBERZEYA, 7 TAT b ;t::7 Fua ik L, BEEO CTL 7 7 A VIZh S i
uiﬁﬂiéfﬁﬂﬂ LT, TLS ¥t DRI 238 T LE T, CTL 7 7 A ABEEF L IFREBINTWDHEHE, ©E

WCEERE CE R WATREMER BV 7, CTL 7 7 A LD X v m— R %E&L #4553 TFTP V% — 303 1F
Eff%iﬂ/\ [Cisco CTL 7 A4 7 v FO%E] (P4-1) T+ X512, Bl TFTP $—/T7 7 A
NEF T a—RTHEICEETEET, JTAPI/TAPL 7 54 7~ l\ CROFEHET TR, EOFR—
MZHERLEEA,

o [MENOHBATIIAT L MNCIL 77 A V& X run— RT&ER\W (CTL 7 7 A VREELR
Wig &),

o U547 MIBEED CTL 7 7 A LW 720,
o TV r—vary a—YEtXxaT CTla—V & L TRELE,

CTIManager L DORBFEEAT O 12Dz, 77U r— a3 »id, Certificate Authority Proxy Function (CAPF)

T+ 2fHEEFEHALES, 77V — 2 & CTIManager & O3 COHERT TLS 2 HT
‘é&:a:,t\ 77V r—vay PC CTETESNDA VAL AT LI —EORERAERLETT, 1 DOFEY]
ETTRXTOAS LV AZ AR AN=ZINDDITTIEHY £ A, Cisco IP Manager Assistant #— £ X
EFITLTOD ) = FICREAEDRA VA P =L &N D L DITT DI, £ 22-2 OFBIHEV, Cisco
Unified Communications Manager DB TENENDT U r— 2y 2—¥ CAPF Vv 7 7 A L&
7elid=r F 2—% CAPF 7u 7 7 A MIZ—BEDA L AZ 21D R ELET,

Cisco Unified Communications Manager £¥21) 571 4 F
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CTl. JTAPl. 8&U TAPI DEFE L BEBIEDERE

CTI. JTAPI. 8&U TAPI 77U 45— 3 voiEEikizouvt A

T r—ar kD PC Ty ALAR— L LTHO®O PCIZA YA M—AT 5858, HL PC
DEA VAT AZHH L TH LVGERAEZ A VA M= T B30ERH Y £,

Flo, 77V —a O TLS 2 HENZT 5121%, Cisco Unified Communications Manager O %& ¥ C
77V r—vay a—WEiiZz N =2 —%% Standard CTI Secure Connection = —¥% 7 /L — 7|28
MFTBMERHY ET, 2—FE2ZDOIN—TIZEBML, GEHEEZA VA =T 5E, 7TV r—Ta
U —H% TLS A — MEH THR ST £ 7,

CTI. JTAPI. 8&U TAPI 77 75— 3 VOBESIEIZD

T

Jo

GE)

©

g\b

POREE, WAL DR/NEETE, DF V| FBREZRE L TOHWRWES, I TE EEA,

Cisco Unified Communications Manager Assistant, Cisco QRT., & U Cisco WebDialer I35t %
PAR— K L TWERFA, CTIManager +—ERIZHHRT 5 CTL 7 FA T > ME, 7 T4 T RREFEN
Ty beiRET %A, BEEYR— 220350 £,

7 7Y —3 2k CTIManager OO AT 47 A RY—Ah&ERE2IZT 5I2IL, Cisco Unified
Communications Manager O EHT7 7V r—va v a2 —¥FFiF= F =— %% Standard CTI
Allow Reception of SRTP Key Material == —¥ 7 /L—71ZiBM L $£9, Zh 5 O=2—3 2 Standard CTI
Secure Connection = —4 Z /L —FIZHIFET DHARC. 77 AF X2V T4 F—FPREE—FE
LA, CTIManager 137 7Y 77—t a v & d TLS B2 L, AT 47 AV NTT 7Y
= VICHEBEEER AR L £,

AR EXa VT4 BRI, RAFURT Ry $—=—NELFI7 TAZOEX2 ) T A HREEREL
ESUaN

77V r—3a % SRTP #BEEERAZEEZIIEM L EEAN, BEREERZMEHA LT RTP % b
) —Ah%&FEE{L L, CTIManager 2>5® SRTP A b U — A% B{L LE T,

MSPOBATT SV r—2a iFEEFa7 R—FTHER—F 2748 (28t L1284, CTIManager
R A S LEH A, HIRERE LR > 272912 CTUITAPYTAPL AT /34 A F 2137 4 L7
FU A UN—Z B E T2 ITHAE T & ZeWiGE . CTIManager [3#EBIEIFEHRAEE LEH A,

77V =2y TSRTP vy va v@BE2ZETHIE, 77V r—vay a—FELFz s R 2—
#2% Standard CTI Enabled. Standard CTI Secure Connection, 3 & T Standard CTI Allow Reception
of SRTP Key Material ® 3 5D 7 N —FIFEET HILERH Y £7,

Cisco Unified Communications Manager |%, CTI A— hIB LUV — k KAV b CTEZEFEENLEF =
T a—EMBIILETR, 7TV 5= a v B AT 4T NIA—L BT L0, 77V r—va
PHREF 2T A EFR- I TLEDICRETDILENRDHY 7,
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$22F CTL JTAPL, $&U TAPI OEFEEBBILDRE |

W CTI. JTAPI. 8&U TAPI 7 FUr—< 3 vI<#d 3 CAPF DR

CTIAR— N — bk KA M FATFT I I BEETLIIAZT 4 v I BETHREINET, A=
N— K RA Y IREA T I v I BBREERTIHE. AT 47 NI A—FFa— LT LIZHEESRE
To AXT 4 I BEOBE, AT 4T NI A—FIBERHIEESN, a— VT EICERTTHZ LT
T&EEHA, CTIA— Fo/L— R ARA > I3 TLS #fii 2 J1 L T CTIManager [IZ B8 S 556, 72
AAIBERIIHEGEINE T, ZOLE, TV r—va PREDREEET AT A 8Z2ER L. HFE
NEXaT7 THIIE., AT 4 71X SRTP THBLSE 7,

CTIL 77V —va B, TTICHMMYEINTWIa—LVoEMRE#ETIEE, 77V r—va it
RTP A RV M 2ZELERA, MESLENT-a— LK LT, CTI T XV r— g d, a—LADATF 4
TREXaT TR 2T 0EEFRT S DeviceSnapshot £ X2 M &L L F T, Z DA X2 M, #
B RIIEENER A,

CTLJTAPLEXU TAPI 7 7)) r— 3 vIZxtd % CAPF
DEE

Certificate Authority Proxy Function (CAPF) (% Cisco Unified Communications Manager & & 12 B B
A YA M= &, FEIDS U THRO CTUTAPUTAPL 7 7V r—> a VO X A7 % 4T L E T,

o ZREFFEINT L - T ITAPUTSP 7 94 7 > M &ZRIEL £,

o CTWITAPUTAPL 77V r—yay a—¥FEidoy F =W, a—h Vv CHERRERE (LSC)
ERITLET,

s MHFOR—UNTHRERELT v 77 L—FLET,
o FFHEZFRBIONI TN a—T 4 v T HEDICHELET,

JTAPITSP 7 4 7 > b3 CAPF EMEIERT2 L&, 7 747 2 MIFRREXFH & L T CAPF
ERAELET, WRIZ, 7747 v MIAREEMEROT ZAER L, BAMNE A v — U TARES
CAPF Y —NTHRik LFE T, MBI ZDFEFE I T4 T2 MIFED  FBICABEND Z E13H 0 FHA,
CAPF I, FEMIEICEA L, TOFMHELZBAMEA -V T/ T4 7 MTRELET,

[TV r—vara—FCAPF /a7 7 A LD% E(Application User CAPF Profile Configuration)]
T4y RUFERF [y R2—¥ CAPF 7 r 7 7 £ VD& E (End User CAPF Profile Configuration)]
T4V RUTREAREZREL, ThEN, 77V r—vay a—FERETr F 2 —PFICGERE %?:
#1TLEJ, %2, Cisco Unified Communications Manager 237" — k3% CAPF 71 7 7 A L D&
WIZOWTHB L ET,

o TV —vary a—YCAPF 7ur7r A 2077 s A NVEFERATSEE, o—h L THERh

FEAEEZRITLC, 77V r—Yay a—VOREEHRETHIZENTEET, ZRITE- T,
CTIManager ¥ —E A L7 7V r— 2 > O T TLS #HmAH L ET,
1 >07 7V /r—vay 22— CAPF 77 7 A R, =DV —ERFEET7T 7Y r—ra v
D1 ODA VAR AHIELET, AU —STHEED Web h—bEREHIIT 7Y r—vav
BT VT 4 7T DHEEE, =Y =R L1 0T, 2007 r—vay a—
W CAPF Va7 7y A NVERETIHILENDH Y F7,

JITAEND 2 OOV —NR_RTYH—CRELEIT IV r—a a7 77 4 72T 5860%, —A
Tl 1 oo, A 200077V r—v a3y 2—Y CAPF a7 vy A VERETIHILEND D
iﬁ—o

e TR a—¥%# CAPF u 7y A : 207077 A NVEERTLE, CTLZ 547 Maun—7
NCHENRFEAEEZRITT DN TEET, ZHIZE-T, CTIZ 747> M TLS #fii 2 L
T CTIManager —EALBETEX 2 L9120 FT,
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| £$22% CTI JTAPI, 8&U TAPI OFEFE & REBLDRE

CTI. JTAPI. & U TAPI 7 FU4S—2 3 vI<xd 5 CAPF YR FLOMEEAS L UEE

EvE JTAPI 7 4 7~ FZ LSC % Java Key Store JEZ T, JTAPI OHIHIREY 1 > R U THRIE LI/ N AT
W LET, TSP 7 747 2 MILSC Wb T, 774V F T4 L7 b Y EITRE LT3R
IR L £,

WONEBIT, BEEITEROEENRELLSEICEM S ET,

FEAEEZA AR =L LTS & ITBRERENELET S L, JITAPL 7 747 > M 30 kT
&3, FEHEZRGLII L LET, COMIEIRETDHIENTEEEA,

TSP 7 47 > FOEGEIE, HRITEELFRIT /A ~—2RETE LT, N HDEIT, TSP 7
TA T bR EORHPNICTEAEORSG 2T T ORI EEET 2 2L TRELET, EH60
fEd, 774 ME0 T, &K 3 BOFRTEEAHRETE, 1 (1 BZTHERIT), 2, £33
ERRELET, ThZho>WT, HFRITORHZ 30 UL T TRETE £,

JTAPUTSP 7 547> RS CAPF Dt v 3 VAT LTV ARICEFRBEENTRAE L-BA.
FAT vV MIBEBRMEIFLIZZ T, GEAZEOF v v n— RERITLET,

CTI. JTAPI. B&U TAPI 77 r—> a vIZxtd % CAPF
SATLOHEERAS L UVEHR

CAPF (21%. ROBEERNH Y £17,

77V r—vary a—F CAPF 77 s A W BL =Y F 22— CAPF 707 7 f VERET 5
A2, CiscoCTL 7 74 7 baA U A M= L TRET DT DICLERT R TOEELZF(T LI
TEEMBLET, [ ¥ —T T A XNT A —H3RE (Enterprise Parameters Configuration)] ¥ «
> R ® Cluster Security Mode 28 1 (REE—F) ThoH I LafEl LTI ESW,

CAPF #fEM T 51i%. &FID / — R T Cisco Certificate Authority Proxy Function %h— 2% 7
7T ATITHUERHY £,

FIRFIC S DT B SN & = — VB S WS B ANRD BT, Ry Ta—) vy
SN AT A@EET CAPF 2+ 22 LM< HRELET,

FEREEAEDOR, D/ — FRFETPCTELSEEL TV Z L AR LET,

FEAEHIEOM, CTUITAPUTAPL 77V r— a UNIELSHREEL TV Z L 2@ L £,
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CTI. JTAPI. $&U TAPI OB LBEEORE |

H  CTI. JTAPI. B&UTAPIOEX1UTABERFz v I YR b

CTl. JTAPI. 8&U TAPI OtXa YT+ REAFI VY
JA k

& 221

# 22-112, CTUITAPUTAPL 7 7 U r—3 a v fri#T D72 DICFETT DY X h &R LET,

CTIWJTAPITAPI Ot F2 YT+ BERFTYIVRE

REFIE

BEFIES & VBEERE

b & A

CTI7 7V r—a v BIOTRTDJTAPUTSP 77 7' A ViR
ALVA =N EN, BEITHFTHDLZ 2R LET,

vk 77U —3 a3 2—¥%% Standard CTI Enabled 7
N—TIZEID Y TET,

[ Cisco Unified Communications Manager
SATFA YL ] O Tava—4 T
7 4 =—iHh

[ Cisco JTAPI Installation Guide for Cisco
Unified Communications Manager

[ Cisco TAPI Installation Guide for Cisco
Unified Communications Manager]

[Cisco Unified Communications Manager
FRI=ZX =292 07 F)

ATvS 2

X @ Cisco Unified Communications Manager =% = U 7 ¢ 4 #E
WA VAR=LEINTVNDHZLEBRLET (A FM—LER
TWRWEARIL, INHOMEEEZ A v A M= L LTHRELET),

e CTL 77 A NVBEREND XL HIZ, CTL 7 74 7> b3 A
VA R=EN, CTL Z7 A VRFEITINTWDL I L 2
HLET,

e CTL 7u A ¥ — H—EZANA LA —LEN, F—E R
NT 7T 47 THDI L EMHRLET,

© CAPF #—ERRA VA b= ER, $—EART VT 47
ThnI R LET, LEIRT T, CAPF F—E 2 <
TA—ZETHLET,

>k CAPF +—t 2%, CTL 7 7 A /W IiZ CAPF ZFHHEZ M
FiATe =1z, Cisco CTL 7 7 A 7> b TEITSN TV
HYLENHY £, EiilE T CAPF 2ffH L7 Xz
NHEDNRTGA—=HEFH LT-HEIE, 22 TRITA—H
EEHTAMLEETH Y FHA,

o UIAZ X2V T 4 F— FRREE— FIRESATY
HIEEEERLET (V72X X2V T 4 T—FiE, R
B RTRy Y—=NEZI TRAZDEF 2 ) T 1 HHE
RELET),
EVh 7722 X2 DT 4 B— FBREE— FTRVEE,
CTI/JTAPUTAPL 7 7V r— 2 iZ CTL 7 7 A VI
TIEATEEE A,

[Cisco CTL 7 74 7~ F D& & (P4-1)

[CAPF —E 2 /3T A —HZ D]
(P.22-9)

[Cisco Unified Communications Manager
FRI=X =g G R

AFvFT 3

CTIManager 8 X O\7 7V 7r—3 2 > C TLS #k 2 A+ 55

BTV r—vay a—¥EI=r K =2 —9 % Standard

CTI Secure Connection = —¥% 7 /L —7 12BN L £7,

EYk CTIT7 UV r—vavii, 770 r—vary a—¥Eiz
Fy Fa2—HFIZED Y THZENTEETR, WA
HlpYChrzLizTcEETA,

X7 sl —% Zr—T~07 7
Vior—vay a—WPlor K 2=
(P.22-7)
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| £22& CTI. JTAPL. 8&U TAPI ORI LEBILOETE
X1 FABHELI—YF TL—F~DF7TUr—> 3y a—FETv K a—HniEm B

& 221 CTIJTAPITAPI ®tF*a1 U T4 H/REAF VI VR (&SE)

BEFIR EEFIRE S UEEERE

RT97 4 SRTP #ffi 14 % %4 1%, Standard CTI Allow Reception of | [ = U 7 ¢ flE=2—4 /L —F~D7 7
SRTP Key Material =t —% 7L —FIc7 7V r—vay a—H |V r—v gy a—FLxor R a—F 0B
FllEr N a—¥FEBMNLET, (P.22-7)

2 — Y X9 TIZ Standard CTI Enabled ¥ X O Standard CTI |[ Cisco Unified Communications Manager 7 F
Secure Connection = —% Z /L —FIZFEL TWAHARLERHY | I=X fL—2g 2> 27 F] © THEROZRE)
ET., INHD 3 ODTN—TIHHELRNWT TV r—va v
2—YFELEFT R 2—%FX, SRIP v a v #E2xfE T
EcVe

Cisco Unified Communications Manager Assistant, Cisco QRT,

B & O Cisco WebDialer 13 54 R—F L TWEHEA,

CTIManager —E R IZHHi T 5 CTL 7 T4 7~ MME, 754

TUNBEFEATy NERETLHRAE, WMEbe Y R— 115

TEBRBY ET,

A7 v 7 5 |Cisco Unified Communications Manager ® &8 C7 7 U #— |« [CTI, JTAPI, # XU TAPI 77U /7 —

vay a—% CAPF v 7y A )&= F =—% CAPF va kT 5 CAPF O % | (P.22-4)

TRITANEBELRT « (FFYr—vay a—FERETLR
2—H# D CAPF 70 7 7 A VO FIE ]
(P.22-11)

e 77V, —var 2—% CAPF 71
Ty A NVBLORT R 2—4 CAPF 7
n77ANVD CAPFEEY 4 K7

(P.22-12)
RAT97F 6 |CTUITAPUTAPL 7 7 U 7r—> a2 v Oxtint 5% 2 U T 4 B |[JTAPUTAPI &% = U 7 ¢ [ — 1 = <
HART A= EHIZLET, Z A =41 (P22-14)

X2 TF A BEBELI—YF IIL—T~AD7TYH5r—3 >
A—HEIT R 2—50Em

Standard CTI Secure Connection = — 7 /L— 7" X (" Standard CTI Allow Reception of SRTP Key
Material =—% 7 /L—7"1%, 5 7 4/ b C Cisco Unified Communications Manager O & |ZF /R S
F¥, TNLOTN—TIFHIKRTE A,

CTIManager ~D L —WEHRORLEEHHRICTIIZE, 77V r—vay a—VFELEF s K =2—%
% Standard CTI Secure Connection = —% Z L —FIBMTALERNHY 3, CTI 7T U r—3 3
NI TV —vary 2= FERET O N a—FICHD YT ENTEETR, mHFICED 4T
HZ LI TEERA,

77V —va B EONCTIManager TAT 47 AR —LER#ETDIIE, 77V r—vay 2—
PFELiT= B =—H# % Standard CTI Allow Reception of SRTP Key Material = —4 7 /L— 72BN
THEMLENRDY 7,

TTV =gy a—FRBIRzY F =—%¥ 0 SRTP 2 HT 2512, £ D=2 —%2 Standard CTI
Enabled = —% 7 /L—7"% X O" Standard CTI Secure Connection = —% Z /L —7|ZHFEEL TV DM E
DY EF, T, TLS OEARFREIZ/RY £, SRTP BkeiiL TLS BMETT, =—F»RZhb
DI N—T IS DA, = —¥ % Standard CTI Allow Reception of SRTP Key Material == —%

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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$22F CTL JTAPL, $&U TAPI OEFEEBBILDRE |

X2 ) TFA4BEL—F IN—T~AD7FV5r—ay a—HFET UK a—HF0EM

N—FIBINTEEd, 77V 74— aTSRTP v v a VlERZZETLICE. 77V r— g
2—HWFFE-F= > F =—¥ ) Standard CTI Enabled. Standard CTI Secure Connection. ¥ & " Standard
CTI Allow Reception of SRTP Key Material ® 3 DD 7 —IZIFET HHERH Y £,

Cisco Unified Communications Manager Assistant, Cisco QRT, 3 XU Cisco WebDialer I3t 51{t%
PR—F LR, 77V r— a3y 2—%Thb CCMQRTSecureSysUser, IPMASecureSysUser,
£ U WDSecureSysUser % Standard CTI Allow Reception of SRTP Key Material = —4 7 /L — 2|
BT 208 TH D £ A,

ATFvFT1

A7y 2
AFvT 3

ATv7 4
AFvT 5
&

AFvFT 7T

V& D]
AFyvFT9
AFv7 10

AFv 7T 11

2= IN—=TNoDT TV =y ary a—FEETr K 2—FOHIRIZOWTIX, [Cisco Unified
Communications Manager FRI=X =g 0 R #BRLTIES N, [HERORE (Role
Configuration)] 7 4 > U TOEF =2 U 7 4 BEDREIZOWTIL, [Cisco Unified Communications
Manager 7 FI =X pL—23 2> 07 Rl #8BLTIIEE0N,

FIR

Cisco Unified Communications Manager O #l~X— T, [ 2 —¥&# (User Management)] > [ = —V
7' )V—7 (User Groups)] PNEIZEIR L E 7,

FTRCO2—Y FN—T%FRT DT, [BRZEFind)] 227V 27 LET,
HHIZE LT, ROWTNNEETLET,

o TV —v gy a—YEiFm F 2—3) Standard CTI Enabled 7 /v —FICIFET D 2 L %
MR L ET,

 [Standard CTI Secure Connection] V > 7 %27 Vv 7 LT, 77V —vay a—FEF=o R
=.—+# % Standard CTI Secure Connection = —% 7 /L —FIZEM L £,

* [Standard CTI Allow Reception of SRTP Key Material] V> 7 %2 Vw7 LT, 7SV r—av
a2 —WEzF= K =2 —% Standard CTI Allow Reception of SRTP Key Material = —% 7' /L —
TITEMLET,

TV r—vay a—FEIN—TIENTHI2E, AT v 5~AT v TEFITLET,

[ NA—TZT 7 r—3 a3 »a—F %8I (Add Application Users to Group)] R¥ > %27 U v 7 LET,
TV r—vary a—=FERETHIE, MESFMEEEE L, [BEEFind)] 27V v 7 LET,
BREMEZFEETIC [MREFInd)]) 227V v 7375 MHARRTXTOF TV a URRRINET,

IN—F VBT DT TV r—vay 2—VOF v IRy 7 A4 LT, [RINEA OB (Add
Selected)] 7 U v 27 LET,

[ 2=V T N—TDEE (User Group Configuration)] 7 « > RVIZa2—HRNFREINET,

TR 2=V EIN—TIEBMNT B, AT v 7 9~ZAT7 v 7 11 #2FTLET,

[ h—Tlcz >y R—+% %8 (Add End Users to Group)] R¥ > %27 U v 7 LET,

T R 2—HERBETHITIE, RESFKFEZBEEL, [REFnd)] 27V v 7 LET,
RBFRMEZREETIC (BB Find)] 227V v 27 35L, FHARERTXTOAF TV a U RRRINET,

ITN—TWZEBMTLHZ R a—FOFzy 7Ry 7 A% A2 LT, [ENEH DB (A Selected)]
27V w7 LET,

[ =% 7N —7DFE (User Group Configuration)] 7 ¢ > KU —FRERINET,

EBINtESR
MBEIE H | (P.22-15) 2B L T Z &N,
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| £$22% CTI JTAPI, 8&U TAPI OFEFE & REBLDRE

Certificate Authority Proxy Function ¥—EX07 57« 7t M

Certificate Authority Proxy Function Y—EX®D7 ¥

T4 714t

CAPF 5 —

Cisco Unified Communications Manager /&, Cisco Unified ¥ — 27 v U 7 ¢ T Certificate Authority
Proxy Function ¥—t A% BE#MICIZT 77 1« 7L L £® A, Certificate Authority Proxy Function #—t
ADT 7T 4 TAIZOWTIX, [Cisco Unified Serviceability Administration Guidell % ZM 1L TL 72 &0y,

CAPF BERE AT A2, BIUIO ) — RTCZOYV—ERET 75 4 TICTAMERL Y £7°,

CiscoCTL 7 947 haA ARV LTRETDANZZDYV—ERET 7T 4 T2 Lo 256
&, ICTL 7 7 A VDO FEH | (P4-13) OFBIIHES>TCTL 77 ANV EEHTHLERNH D 7,

Cisco Certificate Authority Proxy Function h— VY 2% 7 7 7 1 71295 &, CAPF IZEHFO#ET B X
UGEREDS CAPF IZ X » CHEVER S E T, CAPF G EIX Cisco CTL 7 74 7 > M ko TR %
VRTBRY = RERLIFT TAZAOTRTOY—NZat—&h, JET .0 ZEH LET, CAPF
SERAENFET D 2 & 2R+ 5121, Cisco Unified Communications 4L —F ¢ > 7 ¥ AT LD
GUI <, CAPF i EAFR L ET,

EX IS A—SDOFEH

CAPF ' —ERADNRTRA—FERETHT 4 FUIZIE, iEHEOFNEL, VAT LT L D8EKRD
B RFERITIE 4, %@#4’7\fxt@rﬁ%&b)§rénit

Cisco Unified Communications Manager O BT CAPF h— VR XTI XA =2 %7 77 47 & LTHER
3 %1Z1%. Cisco Unified +— & 27 ' U 7 ¢ T Certificate Authority Proxy Function +—tE X% 7 7
T4 TETDNERDY ET,

HEiifk T CAPF Z2fEH L7 & ZIC CAPF VP —E R NI XA —=F 2 HTH LGHAIE, 22 TH—EX X5
A= EEHTHLETH Y EH A,

CAPF h—E R NI A—=FZHHT 5121, ROFIEZIFATLET,

FIR

Cisco Unified Communications Manager O&F#A~N— T, [ A7 A (System)] > [ —E AT XA —%
(Service Parameters)] Z &R L £,

[—/3(Server)] Ky FH¥ T UR N Ry 7 AND, —_"ERIRLET,

7T AZNDOEND /) — R BIRT LMLBENH YD £,

[h—E R (Service)] FmyF & UR L Ry Z A6, Cisco Certificate Authority Proxy Function
P—ERAEBERLET, P—ERXLAORIC TActive] ERERINTNDLZ L EHRLET,

~VTOFTIHEHS T, CAPF $—E 2 RT 2= E2FTH L EJ, CAPF F—E R T XA —FZ D~
THEFRRT DI, B ERIIRTA—ZLYV 27 ) v LET,

BEHENEZ AT 5121, Cisco Unified +—E A7 U F 1 T Cisco Certificate Authority Proxy
Function y—E 22 fEE T 20 ERH Y 7,
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$22F CTL JTAPL, $&U TAPI OEFEEBBILDRE |

B 7Jysr—23y1—HERETIVF 1—40 CAPF JO77 4 LORE

EENtESR
[BEIEH | (P.22-15) 22 L TLIE&EW,

F7)5r— 3y a—H¥F-IET o K 2—H0) CAPF 70
774 ILDEE

A7y T 1

A7y 2

ATvT 3

ATFyv7 4

TFV =gy a—PERIFIT L R 2—%D CAPF a0 7 7 A LA BRZRT D121, RO FINEIZHE
ij‘o

FIg

Cisco Unified Communications Manager O #I_— T, 77X F570 7 7 A MG C T, IROA
TrarOnTnrEERLET,

o [=—¥4 P (User Management)]|>[7 7'V 7 —3 3 2 —H% CAPF 71 7 7 A /L (Application User
CAPF Profile)]

o [=—¥%&H (User Management)] > [ = K== —4% CAPF 7' = 7 7 1 /L (End User CAPF Profile)]

P L —HFRU 4 FUBRFERSNET, 777477 (HiD) 7o) —DLa—Rbv 0 FUIZ
KRSNLDHZENRDHY £,

T—=BN=ZADFT_XTOLa—NERRTDHITE, XATRIT Ry 7 ARETHDH I LR LT,

AT w7 3R ET,

La—RaeT7 g ) 7 EFRET 2103, ROFIAZETLET,

s BHDFmyFF T VAL Ry 7 AInG MENT A -2 @R ET,

* 2HHDORuyFHZ T YA Ry 7 AND, RN -2 BRIRLET,

o DB UTHUARMETFA PEEELET,

N

(GE)  BREMHZBNT2I1F, [HAZ 227V v 7 LET, FMEZEMTD L HELLTRTO
KM —ET DL a— FRRFESNET, JMEEHIRT 2, [ FZ 2270 v 7 LT

BN U722 IR 20y, [ 74V Z D2 V7 (Clear Filter)] R"¥ > %227V v 7 LTGBEML
e N TCOMBRFMEEHIRL T,

[$:% (Find)] 22 U v 7 L £,

—HFT LT RTCOLa— RBRRRFINET, [ X—TH7 0 OITE (Rows per Page)] Ky 7 F v U
AN Ry I APBRRDEEBIRT D L HEX—VICRRENIHARA LR CTEET,

La—FRpYANT, BRTBLa—RFoJ o 27%270 vy 7 LET,
N

GE) VDAMORHLULICEMEFZIEITFRMEORNNG 25/, TORAZZ Vv 7 LT, Y—©h
R A2 LE9d,

VA4 RUICBEBRLZEANR RSN ET,

EENtESR
MBI E | (P22-15) &ML TLEEN,
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| £$22% CTI JTAPI, 8&U TAPI OFEFE & REBLDRE

7FUhr—ay 1—HFIETY F 12— 0 CAPF 7adr 4 onk: A

F7)5r—a3y a—vF-IET K 2—H0) CAPF 70
2714 ILDEERTE

JTAPUTAPI/CTI 7 7'V r—a O — VTHMRGEHEEZ A VA =N, Ty 77 L—F, £/
IR TN a=T 4 Y TTHHRAE, £ 22222 LTS,

AFvT 3
2AFyv7 4
AFvT 5

T KR 2—¥ CAPF 7 a7 7 A VEHRETHRENC, 77V r— g 2—% CAPF a7 7 A V&%
ETHIEEBEIDLET,

FIR

Cisco Unified Communications Manager D& HX— Y TROWNT IO T a 2 RINL E7,

o [ =—¥&P (User Management)] > [ 77U 7r— a »=2—% CAPF 7'm 7 7 1 /L (Application
User CAPF Profile)]

o [ =—&H (User Management)] > [ = K=—¥ CAPF 7’1z 7 7 -/ /L (End User CAPF Profile)]
WML BRI 4 FUBRETRENET,
KONWTNNEFITLET,

e HLWCAPF 77 7 A NVEBINTHICIE, MEBEY 1> KU T [ HBLEM (Add New)] 22 U v
LET (Fur7r7A Ve RLTHL, [ FHEN (AddNew)] 227V v 73525 TEET),
HETA LV RUNEREN, HET7 4=V ROFT 7 5L FRENRENET,

s O T AN EA—TBHIZE, [TTVr—vay a—YEF N 2—% D CAPF 7
07y ANORE] (P22-10) OFBIIE-> THEEIZR7Tr 7 7 A4 VvE o), [ =2 €— (Copy)] FIH
ZhszOLa—FRAO [ 2 —(Copy)| R¥ %227 Vv 7 LET (Fua 77 A LERFLTHD,
[ 28— (Copy)] 7 Vv 7 TDHZ LB TEET) . REVA LY FUBRRIN, BRI r v
T ANDEDORENRINET,

o MFEO N EEHTHICIE, (77— gy a—FE-id= F 2—% D CAPF Yu 77
ANOKEFE] (P.22-10) OFMBIZHEV, WU T e 77 A VBRSO TR R LET, REV AR
TNEREN, BEORENTENET,

F 22-2 OFYUNES T, HWEUIRHEELZASILET,
[fR7F (Save)] 227V v 7 LET,

tX2 VT4 2 EHTLT Y= sy a—FBIO U F -l ZOFIREHEVIKLET,

=0

RO

[TV —ara2—%CAPF 71 7 7 A L D% E (Application User CAPF Profile Configuration)]
7 4~ R 7T CCMQRTSecureSysUser, IPMASecureSysUser, F7zi% WDSecureSysUser & ET D
HAaiE, [ITAPU/TAPL £ = U 7 ¢ Bt — R /XT 2 —% | (P.22-14) OFHIIHE- T, F—E R
TA—BERETDHDLERHY £,

EENTESR
(B E | (P22-15) &ML TLEEN,
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$22% CTI. JTAPl. $&U TAPI ORI LBELORE |
M 77y5—23> 1—4CAPF FA77ALBEUIY F 21— CAPF 7R 774 )L®D CAPF BEY 1~ K

7I)5—3> a—5 CAPF 7AJ74ILELUI VR
1—H5 CAPF 7A774I)L0) CAPF RED 14V KD

#2210, [TV r—vara—FCAPF 7 ua 7 7 A /LD E (Application User CAPF Profile
Configuration)] 7V 4 > RUB X O [ F=—H# CAPF 7' v 7 7 A L @O E (End User CAPF Profile
Configuration)] 7 4 &~ K7 T?D CAPF RE%Z R LE T,
o WEDOE Y MIOWTIL, ICTI, JTAPI, BXWTAPI 7 7'V rr— a %732 CAPF v A7 A
OEANER I L O] (P22-5) 2L T EIVY,

o BETLEMRB LOFIMEICHOWTIE, TBEEF] (P22-15) 2R LTI ESVY,

& 22-2 F7IFUs—23y 2—4 CAPF FAI7ALELUIV F 1—Y CAPF FRAI 7M1 LDOEE
RE

&E H7LT

[TV r—vava—HF | FeyFFyr URA LRy 7 ANE, CAPF AL —va VHOT 7Y

(Application User)] F—vary a—VPERBRLET, ZNIZL-T, BRESNET 7V 7r—

Yarv a—FRRREINET,

ZOFEE, [T Ra—F CAPF ¥ 1 7 7 A4 L D% E (End User CAPF
Profile Configuration)] ¥ « > RV IZiZFmSNEH A,

[ZY R=—HID kay 72y YA N Ry 7 AL, CAPF AXL—ya VO K
(End User ID)] 2—PEBRLET, ZHICLoT, RESNLTV N 2 —¥FRERE
WET,

COREF.[TTV = ara—HCAPF 7 r 7 7y A LVDOERE
(Application User CAPF Profile Configuration)] 7 .t & KU IZIIRR S

NEHEA,
[ A% AID 1 ~ 128 FOFET (a~z, A~Z, 0~9) #ANLET, A A%
(Instance 1d)] v A ID VX, FEHEEREO O 2—F Z5E L £,

L 2077V r—a AR LTHEEOER ([ RAZ U R) BFHET
xFd, 77V r—v a3k CTIManager & OB DL EEHERT DI
X, 77U 7 —3va v PC (v K 22—V 0BEE) £E3—N (77
Vir—vay a—Fos) TEITENDIA VAZ VAT LIZ—EDIE
HAENDH L EE2HRLET,

D7 4= FiE, Web ¥ —E2ABIOT 7Y r—va e R— T

% CAPF Profile Instance ID for Secure Connection to CTIManager % —

EANRTA=ZICERBHVET, ZONRTA=ZIT 7 8RT 5Tk

[ZDW T, NTAPUTAPI £ % = U 7 4 B#EY — B X T 2 —%

(P.22-14) &ML T 7ZEW,

[FEEO#AE (Certificate | Fr v XU URA N Ry ZAND, IROF T a L OWNTREER

Operation)] LET,

o [fREF DOHEAMER L (No Pending Operation)] : FEFIZOBIENFAE L
RNEFIZFRRESNET (T 74V bORE),

e [A A=/ T v 72 L— K(Install/Upgrade)] : 77V 7 —3
YO —ANTHNBRFERFEELH LA VA=A T 20, HDH
BN ELT v 77 L — FLET,

Cisco Unified Communications Manager £¥21) 571 4 F
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CTl. JTAPl. 8&U TAPI DEFE L BEBIEDERE

77U —a> 1—4 CAPF 7R77 A LB&LUIY K 1—4 CAPF 7R77 4 LD CAPF v+~ ks M

= 22-2 F7Ur—2ay a—8 CAPF 7O77/4LELVIY K 12— CAPF 7O7 714 ILORE
RE (FESE)

BE HL

[nqu:E_‘ N FEEOA VA M= VETET v T L — REREORRREE — R [uhu

(Authentication Mode)]

A~V > 7 (By Authentication String)] 7, \_ﬂ I, 22— ELITER
# JTAPI/TSP OFIMIFRE Y + > Ko T CAPF §RFEXXTH 2 A L=
LEICET, v =NV THEMBRFERAERA VA M= Ty T T L— R,
FEE T TIN Y a—T 4 T ENDH I EEERLET,

[ FERESC T4
(Authentication String)]

—BOXFHNEFETANT 20 25 0IE [ LT % 45k (Generate
String)] RZ > %27 U v 7 UCXFINELERLET,

LFHNE 4 ~ 10T LT &N,

0—A/VCHNRIEREEL A VA=V ERLET v 77 L — T 5IC
X, 77U r—3 3> PC @ JTAPYTSP OWHIREY 4 » R T, BH
%ﬁmﬁi%ﬂ%ﬂﬁﬁéz%ﬂﬁbiﬁo_mi%ﬂ .1 B2
AT&ET, DAV AX LRI TFHEHER LGS, 0TI E
Lo —EMHATLIZLIETEERA,

[ 3551 % £ Bk (Generate
String)]

CAPF THEIICFEIEXFIN 2 LT 25813, ZORZ %27 ) v
LET, 4 ~ 10 HTOFBEESTTFN A [ uﬁi%ﬁﬂ (Authentication String)]
74—V RIZERENET,

[ ¥ —% A X (Key Size,
)

Ky & JUAN Ry 7 ZAhE, GEHEOHRHOY A X8R L F
T, T 74V FEREMIX 1024 T, IS OAF T g TiE, 512 &
2048 H Y £,

HAREZBRNT IS AV T 4 TRETDE, 77 arOFETHLT T
Vor—va oz fHTcEEd, @AERNTETTHET, 30 5L 1
DRI IND Z ENHY £,

FERAEIC 2048 By NOEEBRIRLIZGA, 77U —v 3 & Cisco
Unified Communications Manager ¢ [ Tt 23 572012, 60 B
ULOREEBNDNEZENRBYET, BEOEF2 VT 1 LULEMHEH
THHEERRE, 2048 By POFITRE LN TLIEEW,

[#:1FE D78 T WK (Operation
Completes By)]

D74 =i, TNTORHERELYR—FL, 82T TT5
VR & D HIBRO AT &R 248 E L E9

FTRSNDHMEIE, BHIDO /) — RIZEHASIVET,

COREE, GEABRELE T TOLERDH LT 74V MO BEERE
9% CAPF Operation Expires in (days) = ¥ —7 5 4 X /XT XA —& L
EHIHEALET, ZORTA=FITVOTHEHTEET,

[RERAEOBIER T — 2 X
(Certificate Operation
Status)]

Z®7 4 —/V FiX, pending, failed, successful 7 &, FEBEHRIEDIE

TR 2R LET,

DT 4=V RICERENLERIILEFE T ETA,
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$22% CTl JTAPL. $&U TAPI ORBREEBELORE |
| 77V —Lay a—4 CAPF A7 74 LNFIZTY F 2a—% CAPF 707741 LDk

77US5—23> a—8 CAPF 7774 ILFEELIFTUR
a1—4H CAPF 707 74 )LD IR

T, 77V —vay 2a—% CAPF Yu 7 s A VERII= U K 2—% CAPF 7 v 7 7 A V%
Cisco Unified Communications Manager 7 — & ~<X— A L EIBR T 2 HiEZHH L7,

& HHIIC

Cisco Unified Communications Manager DEBTT 7' U r— 3 =2 —% CAPF Vv 7 7 A VE T
T N 2—% CAPF 7u 7 7 A VZHIRT DRI, BlOT 0T 7 A V2T 80 ZIZHEA T 20, %4
Ta Ty ANERERT LT RTOT A ZAEHIRLTLLEIN, ST m 7 7 A VEFERALTHLT A
ARERBTHINE, EF 2V T4 77 A NVOREY 2 RO [BE#EY 2 (Related Links)] R
0y 7HE Yy AR Ry 7 AND [KFBFR L 22— K (Dependency Records)] #3#IR L T, [##1(Go)]
/)y LET,

VAT ATIRFBEZR LY 2 — REEPE N> T RWEAEIZ, La— Fo [KFBFRL = — FEY
(Dependency Records Summary)] ¥ « &~ RUIZ, &FEGRLa— REEICTHLHETTEHRT 7 v
CERTAyE—UREREINET, £ KEBRLa— FEREENT S & CPU ARSI ELS 2
LEVWHFERLERINET, KFEMEFKRL 2 — ROFEMIZ W TIE, [Cisco Unified Communications
Manager > X 74 1 F] 2R LT TEEW,

FIR

AFyvT 1 77V =gy a—YERF s R 22— CAPF 707 7 A LOFE] (P.22-10) OFBAIZHEV Y,
TVl —v gy a—Y CAPF Ve 77y A VERIZo U R 22— CAPF 7’ 7 v A Vv EBBELET,

ATFwT 2 WOEEOWTNLEETLET,

s BEOTaT 7 ANEHIRT DITIE, *ﬁ»ﬁk*ﬁk%ﬂ“74’ VRYT, @R T =y 7Ry 7 ADERIC
FREINTWETF =y IRy 7 A% LT, [ BIREH OHIBR (Delete Selected)] %27 U v 7 LE
T TOBRPUIKT DT TORE TR ‘éfoEV:_ RZHIBRT 2120, [ T3 TEZIR (Select All)] %
7V w7 LT D [#IRE B OHIRR (Delete Selected)] 227 U v 7 LE T,

e H—D7 a7y A NVEHIRT DL, KL -ERRY 4 FUT, ke r a7y A VORRIZER
INTWDLTF =y IRy 7 A%F AL T, [ BIREH OHIBR (Delete Selected)] 227 U v 7 LET,

ATy 7 3 HIRBEORRAERT L7 MR RENZD, [OK] 227V v 7 LTHIBRT 20, [Fx L
(Cancel)] #7 U » 7 U CHIBRBMEZEUVIH L E T,

BntESR
MROHEIEH | (P.22-15) 2R LT EEW,

JTAPITAPI X2 ) T4 BEY—ERX /A5 A—4

TV —vay 2a—F CAPF 7m 7 7 A VEiE Y K 22— CAPF 707 7 A VaRE LI,
Cisco IP Manager Assistant —E 223 LT, IROP—E R RT A —HEZFETHLERH Y T,
e CTIManager Connection Security Flag
e CAPF Profile Instance ID for Secure Connection to CTIManager

P—ERRTA=H T 7 AT HI20E, ROFIEEZFEITLET,

Cisco Unified Communications Manager £¥21) 571 4 F
[ 22414 | I



| £$22% CTI JTAPI, 8&U TAPI OFEFE & REBLDRE

FIUr—Say Aa—FEERFIY F —FI/T 2ERBEEORTF—2 A0ET M

FIR

Cisco Unified Communications Manager D& B~— T, [ AT A (System)] > [P —E AT XA —H
(Service Parameters)] Z{R L £ 7,

[ —~3(Server)] Fmy 7 X AL ARy 2 X6, Cisco IP Manager Assistant % —E 2787
T A TR TP —"ERRLE T,

[h—E X (Service)] ey ¥y UR KRy 7 AMb, Cisco IP Manager Assistant - — b2 % i3
RLUET,

NI A—ZPRRRINT-H, CTIManager Connection Security Flag /X7 A — % 3 ' CAPF Profile
Instance ID for Secure Connection to CTIManager /X7 A — % Z 7217 £7,

BRI EIANTA=Z BV %2 ) v T2 EFREND~NNVTOFBITHE, T A —F 2 F
LET,

[#£1F(Save)] &7 VU v 7 LET,
P —ERANRT 7T 4 TR TP =T LZ, ZOFIEEBHEYRLET,

FFV5—23y a—HFREFID K A—FIZxtd 58
EREDRAT—RADRERK

Rt

WEDT 7V r—vary 2a—F CAPF Vv 7 7 A VE7iZ= F 22— CAPF ¥r 7 7 A VORE
T4 Ry (BRE—ERTY 4 RUTIEH Y £EA) . £72I1X JTAPYTSP OFIHIREY 4+ R T,
FEREMEDO AT —Z A B R R TEET,

BEEIEE
e [CiscoCTL 7 74 7 v bDOEE] (P4-1)

o [CTIL. JTAPL. BLXO'TAPL 77U 7 —< a3 » ORBFEIZHOWT) (P.22-2)
e [CTI. JTAPI, BXOTAPL 77U r— a3 YOI E(LIZ DN T (P.22-3)
e [CTI. JTAPL, BXWQTAPI 77U rr— = iZxtd % CAPF of#] (P.22-4)

e [CTI. JTAPI, BXWTAPI 7 /U 7 —3 3 »cxt$d % CAPF ¥ 275 AOMHEAER B L OEA:
(P.22-5)

e [CTI, JTAPI, 8L O TAPI DtFx=2 VT 4 EHT =27 U AL (P22-6)

o X2 T 4l —Y IV—T~OT7 7V =gy a—HFlzr Fa—Fo@El (P.22-7)
 [Certificate Authority Proxy Function % —t 207 7 7 ¢ 7{k] (P.22-9)

e [CAPF #—t R T XA—2DOHEH| (P.22-9)

o [TV —vay a—PERIFIT L K 2—% D CAPF 71 7 7 A LOKFE] (P.22-10)

o 77V —vary a—WERLEIT U K 2—%D CAPF 7r 7 7 A VOFKE] (P22-11)

o [ 77UVl —var 2—% CAPF 777 A vBIOP= K =—3 CAPF 71 7 7 A4 /L@ CAPF
RIEY 4 Rv | (P.22-12)
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$22F CTL JTAPL, $&U TAPI OEFEEBBILDRE |

N s=wEx

o 77U —vary a—% CAPF Vv 77 A VERIZT Y N 2—% CAPF 7'm 7 7 A L DHIBR)
(P.22-14)

o [JTAPI/TAPI &% = U 7 4 BHE—E R T X —% | (P.22-14)
e (77U r—vary a—VEREFo Ly N 2—VIZHT HEHEBRIEDO 2T — & 2D FE R (P.22-15)

YRAADKEEY =TI
» [ Cisco JTAPI Installation Guide for Cisco Unified Communications Manager]

» [Cisco TAPI Installation Guide for Cisco Unified Communications Manager]
o [Cisco Unified Communications Manager > X724 U4 F] ©® (a2 Ea—% T L7 =—#H)
» [ Cisco Unified Communications Manager 7 NI =X h L —23 2 1 F)
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= CHAPTER

¥ 217 SRST (Survivable Remote Site
Telephony) SHREDETE

ZO®ET, WONETHRSNTOET,

e [SRST Ot F =V 7 ¢ OME] (P.23-1)

o I[SRSTOEF2UT4FEDOE M (P23-2)

o ISRSTOEF2UT 4 REMF =27 U XN (P23-3)

o &% =7 SRST 2R DHE, (P.23-3)

e [SRST ZWEDEx= VT r OFENE] (P.23-5)

o [SRSTZMENLDEX =V T 1 OfiREE] (P.23-6)

e [SRSTREMIENS— MU = A O HIBRES 2% E] (P.23-6)
o BB (P.23-6)

SRST Otxal) 71 DHE

SRST #i~"— b 7 = A %, Cisco Unified Communications Manager 73 2 —/L %58 [ TX 725412,
IR & D a— VAL 2 2 7 28t L $ 9,

t¥ 27 SRST XSS — b v = A121E, BHOBAEAENREZENTWET, Cisco Unified Communications
Manager OEHT SRST % EFEH#£ % 59T L7214, Cisco Unified Communications Manager (% TLS &t %
AL TSRST #IG7 — hU oA TREHET 2N ¥ — H— 2 %§GE L £ 7, Cisco Unified
Communications Manager X SRST i 7 — b7 =4 M HAEHEZ S L T, T DOFEHEE Cisco
Unified Communications Manager 7 — # ~<X— 22 L £,

Cisco Unified Communications Manager D E B TRET A 2% V> 45 &, TFTP #— %
SRST s}t — b 7 = A OFEAEZ BFEHO enfxml 7 7 A VITBINLTT 7 A L2 BIEEICEE L E
To IHT, RESNIEFEBIT TLS e 2 LT SRST M7 — b U= A EXfFELE7,

BAMERE 7 7 A VZIE, B—ORTEP O OEHELZT NG ENET, TOH, HSRP (ZHH— b
SNEEA,
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WM  SRSTOEF1UFABEDEF

SRSTDEFa)TA4HEDEY b

WROBENWZ SN TVD 2R LET, LRI TS &, RESNT-EFHH L SRST
ST — U = A L ORI THEREOLEPHER SN ET,

SRST 2MEICA ABAGEAEN T EN TV D,

Cisco CTL 7 74 7> M L TIRBEE— FERE LT,

BRI RRAE E T I I b 25 E LT,

Cisco Unified Communications Manager O B¢ SRST &R Zi%E LT,

SRST D& E#IT. SRST ®IET— b =/ BLOEET 2EFEHKEZ Vv b LT

(3¥)  Cisco Unified Communications Manager (X, SRST &fi&7 — b v = A BT, BaEOEH EHRZ2 &
e PEM JERDO 7 7 A V22 L £ 97,

LSC #FETIE, CAPF /v— hiE#IFE (CAPFder) 4 v m— KL TS, T/ — FEHET
IZ. % =27 SRST 28 TLS "> Ry = A 7 HIZEAEEH D LSC B T £,

N

GE)

IIAE X2 VT 4 B— RPELEF2TITR-oTWDEEAEIE, Cisco Unified Communications
Manager DEBTT NA A X 2 U7 4 — FPBIEFAE IR FLEAERINTHTH, &
DR ET 7 ANDTNA A X2V T4 T NIFEEF2T70FEETT, 20X REA.E
FEHEIL. 7 T A ZNT SRST #fI7— kU = A 8 L Cisco Unified Communications Manager ¥—
NEDI X 2T ERITLET,

JI5AE X2 )T 4 B— NI, A2 RT7ay —REFRFT 75220 X2 ) T e
HELET,

522 X aUT 4 BT— RBEEXFa2TICR>TVEESIL. A X X2 YT 4 T— R
[ = 7 SRST(Is SRST Secure?)] F= v /Ry 7 AL X a7 ¢ BHEORENMEEINE
Ty BRENT —HZ_X—=AMBHIEINDZ OV EEAN, X2V T o3tk T A,

TS SRST A5 S — b = ~OUF 2 T HRERITT DI, 7525 £¥a )74 T
RFARAGE— RT, BIEET7 7 A VNDOT A X X 2 U7 ¢ B— RBRBEEE A F 721X 51k
FHAHICHEESINTE Y, [SRST SO E (SRST Reference Configuration)] 7 4 > KU T [ &
% = 7 SRST(Is SRST Secure?)] F= v 7 K v 7 ZANA N2/ »TNC. BIEEOBRET 7 4 LW
\ZH %78 SRST GEBENFIET 255721 T,

Aio U Y —A® Cisco Unified Communications Manager Tt % = 7 SRST SR %% E LI-5GE
X, Ty 7L FRICZ ORED BBINICBIT S ET,

WAL A F T IERRRE S A+ E — RO EFEME A SRST 127 = — /LA — 3— L, SRST TOHfEHIZ
T2 X2V T4 E— NBNEEGETE—RN20IHIEER 2T E— NV EboziE, 2 b0E
FEH%1E B #1A9121% Cisco Unified Communications Manager (27 4 —/LN v 7 jvE® A, SRST
N—Z OFIREYY | WHIZ IS OEEE#Z Cisco Unified Communications Manager (& %
BT DM ENRH Y E3, FEFEE Cisco Unified Communications Manager (27 4 —/V 3w 7 LTz
%, BHEIXSRST DEFREZHRATE, 72— A —NRN—=BLORT7 =Ny 7 REVHENT/RY
E7
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| $23% %27 SRST (Survivable Remote Site Telephony) SREDERE

SRSTOEXaUF+BEAFzvoUXE M

SRSTDtEFaVTA4RERFzVIIRE

# 23-1 #EHLT, SRSTDEX 2V 7 4 REFIHEZED ET,

& 231 SRST DEFaUTAHEAFTYIURXE

REFIR EEFIES L UBEEE

AT 7T 1 |SRST &7 — b 7 = A TUHERTRTOEEEZFYTLIZZ L& | ZD/3—2 3 > Cisco Unified

RLET, T XCTEEITTH L, 751 2H Cisco Unified | Communications Manager % ¥ 77— k35
Communications Manager 53 X O ¥ =2 U7 ¢ YA — ~ LE T, |[Cisco I0S SRST Version System Administrator
Guidel, Ziui%, k@ URL TAFTE £,

http://www.cisco.com/univercd/cc/td/doc/pro
duct/voice/srst/srst33/srst33ad/index.htm
ATY7 2 |CiscoCTL 7 54 7> DA v A b= B LOREICHERT |[Cisco CTL 7 T4 7 > hORE] (P4-1)
TOEE(EFIT LI L 2R LET,

ATYT 3 | EEEHICEE ENTFET D L AR LET, i AR OB T T )L O Cisco Unified IP
Phone ¥~ == 7 /W E B L T Z &0,

ATV & | B R E IR B LA R E LI L AR L E T, B2V T 0 Tur7r A LOmA ]
(P.7-10)

ATYT 5 SRST RO F 2 VT 4 BREXITOET, THITIX. [F34 |[£F 27 SRST Z2RAeDHE] (P.23-3)
A 7 — Vi E (Device Pool Configuration)] 7 ¢ & K7 C SRST &
BEZADCTOEELETENET,

ATY 7 6 |SRST &t — = A LEFMAE VY FLET, (£ 3% =7 SRST 2M%EDHE] (P.23-3)

125F:L7’SSFUST'éan“ﬁﬁa)dQEE

Cisco Unified Communications Manager ®4 B2 C SRST SRJe 28, EH. F2ITHIBRT 2 a0, K
DEEBELTITEIN,

o £ =7 SRST BHRSLOBEN : §1T SRST BREDEF = ) 7 ¢ EL(T 5 A, % 232 TH
T BT _TOEH ERET HLERD Y T,

e X =7 SRST ZPRIEOFEH : Cisco Unified Communications Manager 4 #EC SRST O HHr %
FATLTH, SRST 57— h v = A OFEHETHBMICEFH SN ET A, AFHEZETHT 52T
[FEAEDOEH (Update Certificate)] R¥ v %227 Vv 7T 2MBERHYV ET, 7V v 7 T5 LFERH
DONENFIRSN, EAFBELZZTANDIPERT O2LERH Y £7, fEAFEZITAND L. Cisco
Unified Communications Manager /& Cisco Unified Communications Manager % — /X723 7 7 %
# N D4 Cisco Unified Communications Manager —/3C, G T& 57+ ZH 2% SRST %f
ST — U = A OFFAELE SRR ET,

e X =7 SRST 2RI DHIEE : % =7 SRST &2 HIkR4 5 & . Cisco Unified Communications
Manager 7 — % X — 235 LOVERE D enf.xml 7 7 A /4235 SRST %7 — 8 7 = A OFEBEHHI
BrREET,

SRST &M DHIBRI7EIL, [Cisco Unified Communications Manager 7 NS =X p L —25 > %
7 Rl #BBLTIIEE N,

t ¥ =27 SRST B EZHKET DI, ROFIEZFEITLET,
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| +3% 17 SRST BREDHE

ATFvFT1

ATvT 2

AFvT 3

ATFyv7 4

AFwFT 5
ATFvT 6

ATy 7T
AFyv7T 8
AFyvFT9

FIR

Cisco Unified Communications Manager O EHA~N— T, [ A7 A (System)] > [SRST] # R L £7,
MBE—ERRY 4 RURFRINET,
RONTNPEFITLET,

o B LW SRST 2B 2I1TiE. ME Y« RO T [ HBLEMN (Add New)] 227 U v 7 LET
(a7 7 ANERRLTHL, [HHEMAd New)] 227 Vv 27 FT52 b TEET), REV A
VRUNEREN, T A=V DT T 4V FRENTRENET,

o BEfF® SRST ZffSc%x a v —3 5121k, [Cisco Unified Communications Manager 7ﬁ =X pL—
g2 A R OFBICHE S T 7 SRST 2% Boi), [ 28— (Copy)] FINICHHED L
a— KO [2— (Copy)] 7TA 2%V LET (7°t1774/l/?3:2‘%?bf75)6\ [ —
Cop)]1 227V w7 FT2ZLHTEET), REV AV FUNRKRRIN, RENENRINET,

o BETED SRST &M% EH 3 5121, [Cisco Unified Communications Manager 7 N3 =X p L-—
g2 U Rl OFBICHE - Tl SRST 2%k x RoT£3, REV 1« v FudnFERsh, 8
EORENRINET,

# 2322 OB, EX 2T BHEOBREF AT LET,

oM SRST ZIRIEFHENEDOFHINZ DWW TIL, [Cisco Unified Communications Manager 7 N3 =

X fp—a X7 P #BZRLTIEE N,

[t =7 SRST(Is SRST Secure?)] F= v 7 Rv 7 A%t Ic+ 5 &, [FEAZEOEH (Update Certificate)]

RE%7 Y7 LT SRSTEHEZZ VB — RTHUERHDLENI A v —UNEATRIT Ry

J R FRSNET, [OK] 42V v/ LET,

[{%ﬁ(Save)] 7V vr LET,

— & _X—2ZANO SRST ®I57— F 7 = A OFEAEZTHT 25121, [FEAEFOEH (Update Certificate)]
T&'/%? Uy 7 LET,

Jo

Evbk ZoORZ 0%, [BF =27 SRST(Is SRST Secure?)] = v 7 Ry 7 A% A4 12 LT [#R1F (Save)]
UV LIERICETERENET,

FEREO T 4 =T ) U RRERRINET, AEEELZITANDIIE, [R1FESave)| 27V v 7 LET,
[BAL% (Close)| %7 U v 27 LET,

[SRST £ [R5 D% E (SRST Reference Configuration)] 7«4 > R T, [Vt v h(Reset)] 27 U v L
7,

ROEHE
[ 734 27— L3 7E (Device Pool Configuration)] 7 «t > K7 T SRST LD HINT I o722 & % fE
BLETS

EBINtESR
MBEEIEE | (P.23-6) 2BRLTLEEW,
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| $23% %27 SRST (Survivable Remote Site Telephony) SREDERE

SRST 2R%&0tFx1UT10RERE B

SRST EREDEFX1Y) T 1 DEEAE

# 23-2 T, ¥ =27 SRST &M%izxt L T Cisco Unified Communications Manager 4 B Cffi f T
EDOREICOVWTHIALET,

o WMEDOE LY MIOWTIE, ISRSTDOEF =2 U T 4 EDOE Y M (P23-2) 2L T EE0,
o BHET HEHMB L OFNEIZOWTIE, TBhEIEE | (P23-6) 2L T E I,

& 23-2 X217 SRSTSRBEDRENE

e B

[ % =7 SRST(s SRST SRST x5 — ho=A12, HOBAUMHEREEINDLZ L 2R L
Secure?)] %, TOF v IRy AEF NI LET,

SRST ZREL T = V=AM BLUORBT2EFZEEY Y T 5
& . Cisco CTL Provider #— bt A% SRST *ita”— b 7 = A CHEHE
Tang F— - RICHEEZ T ET, CiscoCTL 774 7> MZ
SRST %S — b = A DHIEAELZ TS LT, Z0OFEHAE%E Cisco
Unified Communications Manager 7 — & ~X— Z A L £ 7,

Ev bk F—2 =2 JOER#ED & SRST GEHE A HIBRT 221X
DF =y VR 7 A%AT7ICLT [RTFE(Save)] 227 U v 7 L, 1€
By oEEEE )y FLET,

[SRSTREHE T 11 & ZOFR— NI, SRST 7 — F U = A ECREAET m AL X — H—1
A— I (SRST Certificate 2NTHkT D ERE R L £ 9, Cisco Unified Communications Manager (3
Provider Port)] ZOR— P AL TSRST HIES — F 7 = D HAEFE LT LET,
Cisco SRST iEAET u A X —DF 7 4 /L b R— it 2445 T,

SRSTxTFB# FY=2A ETCZOR—-FPERELTE, ZOT 4 —F
R—r&ESZ AN LET,

Evbh A= RNBEFERFOSAC, 7747 U+ —VEMFBHALTH
TI77 AT VA= ILVHNOR— bEFERATE2WEAICIE, B2
AR PFEEORENVLEILRDZ LBV FET, R— 1+ E&EF
I, 1024 ~ 49151 OFPHIICITFET A LERH Y T3, Z OHiPH
ehHBEE. TR— FEZIEHTE 2013 8TE T T &
WO Ry E—=URERENET,

[ REFAE O T 87 (Update Evbk ZORZ L, [EF =27 SRST(Is SRST Secure?)] F= v 7K v
Certificate)] I A& ATLT [RF(Save)| 227 U v 7 LTERICTIEITRRS
WET,

ZOREEI Yy T BHE, CiscoCTL 7 74 7 > M Cisco Unified
Communications Manager 7 — % X — A (ZHEHH S T 5 BEFF @ SRST
RET— N U = A OFEAELZE X E T GEAENR T — X X—RIFFE
TH55E). WET2EFHKL Y By b Lk, TFTP % — 3% enfxml
T ANE FLW SRST s — U = A OFEHE L & H12) Eai#
ICERELET,
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W SRSTZ2RENOEF21UT 1 ORKR

SRST SENDEF ) T 1 DEEER

X VT 4 BERIC SRST 2RIEEZIEE X2 T I2T HI121%. [SRST SRR D E (SRST Reference
Configuration)] ¥V « &~ FU T, [E% =7 SRST(Is SRST Secure?)] F= v 7Ky 7 A% A+ 7IZLET,

T=b 02 LD VT vy = E RN OBENDHDLEDA v —VRFIRENET,

SRST sEAEN T — bz A D SHIBRSh=5E

SE R

SRST

SERAEN SRST D7 — U = A O HIBRENZ5HE1E. £ D SRST

Communications Manager 7 — 4 ~X— X & [P Phone L HIBRT 2 MERH D £7,

Z OIE¥EEFEITT DI, [SRST S RS0 E (SRST Reference Configuration)] 7 4 > KU T, [E¥F =
7 SRST(Is SRST Secure?)] = v 7Ry 7 A%A 712 LT [E#H (Update)] 22 V 7 L., [EEOT /A

2D Y k(Reset Devices)| #7 V v 7 LET,

BN A

[SRST Dt *= V7 ¢ Off%E] (P.23-1)

[SRST Dt F =V 7T sixiEDOE b (P23-2)

[SRST ¥ =2 V7 4 &EHFT =y 27 U AR (P.23-3)
% =7 SRST 2MSEoRE] (P.23-3)

[SRST 2Dt F 2 VT 4 OFRENE] (P.23-5)

[SRST e Dv =2 VT ¢ OfEhk) (P.23-6)

ISRST FEMEN 7 — F U = A 2 BHIR SN2 5E) (P.23-6)

SAODEET =TI

[Cisco I0S SRST System Administrator Guide]
[ Cisco Unified Communications Manager 7 NI =X p L—2-3 > U F]
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T—bozAEBLV 529 DESIEDERTE

ZOEF, WONFETHERINLTNET,

e [Cisco IOS MGCP 7' — U = A Ol (b2 ] (P.24-1)

o [H323 7 — U =ABLOH323/H225/H.245 7 > 7 O EALOME | (P.24-2)
o ISIP 7 v 7 O ELDOEE] (P.24-3)

e = U ABLRIN T 7 DX VT AFEHT =7 U AN (P24-4)

e (XY "NU—7 A>T TARNT 7 F % TIPSec X ET HHADOEEFIE] (P.24-5)

¢ [Cisco Unified Communications Manager & 7 — s = A £721x b7 > 7 & O T IPSec #HET
L%a0iEEFE] (P.24-6)

o [[SRTP % # 7 (SRTP Allowed)] F = v 7 R v 7 207 5E] (P.24-6)
o [ZEH) (P.24-7)

CiscolOS MGCP ¥— F 1 DS {LDHE

Cisco Unified Communications Manager i£. MGCP SRTP Ny — YV # T 55— b = A ¥ R—

FLTWEF, MGCP SRTP Ny 7 —U, 7F— b= %27 RTP #fic L TF v M EREL
BIOESTD SIS ET, 2= ARETICKBINIERICE T, F'— = a—
JVIZ SRTP T 220:8 5 Bl EnE T, 734 A0 SRTP 2R — 256, VAT A
SRTP #feafERH LE 3, D7 &b 1 2OFT /34 A0 SRTP %R — b LTWaWgE, A7 A
RTP #fe 2 L £, SRTP 725 RTP ~D (BLUOZOHD) 74—y 73, £FaT 734
AMBIFEX 2T T A~OiRE, BilSmk, N AT 4 U7 REERETRATLHEN
HYET,

VAT LN 2 DODTNA AT EAL#E A SRTP =2 — /L &% E$ 5 &, Cisco Unified Communications
Manager 13t F =27 a— L DdO~AZ—5HL YV FEAER L, SRTP X U —LADBFEITDH
F—=h Uz AICEELET, F—F V=2 THHR—FEN TS SRTCP A U —2A0DH4, Cisco
Unified Communications Manager (3#£& YV /L 2R ELEE AL, ZNHOHEII MGCP > 7 F U 7
AEN LT = b= AIZEFEINET, T, IPSec 2L TExF =2 VT 4 2% ETILEND
Y ¥4, Cisco Unified Communications Manager % IPSec BN FIET D0 E 9 1 E R L E AR,
IPSec N ES N TWRWEAR, VAT AITF— by =128y v a VREZFSEEFICEFELET,
Ty va R X2 TEREN L TCEREIND L DI, IPSec BN TFET LI L EHALET,
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$248 HFITMBEUVFSVIOBELLDORE |

| H.323 #— 7 x4 &V H.323/H.225/H.245 +5 > OEBLOBE

H.323 7 —

SRTP HIZEE S MGCP /7 M7 =AM, FBIESNTZT N1 2 (SCCP % FATT HBIAEINT-E
B ) Loa— b 5484, Cisco Unified Communications Manager X2 @ = —/L %78 ufl:{ﬁ%k k

DR D72, EIEEICY— VR T A arBnRRENET, a—Ixt LTT /3 20 SRTP Hie
MDIEFIZRrIT— &IN5 &, Cisco Unified Communications Manager 1%, Z @ = —/L &R 5L 7~
ELTHELET, MGCP ' — U oA R EXa VT 4 TA 2 BRI TEDEFHHICHE R I L TWY
L%, AR E LS TS &, EiFKICn v 7 T a U RFRIRESNET,

oA E KU H.323/H.225/H.245 5> D

F L DHIE

X2 VT4 2P R—FTDHH323 5= FU oA BN — b F—"— E7TIHET— b F— il
@ H.225/H.323/H.245 7 > 71X, Cisco Unified Communications AL —7 ¢ 7 27 AT IPSec
TYvxZ—a rERE LA, Cisco Unified Communications Manager (Z%F U CRRFEN TE £ 97,
Cisco Unified Communications Manager & ZAL5H DT /N4 XA & DT IPSec 7V v =— 3 > E1Ek
T 5 HIEICOWTCIE, [Cisco Unified Communications Operating System Administration Guidel)l % %R
LTLEEN,

H.323, H.225, B8L U H.245 T4 IR S#E AR LET, Zh b odid, [PSec THREI NV

7 F Y 7 A %A LT Cisco Unified Communications Manager (Z3%1§ &% 3, Cisco Unified
Communications Manager bi IPSec #ERNTFEIET 2008 9 A& Bk L EF AN, IPSec R E STV
BROGAE, By v a VRIS SNPICEESNET., By v a VEREF 2 THEREZ N L TRES
D& 9T, IPSec #fNFIET 2 Z & 2R L7,

IPSec 7V v =—3 a VOFEEICHIZ T, Cisco Unified Communications Manager OEH DT /A AF%
#1742 KT [SRTP % Al (SRTP Allowed)] F = v 7 R v 7 2% F o 2080 b ) £, H.323
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NEFREIEET,
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AZWESLTE R, 72013 1 DU EDOT S 28 SRTP ¥R — b LARWEE, ¥ AT A% RTP B
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== 7 )V [Media and Signaling Authentication and Encryption Feature for Cisco I0S MGCP Gateways
LEBHIHEHLTLEE Y, ZO~==2T7 /L%, kO URL TAFETEET,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature guide09186a0080357589.
html
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AT7TY7T 4 H323108S ¥— U =ABL0Z T AWM M7 27 04, |[SRTP %777 (SRTP Allowed)] F = v 7 A v
Cisco Unified Communications Manager O #~— T [SRTP |7 AL [ N 7 7 OFE (Trunk
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IO~ =27 VT, IPSec DREHIEETHHALEHA, RDVIZ, XYy NIT—F AV TTALT Y
F % T IPSec #RET DBEDOBEFH LTI FEHAL R LET, [PSec Ry hUV—2 AT TFTART Y
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o BREDEVRMIOWTIE, ISIP v 7 X2 T4 a7y A LOFREDOE > ] (P25-2) &
ZH LT EEN,

o BEYTLERBLOFIRCOWTIE, TBHEEA ] (P25-11) 2ZRLTIZE0,

= 251 SIP b5 X2 T4 FAI7AILOBRERE
&E H7LT
[ 4 Al (Name)] tXa VT4 TRT s ANOLFEANLET, HLTrT 7 A L%

R1FT 2 &, [ 77 OFRE (Trunk Configuration)] 7 « > K7 @ [SIP
NI tFa YT 47 w7 7 AV (SIP Trunk Security Profile)] Fw v
THET VAR Ry AN FEREINET,

[ @M (Description)] X2 VT 4 FurzrAAOHAEANLET, ST, FEOSHE
THOK 50 SUFHRECTEETA, ZEHI A/ (), S—kr bEF (%),
TURPFUR (&), Ny I ATy va (), ik ya (<) [FEHTE

E .8
[T A X2 T« Ry 7Z o VAN Ry 7 ANnG, WOAT T a rONT g RR
% — K (Device Security LET,

Mode)] o [3EEF 27 (Non Secure)] : 1 A—VRIELISDEF = 1 T ¢ FghE

WH L E®A, TCP F72i% UDP £t C Cisco Unified Communications
Manager 23 CE £,

o [FERED A (Authenticated)] Cisco Unified Communications Manager
li]\?‘/&@%ﬁé/\f umnﬁ%*ﬂﬂ Li@“o NULL/SHA %1%%?5
TLS #ke &b L E7,

e [W51k (Encrypted)] : Cisco Unified Communications Manager i k
T O, BRI, BIOK S bR LEST, v 7Y T
MIZ, AESI28/SHA Zf#ifi4 % TLS ez fin L £7,

[EfF#5k ¥ A 7 (Incoming |[T /31 A& F = U T ¢ %E— K (Device Security Mode)] 28 [FEF =7

Transport Type)] (Non Secure)] TH 234, [TCP+UDP] MRk A 7 L 700 £97,

[T 314 2% F 2 VT ¢ E— K(Device Security Mode)] 7% [ F8FED &
(Authenticated)] F 7213 [ 551t (Encrypted)] T& D4, [TLS] ARk
ZATERYET,

()  Transport Layer Security (TLS) 7'®= k=W X - T, Cisco Unified
Communications Manager & k7 > 7 & OB OEEGEMGESNE T,
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=E Bk

[FfEHsE ¥ 1 7' (Outgoing | Fry XU UA L Ry 7 A6, BEEEE— FEBRIRLET,
Transport Type)] [7 34 2% 2 YT 1 FE— F(Device Security Mode)] 28 [FEEF =27
(Non Secure)] Th 554, [TCP] £721% [UDP] &R L £,

[T /34 2% Fx =2 VT 4 E— K (Device Security Mode)] 2% [ F8FED &
(Authenticated)] £ 7213 [ =1k (Encrypted)] ThH 23556 [TLS] 23#nik
ZAT LR ET,

(GE) TLSIZ.SIP bT v 0Dy 7TV TEAEN, T34 ZAFR3E, B
KO T F U TR AR B L ET,

b bk TCP #OBEFIMEZ A — F LT Cisco Unified
Communications Manager > A7 A & 10S 7 — h 7 =14 O T
SIP ~ 7 > 7 ks 2% 61%, BEHES (7L LTUDP &
ERT 2R H Y 9, FEMIZOW TR, [Cisco Unified
Communications Manager > X724 U7 F] © T®v i a B
Afmb:ﬂ/Sm)®%EJ%%%bf<ﬁém

[# 4V xR NRIEE 574/I}< NEREEE A E, ZOF 2y IRy I AEF
£ %h1k (Enable Digest ILET, ZOF v ‘J’ > 7 X A2 9 % &, Cisco Unified
Authentication)] Communications Manager iZ, F 770560 FTXTO SIP ERT

Fx L VEITVET,

FA YA NRBIEX, T3 ARGE, EAEME, BLOEEEZRZIEL X
'tJ:/\/o \_Z}’LE@*%% %'fiﬁﬁj—é j: tﬁ’\"ﬂ—)T/f :E»_—]" [u'u\%‘.EOD%L
(Authenticated)] % 7213 [ 51t (Encrypted)] R L £,

HA Yz A PRREDFEMIZ OV T, Tﬁ/l’ Y= A MREE] (P1-19) B
FOISIP P27 DX A Y= FRAEOHE] (P.26-1) ZZHL T
720,

E> bk TCP 5t ¥ 7213 UDP #5652 fFEH LT b FF 7 £ SIP b
T a—VERIETHIINE XA VX ’BGEEEHA LT

W,
[ o AREFREEMH (Nonce | ) > AMENA R 2B 2 R HAL CTA L ET, 7 7 4 /b MEIE 600 (10 43)
Validity Time)] T, ZORMBRIET 5 &, Cisco Unified Communications Manager |
FULVEZER LET,

Gx) FTrAEF XAV RANEIEA T R— 5T X AET, XA
/:\:X ]\u‘quE/\XU ]\@MDS/\//:LODE+ Jfﬁﬁéﬂiﬁ'o
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SIP FS2Y £FaUT4 FRAI 7L LOBTERS

& 2541

SIP F52Y %2 UT+ FOT 7M1 LORERE ()

e

B

[X.509 D4 (X.509
Subject Name)]

ZOT7 4=V RIX, [BlEWmEX AT (Incoming Transport Type)] ¥ J: [0
[ {8 #51% & A 7 (Outgoing Transport Type)] & TLS &5 7E L72i5HA I
HHINET,

TN ARFEDT2DIZ, SIP b T v 7 T8 2D X.509 GEAEO M4 %
AJ1L %7, Cisco Unified Communications Manager 7 7 X % 3 & % 33
G, TR TLS BT LT SRV vy 7 7w 7R EHTLEHE, B—
DRI PERDOEA MRS ERHY E£T, ZOMKE, k
T 7D X509 DA BERE SIVE T HE O X.509 D4R H
DBEF. AN, B~ BIaary, agroniin 1 o
MALT, 4MizXE0 £7,

ZDT 4=V RIZiX, 4096 XLFETASTEET,

By b 4, HEaEERO TLS FERAEICIS LET, 40, 4
ER—PFT—EBETHLI 2R LTLLEIY, RAUH4L EEE
RN— DA EDEE, B2 AHSIP F T 7BV Y TAHI LT
T%iﬁh

] : F— 1 5061 @ SIP TLS trunk] @ [X.509 D4 (X.509 Subject
Name)] 1, my cml, my cm2 T3, A— bk 5071 @ SIP TLS trunkl
D [X.509 D4 (X.509 Subject Name)] (%, my cm2, my cm3 T
T, ZOHAE, A— b 5061 @ SIP TLS trunk3 @ [X.509 D44
(X.509 Subject Name)] i£ my_cem4 (2 TEET 23, my _cml (21
TEEHA,

EREED

v— b (Incoming

Port)]

ERER—FZBRIRLUET, 1024 ~ 65535 D—BDOR— EZE AL
*4, HE TCP BLXOVUDP ® SIP # v&—Y D5 7 4 /b b R— Mi
I, 5060 T, HIETLS A vt —TREINTZTFT 744 SIP A—
MZ. 5061 T4, AALFAHIZ, 2oF e 77 AV EEHTLTXTO
SIP F 7 v 7 A EnEzT,

Ev bk TLS 2 HT 254 _ToH SIP N5 72, BUEER— &t
HT&x+, TCP+UDP A4 25T _XTH SIP +T 70,
FILEGFAR— M2 ETEES, WUEA— KT, TLS @ SIP #5
ERT e, TLSUAD SIPHRIE N T 0 A THIBETS
ZLIIETEER A

Evhk BEDONT T 4 v VHHZSIP N7 2 UDP R— h L TH—® IP
T RVANLDERFE 7y b L— ki)x FRIEH & D SIP Trunk
UDP Port Throttle Threshold ## 2. 25613, TD L EVWMEEZF
HRELTLEEEW, SIP v 7 & SIP Z?_Va VA UEE
UDP R— FZHEHF L TWEHHE, 2 DO —E R RNTF A —FfE
DRKEWNWIEH DEIZE ST Cisco Unified Communications
Manager 1Z/N7 > hoO2Avy MY U T E2TWVET, ZO/NTF A—
KT HEREH/EIZT 5I21%, Cisco CallManager #— A
FHESTOILNENDD T,
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=E Bk
[77)5—V5VV< TV = a v LV OFFAE, SIP T v 7 BN L THER SIS T
JVERFE % A %)t (Enable TV r—vaicEfsnEd,

ﬁﬁﬁiﬁ&?ﬂ SOF v I Ry I AEF AT EHAR, [F4 VxR FBAEE AL
{k (Enable Digest Authent1cat10n)] 7‘1 % 7 Ry 7 AbFzL, b7
VIDHEAT A NRAERET HMENRH Y 3, Cisco Unified
Communications Manager I&, FFr SN TWLT ) r—3 a3 v %
RTDHENZ, SIP TV r—vay a—WERBFIELET,

7TV = ay VVDFFRIRENRG AR TR T 7 v o
HFANRBELTHD, 77V r—vay LALOFRREELET,
% Y. Cisco Unified Communications Manager 1%, [7 7V 7 —v a3
2 —HF O E (Application User Configuration)] ¥« » K¢ SIP 77
Vor—vary a—HICHFTInN TS HRED bkic, (Zokxal
T4 77y ANT) FIUIITHFAI SN TN D T REHRLET,

EYh 77V = a0 ID ZEELRVES. £23T7 7Y r—va
VBBED T U7 TEESKTORWEAIE, 77 r—vs
YLV OFAOBAEBRF LTSS, 7TV r—a v
RiZ, FHILARWET I MBERETHZENDHY £7,

h7/&®&4/ithp DFMZONTIE, ISIP T 270X
AT A NRIEDTIE ) (P.26 1) EEHRLTLLIEIY, FRIOFEMICD
WX, TRFAT (P.1-21) BEO THEEH] (P1-7) 2R LT
SV, [TV r—ara—HDORE (Application User Configuration)]
VA RUTT 7V r—ay LoULORFR ZET D 7 OFEMIC S
WL, [Cisco Unified Communications Manager 7 NI =X p L—2-3
R ESZRLUTIIESN,

[FLEr 2D Cisco Unified Communications Manager 78 SIP b 7 > 7 R THET D
SUBSCRIBE ®FF #J TVEBUAY TR Y T a VEREZTINT L LT HHEE. 2
(Accept Presence DF v IRy 7 At N LET,

Subscription)] [7 7V r—3 a v LULERGE%E AL (Enable Appllcatlon Level
Authorization)] ¥ = v 7 Ry 7 A& AN LTEHER [TV r—
va ra— W ORE (Application User Conflguratlon)] G Nt 2
L, ZOWEICOVWTHANT LT 7Y r—vary a—Fo [ FLEr
A @ SUBSCRIBE O FF 7] (Accept Presence Subscription)] F = > 7 78 »
JAEF AT LET,

TV = a LRV OFANEHT, TV = ary a—Fo [ 7
L€ > 2 ® SUBSCRIBE ®# A (Accept Presence Subscription)] = v 7
Ry IV ANAL T, NI DF 2w IRy I ABRETOERE, N T 7
TSI TND SIP 22—V ==V = MZ 403 =T — X vk—Upiik
fE&nET,
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By B

[Out-of-Dialog REFER @  |Cisco Unified Communications Manager ° SIP k7 o 7 i1 CHEET 5
#F Al (Accept Out-of-Dialog |FE+ > 734 k@ Out-of-Dialog REFER k%% 11725 X 52354
REFER)] Bl ZOF = IRy I AEF I LET,

[7 7V r— 2 L-ULEBRE % AL (Enable Apphcatlon Level
Authorization)] &= v 7 Ry 7 A& F A LIEEEIE, [TV r—va
v a—HFDOFRE (Application User Conf1gurat10n)] 4 RUIZBEIL,
ZOHFRIZOWTHFRT 57 7Y r—3a v 2—H D [Out-of-Dialog
REFER ®OFF 7] (Accept Out-of-Dialog REFER)] = v 7 7R v 7 A% A
YIZLET,

[Unsolicited NOTIFY @ Cisco Unified Communications Manager > SIP k7 7 21 CHEET 5
777l (Accept Unsolicited  |FEA > 734 b ® Unsolicited NOTIFY X vt&—Y %50 HF5 L5107
Notification)] DAL, ZOF v IRy I ARF I LET,

[ 77U —3a > LULERGEE A B 2L (Enable Apphcatlon Level

Authorization)] F= v 7 Ry 7 A& F I LIEEEE, [TV F—v =

v a—HFDOFRE (Application User Conf1gurat10n)] T4 RVIZBEIL,

ZOFRIZOWTHATBH7 7Y 7 — 3 =2—%F D [Unsolicited

NOTIFY DFrAl (Accept Unsolicited Notification)] = v 7 K v 7 2%
LET,

[Replaces ~ »» # — D FF 7] |Cisco Unified Communications Manager 238E17D SIP % A 7 1 7' % & X #ft
(Accept Replaces Header)] |2 2% L\ SIP 44 70/ %% 1112 L5 ICT25A81F, 20F =7
Ry I Aed T LET,

[7 7Y r— 2 v L-ULEBRE & 301k (Enable Apphcatlon Level

Authorization)] F = v 7 Ry 7 A% F A LI2GE T, [77)/7 v

v a—HDFE (Application User Configuration)] '7 4 RUICBEIL,
ZOFRIZOWTEFRIT 57 7Y r— 3 v 2—%® [REPLACE ~v %
DFFAl (Accept Replaces Header)] = v 7 Ry 7 A% AN LET,

[#fEE*¥=Y 7 1 A7— |Cisco Unified Communications Manager 7%, B#EffIF 5417z SIP R 7
# A (Transmit Security IM5 SIP ETWCa—nDex=a 0T 4 T3y AT —F A5 EET
Status)] 2E5T2HBBE. ZOF 2w IRy I AEF T LET,

TT7FNETHEH, 2OF =27 Ry 7 RIA 710> T0ET,

SIP b3 29 X2 T4 7RI 7M4IILDEA

[ N7 v 7 ®F%E (Trunk Configuration)] 7 4 > KU T, SIP hT7> 7 X2 VT4 mT77 A% b
FUZWHEALET, TN RCEX 20T 4 a7y A NVEHEATHICE. ROFIEEZFETLET,

FIg

27w F 1 [Cisco Unified Communications Manager 7 N3 =X p L—23 2> U7 F] OBBICHE->T, hF o7
TRBELET,

AFvF 2 [ bT72 7 OFE (Trunk Configuration)] 7 1 > RUREFRENTZS, [SIP T 78XV T 470
= 7 A s (SIP Trunk Security Profile)] #% &% Ko £,

ATF9F 3 X2 UT 4 TRTrAND Ry T E T YRRy 7 AND, TAL AHEAT 28207
Ta7 A NVERRLET,
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ATFyv7 4
AFwT 5

SIP FS5>l #FaUF4 FAT7ANERBESZHESIP FSvoorg B

[fR7F (Save)] 227V v 7 LET,
[E%E D (Apply Config)] #27 Vv 27 LT, N7 7% VUtEy bLET,

ROEZE

SIP N7 7IZH AV A MNRBIUEANCT DT 077 A NVEBEALIZSGSIX, NF 270 [SIP LV A
D E (SIP Realm Configuration)] 7 4 > R TH A V= A M%ﬁﬁuﬁﬁi% YETOLENDY T,
FMPV»A@“EJ@%4)%%%LT<Léw

TV = a L VDR EANCT 5T T A VEBERALIESRIE [T S ara—y
0): 7€ (Application User Configuration)] ¥ 1 > R T, & A ¥ = A MEHGEME L /AR X%
RIETDRENDHY £F (FLEREL THRWVEE),

BntESR
[BEE H ) (P25-11) Z#&M LT 7E a0,

SIP FrS20 X2 T4 TOT77A4IVEEEEXZZITD

SIP 5

AFvFT 1

A7y 2
AFyvFT 3

ATv7 4

AFwFT 5
& A
AFyvFT 7T

ATFyvFT 8

> DEH

SIP F 7 v 7 #RELEENTONTZSIP T 07 X207 FeryrA RS 512iE, RO
FIEZFETLET, ZOFIETIE, TSLHMYMERFETELRENFZEMNLET (7’_<‘:7L I ®
BE2T27 A 2A0—HTIE, Viy FEREIHESZETTOLERRVEERHY £T),

FIR

[V AT &5 (System)] > [EF =2 U T 1 7177 AL (Security Profile)] >[SIP FF 7 EF 2 U7 4 m
7 7 A J (SIP Trunk Security Profile)] ®JEIZER L £,

[SIP N2 tXx=a VT 47 w77 A 00K E T3 (Find and List SIP Trunk Security Profiles)]
A4y RUBRREINET,

ERT MBS EZRBIRLET,
[#Z% (Find)] %27V v 7 LET,
T4y RUICHRBSEMNE—FTASIP FFv 7 X2 T4 a7 D) 2 MBRFERENET,

M THSIP NI ERMISELSIP T vXa VT TuTdrANE Y 7 LET, [SIP
N oEX2 YT 07077 A NOFRE(SIP Trunk Security Profile Configuration)] 7 « & R UMK
REINET,

REDEEZITNET,

[fRTF (Save)] 27V v 7 LET,

[F%E DA (Apply Config)] #7 V v 7 LET,

[ B EHH oA (Apply Configuration Information)] # 4 7 v 'R v 7 ARERENET,
[OK] %27 VU v 7 LET,

BntESR
MEEIEH | (P.25-11) 2BBL T E &0,
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SIP F320 X2 )T« TAT74ILDHEIRR

A7y T 1

AFyvF 2

ATvT 3

Z Z TiE. Cisco Unified Communications Manager 7 — 4% X—ZX» 5 SIP T 27 X274 J'm
77 A NVERIBRT D HEIC OV TR LET,

1R IS

Cisco Unified Communications Manager OEHCEXx = U7 1 a7 7 A L =HIBRT 251, BloT
BT 7ANET N ZAZEHT o0, U T n T 7 ANEERT LT XTOT AL ZZHRL TS
Vo U TR Ty ANEFERLTWDIT AL RAERKETDHITE, [SIP T 78X VT4 7wy A
VDR E (SIP Trunk Security Profile Configuration)] 7 « > KU @ [EE#E Y > 7 (Related Links)] K= v
TED YRR Ry s AnE [&FEBMFEL 22— K (Dependency Records)] #i#iR L €. [BE)(Go)] %
7V vy 7 LET,

VAT A TIRFREB L a— REESE IR > TORWEAIE, La— o [KEFEBFEL a— FER
(Dependency Records Summary)] ¥« > RUIC, KFREAKRL a— REFEDCT D LETTELT 7 ¥ 7
VERTAYE—UNFRENET, o, KFEEBR L a— FEREEZENT 5 L. CPU RN E L 22
LZEWHERLRTRINET, KFEEKL 22— FOFEMIZOWTIX, [Cisco Unified Communications
Manager > X 74 1 F] 5B LT EEW,

FIg

[SIP FF7 7 ¥X%=2UT 4 Tun77AORFE] (P25-2) OFIRICHE-T, EX=2V7 4 Fnry
ANEBRRLET,
RONT NN EFEITLET,
o BEOEXVT 4 TuTrANEHIRTIICE, BRBEL—ERRY 4 FUT, kOWVWTRD%E
FATLET,
- HIBRT2EFxF=2VUT 4 a7 7 A VORBICERREINTWDETF =2y Ry 7 A F LT, [
RIAH OHIBR (Delete Selected)] #2 V v 27 LET,

- ZOBRICHTHTNTORE AR L 2 — FEHIBRT HI121E, [T TEER (Select All)] %27
Vw7 LTHD [HIUEB OHIER (Delete Selected)| 227 U v 7 LET,
e H—0DtxaVT 4 7uT77ANVEHIRT DI, MBRE—ET 4V FUT, KOWTNNEFT
LET,
— HIBRT2EX2VT 4 TeT 7 ANVORICERINTNDET =y 7Ry 7 A% A2 LT, [ B
PRIAH OHIBR (Delete Selected)] #27 V > 7 LET,

- BX2 VT4 TuTrANO [4Ei(Name)] Vo7 %27 v LET, BELIZEX=2U T«
TaT7y ANVDREY 4 RUBFRRINIZD, [HIFRDelete)] #27 Y v 7 LET,

HIBRBHEO MR A ER T a7 MR REINTZ6, [OK] 227 VU v 7 LTHIBRT 20, [Fr &L
(Cancel)] #7 U » 7 U CHIBRBEZEUDIE L £,

BntER
TBEEIE H | (P.25-11) 2B LTSN,
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s=zrm N

Rt

BEEIEH
e ISIP hT7 27 X2 UT 4 777 A O3] (P.25-1)

e ISIP T2/ ¥XaUT 4 7u77AVOFEDOE M (P25-2)

e ISIP N7 07 ¥Xa2 DT 4 0774 N0OKE] (P25-2)

e ISIP NT7 v 7 X2V T g4 a7y ALoikE] (P.25-3)

e ISIP NI 7 X274 a7 A VOFRENE] (P25-4)

o ISIP N0 7 ¥Xa2UT 4 a7 A LOEM] (P.25-8)

e ISIP FT7 07 X274 77 A NEREEZITLHSIP 77 R (P25-9)
e ISIP N7 07 %2074 077400 K] (P.25-10)

o [FFAry (P1-21)

o UHAEMEM) (P.1-7)

o ¥4 =2 MEREE (P.1-19)

YRAADKEEY =TI
[ Cisco Unified Communications Manager 7 NI =X p L—23 2 1 F]

[Cisco Unified Communications Manager > X7 A 21 F)
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SIP h320DF4Px

SIP 329549

= CHAPTER

A FERREDERTE

SIP FZ U ZIZ¥ A V2 A MBFEEZRET H &, Cisco Unified Communications Manager X, SIP ~ &
Y7 CTSIPEREZFELLEZIZSIP 22— 2=V hOID TFY LU VEITH ZENTEET,
Cisco Unified Communications Manager 23 b 7 > 7 ~ SIP Z3R & 55 L7z 8A 1%, SIP 2 —%F =— =
> k% Cisco Unified Communications Manager @ ID TF ¥ L > U %175 Z LN T&EEF, SIP T
JTOLA Y 2 A FMRFEDOEEDOFEMZOWTIL, T4 V=& FERE] (P.1-19) 22 LTI EEW,

ZOEF, WONBETHRINLTWVET,

o [SIP hT v/ DHEA V= A MRIEDOREMF =27 VAR (P26-1)
o [(HA V2 AMEFDOZ L X —T T4 X NRTRA=HDRE] (P.26-2)

o 77V —vara—FOi%iE (Application User Configuration)] ¥ 4 > R TOH A ¥ x A K

EHFEHFEORE] (P.26-2)

o [TV —v gy a—YDEA YA MEMGIEHAEDORENE] (P.26-3)

o [SIP LV 2D (P.26-3)

o ISIP LV ADFRE] (P.26-4)

o [SIP LV ADRRENF] (P.26-5)
o [SIP LV AOHIK (P.26-6)

o [ZENE#H (P.26-6)

A MREDHKERAFT VI IR

SIP hT7 v 71284 VA MNBAEERET DIEEEFK 26-1 THHALET,

#* 261 SIP F529DEF2 YT+ BRERFIVIVRE
BREFIE BEFIES & UBAEIEE
ARFYT1SIP kS s Dexa Ty FTuT 7 A LERELET, [F4 |« [SIPRIL 7 LxalFq Fu7rd
¥ = A MRFE%E A% (Enable Digest Authentication)] = > 7 NDFE] (P.25-3)
Ry JANT I TND Z L 2R LET, o XA V=2 biRGES (P1-19)
A7y 2

SIP "5 27 ¥X%2UT 40 FurdrANE N Z7IZ@ALET,

[SIP b7 7 X2 UT 4 774D
WA (P.25-8)
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H s>z

RABEDIVE—T54X R5*—2 DRE

= 26-1 SIP FS520DEF2LUYTABRERFzVIVRAL (&RE)
HEFIE BEFIES & UBSEEE
RTY7 3 [Cluster ID =2 ¥ —F 54 X RGA—=2E2HRELET BREL [ FA V=R NRIEOT L X —TF T4 X RT
TWRWEE A—=HOEGES (P.26-2)
ZDNT A —=F12& Y, Cisco Unified Communications Manager
%, SIP N7 7 TSIP #R%ZK(ETH SIP 22— =—x > b
DID TF¥ LoV EITADL ISR ET,
A7 97 4 |Cisco Unified Communications Manager /%, SIP +5 > 2 T o [TV lr—vara—FoORE
SIP #R%#%#ET 2 SIP 2—¥ =—T = h®D ID TF ¥ L (Application User Configuration)] ¥ «
CEITWV, [TV r—a 22— DOF%E (Application User YRUTOE A Y =2 A MEHAEHED
Configuration)] V 4 & KU T, 77V r—yav a—F0LA RE) (P.26-2)
(= e s
V=2 MERRRRERE LT, N Ol e E = Y S
~MEHRERE OB ENE ] (P.26-3)
A797 5 |Cisco Unified Communications Manager NN ? Y7 ETinG | e X4 Y= 2 MEGE (P1-19)
LT R S .
o [SIP LV ADRRENE (P.26-5)

FAOTRMBIDIVA—TSAX INTA—FDHRE

Cluster ID =2 ¥ —F T4 X NG RA—=F 2 AV x A NRFEMAIZHEET 5I21F, Cisco Unified
Communications Manager O & FLX— T, [V A7 A(System)]| > [ = X — T T4 AT XA —X
(Enterprise Parameters)] DJEIZEIR L E T, Cluster ID /XT A —F ZFDOF, /RTA—=FD~LTDFL
> TEZEH LET, 2037 A—FI2L Y, Cisco Unified Communications Manager (%, SIP
FZ72 7 CSIPEREZR(ETSHSIP 22— ==V =2 FOID TFY LU PETADHE IR £,

[7T7U5—arva—Hon
Configuration)] 7« >~
EDRE

Al EA

vk WNIGA=BDN)VFNIZT VB AT HITIE, [ F—T T A AT A—ZFE (Enterprise Parameters
Configuration)] 7V 4 FUICE RSN TWDERGEZ 7 ) v 75, NIGA=FZOV 2% 7 )y
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B L7t E IR B, [ 74 A Z D2 V) T (Clear Filter)] % > %27V v 7 LTEML
7T R TCORBEIFEZHIRLET,
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—HT LI RTOLa—RBRRRINET, [X—TH72 0 OITE(Rows per Page)] kry 7 X o U
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