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JFExF=7 URL MERINET, EF=
7 URL &3t ¥=7 URL Ol G Z2HEE
L725A . T3 AT T N 2D FF O
HEIZ)E U Tl 7 URL AR SN F T,

T 74V MEZEZITANDIZIZ,. ZO7 41—V K%

T 7DFEFIZLET,

AR 1255
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| Cisco Unified IP Phone +—E X T®D HTTPS

® 222 %217 URL ADEBHERORENET (KE)
Z4—ILF ;]
[EF% 27 A vE—YURL (Secure Messages Ayt—Y h—"OktF27 URL AL E
URL)] T, 2—FNRA vk —Y RZ U &2iT L, Cisco

Unified IP Phone IZZ @ URL Ic#EF e S E 4,

(¥) [&F=7 2 vt—YURL (Secure Messages
URL)] OfEA48 Lz b . 75 2ClE
FEX=27 URL BEHINES, EF =
7 URL &L F =7 URL Ol 5 %= E
L7et. 75 ATIET S 20O
RELZIE U Cilit) 72 URL 2SRRI E T,

T 73V MEZEZTANDIZIE, ZDOT7 4 —L K%
T DEFICLET,

e KE @ 255

[ % = 7% —E X URL (Secure Services URL)] |Cisco Unified IP Phone —E X D&% =7 URL %
ADLES, Zhid, 2—FRYy—v X RF %
gL, BF 2 VT 1 R#E I 7z Cisco Unified IP
Phone 23 4ft SN HHETTY,

(F) [EF =79 —EAURL (Secure Services
URL)] DEZEHE L2V & | T3 ATl
JFExF=7 URL BMERSINET, BF=
7 URL &3t ¥ =7 URL Ol G Z2HEE
L7288 TA ATIET A ZADFEO
HEIZ)E U Tl 7 URL AR SN F T,

T 74V MEZEZITANDIZIZ,. ZO7 40—V K%
T 7DFEFFIZLET,

RE : 255

TU8—TS54 X 185 A— 8 DBENE
HTTPS % %A — ~9 %7212, Cisco Unified Communications Manager U U —A 8.0(1) TIZRDH L\
TR =T TFGARNRTA—=Z YR — L TWET,
e Secured Authentication URL
* Secured Directory URL
e Secured Idle URL
e Secured Information URL
e Secured Messaged URL
* Secured Services URL

Cisco Unified Communications Manager £¥21) 571 4 F
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Internet Explorer 8 2%/ L CHBEE2EETE3 7+ LY IEETS5: A

Internet Explorer 8 Z{£H L TAIAE#EETE S5 74/l
FIZRFT BHE

A7y T 1

A7y 2

AFvT 3

ATy 4
AFvT 5

ATFvT 6

AFvFT 7T

V& D]

AFv7 9

AFv7F 10

ATFv7 1

T EREHT L NCREREL Y v— FEFIC, 77 X2 R#ET D12, 47 Cisco Unified
Communications Manager O FEW# % Internet Explorer 8 12 AR — F LET, FEHEOEENFRS
iz Web 74 b ~DT 7 v A EFATT D856, £ OFEHZEMEEA R 7ITIF/E L7\ & XX, Internet
Explorer 8 (ZHED T v v a VOB ZFEHAELZTE L £,

P— NGEAEEZ X v o m— K L7zt b | Internet Explorer 8 (35 X i X Web A FOFEHET T —%F
RLET, 770V [EEINTV— FEERE ] BEA TS, AR — MEAEAER G Eh T
LHEEIE. ZoeF2 YT s BEAEHTEET,

Internet Explorer 8 ™ /L — hEERIE(EFE A k71T Cisco Unified Communications Manager fiEf3E % 1
N—=FT2FIET, kDELBY TT,

FIg

Tomcat V' —_XOT7 7V r—v g 22BLET (728 21, 77 73T Cisco Unified Communications
Manager DEIAN—TDHRA MG, v —A/VFRA N, FFIP 7T FLRAEANLET),

TIUPIZ, 2O Web A EREEShTWReWZ LA AT GEREOTT — FEer—va 37
0y SNELE] NI AYE—URRRINET,

=T 7 AT HITE, [Z0OVA FNOEEFEITT S (ERSNETA), |27V v LET,
[Cisco Unified Communications Manager D | U 4 FURKRRIN, 7T UFIZT RL R =L
[FEHEOT T — | AT —Z ARROTERINET,

Y= NGEAEE A VAR — b5, [EAEOZ T — ] AT —F R Ry 7 2% 7 Vv 7 LT, AT —
A VR—=FERRLET, VLAR—DFT[REAEOERR]V 727 v 7 LET,
FERAEOFEMZ MR L E T

[FEAEF] V4 v FUT 2R #7748, [FEAEDAS A —A]1%227 Y v LET,
[FEAEDOA VFR—F V4P — R BNEHHLET,

[k~1227 Vw7 LT, Vg P—FRERHBLET,

[fEAEA NT | Vg v RUBFERINET,

[HE8 AT a2y (T4 — KR ZOFEHESY A TOFHER M7 E2BIRTE D) DRI TNDZ
LML, [R~1%27 Vv 7 LET,

WEEER L, [BT]&227 Uy 7 LET,

A UR— MBI T X2 ) T o EBERERENET,

[l TW]Z27 U7 LT, GEHEEZASA VA =L LET,

AVR—=N 4P —=FIZ AR —MIEBHLE L) EEREINET,

[OK] %27 Vw7 LET, kil [;EHEORR| V2227V v o +5 8, [fEHE] V2> FUD [FEH
FONRAZ 7 TZOFEAEFITRES V FHA) ERRSNET,

AR — M LIZFEAERGEEA T ICH D 2 & 23 21214, Internet Explorer @Y —/b/3—T [ ¥V —
N>[AvF =y b FTar] %27V 7 L, [T oY Z728RLET, [@WAE]Z7Y v
7L, [EEEN A — MR # 72 BIRLET, VA RE2AZr— L LT, 4 F— bk LEFEHA
EEROTET,

AEHEDOA Vi R— MMEBLBIEHE, 7T UVIZT FLA N—L [FEHEO T — | 2T —F ANRET
HRENET, FAM, a—HNVKRAL, EREIP T RLVRAEZEFANLTH, 770 F&2 ) 7Ly
VaFEHESHLTHL, ZOAT—FXRAFIEDY FHA,
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W Firefox TO HTTPS OEAS %

EENtESR
[BEIEH | (P.2-13) 2B L T 7Z& W,

iIBHED I 7AIILADOE—

AFvTA1
ATvT 2
ATv7 3
ATv7 4
AFvT 5
ATFvT 6

AFvFT 7T

V& D]

ATv7 9
2F7Fv7 10

SEHEZ 7 A M abt—1L, =D NIRETDHZEICL o T, BERLEXIZWHOTHAEAELZE T
THZENTEET,

WO FNEZ EITT 5 &, EEOFPHERERXTHEHEN a—SNET, GEHEORNEE 7 7 A LI
av—3 5%, ROFIEEETLET,

FIE

[EAEZED =T — | AT —H ARy I A% Vv LET,
[fEAEZEOER R %27 Vv 7 LET,

[FEHERE | X7 %22 Y v o7 LET,

[ZrAnicar—]RE %270 v o LET,

[fEAEO= Y AR — b U4 F—=R]BERRENET, [R~] 227V v 7 LET,

Tr7ANEREZERT DROY XA FLBIRT L LN TEES, 27 AR—F T A MERT L7 7
ANVEREZERL T, [R~]27 Y v 7 LET,

» [DER encoded binary X.509 (.CER)] : DER L C=> 7 4 7 4 M CIiERZHImE L E T,

* [Base-64 encoded X.509 (.CER)] : fRi#E S NI A T VRN T 7 A NVE A 2 —F > MRH TG
LET, ASCII 7F A MMERZFEHA L TT7 7 A VOBEEEZFHIELET,

* [Cryptographic Message Syntax Standard-PKCS #7 Certificates (P7B)] : iEBlE &, FRFE/ XA D
TRCOFERELZ, BRLZPCIZ=/ AR—FLET,

TrANDAL—% T AR— T O2EFMICBHL T, 77 A VOLARIEZREELET, [(RTF]1 22U v
7 LET,

Ty AN L SAR [FEAEDT 7 AR— b 7P R] S SRR ESNET, [K~]E2 ) v L
ij‘o

TrANVERENFRINET, [KT]1227 ) v 7 LET,
T AR—= MRIEFIATONTE L EE2RTHAT R IRy 7 ARKRFENTZH, [OK] %27V v 7 LET,

BntER
MBEIEH | (P.2-13) Z2BRLTLEEN,

Firefox T® HTTPS OERAA

Cisco Unified Communications Manager %A > A h—/V £ 72137 v 77 L — K L7=#IZ, #1® T Cisco

Unified Communications Manager O & #~<— 2 F 7213t Cisco Unified Communications Manager

SSL xHMEAET 4 L2 MVICT T U VT4 T LV EnbT 7 BATHE F—R"EEHETHNE D E
RTDEX2 VT A EEDXAT TRy 7 ARKRTRENET,

Cisco Unified Communications Manager £¥21) 571 4 F
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Firefox T HTTPS oFEAA:E W

AT TRy I ARKREINTZH, ROEEDOWTAN 1 DEFITTHLERS D £7,

o [fEMRMEAERM L7 ECERTAICIE]) 22 Y v LT, BIED® Web & v ¥ a Ikt LTREITFEH
EEEHELET, BEOE Yy a VICH L TETIEHERZEETI L, X2V T 0 BEDHEAT
7Ry 7 A, BEHTEDL 7 ANKIGERHEEZAS VA N—NVTDBET, 77V r— a7’
T AT HERNCEREINET,

o [REZ—IX—=VIZRD %7V vy LT, BAEZEVIELET, BFEIF TN T, Web 77V & —
Va T/ RATHIEIFTEERA, Web 77U r—v g T 7B AT ST, [fEBE
HR L7 BT T DT 27 Y v 7 TOMLERHD £,

WD IE T, Firefox © HTTPS 2 H 3 25 HiEIZ>WTHEBA L £,

e [Firefox 3.x #fiH L CGEHEZEH TE D2 7 + VX IZHRIFET D H571E] (P.2-9)

o [FEHEDO 77 A L~D a2t —| (P.2-10)

Firefox 3.x ZFRA L CAIAEZ#EETE S 74T IZRET I A

2AFyvFT 1

AFyvF 2

ATFyvFT 3

ATFvT 4
ATvT 5
ATvT 6
ATvT 7T

TI70% 7747 FCTHTTPS iFHEZEZ G TE 2 7 A VX IR ET DITIZ RO FIEZ EITLET,

FIg

Tomcat —NIZ7 7 A LET (7ob 21X, 77 U I Cisco Unified Communications Manager @&
HAN—YORA M, a—hAERA N, £ IP T FLAZASLLET),

X2 VT A EEDT LTI Ry 7 ANFRENT- 6, [fERIEZ IR LT ECHET A0 220 v
7 LET,

(B zEM] 27 ) v LET,

[(EX2 DT A BIANOEBM] XA TRIRY 7 ARKRINET,

[FEAZEZIG] 227V v 27 LET,

[REILAEICS ZOBSNEBEINCT D) Fov 7Ry 7 A%F I LET,

[BEx =207 402Kl 22 ) v LET,

AEEOFM A R R T 2 121E, ROFIRIZHENET,

a. Firefox 79 ¥t [V—]>[FFvar ] &7V v 7 LET,
[ATvar | FATel Ry 7 ARKREISNET,

b. [FEMI] 227V v 7 LET,

c. [fEAHFEERR]IEZZ Vv 7 LET,
[FEHES RV X | FAT TRy 7 ARERINET,

d. BT OMAEBZRFAERLC, [ER]E27 Vv 7 LET,
[FEAEE 2 =T 1 ¥ A7 8RRy 7 ARKRINET,

e. [FM] 2727V v LET,

f. [[EHEOCT 4=V ] 74— T, BRTDH7 4=V FEMRBAERTLET,
[ 74—V FDE] 74—V FICFEMNR RS NLET,

g. [FAWEC2—T ¥ 47asRy s 2T, [MUB]%2Y v LET,

h. [GEHE~*—Yx | XA 70 s8Ry 2 2T, [OK] %22V v 7 LET,
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W Firefox TO HTTPS OEAS %

iIBHED I 7AIILADOE—

AFvFT A1

ATFvT 2
AFvT 3

ATv7 4
ATwT 5

ATy 6
AFvFT 7T

V& ]
AFv7 9

SEHEZ 7 A M abt—1L, =D NIRETDHZEICL T, BERLEXIZWHOTHAEAELZE T
THZENTEET,

WD FNEZ EITT 5 &, EEOFPHERERATHEHEN aE—SNET, GEHEORNEE 7 7 A LI
av—3 5%, ROFIEEEITLET,

FIE

Firefox 7 J 7 ¥ing, [V—A]>[FFvar %270 v LET,

(AT ar]¥ATaelRy 7 ABRRRINET,

BRI NTOWRWEAIT., [ 220 v 7 LET,

[BE] 27227V v LT, [fEAEE2HER| 22U v LET,

[fEAE~X =Yy | XA T el Ry 7 ARFRINET,

[V— iR #7522 ) v LET,

A —THiAELRPFARSLC, [TV AR—F 27 Vv 7 LET,
[FERAEZ 7 7 A NVICRTFE | XA T R Ry 7 ARKRINET,
TrANDA—HIZBEILET,

[Z7ANVORER] ey XE T URRNT, RO T arnb T rA0 Z4 7 2R IRLET,
e [X.509 FEMIE (PEM) 1: PEM ZfH L T2 7 4 7 s M THHREZEEL ET,

o [FEMAE SR EETe X.509 GEHE (PEM) ]: 77 A4 N — TNV AN A—LEHH LT, FEH
BEF 2 —VERIEL, =T 4 T 4B TCHEREZERELET,

e [X.509 FEM1# (DER) ]:DER 26 LC=> 7 17 ¢ M CEBRAIEL L E T,

o [X.509 FEFIE (PKCSH#7) |: PKCSHT 13, 7 — % OB F 1= 130 S OERE T, B Shi-7F—
X DIRFEZ LI/ D72, GEBE % SignedData fiEIZHD D Z ENTEE T, PTC 7 7 A Vi,
BB NEEIRT — Z & FFl- 72 WO#EIR L 72 SignedData #1&E T,

o [FEHAZE X ZE T X509 FEHE (PKCS#7) ]: PKCS#7 ZfH LT, iEAETF = — ZRRAEL,
T4 T4 MTTHEREEELET,

[RAE]1 &2V v 7 LET,
[OK] %2 Vv s LET,

EENtESR
[BEIEH | (P.2-13) 2B L T 7Z&W,
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Safari TO HTTPS OEAAE M

Safari TD HTTPS OEAA %

Cisco Unified Communications Manager % > A h—/LE721%7 v 77 L — R L7212, #]H T Cisco
Unified Communications Manager M % #~<— ¥ 72131 Cisco Unified Communications Manager
SSL iHMEAET 4 L7 MVICT Z U I 54T MInbT 7 BATHE F—NEEGHTHNE S 0k
WBTD (X2 T DEE|XAT IRy 7 ARKRENET,

FATRTRy 7 ARFRENIZE, ROEEOWTNN 1 SDEFITTLLERHY 7,

e [1TWVW] &7 YUy Z LT,BIED Web vy a  ilOWTEITIFAELZEET LI ICERLET,
BEOEy Y a iz LCRETIEREEZEETIE (X a VT A 0BE | X4 T u s Ry 7 A3,
BHETEDL 7 ANFIEHEEA VA=A TEET, TV r—v a7 78 AT HONCER
IRENET,

o [FEAFEEZERTR]> [FEAHEDA VA M= V] DALY U v 7 LT RERAEFEDA A b= E¥ %A 4T
LET, 2054, HICHEAZBLEET L2 LCRV ET, BETEX L 7ANVFIGERELZ A VR
F—=N$25E WebT7 7V r—vail7 78 AT 50N (X2 T4 DEE]| XA TRy
JARBEREINDZ EITH Y EFHA,

e [WWR]EZY Y/ LT, BEERVIELET, BAERTbRT, Web 77V r—v 2 vic7 7%
25 B LI TEEEA, Web 77U r—s g ic7 78 AT 51, [0 ] %22 U v 7+ 57
FiE [ R R ER] > [FEEOA A =] F 7 3 o B LR R R A v & h—AT
BLERH Y ET,

(3¥)  Cisco Unified Communications Manager ~D7 7 AIZHEHT 57 N L A%, GEBAZEIZFHE S
NTWEILRTE —FHTHIMLERSDET, —HLARWEEIE, T 74V FTA vE—UNRER
SNFET, BETED7HNAVFICGERAFEE A VA M=V LIctk, B—HAVRANEIEIP 7R
LAZBHLT Web 7 XU r—2aic7 72458, X2 T 4 ifEOLEIN, 77
TALTWDYA FOL4RTE—B LAV L2 RTEX 2T o OBERFRINET,

WDOAIATIX, Safari T HTTPS &9 % HIEICOWTHEH L 9,
o [Safari4 #fEH L CHFAEZEECTE 2 7+ VX IRFET 2 5L (P2-11)
o [EFFEDTZ 7 A L~Da bt —] (P.2-12)

Safari4 ZEA L TAIBAB 2B TES 7+ L ICRET B HE

TI7UY I A47 0 FTHTTPS GEEA B TE 2 7 A VX IRAGFT DT RO FIEEZFATLET,

FIR

ATv7F 1 Tomcat h— N7 78R LET (72L& 21X, 77 U HIC Cisco Unified Communications Manager O %&
BAR—UORA M, a—HVERA S TP T FLAEZALLES),

ATF9T 2 [EF2VT40EE]| XA TRl Ry I ANERENTS, [FIAEZR R 22V v 7 LET,
FERAEOT — X MR TO%GANE. [ 2722 Y v LT, itAZEOFEMA R R CTEET, RED
V7Y FERRTDHITE WEHTRERRESR). ROFT T arondhnmsl DZRIRLET,
o [TRT]: FRCOFT L2 Vi[5 ] <A VIcEFRINET,
¢ [ A=V ar 1 DT A=A ROB]: [ AN=Var ] [VITAEE] [BLTAIY RN [ %
178 1. [ AWM O ] [ A0 T L [T Y= F ], BLO [ AHF—] 0&K4T
va URRRINET,
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W safari TO HTTPS OERAZ

AFv7 3
ATvT 4
ATy7T 5
ATvT 6
ARTYT 7T
A7y 8

AFyvF 9

AFv7 10
27y 7T 11

o [IEEMEEDHR ] [T V=2 b F—fBT ], [ F—FEHE] BEIO[IEEXF—FEHIE] o564
TrarBRRINET,

o [EBERILEMEEDO SR ] FFET DHE1E [ EEILEME | KR RS NET,

o [FunT 4R [WMEIT LTI RN E [MEI] ATV a v NERENET,

[FEAE] <A D [EAFEOA A=V %27 ) v LET,

[FEAEDA VA=t U PF=R]BREREINTH, [R~]E227 Vv 7 LET,
[FEEEZT_RCKROA NTICERET S 4T var R¥vas Uy s L, [BR] %22 v 27 LET,
(MBSl — FAERARER ] #25 M L, @IRL T, [OK] 227 U v 27 LET,
[R~1%227 Vw7 LET,

R A SR

[EF= VT B85 ] Ry 7 ZGEFEOBHINERSNET,

[(FWVW]ZE227V w27 LT, iEHEESA A=V LET,

AR — EBREFIITONTZ L ERTAvE—URRRINET, [OK]Z27 Vv 27 LET,
BATRTRy 7 ADAETICR RTINS [OK] 227V v 7 LET,

FAEAEZEEL T AR IDIA TR Ry 7 A RR LRI SICT DI [1FVn] 22 ) v 7 LET,

Je

Ev b [GEAZE] <A 2D [EHAONRR 27 %7V v 7 LT, GEAENEFIZA VA M—LENl %
MR TEET,

iEBHED 7 7AMILADOE—

ATFyvFT 1

ATFvT 2
ATFvFT 3
ATFvT 4

FEHEZ 7 7/ MZab—L, B— D NIRETDHZEICL - T, RERLE XIS THIEAEEZE T
THZLENTEET,

KROFNAZEFATT D & FEOERAEREEATIHEHER ' —SNE T, EHEONEEL T 7 A VI
aE—F DI, KOFIREZFITLET,

FIR

[t T DBEE] ¥ ATl Ry 7 AT, [FAEEER] 22 ) v 7 LET,

Je

EY b Safari OEAE., [[EHEOZT — | AT —F 2 Ry 7 2% 7 Vv 7 LT, [fEHEEZRR] &
TrarEFRRFLET,

(]2 752270 v LET,
[ZrAanmicae—1RE %270 v LET,
[FEAEDT 7 ZR—F U4 P—F]BERENET, [R~]E27 Vv 7 LET,

Cisco Unified Communications Manager £¥21) 571 4 F
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s=zrm N

ATFYT 5 TrANEREERTIROVAINOLERRTLIENTEET, T/ AR—F 77 A NMHRAT L7 >
ANTEREZRIRLT, [R~]E27 Vv 7 LET,

» [DER encoded binary X.509 (.CER)] : DER i i L T=> 7 4 7 4 M CTIEMEZ L L E T,

e [Base 64 encoded X.509 (.CER)] : fR#ESNINA T VRN T 7 A NVEA 2 —F v MEHTHERE
LET, ASCIH 7 HF A MEREZMEM L T7 7 A VOB ZBIIE L £7,

» [Cryptographic Message Syntax Standard-PKCS #7 iE#i#E (P7B)] : sEIE &, FBEE/SAND T
TOREAEL, BIRLIZPCIZ=/ AKR—FLET,

ATFY9FT 6 TrANDA—kT I AR— I THREMIBEIL T, 77 A NVOL4RIERELET, [RE] 2270 v 2
LET,

RF9T T TrANLESAR [FEHEDT Y ZH— kP R R VR RENET, [R~]227 U w7 L
ES

AT 8 TrANERENERENET, [(KT]E227 Vv 7 LET,
AF9T 9 T AR-IREFIATONIZZ E2RT AT IRy 7 ARERINEL, [OK] 227V v 7 LET,

EENTESR
MBEIEE | (P2-13) 2BRLTLEEW,

SE R

EPERCEE]
REMAE) (P.1-15)

YAOADEEI=aTIL
» [Cisco Unified Serviceability Administration Guide ]

» [Cisco Unified Communications Manager 7 NI =X p L—>3 > V1 F)
o AFHEZ HTTPS BH# D Microsoft D& %}

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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N s=wEx
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=

GE)

TI2ANEDEF2) T4

ZIZ T RONFEIZOWTHALET,

o Iz (P.3-1)

o MEEMFEY—E 2] (P3-2)

o [FIHIEHY X b (P.3-2)

o TE#EERE (P.3-3)

o [H&HR— kK EN T35 Cisco Unified IP Phone] (P.3-4)

o [GEEOHAM) (P.3-4)

o [TFTP iEMHERAERED S AT LDy 2T v 7| (P3-6)

» [Cisco Unified Communications Manager V U —2Z 7.x 226U U —2Z 8.0 ~D7 v 77 L — K]
(P.3-6)

e 80 LVHHEIOY U —A~DY FZAXDE—)L/Nv 7| (P3-8)

TI7ANVIOEFXF2 DT 1%, ROBEIEX =2V 7 1 #H#E% Cisco Unified IP Phone (22 L E 7,
o FEAMRIET 7 A NVDEL
o EEHRTE T 7 A NVOR ST S AR —
e Tomcat 3 L UMLd Web #— 1t 2 (MIDlet) T https

Cisco Unified Communications Manager V) J —2% 8.0 Ti%, CTL 7 74 7 > b2 ETETIC, Zh b
DeXa VT HiEET 74V N THEMATEET,

X aT RV T TV TEBLEORAT 4 TIZoWTH, 5l&HkE CTL 7 947 b EFETLT, ~N—F
7 =7 eToken ZfEMHT 5 Z L BXMETT,
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BIE TIHLEFDEFaVT4 |

N GFERiEYy—ER

BRI —EX

Trust Verification Service (TVS; BHEMGEY —ER) X, 774V bOEFXF a2 VT s OFEHEIa L R—Fy
rC9, TVS Zfif9 25 &, HTTPS ZHe3L LTV % & %12, Cisco Unified IP Phone T EM #—E &
T4L7 M), BEXOMIDlet 2 EDT7 7Y r—va v br—RERIETEET,

TVS T#RitS L HaEITKRD LY T,
e A/ —FEUF ¢ :Cisco Unified IP Phone @V Y — &%, FHETIEHEBORICEEINEEA,
o ZREKME : (BHEEREMIEOBME IITHIBRA, VAT ANTHEBMICKB SN ET,
e TIFANIDEX2UT 4 AT A TBLIOV T TV T OEX=2 T 14 USOKERIZT 7 4L b
DA VA= NVMZEENTEY, 2—FERERLESH Y £HA,
N

GE) EXa2T7Ry 77V IBIOAT 47 E2AMTTHITIE. CTL 7 747 & PR ETT,

TVS OHE

[EHEMGEY — A DA STk D EBY TF,

e TVS i Cisco Unified Communications Manager —/3CH#) L T, Cisco Unified IP Phone DY
DYICGERZELRIEL £,

o BHETXZIAELZTRATCHE Y u— FF25D Tt <, Cisco Unified IP Phone Ti% TVS #{Z#8
THEITHERET.

o TVSFEHAER LWL 220 ¥ —FEEN, Identity Trust List (ITL; IDE4HY A F) LW H8iL
W77 ANMCEEDLBRET,

o ITL 77 A vid, 2—F#HMER L TABMIZERShET,

e ITL 77 A /Li%. Cisco Unified IP Phone IC L > TH 7 ru— REfL, 22 bEEERNIE S
nE9,

EAEEY R +

WD B A7 % F4T9 5121%. Cisco Unified IP Phone (Z Initial Trust List (ITL; #I#EHE Y 2 +) 2544
T,

o WET 7ANDEL DR
» CAPF Lt oranimsh (RE7 7 A NVOK S bz YR — b3 % 72D ORifESMT)
o TVS T4 5154 (87 https FEPEH DOFEGE)

Cisco Unified IP Phone (ZBE1F D CTL 7 7 A Vid72WG4E . w#O ITL 7 7 A vd (CTL 7 7 A D
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Administration Guidel DFHIZHE-Tping 23~ FEFETLET, 7 FRALZRETIE, 77 RAZHD
FTRTOY =Ny M= R TEL L e LTS ESVY,
#E D Cisco CTL 7 747 > F&A v A h—/L LTz6 . Cisco Unified Communications Manager T
E—EIC1 B0 747 O CTL FEEHR LZITANETA, 20, FEMFEETFERFICS AF
TPD CiscoCTL 7 A7 P TEITTEET, D7 TA7 > P TREFEELZET L TWDHM, oAl
DY FA4T v hTAS LE#HIZ Cisco Unified Communications Manager {2 & - T HBEIFICRTFE S
F7
CiscoCTL 7 74 7~ FORENTET T DL, CTL 7 747 > MIRDF AT ZFETLET,
e CTL 7 7 A /V% Cisco Unified Communications Manager —/MZ#E X iATe,
e CAPF capfcer &7 7 A X NDF T D Cisco Unified Communications Manager %t / — K (MO
J— RLSN) IcEEIAL,
* PEM B CAPF iEIE T 7 A V% 7 T AZNDFT T D Cisco Unified Communications Manager
#Fe /) — K (B0 — RLSL) IcEEAT,
o TRTOBEHFH TFTP y—/NMZZ D7 7 A V& EE AL,
o TRTOREHFH»ASA 77 AT T4 —NMII DT 74 NVEEZIAL,
e CTL 77 ANVEAER LIZIES T USB A — MIFETHEF 2 VT4 b—2 L OMEREZHERL
T, CTL 7 7 A VIZEBA T D,
IIAT VU NERETDHICIE, ROFIEEZFEITLET,
FlE
AFvT 1 BWALEEX2UT 4 b= 0 &DREB2DOAFLET,
AT9T 2 ROEEOWTNNEFETLET,
o AUVAN—NLIETY—IRTFT—varERITY—1DOT AT by 7 I2H B [Cisco CTL Client] 7 A
arvEZINIY v LET,
e [A¥—1]>[7m T 4 ]>][Cisco CTL Client] DIEIZIEIR L E7,
AFYFT 3 £ 42 OFMIZHE - T Cisco Unified Communications Manager — O ENE % AT L, [Next] &
7Yy LET,
AFyFT 4 £ 42 OFITHE > T, [Set Cisco Unified Communications Manager Cluster to Mixed Mode] %7 U v

7L, [Next] 227V >27 LET,
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CiscoCTL 7347~ FDBRE

AFvT 5 BRETHARIG LT, ROEEZFITLET,
e X2 VUT g4 M= VEBNTHIZE, ATy 6 ~AT 7 12 25HWLET,
e CiscoCTL 7 ATV " REEZTTDITE, A7 v 7 1T ~AT v 7 21 2B LET,

EE U/ IATVMENDTRET2HA, AR LB 200XV T4 b= YV RRETT, 7Y I —
aryNERLBRWEY, h—=7 VEFALRNTLZEN, V=7 AT —v a »EiFH— Nz USB
R—=ENB220H25/1E,. 220X =2 T 4 b—7 VERFICHALRNTLIZE N,

ARFYT 6 TTVr—TalnNERLEL BIECscoCTL 7 947V FaBRELTWDHARY —T AT —v g $i-
TV —CHEHFREZR USB A — MZEXx=2VT o0 b—2 0% 1 DALTC,[OK] %27V v 7 LET,

ATy T T FHEALLEEXF2UT 4 =2 ZO0WTOERNFERENET, [Add] 227V v 7 LET,

AFyFT 8 MHEESNFIEAEZET L YRS CERENET,

ATvFT 9 o2V T 4 b—7 v (EELEE) ZAEHZEEEY X MIBMNT 512X, [Add Tokens] #7 U v
7 LET,

ZAF9F A0 F—AERFT =T AT =g VRA L =2 DRV A L TORNES R, RO LET, 7T
Vor—arNERLEL, WO =27 U EfHALT[OK] 227 v LET,

AFYvT MM 2FEHOEXF 2V T 4 b—2 VIOV TOERRERINET, [Add] 227V v 7 LET,

Z2FYT 12 TR_RCOEF2VT 4 F—2 2oV T, AT v 7 9~2F w7 11 #EVIELET,

ATFYT 13 GEHAET L U RS CERENET,

AFvFT 14 £ 4-2 (P4-15) ORFICHKES T, BENEEANLET,

AFwF 15 [Next] %7V v27 LET,

ATFYFT 16 £ 42 OPHITHE > TRENEZAN L, [Next] 227V v 7 LET,

AFYFT 1T T _COEX2VT 4 F—2 B0 —R"EBMLEZDL, [Finish] 27 Vv 27 LET,

ATy T 18 £ 42 DFHIKE->TEF 2V T4 b= Da—Y NRU—FKZAHL,[OK] 227V vZ7 LET,

ATFYT 19 77947 MZE>TCTL 77 AAMMERRESND L, Y —"DT v Rz, $—, 77 A4/ 1
g—varv, BEOCIL 77 ANVDAT—HANRKRINET, [Finish] %7V v 7 LET,

AFYFT 20 2FZRTaRY P—REFRLTTALZOTRTOT A A%y b LET, FEMIcO VT, [T
AADY vy b, Y—EZAOHEZEFEZIZY 7— ) (P1-13) 2B T 7ZE,

AFwF 21 Cisco Unified —E A7 U 7 1 T, Cisco CallManager +—E 2 LU Cisco TFTP ¥— & 2 % F i
gHLET,

(= INHOY—ERAEEITT HTXTD Cisco Unified Communications Manager —/3& 7 7 2 X N D

T_TO TFTP H—/"T, T b O —E A ZFEE LET,

ATFYF 22 CTL 77 A VEERLEZS, USBR— bt X2VT 4 b—2 0RO LEST, T_XTDOEF2

U7 4 =0 LRGN LT,

EBINtESR
(BEEIEH | (P4-21) 2BRLTLEEN,




| $4% CiscoCTLY547 Y FDERE

CTL 77 noEy A

CTL 7274 IILDEFH

WROBEIZ, CTL 7 7 A VEEFTHLERH D 7,
e #H L\ Cisco Unified Communications Manager %— 3% 7 7 X Z |28 L1256

S

GE) /—FaeXa7 7 72208MF 5FIRICOW UL, [nstalling Cisco Unified Communications
Manager Release 6.1(1)] #ZR L T Z&V, ZO~=aT7 /WX, /— REZEBINT2HE B
FOHF LW = RicExX 2V 7 4 2RET D HEPLMINTHET,

e Cisco Unified Communications Manager % — SOARTETIL P 7 RV A EZZEH LI2GEE

o WIFNHODOBREFH TFTP — 1D IP 7 KL AEIFARA M EET LGS

o VWTNDDOREFSLASA 77 AT U 4— LD IP T FLAFIFIEA N EEE LSS
 Cisco Unified H—¥t 27 U 7 ¢ T Cisco Certificate Authority Function #—E 2 ZHF N2 L7=H&
e BXa2UT 4 M2 UEBMEITHIRT ZLENH S5E

o TFTP ¥ — "ZiBME IITHIBRT 2 LER b D55

» Cisco Unified Communications Manager — /N Z B E 72138 T 2 L BN H H5H

o ASA 77 AT VA —NVEBIMELITHIBRT 2LERH 556

e Cisco Unified Communications Manager #—/3% 72{% Cisco Unified Communications Manager
T2 @ LG e

o Y—RKNR—F 4D CABLIMWPEL T Ty F 7+ —AIIT v 7 —RKL7#

ATFvFT1
A7y 2

T ANVDOEFIL, T VALHEPNEE AP SN NWE XICETTE I L ERCHELET,

CTL 7 7 A M2 B fFHz B 21213, ROFIRZFETLET,

FIR

BHDOCITL 77 A NVERETHLZODICHALEEF 2T 4 b—2 0% 1 DOAFLET,

AVARN—NLIET =V AT —2a v EiF b —OF A7 kv 7ZH D [Cisco CTL Client] 71 2> %
XTIy Vw7 LET,

7% 4-2 OFBIZHE- T Cisco Unified Communications Manager Y—/NXOF% ENE % AJ1 L, [Next] &
7V v 7 LET,

Je

Evk Z®OY 12 KU TiL, Cisco Unified Communications Manager ¥— M2 DWW THEH L E 7,

CTL 7 7 A VEEHT 510, & 4-2 OFAICH H X 512 [Update CTL File] %2 U » 7 L [Next] %
7V v 7 LET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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M CTLo7ALIVHYOER

ATvT 5

ATFv7T 6

AFvF 7

ATFyvFT 8

T_NTCOCTL 77 A N EFHT DL TTICCIL 7 7 A VMICTFEET D EF 2V T4 b—2 % (1 9)
USB AR— MZFHATHIMLERHDFET, /7 I9A4T L FTlE, 2O =27 0 &FEHLTCIL 7741
BAEHBIELET, CiscoCTL 7 7A4 7> M Lo TEBADPKIEEND ET, HrLWw h—72 3BT
EFERHA VI AT arEqREF—ANCUSBAR— IR 220655813 MF0tXx=UT7 4 F—
7 U ERIFFIZIHALZNTL 2 &0,

BTE CTL 77 ANLEFHLTWAT—F 25— 3 L FEIIH— NCHEMAARE/R USB B— Mo
X2V TF 4 FP—Z U EFALTOVARWVWESIZ. WFhrobtxFa T4 F—27 0 ZFALTHD
[OK] &7V v LET,

ALEZEF 2T 4 b—=2 VIZOVWTOERBPERENET, [Next] 227 Vv 7 LET,

M S IZREAE T B Y B3RS ZFER SN E T

Je

Bk ZO~A Tl Cisco Unified Communications Manager, Cisco TFTP, 7213 ASA 7 7 A1
TUA—NOT N EFHTEXERA, Cisco Unified Communications Manager => kU %
W4 AI12iE, [Cancel] 227 Vv L, AT v 7 2~AT 97 6%H 9 —JEETLET,

BEFED Cisco CTL > F U ZHHT 50, HHWITE X2 U T 4 b—727 U &2BINEFITHIRT DB,
WDOREZEBL T IEZED,

o Y—NREREDPEHFIEFEZITHLVEXF2Y T 4 b—27 OBIMFINEICHSWTIE, Cisco CTL 7 7
AT FOEE] (P4A-10) 2BRLTLITEEW,

o kX2 UTF 4 b= EHIBTAIZIZ. ICTL 7740 = MU OHIER] (P4-14) 2L TL
720,

CTL 7 7 A VOB T LIz b, Cisco Unified h—E 27 v Y 7 ¢ T, Cisco CallManager #— £ 2
B LW Cisco TFTP V— v X & FHE# L 3,

Evk

INLDOV—ERERITTDHTRTCHOI TAXRNOTRTCOHD /) — KT TFTP —E X FE L O Cisco
CallManager —E 2 & HiEH L T ZE 0y,

BntER
(BEIEH | (P4-21) ZBRLTLEEN,

CTL274I)L T2 1) DHIBR

Cisco CTL 7 74 7 h® [CTL Entries] ¥ « > RUIZERKREINS—#d CTL => UL, WO TH
HIBRd Do B TEET, 7747 F&EBWT, [CTL Entries] V 4 > RUEFRRT D707 M
W, BT 5IEE & iR LT 5 [Delete Selected] 227V v 7 LT b ZHIBRL £,

Cisco Unified Communications Manager, Cisco TFTP, ASA 7 7 A 7 U #—/v, F7zl% Cisco CAPF %
FATT 6 — "%, CTL 7 7 A VD BHIBRT 5 Z LIXTEER A,

CTL 77 A NMIZIXEIZ2 208X 2T 4 b—2 0 = FIBNFELTWAMERHD ET, 77 AV
MoEXa VT4 F—7 BT RTHIRT 2 ZLIFTE A,

EENtESR
(BEEIEH | (P4-21) 2BRLTLIEEN,

Cisco Unified Communications Manager £¥21) 571 4 F
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Cisco Unified Communications Manager €% 1) 7«1 E— FOEH ||

Cisco Unified Communications Manager 2% 1) 7«
— FOEH

GE)

JIARAEDEX2 VT 4 F— FNERETHIZIE, CiscoCTL 7 747 > FEERTAILERH Y £,
Cisco Unified Communications Manager &% = J 7 1t & — N, Cisco Unified Communications
Manager DEBRX—2 0O [ X —TF T A AT 2 — 23 5E (Enterprise Parameters Configuration)]
VA RUTEHRTLHZ LI TEEREA,

JITAR BXaT 4 T—KRF, AFX U RT Ry b—=RFELIFZTTAZOEF2) T A HEZRT L
7,

Cisco CTL 7 74 7 v hOYMIRRERIZ Y T AZ X2V T 4 T— REERTLHIC i CTL 7 7 A V%
FTHTHLENH Y £§, [Cluster Security Mode] ¥V 4 v RUIZEEH LT, TE— ROFREELHE L,
[Next], [Finish] ®lEIZZ V » 27 LEF (ICTL 7 7 A VO FH] (P4-13) ?SJZU%( 4-2 =),

JIAL X2 VT 4 F— RERAEE— RO IEEF 2T £— RICEE LA, CTL 7 7 A /WidHh—

(CFELTZEETTN, CTL 7 7 A /VICRERFEIIE EhEt A, m1774w_£%iﬁrfbﬁw
Te EFRITBEA R LBREY 7 A VL EFER L, FEEF 27 & LT Cisco Unified Communications Manager
IR INET,

CiscoCTL V547> FOERERE

(F)

&?Xﬁ@kéz)?4%~ﬁi # 42 OPMPAICH D IO, FrFaT T FELIFRAE—F
DOWTINCRETETET, IRAET— FETFEGE, /77“)/75 . BEXORAT 4 THS{L &
AR—FLTWET,

JIAR X2 T4 F— NI AF L RT R P—=RERFTI TR X2 T A BREERELET,

F 42 2L T, #IOTD CiscoCTL 7 74 7 > bi&RE, CTL 7 7 A VOFEH, £IXBEE—F
MHIFEEH 2T E—F~ODEEZITH LN TEET,

o REDE Y MIZOWTIE, [CiscoCTL 7 947 FOEEDE b (P4-3) 2B LT FF &,
o BHET HEHMB LTI OWTIE, TBhEIEE | (P4-21) 2L TIEEN,
&® 4-2 CTLYSA4 7> FDBERE

B EX:

[Cisco Unified Communications Manager Server]

[Hostname or IP Address] |J#ID /) — FORA NG EIZIP T FLAZ A LET,

[Port] Z @ Cisco Unified Communications Manager $#— /S CEITEN TN 5
Cisco CTL Provider Y—t 2® CTL R"— b HEEZ AN LET, T 7 %
b OFE— FERIE 2444 T

[Username and Password] (¥ ) — R TR —N—a2—HFOEHEWHEREEHE ST U4 —2 3 v
2—HFO2—HFLHLENRNRAT—=RERILLOEADNLET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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CiscoCTL V347> FOBRENE

® 4-2 CTLYSA 7V FORERE (EZ)

e

B

[Security Mode]

[Set Cisco Unified
Communications Manager
Cluster to Mixed Mode]

REE— FTIE, BEEF A TS, BLUIEEF =27 ® Cisco
Unified IP Phone % Cisco Unified Communications Manager (2589 %
TENTEET, TOF— NTHE, BIEEAETIFRETLEHLDOT A A
TEXx=7 A— F2MEHA S5 Z &% Cisco Unified Communications
Manager 2MRFE L E 7,

GE) RAT— FICEET D L. Cisco Unified Communications
Manager (2 & > THEREITENICR Y 7,

[Set Cisco Unified
Communications Manager
Cluster to Non-Secure
Mode]

FrXaT T—FNICRETDHE, TRTOT A AFIERIEE L TRER
S, Cisco Unified Communications Manager (A A — U FRFED &4
A—HFLET,

ZOE— REEIRTSH L, Cisco CTL 7 74 7 M CTL 7 7 A /LI
LT NTOx M OFEHFEZHIFR L ET2,.CTL 7 7 A Mid5 & E
WELET 4L PVICFELET, BFRIIEARLREY 74 V%
ZoR L, FEEF =7 & LT Cisco Unified Communications Manager (Z
BEkshvET,

EX b BEHEET 7 40 FOEEF 2T T FICRTICIE, EaiS &
9 XT? Cisco Unified Communications Manager — 3725
CTL 7 7 A M ZHIBRT 2 BN H Y £,

ZoE— FCIIHBIREEHEHTE £,

[Update CTL File]

CTL 7 7 A VORI Z D7 7 A NVEEET DI, o4 T va vk
BIRTDIMERHY £, ZOA T3 %2%RIRT D L&, Cisco Unified
Communications Manager Dt %=V 7 ¢ £— FFEHE I THA,

[CTL Entries]

[Add Tokens]

SERAEEHEY X~ (CTL) & F =2V T 4 b= &BMT 2121, 20
R H7 Y7 LET,

Y= RETIXT =7 AT —2 a VICEAICHEA LI b—27 V2D 4L
TWVWARWEASIX, BVAALEST, 7V — g o RERLES, KD
h—2 v EBALT[OK] 227Uy 7 LET, EMLEEX=2Y T 4
=2 O TOBERPFETRINTZS, [AAd] 227V v 7 LET, T
RTCOEF2V T4 h—7 O T, TNHDOFEZFVIKLET,

[Add TFTP Server]

CTL 2% TFTP H—_ZBIT5I12i%, ZORF %27V v 7 LET,
FBEDFEMZ W TCIL, [Alternate TFTP Server] % 7 O TIENFE AR &
N7=#%<T[Help] R¥ > %27V v LET, BEEZA LIS, [Next] &
7V vy 7 LET,

[Add Firewall]

CTLIZ ASA 77 AT U4 —NEBNTHIZIE, ZORZL %27 v
LEd, REDFEMIOWTIE, [Firewall] % 7 O EMMNE R Iz
T[Helpl A% v %7V w7 LET, REEZATILIZD, [Next| %27 U v 7
LET,
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® 4-2 CTLYSA 7Y FORERE ()

B EX:
[Alternate TFTP Server]
[Hostname or IP Address] |TFTP — ®DFE A A FILIP 7 FLVAZ AN LET,

& TFTP Y — i, Blo 7 7 A ZIFES % Cisco TFTP $r— %
fRELET, U TFTP ¥ —OREIZ 2 DDRDH 7 T AL 2T
DGEIL M TAENERT 277242 X274 T—RFBFELT
&)6 ZEBRETY, T, CiscoCTL 7 94T hEMFD T T A
A VANV LTRETOLERDHDIZEEFERLET, EHIC
I—J L/\~“/ g ' ® Cisco Unified Communications Manager ﬁlﬁjﬁ@?
TALZTEEL TV AMERDY £7°,

TFTP #— bt & /X5 x—# FileLocation ND/XAN, 7 T A X NDF N
TOV—=N_"TREILTHD Z EEEERLTLIEE N,

ZEAMCHOW T, ICiscoCTL 7 9A4T7 v FOREDE » b (P4-3) %
ZHLTLLIEEN,

[Port] 4| Y U —AD Cisco Unified Communications Manager CIZRNETT,
[Username and Password] |4 [a]> U U — A ® Cisco Unified Communications Manager Cl3R% T,
[Firewall]

[Hostname or IP Address] |75 A7 W4+ —NLDOFRAMNEFIZIP T KLAEZ AN LET,

[Port] HETEERA, 774V ]\ DAR— FTh D 2444 %D Cisco Unified

Communications Manager " — b 2l L 7,

[Username and Password] |3 T& £+ A, Cisco Unified Communications Manager ® - > A h —
NWBEICRE LT B HEL L RA T — RV AT AL THEHENE T,

[Security Token]

[User Password] CiscoCTL 7 94 7> bW THRETDHLEEIL, T 74/~ RXAT—
R Ciscol23 % KLFL/NLFERKFLTAT L, GEBE O %
BEBLTCTIL 77 A VRBAFEHATHDL Z R LET,

Cis co Unified Communications Manager ®t %21 )
7_- F‘a)ﬁﬁnn‘.\

77 A2DEFa VT 4 T FefER T 5123, ROFIRZETLET,

N

GE) JTAH X2 T 4 F—RNE, AF U RT ey $—RERF I TAXOEXR )T A BEZRTEL
F7,
Fg

AT7v7 1 Cisco Unified Communications Manager ®&E~X—C [ AT A (System)]| > [ =2 ¥ —F T A A/XF
A —# (Enterprise Parameters)] ONEIZER L E 5,
AFwF 2 [Cluster Security Mode] 7 -t —/L F %ﬁﬁ TET, 74—V FNOMEN 1 & ERR SN 555, Cisco Unified

Communications Manager |34 FIZELSEEINTHET GEMICHOWTIX, 74—V K%
Uy 7 LTLEEN),

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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M SmartCard ¥—EROBEMRE L UBRDET

Je

EY bk ZofEiX Cisco Unified Communications Manager D& — VU CTRET H LN TEEHA,
ZOERFREND DL, CiscoCTL 7 74 7 FOFEHKRTT,

BntER
[BEIEH | (P4-21) 2B L T 7Z&W,

Smart Card Y —EXDRIBS L UVBIHDERTE

ko)

CiscoCTL 79 A4 7> b A v A =2 XY, Smart Card —EANETH D L I N5 E 13,
CiscoCTL 7 9AT v b 779740 %A A=V TBEYF—=R"FEHEIFTYV—F AT —32 3 T, Smart
Card r—v 2% TH#EY BEIO TR ICRETHLERDH £7,

ATFvT 1

ATvT 2
AT9T 3
ATFvT 4
ATvT 5
ATvT 6
ATvT 7T
AT9T 8

P— 20 [Bth) BIO THE) ICRESNTWARWEAIE, ¥X=2U7 4 b—2 2% CTL 77 AV
IZIBINTE £ A,

TR —F 4 VAT LADOT v L— R, —E R U U —20iA. Cisco Unified Communications
Manager ®7 v 77 L — K7 E%{T->7- 5, Smart Card —E A2 Btk BLO THE) 272> TnD
TEEMERLET,

F— 2% [BAth] B THEY ZRET DI, KOFIEEZFITLET,

FIg

CiscoCTL 7 9A T baA v A b=V LY —RELBFYV—I AT — a0 T, [AF—F]>[7 1
IR [ERY =] > [—ER] ERE[AF—F]> [y br—b L] > [FHEY —L ] >
[—EX] DIRISERL 4,

[h—ER] T4 FUT, SmartCard ¥ —E 2% 427 Vw7 L, [FasF 4 | 2R LET,
[TaXT 4 ] T4 RO [ 8] X T BRERENTNDZ L AR LET,

[AF—=F T v 7OMEE] Fry7ZF oy VAN Ry 7 205, [HE)] 2@8RLET,

[#H1 %2V v27 LET,

[—ERIREE] sEIL T, [Bsa] 22V v 7 LET,

[OK] %7 U v 7 LET,

Y= NELFZV—I RTF—varv &7 —hrL, VP—ERADREH|ELTNDZ L EMERLET,

BntESR
(BEIEH | (P4-21) Z2BRLTLEEN,

Cisco Unified Communications Manager £¥21) 571 4 F
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€Xa2UF4 r—9 2 XAT—F (etoken) nZzE M

tXxa)yF4 F—H 2 INRAT—F (etoken) NZEHE

2AFvF 1

ATvT 2

ATvT 3

ATv7 4
AFvT 5
ATFvT 6
ATYT T

COEINRRAT — X, iEAEOWMEHETE L. CTL 77 A AR EBLINDZ ER2FRIELET, &
X2 UT g b—=2 02, T 74N RAUY—=FBRELTHET, EX%=2VUT 4 b—2 2 XU —
RidW o THEFETEEJ, CiscoCTL 7 7 A4 7> MZ LV RAT—ROEFEERD D 07 FHRER
TRENT-DH, REEZFITTHRNCARNA Y — RELEFTHLERD Y 7,

SRR — RERE OB % AT 51213, [Show Tips] R¥ %27 U w7 LET, fil 0B T
AT — RFEBETXRVESIE, #RINDEY FMERFML TSN,

X274 b=7 0 NRAV—F2ZEET 5203, ROFEEZFITLET,

FIE

Cisco CTL 7 94 7> b % Windows & —"FEZIZ T -7 AT —2 a3 VA VA M=V LT=Z & &R
L/ij‘o

CiscoCTL 7 A4 7> h&A A h—)L L7z Windows ¥ —_FE7ZTV—7 X7 —2 9D USB &A— |k
X270 b= URNEASINTWARTIERALET,

[A%—F]>[7 w2 Z A]> [etoken] > [Etoken Properties] DNEIZEIR L E 3, &KIZ, [etoken] &4 7
U w27 L. [Change etoken password] Z &R L 7,

[Current Password] 7 .t —/V i, &INAER LT h—2 v RAT—=RFR&Z AN LET,
HLWARRAT—REANLET,

BOED, HLWASAT—REFAHNLET,
[OK] %7 U v 7 LEF,

BntER
[BEIEH | (P4-21) #ZML T 7Z&W,

Cisco Unified IP Phone £® CTL 7 7 A1 LD #lIE&

A

bE N

X2 T RERRE CIOEXEZETTLH L aBEIO LET, FFIC, Cisco Unified Communications
Manager +—/30 5 CTL 7 7 A VEZBIRT 5 TEDBRWIGEIZBEIO LE T,

WOARBLN A LT235A 1%, Cisco Unified IP Phone £ CTL 7 7 A L EZHIBR L TL 72 &0,

e CTL77ANMIBALIZEXR 2T 4 b= 2T XTHERLT,

e CTLZ77ANMIZEA LIEXR=2YT 4 b= BRI L,

o WA EX2TRENDA ML — VIR EICBEIT 5,

o Eafka, X7 I ITRY, ELTRRDLFAL DO EF 2T 7T AZ~LEBENT D,

o EIKE KHMOEX2 YT 4 R —EEFFOMHEKN L X = 7 7 Cisco Unified Communications
Manager ~& B3 5,

o REETFTP 4 — T KL 2%, CTL 7 7 A VHNICTEEE LAWY — RN L EBHS 5
Cisco Unified IP Phone @ CTL 7 7 A L ZHIBRT B I2i1%, £ 4-3 DIEEE2FEITLET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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WM CiscoCTL 75472 hD/S—C 3 v OBE

= 4-3 Cisco Unified IP Phone £® CTL 7 7 1 JLDHIR

Cisco Unified IP Phone

ETIL %

Cisco Unified IP Phone IP Phone LD [EFx 2 U T 4 RE] A==2—"7T, [CTL 7 7 AV ], [##F%]
7960G ¥ L O 7940G FlIL AL C, [HIBR] 2 LET,

Cisco Unified IP Phone ROFEDOELLNEFITLET,

V706 BLUHFETN | | (ka7 4 @E] A=a—0n v 7 285 L ET [ Cisco Unified
IP Phone Administration Guide for Cisco Unified Communications
Managerl] #Z8), CTLA 7Y a v OFICH5 [HIR] Y7 bdF—%
HLET,

o [RE]A==2—ITHD [HIFR] Y7 bx—2MLET,

GE) [BEIA==2—Itbd[HIKR] Y7 b —%#TL CTLZ 7 AV
LS OfFEHR b HIBR S L E T, FEMIZ W T, [Cisco Unified IP
Phone Administration Guide for Cisco Unified Communications
Managerl] #ZR LT 230,

EENtESR
[BEIEH | (P4-21) 2B L T 7Z&W,

CiscoCTL V547> bD/IN\— 3 O DETE

AL TWA CiscoCTL 7 94T v hOA—T a3 U EBET A2, IROFIEEZFETLUET,

FIE
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£,

[BFEEX=2UT 47077 A4 VOMRFEE—EH (Find and List Phone Security Profile)] v > Kv
NERREINET, 777477 (HID) 72V —DOLa— KLU0 RUCERRINDIEERH D £7,
T—ERXR=ADTRXTOLA— RERRTDHINE, XA TRIT Ry I ANETHDL LR LT, A
T/ 3R ET,

LVa—R&ET7 4 VZ Y U EITHRRT DI, ROFIREZFETLET,

s BHDORry T XTI VAN Ry I ARG, BRI A= EFIRLET,

e 2B/HO Ny FH T URAN Ry T ANDL, RBENRZ—UEEBIRLET,

o MEILU THEHUIRMRT XA MERELET,

S

GE) MBEHEZEMT DI, [F]ARXE27 )y 7 LET, FMUE2E8MT5E, HELETRTO
FMRC—ET DL a— FPRBENET, FMEEHIRT DI, (] AF %22 ) v LTRE
BN U722 IR 20y, [Z7 4 V& D2 V7 (Clear Filter)] R"¥ > %27 YV v 7 LTGBEML
e N TCOMBRFMEEHIRL T,

[#:5% (Find)] %7 U » 7 LET,

—HTHTRTOLa— RBRRRENET, [ X—=TH7 Y DI7H (Rows per Page)] Fa v /¥ o
VAR Ry 7 ADPORRDEEZRIRT 5L EN—VICRRINIHAREZAETEET,
La—RDYRART, E-THLVa—FRoV 727y 7 LET,

N

GE) VDAMORHLULICEMEFZIEITFRMEORENNG 25/, TORAZZ Vv 7 LT, Y—©h
R %2 LE9d,

VA4 RUICBEBRLZEANRRSNET,

EENTESR
(BEEIEH | (P.7-14) 2BRLTLEEN,
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B7E BE#EFa1UT4 TOITIFAILORE |

B  EEgt*1U7« T077 1 L0OHE

BE#EX) T TOTPAILDERE

tXa VT Ty A EEN, BE, £ —32103%, ROFIEEZFATLET,

FIR

AFwF 1 Cisco Unified Communications Manager D& ~X— T, [ AT A (System)] > [EXF =V T 471
7 7 A )V (Security Profile)] > [Eaik %=V 7 4 7 177 7 A /L (Phone Security Profile)] DJEIZER L
ESsR®

ATFwT 2 WOEEOWTNLEETLET,

o HLWTBT 7 ANEBINTHICIE, MRY 4 FUO [ HHEMN (Add New)] 227V v 27 L, A
Ty 7 3R ET,

e MFEOEXZVYT 4 TuTdrA NNt —F500F, B2V T 0 a7 7 A VOMmFE]
(P.7-3) OFMIIIHEN, W2 T 077 A NEROF T, abt—32X20T 4 707710
BRcEREN TS [ a2t — (Copy)]| RF &7 Vv r L, AT v 7 3R ET,

e MFEOTu T s A NEEHTHIZE, B2V T 0 70774 100M%E] (P.7-3) ORI
eV, @RtV T g TuT s A NEROT T, AT v 3L ET,

[HHLEM (AddNew)] 27 U v 755 & &7 4 =L KOF 7 40 NREZ R LEBREY 4 v RURE
TRENET, [2E— (Copy)| 22 VU v 2735 L, BRELAE—LEREY 1 RUBRRSNET,

ATFw 7T 3 SCCP 2FESTT L EEEHDFEAITFE 7-1. SIP 2 E/T T 2 EHEOBEITER 7-2 OFBIIHE, @7
HEEANNLET,

RFyT 4 [fifr(Save)] 22 U v 7 LET,

ROEE
X2 VT TeTrANVEER LR, [EilgEtX=2Y 70 Yo7y 000 (P7-11) O
W2V, EEEFICEA LET,

SIP % 9479 5 BASMOBARM L% 2 U 7 1 T80T 7 A ATHA V= A MRRELIE LI BAN, [x
R — ¥ OFE (End User Configuration)] 7 4 > R TH A V= A MEHGEHELZRET 2LENH Y
F7., D%, [BAEOHKE (Phone Configuration)] V4 > Ry D [ XA ¥ x A h=—H (Digest User)]
REZMP LT, 22—V 2 EFRICEEN T LERHY £,

EBINtESR
[BEIEH | (P.7-14) 22 L T 7Z&0,

BERtEX1UTs JATFAMILDEEAR

# 7-1 TiX. SCCP #ETTHEFDOD X2V T 4 a7 7 A LORENBTICOWTHHALET,
# 7-2 Tix, SIP #FEIT T 2EFHEDO X2V T 4 707 7 A LDOFRENFIZOWTHHAL E7,
BN LB A 7B LT 0 Fa Rl R—F L TWARELEITRERINET,

o HEDOE YV MIOWT, IEFEHEX=2VT 4 70774 VOFREOE M (P7-2) 25 LT
<TZEWY,

o FETLEHRB LOFIRICO VTR, BEEA) (P7-14) 2ZRLTIEZS,

Cisco Unified Communications Manager £¥21) 571 4 F
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| g7%

BE#EX1UTs TAIT7MILORE

EREME*2 T« JOIr A L0EERE A

® 71 SCCP #X79 3EBfiEMOtxX2) T FOI7410
&E H7LT
[ 4 Al (Name)] X2 UT 4 a7y A NOLFIEATILET,

LT a7 7 A NVERGTFTDE, SN THIEFEIATBLOT v b
VO [ EiEDOFKE (Phone Configuratlon)] T4 RIEHD [T A
tX¥= VU7 ¢ 7 a 771 (Device Security Profile)] Ka v 7 X U
AN Ry 7 AEDLHPERSIVET,

Evhk EX2VT 4 T ANEKICT AL R BTN E ST haLk
GOLHE, T T A NERBELIIEH T AL EOEY T 0
77 ANVOREICHESL B £,

—

7.8 (Description)]

tX=2UT 0 TurrA VOB EASLET, @SB, EEOSHE
THRK S50 XFEEETCEETN, —HEHIAKF (M), =t b5 (%),
TURYP R (&), Ny AT vy (¥, Wb ya (<) AT
A,

[TNNARAEX2DT o
E— I (Device Security
Mode)]

Ray 72 URAR Ry 7 ANS, IROFTT L g 0 DWNTFZ RIR
LET,

o [JEE =7 (Non Secure)] : EFEIZA A — VBN DO EF 2V
T A HEREILH V 8 A, TCP #%#i T Cisco Unified Communications
Manager 23| T& £7,

d [n»u Jt@%k(Authentmated)] Cisco Unified Communications Manager
TEFEEOBEAM LB L RELET, V7TV AT,
NULL/SHA é‘*ﬁﬂ%"}‘é TLS ##i 2 Bss L E T,

» [K5 5k (Encrypted)] : Cisco Unified Communications Manager (375
PR ORGYE, FRRE, BLUM S LERIELES, 7TV U IH
12 AES128/SHA %3 % TLS Bk #Btn L. T X COEEE
a—/D AT 47 % SRTP THHE L £7,

[TFTP i =k (TFTP
Encrypted Config)]

ZOF xRy ABRF L DHA, Cisco Unified Communications
Manager IXEFHD TFTP b — b ¥ v — R ORET 7 A Vi

Walb LET, FEMc O WX, TREZ 7 A VOl Fk) (P1-25) B
L TS b EN B E T 7 A VOKE] OFIE (P.10-1) &5
LT 7ZEn,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



78 BESEFX2UT1 TOIFALORE |

BEM#EXaL) T TOT 7M1 LOBRERE

® 71 SCCP 2XfT¥3BEMDEX2U T« TOT7MIL (HEZ)
BE e
[mh FEE— R ZD7 44—V FTI, %gﬁ*‘%ﬁ‘ CAPF EJE%%%%VEEPL:{E%T;*é Aty pJ]ijiJ:zZ

(Authentication Mode)]

BRTEET,

RuyFZG s JAR Ry 7 AN ROF T a DV iuha iR
LET,

o [FEA RV > 7 (By Authentication String)]: = — 2N EiE#1Z CAPF
wu qu{%ﬁ”%]\j} L/f; 71; j = — jJ/I/VCﬁ)‘ijoE IE%%:%/]) A
M=, Ty 77 L— R IR, £E T Ty a—T 0 7 LET,

e [Null 2 kY > 7 (By Null String)]: = —F RN ATHZ &2 m—
HIVTHEPRAREEA VA =L Ty 77—, Hlk, £
I hIZ TNy a—TFT 0T LET,

IOFTvarTidtXa T 0B ﬂﬁﬁbiﬁhobtﬁoT\
ZOF TV a FEERBAUEREORAICETEBIRT L 2 L2
HESEL £,

o [BEfFOFEHE (LSC DESL) (By Existing Certificate (Precedence to
LSC))] : BT TA v A h— L ENBFEHE (MIC) Fiizm—HL
THZZRFEAE (LSC) NWEFFHICHFIET 2% 6. LSC A A b—
Ny Ty T T =R BBk, EE NIV a—T T LET,
LSC #E ﬁ% AHET 256 MIC BEFEERICAAIET 200 L 5 2L
E@%é& . BRREIX LSC %41 L TiThivE T, MIC & LSC 2N EaGHE

T?ﬁ/_‘j—é 7;7{21\\ FRREIE LSC f&" LVCTTbhiTJ— B LSC
DIFTEE T MIC BEET 256 GEREIE MIC 24 L TIThivE T,

ZOF TV a rERIRT AENIC, GEAENEGRICEET S ¢ %
HERLET, ZOF T a @R LSS IR ENEEICTT
FEL72WE, BETRILET,

MIC & LSC (ZEFHHE CRIFFICFETE 2 b0, EisIIHEIZ 1 2
DFEAETZ T 24 LT CAPF ’«i’muuﬁbiﬁ‘ BhRENDTIF74~
VAERAZR M S OB B TRE IR DWW OFEAE A

/\ TRFET 2%, A 121, BFEE— F%Efﬁﬁ‘éb%ﬁ)%@iﬁ‘

o [BEfFOFEHE (MIC O ) (By Existing Certificate (Precedence to
MIC))] : LSC £ 7-1% MIC MWEFEEICF(ET 556, LSC &4 A
F=. Ty 7T =R BBk, ERE NI TV a—T oL
if MIC PERERIAFES 2557, LSC AVERSHRICIFES 5008 D

WREfR7Ze <, BREEIE MIC %41 L CiThihvE 3, Btk LSC 7217
#beMm#beﬁmﬁumw:ﬂsc%ﬁbfﬁbni¢

COFT v a r2RIRT LA, REAENEFERICFET I L%
WRLES, ZoF TV a r2BRLICGE ISR EN BT
FELRn e BETRLET,

Gx) [&EiHEX2VT7 07277 A /LORE (Phone Security Profile
Conﬁguratlon)] 74V R TREIND CAPF &EIX., [EiFDO
7% 7E (Phone Configuration)] 7 « > K7 TRE &41%5 CAPF X7

7‘ 2 LAHEICERRH Y £3 GEMIC oW TR, [EE#EE
X2 U7 TuT7rANOEREOE N (PT72) #5HLTL
723V, [ EFE DK E (Phone Configuration)] 7 + » K7 ¢ CAPF
REHEFRT DB OV TIL, [Cisco Unified Communications
Manager 7 FI =X pL—>g2 07 Rl 22 LT a0,

Cisco Unified Communications Manager £¥21) 571 4 F
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| $7% EE#EF1UT TAT7ILORE

EREME*2 T« JOIr A L0EERE A

& 71 SCCP #Xf17 5BEMDEF1UT«+ TOAT7MIL (HE)

e

B

[ ¥ —H A X (Key Size,
'y )]

CAPF THEHEIND ZOFRETIE. Fay 7 Hx 7 VRN Ry 7 AND
FERAEO@#Y A XEBINL £, 7 74 /V FREMIT 1024 T, Zh
DS DA T g i, 512 & 2048 Y £,

T7 ANV PREEE D bRES @Y A X2 BIRT 5 & Bk CHRAMK
WCRERT Y b =2 AR T D720 S HIZRMA210 £, §#4E
REBENT TA AV T 4 TRET DL, 77 v arOFTHGEGED
ez FH T £, EIFEHKET VIS L o TE #AERDTE TIT 30 732U
LD EnH0 ET,

GX) [EHFEEX=2UT 171777 ALDOFE (Phone Security Profile
Configuration)] ¥ ¢ > N7 TERE 35 CAPF RE L, [EiD
#% 7 (Phone Configuration)] 7 « > KU TRE S5 CAPF /37
A—Z CHHEICERRH Y £3 GEMIC oW TR, [EERtE
X270 Ta7rANVOFREDOE M (PT2) 22 LTL
720, [ EiE D E (Phone Configuration)] 7 -t > K7 ¢ CAPF
BE & BT D HIEIZHOWTUL, [Cisco Unified Communications
Manager 7 FI =X pL—>g2 07 Rl 22 LT ZE0,

& 7-2 SIP 2179 5 BE#OELX1 YT« FOTFAIL

H®E

i

[ 4 Hii (Name)]

X2V T 4 TuTrANDLHIEATILET,

LT m 77 A VERET DL, AT OEFHRS A TRBIOT 0 b

a0 [ EEEOFRE (Phone Configuration)] vV 4 > RUIZH B [T /31 A

t¥ 2 V7 47177 AL (Device Security Profile)] Ke v 7Z o U

AN Ry 7 ATEDOLHRIPETRENET,

EVh X207 4 TRT77ANVACT AR FTNET 0 hAE
BOLEL, TR T A NERRELIIEFT D56 0HEY R T 1
77 A NVORINESL D E T,

[ #B7 (Description)]

YX2UT 4 TudrALOmBEEATILET,

[ A e Rr
(Nonce Validity Time)]

F U AMEBH N IERE AL T AT LET, T 7 A4/ ME 600 (10 53)
TT, ZOREARMET S &, Cisco Unified Communications Manager
T LVMEZ AR L ET,

GE)  FrAEF AA V=R NREEEY R N7 U LMMET, S A
T A MFRAESA T — FO MD5 /Ny 2 OFFRICER ShET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



78 BESEFX2UT1 TOIFALORE |

B E5ft$1UT( TOI7 A LORERR

& 7-2 SIP 2R{TF 3 EF#OEF2 VT« TAIT7IIL (#HEE)

e

B

[TNNARAEX2DT o
£ — I (Device Security
Mode)]

Ray 72 URAR Ry 7 ANS, IROFTT L g DT TR
LET,

o [FEF =7 (Non Secure)] : BEEHIZA A —VRIELADOEF =2
7 4 F$BEIXH W £ A, TCP #:#¢ T Cisco Unified Communications
Manager 23FJH T& £,

o [EERED Jf(Authentlcated)] Cisco Unified Communications Manager
FEFEEOEAEE L RELRMELES, 77V I,
NULL/SHA %ﬁﬂ%"}‘é TLS #fi 2 Bas L E T,

o [HEHEAk (Encrypted)] : Cisco Unified Communications Manager e
BoORASME, BiE, BLIUOW S bERELET, 7TV 7 HIC
AES128/SHA Z M4 % TLS iz pdsh L, 4~ To SRTP %)
Ky 7 EOFTRTOBEMT—ND AT 17 % SRTP THEE L £ 7,

LEp e
(Transport Type)]

[T /34 2&F% 2 Y7 1 E— K (Device Security Mode)] 28 [FHEtF =T
(Non Secure)] THHHAIFE. FayFE U VRN Ry 7 ANHKRO
F T a OV TNOERIRLET (BRI BWT T va bbb E9),

e [TCP]: /%7 v b % EIE SN TIAICZAE T 2 121%. Transmission
Control Protocol R L F9, Z D7 hajix, 7y B K
0y 7 EINBRNWI EEFEIELETS, BXa VT 3R s EzT A,

e [UDP]: 3% v & EiRIZ%Z15 7 5121%, User Datagram Protocol %

‘S:E?)i‘bié‘o b= F:r/l/ ATy RE Ry T LT ENRD

EEENEIRICZET D EIEFRY FHA, BEX= U 7 o 3
éﬂi“ﬁ_’/w:

e [TCP + UDP]: TCP & UDP ZfAGECHEAT HITIX. 2ot
YarEBERLET, 2047 a T, X2 T o 3Bt s
nEHA,

[ T34 AtFx 2 VT ¢ E— K (Device Security Mode)] 2% [ FB5ED &
(Authenticated)] = 721% [ 551t (Encrypted)] TH 584, TLS Hhik
24T L7 EF, TLS TlE, SIP EfEEO 7+ Y v 7AW T
A AFBRE, BB 7TV 7L (B S LT — FOR) BEHESH
ESSaR

TRTFANTTFAL A X2 T 4 F— RERE T RWVEA., 5%
XA 71X UDP 12720 £9°,

Cisco Unified Communications Manager £¥21) 571 4 F
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| g7%

BE#EX1UTs TAIT7MILORE

EEMtEF1 )74 JOTr A LORERE W

® 72 SIP 2R{TF 3 EF#OEF2 YT« TAT7IIL (H&EE)

e

B

[#A V=2 MiBiEx
A1k (Enable Digest
Authentication)]

ZDOF 2w IRy 7 A4 T 5 L&, Cisco Unified Communications
Manager (X, BN S OTRTO SIP HRTF ¥ L PEITVET,

’7/]) /IZ ]\u:quETi 7‘/\/])Xmuu HE ﬁi(f’f?%ﬁl‘ i*LF{
NEFA, ZhoOBRREFERT 212, 'IZ“"?:L)T% E— K [muu
7+ (Authenticated)] ¥ 7213 [ B 51k (Encrypted)] IR L £,

(%) HA T A FRIEDFEMIZOWTIE, T4 A ¥ = A FBIE] (P.1-20)
BIO [SIP aﬁuﬁfxﬂéOD?/l’ T A R EERED E&EJ (Pll 1) %;SE\E\
LTL7EENY,

[TFTP i %5k (TFTP
Encrypted Config)]

IDF v IRy I ANGF DA, Cisco Unified Communications
Manager [TEFEED TFTP Y —"\inb X v rn— R T L5RET 7 A V&
Wb LEST, 2oF T a i, A aBEFBEHR T,

bk ZoOF T alEAEBHLT, AHF—%FREL, FAM VA B
EGEAE L EBERSAT — R+ 22 2 B8O LET,

FERIZOWTIE, TREZ 7 A VOREE(L] (P.1-25) BLW [HELE
NIZEREERE Y 7 A VOKE] (P10-1) 2L T EEN,

[REZ 7 ANVNDOXA
VX MEHEEAE %
B4} (Exclude Digest
Credentials in
Configuration File)]

CDOF vy IRy T ANE DA, Cisco Unified Communications
Manager IZEFEH#D TFTP y— "0 b X U a— RT3 ET 7 4 VA
DOFEA YA MEHEAELZAIBRLET, ZOA 7T a3 »id, Cisco
Unified IP Phone 7905G. 7912G. 7940G. 3 X O 7960G (SIP @ %)
HTT,

SEICONWTIE, TBREZ 7 A LDEEL] (P1-25) BLO EEE
NIZEREEERE Y 7 A VOKE] (P10-1) 22 LTI EIN,

Cisco Unified Communications Manager £¥2 Y7« 541 F |



78 BESEFX2UT1 TOIFALORE |

BEM#EXaL) T TOT 7M1 LOBRERE

® 7-2 SIP 27T 3EFROEF2 YT« TOT7MIL #S)
BE By
[EFFE— R ZDT 4 — RTIE., BEEEN CAPF ZEBHEHMED IO 4 2383 5K

(Authentication Mode)]

EEIRCEXFET, 204 a d, VA aEFEKEERH T,

RuyFZG s JAR Ry 7 AN ROF T a DV iuha iR
LET,

o [#FEA bV > 7 (By Authentication String)] : == — /3 &% CAPF
wquY%ﬁU%]\ﬁ L/f; 71; j = — jJ/I/VCﬁ)‘ijoE IE%%:%/]) A
b=, Ty T =R, EF I TN a—T 47 LET,

e [Null 2 V2 (ByNull String)]: 2 —HFRN M AT DHZ Ll v—
ANTHDRFEAEEZ A VA N—N, Ty 7T L—FK FlE b7
TN a—T 4T LET,
COFTvarTiEtxa ) T d-UREShERA, LI2io
T, ZOFT v a VIRERMULBRREOGEICIETRIRT 22 &
i HERE L £,

o [BEfFOFEHE (LSC DESL) (By Existing Certificate (Precedence to
LSC))] : ®iEILTA v A b=V SN DHEHE (MIC) Fizidr—hL
THZZRFEAE (LSC) NWEFFHICHFIET 2% 6. LSC A A b—
/I/\ Ty TV —FR, 3 NI I a—T 47 LET, LSC

‘éﬁ“ﬂ% T D56 . MIC BEFBICHFTET 2008 5 2Bk
f£< . BRREIX LSC Z 4 LT ThivE T, Bkl LSC BFEEE T,
MIC BEFIET 2546, RFEE MIC 241 L TiIThivE T,

COF T a v EBRT DI, EHENBFRSICEET S D LR
BRLET, ZOF T a0 Z8IR LA A B A A7
fELARN L, B LT,

MIC & LSC (ZEFE#E CRIRHICFIETE 2 b 00, EEEITFHIZ 1 -
DFEAFELZ T 2 LT CAPF ZfBFEL £ ¥, #7714~ J

ufl:ﬁﬂii))ﬁﬁ)ﬁd)ﬁﬂﬂfé%éﬂtﬁcn & 2 WML OFER E A
utunEj_%) j:\ [ uE%“—‘ F%Efﬁ?"é%%b)% ) ij‘o

o [BEfEOFEE (MIC O# %) (By Existing Certificate (Precedence to
MIC))] : LSC F7zix MIC 2 EFEEICEFET 256, LSC &1 » A
M=, Ty 77 V—=F, EREFENT TN a—T 4T LET,
MIC NEFEHICAFIET 284 LSC NEAEHICATET 2008 2 i
BIfR7e <. RRREIX MIC 24 L TiThivE 4, HEiffiZ LSC 7217 2
TEE L MIC PFETE L 72 WA, #83EIX LSC 4 L TIThiLE T,

COF TV a vERIRT LENC, GEAENEEBICTEET DI L%
HRLET, 2047 g 2BRIRLEGAICHFAENBIFERICT
TELZ20 & BEIXRI L5,

Gx) [&EiHEX2VT7 07277 A /LOFRE (Phone Security Profile
Conﬁguratlon)] 74V R TREIND CAPF &EIX., [EiFDO
% i€ (Phone Configuration)] ¥t > K7 TR E S5 CAPF /R 7

A—Z CHHEICERRH Y £3 GEMIC oW TR, [EE#RE
¥alUTq Ta7rAVOFREDOE M (PT2) 22 LTL
7280, [EEFEDOFHE (Phone Configuration)] ¥ - > K7 T CAPF
REZEFRT DB OV TIL, [Cisco Unified Communications
Manager 7 FI =X pL—>g2 07 Rl 22 LT a0,

Cisco Unified Communications Manager £¥21) 571 4 F



| g7%

BE#EX1UTs TAIT7MILORE

EE#tFa1UT4 JodrqoEm B

® 72 SIP #£T4 3BERDOEF1VT 1 TAIFMIL #HES)

=E Bk

[ ¥ —H% A X (Key Size. CAPF THHEIND ZOBRETIE., ke X VAN Ry 7 ANb
B )] FEE O A X RIRLET, 774/ FREMIX 1024 T, Zh

PSDA T > a AAZiE, 512 & 2048 30 £,

77¢/v FREME Y b RE YA X%@?ﬂﬁ“é L. R CHA K

M bu b —EERT 5720 WZERFRID 0 £97, #E
W%ﬁW7§4ﬁU?4T:E¢5E\77?3V@%ﬁ$%%ﬁ%@
B MM TEET, EFHT T I » T, BAEROETIC 30 4584
ErmB e RnHY ET,

GX) [EHFEEX=2UT 171777 ALDOFE (Phone Security Profile
Conﬁguratlon)] 74 RUTRHESINS CAPF &L, [EiEFD
% 7E (Phone Configuration)] 7 « > K7 TRE &41%5 CAPF X7

% 2 LAHEICERPIH Y £3 GEMIC oW TR, [EE#EE
X2 7 7u7rAVOFREOE S M (PT2) 5L TL
72EW), [EEEDOKE (Phone Configuration)] ¥ « > K T CAPF
REZEFRT DB OV TIL, [Cisco Unified Communications
Manager 7 FI =X pL—>g2 07 Rl 22 LT ZE0,
[SIP FEFHA— k DFEIL, UDP 25 Z A L SIP 23T 2 EaAEMICEA S E T,

(SIP Phone Port)] UDP % {3 % Cisco Unified IP Phone (SIP ®#) 73, Cisco Unified
Communications Manager 75 @ SIP A v ¥ — Y OFEZICHEHT 5 R —
FNEFEANLET, 7740 FEREIL 5060 TT,

TCP %7213 TLS i+ 2 EiEKIT, ZOREZEWAL £,

Bt Xa )T, JOT7MILDER

[ & O E (Phone Configuration)] ¥V 4 > R T, EiEEX =2V 7 1+ v 7 7 A V&2 EEHHEICEH
LET,

1R BRI
B ORIEICGEAEEZEH T X2 T 0 Y7 v A V2T AR, B — B L THERY
RFEBAE (LSC) £ E LT, U A P— L SN DFEHE MIC) BNEFNTWDLZ E2MRLET,

B ICEEAER S EN TV WG, ROFIEEZEITLET,
1. [E&E DO E (Phone Configuration)] V 4 > KU T, ¥ F=7 Tur 7 AV 2EHALET,

2. [EE O E (Phone Configuration)] ¥ ¢ > K7 T, CAPF /& CRE SNTIFEAEL A VA h—v
LET, ZOEFEOETOFEMIZ OV T, [Certificate Authority Proxy Function o 5% |
(P9-1) #ZHL TSN,

3. [FEEDF%E (Phone Configuration)] 7 ¢ & KU C GRAEE IR BALAICRE LT NA A ¥ a
V74 a7 A Vel LET,

TNRAREGT X2V T4 TuT7 s A V2l 5123, ROFIRZETLET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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B EE#txa)T4 JAT7 ML ERBEZFLEERORN

AFvFT 1

A7y 2

ATvT 3

ATFvT 4
AFvT 5

FIR

[Cisco Unified Communications Manager 7 NI =X p L—2 3 > U1 F] OFBICHE> T, Bibks
g LET,

Bah D% & (Phone Configuration)] ¥ 4 & RUNREKRINIH, [T AEF2 VT4 TR T 7 AL
(Device Security Profile)] & /217 £,
[T A4 2EX2 YT 471771/ (Device Security Profile)] Ka v 7H o UR K Ry 7 ANb,
THNARCHEATHEX 2V T4 77 A VEBRIRLET, ZUTLEFWY A TBELOT 2 hany
MCRESNTWOEFEEEF =2V T 1 Tn 77 A NVETFRERENET,
[fR7F (Save)| 227 UV v 7 LET,

T OEMSICAEZEM T oI, [REOQEM ] 27V v 7 LET,

RDEZE

SIP %# 34T T D EREEIC K A ¥ = A FBREZRE LT HA 1T, [ =2 R2—¥F D% E (End User Configuration)]
T4 RYT, A AV A MEHEHE L ® Ea‘éz%m@ D ET, wIT, [ EE O E (Phone
Configuration)] 7 4 & R C, [ #A ¥ = A h=—H (Digest User)] X E % & “J‘éi&%?ﬁ)&) DEF, X
AVz2A N 2=PFBIOFA V=R MEHEHEOBREDFEMICONTIL, [SIP BifEDO XA ¥ = 2
FRFEOFRE ] (P11-1) #ZHLTIEE W,

BntER
[BEIEH | (P.7-14) #ZBL T 7Z&W,
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NABFRNRED 9, A — F &5 FAAL, Cisco Unified Communications Manager OFERE & |
BAILSNTERET 7 ANEYR— 577 =207 a— RIUKEFELET, BEBLSNTERET 7 A
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ANEHERLUET, LERIEELZFEITLIE, BT —I1X RC4 £721X AES 128 K5k 7 v Y X A%
FERALT, REZ7 7 A NVER S LET, BN RC4 & AES 128 D ELLDIEFLT VT Y X A%
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UrR—RLET, TROOEERS A THRET 7 A VOBLAEEZRIET 2D TEHY EX A, 7
MZHOWTIE, T AR—FShoEHEEOET L] (P10-4) 2L TIESN,
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ZOWEI TR E YR — N 2EFERIT, BRET 7 A VOB SALRET7 7 72 AL T, BElbani
T ANERFHEISN TRV T 7 A NVDELLEERT D% RELET, [TFTP K 51k (TFTP
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FLOK A Vx 2 MEMGEY &2 BRI S 7 > n— FLET,
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(P.10-6)

o [BFHMEX=2UT 4 777 A41D
WH (P7-11)

Cisco Unified Communications Manager £¥2 Y7« 541 F |



F108E BEEIhE-BERBREI7MLORE |

B  EEfsc7 LOBELOAENE

* 101 BEILREIZ7AIILOEREAFzVvIURS )
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TBEEIE H | (P10-11) 2B LT E S0,

BOFHEMODERENE
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DN & DR — D5k (PKI B k) HEHR— 325085 024 5123, ¥
R—hENDEFEDOET V] (P10-4) 2L TIZE,
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T, BEMMNETHHEE ICEET 2EZ LT 50k b7,

o BMALRTWV: TRTOREL CUCM OEFRTRETEET,
o NV BERNT E@uﬁ%é%‘: RE LT, COBFEELZRICRBR->T7 o — KR R =4

S5 UATE T, M LVVE A = = — 2 I BRI Bo © & £,
. %ﬁb%#w:%ﬁ%m\77~A¢:77y7?—h%i@%ﬁ%%%v%—bﬁ§ﬁﬁé:k
MTEETS,

e %4 : VPN hr L, HFFB L IP phone —E AL IFICHEA S E T, PC A— MRS
NTWHPCIZEY, VPN AT~ VT F?:T’E{ﬁﬁﬁ LCEAHD b RADFREER L O
N SANET,

HR—rENBT/NM X

Cisco Unified Reporting # i 3 % &, Cisco Unified IP Phone THAHR—h =D VPN 7 747 b %
7 T & £ 9, Cisco Unified Reporting T, [Unified CM Phone Feature List] #7 U v 7 L ¥ 7,
[Feature] D 7V & 72 A == —7»5 [Virtual Private Network Client] % 3841 L £ 3, = OEE R R —
FLTWBEEEDO Y A MBERENET,

Cisco Unified Reporting O i 71 DFEHIZ DWW Cid, [Cisco Unified Reporting Administration Guidel %
ZRLTIEEN,

VPN ##REDERTE

PR — K EN TS Cisco Unified IP Phone @ VPN #REZ iR E T 5121, IR T FINEIZENFE T,

Cisco Unified Communications Manager £¥a 1) 71 #4 F
| g o1 |



F16FE N—FYIL TS54R—F Xy IS OFE |

N VPN #somE

& 16-1

VPN OFEAF v IUR b

REFIR

FESIUVEEFIR

&b

VPN #—bhT A T LI
VPN =2 2o b —H4 %
Yy F Ty LET,

REHFRICOVWTIZ. KDL IR VPN I L —F D=2 T L%
ZHLTLEEN,

e [SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

http://www.cisco.com/en/US/products/ps6120/products_configurat
ion_example09186a008071c428.shtml

GE) ASA Y7 hU=TiENR"—Var804URTHLILENDY
9, F72. [AnyConnect Cisco VPN Phone] 7 A &> AN A >
AR—=AENTWDHLLERDHY £7,

GE) =2— VPRIV E—MEFE Ty LV =2T EHLEIREFTHRE

Ty L — RTLBEORRMICOTE 5 EIEE ERET 5729
(2. VPN =2t b —F &Ry FU—2NO TFTP 7213
Cisco Unified Communications Manager %+ — /3@ < (IZ& > |k
ToTTHIEEBEOLET, £y FU—=7 TIOX) R
ExFEBTERVEAIL. VPN 22 L —2DBRICH DR
BOTFTP £-Fin— RN —N"&ty T v 7 TEET,

ATyw T2

VPN a vt b L—HZ Dk
AELT v 7r—RFLET,

17 % VPN 7' — 7 = A OBHE]

AFyFT3

VPN 7 — h U = A & EL
£,

17 % VPN 7' — 7 = A OBHE]

ATv74

VPNZ — b7 = A 2 A LT
VPN 7 —7"% B L £9,

%18 & [VPN /v — 7 DR IE]

ATvT5

VPN 727 7 A VEHKE L
*7,

F19 % [VPN 70 7 7 A LDOFRE ]

ATvT6

VPN 7/ —7% XY VPN
a7y AN EHBEOES
a7y A TEBMLET,

Cisco Unified Communications Manager O & BN — T, [T /34 R
(Device)] > [ T 734 A DR E (Device Settings)] > [ Ll DO EFHE T = 7 7 A
J (Common Phone Profile)] ®NEIZIEIR L F 7, FHMIIZ DWW TIiL, [Cisco
Unified Communications Manager 7 NI =X pL—23 2 T4 F] @
HE@ERE T2 7 7 A VORE] OEEZZRL TSN,

(G¥) VPN 7m7 7 A NVELEOELET 27 7 A MABEAHT T
WAL VPN 13 [VPNERE DR E (VPN Feature Configuration)]
VA4V RYTERINTNDT 74V MREEFEHLET,

ATvITT

Cisco Unified IP Phone ™
7y —ALU=T %, VPN %
PR—FLTWNBE A=V g
YTy T T L—RLET,

Cisco VPN 7 T 4 7 > F & E4TT 2 I12iE, R — & T 5 Cisco
Unified IP Phone T7 7 —A 7 =7 U U—2 9.0(2) LABEREE) L T2
BERHVET, 77— U =T OT v 77— RHEEOFHEMICOWNTIL,
f#fl LT\ % Cisco Unified IP Phone €7 /v ® [Cisco Unified IP Phone
Administration Guide for Cisco Unified Communications Managerl)l % %W
LTLIZEN,

GE) 77—27=x7 VU—R9.02)IZ7 v 77 L— KT Dm0, ¥
AN— Kk &I T3 Cisco Unified IP Phone T7 7 —2L 7 =7 VU
U—Z 8.4(4) IEDNHEE L TWAMERSH D 77,

AFvT8

PR — F T3 Cisco
Unified IP Phone Z#1{#H L
T, VPN B8t feNe LET,

Cisco Unified IP Phone D&% E$ & U VPN B ORENL OFERIZ DU T,
ffi H L T\ % Cisco Unified IP Phone &7 /v @ [Cisco Unified IP Phone
Administration Guide for Cisco Unified Communications Manager] %W L
TLEENY,

Cisco Unified Communications Manager £¥21) 571 4 F
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= CHAPTER

VPN ¥— bk 1 DERE

VPN #— U = A ZRETDHITIE, OIS, VPN 2B ML —ZOFEAELZ 7 v 7o — R LTh b,
VPN 7= T = A R ETIHILERH Y 97,

ZOEF, WONBETHRINLTWVET,
e [VPN vt L —XDiEHEDT v 7 —F] (P.17-1)
e [VPN#A ¥ — b7 xADHE (P.17-2)

VPN a2 FL—2DEERAENDT7y 7A—F

ATFvFT1

VPN #EZ YV R— 1 T5L 512 ASA 2ty N7 v 7554813, ASA TIEEZAERTLIZ L&
B LT, EARSHEERESL PC 723V -2 AT —Ya iifvra— LT, ZOEOF
JIE % 4 F§ L C Cisco Unified Communications Manager (27 » 72— K L %7, Cisco Unified
Communications Manager 1%, FEFIE A4 EZE L VPN BIOEHY 2 MRFELET,

ASA X SSL v Ry =A 7 Hiz SEBHE A 3%/ L. Cisco Unified IP Phone 13 Z DFFBHE A EE &
VPN HOEEY 2 R~ fr%fmémﬂ\éﬁ‘&ttixbiﬂ

Cisco Unified IP Phone (35 7 # /v kb T% @ Manufacturer Installed Certificate (MIC; $lii&c CTA o A
M=V ENDEHE) 25E L ET, CAPF 4 —E 2 &% E L TV A A IZIE, Cisco Unified IP Phone
1% @ Locally Significant Certificate (LSC; v —H /L THZZ2FEAE) 22X ELET.

FORA A LUV DFFAERGE A #2841, Cisco Unified IP Phone MEE I NS L H iz, —k
MIC F721% CAPF GZEHHEZ ASAIZA VA =N THMERH Y 7,

Cisco Unified Communications & XV —7F 4 7 Y A7 A %&{EH L T, iFHE% Cisco Unified
Communications Manager (27 v 71— R LE 7T, ROFMAIZHEST, VPN a2t b L —X OiEHEL
7y Fu—RKLET,

FIR

Cisco Unified Communications XL —7 ¢ > 7 Y RF LAOEHNL, [BF =2V 7 1 (Security)] >
[FERIZ D #E (Certificate Management)] Z3&R L £ 7,

[ fEAE D —& (Certificate List)] 7 1 > RUBNFREINET,
[fEBAZED T v 7 v — I (Upload Certificate)] 7 V v 7 L %7,
[fEBIEDT v 7' v — K (Upload Certificate)| Ry 77 v 7 v 4 v RURTREINET,

[ FERAE D4 Hii (Certificate Name)] 7V & 0 v A =2 —0 5, [EiG & VPN B OE##EM: (Phone-VPN-trust)] %
BIRLET,

[ZM(Browse)] 27 Vv 27 LT, 7y 7m—FRT57 7 A VEBERRLET,
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$17% VPNS— b9/ ORE |

B VPN -9z DEE

ATvF 5 [Z77A41rDT v 7 u—FK(UploadFile)] %27V v 27 LET,
AFYT 6 TuTa—KTHT s AN ESBICRRT 57, £721% [BU 3 (Close)] 7 U v 7 LET,

FEAEEFL ORI DWW T, TCisco Unified Communications Operating System Administration Guide]
DF 6 F [Security)] #ZLTIZIN,

VPN 7— k7 = 4 DEE

ZOHEIE, WONKETHEREINTWES,
o VPN ¥ — 7= A DK (P.17-2)
e [VPN#¥ ¥ — U= ADEE] (P.17-3)

VPN 7— k7 1 D%

VPN 7 — h U = A RS 212035, ROFIEEZFEITLET,

FIE

AFTw7F 1  Cisco Unified Communications Manager OEFL~— T, [ JEIEHERE (Advanced Features)] > [VPN] > [VPN
47— k7 = A (VPN Gateway)] DNEIZER L £,

[VPN 7 — ~ 7 = A Ofi%% & —E %/~ (Find and List VPN Gateways)] V 1 > RURERENET, 77
T4 7 @HiD) 72 —DLa—Rb U 4 RUILRRSNDIHERH Y £7,
AFYT 2 THAR—AOTRCOLa— RERRTDHITINE, FAT IRy I ANETHDLZ LB LT, A
T/ 3R ET,
La—R&a7 4 g ) o7 EIIRET D123, ROFIREETLET,
o BHD KRy THTL VAN KRYy I AND, RBRTA—FERIRLET,
e 2B/HO Ny FHF UL URN Ry T ANDL, RBENRZ—UEEBIRLET,
o MEIZHEUT, WYARMRTFAMERELET,

N

GE) MBEHEZENTDHIE, [F]ARZ 270y 7 LET, FME28MT58, HELLETRTO
FC—ET DV a— FRRBSNET, FEZHIRT I, (A2 %22 ) v LTKE
B L=t 2 HIBRT 200, [Z 4 V& D2 U 7T (Clear Filter)] R¥ > %227V w7 LCGBEML
2T R COMREFMEEHIRLE T,

ATvT 3 [HREFnd]E=27Vvr LET,

—HIT LT _XRTOLa— RBRRRFINET, [ X—TVH72h D174 (Rows per Page)] Kry 7 X v Y
AL Ry 7 APORRDEERIRT 5 EXN—VICFERENDHAREZLTE TE ET,

AFyFT 4 FERENFELa—FR U, AOLa—F oY v s 270 v 7 LET,
N

GE) VDAMORHLICEMEFZIEITFRMEORNNG 25/, TORAZZ Vv 7 LT, Y—h
R A w2 LE9d,

U4y RUCERLIZEARE RS ET,
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| £17% VPNS— YA OBRE

VPN —rzqonE B

VPN ¥— k7 1 DERTE

ATFvFT1

A7y 2

AFv7 3
ATv7 4

VPN 7 — b7 = A Z8I0, B, a2 —3 25123, ROFIEEZFITLET,
FIR

Cisco Unified Communications Manager D&~ — T, [ JLE3EHRE (Advanced Features)] > [VPN(VPN)] >
[VPN % — k7 = A (VPN Gateway)] ®NEIZEIR L E 7,

WOEEDO T EFITLET,

s HLWTHTFANEBNTSICIE, BEY 4> RO [ HLEMN (Add New)] 227 U v 7 L, %
T w7 3L ET,

o BEfFO VPN ¥ —br U =A%t —32520%, [VPN 7 — F 7 = A O] (P.17-2) OFBHIZHE,
WE 277 7 ANVERDT T, a—925 VPN = VoA ORUIZERINTND [ 2 —
(Copy)] RE& v %27V w7 L, AT v 3R ET,

s BFO7eT7 7 ANVEEHT LTI, [VPN 7= b U oA OB (P17-2) OBBIZHEV, B2
VPN ¥ — U= A Z RO T, 27 v 7 3L FTT,

[ HHLEI (AddNew)] 22 ) v 2 F 5 & 57 4 =L ROF 7 40 MREE R LIZREY 4 > RoRE
RENET, [aE— (Copy)] 27V v+ 5L, BEEIE—LEREY 4 v RUNRRSNET,

# 17-1 OFHITHE- T, WORFEEEASLET,
[#7F (Save)] 22 U v 7 LET,

# 171 VPN — ko = f DR EE

TA4—LF B8

[VPN 7 — U = A 4 (VPN Gateway Name)] |VPN 7 — hU = A OA4FIZATILET,
[VPN 7' — k7 = A O] (VPN Gateway VPN 77—+ 7 = A OFHBAEAS L ET,
Description)]

Cisco Unified Communications Manager £¥2 Y7« 541 F |



$17% VPNS— b9/ ORE |

B VPN -9z DEE

® 171 VPN 47— k7 = £ DE&E(E

Z4—ILF % BA

[VPN %' — k7 = 1 @ URL(VPN Gateway F—=br7 A NOEHER VPN a2 FL—2D

URL)] URL # AJJLET,

GE) VPNzavtyhL—HIZ1ODZL—F
URL #3% €L, 2O URLZ4¥ ¥ — v =A
URL £ LCHEMTOIMLERDH D 7,

HEFRIZONTIE, DL H7% VPN =& b
L—HAD~=aT VEBB LT EEN,

e [SSL VPN Client (SVC) on ASA with ASDM
Configuration Example

http://www.cisco.com/en/US/products/ps6120/
products _configuration example09186a008071
c428.shtml

[ Z O AT VPN REHE (VPN Certificates in - | FRAIF—B X O FRAIF—2HH LT, iFHEE
this Location)] F—hUzAAIZEY S TET, EHEE S — Ry
ANZEID BT T256, VPN 7 47 2 M3k
DAty b b—F ORI L ET,

GE) ®wKRI0DFEAEZEZ 1 >O VPN 7 — U= A
BB THZENTEET, T2, 75—
Y2 AR S 1 OOFFHERE Y Y
THLENRH Y £3, it L VPN HOEH#EME
FEMRIZ BAFRAT 1T DAL REAE 23, (AT
BE72 VPN FEFAED U R MR RrEnN £,

Cisco Unified Communications Manager £¥21) 571 4 F
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VPN JIL— T DE&E

ZOETIE, VPN 7 —F OIERFIEC SO TR LET, VPN 27— 7 kBl L7, % L
VPN #¥— F Y =L OWTINNE - DI —TIEMTExE9,

ZOEF, WONBETHRINLTWVET,
e VPN Z/L—7 %] (P.18-1)
e VPN ZNL—7D&E] (P.18-2)

VPN JIL—T Di&EHE

ATFvFT1

ATvT 2

ATvT 3

ATFvF 4

VPN 7 NV —7 %R T 5103, ROFIEEZFEITLET,

FIR

Cisco Unified Communications Manager D& #H~— T, [ JE7EHRE (Advanced Features)] > [VPN(VPN)] >
[VPN Z L —7 (VPN Group)] ®IIEIZER L £,

[VPN 7 v —7 Ofidk & —% R (Find and List VPN Groups)] 7« > RUBRERENE T, 77T 47
e (FiD) 72U —DlLa—RE o 4 RVIZRRINDILERH D 7,

T A R—=2ADTRTCHDLa— RERBETDHITINE, XA TRy I ANRETHDH I EE2HERLT, A
T w7 3L ET,

La—R&ET7 4 NF Y T EIIBREBET DI, KOFIEEZFETLET,

e BHIDOKRKuyTE T UAKNRy T ANE, RBNATA—XEZEIRLET,

e 2DFHDODRO YT H T UAN KRy T ANDL, MRBNRF—ZEIRLET,

e MEIULUT, MURMBETXFAMEEELET,

N

GE) MBEHEZEMTDHICE, [F]ARX &2 70y 7 LET, FMHE2E8MT5E, HELLETRTO
FEC—ETDVva—FPBRBRINET, FMEZEHRTICE, [ RZ %220 v 7 LTk
B L 724 E 2 HIBRT 20, [Z7 4 X D27 VT (Clear Filter)] R¥ > %27 U v 7 LTBMLE
TRTCOBRBERMEELHIBRL £,

[#% (Find)] 227V v 7 LET,

—HT LI RTOLa— RBRRRINET, [ X—TH7 Y DITH (Rows per Page)] ey 77X o U
AN Ry I ANLRLDEERINT DL HN— VIR REINIHEAREZER T ET,

KrRsnlera—F VAR, AOLVva—RFo ) 272270 v 27 LET,
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$18% VPNIL—JO%E |

W VPN L—ToBE

N

GE) VAMORHMLICEMEELZIITHEORMBSL5E81Z. TORME2 ) vy 27 LT, Y—F
NEFF 238 L E 9

U4y RUICER L EHA R RR SNET,

VPN S IL—TDEE
VPN ZV—FZBM, BH., EREar—35100%,. ROFIEEZFITLET,

FIg

AT7w7F 1 Cisco Unified Communications Manager D% H~=—C, [ JEIEHEHEE (Advanced Features)] > [VPN(VPN)] >
[VPN 27 L—=7" (VPN Group)] DNEIZEIR L F 9,

AFvT 2 WKOEEZEOWTNILEETLET,
« HLOTET A AFBNT BT, BB 4> RY O [ FHLEN (Add New)] #27 U v 7 L, %
T o7 3THERET,

o WEFED VPN L —TF A avr’—345(21%, [VPN ZL—70f%#] (P.18-1) OFMBICHE, @yl
T Ty ANERDITT, ab—795 VPN Z L —7ORIZER RSN TS [ 28— (Copy)] R¥ v %
7V L, AT v 3CHERET,

o MHEOTU T ANEEHFTHITIL, VPN ZL—7 0% E] (P.18-2) OFHHITHEV, w2
VPN V=T %RoF T, A7 v 7 3R FET,

[ HHGEMN (AddNew)] 22 U v 7 F5 &, %7 4 — L ROF 7 4V M ERR LEREY v R
FRENET, [26— (Copy)| 27V v/ T5E, RELIC—LEREY 4 v FURFRENET,

RFvF 3 £ 18-1 OBBUCHES T, WY RBEEAS LET,
ATFvT 4 [RFSave)] 22V v LET,

% 18-1 VPN J)L— T DR EE

TJ4—ILE it

[VPN 7'/ — 74 (VPN Group Name)] VPN ' V—T7 D4 i AT LET,
[VPN 7' b — 7" @i (VPN Group Description)] |VPN Z L —7O#HEZ A LET,

Cisco Unified Communications Manager £¥21) 571 4 F



| £18% VPN FL—F0BE

VPN 7 —FoExe B

& 1841 VPN JL—F DB EE

J4—ILFK EE

[fER ATREZR TR CO VPN 7 — L7 = 1 (All A 7mv—n LT, AR XTD VPN 7' —
Available VPN Gateways)] o2 ZRKRLET,

[ZOVPNIZ LV—TNTEIN SN — NV = A | EREIARZ & FRAKZ 2 LT, A
(Selected VPN Gateways in this VPN Group)] BE72 VPN ¥ — b T = A 2 Z D VPN 7L —7|Z
ANTED TN —T b4 L7 LET,

VPN 7 547 N CTEHKRKZTT—NHEAL T, FF
FED VPN 7 — b o A IZHEHRTERNWEA,
VPN 27 5472 MIU A SNDOKRD VPN #— k
TeAICERLLY E LET,

GE) 1->m VPN 7 L—7I1Z&K 3 50 VPN
F—hrUxA ZBMNTEET, £7-. VPN
TNA—TNOGERHERT., 47T 10 £ T
<7,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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W VPN L—ToBE
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VPN 78774 LDERTE

ZOEE, RONE TSN TNET,
o VPN 7 r 77 AV otE (P.19-1)
e VPN 7r 77 A VO] (P.19-1)
e VPN 7r 77 A L0EE] (P.19-2)

VPN B2 74 LOBE

[VPN 71 7 7 A L (VPN Profile)] 7 4 > FUZFHEH LT [HEOEZE T 12 7 7 A /L DX E (Common Phone
Profile Configuration)] ¥ -t > R T Cisco Unified IP Phone IZHIV ¥ TH 717 7 A VEERK L ET,

VPN 70771 LDI&RE

VPN 7u 7 7 A NV E2BRET HI2E, WOFEEZEITLET,

FIR

AT7wF 1 Cisco Unified Communications Manager D% Bi~=—C, [JLIEHRAE (Advanced Features)] > [VPN(VPN)] >
[VPN 7’17 7 7 A L (VPN Profile)] DIEIZEIR L F 7,

[VPN 7 a7 7 L VO L —E# R~ (Find and List VPN Profiles)] v « > RUnRERENET, 77
T4 7% (fiD) 72 —DOLa—Rb U4y RUERRINDIGENHY 7,

ATvT 2 TR ADTANTOLVa—FERFT LI, AT IRy 7 ABRETHDH Z LB LT, A
T 3R ET,
La—Ra7 4 Z ) o 7 ERFIRRT 212, ROFIMEEZFEITLET,
s BWORryTH T VAR KRy 7 ANE, MBNRTA—FEBRIRLET,
e 2HHDORuyFHZ T YA Ry 7 AND, RN -2 BRIRLET,
o REZEUT, BWYIRMRT F A MEEELET,
N
GE)  MREMZENT 213, [H]RF 22 ) v 7 LET, FEZBNTLE, FHELEZTTO
FC—ET DL a— FRRRENET, FELZHIRT I, [ AZr22 Y v 7 LTRE

VB L7 S tE 2 HIBRT 20, [ 4 A Z D2 VT (Clear Filter)] R¥ > %27 U v/ LTBMLE
TRTORBREZHIFRLET,

Cisco Unified Communications Manager £¥a 1) 71 #4 F
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$19% VPN 7O274LOFE |

ATFyvFT 3

AFvT 4

VPN 70774 LDKRE

[#% (Find)] 227V v 7 LET,

—HIT LT _XRTOLa— RBRRRFINET, [ X—TVH7h D174 (Rows per Page)] Kry 7 X v Y
AL Ry I APSRRLDEERIRT 5 EXN—VICERENDHAR LT TEET,

FRENELa—F UA MRS, BOOLa—K0YY27%2 0 v 7 LET,
N

GE) VAMORHBUICEAEELITRAEZORMPSLHEIE, TORHEZZ Y7 LT, Y—F
NEFF 2380 L E 9

U4y RUCERLICHEARE RSN ET,

VPN 707741 ILDERTE

AFvFT 1

A7y 2

AFv7 3
ATv7 4

VPN 7o 7 7 A V&8, B, i3 —32512F, ROFIEEZFITLET,
FIR

Cisco Unified Communications Manager Q& #H~— T, [ JL3EHAE (Advanced Features)] > [VPN(VPN)] >
[VPN 712 7 7 A /L (VPN Profile)] ML= 2 L%,

WOEEDO T EFITLET,

s LW BTy ANEBINTAHICIE, REBEY 4 RO [ HEEM (AddNew)] 227V v 27 L, A
T w7 3L ET,

s BfFOTuT7 A NEa—F52iE, [VPN 7u 7 7 A L] (P19-1) OISRV, @b
TuT A NEROF T, A =95 VPN 707 7 A LORICE RSN TS [ 22— (Copy)] A
Ao )y L, AT v/ 3IZHERET,

o MEOTa 7y ANEEHTAHIZIX, [VPN o774 VofiR] (P.19-1) OHEBAICHEV, b7
VPN a7 7 A NVERDOT T, A7 v 3ZtHFEzT,

[ HHLEI (AddNew)] 22 ) v 2 F 5 & &7 4 =L ROF 7 40 MEE R LIZREDY 4 v RORE
RERET, [2E—(Copy)] &7 VU v/ 5L, BELIE—LEREY 1 FURFTRSHET,

# 19-1 OFHICHE- T, WURFEEEASILET,
[#7F (Save)] 22 U v 7 LET,

# 1941 VPN 7077 1 LOREE

J4—)LF ER

[ 4 A1 (Name)] VPN 7o 7 7 A VOA4TRTEZ AT LET,
[ #F7 (Description)] VPN a7 7 A LO#HBHZ AL LET,

[B8%y N2 RIHEZAIE | ZOF =y 7Ry 7 A4 T 5HE, VPN 7 74 7 > ML, #H
(Enable Auto Network Detect)] | kv hU—24MZH 5 Z L BRI SNIZHAITHE D T TEET,

7 74V b [ #%) (Disabled)]

l_ Cisco Unified Communications Manager #2974 A4 F



| $19&% VPN JFOI774ILOHRE

VPN 7o77q 1 ome B

& 191 VPN 70277 ILOBERE (=)
Z4—ILF ot
[MTU] Maximum Transmission Unit MTU; ik KfniE>r=v ) OV A X%

NA NEALTASDLET,
F 74k 1290 XA b

[ #2#c D KLBY (Fail to Connect)]

VPN b U RVOERHIZ, v 7 A v FE 3B EN e T 5 F T
T DM Z2RE L £,

T7HNE 308

[FAARNIDF =7 &HuMk
(Enable Host ID Check)]

COF v IRy I ARETCOEE, F— MU oA GEHED
subjectAltName % 721X CN 23, VPN 7 A 7 > b O#:kiJc o URL
EHLTWDRERSY £,

7 7 4V bk : [ %) (Enabled)]

[7 747 > FaRiE X (Client
Authentication Method)]

Fay 77Xy VA NNES, 7947 0 FRAESTAEBERL £,
o [Z—HP—EBILUIAT— K (User and password)]

e [/NAU— KD A (Password only)]

o [FEAIE (Certificate)] (LSC % 7-1 MIC)

[ K/ XA D — R &A1k
(Enable Password Persistence)]

IDF 2w IRy I AEFNCTDHE, v A URITORK, =—F
WEBRAT—=FROFHTOI )7 £ITBIFHEDO) v FRER
I AT HET, 2—% SR U— FREFHRICRESRET,

Cisco Unified Communications Manager £¥2 Y7« 541 F |
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| VPN 7077 1 LDEE
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b cineren 20

VPN #REERE

CDETIE, VPN BEERE/NFTA—RCOVWTHALES . COEDHERIE. RDEEYTT,
o MHZE] (P.20-1)
o VPN #aesRE/NS 4 —% 1 (P.20-1)

[VPN ##e2% % (VPN Feature Configuration)] 7« > F2IZ(&. VPN 7O 774 L& HED
BEITOI7AMINEEEMFTTOEMEEIC, PATLTHERENS VPN #EEO L BERERE
NEFNTVWET VPN JOT 7ML HBOBFE O T 7 /M LBRENO—HELTERLTL
55E. VPN 707 7 1 )LIE [VPN #8E5%E (VPN Feature Configuration)] ®i&E & U 112
£EhFEJ,

VPN ##REERTE /N T #

ATFyvFT 1

ATFvF 2
AFvT 3

VPN BEERTE/NT A — 2 ERET DI2E. ROFIEICHWNET,

Cisco Unified Communications Manager M & #~<X—C, [$L5E#HE (Advanced Features)] > [VPN] >
[VPN ¥8E D% & (VPN Feature Configuration)] O NEIZEIR L F 97,

[VPN HEAER% & (VPN Feature Configuration)] 7 > KU BNE/RENE T,
# 20-1 12> T, HESELZIT AND D, EREFF LWEEZ AN LET,
[#-1F (Save)] 27 U v 7 LET,
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$%$20% VPN #EERE |

W VPN #EERE/SA—4

% 20-1 VPN #aeiE/{5 A —4

Z4—ILE TN E

[Enable Auto Network Detect] [True] ®I/FEVPN U 54 T7 > ME AR Y FT—
IRHIZHBEZEDNBHEINEHRICNAEYETTE
£7,
T 74k : [False]

[MTU] EREE1I=Y FEEELET,
T4k 1290 /N A k
=/ME : 256 /31 +
xAIE : 1406 /31 k

[Keep Alive] F—TT73547 Ave—TFFEETIHREEEL

EE I

(3¥) Cisco Unified Communications Manager C#&/E L
LY /NS VE (Belidh) 2 ELTESE.
ZOMEIX VPN a2y hL—F DX —FT7 T4
TEREICL->TEEETSNET,

T4k 60

&=/ME:0

=AE : 120 #

[Fail to Connect] VPN b RIILOERFIZ, BT A U FE - (TEHRRE
NETTEIETHET IBHMEEELET,

T4 L 30
&/IME : 0
& K{E : 600 #

[Client Authentication Method] FRyITHEDY YRS, 295472 FRIEAR
ZERLFET,

e [User and password]

e [Password only]

o [Certificate] (LSC Ff=I& MIC)

T 74k : [User and password]

[Enable Password Persistence] [True] IBE. AT A VERITORK., 2 —HFITKk B8
AT—FDFHTOY )T FEFEBEEHDY LY
PERUMMNFEET SET. 21— RKXT—FHE
ERICREINES,

T 74k : [False]

[Enable Host ID Check] [True] DI/FF. 77— b2 = A FEAE D subjectAltName
F=E CN A VPN 251472 FO#EKEED URL
E—HBLTWABENHYET.

T4 b [True]
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5 o 2

%%s JTAPI, & U TAPI OFEELBESIED

ZDOETIX, CTI, JTAPI, 8L TAPI 77U 7 — a 2T 5 HFIEICOW TR BEIZEHI L E T,
F£7-. CTI. TAPI, 8L ITAPI 7 7 VU r— 3 » ORFE LW B{L 2R ET 57912, Cisco Unified
Communications Manager D& TEITT 2 LB H DIFEEICHOWVWTHHA L E T,

IO~ ==7 /)L TIL, Cisco Unified Communications Manager ®% #ECfE i T& % Cisco JTAPI %7z
WX TSP 777 A4 DA VA M—=NVHER, A VA=A EF2 T4 R"TRXA—=FERET D HIE
WZOWTHEHHA L TWEREA, AL, ZOv=a7 /L TiE, CTLHIET A 2 £ 72 2B HIR 2 3% E
THHELRBLEE A,

ZOEF, WONFETHERINLTNET,

e [CTI, JTAPI, BEX O TAPI 77V r— 3 > ORBFEIZOWT ) (P.21-2)

o [CTI, JTAPI. BEOTAPI 77V 7 —3 a3 > O E{LIZH>WT (P.21-3)

e [CTI, JTAPI. BLWTAPI 77V 7r—3 2 »iZxt4 % CAPF O] (P.21-4)

e [CTI. JTAPI. BXW TAPI 77U —3 3 02xt1 5 CAPF > A7 2O AEERI X OB
(P.21-5)

o [CTI, JTAPI, BX O TAPI Ot X2V F 4% EMF =y 27 U AL (P21-5)

o X2 T 4l —Y I V=T ~OT7 7V =gy a—HFlxzr Fa—Fo@El (P.21-7)
o [Certificate Authority Proxy Function +—tE 2D 7 7 7 ¢ 7{k] (P.21-8)

o [CAPF #—t A T A—XDOHEH| (P.21-9)

o 77V —vay a—WEiFmr Fa—4% D CAPF 7n 7 7 A L O] (P.21-10)

o 7TV r—varya—WEE=r K 2—%® CAPF Va7 7y A LOi%E] (P.21-11)

o 77Vl —var 2—% CAPF 777 A VvBIXOP= K =—¥ CAPF 7u 7 v 14 /v® CAPF
BET 4 FY ) (P21-12)

o [ 7Yl —3 g 2—% CAPF Y277 A VFE-lZ= K =—% CAPF a7 7 A LOHIE]
(P.21-14)

o [JTAPITAPI ¥ = VU7 ¢ Y —E R /T 2 —%| (P21-14)
e 77V r—vary a—VEREFD Uy N 22—V T HEHBERIED 2T —Z 2D FER) (P.21-15)
o &KW (P21-15)
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H  CTI. JTAPI. BEUTAPI 77U —> 3 VOBREIZDNT

CTI. JTAPI. 85L& U TAPI 7 75— a3 VDREREIZDLNT

Cisco Unified Communications Manager Z{# ] L T, CTIManager & CTU/JTAPIVTAPL 7 7’V /r— 3 »
DMV T TV THRBIOAT 47 AR —LERETEET,

W@%ﬁfﬁ\G%MDWVBP???%V@%VXFﬁN#K?%;U%4&E%E Lt:&%ﬁﬁ
ELTWET, F72, CiscoCTL 7 ATV FTIFAX X2 T 0 T— RDBNR RIZBE S
TWAHZEHEAHREE LTWET, ZOFETHPTAIMEELFITTD & & \yng@ E#E%énrw
7eWEA . CTIManager & 7 7V 7r—va id, EeXa7 R— b THEIR— b 2748 THFINE T,

CTIManager B L7 7 U 7r—v a3 Uit HEICRFES N TLS N> Ryoof 7 GEHERHE) |
T F D ID s L E 9, TLS #EfiN iz S d &, CTIManager 8L OT7 7Y Fr— = /li\ TLS
AR—F, R—1+ 2749 LTQBE)‘/‘TZ VERZHBLET,

TV —va v EOFBREEIT O 72012, CTIManager 1%, Cisco Unified Communications Manager FIF
B (A A h—/LREIZ Cisco Unlfled Communications Manager ¥ — NICHBIRIZA VA =L ER
LHEEAHE, 377y M7 4 —AZ7 vy 7 u— Raniz¥— KX—F 1 O CA B4 & FEH
) ZHHLET, CiscoCTL 7 A4 7> h&EA A=V LTCTL 77 A VEAER LK, ZOFF
BHEX CTL 7 7 A VICHBRICEMENET, 77U 7 —3 3 %, CTIManager ~D k% 474
LHEMNZ, TETP =06 CTL 77 A Vv &a X U — RLET,

JTAPI/TSP 7 A4 7 > NI, #1HTCTL 7 7 A% TFTP +— "Xy rn— K95 & %12 CTL
TrANEEELET, JTAPUTSP 2 747 MI CTL 7 7 A VERBGEL W2, XU rm— Rid
X2 T RERETHEITT LI E2MIHERELET, %D CTL 7 7 A VDX U m— Rid, JTAPUTSP
7747 v hCHERRENET, L2 iE CTL 7 7 A VOB Hitk, JTAPUTSP 2 74 7 > M &, CTL
7741»@?%; V74 b= EFERLT, ¥ a—RLEFHLWCTL 77 A VDT VR NVELE
RIELET, 77 A VONEIZIL, Cisco Unified Communications Manager fE#A#E & CAPF #— 3Gk
AENREENET,

CTL 7 7 A ADMREEINTWD s34, JTAPUTSP 7 947 hMid# v a— KL7= CTL
TrANEEEBRIEYAL, TTAT Hi:1:7 o i L, BEFED CTL 7 7 A VIZH 5 H 0N
AEAE A LT, TLS #6028 T LET, CTL 7 7 A A BEE L ITRESH TWAEA, E
WIS CERWAMREERH Y 3, CTL 7 7 A VDX 7 v — RiZ %ML 5D TFTP % — Q77
T 284, [CiscoCTL 7 74 7 v boiwE] (P4-1) THHAT D LIz, Bl TFTP —"T7 7 A
N ra—RT5K 0 ECTCEET, JTAPUTAPL 7 5 A4 7 v~ f\  ROSGLETTIE, EoR—
MZHERLEEA,

o [MENOHBATIIAT U MNCIL 77 AV E X run— RT&ER\W (CTL 7 7 A VREELR
Wig &),

o U TA TV MIEEFED CTL 7 7 A ViR 720,
s TFVr—varya—PEEXxaT CTla2—HF & L THELE,

CTIManager & OFBFEE4T 5 72912, 7 7 VU 7/ —3 =3 %, Certificate Authority Proxy Function (CAPF)

TS HAEAEEZEH LES, 77U r—3v =2 & CTIManager & OF X CTOEHE T TLS & H 3
Bk, 7TV =2 ar PC TEITENDIA VAZ AT LIC—EOEFENLETT, 1 DOFEH
FETTARXTDOA LV ARAZ AN N=ZNDLDITTIEH Y £ A, Cisco IP Manager Assistant — ' 2 %
FEITLTWD ) = NIZEEAFERA VA R =L END X HIZTDI1TiE, £ 21-2 OFBITHEW, Cisco
Unified Communications Manager DB TENENDT S U r— 2 2—¥ CAPF Vv 7 7 A L&
7elid=r F 2—% CAPF 7u 7 7 A MIZ—BEDA L AZ 21D R ELET,

TV r—a kD PC LT AYA ML LTHIO PCIZA YA M—LTBHEES. HiLW PC
DEA AR R L TH LOGEAEZEEZ A VA MLV T DM ERH Y 77,
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| £21 % CTI JTAPL, &&U TAPI OFEEEBEREOHRE

CTI. JTAPI. 8&U TAPI 77U 45— 3 vomEEikizonvt A

Flo, TV =2 a d TLS #HCT Hi2id, Cisco Unified Communications Manager D& ¥ T
TV —v gy a—¥FEiET K 2—3% Standard CTI Secure Connection == —¥% 7 /L — 7 |Zi8
MT20ERHDET, 2—F 207 NV—T1ZBMML, EHEZA VA —ATHE, 7TV r—ay
I —W¥% TLS A — MEH CTHE ST £,

CTl. JTAPI. 5&UTAPI 771 r—2 3 VOBEIEIZDNT

Je

=

GE)

FOREIE, BESAEDR/ANEETY, DFE V| BEEEZRE L TWaaWngGE, 5L T £ A,

Cisco Unified Communications Manager Assistant, Cisco QRT. 33X U Cisco WebDialer (3K 5%
PAR—FLTWEEA, CTIManager —ERIZEH T2 CTL 7 FA T > M, 7947 FPBREFN
Ty FEFRETLIHE., R bz dR—1T252L03HY ET,

7 7Y r—3a & CTIManager DD AT 47 A KV —AERLEIZT SIZ1E, Cisco Unified
Communications Manager OEECT7 7V r—va v a—¥FFig=> F =— %% Standard CTI
Allow Reception of SRTP Key Material == —% 7 /L —71ZiBM L E T, 25O = —3 2 Standard CTI
Secure Connection =—% 7L —IZHHFET HHERL. 7 T AZ ¥X 2T 4 T— FREAGE—FE
LU WEA, CTIManager 137 7V 77— a2 &d TLS Bt L, AT 47 A XY FNTT 7Y
r—va VICHBEEER AR L £,

AL ¥x2 VT 4 F—FNE AF U RT Ry P—RERFITAIOEF 2 T A BREEHRE L
iﬁ‘o

77U r—a % SRTP SR EE R A fLek £ 72 (3 L A, SEREE®RZM#H LT RTP A k
U —L%&KE{L L, CTIManager 75 SRTP A b U —A%&EE{LLET,

AILPOBEATT IV r—2arNEEXaT K— M ThdR— b 2748 (28w L7234 . CTIManager
I ZHEBE R 2 E LERT A, HIREZRE LR 7272912 CT/ITAPYTAPLI X7 /34 AE /23T 4
7 bYA= H AR E T T & 72 niE . CTIManager 388 BEE M2 55 L £ A,

TFVr—=varTSRTP by va v @BexEFEds03, 77 r—vary a—HFE3z s N a—
23 Standard CTI Enabled, Standard CTI Secure Connection, ¥ U Standard CTI Allow Reception
of SRTP Key Material ® 3 2D 7/ /b —FICHFEET DILERH Y £,

Cisco Unified Communications Manager i%, CTI R— b LU0V — h KA v b TEZEFEINLI X =
7 2= AEMRICLETN, 77V 5= a v BAT 4T RIA—FEWRT L5720, 7V r—var
WeEFaT7 a—NEYR— b FDLEICRETDLENRDY £,

CTI AR — RN — bk KAV NI FATFTI v I BEETLIIAZT 4 v I BETEEINET, A=
N—h KAV IBEA T I v I BBEFERTHHEG. AT 47 NI A—ZFZa— VI EIZHBEINE
T, ALT 4 v IBEDEE, AT AT NI A—FIRERFICRESN, a— L ZLICEET L Z L
TXFEHA, CTIAR— bo/b— b RA > b2 TLS #6544 LT CTIManager (B8 SN HE, T
A AXBEICERESNET, 20L&, 77V r—ya UREWRESTAVITY X8 EFHA L, HFE
NEXaT7 THIIE., AT 4 71X SRTP TH B LS E T,

CTI 7 F U r—avn, T TCIRMILENTWS a—LOEREZBEBTAEE, 77V r—3a it
RTP A XV b &EZELERA, X SNEZa—VICH LT, CTL 7 A r—a i, a—ILDAT 4
THREF 2T hIEex 2T hEEXKET D DeviceSnapshot A <> M EFRUELE T, 2 DA ML,
BEEHITE FNFET A,
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W CTI. JTAPI. 8&U TAPI 7 FUr—< 3 vI<#d 3 CAPF DR

CTl. JTAPI. B&KU TAPI 77U — 3 vIitxd %
CAPF D%

Certificate Authority Proxy Function (CAPF) 1% Cisco Unified Communications Manager & & 12 H B}
FIZA A F— L &H, REC U TRO CTUTAPITAPL 77U r—>a VO X A7 2T LET,

o FRRELTFANC L > T ITAPUTSP 7 A4 7 > b %385ET 5,

e CTIITAPUTAPI 77’V r—v a3y a—FFid=y K 2—Wi2, n—h A CTHERERE (LSC) %
BITT 5,

o MFOR—INTHEMRMIEELT v 77 L—RT5,

o HHAEEZFRRBININTI TN a—TF 4 T 50IClET S,

JTAPUTSP 27 7 A 7 > b3 CAPF EHAIHEM T2 & & 7 T4 7 > MIFRIEL TS %21 L T CAPF %
WAELE T, WIS, 7747 MIAREEMEROST 24K L, BAMNE A vy -V TAREE
CAPF 4 —NIZHEE LT, MERIZIZOEEZ T4 72 MTERY , AMBICRSN D ZLi3H 0 A,
CAPF 1%, FEHEICEA L, TOMAEZEBEAMEA v =TT IA T MTIRELET,

[TV —ara—HCAPF 7' r 7 7 £ L D% E (Application User CAPF Profile Configuration)]
U4 RUERIE [y R2—% CAPF 712 7 7 4 L D% E (End User CAPF Profile Configuration)]
T4 RUTHENEEZREL, ThEFh, 77V r—vay a—FFEiid=r N a2 —FIGEAE%
#1TL %9, ®iZ. Cisco Unified Communications Manager 237" — k3% CAPF 71 7 7 A L D&
WIZOWTHB L ET,

o T —ary a—Y CAPF Vu 77 A .20 a 7 s A NVEFERTHE, a— LV THE
FEAEEZRITLC, 77V r—vay 2a—VOREEHRTHZENTETET, ZhiZL-T,
CTIManager ¥ —E R & 77U r— 3 O T TLS kB2 E T,

1 o077V r—vay a—HF CAPF 70 7 7 A AR, =Y —C R E I 7 AV r—a v
D1ODA VAR AKIE LET, R U —"THED Web Y —ERXE 71377V r—ra %
TIT 4TI TIHEEIE. =0 =2 T L2l OFTo, B 2007 TV r—2 gy a—H
CAPF 77 7 A VEBRETHLEND Y £7,
JITAEAND 2 ODY— T —ERAEEIT SV r—ra a7 77 4 72T 556, b—2
Lzl oFTo, FEF 2007V r—ay a—W CAPF Fu 7 7 A VERETHHLENH Y 3,
e =K a2—% CAPF m 774 207 a 77 ANV EHERTAE, CTILZ 94T Moa—Ph
NVCHENIRAEAZEERITTAZENTEET, ZHICE-> T CTIL 7 747> M TLS Bk &t L
T CTIManager —E R LHETE L LIV ET,

B>k JTAPI 7 74 7 M LSC % Java Key Store T, JTAPI OFIMIHE Y « > R0 CiRE L2/ AT
ML ET, TSP 7 747 > MILSC #B 5 LIBRT, 77408 T4 L7 MU ETERE LT8R
RS L £ 9

WOERIL, BEEITEROBEENREE LG AICEHINET,

o FEHEZ A VAN LTS EXIZHIERENEETDL L, JTAPL 7 74 7> I 30 BRI T
HE 3, FEAZEZERGLEIYELET, ZOMITRET I ENTEEEA,
TSP 7 74 7 v b OBAE, HlfThIEEFRITX A ~—2RETEET, ZhOHDfIX, TSP 7
FAT Y MR —EORKMNICEAEORGE AT T 2RIMERET I L THRELET, EHH0O
fEd, 7740 ME0TT, A3 EOFRTEEEHRETE, 1| A HEEZTHERIT). 2, 2133 %
BELET, TRENIZONT, FRITORRMZ 30 LT CTRETEET,

e JTAPI/TSP 7 54 7> "W CAPF LDt v a v EFITF LTV ARICERBENKAE LIES. 7
FAT Y MIBERMER LIZ% T, SEHEO XY v e — RERITLET,
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| $£21E CTI, JTAPL. £&U TAPI ORI L HELDRE
CTI. JTAPI. & U TAPI 7 FUS— 3 vI<#d 5 CAPF YR FLOMEEAS L UEE

CTIl. JTAPI. 8&LU TAPI 7TV r—2 3 vitxd 5%
CAPF XA TLOEEMERE L UVEH

CAPF IZiZ, ROEMHRHY £7,

o TV r—vary a—¥CAPF 7u7 7 A VEBLRTYy R 2—¥ CAPF 707 7 A VERET D
Az, CiscoCTL 7 94 7 b A A M=)V LTHET DHIDICHERTXTOEELFEITLE
CEEMBERBLET, [ —7 T A AT A —XFE (Enterprise Parameters Configuration)] 7 1 >
K7 @ Cluster Security Mode 728 1 (JRGE—R) THDHZ L ZMHER LTI,

* CAPF %7 5%, H&#ID /— FT Cisco Certificate Authority Proxy Function —tE2x% 7
IT A TWET HUERDHY F7,

o FRFICEZEDIEMENER S NLD & a— VBB TW ShDGENHLTD, A7V a—) T
INTALTF U ABEET CAPF T2 2 L aM<HERLET,

o FEAEBREOM., KO/ — FRFETHTELIBEL TWVWD I 2B LET,
o GEBEHAEDR, CTITAPUTAPL 7 U r—2 a U ELKHREEL TWD Z L 2R L ET,

CTIl. JTAPI, 8&LU TAPIOt*a ) T4 RERFI VY
JA k

# 21-112, CTUITAPUTAPL 7 7 U r—3 a v R T D72 DIZFETT HFED U X h &R LET,

= 2141 CTINTAPITAPI Ot X2 ) T4 BERAFI VI IR
BREFIE BEFIES & VEEIER
RATFYTVICTI 7 7Y r—2a v BLOTXCTO ITAPUTSP 75 74 >33 4 > | o [Cisco Unified Communications
AR—=LEN, ETHTHLZ L Z2EERLET, Manager > X724 G4 F] © =
g = NN
Ev b 77U r— a2 22— Standard CTI Enabled 7/ v —7jc |~ 577 7V 74 =
Y YTES, o [Cisco JTAPI Installation Guide for
Cisco Unified Communications
Manager]

e [Cisco TAPI Installation Guide for
Cisco Unified Communications

Manager]

» [Cisco Unified Communications
Manager 7 FI =X pL—23 >
21 Rl
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H  CTI. JTAPI. B&UTAPIOEX1UTABERFz v I YR b

& 211 CTIJTAPITAPI ¥ U T4 /REAF VI VR (#&E)

BEFIR

EEFIR: &S VEERE

AT 97 2 | ko Cisco Unified Communications Manager = % = U 7 1 f§fE23 1 > | » [Cisco CTL 7 7 A 7> h DR E

BAIT. INOOMEEZ A A =L LTEELET),

IT AT ThHDLI L aMHBELET,

FEEHLET,

THY EEA

EATEERA,

o CAPF #—EARA VA R— L EN P —ERANRT V7 17 Th
HZLEMRLET, LEIIG U T, CAPF —E R 52—

B> kb CAPF #—t %%, CTL 7 7 A /LT CAPF ZFHAEZ #H A
Te7=1Z, CiscoCTL 7 A4 7> R TEITENTW D XLEIN
HYEI, BIfE T CAPF 2Lz ZicZnbDRT
A—BEFHLIEEAIE, 22 TG RA—F 2 HHTHNE

e VIR X2V T 4 F—FRRAE—RFIRESINLTWVDZ
CEWERLET (VI7RAX EXa2UT 4 T—FRiE, AFZ KT
gy = NEFFITRAEZOEX 2 YT HEREERELET),

Eobh 7927 X2V T 4 F— FRRAET— RTRVWEGEA.

CTUJTAPUTAPI 7 7V #r—3 3 X CTL 7 7 A MST 7

AR =L ENTWALZLEZHRLET (S A2 =1 EN TN (P.4-1)

e [CAPF #—UE R /NT XA —XDHH

o CTL 77 ANDMERSND L DIZ. CTL 2 A4 T & b3 A R (P.21-9)
F—=nSh, CTL 7 7 A ADRFATSNTND Z L 2R L E T,

e CTL 7’ A F— P —EZANRA A =L If, Y—EZRT Manager 7 FI =X pL—23 >

e [Cisco Unified Communications

2 Rl

A7v7 3 |[CTIManager 3L 07 7V & —3 2 CTLS #fEE2EAT 258 (tx=2U 7 4 HEL—% ZL—7~0

Secure Connection = —# 7 /L —71TEBM L £,

ZliFTEEREA

EVRCTI 77V =y a3 .77V r—vay a—FEEiEFo s
R a—FiZE ) BCTHZENTEETN, WMHFIEY S TS

X, 77V r—vay a—¥EEEc s F 2—¥% Standard CTI |7 7V r—v gy 2a—HP Lz R o2—

Foemy (P.21-7)

ATv 7 4 |SRTP % i i+ 244 1%, Standard CTI Allow Reception of SRTP |[F % = U 7 ¢ Bl —4 7 L—F ~D

R a—FaBml x4,

a—HiX, SRTP kv v a V#E2ZETEXERA,

Cisco Unified Communications Manager Assistant, Cisco QRT, I X
' Cisco WebDialer 1ZH5 5t & %A — ~ L T\ &EH A, CTIManager
P —ERIHERT D CTL 2 TA T > ME, 72747 v RdEFR /37
FNERETLHE, W bE I R— 322 &03H0 £7,

Key Material 21— 7V —F127 7V r—v g v a—¥ERIzr [TV r—vary a—HLxz N a—

Yoiem (P21-7)

= — %9 CIZ Standard CTI Enabled ¥ & O Standard CTI Secure |[Cisco Unified Communications
Connection = —H Z L —FIIFEL TV DODRERS Y £T, TNHD |Manager 7 FI =X pL—2a 2> D1
3ODIN—FIFIELRBNT FV r—vay a—FEFzr R | Rl o HERORE]
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| £21 % CTI JTAPL, &&U TAPI OFEEEBEREOHRE

& 211

X1 FABHELI—YF TL—F~DF7TUr—> 3y a—FETv K a—HniEm B

CTIJTAPITAPI ®tFa1 U T4 /REAF VI VR (#E)

BEFIR

EEFIR: &S VEERE

&

Cisco Unified Communications Manager OB CTT 7 U /r— 3 v
a—% CAPF 7mn 7y A VE/ciF= F 2—% CAPF 7 mn 7 7 A
NEBRELET,

[CTI. JTAPL, 3L OXTAPI 77V
r— 3 R 5 CAPF O
(P.21-4)

o [TV —vary a—YERIT
K =—4® CAPF 71 7 7 A )LDk
&l (P21-11)

o 77— g a—% CAPF 7
o7y A NAEBLIOTY K 22—
CAPF 71 7 7 A /+® CAPF &% E
74> Fv) (P21-12)

AFvT 6

CTIITAPUTAPL 7 /U r—v a v Oxin 325X 2 V7 ¢ BE X | JTAPUTAPI ¥ = U 7 ¢ B — b 2
TA—L AN LET, NTA=4] (P21-14)

tXxal) T4 BEL—Y 7“)lz—7°'\0)77’U r—3 v
A—HEIVF A—HNE

Standard CTI Secure Connection == — 7 /L—7"35 L. O" Standard CTI Allow Reception of SRTP Key
Material = —4 7' v —7"1%, 5 7 4 /b b T Cisco Unified Communications Manager D& H|ZF /R S
T, INHDOT7L—TIFHIBRTE LA,

CTIManager ~0 = — W D 22 22 % W R 1C ﬁ‘é W, 7V r—vay a—FERE s N 2—¥E
Standard CTI Secure Connection = —#% 7 /L —FICEBMNTALERH Y F3.CTI 7 U 7 —3 3 VI3,
T7Vr—vay a—FELFT Ly R 2—PZEDYTHERTEETR, WAFICHIYTLHZ L
ITTEEHA,

77V =3 rBRO CTIManager TAT 47 A MY —LZR#ETHIE, 77V r—vs v
P FERIT= ¥ =—H % Standard CTI Allow Reception of SRTP Key Material = —4 7 /L— 7 I1Z5E M
TOMERDHY £T,

TTV =gy a—FRBIRzY F =—¥ 0 SRTP 2 HT 2512, £ D=2 —%2 Standard CTI
Enabled = —% 7 /L—7"% X 0" Standard CTI Secure Connection =— 7 L —IZfFFE L T D 43
NHY i'@‘*o Nl 4 W/AN TLS DIFEARREIC/R Y £9, SRTP #F:21% TLS XMLETT, 2—FRZh b
DI N—TIIFIET B354E . =—V % Standard CTI Allow Reception of SRTP Key Material =—- 7
N—TBEMTEEY, 77V~ a2 TSRTP By va VBEZET I, 77V r—vav
a—HFFE7-Fx > F =—¥ ) Standard CTI Enabled. Standard CTI Secure Connection. ¥ & O" Standard
CTI Allow Reception of SRTP Key Material ® 3 2D 7 )b —FIZFET D HLERH D £3,

Cisco Unified Communications Manager Assistant, Cisco QRT, ¥ & T Cisco WebDialer |5 =51t %
PR—hLAWNWD, 77— a3y 22— TH5H CCMQRTSecureSysUser, IPMASecureSysUser,
¥ LU WDSecureSysUser % Standard CTI Allow Reception of SRTP Key Material = —¥% 27 /L— 7|
BINT 2 0EITH Y EFH A,

2= TN—T DT TV r— gy a—FEEFTr K 2—FOHIRICOWTIE. [ Cisco Unified
Communications Manager 7 NI =X pL—232> Z0 Fl 8B LT EE0, [HBOZRE (Role
Configuration)] 7 4 &~ R TOEFX 2 V7 4 BHEDOREIZHOWTIL, [Cisco Unified Communications
Manager 7 FI =X pL—23 2 U7 Rl 25 LTLEEWN,
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| Certificate Authority Proxy Function ¥—EXD 7Y 71 J{t

AFvFT 1

A7y 2
AFyvFT 3

ATv7 4
AFyFT 5
&

AFvFT 7T

AFyv7T 8
AFyvFT9
AFvF 10

AFv 7T 11

FIR

Cisco Unified Communications Manager O #l~X— T, [ 2 —¥&# (User Management)] > [ = —V
7' )V—7" (User Groups)] DNAIZEIN L E 7,

TRTCO2—Y JN—T%2RK R THIE, [MRFind)] %27V v 7 LET,
HENZIE LT, ROWTFNNEFITLET,

o TVl —vary a—WEEIT K 22— Standard CTI Enabled 7V — 7 IZHFETHZ & &
BT 5,

e [Standard CTI Secure Connection] V > 7 %27 Vv 7 LT, 77V —vay a—FEF= R
=.—# % Standard CTI Secure Connection = —% 7 /)L — 7 IZEMT 5,

» [Standard CTI Allow Reception of SRTP Key Material] V 27 %27V v 27 LT, 77V r—v a3
a—WFE I K =—%% Standard CTI Allow Reception of SRTP Key Material == —% 7 /L —
ZIBINT 5,

TV r—vary a—YEIA=TIEMTDIE, AT v T 5~AT 7 TEFTLET,
[ZN—TeT 7Y r— 3 »ra—% %81 (Add Application Users to Group)] ™% v %27 U v 7 LET,
TV r—vary a—FERET L120E, MREEEEEL, [HMR(Find)] 22V v 27 LET,
RBEFMEZHEETIC[(MECFnd)]Z227 Vv 7758 EHATRRTRTOF T a URRRSNLET,

ITN—TIZBNT DT TV r—vary 2a—FOF v IRy s ZAxF A2 LT, [BINEH OB (Add
Selected)] #7 U v 27 LET,

[ 2—% 71— D% E (User Group Configuration)] 7 1 > KU IZ2—FRERINET,

TR a—Fr s V—TEMTHIE AT v 9~AT v 7 1l #FITLET,

[ v—Tlz= Ra—F %iBM (Add End Users to Group)] A% v %27 U v 7 LET,

TV K a—¥ERRTHITIE. MREEEEEL, (MR End)] %2 Vv 27 LET,
RBREMHEZEETTIC[(RBEEFnd)] 227V v 7325 L FERAMERTXTOL T v a rBERRAINET,

FN—F BN BTy K 2B DF = v 7 Ry 7 A% LT, [FRIREH OB (Add Selected)] %
70 v LET,

[ 2—% 71— D% E (User Group Configuration)] 7 1 > KU IZ2—FRERINET,

EENtESR
(BEIE H | (P.21-15) Z2BML T E &N,

Certificate Authority Proxy Function Y—EX D7 ¥

T4 71k

Cisco Unified Communications Manager |, Cisco Unified ¥ — & 27 &' U 7 1 T Certificate Authority
Proxy Function #— & 2% BEIFIZIZT 7 7 ¢+ 7L L £¥ A, Certificate Authority Proxy Function #—t
ADT 7T 4 T2\ TIL, [Cisco Unified Serviceability Administration Guidel %% L T 7Z&0,

CAPF #Re 24 2121%, D/ — R T DY —ERET 7T 4 TICT2RENRDY £7,

CiscoCTL 7 9AT7 > haA VY AR— )V LTRETDANI IOV —CRET 7T 4 TN Lo =586
X, ICTL 7 7 A Vv OFEH ] (P4-13) OFBIHE ST CTL 77 ANV EBHTHLERH D 97,
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CAPF H—FR iS5 +—4nEys B

Cisco Certificate Authority Proxy Function % — Y X% 7 77 4 71235 &, CAPF IZEHAOHET
FOGEBHEMN CAPF IC k- CTHEMAER S E T, CAPF EHEE CiscoCTL 7 74 7> I L - TR
Ay RT7By b—=NERLFT TAFINOTRTOY—N|Za—3 i, JEET .0 #HFEHLE3, CAPF
FEPRENTEET D Z & 2R T 5121%, Cisco Unified Communications AL —F (7 VAT LD
GUI T, CAPFiEHHEZF L E T,

CAPF Y—ERXR NS A= DEH

CAPF ' —EADNRITA—=FERET DU 4 FUIZIE, iEAEOFFEE, VAT DL DBERD
RRFFATEE, OV A X EORBRRENET,

Cisco Unified Communications Manager ®&#. T CAPF h—E R RXFG X=X %27 77 17 & LTERR
9 %121%. Cisco Unified — 27 ' U 7 ¢ T Certificate Authority Proxy Function —t X% 7 7
T4 7T DNERDY £T,

BT CAPF 2 H L7 L ZIC CAPF H—E X RTRA—FEZFWH LI EE5IT. 22T —E X 5
A=A EEHTHLEEDHY FHA,

CAPF h—E R NI A=FZHHT 51213, ROFIEEZFEITLET,

FIR

Cisco Unified Communications Manager OEFHN— T, [ VAT A (System)] > [ —BE AT A —H
(Service Parameters)] Z3&R L £,

[—73(Server)] Ruy 77X URA KRy 7 ARG, F—_"EZ@ERLET,

7T ALZNORND ) — REeRIRT 2MLERH Y £7,

[—E A (Service)] Rry 7 ¥ URA KRy 7 Ahb, Cisco Certificate Authority Proxy Function
P—ERERRLET, P—ERXLORRIC TActive] ERRFRINTNDLI L EMHALET,

ANV TOFAICHES T, CAPF =2 RIA—=Z2HH L E£T, CAPF y—E X RITA—=Z D~ )L
THEFRT DT B EIIIATA—SH ) 2 ) v LET,

EENEZHHZT L2, Cisco Unified —E X7 U7 1 T Cisco Certificate Authority Proxy
Function ¥ —E 2 Z fEE T 2L ER N H Y 7,

BntESR
MBEIEH | (P21-15) 2B L T EEWN,
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B 7Jysy—23y1—+HERETY F1—40 CAPF 7077 4 LOBRE

77U —3y a—HFEIFIFA—50O CAPF
JOJ77A4ILDKRE

TTVr—yay a—PEFITr K 2—3 0 CAPF 70 7 7 A L EBRZFET 51205, IROFIEICHEVE T,
FIE

AFwF 1 Cisco Unified Communications Manager DEHN—U T, 778275707 7 A VTG LT, ROA
TrarONThEEIRLET,

o [ =—¥&EH (User Management)] > [ 77U /r—3 a3 > =2—4 CAPF 7’17 7 1 /L (Application
User CAPF Profile)]

o [ =— W% H (User Management)] > [ = K= — CAPF 7’1 7 7 A /L (End User CAPF Profile)]
MBE BRIV 4V RUBRKRRENET, 777477 (HiD) 72 —DOLa—Rb v KU
RREINDHENHY £7,
AT7F9FT 2 THR—ADTXTOLA—RERET DL, XA TRIRy 7 ARETHL L af@ LT, X

T 3R ET,

Va—Ra7 4 VF Y o FEREFBRT I3, ROFIEEZFATLET,

o EHNIOFRRYyTH T URAKN KRy T AND, MBANTA—ZERIRLET,

e 2FHDOINR YT HETL URNRy 7 ANBIRB/NNE = ZIERLET,

o MBS U CHEYIRMET F X P afRELET,

N

GE) MBEHEBINTDHIE, [F]ARZ 227 )y 7 LET, FME2ENT5E, HELLETRTO
FMC—ET D a— FRRBESNET, FMLHIRT T (A2 %22 ) v LTKE
B L7242 HIBRT 2205, [ 74 A0Z D27 U T (Clear Filter)] R¥ %27V v 7 LTBEBMLEZ
TRTORBERUEZHIRLET,

ZFvF 3 [BREEFind)] E27 Vv LET,
—HT LT RXTOLa— RBPRRINET, [ X—VH7 0 DOI7E (Rows per Page)] Fa v ¥ v
UAN Ry 7 APDRBDEEEIRT L EHN—VICRRINIHERBEELETEET,

AFyFT 4 LVa—FKOUYRLT, BRTHLa—FKOV 72270 y7 LET,
N

GE) VAPORHUICERAESELITREORMPSLHEIZ, TORHIZZ Y vy 7 LT, Y—F
NEFF 2380 L E 9

U4y RUCERLIZEARE RS ET,

BntESR
MROHEIEH | (P.21-15) 2R LT EEW,
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7FUhr—ay 1—HFIETY F 12— 0 CAPF 7adr 4 onk: A

77V 5r—3y a—YHYFEFEIV R 2—H50O CAPF
JOJ774ILDERTE

JTAPUTAPI/CTI 7 7'V r—a O — VTHMRGEHEEZ A VA =N, Ty 77 L—F, £/
FrTTN Y a=T 4 7T HHAE. £ 21222 LTSN,

eV T KR a2—¥ CAPF 7u 7 7y A VERETHHN, 77V r—rar 2—Y CAPF a7 7 A VEH
ETHI LaREIOLET,

FIR

AT7wF 1 Cisco Unified Communications Manager DEHX— TCROWVWTNODOA T 3 U ZIBIRLET,

o [ =—¥&P (User Management)] > [ 77U 7r— a »=2—% CAPF 7'm 7 7 1 /L (Application
User CAPF Profile)]

o [ =—&H (User Management)] > [ = K=—¥ CAPF 7’1z 7 7 -/ /L (End User CAPF Profile)]
WML BRI 4 FUBRETRENET,
AT9FT 2 KROWThNEERTLET,

e HLWCAPF 7r 7 7 A VEZIBMT 521X, MBETV 4 FUT[HHEMN (AddNew)] 227 U v 7
LET (FmrI77A40ERRFLTOL, [ FHHEM(AdAdNew)] 227V v 7352 LHTEET),
BRET AV FUNREREN, 74—V FOFT 74V bRENRENET,

o MFOTu T s AN EaEY—FDIE, [TV r—vary a—WEizido K2—9% D CAPF 7
177 ANNORE] (P21-10) OFPNIHE- Tl v 7 7 A V& o, [ 2 E— (Copy)] 5N
ChHZDLa—FRHO [ a—(Copy)| RZ &2V v 7 LET (Fu7r7 A LERFLTHD,
[Z2—(Copy)] 27 Vv TH5ZLbTEET), REV 4 FUNRKRIN, BRShicrery
AN DORENDRINET,

e MFOZY NI EEHTHIZE, [TV r—vay a—YEiIzy FRa2—¥ D CAPF Va7 7
ANOREFR] (P21-10) OBV, WEORTe 7 7 A VERDITTRRALET, REV A F
TNRFREI, BEORENTTINET,

AFwT 3 £ 212 OBPNHES T, WORREEZASILET,
ATvFT 4 [RfF(Save)] %7V v LET,
AF9FT 5 X2 VT4 2ERATLIT IV —vary a—FBIOT Yy Fa—FITLiZ, ZOFIEEEVIELET,

=0

RO

[TV —ara2—%CAPF 71 7 7 A L D% E (Application User CAPF Profile Configuration)]
7 4~ R 7T CCMQRTSecureSysUser, IPMASecureSysUser, F7zi% WDSecureSysUser & ET D
BEix, TITAPUTAPI t % = U T ¢ Bl#EY— B R XT A —4 | (P21-14) OFBHICHE-T, —E R
TA—BERETDHDLERHY £,

EENTESR
(B E | (P21-15) 2L TLEEN,
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WM  77U45—L3>21—4CAPF 7774 LB KUI Y F 1—4 CAPF 70774 )LD CAPF BE v F

77— 31— CAPF 70774 LBLUITY K1—FCAPF
JaJ774 L0 CAPFEEE 1 >V K

#2124, [TV r—vara—FCAPF 7u 7 7 A L D% E (Application User CAPF Profile
Configuration)] 7V 4 > RUB X O [ F=—H# CAPF 7' v 7 7 A L @O E (End User CAPF Profile
Configuration)] 7 4 &~ K7 T?D CAPF RE%Z R LE T,
o WEDOE Y MIOWTIL, ICTI, JTAPI, BXWTAPI 7 7'V rr— a %732 CAPF v A7 A
OEAMER I L O] (P21-5) 2L T EIVY,

o BETLERB LOFMEICHOWTIE, TBEEF ] (P21-15) 2R LT 7ESVY,

* 21-2 FFUr—a> A—Y CAPF FAJ 7M1 LELULIY F 1—Y CAPF TAJ 71 LOBEAE
;R BieA
[(T7 Vo —varva—¥ |[FayF¥yr UJRXAN Ry 7 Anb, CAPF AL —va VAoT7 7Y

(Application User)]

r—vay a—¥ERBRLET, UL T, RESNLZT TV 7r—
vary a—¥PREFINFET,

TOFEZ, [T Fa2—W CAPF 7 u 7 7 A L D% E (End User CAPF
Profile Configuration)] ¥ « & FUIZIIRRSNEH A,

[=Y F=—HID (End
User Id)]

Foy 72y ARy 7 ZAhb, CAPF A~ —va oz B
a—HPEBRIRLET, ZHICE-oT, RESNTEZ U R 2 —FRRRS
WET,
COREF. [ TFVr—vara2a—H CAPF 7u 7 7 A LV DHFE
(Application User CAPF Profile Configuration)] 7 « > K 7 IZIZR RIS
A,

[ RAF R
ID(Instance Id)]

1 ~ 128 FO%ET (a~z, A~Z, 0~9) ZANLET, A RAX
2 ID 1%, FEHEREO T D2 —F 2 L £,

1 207 7V r—va ATxt L TEEOER (L AZ U R) aRETE
9, 77V r—v 3L CTIManager & OB OL 2% AT 5121X,
TV r—va vy PC (= R 2—HofE) 73— (771 r—
vay a—PoOHE) TIEITENDIA VAZ AT LI —EOREHER
oL EWRLET,

ZOT7 4= RiZ, Web B—ERBLOT 7Y r—va a2t AR— T
% CAPF Profile Instance ID for Secure Connection to CTIManager H—
ERANTA=ZIZHABRBDHY £F, ZONTA=ZIIT 78 AT DHTGE
2OV T, NJTAPUTAPI £ % =2V 7 4B — 2 T A =5
(P21-14) ZZML TIIZEW,

[FERA & D #AE (Certificate
Operation)]

Fry 77X YA Ry 7 ARG, ROFT L a rOWNT iz ER

LET,

o [{REF OEEZ L (No Pending Operation)] : fEFHZDERIENRAE L7222
WEZIZRRINET (F740 FORE),

s [A VA b—N/T v 77 L — K (Install/Upgrade)] : 7 7"V rr— a3 v~
D=V THMIRARFZH LA VA b= 50 HDVIEEE
FOAELT v 77 L—RFLET,
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7FUbs—L3> 2—4¥ CAPF 7077 M LBLUIV F 2—4 CAPF 7O77 (4 LD CAPFBEY s> F W

£ 21-2 FI)r—3> a—4 CAPF 7RI 7ALELUVI Y K 12— CAPF A7 74 LOBREAE
BE §RBA
[nu FEE— R pE%iO)/l’ VAN=NAVERET ST — I\T‘?’éﬁzmuu FEE— R [uuu

(Authentication Mode)]

U 7 (By Authentication Strmg)] TY, Ziuk, = —FELTERE
75> JTAPI/TSP O#IAZRE Y 4« > K T CAPF #3752 Ay Liz & %

2T, u—= IV THNRFEAENA VA b= Ty T T =R £
ERT TNV a—T 4 TEINDEEERLET,

[ FERESC T4
(Authentication String)]

—BOXFHEFEHTANT D0, HDHWVIE [ LT % 4 K (Generate
String)] R¥ > %27 U v 7 UCXFEINEARLET,

LFHNE 4 ~ 10 HTIZ LTS 72 &0,

0— AV CHERIEAEES A VA M= VETIET v I L — 95T
77U r—3 3 PC D JTAPUTSP OWHIREY 4 > R T, FHEEN
AT N E AN T HHNERH Y £, @X%ﬁu 1R T
F9, HDOAVAX LA TFEINEFH LESA., TOXTIE L H — &
T2 I TEERA,

[ 3751 % 4 i) (Generate
String)]

CAPF THBIMICEBREXTIN 2 EKT DHB1E. ZORF 22 ) v L
FT, 4 ~ 10 HIOFBAEXCFHI2 [ 38 NEXC%EJ (Authentication String)]
74—V RIZERRSNFET,

[ ¥ —¥ 1 X (Key Size,
)

Fry7HZT o VAN Ry 7 A6 GEREOROY A &2 BINLET,
77 4V PROEMEIT 1024 T, LSO A T m i, 512 & 2048
B ET,

BAEREBENT TAFT VT A THRETDE. T 7 aOFETHLET Y
g—aryOEEFIHTEET, BAERDETTLHET, 30 5L ED
BB RN £,

FEEIELZ 2048 B F O AR LG A
Unified Communications Manager @FEJ’C&‘*M [ RVACRY Y oYt
FORENRDMNDZERH ET, EDOEXF2V T 4 LNV EEHT
Ly aEERE, 2048 By FOFITRELRNTIES N,

77U r—3 gL Cisco
.60 FLL

[#EDFET (Operation
Completes By)]

ZO7 4= FiE, TRTOREAEFRELZ YR — ML, BE2E T4
LD D WRD BT LR 25 L E T,

FKRENDMET, KRYIO/ — FIZEAESET,

ZORET GEHERIEL T T T O2S8ENH LT 74V O HBEEHET

% CAPF Operation Expires in (days) = % —7F 54 X RT A=K L &
BIHEALET, CORNTA=FFVOTHLEHRTEET,

[FERZEDERIERAT — 2
(Certificate Operation
Status)]

Z D7 ¢ —)V KL, pending, failed. successful 7¢ &, FEAZERIEDHETT
KWERRLET,

D7 4=V RICERINLHERIIEF T EEA,
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F21%E CTL JTAPI. 8&U TAPI OZEFF L BELDORE |
| 77V —Lay a—4 CAPF A7 74 LNFIZTY F 2a—% CAPF 707741 LDk

77UH5r—23 32— CAPF A 7AILERIFTUF
a1—4H CAPF 707 74 )LD IR

T, 77V —vay 2a—% CAPF Yu 7 s A VERII= U K 2—% CAPF 7 v 7 7 A V%
Cisco Unified Communications Manager 7 — & ~<X— A L EIBR T 2 HiEZHH L7,

& HHIIC

Cisco Unified Communications Manager DEBTT 7' U r— 3 =2 —% CAPF Vv 7 7 A VE T
T N 2—% CAPF 7u 7 7 A VZHIRT DRI, BlOT 0T 7 A V2T 80 ZIZHEA T 20, %4
T T ANEERT LT RTOT AL AZHRLTLESV, 47 a7 7 A VEFEHLTHDTA
ARERBT DL, EXa2 VT 47077 A NVOREY 4 Rud [H@#Y 7 (Related Links)] K
0y 7HET VRN Ry 7 AD [#EAFEFR L = — K (Dependency Records)] Z#3R LT, [##)(Go)] &
7V v 7 LET,

VAT ATIRFBEZR LY 2 — REEPE N> T RWEAEIZ, La— Fo [KFBFRL = — FEY
(Dependency Records Summary)] 7 1 & R VIC AKFER L 2 — REANICTH L FITTELT 7 v a v %
AT Ay E—UNRFRENET, o, KEFEBHKRLa— FMEEZENT2 &, CPUMBEHEREL D &
WOFEHRbRFINET, KEFEBHBKRL a— FOFEMIC SV T, [Cisco Unified Communications
Manager > 274 7 F] #BZRLTEEW,

FIR

AFyvT 1 [ 77V =gy a—YEFy Ra—¥ D CAPF 77 7 A LOfFE) (P.21-10) OFBAIZHEV Y,
TV =gy a—Y% CAPF 7u 7 7 AV FEIF2 L KR 22— CAPF a7 7 A LV EBFELET,

ATFwT 2 WOEEOWTNLEETLET,

s HEDOTu T ANEHIRT DITIF, MRLE—ERRV A FUT, @URTF =y 7Ry 7 A0
WKERENTWHWDEF = v 7 Ry 7 242 LT, [EREH OHIK (Delete Selected)] 22 V v 7
LET, ZORRICHT 2T R TOREARER L 22— REHIBRT 5120, [ T3 TEHER (Select
AlD] %27V v 27 LThb [ BRIEE OHIBR (Delete Selected)] %27 V v 7 LET,

e H—D7 a7y A NVEHIRT DL, KL -ERRY 4 FUT, ke r a7y A VORRIZER
INTWDLTF =y IRy 7 A%F AL T, [ BIREH OHIBR (Delete Selected)] 227 U v 7 LET,

AFvT 3 HIREMEORRATRT 570y~ b RERSN S, [OK] %7 U v 7 LCHIBRT B, [F% b
(Cancel)] #7 U » 7 U CHIBRBMEZEUVIH L E T,

BntESR
MROHEIEH | (P.21-15) 2R LT &V,

JTAPITAPI X2 ) T4 BEY—ERX /A5 A—4

TV —vay 2a—F CAPF 7m 7 7 A VEiE Y K 22— CAPF 707 7 A VaRE LI,
Cisco IP Manager Assistant —E 223 LT, IROP—E R RT A —HEZFETHLERH Y T,
e CTIManager Connection Security Flag
e CAPF Profile Instance ID for Secure Connection to CTIManager

P—ERANTA=ZIZT 7 AT HIE, ROFIEELFATLET,

Cisco Unified Communications Manager £¥21) 571 4 F
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FIUr—Say Aa—FEERFIY F —FI/T 2ERBEEORTF—2 A0ET M

FIR

Cisco Unified Communications Manager OEFH~N— T, [ VAT A (System)] > [ —BE AT A —H
(Service Parameters)] Z3&R L £ 7,

[ —~3(Server)] Fmy 7 X AL ARy 2 X6, Cisco IP Manager Assistant % —E 2787
T A TR TP —"ERRLE T,

[—E A (Service)] Kr vy 77X o U Ry 7 A5, Cisco IP Manager Assistant $-— &2 % j&
RLUET,

NI A—ZPRRRINT-H, CTIManager Connection Security Flag /X7 A — % 3 ' CAPF Profile
Instance ID for Secure Connection to CTIManager /X7 A — % Z 7217 £7,

BRI EIANTA=Z BV %2 ) v T2 EFREND~NNVTOFBITHE, T A —F 2 F
LET,

[#£1F(Save)] &7 VU v 7 LET,
P —ERANRT 7T 4 TR TP =T LZ, ZOFIEEBHEYRLET,

7 U—2 30 A—YFEETY F 12— A5EREEED R T3 ADRT

BeEDo7 7V r—vary 2a—Y CAPF 7u 77 A LVE7213 > K =—3% CAPF 70 7 7 A LDRIE
T4 R (BRBEE—ERTV 4Ry TIEHY £HA). £7213 ITAPUTSP OFIHIREY 4~ KU T,
FEAEEBYEDO AT — X A B R R TEET,

SE R

BN A

[Cisco CTL 7 74 7 v FD#&E] (P.4-1)

[CTI. JTAPI, B3 LU TAPI 7 7V rr— 3 VOFIEIZ DWW T (P.21-2)

[CTI., JTAPI, BX O TAPI 77V r— 3 OBz OV T (P.21-3)
[CTI. JTAPI, BEXOTAPI 77V r—< 3 Zx3 5 CAPF o#E | (P.21-4)

[CTI. JTAPI. 83X TAPI 77U r—v a iZxtd 5 CAPF v A7 AOM AR L O]
(P.21-5)

[CTI, JTAPI, 8LV TAPI Ot F =2 U T 4REMNF =27 U A (P21-5)

eXa V7 Bl —Y JN—T~O7 7 ) r—vary a—exr P a—¥FoiEmm (P21-7)
[Certificate Authority Proxy Function +— 2D 7 7 7 1 74k (P.21-8)

[CAPF — b2 /T XA —XZDOHH | (P.21-9)

(77U r—yvay a—WEFoy Ra—% o CAPF a7 7 A L O (P.21-10)

77V r—vary a—¥EkiEzr N a—¥0 CAPF 7'vn 7 7 A VORE] (P.21-11)

(77U —vay 2—% CAPF 7u7 v A VB L K =—¥ CAPF a7 7 A4 /L® CAPF
BEV LK) (P21-12)
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N s=wEx

o 77U —vary a—% CAPF Vv 77 A VERIZT Y N 2—% CAPF 7'm 7 7 A L DHIBR)
(P.21-14)

o [JTAPI/TAPI &% = U 7 4 B H—E 2 T X —% ] (P.21-14)
e 77V r—vay a—YEEFoy N 2—WFIHT 2EHERED AT — &% 20D FKR| (P.21-15)

YRAADKEEY =TI
» [Cisco JTAPI Installation Guide for Cisco Unified Communications Manager)

» [Cisco TAPI Installation Guide for Cisco Unified Communications Manager]
o [Cisco Unified Communications Manager > X745 X4 Fl]l ® [arCa—% L7 5 =—#8&]
e [Cisco Unified Communications Manager 7 NI =X p L—>3 > V1 F]
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= CHAPTER

%217 SRST (Survivable Remote Site
Telephony) SHREDETE

ZOEIZ, WONETHERINLTWET,

e [SRST ®Ex=VU 7 OE] (P.22-1)

o ISRSTOEF2UTAREDE L M (P.22-2)

o I[SRSTOEF=2UT 4 REMF =27 U RN (P22-3)

o &% =27 SRST 2MEDHE] (P.22-3)

e [SRSTZWEDOEF= VT 1 OFENE] (P.22-5)

o [SRST ZMENLDEX =V T 1 OfiRER] (P.22-5)

e [SRSTREMIENST— MU = A O HIBRES 2% E) (P.22-6)
o [ZENE#H (P.22-6)

SRST Otxal) 71 DHE

SRST %)% — k7 = 1%, Cisco Unified Communications Manager 732 —/L &5 T T& 2 W GEIT,
IR & D a— V& 2 7 B3 L9,

T ¥ 27 SRST ®HISH — 7 = A121E, B CEAEIAENE 4TV E T, Cisco Unified Communications
Manager OE BT SRST X EEHE% FIT L7124, Cisco Unified Communications Manager 1% TLS #f
ZEALTSRST st — h U = A TREAE T v N4 ¥ — F— B R %FFE L £, Cisco Unified
Communications Manager (X SRST )57 — F UV = A4 2 HEEHEZ A L T, £ DOFEHF % Cisco
Unified Communications Manager 7 — % <X — X [ZEM L £,

Cisco Unified Communications Manager D E B TRET A 2% V> 45 &, TFTP #— %
SRST s}t — b 7 = A OFEAEZ BFEHO enfxml 7 7 A VITBINLTT 7 A L2 BIEEICEE L E
To IHT, RESNIEFEBIT TLS e 2 LT SRST M7 — b U= A EXfFELE7,

BAMERE 7 7 A VX, B—ORTENPOOENRELZT NG ENET, €OH, HSRP (YA — b
SNEEA,
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WM  SRSTOEF1UFABEDEF

SRSTDEFa)TA4HEDEY b

(E)

WROBENWZ SN TVD 2R LET, LRI TS &, RESNT-EFHH L SRST
ST — U = A L ORI THEREOLEPHER SN ET,

* SRST ZMEICACEBAGERAENZTENL TV D,

* CiscoCTL 7 747 v FENLTRGE— RERE LT,

o TEREMBICERAEE LIRS LA RE LT,

 Cisco Unified Communications Manager O B2 C SRST 2% 5% E LT,

* SRST OFE®RIZ, SRST G — bV A BLOER T 2 &L )y b LT,

Cisco Unified Communications Manager (X, SRST xtfi7— b 7 = A [WIfI2, BIEHEOERAEEREZ ST
PEM JEXD 7 7 A Nz 2k L £,

LSC #FETIL, CAPF /L— FEZE (CAPFder) 24 7> u— KL TLZ& W, 20— MEHETIE, &
=7 SRST M TLS N> Ry = o 7 FIZERKD LSC 2R TE £9,

o JTARAEZ X2 VT4 E— KR EEXF2T IR TWDEEAEIE, Cisco Unified Communications
Manager OEHTT A A X2 VT 4 T— FBBREEFEAZZIEIRELEA LRI TN TYH,
EBIFEOBRET 7 ANVDT AL A ¥F 2T 4 T— FiddEFa2T70FEETT, 20X REA,
Bk, 7 7 AZ W T SRST 557 — MU = A L O Cisco Unified Communications Manager
PN DIEE X T ERITLET,

S

GE) 77RAF BX2UT7 4 TE— NI AF U RTar —NERF 77RO EX 2T 1 H6E

HELET,

o VIR X2 VT 4 T—FRPIELFaTIRoTWVDIEEIL. XA A X2V T4 T—FR
[E% =7 SRST (Is SRST Secure?)] F = v 7 ARy 7 Re & X a V7 4 BEOFENBEINE T,
BENT —ZX—=ADNLHIBRINDEZ EIEb D EEAN, EX=2 U TF 132 InE A,

o EEEHED SRST X7 — MV oA ~DEF 2 THERHREZRTTHDIEF, 772X EF2 VT4 E—
FAREGE— RCTVEHERET 7 A VDT AL R X 2 U T 4 F— RPBIEE A E 21T 51k
FHAHICHEESINTE Y, [SRST SO E (SRST Reference Configuration)] 7 4+ > KU T [ &
% 27 SRST (Is SRST Secure?)] F= v 7 Ay 7 ANF N> TNWT, BIEORET 7 1 VN
\ZH %78 SRST GEBENFIET 255721 T

e Hi® VU Y —2A® Cisco Unified Communications Manager T ¥ = 7 SRST e E LA
X, Ty 7L FRICZ ORED BBINICBIT S ET,

o WEEALWE A E I ITRRRERE A E — FOEFEHD SRST IC7 = — /LA —s3— L SRST TOHfEIZY
T2 X2V T4 E— NBNEEGETE—RN20IHIEER 2T E— NV EboziE, 2 b0E
FEH%1E B #1A9121% Cisco Unified Communications Manager (27 4 —/LN v 7 jvE® A, SRST
N—Z OFIREYY | WHIZZ S OEEE#Z Cisco Unified Communications Manager (& %
BT DM ENRH Y E3, FEFEE Cisco Unified Communications Manager (27 4 —/V 3w 7 LTz
%, BHEIXSRST DEFREZHRATE, 72— A —NRN—=BLORT7 =Ny 7 REVHENT/RY
E7
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SRSTOEXaUF+BEAFzvoUXE M

SRSTDtEFaVTA4RERFzVIIRE

F 22-1 %ML T, SRSTDOEX 2V T 4 REFIHEZED E,

& 221 SRST DEFaUTAHEAFTYIURXE

HEFIE BEFIES L UEEEE

RATY7T 1 SRST &7 — b 7 = A TUERTRCTOMEEEFAT LI L% | 20— 3 > O Cisco Unified
RLET, TXTEEITTH L, 7314 2 Cisco Unified |Communications Manager % %74 — k32
Communications Manager 3 X Ot ¥ = U7 ¢ %A — K LET, [Cisco I0S SRST Version System Administrator
Guidel, Ziui%, %@ URL TAFTE £,

http://www.cisco.com/univercd/cc/td/doc/pro
duct/voice/srst/srst33/srst33ad/index.htm

ATY97F 2 |CiscoCTL 7 54T v hDA v A M—ABLOHEICLE/RT [Cisco CTL 7 74 7> hD#EE] (P4-1)
RTCOEELZFEIT LI L 2R LET,

i

ATv7 3 EAbICFEAENTFET D 2R LET, i H D EFEME S )LD Cisco Unified IP
Phone ¥~ =27 L E L T EEW,
ATYT 4 BRI E IR L AT LT 2 L AR L E T, (BT X2 VT ¢ T A LD

(P.7-11)

ATYT 5 |SRST BREDEF 2 U F 4 RELITVET, Zhicid, [F |[&F =27 SRST B2MEOHE] (P.22-3)
A A7 — V% & (Device Pool Configuration)] 7 ¢ > K7 T
SRST ZE L2 ANTT DIEELEENET,

RATY7T 6 |SRST I — by =A LEFHAE VY FLET, [ =7 SRST 2W5EeDHRE] (P.22-3)

125F:L7’SSFUST'éan“ﬁﬁa)dQZE

Cisco Unified Communications Manager ®%& ¥ ¢ SRST 22800, FH ., F723HIBRT 200, &
DREZBELTLESN,

o % =7 SRST ZBHRSEOENM : M1 T SRST BRLOLX 2 U 7 1 @IEXIT 5 Ho, £ 222 THL
W95 R COEE 2 RET B UERH Y T,

e X =7 SRST ZPRIEOFEH : Cisco Unified Communications Manager 4 #EC SRST O HHr %
FITLTH, SRSTHIE7 — b U = A OFEAZBIZABMICEF SN EH A, FEAELZTH T 2121F
[FEAEDOEH (Update Certificate)] R¥ v %227 Vv 7T 2MBERHYV ET, 7V v 7 T5 LFERH
DONENFR S, GEAFEZ T AN NMESTOLERH Y £7, fEAFEELZ I AND & Cisco
Unified Communications Manager /& Cisco Unified Communications Manager %— /X723 7 7 %
# N D4 Cisco Unified Communications Manager —/3C, G T& 57+ ZH 2% SRST %f
ST =T =A OIEHELEESBRAET,

e &% =7 SRST ZHRICDOHIER : E¥ =7 SRST 2 ZHIERT 5 &, Cisco Unified Communications
Manager 7 — % ~— 2B L OEFEEO enfxml 7 7 A V235 SRST #I57— b 7 = A OFEAE A
BrREET,

SRST &M DHIBRI71EIL, [Cisco Unified Communications Manager 7 NS =X p L —25 > %
7Rl #ZBLTIIEEN,

t ¥ =27 SRST B EZHKET DI, ROFIEZFEITLET,
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| +3% 17 SRST BREDHE

ATFvFT1

ATvT 2

AFvT 3

ATFyv7 4

AFwFT 5
ATFvT 6

ATy 7T
AFyv7T 8
AFyvFT9

FIR

Cisco Unified Communications Manager OEH~— T, [ A7 A (System)] > [SRST] Zi&R L £,
MBE—ERRY 4 RURFRINET,
RONTNPEFITLET,

o B LW SRST ZRELZBIMTHITIE, MKV 4 U T [HEEM(AddNew)] 227V v 7 LET

(a7 7 ANEFRRLTHL, [FHRENAMdNew)| 227V v 7 +52 L8 TEET), FEV 4~
ROUNRRREIN, &7 4=V RKOT 74V MEREDRINET,

o BEfF® SRST &fRit%k 2 v —3 5121%, [Cisco Unified Communications Manager 7 N3 =X |
L—z2rg > U Rl OFBNAE - CTiEble SRST 2% %2 o, [ 28— (Copy)] FINICH D%
DLa— Ao [av—(Copy)] 74227 ) v 7 LET (FRT77 A VEFRRLTHDL, [ aE—
CopN] 227V v 7 THZLbTEET), REV AV RUNRKRRIN, RENEPRINET,

o BEfF0 SRST 2RI E W H 3 5121X. [Cisco Unified Communications Manager 7 N3 =X f L-—
g A Pl OB S Tl SRST ZHEx ROTET, REV 4 FUNRKRSHL, B
EORENRINET,

# 2222 OFHNZEN, EX 2 VT o BEOREF AT LET,

oM SRST ZIRIEFHENEDOFHINZ DWW TIL, [Cisco Unified Communications Manager 7 3 =
X pl—g B0 Rl #ZRLTIEZS N,

[ =7 SRST (Is SRST Secure?)] F= v 7 R v 7 A& A 1245 L [FEHEOEH (Update Certificate)]
A&7V 7 LTSRSTHREHERZ XV o — RT3 ERHDLENI A vE—UREALT s
Ry 7 AZERINET, [OK] 227V v LET,

[fRTF (Save)] 227V » 7 LET,

T =X _X—=ANOD SRST *HG7— b v = A OFEEL EHT HI21E, [FEFE OB (Update Certificate)]
A&7V LET,

Je

Ev bk ZoORZ VL, [BF =7 SRST (Is SRST Secure?)] F= v 7 Ry 7 A& 212 LT [##1F (Save)] &
70 w7 LEBIZETFRRENET,

FEAEOT 4 A=) RBRERRENET, FEAFEEZITANDITIE, [RFEFE(Save)] &7 U v 7 LET,
[BAL% (Close)| %7 U v 27 LET,

[SRST &R D% F (SRST Reference Configuration)] 7 4 > KU T, [VU+& > h(Reset)] 7 UV v L
35

ROEHE
[ 734 27— L3 7E (Device Pool Configuration)] 7 «t > K7 T SRST LD HINT I o722 & % fE
BLETS

EBINtESR
MBEEIEE | (P.22-6) 2B LTLEEW,
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SRST 2R%&0tFx1UT10nERE B

SRST EREDEFX1Y) T 1 DEEAE

# 22-2 T, ¥ =27 SRST &M%izxt L T Cisco Unified Communications Manager 4 ¥ Cffi f T
ELOREICHOWVTHHA L E T,

o WMEDOE Y MIOWTIE, ISRSTDOEF =2 U T 4 EDOE Y M (P22-2) #ZM LT EE0,
o BHETHEHMB LTI OWTIE, TBhEIEE | (P22-6) 2L T E &,

& 22-2 X217 SRSTSRBEDRENE

e B

[2% =7 SRST (Is SRST [SRST XfItn7— hv=A12, HOBAEHAEREEND Z L 2MHRE LI
Secure?)] %, TOF v IRy AEF NI LET,

SRST ZREL T = V=AM BLUORBT2EFZEEY Y T 5
& . Cisco CTL Provider #— bt A% SRST *ita”— b 7 = A CHEHE
Tang F— - RICHEEZ T ET, CiscoCTL 774 7> MZ
SRST %S — b = A DHIEAELZ TS LT, Z0OFEHAE%E Cisco
Unified Communications Manager 7 — & ~X— Z A L £ 7,

EVk T _X—RABLOEFEHE»S SRST FEHAZEZHIBRT 2 121X
@?:‘/7?/77“?:21“7 LT [R1F(Save)] 27 VU v 7
L. BT 28E#kEs Yty PLET,

[SRSTREAET T/ 31 & @T— ME. SRST 57— bV = A ETHEAET v N4 ¥ — ¥ —F
A— I (SRST Certificate WXk D ER AR L EJ, Cisco Umﬁed Communications Manager
Provider Port)] :,t DR— &AL T SRST )57 — b7 = A 20 HREE & G

¥, Cisco SRST REMIE T m /A X —DF 7 41 | R— M 2445 ’C“‘T

SRSTxTFB# FY=2A ETCZOR—-FPERELTE, ZOT 4 —F
R—r&ESZ AN LET,

Evbh A= RNBEFERFOSAC, 7747 U+ —VEMFBHALTH
TI77 AT VA= ILVHNOR— bEFERATE2WEAICIE, B2
AR PFEEORENVLEILRDZ LBV FET, R— 1+ E&EF
1%, 1024 ~ 49151 OHPICHFET HLERH Y £, Z O#iPH
Meh A, THR— b BESIERTEX 2013 8F720 T &
WIHORyE—=URERENET,

[ FEBAE O ¥ 87 (Update Evhk ZoRZ %, [EF =7 SRST (Is SRST Secure?)] F= v 7
Certificate)] Ny X%Z‘/ LT[RIF(Save)] &7 U v 7 LIz#IZIZT &R
AENET,

ZOREEI Yy T BHE, CiscoCTL 7 74 7 > M Cisco Unified
Communications Manager 7 — % X — A TN S LTV HBEFF D SRST
KIGT— P U = A O ELZBE SR £ GEAERT — X X—RfF
ET2%G) . R T2BFEHE )y N Lc#%, TFTP — %
enf.xml 7 7 A V% (F LV SRST Xt — b o = A OFEHFE L & H12)
EaEICEE L ET,

SRST&HBEMNDEXTY) T 1 DFERKR

X2 UT 4 BERIC SRST 2IRIEEIEL X2 72T 5I121%, [SRST SR D% E (SRST Reference
Configuration)] ¥ « > K7 C, [£% = 7 SRST (Is SRST Secure?)] F= v 7Ry 7 A% A4 7IZLET,
F= 0z LOI7 VLT P—ERAEZWRCTHIUNERHDEDOA vV RNERINET,
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B SRSTHBIENS— FI 1A HSREBRSh-BE

SRST iEAENT— bz M D GHIRSh=5HE

SRST

DT RA AD V¥ b (Reset Devices)]| #7 V v 7 LET,

Rt

EEEA

[SRST Ot ¥ =V 7 ¢ OfEZE] (P.22-1)

[SRST ¥ =2 VT si&kEDE > b (P22-2)

[SRST D ¥ =V T4 HEHF = v 27U RN (P22-3)
% =7 SRST M oskE) (P.22-3)

[SRST 2Dt F 2 VT 4 OFRENE] (P.22-5)

[SRST b DX =2 V7 ¢ OfEbR) (P.22-5)

[SRST GEAEN Y — b7 = A D OHIBRSNHE] (P.22-6)

SAODEET =TI

[Cisco 10S SRST System Administrator Guide]
[ Cisco Unified Communications Manager 7 NI =X p L—23 2 D Rl
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FEAEAY SRST xHGD 7 — b U = A B HIBRS =861, £ SRST fEHFH % Cisco Unified
Communications Manager 7 —# ~X— 2 & [P Phone 22 HHIFRT 2 LR H Y £77,

ZOEEEEITT HI21E, [SRST 2 MRIE D3 E (SRST Reference Configuration)] 7« > KU T, [k
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T—bozAEBLV 529 DESIEDERTE

ZOEF, WONFETHERINLTNET,

e [Cisco IOS MGCP 7' — ¥ = A Ol b oi%E] (P.23-1)

o [H323 7 — U =ABLOH323/H225/H.245 7 > 7 O ELOME | (P.23-2)
o ISIP F7 v 7 O E{LDOE] (P.23-3)

o [F—bhUxABLOINT 2708 Fa )T AREMF=v 2 AL (P23-4)

e (XY "NU—7 A>T TARNT 7 F % TIPSec &% ET HHADOEEFIE] (P.23-5)

¢ [Cisco Unified Communications Manager & 7 — s = A £721x b7 > 7 & O T IPSec #HET
L%aoiEEHE] (P.23-6)

o [[SRTP % # 7 (SRTP Allowed)] F = v 7 R v 7 20#5E] (P.23-6)
o [ZEH) (P.23-7)

CiscolOS MGCP ¥— F 1 DS {LDHE

Cisco Unified Communications Manager iX. MGCP SRTP /Ny 7 — VT 55— b = A 2P HR—

FLTWEF, MGCP SRTP Ny r—U, 7F— by =A% 27 RTP #fic L TF v M EREL
BIOESTD SIS ET, 2= ARETICKBINIERICE T, F'— = a—
JVIZ SRTP T 220:8 5 Bl EnE T, 734 A0 SRTP 2R — 256, VAT A
SRTP #feafERH LE 3, D7 &b 1 2OFT /34 A0 SRTP %R — b LTWaWgE, A7 A
RTP #fe 2 L £, SRTP 725 RTP ~D (BLUOZOHD) 74—y 73, £FaT 734
AMBIFEX 2T T A~OiRE, BilSmk, N AT 4 U7 REERETRATLHEN
HYET,

VAT LW 2 ODT A R THEEAL A SRTP = — /L &2 ET % & . Cisco Unified Communications
Manager (3t ¥ =27 a—ADledbD~ AL —IFG5H# L YV &KL, SRTP X ) —LADLAITD I
F=bhUxAICEELET, VY= b= THHAR—FIN TS SRTCP X bV —2DHA, Cisco
Unified Communications Manager (38t & YV F X E LEE A, 205 OH#IT MGCP 7 F U 7 N
AEN LT =M oA ICEESRET, 2, IPSec AL CEex 2V T 4 2R ETHLERD
Y ¥4, Cisco Unified Communications Manager % IPSec BN FIET D0 E 9 1 E R L E AR,
IPSec N ES N TWRWEAR, VAT AITF— by =128y v a VREZFSEEFICEFELET,
Ty va R X2 TEREN L TCEREIND L DI, IPSec BN TFET LI L EHALET,
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| H.323 #— 7 x4 &V H.323/H.225/H.245 +5 > OEBLOBE

SRTP RICERE I N7 MGCP 7' — b7 = A 3, FRIAES 72T /314 X (SCCP % FEITT HRFEI N/ EE

e &) Eoa—icflb 284, Cisco Unified Communications Manager 13 2 O 22— )L % §BAER A &
LCHET 5720, EIICY— LV B 7A a v RERRSNET, T =/ L TT A 2D SRTP #HE
NEFIZFIT=— & N5 &, Cisco Unified Communications Manager (%, Z @2 — /L& kE5{LE
FELTHELET, MGCP Y= U =2A X2 VT 4 T4 2L 2ERTEDHEMEEICERINT
WAHEE, A= ARSI TWS &, EiF#IZr vy 7 T a U BRERRENET,

H323 75—+ x4 E KLU H.323/H.225/H.245 + 5> D
FEEDBE

X2 VT4 2V AR— 1 TDHH3I2I = b A BT — bF—_— FFIEST— b F— il
@ H.225/H.323/H.245 +Z > 7%, Cisco Unified Communications A~ L—7 ¢ . 7 27 AT IPSec
TV —a s ERELIZYA . Cisco Unified Communications Manager (Z%) L CREGEN TE £,
Cisco Unified Communications Manager & ZAL5H DT /N4 XA & DT IPSec 7V v =— 3 > E1Ek
95 FFIEIZ DWW T, [Cisco Unified Communications Operating System Administration Guidel % 2 /&
LTLEEN,

H.323, H.225, B8L U H.245 T4 IR S#E AR LET, Zh b odid, [PSec THREI NV
7 F Y 7 A %A LT Cisco Unified Communications Manager (Z3%1§ &% 3, Cisco Unified
Communications Manager % IPSec e NFFTET 200 E 9 & F8 kL EE AN, IPSec NWIRE STV
VGG, By va VEBIE S S TICRESRET, By v a VEREF 2 TEREN L THES
D& 9T, IPSec #fNFIET 2 Z & 2R L7,

IPSec 7/ v =—3 3 VO EICH Z T, Cisco Unified Communications Manager ®&EEL DT /31 25k
# 4> KRG [SRTP %777 (SRTP Allowed)] F= v 7 R v 7 R &0+ 5 BB 0 £, H.323
TF—=hrU=A, H225 N 7027 (=R ®—=2—Hl) . 2T 2FM T 7 (F— bF—s3—Hl#) |
JTARM T GEF— MR — S—H{lfll) REDT AL AREV 4 RURBHVET, ZOF =y
IRy I AeF A LWE4A . Cisco Unified Communications Manager (X RTP Z £/ L TF /31 A
LBELET, ZOF =y IRy 7 REF 2 L4, Cisco Unified Communications Manager 1%, 7
INA A LT SRTP BEESNNTWNDEINEI ML LT, X7 a—nFhidditxaT a—1%
FEAEIHET,

Cisco Unified Communications Manager @ % #1-~X—"C [SRTP % §F 7] (SRTP Allowed)] = v 7
RNy 7 A A LEgEE, B2 U7 4 BEERAE S SN PICEE S ND 2 & 2B <l
IPSec % ET D Z L AR HEREL £,

Cisco Unified Communications Manager i, IPSec N EL K REISNTNEMNE I NEMHB L
FRA, BV ELSEREINTWARWGS, X2 ) 7 ¢ BEFRIE S s TICEEsns 2
ERHY FET,

TFX 2T ATA4T RNRAERFEXRaT VTV T RRAEBHELTE, T8 A0 SRTP ¥R — b4
HEE. VAT AT SRTP #E 2 A LET, X7 AF 47 RARELFEXR2T V7 F U 7 8
AZTESLTERD, £7203 1 DLLEDOF /XA A8 SRTP ¥R — h LZAWEE, AT A% RTP ##i %
AL ET, SRTP 75 RTP ~® (BXUOFDHD) 74—y 7iF, BF=T7 TAALZA05ER
FaT TN ANDERYE, BFlEm, P Aa—F 400 REERETRETIHEAENDY £,
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F—FIAELT RS ) DESEDRE

SIP FSvoomsitons N

T LR AZ =SS MTP 2L, V=Y ay 74 ) T O%TT AL ADE FHEREN — 5

L., EOTNRALRAZKLTH [AT 4T ¥ —IF—va R4y bR (Media Termination Point

Required)] = v 7R v 7 ABRF 27> TR W4, Cisco Unified Communications Manager 13

ZOa— EEXaTICHELET, [AT 47 ¥ —IF—a VKAV DM E (Media Termination

Point Required)] &= v 7 &R v 7 AN A DA Cisco Unified Communications Manager 1%, =—/L

DEFFISA AL — %ﬁfﬂ L, 2=V Z&FEEFaTIZHELET, 2—VICEET S MTP 722054,
T34 2D SRTP #§HEIZ X - TiZ, Cisco Unified Communications Manager 73% D 22— /L % K 5{L.7%
BT D END D £7

SRTP MEE INTWDHT A ATIL, 734 A% % [SRTP Z 757l (SRTP Allowed)] F= v 7 R >
J AWK T T3 AD SRTP Bfe s 2 — W iZxt L TIEF IR T o= — h Shi=8& . Cisco Unified
Communications Manager 13 2 — V& B BLFEAICDE L E T, ZOERMEER - 2 WA, Cisco
Unified Communications Manager |%, 2 — V& X2 TICHHELET, T A AR EXF2 VT4 7
A A ERRTEDIBEBFHIER SN TV DIEA, a— AR LI TWS &, BiFficr vy s 74
AUNRRRINET,

Cisco Unified Communications Manager X, NIV 7 FERF SN ALK BT PR T R

FastStart = — /L 23 ¥ =2 7245 L £ 9, Cisco Unified Communlcatlons Manager OEFELAN— T,

[SRTP %7 7] (SRTP Allowed)] &= v 7 A4 v 7 A% F 1 L7234, Cisco Unified Communications

Manager % [ 7 %7 k23177 > | FastStart & A %023 % (Enable Outbound FastStart)] F= v 7R v 7 2%
I LET,

Cisco Unified Communications Manager O —{{OfEHAD 5 — U 2 A BL NN T 7 TIX EAHF—7
U v & (Diffie-Hellman ##) °ZDfliod H.235 7 —# % 2 5@ H.235 = FARA > M CEHIBMIZIE
WEEDHZENTEET, 20D, TRDH 29D RBAL Y FTIEEFaT AT 47 Fy ik
L CTEET,

H235 77— %@BTEZHXLH12T5I2F, ROMFT VI BIOS— MY oA OFET [H235/32 R
Jo—{% F AT HE (H.235 Pass Through Allowed)] = v 7 R v 7 A& AN LET,

e H225 N7 7

e ICT 7"— b F—/3—il

o ICT #45— kT — _—HilfH
e H323%5—hFU=xA

N7 BIOT = bU = A OFREICHOW TR, [Cisco Unified Communications Manager 7 F < = X
=g D7 Fl 228 LTIEE0,

SIP FS U DS DHEE

SIP hT 221, ¥ 7T VT AT 4 THiFICONTEFaT a—LEFR—-rT&Ed, V7V
FAALIL TLS I2k» T, A7 1 T 5{kid SRTP I ko TRk S E T,

FIU7IH LT T F ) IO S AERET DITIESIP F 727 ¥Fa T4 Tun7 7 A VaR

ETDHEXIW, MO T v a v EZ@IRLET (VAT ASystem)] > [EFX=2VT 4 7v 77 AL

(Security Profile)] > [SIP N 7> 7 &%= U7 ¢ 717 7 A L (SIP Trunk Security Profile)] 7 1 > K7),

o [TA AEFx =Y T 1E— F(Device Security Mode)] K v 7 # v UX kb [BEE1L

(Encrypted)] % &R
o [%E{GH5% ¥ 4 7 (Incoming Transport Type)] Ku v 7 X w7 U2 hhi [TLS] %8R
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o [FIEHRE# A 7 (Outgoing Transport Type)] K=

A X (Device)] > [ F 7 27 (Trunk)] > SIP K7 > 7 OF

v IR YR NND [TLS] Z3iR
SIP hT7> 7 ¥X%2VT 4 777 A NVERE LR,

TRTrANENTZICHALES ([(FA
XET A R T),

TR LTCAT 4 THRBSALZ G E T DX, [SRTP 77l (SRTP Allowed)] F=v 7 Ry 7 A%
SNCULET (FFRIC [T/34 A (Device)] > [ M7 > 7 (Trunk)] >SIP FZ7 > 7 ORBRET 4> RU),

AR O O0F =y IRy I AERFUITTIHA. :—w«*ﬁym~yay¢m%%%®M@ﬁxlu%4
BLEE RN AR SN E 21T H7e0ic, b Eiic TLS e 7 v A VEFEHT L Z & &5 <
HIRLET, b2y 7o 7y AV EHEMNT 256 TH SRTP IIHELE T, 7 F )7k
LT —2TEPARENFET, ZDHAE. Cisco Unified Communications Manager & -7 > 7
DOERTEDOB TRy NTV—20 OeX 2 VT 4 2RTHILNERH Y £,

SIP h7> 7 X2 VT4 7077 A NVOREDTEMZONWTIE, ISIP h 727 X274 7'm

TrANVDEE] OEEZZHLTIEIN,

F—=Fr2zA4BEVIFSI9DEX)Ta4BRERAFI VY
JRX b

7 23-1 %, CiscoIOS MGCP /' — b U = A TEXx 2 VT 4 ZHET DHHIEZODWTHBH LTS~
== 7 WM Media and Signaling Authentication and Encryption Feature for Cisco I0OS MGCP GatewaysJ
LEBITHEHLTLEE Y, ZO~==274F, D URL TAFTEET,

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature guide09186a0080357589.html

* 2341 MGCP ¥— F9 A DtEX1 ) T4 REBFzVIURXRF
EFIE BEEFIES & UBEIER
ATY7 1 |[CiscoCTL 7 FA T > baA v A= L, RELFEZ &% |[Cisco CTL 7 74 7> FO#%iE] (P4-1)
BLET, 77AF X2V T 4 E—FBREET—FRTHDZ
& PR LET,
RATYT 2 |\ BEFEMICHE R LERE L 2 L AR LET, (EFHOE X2 U T ¢ O] (P.6-1)
AT97 3 [IPSec ##ELET, e Xy NI—FI AV TFTAINTIF ¥ T
Evbh %y hU—2 42752 RS2 F 4T PSec ks | 1DSec ERIET DEHE OIERFH
%5 Z &%, Cisco Unified Communications Manager & (P23-5)
= T x2AFRIE T 7 EDMTIPSec #i%ET | o [Cisco Unified Communications
5ZEHTEET, EHLONDHFIETIPSec R E LT Manager &% — F 7 = A £71x b T2
56, b9 1 2OHEEZERTLILEIH Y FHEA, L ORT IPSec 2R ET HEEOLEEE
] (P.23-6)
ATv7 4 H32310S ¥ — F 7 =A BLOY T AL T2 7 DA, Cisco

Unified Communications Manager D& #~— ¢ [SRTP %‘: Gl
(SRTP Allowed)] F= v 7 Ry 7 A& A I LET,

[SRTP % #F 7] (SRTP Allowed)] = > 7 & v
7 2L [ T v 7 OF%E (Trunk Configuration)]
T4 RUERF [T — T = A ORE
(Gateway Configuration)] 7 ¢ & R IZRKRE
NES, INbDY 4 U ERRT DHHE
\Z2W T, [Cisco Unified Communications
Manager 7 FIX =X fL—2a > 24 F] ©
NI BRI = U AT O EES
LT ZENY,
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| $23% S—FY1BEU 520 OBBEORE
FYRI—H9 AVISRFS55F % T IPSec BT sBa0xEEE M
£ 231 MGCP ¥— kx4 DEX2UT+BERFzYvI IR}
BEFIR BEFIES & VEEIER
RTYT 5 SIP LG I DBRA SIP hF 7 B2 )T 4 FuTr A% | o [SIP k57 OB SLOME] (P.23-3)
HEL, F7 U 7ICHEALET (ZORBREIT> THRNES r S = .
. e [SIP N7 7 X2 A=A
£, [7734 2 (Deviee)] > [ 7> 7 (Tunk)] > 8IP b7z | © 20 770 P 0 4
DFEEY 4> KT, [SRTP %77 (SRTP Allowed)] &= v 7 ' '
Ry 7 Azl TAH I LET,
B  [SRTP %7 7 (SRTP Allowed)] F=v 27 Ky 7 2%
F T A, 2 XTI — T g VHICHES
FOMOEF 2T ¢ BEIFERAAR SRV E S
2T 572012, BElbshiz TLS a7 7 A L&
AT2Z2MmHBELET, FEFaT Tr7y
ANEFEHT 2556 TH SRTP IIHEREL 725, v 7
FUV U ITBIO N L —2TEAARSET, 208
%, Cisco Unified Communications Manager & k<
VI OEREDOH TRy NUY—I DX T 4 &
TERT2MERH Y 7,
RTYT 6 | F— by TEXa )T A BMEOREY A7 2 FEFLET, » [Media and Signaling Authentication and

Encryption Feature for Cisco IOS MGCP
GatewaysJ

A2YRT—D A VIDFSRAMTOF¥TIPSec #HXRTET 515
BN XEEIR

IO~=a7 VT, IPSec OFREHFEFTHALETA, RDVIZ, XYy NT—7 AT TRAKT Y
F ¢ T IPSec R ET DBEDOE REFH L HERFHA R L E9, [PSec &% l*'7 I AVITTANT T
F ¥ Ti%E L. Cisco Unified Communications Manager & 7 /31 A & O TIXa%E L2 WA X, IPSec
DBIERNT, KO Z EERFFLTIE S,

e YA =X, Cisco Unified Communications Manager H A Tid72< A7 F A 7 7 F % T IPSec %
Treva=r s3Il EBEIOLET,

o IPSec X ET HAMNI. BEAFD IPSec £721X VPN #ft. 77 v b7 4 — LD CPU ~DFE, ik
RO, Vv it IREHIEE, BLOZOMDO RT3 —~v A EDA MY v 7 EHFELTL
73V,

o [Voice and Video Enabled IPSec Virtual Private Networks Solution Reference Network Design
Guidel #ZH LT E&V, ZThix, kDO URL TAFTEET,

http://www.cisco.com/application/pdf/en/us/guest/netsol/ns241/c649/ccmigration_09186a00801ea
79c.pdf

e [ Cisco IOS Security Configuration Guide, Release 12.2]] (£ 713 FNLIE) 25 L T &V, 2T
Wwd URL CAFTEET,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration guide book091
86a0080087df1.html

e EF¥ 27 CiscolOSMGCP 7 — h = A TEHDOVE—F = FEKTLET,
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E2E S FI9TA4BLUVFSUIOBRIEOEE |
W Cisco Unified Communications Manager £5°— k9 =/ &11Z F5 >4 L DRIT IPSec #RET HBED

o TLI74=—H—RBHLRXy N7 DFEINTWVDLFEIEN T, ry NT—7 T34 ZADKA
2 RERTLES, 2202 7747 94— VHROT 7k A a2 ra—/L JAKM (ACL)
FxFOMD LA Y 3TN, ATT,

o KRA B TN IPSec it ai& T T 2D T 2EEEIL, /' — bV = A DEPT— RV = A ~DF
MEansa—n RY a—LiTL->TRARY ET, 72L& 213, Cisco VPN 3000 &V —X kb
L —# . Catalyst 6500 IPSec VPN #—t 2 £ 2 —/b, £72iF Cisco ¥ —EAHKARNL—Z %l ]
TXET,

s (=t ABLOIN 770XV T A REMF =7 U AN (P23-4) ITTRENTWDIA
FrPEBVICTFIREZIATL TIIEE,

A

FE  IPSECERZBRTELTERNT VT 4 7 THOIIEEMRLRNE, AT 47 A MU —2 OB
DO DAREERH Y 9,

Cisco Unified Communications Manager &5 —+>
A1E=IEI S 209 EDORITIPSec #{ET HIGEEDIEER

Z OETHBT 5 Cisco Unified Communications Manager & 7 — v = A E72iX b T2 L OFTO
IPSec DFREIZDOWTIL, [Cisco Unified Communications Operating System Administration Guidel %
ZRL T &N,

[SRTP %554 (SRTP Allowed)] F = v ¥ v 5 RDFE
[SRTP % & A (SRTP Allowed)] = » 7 &R v 7 A%, Cisco Unified Communications Manager @ % Bf
DIRDOBEY 4~ RUICFKRENET,
e H323 DV = U=AREV A FY
e H225 FF 27 (F—hrXx—_—fl#l]) DT I7REV 1 Y
o UIAZMIT Y (F—bF—R—Hlll) ODFTUIREV L RY
o UIAZMEIT Y GEFS—hFR—2NR—ll) OFTIREV A FY
* SIP NIV IREV AV FD
H323 5= U= A BELOF — M — "—ilill £ 72 13FE5— F ¥ — ~—ifilifl o H.323/H.245/H.225 |

27 £721E SIP b F 2 7 2%t LC [SRTP % # A (SRTP Allowed)] F = v 7 R v 7 A &% ET 5 I01E,
WOFNEEFITLET,

FIR

AFvF 1  T[Cisco Unified Communications Manager 7 NI =X pL—23 2 0 F] OPFICEST, #— b
A EII N T U ERBLET,

AFvT 2 T—h T2 AFERIFINTFT I DFREY 4 RUNHWZG, [SRTP Z# 777 (SRTP Allowed)] = v 7
Ry 7 At LET,
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s=zrm N

AFyvFT 3
ATy 4
AFwT 5

Rt

SIP k7> 7 2%t LC [SRTP % ZF A (SRTP Allowed)] &= v 7 R v 7 A& 4 icF 584, a—1 %
vz — g VPR EOMDOEX 2 U T 4 BEEFRSA A IRV E DT L eHic, ek Ei
TZTLS 77 7 A NVEMERTHZ L #M<KHELET, kexaT 7y A VEERTLIHAETH
SRTP IFHMARELE TN, v 7 F UL VBIRN L —2ATHEMAMEINET, 204, Cisco Unified
Communications Manager & 7 > 7 O#EIEDOH TRy NIV =7 DX 2V T 4 ZHERTILERD
DET,

[fR7F (Save)] 227 UV v 7 LET,
[VEYy FPReset)] 7 Vw7 LT, X4 A%V &y NLET,

H323 1225\ T IPSec NE LK HESNIZZ L 2B L ET (SIP IOV TiE, TLS NIELS&E S
Tl L EMERBLET),

EBINtESR
MBEIEH | (P.23-7) 2BRLTLEEW,

et 2=

o [RRGE, BAME, BLOFFATOME] (P.1-18)

o M boiss) (P.1-23)

e [Cisco I0S MGCP 7' — + 7 = A DR 5L O E | (P.23-1)

e [H323 7 — U= A LOH.323/H.225/H.245 7 > 7 OB BALO#E ] (P.23-2)
o [SIP N7 7 OB HLOBE] (P.23-3)

e = U ABLRIN T LI DEX2 VT AHREHT =7 VRN (P23-4)

o [ XYy NU—J AU TTFTANTIF v TIPSec #RET HHAOEEFIHE] (P.23-5)

» [Cisco Unified Communications Manager &7 — k7 = A £721X v 7> 7 L O T IPSec R ET
LHGOEEFE] (P.23-6)

YAOADEEI=aTIL
» [Cisco Unified Communications Operating System Administration Guide]

» [Media and Signaling Authentication and Encryption Feature for Cisco I0S MGCP GatewaysJ
» [Cisco I0S Security Configuration Guide, Release 12.2) (F7=1X%LLE)
» [Voice and Video Enabled IPSec Virtual Private Networks Solution Reference Network Design Guide ]
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= CHAPTER

SIP 329 X274 TAI 7L ILDEFE

ZOEF, WONETHEREINTHET,

o ISIP FI7 07 ¥F%a T4 Yu7 7 A VOBE] (P24-1)

e ISIP T2 7 ¥XaUT 4 777 A VOFEDOL M (P.24-1)

o ISIP FI7v 7 ¥F%a2 T4 77 A 0OKHKR] (P.24-2)

o ISIP FI7 v 7 %2 U7 4 Yo7 7 A NVORE] (P.24-3)

e ISIP 727 X2 VT4 Tu77 A VOREANR] (P.24-3)

o ISIP FI7 v 7 %2 U7 Fu7rALOmEMH] (P.24-8)

e ISIP FT70 7 ¥FaUT 4 TuT7 7 A NEREEZITSHSIP 77 DR (P.24-8)
o ISIP FT7 v 7 X2 U7 4 v 7 A LOH IR (P.24-9)

o [Z2ENE#H (P.24-10)

SIP F329 #FaT4 TOT771ILOHE

Cisco Unified Communications Manager O #LCIE, SIP 7> 71295 8% =2 U 7 4 BEOFKEN
TN—TEN, 1 208X a2 VT4 TaT7 7 A VEEROSIP T 7 2B YBTHIENTEE
T BX2 VT ABEEOREICIE, TR X2 VT4 TR, ¥4 V=X MNEGE. BlEEREEHX A
TRORIBEREL A TOFRERENDY £, [ N7 7 OF%E (Trunk Configuration)] 7 4 > K7 Tk
FalT 4 TuT7 A NVEERT LI LT, MRFEAOREZ SIP b7 > 7 IZ#EALET,

Cisco Unified Communications Manager %1 > A b—/V 3% & BE#BREHAOFERIERF LI 2T
SIP F7 027 ¥X%a T4 7a7 7 AP RESNET,SIP FT7 708X )T 1 EEEZ AT
DI1F, FriLnvkexaVT7y YerrAEHEL, SIP VT ZCEALET, FTr o8 EFxa Y
T4 HEFR—FLTWARWEAIT, EtFaT 777 A VERIRLET,

SIP FZ 7BV R = T2 T A ERZTN, ¥ X2V T4 7077 AR ET L RUICE
RENET,

SIP FS529 X)) T« 7AIT7AILDRBEDET b

Cisco Unified Communications Manager D TSIP hF 7 X2 VT4 T mn7 7y A VERET D
Baid. WMOREZBEL TSN,
o SIP "I U7 ERETLHHAIE. [ FT 7 OFRGE (Trunk Configuration)] V4~ R TEFx =Y
TA TR TrANEERTDOLEBRDY . A ABEFX 2T 4 2F K= LTORVWES
X, X7 T A NEEALET,

o BIETNRARIZEIV LB TCHNTWDEIEXF2VT 4 a7 7 A VEHIRTSZEIZITEERA,
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B SIPrS52Y &F1UT4 FOTFPALOBREK

o TTIZSIP IV ZICEVWLBTHNTWAEX2UT 4 P87 7 A NVDORELEET S L K
L7ZfREN, TO7Tu 77 A NEEDLETENTWDEITXTOSIP F 7 o7 CEHInET,

o TARARIZEVETCOHNTWDIEX2 YT 4 77 ANVDAFEERETEET, TWVWTr 77 A 14
BLOBREZED L TONTWASIP hT7 73 8L\ a7 7y A VABLOHREEZITANET,

. Cisco Unified Communications Manager 5.0 LAE~DT » 77 L— REHZT ANA X £FX 2 VT«
— FZ2E L% AL, Cisco Unified Communications Manager 28 SIP N7 27 D7 m 7 7 A
W%WWL\TA4XK7H774w%E%Li¢O

SIP r320 X2 T4 TJAT7AMILDERE

SIP hT7> 7 X2 VT4 7077 A VERETDHIZIX, KOFEEZFEITLET,
FIE

AF9FT 1 [VATA(System)]>[EF =2V T 7177 A1 (Security Profile)]| > [SIP N7 v 7 X2V F 47 nm
7 7 A ) (SIP Trunk Security Profile)] ®IEIZER L £ 5,

BMBLEERT 4V RUBREREINET, 7277477 (HIO) 72V —0DLa—KFKyy 0 KU
BREINDEGENDHY £7°,

ATYT 2 THR—AOTRTCOLaAa—RERBTDHITINE, FATR IRy I ANETHDLZ LR LT, A
Ty 3ICHERET,
La—R a7 42 ) o FETRRT 51203, ROFIEEZFITLET,
s KO Ray T EFU VAN KRy I ANDL, MBENRTA—FEERINLET,
e 2HBHO Ry THE T UARN Ry I ANLRBAT— 2 RIRLET,
o MEILRUT, WEIRMBT XA NEEELET,
S
GE) MBEMHEZENTDHIE, [F]ARXF 270y 7 LET, FME2E8MT58, HELLETRTO
FMEC—BT DV a— FERBINET, FJMEEZHIBRT 212F, [ A2 &2 27V v 7 LTEHRE

(BN LT &k 2 BT B2y, [7 4 A% D2 U7 (Clear Filter)] R¥ > %2 U v 27 LCEMLT
TRTOMBERMELHIRLET,

AFyF 3 [WFZFind)] 227V vs LET,

—HT LI RTOLa— RBRRRINET, [ X—TH72 Y DITH (Rows per Page)] ey 77X o U
AR Ry I ANPGRRDELZFIRT H L EX—VICRRENIHAREZEETEET,

AFvFT 4 La—FKOUARNT, BrRTiHa—F ol 72270y 7 LET,
~

GE) VAMORHUICEAEELITRAEZORMPSLHEIE, TORHEZZ Y 7 LT, Y—F
JEFF 2 0 L,

VA RUICBEBRLZEANERRSNET,

BntER
[BEIEH | (P.24-10) 22 LT &0,
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SIP k54 #%aU54 Fadr4ro@e A

SIP FS29 X)) T4 7AT774ILDOETE

ATFyvFT 1

ATFvF 2

ATv7 3
ATv7 4

SIP b T2 7 ¥xa VT4 a7 7A0aiBM, B, £72ida—342123, ROFIEEZFATLET,

FIR

Cisco Unified Communications Manager D& ¥~— T, [ A7 A (System)] > [EF =2V 7 1 7'm
7 7 A /v (Security Profile)] > [SIP N T > 7 &% = U T ¢ 7177 AL (SIP Trunk Security Profile)] ®
NEIZEIR L E£ 97,

WOEEDO TN EFEITLET,
s LW BTy ANEIBINTHITIE, BEY 4 FUT [ HHLEMN (Add New)] 7 Y /ybia“

(e 77 A NEFFRLTHE, [ HHEM(AMdNew)| 227 ) v /352 b TEET), RET 4~
ROUMEBIREN, 74—V DT 73V FRENRINET,

e MFEOEXZYT 4 TuTdrANEaE—F25IZE, ISIP T 07 X2 T 4 a7 7 A0D
B3 (P24-2) OBBIIE- THWART 17 7 A L& RS, [ = — (Copy)] FINICHEZD L
a—RHAO [ a2t — (Copy)] TAav %2 Vv 7 LET (Fr77ANERRLTHL, [ —
CopY] 227 Vw7 FT52LHbTEET), REV 4V FUBRFRRIN, RENEDTRINET,

o MMEOTu T s ANEEEHTHITIE, ISIP T2 X2V F 4 Fu7r A4 L0k (P.24-2)
OB, B2V T 0 777 ANV ERDIFCTERLET, BEV 4 RUNRERS
N, BEOERENREINET,

# 24-1 OFHICHE- T, WU RRTEEADNLET,

[{#7F (Save)] 2 U v 7 LET,

RDEHE

X2 VT4 TuTr A B LIctk, ISIP T 7 X274 a7y Aol (P24-8) O
MEBZHEW, FT U7 EA L ET,

SIP hT7 v 7 XAV A NRBIEERELEZEAIZ. N7 27 @ [SIP LV A O E (SIP Realm
Configuration)] v+ > K7 & SIP FJ 7 %40 L'Cﬁméﬂ677 Vor—yarvd[T7Vr—var
2 —FDOFIE (Application User Configuration)] 7 1 > RV T, ¥ A V= A MEHGEHFEEZRET 24
BERHY T (FEREL TWRVWER),

SIP hZ v 752N LTERBINDIT TV r— a7 7V r—va bV 2B Lz
W, [T 7Y —va ra—HF O E (Application User Configuration)] 7 1 & KU T, %0)77)/7—
a RIS TRERETHLERH Y ET (FXEREL TWRNEE),

EBINtESR
MBEIEH | (P.24-10) 2B L T2 &N,

SIP r320 Xa)T4 JAT7AILDEERNE

# 24-1C,SIP +T 07 X2V T 4 a7 7 A VORENBICOWTIBEL E T,

o WEDELNMIZOWTIE, ISIP FF o2 X2 lTF s a7y A0 EOL Y M (P24-1) %
ZHLTLEEN,

o BETLEMRB LOFIMEICHOWTIE, TBEEF] (P24-10) 22 LTS 7ESVY,
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SIP FS2Y £FaUT4 FRAI 7L LOBTERS

= 241 SIP rS29 €XaUT4 FAITZ 7M1 ILORERNE
BE B8
[ 4 il (Name)] tFa VT4 TRTFANDLREANLET, HLLT T 7 A L%

BRIFTH L[ b T 7 OF%E (Trunk Configuration)] 7 ¢ > Ko @ [SIP
NZvr&¥a VYT 17 w757 AL (SIP Trunk Security Profile)] K= v
THET VAR Ry 7 ACLRIPERRSNET,

[ @B (Description)]

X2V T 0 TurrA VOB EASLET, @SB, EEOSEE
THEA SO XFAIBTECEETMN, ZHIAK ("), S—kr beE (%),
TURYP R (&), Ny AT vy (¥, W ya (<) AT
A,

[TAM2EFxF=2UT o
% — K (Device Security
Mode)]

Ky 7Zor URARN R ZANS ROFTT T 9 DT EER
LET,

o [FEEF =27 (Non Secure)] : A A— VRSN DX = U T 1 #5HE
WAL E¥A, TCP %7213 UDP #4fi C Cisco Unified Communlcatlons
Manager 23 FIIJH T& £,

o [REEDH (Authentlcated)] Cisco Unified Communications Manager
R 7 DAL BFEARA L £, NULL/SHA Z{EH7T 5%
TLS #2fc % B4 Li@“o

o [WfE1b (Encrypted)] Cisco Unified Communications Manager 1% k
Ty OBEAM, BIE. BLUOR S LERELET, v F U
M2, AES128/SHA %M+ 2% TLS B2 Bt L £,

[#%{E#51% ¥ A 7" (Incoming
Transport Type)]

[ 734 A& %= U7 1 %E— K (Device Security Mode)] 28 [FEEF =T
(Non Secure)] T B4, [TCP+UDP] NHEk & A & 720 £,

[F 34 Z&F =Y T 4% — F(Device Security Mode)] D [ FBRE D F
(Authenticated)] %721 [ K5 51k (Encrypted)] Th B HA . [TLS] A ik
ZATLRYET,

(3¥) Transport Layer Security (TLS) 7'm k=X - T, Cisco
Unified Communications Manager & ~ 7 > 7 & OB Ok Mk
MENET,

[#&15851% &% 1 7" (Outgoing
Transport Type)]

Rey7Zor JRA R Ry 7 ANnD, BEGET— FE2@EIRLET,

[THRAAREXF2Y T4 {—~ K (Device Security Mode)] 28 [FEE¥x =7
(Non Secure)] TH D4, [TCP] 721X [UDP] IR L E T,

[T 34 AEF 2 U T ¢ E— F(Device Security Mode)] 2 [FRRED I
(Authenticated)] % 7213 [ 5 51k (Encrypted)] Td 2 %4 [TLS] 23 #xis
AT ET,

GX) TLSIE. SIP b7 27Dy 7F ) 7RG, T35 ARGE, B
LoV 7T IS bR ER L ET,

B> b TCP Bk HFIH%Z YA — kLT Cisco Unified
Communications Manager > A7 2 & 10S 7 — h T =1 O T
SIP +7 v 7 8wt 55013, BEBEF 7L L TUDP %
ERT2MERH Y 9, FEMIC OV TIE, [Cisco Unified
Communications Manager > X724 2 F] ® v a B
A7 w b =L (SIP) OE) 22 LTI 7EE,
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SIP kSv9 £¥a U5« Fazrz/ozERE B

% 24-1 SIP k529 %2 )T+ FAT7MLORERE #EE)

e

B

[57‘\/], :/\‘IX wLpJ‘.E%ﬁ)‘jJ
{t. (Enable Digest
Authentication)]

AP A PBIEEAINCT DL, ZOF =y IRy 7 A4 AL E
T ZDF v IRy I AEF 23 % & Cisco Unified Communications
Manager I, h 7 > 7B DT _XCO SIP ERTF v LV EITVET,

’7/]) /31X ]\wuu j: ?‘j/§4xuthu£ I‘i :ISJZU“E*E@’ETE@?LE
’@-‘A/o \—h%@ﬁ% i{f{iﬁﬁj‘ j: 'IZ#JJT/f :E”—]\[mqu@ﬁ
(Authenticated)] F 7213 [ 51k (Encrypted)] IR ET,

HA Y= A MRIEOFEMIC SN TIE, XA V=2 MERE] (P.1-20) B &
O ISIP T 7 DFA V=X FEREDOKE] (P25-1) 2L T
él/\o

EX b TCP fi5A £ 7213 UDP 5t & L C05H h 7> 7 Eo SIP K
7 vy a—PEBIET HITIE, XA Y= A MBREEZEHA LT
S0,

[ 7> AR R (Nonce
Validity Time)]

T AMENFRD LR AR BALCAS LE T, 77 4/ MElE 600 (10 53)
TY, ZOREARET S L. Cisco Unified Communications Manager
T LVMEZ AR L ET,

GE) FUrAEE. XA ARREEA YR — 57 X AMET, ¥4
/IX }\uuuiE/\le I\@MDS/\//J@B‘I_%\—'fiﬂEJéﬂi#

[X.509 D4 (X.509
Subject Name)]

ZDT7 4=V RNIE [HEEES AT (Incommg Transport Type)] £ & U
[ #&15 45325 & 1 7 (Outgoing Transport Type)] & TLS #3%7E L7=HE
WHINET,

T NA AFBAEDT=DIZ, SIP T 7 T34 2D X.509 i EOH4 %
AJ1LE 7, Cisco Umfied Communications Manager 27 7 2 % 33 d 5 %
&, EIETLS BT ’ﬁbf SRV vy 77 v 7 aT 556, BH—
DT PEBDERA MNIRRSND ZERHY £, %@F% K
T U D X509 OHEADRE S NET, HED X509 OHL4 R H
ABPEHIT. AX—Z, hr~, BIaugry, agronTann 1l o&FF
HLT, 4rizXuy £9,

DT 40—V RiZiX, 4096 XFETANTEET,

Ev bk 4, BETEFRO TLS GEHEICHIGLET, 408, 44

&—F‘—}‘TQEVC%@ &%ﬁﬁmu LT< f;éb\ [—Jbﬁ:% &%{;

R—brOMAEREZE, £ D SIP b 7I2HIV Y THZ LIET
%i'li‘/u

#: " — b 5061 @ SIP TLS trunk1 @ [X.509 D4 (X.509 Subject
Name)] iZ.my_cml, my_cm2 TJ, AR — k 5071 @ SIP TLS trunk1
D [X.509 D4 (X.509 Subject Name)] £, my cm2, my cm3 T
9, ZOHAE, A— b 5061 @ SIP TLS trunk3 @ [X.509 D4
(X.509 Subject Name)] i< my cem4 (2 TEFET 23, my cml (21
TEERA,
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SIP FS2Y £FaUT4 FRAI 7L LOBTERS

£ 24-1 SIP rSY) X%aUT4 FAT7ALOBRERE HE)
e EEA
[ &1 A — b (Incoming EER—PFEBRLET, 1024 ~ 65535 O—EOR—  NEFEATIL

Port)]

F9, FHE TCP BEXOUDP @ SIP A v &=V DT 74k K— ME
1%, 5060 TF, HIE TLS A v —VDF#EINIEZFT 744 bk SIP F—
MZ. 5061 T4, ANLTZEIZ. 20707 r A A E2EHTHTTO
SIP Fo v 7@ ENET,

Ev bk TLS 2T 24T _ToH SIP N5 7, RUEER— &2t
ﬁf%iToHE+UDP%ﬁ%¢éT&T@SWF?V&ﬁ\
FIUEEFR— E2EEFTEET, RLAR— KT, TLS @ SIP #5
ERTr e, TLSUAD SIPERIE N T 0 XA THIBETS
ZLiITEERA,

vk BEDONTT7 4y VR SIP 27 UDP A— h ETHEH—®
IPTFVX#E@%%N#yFLwﬂ%lﬁﬁﬁ#@SWTmﬂ
UDP Port Throttle Threshold ## 2 23581, O L & W EAZFH
%ELT<H§%0$PF?V?&SWX?*VHVﬁED%%
UDP &~— k& 3HF 4 584, Cisco Unified Communications
Manager 1, 2 2DOH—E R /T XA —ZHEDORKEWFITHESN
T, Xy beAroy b7 (HIR) LET, Z0ORTA—H
W B EHE A G T 51X, Cisco CallManager ¥ — & 2 %
HEHTILERDD T,

[777°) =g v LL
FBRE % H 3t (Enable
Application Level
Authorization)]

TTV =y a bV OFFRIE, SIP P B LTCEREND T
TV r—vaZEAIET,

OF xRy I RAeF T HHEIE. [FA4TV A MNRBREEZ B
{k (Enable Digest Authentication)] & = 7 Ry AbA Uiz, hF v
TDEA Y x A NRBIEEFRET HMENHY £7, Cisco Unified
Communications Manager I&, FFA SN TWLT ) r—3 3 v %

BT LA, SIPT 7Y r—yay a—FERIELET,

TTV = ay VVDRFRIBNENRG AR TR T 7 v o
HFANRBELTHDL, 7TV r—vay LALOFRREELET,
% Y. Cisco Unified Communications Manager X, [7 7V 7 —v a3 v~
2 —HF OFTE (Application User Configuration)] 7« » K¢ SIP 77
Vor—vary a—HICHFaTsnN TS HRE bkic, (Zokxal
T4 TRTFANT) I UTICHFRENTWD R LR LET,

ek 77U = aro ID ZEHELEWVWGAS, £$REIT7 7Y 5—
VarBNRBED T TEEENTWRWEAIR, T r—
VA Y LSV ORFRIOBAERE L CLIES W, 77V r—a v
ZRIL, FTHLAWR I V0B ETAZ LN £,

NI DFEA Y = A MEIEREDFHMOWTIL, [SIP b7 0F
A Y= A FBIEDRE] (P25-1) 2B T ZEW, FHFAOFEMIZHS
Wi, TEFAr) (P1-22) BEWY THEEH) (P1-7) 2L T
SW [TV r—v 3 »ra—H O E (Application User Configuration)]
T4 RUTT I =gy LAULOF R AR ET B HFIEDOFRIC SV

T, [Cisco Unified Communications Manager 7 NI =X pL-—2'3 >
T4 Rl SR T IEI N,
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SIP kSv9 £¥a U5« Fazrz/ozERE B

% 241 SIP rSY) X%aUT4 FAT7ALOBRERE HE)

By B

[ 7 LB ABEROFF A Cisco Unified Communications Manager 78 SIP 7 > 7 & i TEET 5
(Accept Presence TVBUVRA Y TR VTV a VERESZITHTHE5ICT%AIE. 2
Subscription)] DF v IRy I AEF AT LET,

[TV r—var bRz Aot (Enable Application Level
Authorization)] = v 7Ry 7 RAEF N LG EIE [TV r—vay
2 —HFDFEFE (Application User Configuration)] '7 A FUCBEL, 20
%A_OwTﬁTﬁéTfJﬁ—Vayn~%@[7vﬁyx%ﬁ@%ﬂ
(Accept Presence Subscription)] &= v 7 Ry 7 2% F I LET,

TV =2 a Y LNLVOFFRNEHT, 77 r—vary a—Fo [ 7
LB A ERDFF AT (Accept Presence Subscription)] = v 7 AR > 7 A M
FUT, NI DT 2w IRy I ANT T OYE, NT U TICHE RSN
TWAHSIP2—% ==V MI403 =T — X vb—UREEFEINET,

[(TY AT HEAT RS
REFER D7 7] (Accept
Out-of-Dialog REFER)]

Cisco Unified Communications Manager 2 SIP k7 > 7 & CEET D
HA AL OT Y NATH AT v REFER HRZZ T2 & 951
TAHGEIE, 20Tz IRy AEF T LET,

[ 77U r—a v LR_VERBGEAR A2k (Enable Application Level

Authorization)] &= v 7 Ry 7 A& AN LG EE, [TV r—va v

= —Y DK E (Application User Configuration)] '7 A FUIZBEIL, 2

DOFRIWCONWTHA[THT IV r—vay =¥ [TU NFTHEAT

2 7' REFER @7 Al (Accept Out-of-Dialog REFER)| F = v 7 R v 7 2%
IZLET,

[ K& NOTIFY OFF Al
(Accept Unsolicited
Notification)]

Cisco Unified Communications Manager 23 SIP k7 > 7 I CEET D
A A R OFRKH NOTIFY A vt —VE2ZFMT5E9127 5%
HlE. ZOF 2w IRy 7 A% AT LET,

[ 77U r—a v LR_VERGEAR A2k (Enable Application Level
Authorization)] F= v 7 Ry 7V A& F N LG EIX [T TV r—va v
2 — PO E (Application User Configuration)] '7 A FUCBEIL, Z
DOHFRIZOWTHRTEHT 7Y r—ay 2—H0 [ KEAFHNOTIFY O
#F 7] (Accept Unsolicited Notification)] = v 7 7R v 7 A% A4 N2 LET,

[REPLACE ~ v % O#FFH]
(Accept Replaces Header)]

Cisco Unified Communications Manager 23BEfF 0 SIP ¥ A 7 1 7/ % & %
WMZDHLOVSIP XA 7 v 722285232581, 20
Frxy IRy I AeF T LET,

[T 7Y r—va v LULR uE%ﬁijflﬁ(Enable Application  Level
Authorization)] F= v 7 Ry 7V A& F N LG EIX [T TV r—va v
2 —HDFEFE (Application User Configuration)] '7 A FUCBEL, 20
FRIZANWCH AT 25T 7Y r—3 5 2 22—+ [REPLACE ~ v & D
Al (Accept Replaces Header)] = v 7 Ry 7 A& F I LET,

[FEEF=2V T4 AT —
# A (Transmit Security
Status)]

Cisco Unified Communications Manager 2%, B#fHiF H 47z SIP k5
I SIP BT ICa— LDt xa 0T 4 T3y AT —F A EET
2E0CT2HEEF. ZOF 2y IRy I REFVIZLET,

TT7FNETHEH, 2OF =2y IRy 7 RFA 710> T0ET,
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B SIPrS52Y &F1UT4 FOTFPALOER

SIP FrS29 X)) T4 F7O774ILDERA

ATFyvFT 1

ATFvF 2

AFvT 3

ATy 4
&

[ 7 v 27 ®FFE (Trunk Configuration)] V4~ Ry T, SIP hF 7 %2 V7 ¢ Fury A% b
FUZIZHEHALET, TS RCEF 2V T T s ANVEERATHICE, KOFIEEZFEITLET,

FIR

[ Cisco Unified Communications Manager 7 NI =X f L—23 > D7 F] OFBICE-T, N F2 7%
MBELET,

[ 77 OFE (Trunk Conﬁguratlon)] U4y RURKREINTZL, [SIP T 278X2 YT 7R
7 7 A ) (SIP Trunk Security Profile)] #% &% R £ 7,

X274 IRTFANORNRy LTy YA Ry 7 Zinb, T4 ZCHEHT 5% 7 4
TaT A NVERRLET,

[#£7F (Save)] 22 U v 7 LET,

[%E DA (Apply Config)l %2 Vv 27 LT, hJ7v 2%V kY FLET,

RDOEHE

SIP N7 7128 A4 VA MRBIEEAINCTHT 07 7 A VEERLIZSEEIE, N7 027 O [SIP LV A
DX FE (SIP Realm Configuration)] 7 4 > RUTH A V= A MEHGEHEZRET H2LENRH £7, [SIP
LAV LADRRE] (P25-4) 2ZRLTLIIEEW,

TIV =y a VSV OR R EANCT 2T 0 T A NVEERA LISGEIE, [TV r—va vy
D 7E (Application User Configuration)] 7 1 > R T, ¥4 V= A MEMAGEAE L vl iral %
RETHULENRDY ET (FLERELTWRWVWEGES),

EENtESR
[BEIEH | (P.24-10) 22 LT &0,

SIP b3 29 2Fa) T4 TAIT7AILVEREFZRITD
SIP 527 DR

27y T 1

ATFvF 2
ATFvFT 3

SIP hT v 7 H#RELEENTHLNIZSIP hF o7 %2 UT 4 Tua7rA L RAMEEII1TIT. /k@
FlEAFEITLET, ZOFNETIE, TEXHRY MR FECTERBRENELBEHLET (2R #
BEZTDTNAAO—ETIE, Viy bERFEESZ2EZETTI2LENLWVEERH Y F9),

FIg

[ AT A (System)]|>[EF¥ = U T 47177 AL (Security Profile)] >[SIP hF 7 X2 T 47 nu
7 7 A ) (SIP Trunk Security Profile)] DIAIZER L F 5,

[SIP N7 27tXa VT 47 w77 A 00K E —%E 7 (Find and List SIP Trunk Security Profiles)]
T4 RUBRRINET,

AT MBI RIRL T,
[#%% Find)] 227V v 7 LET,
T4y RTICRBREEE —BTHSIP F Iy kX a T4 TR TrA DY A RRFERENET,
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ATv7 4

AFwFT 5
AFv7 6
ATy 7T

ATFyvFT 8

SIP rS>5 %2 UT« Foorzanobk W

M THSIP NI ERMISELSIP TV kX2 VT TSuTd A NE 7Y 7 LET, [SIP
N orEX2 YT 47077 A NOFRE(SIP Trunk Security Profile Configuration)] 7 « & R U A
RENET,

REDEEZITVET,

[fRTF (Save)] 27V v 7 LET,

[R% & D A (Apply Config)] #7 V v 7 LET,

[ &1 @O (Apply Configuration Information)] 44 7 1 7' 7R v 7 ANFERINET,
[OK] %7 VU v 7 LET,

BntESR
(BEEIEH | (P.24-10) 2B LT Z &N,

SIP F320 X2 )T« 70T 74 ILDHIRR

27y T 1

AFyvF 2

Z Z T, Cisco Unified Communications Manager 7 — % X— 22256 SIP v T 27 %2 U7 4 71
77 A NERIRT B HFIEICOWTEAL £,

1R HHIIC

Cisco Unified Communications Manager OEHCEXx = U7 1 a7 7 A L =HIBRT 251, BloT
077 ANET AL AZHEAT 20 AT 0T s ANVEMERTLTRTOT AL AEHIBRL TS
Vo BT T s ANEFERLTHWDET AL AERETDHITE, SIP T 78X T T nrr A
JLDFE (SIP Trunk Security Profile Configuration)] 7 ¢t & R @ [B§:&# Y 7 (Related Links)] K= v
TED YRR Ry s AnE [&FERBMFEL 22— K (Dependency Records)] #i#iR L C. [BE)(Go)] %
7V vy 7 LET,

VAT ATIRFMABR L a— FEEXSAE DT> ThARWgEEIE, La— Ko [REFEMFRL a— FEY
(Dependency Records Summary)] 7 « > RIS KTFEMR L 2 — REGENCTH EETTEET7 7V a v %
NI Ay E—VURERINET, . KFRBRL 3 — FEEZEAT2 & CPUMEHERE D &
WO RRINET, IKFBEFKR LY = — FOFEMIZ 2\ TIL, [Cisco Unified Communications
Manager > X7 A 71 F] 2R LTI,

FIg

[SIP hT7 > 7 ®Xa VT4 In7 7 A VOm#K] (P24-2) OFIRICHK-T, X2 VT4 Fu7y
ANEBRLET,
WOWTNNEFITLET,
o HHOEX2VT 4 Tud rANEHIRT DI, MBLE-ERZRV 4 RUT, ROWVTANE
FITLET,
— HIRT2EX2VT7 4 TRT77 A VORICERINTWDETF =2y IRy 7 A4 LT,
[ ZIRIEH OHIBR (Delete Selected)] 27 UV » 7 LE T,

- ZOBRICKT 2 TR TOREARER L 20— REHIBRT H121E, [ T3 TZEIR (Select All)] &
70 w7 LT 5 [BIREE OHIBR (Delete Selected)] #7 U v 27 LET,
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N s=wEx

EBINtESR

HoDbxa 74 7a7 7 A VEHIRT DI2E, RE—HY 4> FUT ROWVTHNEFETL
£7,

HIfRT2EX=2 VT4 a7 7 A VORICERINTWET = v 7Ry 7 RAEA 1T L

T, [ BREH OHIBR (Delete Selected)] 227 V v 7 LET,

¥F2 T4 TaTrAAD [LFT(Name)] V2527 U v LET, $E Lt sy

F4TRTANDBEY 4 FURERSN S, [ BB (Delete)] 7V v 7 LET,

ATFvF 3 HIRBMEOHERZERTEH a7 IR RENZL, [OK] %227V v 7 LTHIBRT B0, [Fr ot
Jv(Cancel)] #7 VU v 7 U CHIBRBRIEZEDE L 9,

MEEHE | (P24-10) 2L T ZE W,

SE R

et 2=

rsip
rsip
[SIp
[SIp
['SIP
[SIp
rsip
sIp

rNT 7
rNT 7
KT
N
[N
[N
rNT 7

K77

X2V 7 4
tx=U7 4
X2 UT 4
X2 VUT 4
X2 UT 4
X2 UT 4
X2V 7 4
X2 VUT 4

Mfrer) (P.1-22)

EiER (SN

(P.1-7)

a7y A OE | (P.24-1)

TuaZrANVOFEREDOE ] (P.24-1)

a7y A NLOKE] (P.24-2)

a7y ANORE] (P.24-3)

IrT7 A IVORENE] (P.24-3)

Ta7yALOmA]l (P.24-8)

TuT A NEREBEZTS SIP T oM (P.24-8)
a7 7 A LOEIkR (P.24-9)

(54 =2 FidiEl (P.1-20)

SAODBEEIT=a2TIL
[Cisco Unified Communications Manager 7 NI =X p L-—23 > T F]

[ Cisco Unified Communications Manager >3 74 '+ FJ
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SIP h320DF4Px

& 2541

SIP 329549

= CHAPTER

A FERREDERTE

SIP b7 7IZ¥ A ¥ A MiBFEZRET 5 &, Cisco Unified Communications Manager X, SIP k7 >
7 CSIP BERZZFLILEEZZ, SIP2—F 2=V =2 FDID TFX LU VEITHIZENTEET,
Cisco Unified Communications Manager 28 b 7 > 7 ~ SIP ZR & 355 L723581L, SIP = —HF =— V=
k%% Cisco Unified Communications Manager @ ID TF v L' > V%79 Z N TEFET,SIP hT 7
'C@574 /IX ]‘nthuIE@@j'f/F@uqéﬁ‘m U\T&i\ I—&\‘/]) :/IX ]\ picy uIEJ (P 1 20) %#%HE LT < 71" él/\

ZOEF, WONBETHRINLTWVET,

e ISIP hT7 U7 DHFA Y 2R NRIOREMF =7 VA ) (P25-1)
o IFAV=ANRADT U H =TT A X NT A =2 DFE] (P.25-2)
o 77V —vara—FOi%iE (Application User Configuration)] ¥ 4 > R TOH A ¥ x A K

ERRERF OB E] (P.25-2)

o [TV =gy a—VDEA YA MEMGEHAEDORENE] (P.25-3)

o [SIP LV AW (P.25-3)

o ISIP LV ADFRE] (P.25-4)

o [SIP LV ADRRENF] (P25-5)
o [ISIP LV AOHIK (P.25-6)

o [ZENE#H (P.25-6)

A MREDHKERAFT VI IR

SIP hZ v 71284 VA MNBAEERET DIEEEFK 25-1 THHALES,

SIP 529D tEFaYTARERFIVIIRXE

REFIE

BEFIRS & VEEEE

ATy T A1

SIP hZ7>2708FaVT 4 TuT77AVERELET, [F
¥z A MRFE% A 201k (Enable Digest Authentication)] &= v ﬁ
RNy I ARA N> TNDH D k%ﬁﬁwubiﬁ_

e ISIP FNT7 v 7 X2 UT 4 a7 rA
NOFE] (P.24-3)

o r54'/:tx }‘utunIEJ (PIZO)

ATFvT 2

SIP "o 7 X2 VT 4 FurzZry AN T 27ICEALET,

[SIP N5 7 %2054 a7y A LD
wH I (P.24-8)
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B SR FBEOIVEI—TSAXRSA—20OBE

& 25-1

SIP r5 200X ) TA4BRERAFzYIVREL (fRE)

BEFIR

EEFIRE S UEEERE

RT9T 3 Cluster ID =2 ¥ —F 54 X RGA—FHHELET @EL [ AP RA MBAEOT L X —T F4 X X5

TWRWEHR)., A—=HOFGES (P.25-2)
ZDRT A —=F1Z& Y, Cisco Unified Communications Manager
X, SIP FF 27 TSIP #Kk&XET D SIP 22— =—V = |
DID TF¥ LoV EITADL IR ET,

2797 4 [Cisco Unified Communications Manager I%, SIP k5> 2 T o 77 VUlr—vara—FORE

YxAMEHREAELHRELET,

SIP #R%#%#ET 2 SIP 2—¥ =—T = h®D ID TF ¥ L (Application User Configuration)] 7 1 >
CEITWV, [TV r—a 22— DOF%E (Application User RO A Y = 2 MEHGFHZDOHKE )
Configuration)] V4 > RV T, 77UV —vay a—FoxA (P.25-2)

o (7N —v gy a—HFDEAT xR
MEHGEEOR ENE] (P.25-3)

A7 97 5 |Cisco Unified Communications Manager 73 h 5 > 7 E7 b | o XA Y= X NEiE) (P.1-20)

DF ¥ Lo PTG LTESEAE, SIP LV AEZRELET,

e [SIP LV ADETE] (P.25-4)
e [SIP LV ADFFENE] (P.25-5)

g4

ARBEREDI VR —TSA4AX NG A =2 DEE

Cluster ID =2 % —7F T A X NRFG A= E AT A MNBRERIZERET H12iL, Cisco Unified
Communications Manager O FL— T, [ AT A (System)] > [T Z —T T A AT A —H
(Enterprise Parameters)] PNAIZZIN L £3, Cluster ID /37 XA —Z & FROF, /T A —Z D~ )L T D
WWE> TIEEAZEH LET, D37 2A—#ZI2L VY, Cisco Unified Communications Manager (%, SIP k7
Y7 TSIPERERETSHSIP 22— ==V hOID TF ¥ LU VEITZDH L IICRY £,

WNIGA=BDN)VFNIZT VB AT HITIE, [ F—T T A AT A—ZFE (Enterprise Parameters
Configuration)] 7V 4 FUICE RSN TWDERGEZ 7 ) v 75, NIGA=FZOV 2% 7 )y
7 LET,

[ 77— 3 a—H0EE (Application User
Configuration)] 'V« > FoTOF 4 2 = X MEAGIEAEDERTE

Cisco Unified Communications Manager 23 SIP =—H% =—Y = > b @D ID TF ¥ L > V%17 2 A,
Cisco Unified Communications Manager & #LO [ 77U r— a3 2 — W O E (Application User
Configuration)] V 4 > KU T . 77V r—vay 2a—F0LA VA MG ELZRET 2 LEND
Y &9, Cisco Unified Communications Manager 1%, Zi 5 OfEHGEAZZMHEHA LT, SIP 72 CH
REKMETHSIP2—F === bO ID %R L ET,

TV r—vary a—ForS V=X MEMGERELZRET DI121E. ROFIEEZFITLET,
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| £25% SIP F5 9051 R FREDRE

FIVEr—Sary a—HF0F4 S X MaAEEEoRERE B

FIR

AFwF 1 T[Cisco Unified Communications Manager 7 FI =X hL—>3 2 Z0 F] OPHICEST, 77V
r—vay a—FEmBLET,

RFYwFT 2 TV EF—ara—HFoYrrE%7Y 7 LET,

AFvT 3 HHO[TTYVr—vara—¥OE (Application User Configuration)] ¥ 1 & RUMRERINTZ b5,
K 25-3 OFBNIHE> T, WY RLFINE AT LET,

ATFvT 4 [RFSave)] 22V v LET,

BntESR
MBEIEH | (P.25-6) ZBRL T EEW,

77V r—vay a—Y05( U X MEFIEREORENE

7 25-3 Tix, Cisco Unified Communications Manager ®EH D [ 7 7V r—v a v a2 —VFORE
(Application User Configuration)] 7 ¢ & RV IZEREND X A ¥ = A Mg AGEAEOHREIC OV TH
HALET, BET DR LOFIRICO WL, TBEEE ] (P25-6) 28R LT Z30y,

® 25-2 AR MBEILTOOv L

BE B8

[#A Y= A MEHGEAE FHFLFHN AT LET,
(Digest Credentials)]

[ A Y= A MEHREHEDOHRS | XA Ve A MEMHFEAELZELS AN L2 Z & 2RI D721,
(Confirm Digest Credentials)] DT 4—=VRIZZ VT Uy L EATILET,

SIP LILLDOBRE

SIP LV A& FET 51213, ROFNEEZETLET,

FIR

AT7vF 1 Cisco Unified Communications Manager OE B~ — ¢, [ = — Y& (User Management)] > [SIP L
JU 2 (SIP Realm)] DJNEICEIR L £,

MBEL BRIV RURERENET, 777477 (HiD) 72)—0DLa—Fy o 02 RUiC
FREINDHENDHY £7,

AFYFT 2 FTHR—ZAOTRATCOLa— RERBT DT, ATl Ry 7 ANRETHDL L EMHRL T, A
T 3R ET,

LVa—RET7 4 0E ) U TERIIMRT H1TF, ROFIEEZFEITLET,

s KO Ray T HFUY VAN KRy T ANDL, MBENRTA—FERINLET,
e 2F/HO N FHTLY URAN Ry T AN, RBNRZ—UEEBIRLET,
o MEIJLGU THUIRMET XA MNERELET,
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M  sPLLLOEE

ATFvFT 3

ATy 4

GE)  BBRFHZENT L, [H]AF 220y LET, FMFEEBENTD L BHELEZTRTO
ST D Vva— FARKRINET, FEZHIRT 2123, (] A2 220 v 7 LTKE
B L7 St 2 HIBRT 20, [Z7 4 A% D27 YT (Clear Filter)] "% > %27V » 7 LCGEMLT
TR TOMBERUEZHIRLET,

[#3% (Find)] %7 U » 7 LE7,

—HT LT RTCOLa— FRERRINET, [ =T H7 Y OI7E (Rows per Page)] Kr vy 7H v Y
AN Ry I ANDRRDEERIRT D LHEN—VICHRTREINLIHEBBEEELETEET,

La—RpY AT, RRTHVa—Fol 27220y LET,

N

GE) VAPORHULICEREELITREORMPSLHEIZ. TORHIEZZ Y vy 7 LT, Y—F
NEFF 2380 L E 9

U4y RUCERLIZEARE RS ET,

ROEE
Cluster ID = % —7 T34 X NRTA—ZE2FEFEREL TWRWEAT, (A4 P2 MNERREOTZ ¥ —
TITARNRTA—=FDOFRE] (P.25-2) OFHBICKE-> THRELET,

EENtESR
(BEIEH | (P.25-6) 2BRLTLEEN,

SIP LILLDERTE

2AFyvFT 1

AFyvF 2

Cisco Unified Communications Manager 28 1 DE7I3EEDO N T 7 T 06D0F v L VITIGET
%841, Cisco Unified Communications Manager TF v L > V% FETTC& 5 SIP v T =2—F
T—=V = hDSIP LV AZRETHDHLENRDY £,

SIP LV AZBINEIEEH T HI2F, ROFIEEZEITLET,

FIg

Cisco Unified Communications Manager O #l~_— T, [ 2 —%& Bl (User Management)] > [SIP L
Jv 2 (SIP Realm)] DIEICER L ET,

WROMEEDO TN EFITLET,

o HLW SIP LA AZBEMNT IS, BEEY 42 KT [ H8EM (Add New)] 227 YU v 7 LET
(SIP LA LZEFRLTHL, [ HHEM (AddNew)] 22 V) v 752 L b T %), BEY 1
RUBREREN, £7 14—V ROF 7 4L FRENTRESNET,

o MFOLVa—REZabE—79 25120, [SIP L 20f#E) (P25-3) OHBIIE- THEble L a— K%
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