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2 Cisco CTL Windows 2000
uUsB
3 Start > Programs > etoken > Etoken Properties etoken

Change etoken password

4  Current Password

* Cisco CTL p.3-11
e Cisco CTL p.3-15

e CTL pP.3-21

e Cisco CTL P.3-25

Cisco CallManager
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W CiscoCTL

etoken Password

15
16
CTL
P.3-15 Cisco CTL
e CiscoCTL pP.3-11
e CiscoCTL p.3-15
e CTL p.3-21
e CiscoCTL P.3-25
Smart Card Started Automatic
Cisco CTL Smart Card
Cisco CTL
Smart Card automatic started

Cisco CallManager
m. 0L-8659-01-J |




Cisco CTL | ]
started automatic
CTL
Cisco CallManager Smart Card
started automatic
started automatic
1 Cisco CTL

Start > Programs > Administrative Tools > Services

2 Services Smart Card Properties
3 Properties General

4  Startup type Automatic

5 Apply

6 Service Status Start

7 OK

8

Cisco CallManager
[ oL-8659-01-J .m




Hl Cisco CTL
. P.1-5
. P.1-6
e Cisco CTL Provider P.3-6
e Cisco CTL Provider P.3-6
e CiscoCTL P.3-15
e CTL pP.3-21
. pP.5-7
Cisco CTL
9-2 Cisco CTL
9-2 Cisco CTL
Unknown CTL Error CTL CTL
Invalid Port number
Invalid Range for port numbers 1026
32767
Could not write information to the local CTL
Windows Registry
Cisco CTL

Invalid Group Name

CTL Provider

Windows 2000

r Cisco CallManager
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9-2 Cisco CTL

Cisco CTL | ]

Invalid User Name

user name

Invalid IP Address

XXX X IP

Invalid Hosthame

server name

User could not be authenticated

Invalid Password

Cannot run CTL Client from Terminal
Services

CTL Terminal Services

Failed to create CTL File

CTL client

Please insert a Security Token.Click Ok
when done

OK

Etoken Notification

Cannot create CTL Entries.Total number
of CTL Records has exceeded the
Maximum

CTL

etoken 100

Unable to create CTL Entry

CTL
75K
TFTP

Cisco CallManager

[ oL-8659-01-J




W CiscoCTL

9-2 Cisco CTL

Unable to parse CTL File CTL CTL
CTL
CTL
CTL
CTL
CTL
CTL
CTL Client version is not compatible with |CTL Cisco CallManager
the CTL Provider Cisco CallManager Administration 4.1
Cisco CTL
Please select an item to delete CTL Entries Delete
Error occurred when creating Dialog
CTL
--- No Issuer Name--- CTL Entries
No Issuer Name
CTL
--- No Subject Name--- CTL Entries
No Subject Name
CTL

Cisco CallManager
m. 0L-8659-01-J |




Cisco CTL [ |
9-2 Cisco CTL
You cannot delete this item.You can only |CTL Entries
delete Security Tokens and multi-cluster TFTP
TFTP
Are you sure you want to delete this item? CTL Entries
You have selected to exit the CTL Client Cisco CTL
application.Are you sure you want to exit? |Cancel
You must have at least 2 security tokens in |Finish CTL CTL
the CTL File Entries 2
You must have at least one CallManager  |Finish CTL CTL
server in the cluster Entries 1 Cisco CallManager CCM+TFTP

Could not get CallManager Certificate
from server <server name>

1. Cisco CallManager

2. Cisco CTL Provider
Cisco CTL

3. Cisco CallManager c:\program
files\cisco\certificates\ccmserver.cer

4. Cisco CallManager Serviceability Cisco CTL Provider

Entry for Server already exists.

CTL

No Help available.

[ oL-8659-01-J
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W CiscoCTL

9-2 Cisco CTL

No CTL File exists on the server but the
CallManager Cluster Security Mode is in
Mixed Mode.

You must create the CTL File and set Call
Manager Cluster to Mixed Mode.

CTL

CTL

CTL

The CTL File signature is invalid or the
CTL File is corrupt.

CTL

CTL

CTL

You must recreate the CTL File.All
existing certificate information in the CTL
file will be lost.

Cisco CTL

CTL

There are no Security Tokens in CTL
File.You must have at least 2 security
tokens.Select Update CTL File to add
security Tokens.

CTL

CTL
CTL
CTL

Update CTL File

Please insert a Security Token.Click Ok
when done.

usB
OK

Cisco

Etoken Notification

Smart Card

Please insert another Security Token.Click
Ok when done.

CTL
Cisco

Etoken Notification

usSB
OK

Smart Card

The Security Token you have inserted
already exists in the CTL File.

CTL

r Cisco CallManager
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9-2 Cisco CTL

Cisco CTL | |

The Security Token cannot be used to sign
the CTL File.The token must already exist
in the CTL file.

CTL

No CTL File.

CTLFile.tlv

Error opening CTL File.

CTLFile.tlv
Cisco CTL Provider

Error reading CTL File. CTLFile.tlv
Cisco CTL Provider
CTL Filename or contents are invalid. CTL CTL
CTLFiletlv  TFTP FileLocation
Cisco CTL Provider
CTL File is not valid. CTL Cisco CTL
Provider
CTL File created successfully. CTL TFTPPath
CTL File operation was not successful on CTL
one or all the servers.Please correct the
error and run the CTL Client again.
You must restart all the CallManager and |CTL

TFTP nodes in the Cluster.

Cisco CallManager TFTP

No Valid Server Certificate found.

No Server Certificate File found.

Cisco CallManager

c:\program files\cisco\certificiates\ccmserver.cer

Cisco CallManager
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W CiscoCTL

9-2 Cisco CTL

Server Certificate is Invalid.

Cisco CallManager
c:\program files\cisco\certificiates\ccmserver.cer
Cisco CTL Provider

Certificate Date Invalid.

Cisco CTL Provider

Cisco CTL Security Token Information
Certificate expired. Cisco CTL Provider
Certificate is not of type RSA. Cisco CallManager RSA

ccmserver.cer

Certificate Details

RSA
Cisco CallManager

No Issuer Name in Certificate.

Cisco CTL Provider

Issuer name is not valid.

Cisco CTL Provider

Invalid Issuer Name length.

256

Cisco CTL Provider

No Subject Name in Certificate.

Provider

Cisco CTL

r Cisco CallManager

OL-8659-01-J |



Cisco CTL | ]

9-2 Cisco CTL

Subject name is not valid. Cisco CTL Provider

Invalid Subject Name length. 256
Cisco CTL Provider

No Public Key in Certificate. Cisco CTL Provider
Public Key is not valid. Cisco CTL Provider
Invalid Public Key length. 512

Cisco CTL Provider

No Private Key File. Cisco CTL Provider
Private Key File is not valid. Cisco CTL Provider

Invalid Cipher for Private key. Cisco CTL Provider

Invalid Signature length. 1024

Cisco CTL Provider

Invalid Signature Algorithm. Cisco CTL
Provider

Cisco CallManager
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W CiscoCTL

9-2 Cisco CTL

No Signature.

Cisco CTL Provider

Invalid Thumbprint.

Cisco CTL Provider

Invalid Serial Number.

Cisco CTL Provider

Invalid Serial Number length.

Cisco CTL Provider

256

Error Opening Security Token Store.

Etoken Notification Smart

Card
No Certificate in Security Token.
Could not Sign Message. Cisco CTL CTL

Cisco CTL

Cisco CTL

Could not verify Message. Cisco CTL CTL
Cisco CTL
Cisco CTL

Could not sign CTL File. Cisco CTL

Cisco CTL

Cisco CallManager

m. 0L-8659-01-J |




9-2 Cisco CTL

Cisco CTL | ]

For the security of the phones, tokens
inserted during update cannot be used to
sign the CTL File.You must use one of the
tokens that already existed in the CTL file
to sign.Once this token has been inserted
and the phones have been restarted, you
may use the new tokens to sign the CTL
File.

Error Initializing SDI Control.

CTL Provider
Cisco CallManager Serviceability

DBL Exception occurred.

CTL Provider
DBL

Database

CM Name is too long. Cisco CallManager 256

Init TLS Failed. Cisco CTL Cisco CTL
Provider SSL Cisco CTL

Cisco CTL

TLS Connect Error when Opening Sockets. |[Cisco CTL
Cisco CTL

Error occurred during SSL Handshake. Cisco CTL
Cisco CTL

Could not connect to CTL provider Cisco CTL Provider

Service. CTL
Provider

Parsing data from CTLProvider failed.

Cisco CTL
Cisco CTL Provider

Cisco CallManager
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W CiscoCTL

9-2 Cisco CTL

Error occurred during Post CTL File Cisco CTL CTL

operation.

Error occurred during Get CAPF File Cisco CTL certificate trust list

operation.

Error occurred during Get CCM Certificate |Cisco CTL Cisco CallManager

operation.

Error occurred during Get CAPF Cisco CTL CAPF

Certificate operation.

Error occurred during Authenticate User  |Cisco CTL

operation.

Invalid Response for Authenticate User Cisco CTL Cisco CTL Provider

operation. Cisco CallManager
Administration 4.1 Cisco CTL

Invalid Response for Get CCM List Cisco CTL Cisco CTL Provider

operation. Cisco CallManager
Administration 4.1 Cisco CTL

Invalid Response for Get CCM Certificate |Cisco CTL Cisco CTL Provider

operation. Cisco CallManager
Administration 4.1 Cisco CTL

Invalid Response for Get CAPF Certificate |Cisco CTL Cisco CTL Provider

operation. Cisco CallManager
Administration 4.1 Cisco CTL

Invalid Response for get CTL File Cisco CTL Cisco CTL Provider

operation. Cisco CallManager
Administration 4.1 Cisco CTL

r Cisco CallManager
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9-2 Cisco CTL

Cisco CTL

Invalid Response for Get CAPF File
operation.

Cisco CTL

Administration 4.1

Cisco CTL Provider
Cisco CallManager
Cisco CTL

Invalid Response for Get Cluster Security
Mode operation.

Cisco CTL

Administration 4.1

Cisco CTL Provider
Cisco CallManager
Cisco CTL

Invalid Response for Get CTL Version
operation.

Cisco CTL

Administration 4.1

Cisco CTL Provider
Cisco CallManager
Cisco CTL

Invalid Response for Get Alternate Paths
operation.

Cisco CTL

Administration 4.1

Cisco CTL Provider
Cisco CallManager
Cisco CTL

Invalid Response for Authenticate User
operation.

Cisco CTL

Administration 4.1

Cisco CTL Provider
Cisco CallManager
Cisco CTL

Not enough Memory to run Application.

Cisco CTL

Cisco CTL

Could not get CAPF Certificate(s). CAPF
Service seems to be running on the CCM
Publisher but the certificate file(s) do not
exist in the Certificates trust path.Please
check if the following certificates exist.

capf.cer
certificates trust

(.0)

CAPF Service
capf

Entry for this certificate already exists.

TFTP CTL

Cisco CallManager
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W CiscoCTL

9-2 Cisco CTL

Failed to set Cluster Security Mode on the |CTL Cluster Security Mode
CallManager publisher.You must run the
CTL Client again to set the correct value
for the Cluster Security Mode.

The Alternate TFTP Server entry is Cisco CTL Entries TFTP
invalid.You must delete the entry for the
Alternate TFTP Server and add it again IP Phone
. P.1-5
. P.1-6
e Cisco CTL p.3-11
e Cisco CTL p.3-15
e CTL p.3-21
. p.9-4
CTL IP Phone

9-3 IP Phone CTL

9-3 CTL
1 CTL p.3-21 CTL

Cisco CallManager
m. 0L-8659-01-J |




Cisco CTL | ]
9-3 IP Phone CTL

IP Phone CTL CTL

. CTL c

P TL
Phone CTL
IP
. CTL Phone CTL
Cisco CTL
CTL
IP Phone CTL

IP Phone CTL CTL TFTP CTL
IP Phone TFTP CTL

e |P Phone TFTP CTL

CTL TFTP IP Phone
CTL
. TFTP IP Phone CTL
CTL P.9-30
IP Phone CTL | CiscoIPPhone  CTL
TFTP

IP Phone CTL Cisco CallManager

Cisco CallManager

CTL

Cisco CallManager
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W CiscoCTL

9-3 IP Phone CTL
IP Phone CTL CTL
CAPF
CAPF
TLS
IP Phone CTL TFTP |CTL
CTL
Cisco CallManager
P.1-5
Cisco CTL Provider P.3-6
Cisco CTL pP.3-11
Cisco CTL P.3-15
CTL p.3-21
P.9-4
Cisco IP Phone CTL
IP Phone CTL MD5
MD5
IP Phone MD5 CTL
MD5
MD5 CTL
Cisco CallManager
m. OL-8659-01-J |




Cisco CTL [ |
IP Phone CTL CTL
MD5 IP Phone CTL
MD5
CTL cd c:\program
files\cisco\bin\
MD5 MDS5UTIL.EXE <drive:><path><filename>
<drive:><path> <filename> MD5
CLI
md5util -?
CTL MD5 MD5UTIL.exe c:\program
files\cisco\tftppath\ctlfile.tlv
e Cisco CTL Provider P.3-6
e Cisco CTL p.3-15
e CTL p.3-21
e Cisco CTL P.3-25

[ oL-8659-01-J
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W CiscoCTL

Cisco IP Phone CTL

A

Cisco CallManager CTL

Cisco IP Phone CTL

e CTL
e CTL
e |P Phone

e |P Phone

TFTP CTL

Cisco IP Phone CTL 9-4

Cisco CallManager
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Cisco CTL [ |
9-4 Cisco IP Phone CTL
Cisco IP Phone
Cisco IP Phone 7960 IP Phone Security Configuration
7940 CTL file unlock falet erase
Cisco IP Phone 7970
e Security Configuration
Cisco IP Phone
for Cisco CallManager CTL
Erase
e Settings Erase
Y
Settings Erase
CTL
Cisco IP Phone
for Cisco
CallManager
. P.1-5
e Cisco CTL Provider P.3-6
e Cisco CTL p.3-11
e Cisco CTL P.3-15
e CTL p.3-21
. P.9-4

Cisco CallManager
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W CiscoCTL

CTL
CTL

e CTL
e CTL

Cisco CallManager Cisco TFTP

CTL

1 C:\Program Files\Cisco\tftppath CTLFile.tlv

2 CTLFile.tlv Delete

3 Cisco CallManager Cisco TFTP

. P.1-5

e Cisco CTL Provider P.3-6
e Cisco CTL p.3-11

* Cisco CTL p.3-15

e CTL P.3-21

. P.9-4

Cisco CallManager
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Cisco CTL | ]

Etoken 1

2 CTL

3 IP Phone

CTL

CTL
CTL

p.3-21 CTL

p.1-11

i P.1-5

e Cisco CTL Provider
* Cisco CTL

e Cisco CTL

e CTL

P.3-6
P.3-11
P.3-15
P.3-21
P.9-4

[ oL-8659-01-J
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W CiscoCTL

Etoken
CTL
1 Cisco CallManager Cisco TFTP TFTP CTLFile.tlv
C:\program files\cisco\tftppath CTL
Cisco CallManager Administration  Service
Parameters TFTP File Location
2 CTLFile.tlv
3 1 2 Cisco CallManager Cisco TFTP
TFTP
4 2
5 Cisco CTL CTL p.3-11 Cisco
CTL P.3-15 Cisco CTL

Cisco CallManager
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Cisco CTL | ]

Cisco CTL
No CTL File exists on the server but the CallManager
Cluster Security Mode is in Mixed Mode.For the system to function, you must
create the CTL File and set CallManager Cluster to Mixed Mode.
OK Set Call Manager
Cluster to Mixed Mode CTL

CTL IP Phone CTL
P.9-30 Cisco IP Phone CTL

. P.1-5

e Cisco CTL Provider P.3-6
e Cisco CTL p.3-11

e Cisco CTL p.3-15

e CTL pP.3-21

. P.9-4

[ oL-8659-01-J
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W CiscoCTL

Cisco CallManager

Cisco CallManager

1 Cisco CallManager Administration

System > Enterprise Parameters

2 Cluster Security Mode 1
Cisco CallManager
Cisco CallManager Administration
Cisco CTL
. P.1-5
e Cisco CTL Provider P.3-6
e Cisco CTL p.3-11
e Cisco CTL P.3-15
e CTL pP.3-21
. P.9-4
Cisco CallManager
m. 0L-8659-01-J |




Cisco CTL | ]

Cisco CTL
Cisco CTL CTL
CTL CTL

Windows 2000
CTL

Cisco CTL

1 Start > Control Panel > Add Remove Programs

2 Add Remove Programs

3 Cisco CTL Client
4 Remove

. P.1-5

e Cisco CTL Provider P.3-6

e CiscoCTL p.3-11

e CiscoCTL P.3-15

e CTL pP.3-21

. P.9-4

Cisco CallManager
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Hl Cisco CTL
Cisco CTL
Cisco CTL
1
. Cisco CTL Client
e Start > Programs > Cisco CTL Client
2 Cisco CTL

3 About Cisco CTL Client

e Cisco CTL Provider P.3-6
e CiscoCTL pP.3-11
e CiscoCTL p.3-15

r Cisco CallManager
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CAPF | |

e CAPF P.9-39
e |P Phone P.9-40

P.9-41
e CAPF

P.9-42

. IP Phone P.9-42
e Manufacture-Installed Certificate MIC IP Phone

P.9-43

CAPF

9-5 CAPF
9-5 CAPF

Authentication String contains one or more
invalid characters.Valid characters for
Authentication String are numbers.

CAPF Authentication String length should (4 10
be between 4 and 10.

Operation Completes By contains one or
more invalid characters.Valid characters
for Operation Completes By are numbers.

Invalid Year.Please enter a value equal to
or greater than the current year.

Invalid Month.Please adjust your entry to
continue.

Invalid Date.Please enter a value equal to
or greater than the current date.

Cisco CallManager
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W CAPF
9-5 CAPF
Invalid Date.Please adjust your entry to
continue.
Invalid Time.Please enter a value equal to
or greater than current time (hours).
Invalid Time.Please adjust your entry to
continue.
. P.1-5
. P.1-6
e Certificate Authority Proxy Function P.4-2
e CAPF P.4-10
e Phone Configuration CAPF P.4-21
. P.4-27
IP Phone
IP Phone IP Phone

IP Phone

IP Phone Cisco CallManager
Phone  Cisco CallManager

IP Phone

IP Phone

r Cisco CallManager
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CAPF ||
CAPF IP Phone
10
10
. pP.4-27
e CAPF P.4-10
e Phone Configuration CAPF P.4-21
IP Phone
CAPF
CAPF CAPF
CAPF IP Phone  Cisco CallManager
SDL CAPF
. pP.4-27
e CAPF P.4-10
e Phone Configuration CAPF P.4-21
. p.9-4
e Certificate Authority Proxy Function P.4-2

[ oL-8659-01-J
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W CAPF
CAPF
Cisco Certificate Authority Proxy Function CAPF
CAPF CAPF
Cisco CTL
.0 CAPF

C:\Program Files\Cisco\Certificates

e DER CAPF.cer
e PEM CAPF.cer .0
. P.4-27
e CAPF P.4-10
e Phone Configuration CAPF P.4-21
IP Phone
IP Phone
Settings > Model Information LSC LSC
Installed Not Installed
. pP.4-27
e CAPF P.4-10
e Phone Configuration CAPF P.4-21

Cisco CallManager
m. 0L-8659-01-J |




CAPF | |

Manufacture-Installed Certificate MIC IP Phone

MIC IP Phone IP Phone Security
Configuration MIC option
Installed Not Installed
e CAPF P.4-10
e Phone Configuration CAPF P.4-21
. P.9-4
e Certificate Authority Proxy Function P.4-2
CAPF 1.0(1)
CAPF 1.0(1) Add/Remove
Programs
P.9-43 CAPF

CAPF
Certificate Authority Proxy Function
CAPF 1.0(1)

CAPF

1 C:\Program Files\Cisco\Certificates CAPF.cer

2 C:\Program Files\Cisco\Certificates CAPF.cer

3 Cisco CallManager Serviceability Cisco Certificate Authority Proxy Function
CAPF

Cisco CallManager
[ oL-8659-01-J .m
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4 CTL

5 CTL

Cisco CallManager
m. 0L-8659-01-J |




Cisco I0S MGCP ||

Cisco I0S MGCP

. P.9-45
. P.9-46
. P.9-47
. P.9-48
e BAT IP Phone P.9-49
e Phone Configuration P.9-50
. ID MGCP Gateway Configuration
P.9-51
e [P Phone MGCP
P.9-53
. P.9-54
e Cisco CallManager Administration
P.9-55
. P.9-56

TCP

Cisco CallManager Administration

* Cisco CallManager Cisco I0S MGCP

o SRTP

Cisco CallManager
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| Cisco 10S MGCP
. P.9-46
. P.9-48
e [P Phone MGCP
P.9-53
. P.9-54
e Cisco CallManager Administration
P.9-55
9-6
9-6
1 |Cisco CallManager Administration Service |
Parameter pP.9-47
P.9-48
2 °
Service Parameter pP.9-47
P.9-48
3 |Phone or MGCP Gateway Configuration e Phone Configuration
P.9-50
e [P Phone
MGCP
A P.9-53

CPU

Cisco CallManager
m. OL-8659-01-J |




Cisco 10S MGCP ||
9-6
4
SRTP
5 Signal Packet |
Capture Mode  None Packet Capture P.9-47
Enable False .
P.9-48
6
P.9-54
7 |Cisco Technical Assistance Center TAC
P.9-54
TAC

1 Cisco CallManager Administration Service > Service Parameters

2 Server Cisco CallManager

3 Service Cisco CallManager

4 Packet Capture 9-7
5 Update

Cisco CallManager
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| Cisco 10S MGCP
6
e Phone Configuration P.9-50
. ID MGCP Gateway Configuration
P.9-51
. P.9-46
. P.9-48
p.9-47 9-7
9-7
Packet Capture Enable TLS
Service Parameter i
Packet Capture Service TLS
Listen TLS Port
Service
Parameter i
Packet capture Max real
time Client Connections
Service
Parameter i

Cisco CallManager
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Cisco I0S MGCP

9-7

Packet Capture Max File
Cisco CallManager

Service Parameter

Cisco CallManager

e |P Phone
P.9-53

BAT IP Phone

Cisco CallManager
Packet Capture
Bulk Administration Tool

P.9-46
P.9-47
MGCP

Bulk Administration Tool

BAT CPU

e Bulk Administration Tool
. P.9-45

P.9-46

[ oL-8659-01-J
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| Cisco 10S MGCP

Phone Configuration

Service Parameter
Cisco CallManager Administration ~ Phone Configuration

None
Cisco CallManager
CPU
Signal Packet
Capture Mode  None Packet Capture Enable False
1. P.9-46
2. Cisco CallManager Administration Device >
Phone
3. [P Phone Find Find
IP Phone
IP Phone
Cisco CallManager
4, Phone Configuration
5. P.9-53 IP- Phone
MGCP
6. Update Reset Phone

Cisco CallManager
m. OL-8659-01-J |




Cisco 10S MGCP n
IP Phone
7. SRTP
8. Signal Packet Capture Mode  None
Packet Capture Enable False
9. P.9-54
e |P Phone MGCP
P.9-53
. P.9-46

ID MGCP Gateway Configuration

Cisco 10S MGCP Cisco CallManager

Media and Signaling Authentication and Encryption Feature for Cisco 10S MGCP
Gateways Cisco 10S MGCP SRTP
Cisco CallManager Administration

Cisco I0S MGCP Cisco CallManager

Signal Packet Capture Mode  Packet Capture Duration

[ oL-8659-01-J
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| Cisco 10S MGCP

e

Cisco CallManager

CPU
Signal Packet
Capture Mode  None Packet Capture Enable False
1. P.9-46
2. Cisco CallManager Administration Device
> Gateway
3. Cisco 10S MGCP
Cisco CallManager
4. Cisco 10S MGCP Cisco
CallManager
5. ID Gateway Configuration
ID
6. P.9-53 IP Phone
MGCP
7. Update Reset Gateway
8. SRTP
9. Signal Packet Capture Mode  None
Packet Capture Enable False
10. P.9-54

Cisco CallManager
m. 0L-8659-01-J |




Cisco I0S MGCP ||

IP Phone MGCP

Signal Packet Capture Mode Packet Capture Duration

e Phone Configuration P.9-50

. ID MGCP Gateway Configuration
P.9-51

Signal Packet Capture Mode
Signal Packet Capture Mode

* None

e Real-Time Mode Cisco CallManager

Cisco CallManager TAC TLS
Cisco CallManager
Cisco CallManager  SCCP UDP TCP
TAC IREC SRTP
SCCP UDP TCP

e Batch Processing Mode Cisco CallManager

Cisco CallManager 7

Cisco CallManager C:\Program Files\Cisco\PktCap
IP
IP IP
TAC HTTPS

Cisco CallManager
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| Cisco 10S MGCP

TAC
SRTP

Packet Capture Duration

1
60

. P.9-46
. P.9-54

Phone Configuration

Cisco CallManager Administration
P.9-55

Cisco Technical Assistance Center TAC
TAC
SRTP

. https://<server name or IP
address>/pktcap/pktcap.asp?file=mm-dd-yyyy.pkt
mm-dd-yyyy

. https://<server name or IP
address>pktcap/pktcap.asp?key=mm-dd-yyyy.pkt
mm-dd-yyyy
e Cisco CallManager

0 300

P.9-50

TAC

r Cisco CallManager
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Cisco 10S MGCP n
. P.9-46
e |P Phone MGCP
P.9-53
e Cisco CallManager Administration
P.9-55

Cisco CallManager Administration

9-8 Cisco CallManager Administration

Packet Capture Duration contains one or
more invalid characters.Valid characters
for Packet Capture Duration are numbers.

Invalid Packet Capture Duration.Packet
Capture Duration should be between 0 and

300.

e [P Phone MGCP
P.9-53

. P.9-46

Cisco CallManager
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| Cisco 10S MGCP

P.1-6

Cisco IP Phone 7960 7940

If you configure encryption for Cisco IP Phone models 7960 and 7940, those encrypted
devices cannot accept a barge request when they are participating in an encrypted
call. When the call is encrypted, the barge attempt fails.

Cisco CallManager Administration

e Phone Configuration Device Security Mode  Encrypted
Encrypted  Built In Bridge On
On Insert
Update
e Enterprise Parameter Device Security Mode
e Service Parameter Built In Bridge Enable

Je

Cisco IP

. P.1-6
. P.1-27
. P.1-35

Cisco CallManager
m. 0L-8659-01-J |




SRST | |

e SRST P.9-57

SRST

SRST
Cisco CallManager Administration ~ SRST Configuration Is the SRTS
Secure?

e Survivable Remote Site Telephony SRST
p.7-1

e Cisco CallManager
e SRST Cisco CallManager

SRST

Cisco CallManager Administration SRST

Port Numbers can only contain digits.
SRST Certificate Provider Port
1024 49151

e Survivable Remote Site Telephony SRST
p.7-1

e Cisco CallManager
e SRST Cisco CallManager

Cisco CallManager
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| SRST

SRST

SRST SRST SRST
Cisco CallManager IP Phone

SRST Configuration Is the SRST Secure?
Update Reset Devices

e Survivable Remote Site Telephony SRST
p.7-1

* Cisco CallManager
e SRST Cisco CallManager

Cisco CallManager
m. 0L-8659-01-J |




C
Certificate Authority Proxy Function CAPF
Cisco CAPF 3-8
4-2
CAPF 9-42
LsC 9-42
MIC 9-43
4-21
4-12
4-7
4-15
4-21
4-10
4-26
4-21
4-5
IP Phone
9-40
LsC 9-41
9-39
4-2
4-27
4-5

I NDE X

LSC
4-18
4-19
4-27
Cisco CallManager
1-22
Cisco IP Phone
CTL 9-30
Device Security Mode 5-7
LSC 9-42
MD5 9-28
MD5 9-28
5-3
GARP 5-15
PC Port 5-17
PC Voice VLAN Access
5-16
Setting Access 5-16
Web Access 5-15
5-18
1-22
CTL 9-26
IP Phone
9-40

Cisco CallManager
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W Index

Cisco Unity 3.15
3-25
SCCP 1-22 3-4
1-22
1
Device Security Mode ~ 6-4 9-33
6-2
9-34
6-2
9-26
CTL
9-14
CTL
IP Phone 9-30 9-12
MD3 9-28 9-38
1 3-14
3-29 cTL
3-21 MD5 9-28
9-32 301
3-15
9-28 3.29
Etoken 3-11 0.3
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