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1 |SRST Cisco CallManager
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http://www.cisco.com/univercd/cc/td/doc/product/voice
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3 Cisco IP Phone
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Cisco CallManager
m. OL-8356-01-J |



| 12 Survivable Remote Site Telephony SRST

SRST
7 Save
8 Close
9 SRST Reference Configuration Reset
Device Pool Configuration SRST

p.12-7

Cisco CallManager

[ oL-8356-01-J



12 Survivable Remote Site Telephony SRST |

W SRST

SRST

12-2 SRST Cisco CallManager Administration

12-2 SRST

Is SRST Secure? SRST

SRST
Cisco CTL Provider SRST Certificate Provider
Cisco CTL SRST
Cisco CallManager

SRST
Save
SRST Certificate SRST Certificate Provider
Provider Port Cisco CallManager SRST
Cisco SRST Certificate Provider
2445
SRST
Update Certificate ‘ﬁ.
Is SRST Secure? Save
Cisco CTL Cisco CallManager
SRST
TFTP cnf.xml SRST

Cisco CallManager
m. OL-8356-01-J |



| 12 Survivable Remote Site Telephony SRST

SRST ||
e SRST P.12-7
* SRST P.12-7
e SRST P.12-7
SRST
SRST Cisco CallManager
Administration ~ SRST Configuration Is the SRTS Secure?
SRST
Cisco CallManager Administration SRST Port
Numbers can only contain digits.
SRST Certificate Provider Port
1024 49151
SRST
SRST SRST SRST
Cisco CallManager IP Phone
SRST Configuration Is the SRST Secure?
Update Reset Devices
e SRST p.12-2
* SRST P.12-3
e SRST P.12-4
e SRST P.12-6
. SRST P.12-7

e Cisco I0S SRST Version 3.3 System Administrator Guide

e Cisco CallManager

Cisco CallManager
[ oL-8356-01-J .m



12 Survivable Remote Site Telephony SRST |

Cisco CallManager
m. OL-8356-01-J |



Cisco 10S MGCP
H.323
SIP

Cisco CallManager
P.13-7

SRTP Allowed
P.13-8

p.13-2

H.323/H.225/H.245

P.13-4

IPSec
IPSec

P.13-7

Cisco CallManager

P.13-3

P.13-5
P.13-6

[ oL-8356-01-J



13

W Cisco I0S MGCP

Cisco 10S MGCP

Cisco CallManager MGCP SRTP

MGCP SRTP RTP
SRTP
SRTP SRTP
1 SRTP RTP
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Guide
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URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_11/gtsecure.htm
13-1 MGCP
1 |Cisco CTL Client Cisco CTL P.3-1
P.4-1
IPSec . IPSec
P.13-6
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IPSec
IPSec Cisco CallManager P.13-7
IPSec
IPSec 1
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e Cisco I0S Security Configuration Guide, Release 12.2 (or later)
URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0
080087df1.html

J Cisco 10S MGCP
ACL 3
. IPSec
Cisco VPN 3000 Series
Concentrators  Catalyst 6500 IPSec VPN Services Module Cisco Integrated Services Routers
e P.13-5
IPSEC
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2 SRTP Allowed

3 Save
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2
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S
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Find
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2
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J p.14-2 SIP
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3
3 14-1
4 Save
p.14-7 SIP
SIP SIP Realm SIP
Application User
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14-1 SIP Cisco CallManager
P.1-6

14-1 SIP

Name Trunk
Configuration SIP Trunk Security Profile

Description

Incoming Transport Type

Je

Transport Layer Security TLS
Cisco CallManager

TLS Outgoing Transport Type

TLS

Outgoing Transport Type

Incoming Transport Type  TLS Outgoing Transport Type

TLS

0

SIP
Transport Layer Security
Device Security Mode 1
* Non Secure
TCP UDP Cisco CallManager
e Authenticated Cisco CallManager
NULL/SHA TLS
e Encrypted Cisco CallManager
AES128/SHA
TLS
SIP SRTP
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14-1 SIP
Enable Digest Cisco CallManager SIP ID
Authentication
Cisco CallManager ID MD5
URI

Cisco CallManager Administration
Cisco CallManager

Cisco CallManager
SIP

TLS

Nonce Validity Time

MD5

600 10
Cisco CallManager

X.509 Subject Name

Incoming Transport Type Outgoing Transport Type

TLS

SIP X.509

Cisco CallManager TLS

SRV
X.509 X.509
1
4096
TLS
SIP
5061  SIP TLS trunkl  X.509 Subject Name
my_cml, my_cm2 5071 SIPTLStrunkl  X.509

Subject Name my_cm2, my_cm3 5061

SIPTLStrunk3  X.509 Subject Name  my_ccm4
my_cml
Incoming Port 1024 65535
TCP UDP  SIP
5060
SIP
SIP
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Enable Application Level
Authorization

Enable Digest Authentication

P.15-1  SIP

SIP
SIP
Application User Configuration User Management >
Application User

0

Accept Presence
Subscription

Cisco CallManager  SIP

Enable Application Level Authorization
Application User Configuration
Accept Presence Subscription

Accept Presence Subscription
SIP
403

Accept Out-of-Dialog
Refer

Cisco CallManager  SIP non-INVITE
Out-of-Dialog REFER

Enable Application Level Authorization
Application User Configuration
Accept Out-of-Dialog Refer

Accept Unsolicited
Notification

Cisco CallManager  SIP non-INVITE
Unsolicited Notification

Enable Application Level Authorization
Application User Configuration
Accept Unsolicited Notification

i Cisco CallManager
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Accept Header Cisco CallManager SIP SIP
Replacement

Enable Application Level Authorization
Application User Configuration
Accept Header Replacement

SIP

Trunk Configuration SIP

1 Cisco CallManager

2 Trunk Configuration SIP Trunk Security Profile
3
4 Save
5 Reset
SIP SIP Realm SIP

Application User
P.15-5 SIP

P.14-9
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Cisco CallManager SIP

Cisco CallManager Administration

Related Links
Go

Dependency Records
Dependency Records

Dependency Records CPU
Cisco CallManager

Dependency Records

1 P.14-2 SIP

SIP Trunk Security Profile Configuration
Dependency Records

2 Find and List
Delete Selected Delete
Selected
3
e Find and List
Delete Selected Delete Selected
e Find and List Name
Security Profile Configuration Delete Selected
Delete Selected
4 OK Cancel
P.14-9
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Enable Digest Authentication P.14-3
. P.1-17
2 |SIP SIP
P.14-7
3 |Cluster ID
P.15-2
Cisco CallManager UAS
Cisco CallManager ~ SIP
ID
4 |Cisco CallManager * Application User Configuration
UAS Application User
Configuration P.15-3
P.15-3
5 |Cisco CallManager . p.1-17
UAC SIP . SIP P.15-5
Cisco CallManager 1D e SIP P.15-6

Cisco CallManager

Cluster ID
Administration System > Enterprise Parameters

Cisco CallManager UAS
ID

Cisco CallManager
Cluster ID

Cisco CallManager ~ SIP

Enterprise Parameters Configuration

i Cisco CallManager
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Application User Configuration

Cisco CallManager
ID
Configuration
Cisco CallManager

1 Cisco CallManager

3 Application User Configuration

4 Save

P.15-7

15-3 Cisco CallManager Administration

15-2

Cisco CallManager  SIP
Cisco CallManager Administration  Application User

SIPUAC ID

15-3

Application User Configuration

Digest Credentials

Confirm Digest Credentials
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SIP

SIP

1 Cisco CallManager Administration ~ User Management > SIP Realm

Find and List

2 SIP Find

2

SIP
Find
SIP
3 SIP Realm
Realm User Search Within Results
Find
Cluster ID P.15-2
p.15-7
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SIP
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15-3

Save

SIP
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SIP

SIP
UAC SIP
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User Management > SIP Realm
Add New 3
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Cisco CallManager UAC SIP
Cisco CallManager ID
Cisco CallManager

15-3 SIP

15-3 SIP
Realm SIP

SIPProxyl_xyz.com
User Cisco CallManager
SIP Cisco CallManager  ID
Password Cisco CallManager SIP
Cisco CallManager  ID
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P.15-4 SIP SIP
SIP Find and List
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SIP
e Find and List SIP
Delete Selected Delete Selected
e Find and List Realm SIP Realm Configuration
Delete Selected Delete Selected
OK Cancel
P.15-7
. pP.1-17
e S|P P.15-2
. p.15-2
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CLI
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CLI set cert regen tomcat
GUI CLI Cisco IP Telephony Platform

Administration Guide

Cisco CallManager
m. OL-8356-01-J |



CTL ||
P.16-5
o etoken 1 P.16-5
etoken Cisco TAC
etoken
Password
15 16
CTL P.3-9 Cisco
CTL
etoken 1
1
1
2 CTL CTL
CTL
b. CTL
P.3-12 CTL
3 IP Phone P.1-10
Cisco CallManager
| oL-8356-01-J .m



16 |

W CAPF
e [P Phone P.16-6
J P.16-6
e CAPF P.16-6
. IP Phone P.16-7
J MIC IP Phone P.16-7
IP Phone
IP Phone IP Phone IP Phone
IP Phone  Cisco CallManager IP Phone
Cisco CallManager IP Phone
IP Phone
By Authentication String
CAPF IP Phone 10
10
IP Phone
CAPF CAPF
CAPF CAPF IP
Phone  Cisco CallManager
SDL CAPF
CAPF
Cisco Certificate Authority Proxy Function CAPF
CAPF CAPF Cisco CTL
.0 CAPF
Cisco IPT Platform GUI CLlI CAPF
e DER CAPF.cer
e PEM CAPF.cer .0
Cisco CallManager
m. OL-8356-01-J |



MIC

IP Phone

Security Configuration
IP Phone

SIP

SCCP

MIC

MIC
Cisco IP Phone

CAPF | |

Model Information
LSC
SIP Cisco IP Phone

IP Phone

Model Information Security Configuration
IP Phone SCCP

[ oL-8356-01-J

Cisco CallManager ]



16 |

[ | Cisco 10S MGCP

Cisco I0S MGCP

. P.16-8
e BAT IP Phone P.16-8

SRTP TCP

Cisco CallManager Administration

e Cisco CallManager Cisco IP Phone Cisco SIP IP Phone Cisco I0S MGCP
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