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Cisco CallManager Cisco
CallManager
MOH
Enable CM Real-Time Information Server Cisco CallManager
Trace
Enable SIP Stack Trace SIP

Jl_ Cisco CallManager Serviceability
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5-3 Cisco CallManager SDI

Enable Annunciator Trace

Annunciator
Annunciator
SCCP

Cisco IP Phone

wav

Cisco IP Voice Media Streaming Application

Cisco CallManager

Enable CDR Trace

CDR

Enable Analog Trunk Trace

Analog Trunk AT,;

Enable All Phone Device Trace

SoftPhone

Enable MTP Trace

Media Termination Point MTP;

Enable All Gateway Trace

Enable Forward and Miscellaneous Trace

Enable MGCP Trace

Media Gateway Control Protocol MGCP

Enable Media Resource Manager Trace

Media Resource Manager MRM

Enable SIP Call Processing Trace

SIP

Enable Keep Alive Trace

Cisco CallManager

30

SCCP

P.5-16

Cisco CallManager Serviceability
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Cisco CallManager SDL

5-4 Cisco CallManager SDL 5-5
Cisco CallManager SDL

S

Cisco

5-4 Cisco CallManager SDL

Enable all Layer 1 traces. 1

Enable detailed Layer 1 traces. 1

Enable all Layer 2 traces. 2

Enable Layer 2 interface trace. 2

Enable Layer 2 TCP trace. 2 Transmission Control Program TCP
Enable detailed dump Layer 2 trace. 2

Enable all Layer 3 traces. 3

Enable all call control traces.

Enable miscellaneous polls trace.

Enable miscellaneous trace (database signals).

Enable message translation signals trace.

Enable UUIE output trace. user-to-user informational element UUIE

Enable gateway signals trace.
Enable CTI trace. CTI

Enable network service data trace

Enable network service event trace

Enable ICCP admin trace ICCP
Enable default trace

Cisco CallManager Serviceability
m. 0L-7471-01-J |



||
5-5 Cisco CallManager SDL
Enable SDL link states trace. Intracluster Communication Protocol ICCP;
Enable low-level SDL trace. SDL
Enable SDL link poll trace. ICCP
Enable SDL link messages trace. ICCP
Enable signal data dump trace.
Enable correlation tag mapping trace.
Enable SDL process states trace. SDL
Disable pretty print of SDL trace. SDL  Pretty Print Pretty
Print
Enable SDL TCP event trace. SDL TCP
P.5-16
Cisco CallManager Attendant Console Server
5-6 Cisco CallManager Attendant Console Server

5-6 Cisco CallManager Attendant Console Server

Enable low level trace

Enable high level trace

P.5-16

Cisco CallManager Serviceability
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Cisco CTIManager SDL

5-7 Cisco CTIManager SDL 5-8
Cisco CTIManager SDL

N

Cisco

5-7 Cisco CTIManager SDL

Enable miscellaneous polls trace.

Enable miscellaneous trace (database signals).

Enable CTI trace. CTI
Enable Network Service Data Trace

Enable Network Service Event Trace

Enable ICCP Admin Trace ICCP
Enable Default Trace

5-8 Cisco CTIManager SDL

Enable SDL link states trace. ICCP
Enable low-level SDL trace. SDL
Enable SDL link poll trace. ICCP
Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print Pretty
Print

Enable SDL TCP Event trace SDL TCP

P.5-16

Cisco CallManager Serviceability
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Cisco Database Layer Monitor

5-9 Cisco Database Layer Monitor

5-9 Cisco Database Layer Monitor

Enable DB Library Trace

Enable Service Trace

Enable DB Change Notification Trace

Enable Unit Test Trace

P.5-16

Cisco Extended Functions

5-10 Cisco Extended Functions

5-10 Cisco Extended Functions

Enable QBE Helper TSP Trace

Enable QBE Helper TSPI Trace QBE Helper TSP
Enable QRT Dictionary Trace Quality Report Tool
Enable DOM Helper Traces DOM

Enable Redundancy and Change
Notification Trace

Enable QRT Report Handler Trace Quality Report Tool

Enable QBE Helper CTI Trace QBE CTI
Enable QRT Service Trace Quality Report Tool
Enable QRT DB Traces QRT DB

Enable Template Map Traces

Enable QRT Event Handler Trace Quality Report Tool

Enable QRT Real-Time Information Quality Report Tool
Server Trace

P.5-16

Cisco CallManager Serviceability
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Cisco Extension Mobility
5-11 Cisco Extension Mobility

5-11 Cisco Extension Mobility

Enable EM Service Trace Extension Mobility
Enable EM Application Trace Extension Mobility
P.5-16

Cisco IP Manager Assistant
5-13 Cisco IP Manager Assistant

5-12 Cisco IP Manager Assistant

Enable IPMA Service Trace Cisco IPMA

Enable IPMA Manager
Configuration Change Log

Enable IPMA CTI Trace CTI Manager

Enable IPMA CTI Security Trace |CTIManager

P.5-16

Cisco IP Voice Media Streaming Application

5-13 Cisco IP Voice Media Streaming Application

5-13 Cisco IP Voice Media Streaming Application

Enable Service Initialization Trace

Enable MTP Device Trace MTP

Enable Device Recovery Trace MTP Conference Bridge

Enable Skinny Station Messages Trace Skinny Station Protocol

Enable WinSock Level 2 Trace

Enable Music On Hold Manager Trace MOH

Enable Annunciator Trace Annunciator

Jl_ Cisco CallManager Serviceability
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| |
5-13 Cisco IP Voice Media Streaming Application
Enable DB Setup Manager Trace MTP Conference
Bridge MOH
Enable Conference Bridge Device Trace | Conference Bridge
Enable Device Driver Trace
Enable WinSock Level 1 Trace WinSock
Enable Music on Hold Device Trace MOH
Enable TFTP Downloads Trace MOH
P.5-16
Cisco RIS Data Collector
5-14 Cisco RIS Data Collector
5-14 Cisco RIS Data Collector
Enable RISDC Trace RIS RIS RISDC
Enable System Access Trace RIS
Enable Link Services Trace RIS
Enable RISDC Access Trace RIS RISDC
Enable RISDB Trace RIS RISDB
Enable PI Trace RIS Pl
Enable XML Trace RIS XML
Enable Perfmon Logger Trace RIS
perfmon
Cisco
CallManager
CPU
P.5-16

Cisco CallManager Serviceability
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Cisco TFTP
5-15 Cisco TFTP

5-15 Cisco TFTP

Enable Service System Trace

Enable Build File Trace

Enable Serve File Trace

P.5-16

Cisco WebDialer Web
5-16 Cisco WebDialer

5-16 Cisco WebDialer Web

Enable WebDialer Servlet Trace

Cisco WebDialer servlet

Enable Redirector Servlet Trace

Redirector servlet

P.5-16

Jl_ Cisco CallManager Serviceability
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5-17

Maximum No. of Files

Maximum File Size

Maximum File Size

Maximum No. of Files

5-17

Maximum number of files

ccm299.txt

Cisco CallManager

Maximum file size (MB)

MB

P.5-16

Cisco CallManager Serviceability
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. P.5-2

i P.5-6

i P.5-15
N P.5-5
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CHAPTER

Troubleshooting Trace Setting

Troubleshooting Trace Setting
Cisco CallManager

N

Trace > Troubleshooting Trace Settings

Check all Services for a Node

Check all Services for a Node

Apply Troubleshooting Traces

Cisco CallManager N/A

. Reset Troubleshooting Traces

Reset Troubleshooting Traces 1

P.6-2

[ oL-7471-01-J
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6 Troubleshooting Trace Setting |

. P.5-1

e  Cisco CallManager Serviceability

Cisco CallManager Serviceability
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CHAPTER ;

Real-Time Monitoring

Cisco CallManager Real-Time Monitoring Tool RTMT

¢ Real-Time Monitoring Tool RTMT p.7-2
e RTMT p.7-3
e RTMT P.7-4
e RTMT P.7-4
. P.7-6
. P.7-6
. P.7-9
. pP.7-13
e CTI p.7-17
. p.7-23
ﬁ Syslog Viewer P.7-23

Cisco CallManager Serviceability
[ oL-7471-01-y .m



7 Real-Time Monitoring

M Real-Time Monitoring Tool RTMT

Real-Time Monitoring Tool RTMT

RTMT 800*600 Windows 98 Windows XP  Windows 2000 Red
Hat Linux with KDE ~ Gnome
A
RTMT Microsoft Windows Cisco CallManager
Cisco CallManager 5.0 RTMT
Cisco CallManager RTMT
Cisco CallManager RTMT
1 Cisco CallManager Administration Application > Plugins
2 Find
3 Cisco CallManager Real-Time Monitoring Tool  Download
4
5 RTMT
RTMT
6 RTMT Welcome Next
7 Yes
8 RTMT Browse
Next
9 Next
Setup Status Cancel
10 Finish

P.7-23

Cisco CallManager Serviceability
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| 7 Real-Time Monitoring

RTMT

RTMT

RTMT jar

Cisco CallManager RTMT
RTMT

Cisco CallManager
RTMT

RTMT

1 Cisco CallManager Administration Application > Plugins

2 Find
3 Microsoft Windows RTMT
Cisco CallManager Real-Time Monitoring Tool-Windows  Download
Linux RTMT
Cisco CallManager Real-Time Monitoring Tool-Linux  Download
4
5 RTMT
RTMT
6 RTMT Welcome Next
7 Next
Setup Status Cancel
8 Maintenance Complete Finish
p.7-23

Cisco CallManager Serviceability
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7 Real-Time Monitoring |

W RTMT

RTMT

Windows RTMT Control Panel Add/Remove
Programs Start > Settings > Control Panel > Add/Remove Programs
KDE  Gnome Red Hat Linux ~ RTMT

Start > Accessories > Uninstall Real-time Monitoring tool

P.7-23
RTMT Cisco AMC Service
Cisco CallManager Serviceability Tools > Service Activation Cisco AMC
Service Update
1
e Windows Cisco CallManager Real-Time Monitoring Tool
e Start > Programs > Cisco CallManager Serviceability > Real-Time Monitoring Tool > Real-Time
Monitoring Tool
Real-Time Monitoring Tool Login
2 Host IP Address 1P
3 User Name CCMAdministrator
CCMAdministrator
4 Password CCMAdministrator
ciscocisco
N
Cancel
RTMT
Cisco CallManager
5 8443

6 Secure Connection

7 OK

Cisco CallManager Serviceability
m. 0L-7471-01-J |




| 7 Real-Time Monitoring

8 Yes

9 RTMT

e CTI

e SysLog Viewer
e RTMT

Quick Launch Channel

Quick Launch Channel

e 1 Window > Close
Window > Close All Windows
e RTMT Cisco CallManager Administration Cisco CallManager Serviceability
Application > CCM Admin webpage CCM Serviceability webpage
e RTMT Serviceability Report Archive System > Report
Archive Security Alert Yes
OK
. RTMT Help > About
OK
e RTMT Help > Help Topics For this Window
RTMT Cisco CallManager Serviceability
Cisco CallManager Serviceability
e JVM System > JVM Information JAVA
OK
e RTMT System > Log Off
Real-Time Monitoring Tool Login
. System > Exit
p.7-23

RTMT
P.7-6
P.7-6
P.7-9
P.7-13
p.7-17 CTI
P.8-1 RTMT
P.9-1
P.10-1 RTMT
P.11-1 RTMT SysLog Viewer
Edit > Trace Setting
Quick Launch Channel Edit > Hide

[ oL-7471-01-J
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7 Real-Time Monitoring |

1 Mail Server

2 Port
3 OK
p.7-23
. P.7-6
J P.7-6
J P.7-7
. p.7-8
RTMT CM-Default RTMT
CM-Default
CM-Default Cisco CallManager
5 Cisco CallManager CM-Default Cisco
CallManager
P.7-6
p.7-23
RTMT CPU & Memory SDL Queue
1 RTMT
RTMT

Cisco CallManager Serviceability
m. 0L-7471-01-J |



| 7 Real-Time Monitoring

1 System > Profile
Preferences
2 Save
Save Current Configuration
3 Configuration name

4 Configuration description

N

P.7-23

1 System > Profile

Preferences
2
3 Restore
p.7-23

Cisco CallManager Serviceability
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7 Real-Time Monitoring

1 System > Profile

Prefences
2
3 Delete
4 Close
p.7-23

Cisco CallManager Serviceability
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| 7

Real-Time Monitoring

RTMT

Cisco CallManager

. P.7-9
. P.7-13
e CTI p.7-17
1
e Quick Launch Channel  View Summary Server Call Process
J 7-1
7-1
Summary Monitor > Summary CPU
Server Monitor > Server > CPU Usage and e CPU Usage and Memory CPU
Memory Process Disk Usage
Critical Services * Process ID PID
Nice
CPU
e Disk Usage
e Critical Services
Cisco CallManager Serviceability
[ oL-7471-01-y .m



7 Real-Time Monitoring |

|
7-1
Call Process Monitor > Call Process > Call Activity Call Activity Cisco CallManager
Gateway Activity Trunk Activity
SDL Queue SIP Activity
Gateway Activity Cisco CallManager
Trunk Activity Cisco CallManager
SDL Queue SDL
SIP Activity Cisco CallManager
SIP
Service Monitor > Service > Cisco TFTP Cisco TFTP Cisco CallManager
Heartbeat Database Summary Cisco TFTP TFTP
TFTP TFTP
Heartbeat Cisco CallManager Cisco TFTP Cisco CallManager
Attendant Console
Database Summary Cisco CallManager

Jl_ Cisco CallManager Serviceability
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| 7

Real-Time Monitoring

7-1
Device Monitor > Device Summary Device Summary Cisco CallManager
Phone Summary
Device Search
Phone Summary Cisco CallManager
SIP
SCCP
Monitor > Device Summary Monitor > Phone
Summary Device > Open
Device Search
P.7-13
CTI Manager Monitor > CTI Manager CTI
CTI
J CTI p.7-17
J CTI p.7-18
. CTI P.7-19
CTI Manager
Cisco CallManager 1
CTI
P.7-13
Performance Performance > Open Performance perfmon
perfmon P.9-1
Cisco CallManager Serviceability
[ oL-7471-01-4 .m
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e CPU and Memory Usage CPU
Host
e Disk Usage Host
Disk Usage
e Critical Services Host

Critical Services

e Gateway Activity
Gateway Type

e Trunk Activity
Trunk Type

e SDL Queue SDL SDL SDL Queue
Type

P.7-23

Cisco CallManager Serviceability
m. 0L-7471-01-J |



| 7 Real-Time Monitoring

. p.7-13
J p.7-14
. p.7-15
. p.7-16
e H.323
e CTI
e SIP
1
e Search > Device > <Phone Gateway Hunt List >
4
e Quick Launch Channel Device Device Search
e Device > Open Device Search
Device Search
Device Search CTI Search
CCMAdmin Cisco CallManager Administration
2
Monitor
3

Monitor

Cisco CallManager Serviceability
[ oL-7471-01-y .m



7 Real-Time Monitoring |

4 Select device with status

5 Any CallManager
Cisco CallManager

Je

< Back Next> Finish Cancel
6 Next>
7 Search by device model
Device Model
8 Next
9 Search with name
10 Next
11 Monitor following attributes 1
12 Finish
p.7-23
RTMT Device Monitoring
1 RTMT Device Monitoring P.7-13
2
o Open
. Device > Open

3 Select Device with Status

Cisco CallManager Serviceability
m. 0L-7471-01-J |




| 7 Real-Time Monitoring

4 Any CallManager
Cisco CallManager

5 Search By Device Model
6 Any Model Device Model Device Model
7 Next

8 Search With Name

9 Monitor following attributes 1
10 Finish

Device Information

p.7-23
RTMT Device Monitoring
1 RTMT device monitoring P.7-13
2
. Properties
. Device > Properties
3 Description
4 Other Info
p.7-23

Cisco CallManager Serviceability
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7 Real-Time Monitoring

Cisco CallManager
RTMT monitoring

s

Cisco CallManager

10

10

1 RTMT monitoring
2 Edit > Polling Rate
3 Polling Interval

4 OK

p.7-23

Cisco CallManager Serviceability
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| 7 Real-Time Monitoring

CTI

CTI Manager p.7-17
J CTI

i CTI p.7-18
i CTI P.7-19

. p.7-20

CTI Manager

Cisco CallManager

Quick Launch Channel  CTI

P.7-23

CTI
CTI

e Search > CTI > CTI Applications
3

e Quick Launch Channel CTI
CTI

2 Applications

Je

CTi

p.7-17

CTI

CTI Manager

CTI Search
CTI

Monitor

3 CTI Manager

4 Application Status

5 Next

6 Application Pattern

Cisco CallManager Serviceability

CTI Manager

IP Subnet

[ oL-7471-01-J
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b cTm

8 Next
9 Monitor following attributes 1
10 Finish

Application Monitoring

P.7-23

CTI
CTI

1

e Monitor > CTI > CTI Devices

3
e Quick Launch Channel CTI CTI Search
CTI CTI
2 Devices
Monitor
3 CTI Manager CTI Manager
4 Devices Status
5 Devices
Device Name

6 Next
7 Application Pattern
8 IP Subnet

Cisco CallManager Serviceability
m. 0L-7471-01-J |



| 7 Real-Time Monitoring

cTi
9 Next
10 Monitor following attributes 1
11 Finish
Device Monitoring
P.7-23
CTIl
CTI
1
e Monitor > CTI > CTI Lines
3
e Quick Launch Channel CTI CTI Search
CTI CTI
2 Lines
Monitor
3 CTI Manager & Status CTI Manager
4 Lines Status
5 Devices
Device Name

6 Lines

Y

Directory Number

Cisco CallManager Serviceability
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b cTm

7 Next

8 Application Pattern

9 IP Subnet

10 Next

11 Monitor following attributes 1

12 Finish

Lines Monitoring

p.7-23
Cisco IP Phone CTI CTI
1 P.7-18 CTI RTMT monitoring
2
. CTI App Info
. Device > App Info
Application Information CTI 1D
ID IP
CTI
3 Refresh OK
p.7-23

Cisco CallManager Serviceability
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CallManager 6

1 Performance Monitoring Devices
2 Edit > Add New Category
3 OK

o P.7-23
1

o Rename Category

. Edit > Rename Category
2 OK

o P.7-23

Cisco CallManager Serviceability
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o Remove Category
. Edit > Remove Category

p.7-23

Cisco CallManager Serviceability
m. 0L-7471-01-J |
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e RTMT p.8-1

. P.9-1

e RTMT P.10-1

e Cisco CallManager Serviceability Real-Time Monitoring Tool

Cisco CallManager Serviceability

Cisco CallManager Serviceability

P.7-23

. p.7-21

. pP.7-21

. p.7-22

e CTI Manager p.7-17

. CTI pP.7-17
. CTI p.7-18

. CTI pP.7-19

. P.9-1
. pP.7-13

. p.7-15

. P.7-13

. p.7-14

. p.7-16
. P.7-6

. p.7-7

. P.7-6

. P.7-8

. P.7-6

. p.7-6

. P.7-9

e RTMT p.8-1

. P.9-1
RTMT SysLog Viewer P.11-1

e Real-Time Monitoring Tool RTMT p.7-2
RTMT P.7-4

RTMT P.7-3

RTMT p.7-4

Cisco CallManager Serviceability
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Cisco CallManager Serviceability
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RTMT

RTMT 2

RTMT

Cisco CallManager Serviceability

RTMT
Alert Central RTMT
. P.8-2
. P.8-4
e Cisco CallManager p.8-7
. P.8-8
. P.8-8

[ oL-7471-01-J
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Alert Central

1

e Quick Launch Channel Tools Alert Alert Central

e Tools > Alert > Alert Central

RTMT  Cisco CallManager Alert Central

2

. pP.8-4

e Cisco CallManager P.8-7 Cisco CallManager

. p.8-8

. pP.8-8

e Alert Status

Enabled InSafeRange

Alert History
Alert History

Alert Status Disable/Enable
Alert Remove Alert
Alert Status Tools > Alert > Disable/Enable

Remove Alert

RTMT
Remove Alert

Alert Status Clear Alert

Clear All Alerts

Alert Status Tools > Alert > Clear Alert Clear
All Alerts

Cisco CallManager Serviceability
m. 0L-7471-01-J |
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Alert Status

Alert Status

Je

Alert Details

Tools > Alert > Alert Details

OK

P.8-9

[ oL-7471-01-J
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1 P82 Alert Central

2 Alert Status

3
. Set Alert/Properties
e Tools > Alert > Set Alert/Properties
Y
Cisco CallManager
Enable/Disable this alert on following server(s):
MGCP D
4 Enable Alert
5 Severity
6 Enable/Disable this alert on following server(s) Enable
Description
7 Next
8 Threshold
9 Duration
e Trigger alert only when below or over....
e Trigger alert immediately
10 Next
11 Frequency
e trigger alert on every poll
e trigger up to <numbers> of alerts within <number> of minutes
Cisco CallManager Serviceability
m. OL-7471-01-J |



| 8 RTMT

12 Schedule

e 24-hours daily 1 24

e Start time/Stop time

13 Next

14 Enable Email

15

16
Configure

17

Add
Name
Description

Add

P a0 o

Enter email/epage address

f. OK

Action Configuration Enable

Je

Delete

18

a. Edit

Action Configuration

19 Close

20 Alert Properties: Email Notification
Activate

CriticalServiceDown CodeYellow

Cisco CallManager Serviceability
[ oL-7471-01-y .m



8 RTMT |

Next
b. Alert Properties: TCT Download Enable TCT Download
c. SFTP Parameters Dialog IP
SFTP
Test Connection
d. OK

e. TCT Download Parameters

Vs

TCT Download

Delete
Close

P.8-9

Cisco CallManager Serviceability
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| 8 RTMT

Cisco CallManager ||

Cisco CallManager

Cisco CallManager
Cisco CallManager

Alert Central

1 Tools > Alert > Suspend cluster/node Alerts

S

Cisco CallManager

2 Cluster Wide
suspend all alerts

3 Per Server
Suspend
4 OK
Y
Alert > Suspend cluster/node Alerts suspend
P.8-9

Cisco CallManager Serviceability
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8

RTMT

8-8

1 Tools > Alert > Config Email Server

Mail Server Configuration

2 Mail Server

3 Port

4 OK
P.8-9

1 P.8-2 Alert Central

2 Alert > Config Alert Action

3 P84 17 20
P.8-9

Cisco CallManager Serviceability
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i p.8-2

i pP.8-4

e Cisco CallManager P.8-7
i P.8-8

e  Cisco CallManager Serviceability

i P.8-8

Cisco CallManager Serviceability
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Cisco CallManager Serviceability
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Cisco CallManager RTMT

perfmon
perfmon
perfmon

. P.9-2

e RTMT Performance Monitoring P.9-5
. P.9-5

. P.9-6

. P.9-9

. P.9-10

. P.9-11

. P.9-12

Cisco CallManager Serviceability
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RTMT 9-1
6 RTMT Perfmon Monitoring 1
3
RTMT Perfmon Monitoring 1 3
RTMT Perfmon Monitoring
3
9-1
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RTMT
Present Data in Table View

RTMT
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¢ Quick Launch Channel Perfmon Perfmon Monitoring
e Perfmon > Open Perfmon Monitoring
2
3 4
5
4

a. Edit > New Category

b. Enter Name

d. OK

Present Data in Table View

Cisco CallManager Serviceability
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Je

Remove Category

. Counter Monitoring
RTMT Perfmon Monitoring

RTMT Perfmon Monitoring

P.9-12

Cisco CallManager Serviceability
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RTMT Performance Monitoring

RTMT Performance Monitoring

RTMT Perfmon Monitoring

o Remove

. Perfmon > Remove Chart/Table Entry

RTMT Perfmon Monitoring

pP.9-12
1 P92
2
[ )
[ )
Performance > Counter Instances
[ )
Counter Instances
3 Select Instance Add
P.9-12

Cisco CallManager Serviceability
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Remove Alert

1 P92

2 Alert/Threshold

3 Enable Alert

4 Severity
5 Description
6 Next
7 9-1 Threshold Value Calculated As Duration Frequency Schedule
Next
9-1
Threshold

Trigger alert when following

conditions met Over Under
e Over

Over value

e Under

Under value

Frequency Schedule

Cisco CallManager Serviceability
m. 0L-7471-01-J |



||
9-1

Value Calculated As
Absolute Delta % Delta

e Absolute

CallsAttempted  CallsCompleted
Absolute
e Delta
Delta
e 9% Delta
% Delta

Duration
Trigger alert only when value e Trigger alert only when value constantly...
constantly... Trigger alert
immediately

e Trigger alert immediately
Frequency
Trigger alert on every poll trigger
up to... .

e trigger alert on every poll

50 100

e trigger up to...
Schedule
24-hours daily start/stop

e 24-hoursdaily 1 24

e start/stop

9:00 5:00 9:00
9:00

Cisco CallManager Serviceability
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8 Enable Email
9 Trigger Alert Action
10 Configure
S
Alert Action
11 Add

Action Configuration

12 Name

13 Description

14 Add
Input

15

16 OK

Recipient Enable

Je

Enable
Recipient
Delete
17 OK
18 Action List
Action List
Delete Edit

19 Close

Cisco CallManager Serviceability
m. 0L-7471-01-J |



20 User-defined email text

21 Activate

P.9-12

RTMT Perfmon Monitoring

e RTMT Performance Monitoring

e RTMT Performance Monitoring

Zoom

Perfmon > Zoom Chart

Zoom

P.9-12

Cisco CallManager Serviceability
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1
e Perfmon Counter Description
e RTMT Performance Monitoring Perfmon > Counter Description
p.9-11
Counter Property
2 OK Counter Property

P.9-12

Cisco CallManager Serviceability
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Counter Property
RTMT Perfmon Monitoring

Data/View Current Data

1 P92

Monitoring Properties

Counter Property

View All
P.9-12

Properties

Perfmon > Monitoring Properties

3 Data Sample
4 No. of data samples 100 1000
100
5 No. of data points shown on chart
10 50 20
6 9-2
9-2
Absolute CallsAttempted  CallsCompleted
Absolute

Delta Delta

% Delta % Delta
7 OK Counter Property RTMT Perfmon Monitoring

p.9-12
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p.9-12
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. P.9-6
. P.9-9
. P.9-10
. P.9-11
. P.9-12
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Cisco CallManager Real-Time Monitoring Tool RTMT Trace and Log Central

SFTP
Real-Time Monitoring Tool
N
RTMT
N
RTMT  Trace and Log Central RTMT  Network Access Translation NAT
NAT IP
Cisco CallManager IP DNS
S
SRTP
. P.10-2
e RTMT  Trace & Log Central P.10-3
. P.10-4
*  Query Wizard p.10-7
. p.10-11
. P.10-14
. P.10-15
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e Local Browse P.10-17
¢ Remote Browse P.10-18
e Q931 Translator P.10-20
e QRT P.10-22
e Real Time Trace P.10-23
e RTMT P.10-26
Trace and
Log Central
RTMT Trace and Log Central

Tools > Trace > Import Certificate

OK
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RTMT Trace & Log Central

RTMT Trace & Log Central

P.10-2

Trace & Log Central

e Quick Launch Channel  Tools Trace

e Tools > Trace > Open Trace & Log Central

Trace & Log Central

zip

Real-Time Monitoring Tool  Trace & Log Central

. 1
P.10-4
P.10-7 Query Wizard
o SFTP
P.10-11
o« 1 P.10-15
. P.10-17 Local Browse
. P.10-18 Remote Browse
P.10-23

Real Time Trace
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Trace and Log Central Collect Traces 1

Trace and Log Central

P.10-7 Query Wizard

1
e Trace Configuration
P.5-1
. Alarm Configuration
SDI SDL
P.3-1

1 P.10-3 RTMT  Trace & Log Central Trace & Log Central
2 Collect Files

Select CallManager Services/Applications

A

Trace & Log Central

Select All Services on All Servers
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||
S
e
/
/ /

4 Next

System Logs
5

. Select All Logs

on all Servers

. IP

] 6
6 Next
7 Collection Time

e Absolute Range

Select Reference Server Time Zone
Daylight Savings
Select Time Zone
Server 1
Cisco CallManager Server 2
Server 2 Server 2
From Date/Time To Date/Time

¢ Relative Range

8 Select Partition
Cisco CallManager Serviceability Cisco CallManager 2 Linux

Cisco CallManager Serviceability
Cisco CallManager
Cisco CallManager

[ oL-7471-01-J

Cisco CallManager Serviceability ]



10 RTMT |

Linux Cisco CallManager 1
Linux
Cisco CallManager Cisco CallManager Serviceability
Cisco CallManager Cisco CallManager
Serviceability Cisco CallManager
S

Cisco CallManager Serviceability Windows

Cisco CallManager
9 Download File Directory

Browse Open
C:\Program Files\Cisco\CallManager Serviceability\jrtmt\< IP
>\< >
10 zip Zip File
zip Do Not Zip Files
11 Delete Collected Log Files from the server
12 Finish
Cancel
Completed downloading for node <IP
>
13 Local Browse
P.10-17 Local Browse
p.10-27

Cisco CallManager Serviceability
m. 0L-7471-01-J |



| 10 RTMT

Query Wizard

Trace Collection Query Wizard

Query Wizard

1

e Trace Configuration

SDI

p.5-1

1 P.10-3 RTMT  Trace & Log Central

2 Query Wizard

Query Wizard ||

Trace Collection

Alarm Configuration
P.3-1

Trace & Log Central

Trace & Log Central

e Saved Query

Browse

Single Node Generic Query

All Node Generic Query

Regular Query

e Create Query

4 Next

Select Cisco CallManager Services/Applications

Cisco CallManager Serviceability

Open

RTMT Browse

Browse

Run Query 17
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Bl Query Wizard

5 Saved Query

Create Query

Select All Services on All Servers

Y
/
/ /
6 Next
7 Select System Logs
Select All Logs on All Servers
IP
8 Next
9 Collection Time
e All Available Traces
e Absolute Range
Select Reference Server Time Zone
Daylight Savings
Select Time Zone
Server 1
Cisco CallManager Server 2
Server 2 Server 2
From Date/Time To Date/Time
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Query Wizard ||

e Relative Range

10 Search String

11 Select Impact Level
Low Medium High
Low High

12

o Run Query

Query Results
OK 17

o Save Query 13

13

e Generic Query
Generic Query

Regular Query

Single Node Query All Node Query Single
Node Query
All Node Query

N

e Regular Query

14 Finish
15 File Name Save
16

o Run Query 17

. Query Wizard Cancel
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Bl Query Wizard

17 1
. Query Results <node>
<node> IP
A
Q931 P.10-20 Q931 Translator Q931
QRT Quality Report Tool QRT
pP.10-22 QRT
Download
Finish
Download all files Browse
Open C:\Program Files\Cisco\CallManager
Serviceability\jrtmt\< IP >\< >
zip Zip File
Delete Collected Log Files from Server
Trace and Log Central Local Browse
P.10-17 Local
Browse
o Save Query 13 15
p.10-27
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Trace and Log Central Schedule Collection 6
SFTP
syslog
A
10 6
6
1
e Trace Configuration
P.5-1
. Alarm Configuration
SDI SDL

p.3-1

1 P.10-3 RTMT  Trace & Log Central

2 Schedule Collection

Select CallManager Services/Applications

Y

Trace & Log Central

Trace & Log Central

Select All Services on All Servers
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~
/
/ /
4 Next
System Logs
5
. Select All Logs
on all Servers
. IP
. 6
6 Next
7
Select Reference Server Time Zone
Daylight Savings
Select Time Zone
8 Schedule Start Date/Time
Date Time
9 Schedule End Date/Time
Date Time

Trace and Log Central

10 Scheduler Frequency

11 Collect Files generated in the last

12 Search String
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13 zip Zip File
14 Delete Collected Log Files from the Server
15 1

e Download Files
e Run Another Query
e Generate Syslog

16
e Download Files Run Another Query 17
e Generate Syslog 19
17 SFTP Server Parameters Trace and Log Central
Test Connection Trace and Log Central
SFTP OK
Y
Download Directory Path Trace and Log Central
SFTP
ID /home/<
>/Trace
18 Run Another Query Browse
OK
Y
Trace and Log Central 1
19 Finish
S
Real-Time Monitoring Tool ~ SFTP
IP
20 OK
21 Quick Launch Channel  Job Status
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Delete
OK

p.10-27

1 P.10-3 RTMT  Trace & Log Central Trace & Log Central

2 Quick Launch Channel Job Status

3 Select a Node

Scheduled Job OnDemand RealTimeFileMon RealTimeFileSearch

Pending Terminated Running Cancel Terminated

4 Delete

/2

Pending Running ScheduleTask

p.10-27
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||
1 P.10-3 RTMT  Trace & Log Central Trace & Log Central
2 Collect Crash Dump
A
Trace & Log Central

3 Select Core Files Core Files
4 Next
5 Collection Time

e Absolute Range

Select Reference Server Time Zone
Daylight Savings
Select Time Zone
Server 1
Cisco CallManager Server 2
Server 2 Server 2
From Date/Time To
Date/Time

¢ Relative Range

6 Select Partition
Cisco CallManager Serviceability Cisco CallManager 2 Linux

Cisco CallManager Serviceability
Cisco CallManager
Cisco CallManager

Linux Cisco CallManager 1
Linux
Cisco CallManager Cisco CallManager Serviceability
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Cisco CallManager Cisco CallManager
Serviceability Cisco CallManager
S
Cisco CallManager Serviceability Windows
Cisco CallManager
7 Download File Directory
Browse Open
C:\Program Files\Cisco\CallManager Serviceability\jrtmt\< IP
>\< >
8 zip Zip File
zip Do Not Zip Files
Y
zip 2
9 Delete Collected Log Files from Server
10 Finish
Yes
Y
Zip File 2

Zip File
Do Not Zip Files

p.10-27
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Local Browse ||
Local Browse
PC UNIX
WordPad PC
Real-Time Monitoring Tool
Trace and Log Central
PC zip Real-Time
Monitoring Tool
e P.10-4
e P.10-7 Query Wizard
e P.10-11
1 P.10-3 RTMT  Trace & Log Central Trace & Log Central
2 Local Browse
3
4 Finish

Real-Time Monitoring Tool

Generic Log Viewer
P.10-22 QRT

QRT Viewer
QRT Translator

P.10-20 Q931 Translator

p.10-27
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Bl Remote Browse

Remote Browse

Trace and Log Centra

o P.10-4
e P.10-7
e P.10-11

1 P.10-3 RTMT

2 Remote Browse

Remote Browse

Query Wizard

Trace & Log Central

Real-Time Monitoring Tool
PC

Trace & Log Central

3 Next Trace Files
4 Crash Dump 8
4
[ )
Select All Services on All Servers
[ )
IP
[ )
[ )
5
Y
S
/
/ /
5 Next
System Logs
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Remote Browse ||
6
Select All Logs on all Servers
i IP
9
7 9
8
Select All Services on All Servers
IP
9 Finish
OK
10
. Finish
Real-Time Monitoring Tool
Generic Log Viewer QRT Viewer
P.10-22 QRT
QRT Translator P.10-20 Q931 Translator
Download Finish
Download all files
Browse
Open C:\Program Files\Cisco\CallManager
Serviceability\jrtmt\< IP >\< >
zip Zip File
Delete Files on server
Trace and Log Central Local Browse

P.10-17 Local
Browse
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W Q931 Translator

p.10-27

Q931 Translator

Cisco CallManager ISDN Cisco CallManager

Q.931 ISDN 3

Cisco CallManager SDI
Cisco 10S
XML

Cisco I0S

e P.10-4
e P.10-7 Query Wizard
e P.10-11

1 P.10-7 Query Wizard Query Wizard P.10-17 Local Browse
Trace and Log Central Local Browse

N

CTIManager Cisco CallManager SDI Q931

2 Q931

3 Translate Q931 Messages

ISDN No ISDN Messages in the File

ISDN Q931 Translator

J Detailed
Message
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Q931 Translator ||
. Q931
filter by gateway Filter by Search String
Clear Filter
e Q931 Translator Close
P.10-27
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N aRT

QRT

QRT Viewer Quality Report Tool QRT IP Phone Problem
QRT Cisco CallManager IP Phone
QRT Viewer IP Phone Problem
QRT Viewer Cisco CallManager IP Phone
Problem QRT
Cisco CallManager
e P.10-4
e P.10-7 Query Wizard
e P.10-11
1 P.10-7 Query Wizard Query Wizard P.10-17 Local Browse
Trace and Log Central Local Browse
QRT Viewer
Y
QRT Cisco Extended Functions
QRT griXXX.xml

2 Extension
3 Device
4 Category

5 List of Fields

S

QRT Report Result

6 QRT Report Result

Display Records
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Real Time Trace ||
Real Time Trace
RTMT  Trace and Log Central Real Time Trace
e View Real Time Data P.10-23
e Monitor User Event P.10-24
View Real Time Data
Trace and Log Central View Real Time Data
Generic Log Viewer 10
5
5 Generic

Log Viewer

Generic Log Viewer

View Real Time Data

1 P.10-3 RTMT  Trace & Log Central

2 Real Time Trace

S

Trace & Log Central

Trace & Log Central

3 View Real Time Data

Real Time Data

4 Nodes
Next

Finish
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Ml Real Time Trace

Generic Log Viewer

6
Show New Data
Show New Data
7 10
5

8 Generic Log Viewer  Close

p.10-27

Monitor User Event
Trace and Log Central Monitor User Event
5
1

1 1

TraceCollectionToolEvent P.8-4
1 P.10-3 RTMT  Trace & Log Central Trace & Log Central

2 Real Time Trace

A

Trace & Log Central

3 Monitor User Event

Monitor User Event
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Real Time Trace | |

4
. View Configured Events
Finish
Y
Delete
o Create Events
Next 5
5 Nodes Next
6 Next
N
7 Search String
8
Select Reference Server Time Zone
Daylight Savings
Select Time Zone
Server 1
Cisco
CallManager Server 2
Server 2 Server 2
From Date/Time To Date/Time
9 Search String
1
e Alert
TraceCollectionToolEvent
P.8-4
e Local Syslog SysLog
Viewer
SysLog Viewer RTMT
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W RTMT

e Remote Syslog syslog syslog
Server Name syslog

e Download File
SFTP Server Parameters
Test Connection
Trace and Log Central SFTP OK

N

Download Directory Path Trace and Log Central
SFTP
ID
/home/< >/Trace
Y
5
1
10 Finish
p.10-27
Real-Time Monitoring Edit > Trace Settings
rtmt.log RTMT

C:\Program Files\Cisco\CallManager Serviceability\jrtmt\log

Error

p.10-27
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Query Wizard P.10-7
Local Browse p.10-17

P.10-4

P.10-11
RTMT  Trace & Log Central P.10-3
P.10-15

Local Browse p.10-17

P.5-1
RTMT P.8-1
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RTMT SysLog Viewer

SysLog Viewer

e Quick Launch Channel  Tools SysLog Viewer SysLog Viewer

e Tools > SysLog Viewer> Open SysLog Viewer

2 Select a Node

7 syslog syslog 11-1
syslog
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11 RTMT SysLog Viewer |

Je

Filter By
Clear Filter
11-1  Syslog Viewer
Refresh Syslog Viewer
Auto Refresh Syslog Viewer  syslog

Clear

Filter

Clear Filter

Find

Save PC
p.11-2

e Real-Time Monitoring P.7-1

e  Cisco CallManager Serviceability Real-Time Monitoring Tool

Cisco CallManager Serviceability
m. 0L-7471-01-J |



—

Voice Log Translator VLT
RTMT RTMT Cisco.com
RTMT

Application > CCO Webpage

Login Prompt Cisco.com OK
PC
e Quick Launch Channel Tools Plugins

e Tools > Plugin
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Cisco Voice Log Translator Cisco Voice Log Translator User Guide
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Log Partition Monitoring

Log Partition Monitoring 1

e LogPartitionLowWaterMarkExceeded %
LPM syslog

trace and log central

e LogPartitionHighWaterMarkExceeded %
LPM syslog

Cisco CallManager Serviceability

RTMT Alert Central
RTMT

RTMT Alert Central
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M Log Partition Monitoring

Log Partition Monitoring

Log Partition Monitoring

1 Cisco CallManager Serviceability Tools > Control Center > Network Services

2 Servers
3 CM Services Cisco Log Partition Monitoring Tool LPM
4 LPM Cisco LPM Start

Log Partition Monitoring

Log Partitioning Monitoring Alert Central LogPartitionLowWaterMarkExceeded
LogPartitionHighWaterMarkExceeded

p.8-4

P.13-2
e  Cisco CallManager Serviceability Log Partition Monitoring
e RTMT p.8-1
e RTMT P.10-1
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CDR Repository Manager

CDR Management Configuration Call Detail Record CDR;
Call Management Record CMR;
CDR
3 CDR Repository Manager CDR
Management Configuration CDR
CMR CDR
Management Configuration
Cisco CDR Repository Manager
CDRFileDeliveryFailed
p.8-4
CDREFileDeliveryFailureContinues syslog
CDR Repository Manager
CDR CMR
CAR
CAR CDR CMR
N
CDR
Repository Manager CDR CMR
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Log Partition Monitoring CDR Repository Manager CDR CMR
Log

Partition Monitor CDR Repository Manager

CDR/CMR Log Partition Monitoring

Cisco CallManager Serviceability Log Partition Monitoring

e CDR Repository Manager P.14-3

. P.14-6

. p.14-7

J P.14-8

. P.14-9
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CDR Repository Manager

CDR Repository Manager

CDR

1 Tools > CDR Management

CDR Management Configuration

2 CDR Manager
3 14-1
4 Update

Je

Set Default
Update

P.14-9
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Bl CDR Repository Manager

CDR Repository Manager

14-1  CDR Management Configuration General Parameters
P.14-9

14-1 CDR Repository Manager

Disk Allocation (MB) CDR CMR

CDR

CDRMaximumDiskSpaceExceeded

CAR
ALY
CAR CDR
CMR CAR
CAR 1 1
1 CDR CMR

CAR
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CDR Repository Manager ||
14-1 CDR Repository Manager
High Water Mark (%) CDR CMR
Disk Allocation 2000
High Water Mark (%) 80%

1600

Disable CDR/CMR Files Deletion Based on HWM
Low Water Mark
(%)
CDR
CMR CAR

Disable CDR/CMR Files Deletion Based on HWM

CDR CMR
Y
CDR
CDRHWMEXxceeded
Low Water Mark (%) CDR CMR
Disk Allocation 2000
Low Water Mark (%) 40%
800
CDR / CMR Files Preservation CDR CMR
Duration (Days) CDR Repository Manager
Disable CDR/CMR Files Deletion High Water Mark (%)
Based on HWM CDR CMR
CDR CMR
Y
CDR Repository Manager
CDR CMR
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14-1 CDR Repository Manager

CDR Repository Manager Host CDR Repository Manager
Name

CDR Repository Manager Host CDR Repository Manager
Address

CDR

1 Tools > CDR Management Configuration

CDR Management Configuration

3 14-2

4 Add Update

Add New

/1P

P.14-9
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14-2 CDR Management Configuration Billing Application Parameters
P.14-9
14-2
Host Name/IP Address |CDR IP
. Yes
. /IP
No
CDR Management CDR CMR
User Name
Password FTP
Protocol CDR
FTP SFTP
Directory Path CDR
u/” u\”
)
FTP
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1 Tools > CDR Management

CDR Management Configuration

2 Delete Selected

CDR CMR

CDRFileDeliveryFailed

P.14-9
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e CDR Repository Manager P.14-3

e CDR Repository Manager P.14-4
J P.14-6

J p.14-7

. P.14-8

e RTMT p.8-1

Cisco CallManager Serviceability

CDR
e CDR Analysis and Reporting Administration Guide

e Cisco CallManager Call Detail Definition
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Serviceability Reports Archive

Serviceability Reports Archive Serviceability Reporter
Serviceability Reporter Cisco CallManager Administration  Serviceability
Reporter

Serviceability Reports Archive

Cisco Serviceability Report Serviceability Reporter CPU

1 Tools > Serviceability Reports Archive
Serviceability Reports Archive

2 Month-Year
3 RTMT

4 PDF

PDF

N

PDF Acrobat ® Reader
Acrobat Reader
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P.15-2
¢ Real-Time Monitoring pP.7-1
e Cisco CallManager Serviceability Real-Time Monitoring Tool
e  Cisco CallManager Serviceability Serviceability Reports Archive
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SNMP V1/V2c

Cisco CallManager SNMP
1 2c
e SNMP P.16-2
¢ SNMP V1/V2¢c P.16-4
SNMP 3 P.17-1 SNMP V3
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H sNwmP

SNMP

SNMP
CallManager

Cisco
MIB

Cisco CallManager

Community String

SNMP

1 Snmp > V1/V2c Configuration > Community String

2 Servers

Add New 4

5
Delete Selected
OK 9
4 Community String Name
- _ 32
5 Host IP Addresses Information SNMP
o SNMP Accept SNMP Packets from any host
. SNMP Accept SNMP Packets only from
these hosts Host IP Address
Insert

Remove

6 Access Privileges

e ReadOnly

e ReadWrite

e ReadWriteNotify
MIB

Host IP Addresses

MIB
MIB

MIB
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SNMP ||
e NotifyOnly MIB
¢ None
A
Cisco CallManager NotifyOnly
ReadWriteNotify
7 Apply To AIll Nodes
8 Insert Save
9 SNMP
SNMP Cancel
SNMP OK
A
SNMP SNMP
p.2-1

SNMP Community String Configuration

P.16-6
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H sNwmP ViN2c

SNMP V1/V2c

1 Snmp > V1/V2c Configuration > Notification Destination

2 Server

. SNMP Add New 4
. SNMP SNMP

e SNMP SNMP
Delete Selected 11

4 Host IP Addresses IP
Add New Add New IP

5 Port Number SNMP
6 SNMP Version Information Group SNMP

V1 V2C SNMP

V1 8 V2C 7
7 Notification Type

8 Community String

Je

ReadWriteNotify Notify Only

Create New
P.16-2 SNMP

9 Apply To All Nodes

10 Insert Save
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SNMP Vi/V2c

11 SNMP
SNMP Cancel
SNMP OK
NG SNMP
pP.2-1

P.16-6
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SNMP P.16-2
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MIB2 P.18-1
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H sNwmP

SNMP

SNMP

1 Snmp > V3 Configuration > User

2 Servers
3
. SNMP
o SNMP
5
e SNMP

Delete Selected

4 User Name

Je

Add New 4
SNMP

SNMP
11

32

5 Authentication Required Password

Reenter Password
8

6 Authentication Required

Privacy Required Password

Reenter Password

Je

Privacy Required

DES Data Encryption Standard

DES
7 Host IP Addresses Information SNMP
. SNMP Accept SNMP Packets from any host
. SNMP Accept SNMP Packets only from these
hosts Host IP Address SNMP
Insert SNMP
Host IP Addresses
Remove
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SNMP
8 Access Privileges
9 Apply To All Nodes
10 Insert Save
11 SNMP

SNMP Cancel
SNMP OK
SNMP SNMP
p.2-1

Cisco CallManager
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H sNwmP V3

SNMP V3

1 Snmp > V3 Configuration > Notification Destination

2 Server

. SNMP
. SNMP

e SNMP
Delete Selected

4 Host IP Addresses
Add New

5 Port Number
6 Notification Type

Inform

Je

Add New 4
SNMP

SNMP
12

IP Add New

7 Trap 8

Inform

Inform

7 Remote SNMP Engine Id
Add New

8 Security Level

e noAuthNoPriv
¢ authNoPriv

e authPriv

9 User Information

Select User

ID Add New
Remote SNMP Engine Id ID

Create New User pP.17-2 SNMP

Updated
p.17-2 SNMP

Delete Select User
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Apply To All Nodes
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11 Insert Save

12 SNMP

SNMP Cancel
SNMP OK
SNMP SNMP
p.2-1
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e SNMP p.17-2
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Cisco CallManager Serviceability ~ MIB2 System Group Configuration MIB-II
Administrator, 555-121-6633 San Jose, Bldg 23,
2nd floor
MIB-II
SNMP vl v2c v3

1 Snmp > SystemGroup Configuration > MIB2 System Group Configuration
2 Server
3 Contact

4 System Location

5 Apply To All Nodes
6 Save
SNMP
7 SNMP Cancel
SNMP OK
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Y
Contact System Location Clear
Clear Save
p.18-2
e Cisco CallManager Serviceability SNMP
e SNMP V1/V2c P.16-1
e SNMP V3 p.17-1
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