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Cisco CallManager Serviceability
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Cisco RIS Data Collector | |

10 Enable File Trace Log

File Name

txt

Cisco RIS Data Collector
C:\Program Files\Cisco\Trace\RIS\ris.txt

5-16
11 Enable Debug Output String
12 Update
Cisco RIS Data Collector 2 DLL RISX.dIl
ASTIsapi.dll DLL  Internet Information Services (IIS)
IS
IIS Microsoft

Windows

Cisco CallManager Serviceability
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W Cisco RIS Data Collector

N
1IS Cisco CallManager  Administration
Real-Time Monitoring Tool Web
IIS AST
IS
N
SetDefault
Apply to all Nodes
. P.5-58
. P.5-67
. P.5-69
. P.5-70
. P.5-71
J P.2-1
Cisco CallManager Serviceability
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Cisco Telephony Call Dispatcher ||

Cisco Telephony Call Dispatcher

Cisco Telephony Call Dispatcher

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Configuration
3 Servers

Current Server
4 Configured Services Cisco Telephony Call Dispatcher

Current Service

5 Trace On

6 Cisco CallManager
Apply to All Nodes

Cisco CallManager Serviceability
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M Cisco Telephony Call Dispatcher

7 Debug Trace Level

9 Cisco Telephony Call Dispatcher Trace Fields

10 Enable low level trace Enable high level trace
5-8 2
5-8 Telephony Call Dispatcher

Enable low level trace

Enable high level trace

11 Enable File Trace Log

File Name

txt

Cisco CallManager Serviceability
m. 0L-6508-01-J |




Cisco Telephony Call Dispatcher ||

Cisco Telephony Call Dispatcher

C:\Program Files\Cisco\Trace\TCD\tcdsrv.txt

5-16
12 Enable Debug Output String
13 Update
N
SetDefault
Apply to all Nodes

. P.5-58

. P.5-67

. P.5-69

. P.5-70

. P.5-71

. P.2-1
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W Cisco TFTP

Cisco TFTP

Cisco TFTP

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Configuration
3 Servers

Current Servers

4 Configured Services Cisco TFTP

Current Service

5 Trace On

6 Cisco CallManager
Apply to All Nodes

Cisco CallManager Serviceability
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Cisco TFTP ||
7 Debug Trace Level
8 5-11
9 Cisco Tftp Trace Fields
5-9 3
5-9 TFTP
Enable Service System Trace
Enable Build File Trace
Enable Serve File Trace
10 Enable File Trace Log
File Name

Xt

Cisco CallManager Serviceability
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W Cisco TFTP

Cisco TFTP C:\Program
Files\Cisco\Trace\TFTP\ctftp.txt
5-16
11 Trace Analysis Enable XML Formatted Output
Trace Analysis
12 Enable Debug Output String
13 Update
Cisco TFTP
A
SetDefault
Apply to all Nodes
. P.5-58
. P.5-67
. P.5-69
. P.5-70
. P.5-71
. P.2-1
. P.6-1
. P.7-1

Bulk Trace Analysis P.24-1

r Cisco CallManager Serviceability
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Cisco WebDialer

Cisco WebDialer

Cisco WebDialer

Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability

Trace > Configuration

Servers

Current Servers

Configured Services Cisco WebDialser

Current Service

Trace On

Debug Trace Level

Cisco CallManager Serviceability
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W Cisco WebDialer

7 5-11
8 Cisco WebDialer Trace Fields
5-10

5-10 Cisco WebDialer

Enable WebDialer Servlet Trace Cisco WebDialer servlet

Enable Redirector Servlet Trace Redirector servlet

Enable File Trace Log

9
File Name
N,
txt
Cisco WebDialer
C:\Program Files\Cisco\Trace\Webdialer\webdialer.txt
5-16
10 Enable Debug Output String
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11 Update

Cisco WebDialer

S

SetDefault

Apply to all Nodes

i P.5-58

i P.5-67

. P.5-69
. P.5-70

i P.5-71

. P.2-1

. P.6-1

i P.7-1

Bulk Trace Analysis P.24-1

Cisco CallManager Serviceability
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5-11
5-11
Error
CPU
Special Error
State Transition Special
Significant State Transition
Entry/Exit Significant Entry Point
Exit Point
Cisco CallManager
Arbitrary Entry/Exit
N
Cisco CallManager Cisco IP Voice
Media Streaming Application
Detailed Arbitrary
S
Cisco CallManager Cisco IP Voice

Media Streaming Application

r Cisco CallManager Serviceability

OL-6508-01-J |



Device Name Based Trace Monitoring ||

Device Name Based Trace Monitoring

Cisco CallManager  Cisco CTIManager

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability

2 Trace > Configuration

3 Servers
Current Server
4 Configured Services Cisco CallManager Cisco CTIManager
Current Service
5 Trace On

Cisco CallManager Serviceability
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M Device Name Based Trace Monitoring

6 Debug Trace Level

7
7 5-11
8 Cisco CallManager Cisco CallManager Trace Fields
Cisco CTIManager
Cisco CTIManager Trace Fields
Cisco CallManager Trace 5-1

9 Device Name Based Trace Monitoring

10 Select Devices

Device Selection for Tracing

Cisco CallManager Administration  System > Enterprise Parameters
Max Number of Device Level
Trace 12
Cisco CallManager

11 Find
12

¢ Phones

¢ Gateways

¢ CTI Route Point

¢ Cisco Voice Mail Port

* Conference Bridge

Cisco CallManager Serviceability
m. 0L-6508-01-J |




Device Name Based Trace Monitoring

e  Music on Hold Server

e Media Termination Point

13 where

14

¢ Device Name

* Description

¢ Directory Number

e (Calling Search Space

e Device Pool

15 2

16

* begins with
* contains

* ends with

* isexactly

* is not empty

* isempty

17
ABC 123

18 Trace
19

e All

e Enabled

e Disabled

Cisco CallManager Serviceability
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M Device Name Based Trace Monitoring

20 Find

e Device Name
e ]P Address

¢ Description

e Status
* Trace
First Previous Next Last
21 Trace
22 Update
23 Close Device Selection for Tracing
Trace Configuration

24 Update
25 P54 Cisco CallManager P.5-15

Cisco CTIManager

* Cisco CallManager P.5-4

* Cisco CTIManager P.5-15

. P.6-1

. P.7-1
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SDL ||
Cisco CallManager  Cisco CTIManager SDL
1 Cisco CallManager Cisco CTIManager  Trace Configuration
SDL Configuration
SDL Trace Configuration
2 Trace On
3 Cisco CallManager SDL 5-12
Trace Filter Settings
Cisco CTIManager SDL
5-13 Trace Filter Settings

Cisco

5-12 Cisco CallManager SDL

Enable all Layer 1 traces. 1
Enable detailed Layer 1 traces. 1
Enable all Layer 2 traces. 2
Enable Layer 2 interface trace. 2

Cisco CallManager Serviceability
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N spL

5-12 Cisco CallManager SDL

Enable Layer 2 TCP trace. 2 Transmission Control Program (TCP)
Enable detailed dump Layer 2 trace. 2
Enable all Layer 3 traces. 3

Enable all call control traces.

Enable miscellaneous polls trace.

Enable miscellaneous trace

(database signals).

Enable message translation signals trace.

Enable UUIE output trace. user-to-user informational element (UUIE)

Enable gateway signals trace.

Enable CTI trace. CTI
Enable CDR trace. CDR
5-13 Cisco CTIManager SDL

Enable miscellaneous polls trace.

Enable miscellaneous trace

(database signals).

Enable CTI trace. CTI

4 Cisco CallManager SDL 5-14
Trace Characteristics
Cisco CTIManager SDL
5-15 Trace Characteristics

Cisco CallManager Serviceability
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5-14 Cisco CallManager SDL

Enable SDL link states trace. Intracluster Communication Protocol

Enable low-level SDL trace. SDL

Enable SDL link poll trace. ICCP

Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print Pretty Print
5-15 Cisco CTIManager SDL

Enable SDL link states trace. ICCP

Enable low-level SDL trace. SDL

Enable SDL link poll trace. ICCP

Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print Pretty

Print

Cisco CallManager Serviceability
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5 Trace Analysis Enable XML Formatted Output

Trace Analysis

Trace Directory
Path

SDL Trace Configuration
C:\Program Files\Cisco\Trace\SDL

5-16
6 SDL Update
SDL
>
SetDefault
Apply to all Nodes
7 SDL Configured Services
8
8 Cisco CallManager Cisco CTIManager  SDI Trace Configuration
SDI Configuration
. P.5-69
. P.5-70
. P.5-71
. P.6-1
. P.7-1
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||
SDI SDL
XML XML Trace
Analysis P.7-1
Microsoft Windows 2000 Microsoft
1 Microsoft Windows >

c:\Program Files\Cisco\Trace
3 OK
Trace folder CCM

CMI CMS CTI DBL RIS TCD TFTP
Cisco CallManager

CTIManager CTI

cti001.txt cti002.txt  cti003.txt

Cisco CallManager Serviceability
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P.5-69
P.5-70
P.5-71
P.6-1
P.7-1
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5-16
5-16
Maximum number of files
Cisco
CallManager
ccm?299.txt
300
Maximum number of lines
10000
XML 2000
Maximum number of minutes
1440
1 Cisco
CallManager
1
7 1440 1
10000

Cisco CallManager Serviceability
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5-17 Trace On

5-17

Debug trace level

5-11
Trace fields Cisco CallManager
Device Name Based Trace Cisco CallManager Cisco
Monitoring CTIManager

P.5-59 Device
Name Based Trace Monitoring

Cisco CallManager Serviceability
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5-18

/

Trace Configuration

Enable file trace log

Cisco CallManager
Enable XML formatted output
XML Trace Analysis
XML
Cisco CallManager CTIManager
Cisco TFTP

Enable debug output string

Cisco CallManager Serviceability
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u 4
C: Trace
Trace
4

1 Trace
2 Cisco CallManager Administration

Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
3 Trace > Configuration
4 Trace Configuration Server

4

5 Configured Services
CTIManager

N

Ip

Cisco CallManager

Trace Configuration

r Cisco CallManager Serviceability
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SDL Configuration

SDL Configuration
Trace Output Settings Trace Directory Path
C: Trace
Update
4
Cisco CallManager CTIManager

Cisco CallManager Serviceability

[ oL-6508-01-J




Cisco CallManager Serviceability
m. 0L-6508-01-J |




CHAPTER

Serviceability Trace Collection Tool

* Trace Collection Tool P.6-3
* Trace Collection Tool P.6-9
Cisco CallManager Serviceability Web
Cisco CallManager
3
[ ]
[ ]
[ ]
Cisco CallManager
Cisco TAC
Microsoft Windows 2000 CiscoWorks2000
Syslog system diagnostic interface (SDI) signal distribution layer (SDL)
Cisco CallManager Cisco CallManager
SDI SDL
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Cisco CallManager
Trace Collection Tool Trace Collection
Zip
S
Cisco TAC
Cisco CallManager
Trace Collection

Trace Collection Tool P.6-3 Trace Collection
Tool Cisco Trace Collection Tool

P.6-9 Trace Collection Tool
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Trace Collection Tool

Trace Collection Tool

Trace Collection Tool

A

Trace Collection Tool Visual Basic 6.0 Runtime Library DLL
Windows XP 98 2000
zip CPU

P.9-1 TroubleShootingTrace Setting
Cisco CallManager Serviceability System Guide Trace

1 Cisco CallManager Administration Cisco CallManager Serviceability
Application > Install Plugins

Install Plugins

Cisco CallManager Trace Collection Tool
6-1

6-1 Install Plugins  Trace Collection Tool
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6-2 InstallShield Wizard

6-2 InstallShield

It allSdie-hdl Whie s Rt

Preparing to Install..
Cmco Caltanage Tisce Colechon Tool Sefup s

pannanr e |ralallsFeeld Wi whech sl Gusie pou
Hwough the progeam sehup process. Flease wat

L ordfapumimng arcdowss lnstalles

2 Finish

3 6-3
> > Cisco CallManager Serviceability > Trace Collection Tool
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i sl e Do Tool

Trace Collection Tool
Trace Collection Tool

Cisco CallManager Trace Collection Tool 6-4
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Bl Trace Collection Tool

6-4 Cisco CallManager Trace Collection Tool

4 Cisco CallManager P
Server/Name IP Address

5 User Name Cisco CallManager

6 Password Cisco CallManager NT

Cisco CallManager Serviceability
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Trace Collection Tool | |

¢

Cisco CallMaanger

7 To Collect Traces

e Use IP Address (Convert DNS Names of CallManager Servers to IP Addresses)
¢ Use DNS Names (Convert IP Addreses of CallManager Servers to DNS Names)

2

Trace Collection Tool

Cisco CallManager Network Address
Translation NAT IP
8 HTTPS Secure Connection
9 Next
S
Secure Connection HTTPS

Error: Cannot
connect to server without secure channel.Please check the Secure Connection
check box and proceed.

Secure Connection HTTPS
Unable to

connect to <ipaddress> (Unable to establish security context for this session).

10 HTTPS
Yes

Cisco CallManager Serviceability
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M Trace Collection Tool

S

Trace Collection Tool Security Alert

Yes
P.1-5 Hypertext
Transfer Protocol over Secure Sockets Layer HTTPS

s

Netscape 4.79 _
HTTPS HTTPS

The
security library has encountered an improperly formatted DER-encoded message.
OK
HTTPS
Netscape 4.79
HTTPS

HTTPS Internet Explorer
Netscape 4.79
HTTPS Cisco CallManager

¢ Trace Collection Tool P.6-9

. P.5-1

Bulk Trace Analysis P.24-1

e Hypertext Transfer Protocol over Secure Sockets Layer HTTPS
P.1-5

Cisco CallManager Serviceability System Guide Trace
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Trace Collection Tool | |

Trace Collection Tool

Trace Collection Tool
Trace Collection Tool

¢ Select CallManager Services
* Select CallManager Applications

¢ Select System Traces

Select CallManager Services Cisco CallManager

Select CallManager Applications Cisco CallManager

Cisco CallManager
6-5

Cisco CallManager Serviceability
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M Trace Collection Tool

6-5 Select CallManager Applications
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Cisco CallManager
Select all Applications on all Servers
Cisco
CallManager
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Select System Traces
Cisco
CallManager 6-6

6-6 Select System Traces

Cinin Cal®anper Troce Collech s Tool
Helpy Wi
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1 Cisco CallManager Trace Collection Tool Select CallManager
Services Select CallManager Applications Select System Traces
zip
Next

N

<Back
Exit

6-7
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6-7 Collect Traces

™ Collect AN Avallalle Treces

rDnle Rege
™ Trsces lo o Dabe Flaspe
Select TamZme 57 630 Coloutia. Charna. Hum 2] | Shaw Servar Tom Zoee |
Faar Tire aremom =] hiohodad =
T T e |nresnm =) Jor2Edt e =

Modes Thee ohiplap of Dot g Toares Foawagt fvbsttess debfnra’ssgs Homeoss or e ipesy
Fiowd 13 o4 e oflset Dorme ] depernds oe Hhe fomeal 42 specied o the Dale s Tree

dollwe m e achere

Tl Locatim [ Ciscor sblanegerTraceLodecion |
Db bl Vokuies D Fille whien Jppeng [ b Fibe Tame ||.._ EE
ComprasinFactr  [n wepan =]

i | - | |,

2 Collect All Available Traces

3 Traces for a Date Range
Select Time Zone
From Time To Time

Cisco CallManager Serviceability
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M Trace Collection Tool

Daylight Savings

Select Time Zone

4 Cisco CallManager Show Server Time

Zones

Daylight Savings

Server 1

Cisco CallManager

Server 2 Server
2 Server 2

5 Zip File Location Browse zip

N

C:\
CiscoCallManagerTraceCollection.zip

zZip 1 zip

Cisco CallManager Serviceability
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6 zip

when Zipping

N

Trace Collection Tool | |

Create MultiVolume Zip File
MultiVolume File Size

Zip

100KB

7 Compression Factor

~

zZip

Zip
Trace Collection Tool 0 9

8 Collect Traces

zZip

Cisco CallManager

/0

9 Yes

6-8 Zip
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6-8 zip

iy i e

-
SN

zZip zZip
6-9

6-9 Zipping Details

(v Lty teace Colection Tocl ]
g et
[ File Locaion C\Ciool sl gl oeColscion 20

Flumabssin o Flic Sollctod i Jggarg 100
Flusbes o Flles Pipgesd 100
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Trace Collection Tool

zip
zip
zip
e Trace Collection Tool P.6-3
. P.5-1

Bulk Trace Analysis P.24-1

Cisco CallManager Serviceability System Guide

Cisco CallManager Serviceability

Trace
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Trace Collection Tool

1 Trace Collection Tool View > Certificate
Certificate
2 Certificate OK

Cisco CallManager Serviceability
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Cisco CallManager Serviceability ~ Trace Analysis

e SDI P.7-3
e SDL P.7-7
Cisco CallManager Serviceability Web
Cisco CallManager
3
[ ]
[ ]
[ ]
Cisco CallManager
Cisco TAC
Microsoft Windows 2000 CiscoWorks2000
Syslog system diagnostic interface (SDI) signal distribution layer (SDL)
Cisco CallManager Cisco CallManager
SDI SDL
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XML Trace Analysis
Trace Analysis
Cisco CallManager SDI SDL
1P
N
Cisco TAC

Cisco CallManager Trace Analysis

SDI

SDL
1P
SDL Cisco CallManager Cisco CTIManager Cisco
TFTP
SDI Cisco CallManager
SDI

SDI  SDL XML

7-2

Cisco CallManager Serviceability
m. 0L-6508-01-J |




SDI | |

SDI

SDI SDI
SDI

SDI

¢ (Call Manager Host ALL

* Device Name ALL
Cisco CallManager Administration

¢ [P Address ALL 1P
e Trace Type ALL Alarm Trace
* Cluster

e Date and Time

e (allManager Node 1P
® Trace Type

e [P Address 1P

* Correlation Tag

e Application Name DN

¢ Information

® Device Name

SDI

Cisco CallManager Serviceability
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W sbDI

Trace Analysis Cisco CallManager
Trace Analysis
Bulk Trace Analysis

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Analysis

3 Call Manager Server

5 Available Services

7 SDI Trace

8 List Files

7-1

First Previous Next
Last

Cisco CallManager Serviceability
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10

11

12

13

14

15

16

17

18

19

SDI

SDI Trace Analysis

N

Select Defaults

Call Manager Host

Device Name

IP Address

1P

Trace Type

Fields to Display

Display Records

Cisco CallManager Serviceability
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. P.5-1
N P.6-1
¢ Bulk Trace Analysis P.24-1
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SDL SDL

SDL

SDL
¢ Call Manager Host ALL
* Device Name ALL
Cisco CallManager Administration

e [P Address ALL 1P
* Trace Type ALL Created ErrorSdl SdISig SdiSg-S SdiSig-Q Stopping

¢ Line Number

¢ Date and Time

e (allManager Node 1P
e Trace Type

¢ Signal

* Receiving Process

¢ Sending Process

¢ Receiving Process State

¢ Correlation Tag
e Application Name DN

e Information

Cisco CallManager Serviceability
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e Device Name

e [P Address 1P
SDL
Trace Analysis Cisco CallManager
Trace Analysis
Bulk Trace Analysis

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability

Cisco CallManager Serviceability
2 Trace > Analysis

3 Call Manager Server

5 Available Services

7 SDL Trace

8 List Files

Cisco CallManager Serviceability
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7-1
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SDL Trace Analysis
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10

11

12

13

14

15

16

17

18

19

20

21

Select Defaults

Call Manager Host

Device Name

IP Address

Trace Type

Signal Name

Fields to Display

Display Records

1P

7-2
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. P.5-1
. P.6-1
¢ Bulk Trace Analysis P.24-1
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Q.931

Cisco CallManager ISDN Cisco CallManager
Q.931 ISDN
3
Cisco IOS
Cisco CallManager SDI
Cisco IOS
XML
. P.8-2
d P.2-1
d P.5-1
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8 Q.931 I

SDI
10S
1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability
Cisco CallManager Serviceability
2 Trace > Q931 Translator
Q931 Translator
3 Q931 Cisco CallManager
4 XML XML
Text
5 Search For

6 List Files

7 Q931

Q931 Translation
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| 8 Q.931

||
ISDN No ISDN Messages
in the File
ISDN Q931 Translation
ISDN Message Text IOS Translation
ISDN Message Text
ISDN 10S Translation ISDN Message
Text ISDN
8 ISDN
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N
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~
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Service Activation Windows
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N
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Delete Services
1 Cisco CallManager Administration Application >

Cisco CallManager Serviceability
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2 Tools > Service Activation

Service Activation

3 Servers Cisco CallManager

Status: Connection to the server could not be

established.Note: If this server has been permanently removed from the network, use
Delete Services utility to remove the database entries. 10-2
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service(s) -or- Cancel to keep the database entries.

~
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Cisco CallManager

1 Cisco CallManager Administration
Application > Cisco CallManager Serviceability
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Real-Time Monitoring Tool

¢ Real-Time Monitoring

e RTMT

.

e RTMT

* View Summary

* View Server

e View CallProcess
* View Service

* View Device

* View CTI
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M Real-Time Monitoring

Real-Time Monitoring

Real-Time Monitoring Tool RTMT
Cisco CallManager Administration Cisco CallManager Serviceability
Application Install Plugins RTMT
Windows RTMT RTMT
Cisco CallManager
N
Cisco CallManager Serviceability Tools RTMT
RTMT Install Plugins
1  Windows Real-Time Monitoring Tool
Real-Time Monitoring Tool 12-3
2 Host IP Address 1P
3 User Name
4 Password
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Cancel
RTMT
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6 HTTPS Secure Connection
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/

Netscape 4.79
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N
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1
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N
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2
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