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SRST

SRST
e SRST
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e Cisco Unified CallManager SRST
e SRST SRST

N
Cisco Unified CallManager SRST PEM
LSC CAPF CAPF.der
SRST TLS LSC
. Cisco Unified CallManager
SRST Cisco Unified CallManager
SRST Is SRST Secure? Cisco Unified CallManager
Cisco Unified CallManager
. SRST
SRST SRST Reference Configuration
SRST Is SRST Secure?
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Cisco Unified CallManager
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12-1 SRST
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Cisco Unified CallManager
Cisco I0S SRST Version 3.3
System Administrator Guide URL

http://www.cisco.com/univercd/cc/td/doc/product/
voice/srst/srst33/srst33ad/index.htm

2 |Cisco CTL Cisco CTL p.3-1
3 Cisco Unified 1P
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4
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P.12-4
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SRTP
RTP
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MGCP SRTP
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H.323 H.323/H.225/H.245
H.323
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IPSec Cisco Unified CallManager
Cisco Unified CallManager IPSec

Cisco Unified Communications Operating System

H.323 H.225 H.245 IPSec
Cisco Unified CallManager Cisco Unified CallManager
IPSec IPSec
IPSec
IPSec Cisco Unified CallManager
SRTP SRTP Allowed
H.323 Gateway H.225 Trunk Gatekeeper Controlled Inter-Cluster
Trunk Gatekeeper Controlled Inter-Cluster Trunk Non-Gatekeeper Controlled
Cisco Unified CallManager  RTP
Cisco Unified CallManager
SRTP
FisN
Cisco Unified CallManager SRTP SRTP Allowed
IPSec

Cisco Unified CallManager IPSec

SRTP
SRTP
1 SRTP
RTP SRTP RTP

MTP

Media Termination
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Required Cisco Unified CallManager
MTP
SRTP Cisco Unified CallManager
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Cisco Unified CallManager

Cisco Unified CallManager FastStart
Cisco Unified CallManager SRTP SRTP Allowed
Cisco Unified CallManager FastStart
Enable Outbound FastStart
SIP TLS
SRTP
SIP
o Incoming Transport Type TLS
o Outgoing Transport Type TLS
. Device Security Mode
Encrypted
SIP IPSec
SIP IPSec
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J_ Cisco Unified CallManager

OL-14151-01-J |



13-1 Cisco 10S MGCP
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URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a0080357589.html

13-1 MGCP
1 |Cisco CTL Cisco CTL p.3-1
P.4-1
IPSec .
IPSec P.13-6
ﬁ' e Cisco Unified CallManager
IPSec IPSec
Cisco Unified CallManager P.13-6
IPSec
IPSec
1
4 |H.32310S SRTP SRTP Allowed
Cisco Unified CallManager SRTP Cisco Unified CallManager
SRTP Allowed Trunk Configuration
Gateway Configuration
Cisco Unified CallManager
5 |SIP SIP e SIP P.13-4
e SIP
P.14-4
6 e Media and Signaling Authentication and
Encryption Feature for Cisco I0S MGCP
Gateways
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e Voice and Video Enabled IPSec Virtual Private Networks Solution Reference Network Design Guide
URL

http://www.cisco.com/application/pdf/en/us/guest/netsol/ns241/c649/ccmigration_09186a00801ea79c.pdf

e  Cisco I0S Security Configuration Guide, Release 12.2 (or later)
URL

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_configuration_guide_book09186a0
080087df1.html

. Cisco 10S MGCP
ACL 3
. IPSec
Cisco VPN 3000 Series
Concentrators  Catalyst 6500 IPSec VPN Services Module Cisco Integrated Services Routers
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IPSEC
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e Inter-Cluster Trunk Non-Gatekeeper Controlled
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. P.13-5
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e Cisco Unified CallManager IPSec
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1 SIP
Trunk Configuration
SIP
Cisco Unified CallManager SIP
SIP
SIP
SIP
Cisco Unified CallManager SIP
e SIP Trunk Configuration
. SIp
SIP
SIP

Cisco Unified CallManager 5.0
Cisco Unified CallManager  SIP
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SIP Find and List SIP Trunk Security Profiles
2
o SIP
3 Name

Name
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SIP
1 Cisco Unified CallManager > > SIP
2
. 3
. P.14-3 SIP
3
. P.14-3 SIP
3 14-1
4
P.14-10 SIP
SIP SIP SIP Realm
Configuration SIP

SIP

Application User Configuration

Application User Configuration

P.14-12
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SIP
14-1 SIP
. p.14-2 SIP
. P.14-12
14-1 SIP
Trunk Configuration
SIP SIP Trunk

Security Profile

Device Security Mode

e Non Secure
TCP

e  Authenticated

e Encrypted

UDP Cisco Unified CallManager

Cisco Unified CallManager

NULL/SHA TLS

Cisco Unified CallManager

AES128/SHA TLS
Y
SIP
SRTP
Incoming Device Security Mode
Transport Type Non Secure TCP+UDP
Device Security Mode
Authenticated Encrypted TLS
N

Transport Layer Security TLS
Cisco Unified CallManager
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14-1 SIP
Outgoing
Transport Type
Device Security Mode
Non Secure TCP UDP
Device Security Mode
Authenticated Encrypted TLS
N
TLS SIP
TCP Cisco Unified
CallManager 10S SIP
UDP
Cisco Unified
CallManager
SIP
Enable Digest Cisco Unified
Authentication CallManager SIP
Authenticated Encrypted
P.1-18
p.15-1 SIP
TCP UDP
SIP
Nonce 600
Validity Time 10 Cisco Unified CallManager
Y
MD5
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X.509 X.509 Subject Incoming Transport Type
Name Outgoing Transport Type TLS

SIP X.509
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SRV
X.509 X.509
1
4096
TLS
SIP
5061 SIP TLStrunkl  X.509 X.509

Subject Name my_cml, my_cm2 5071
SIP TLS trunkl X.509 X.509 Subject Name

my_cm2, my_cm3 5061 SIP
TLS trunk3 X.509 X.509 Subject Name
my_ccm4 my_cml
Incoming Port 1024 65535
TCP UbP  SIP
5060 TLS
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SIP
TLS SIP
TCP + UDP SIP
TLS SIP TLS SIP
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User Configuration
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Out-of-Dialog REFER
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Authorization
Application User Configuration

REFER Accept  Out-of-Dialog
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NOTIFY Cisco Unified CallManager  SIP
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Authorization
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SIP

Enable Application Level
Authorization
Application User Configuration
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3
e SIP Find and List SIP Trunk Security
Profiles
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SIP SIP Trunk Security Profile
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4
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