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Fa2UT 4 T— R, XA VxR BFE, 88D CAPF RERENH Y £, [BIEOHE (Phone
Configuration)] U4 > R TEFXa VT4 7077 A NVERRT D Z LT, MK R T % EiHtk
WA LET,
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Cisco Unified Communications Manager D EBL_R— CEFHME X2V T4 7u 7 7 A NVERET D
Bald, MOREBELTIEEN,

B AR ET A5 A%, [BaEDFEE (Phone Configuration)] 7 4 > Ry TEX =2V T 4 7'
77/1’/1/781%29376%%75)% DNET, TXAAREF 2V T 4 Z2FF— L TWARWVWEGEAIL,
HrxaT IunTvrAEBALET,

HAEREHLOEEF 2T 707 74U, HIRTHZEHEETH L L TEEREA,
BUET AA AZEND B TONTWLEXR 2T 4 T 77 A VEHIRT 52 LIXTEEEA,

T CIZERICE DS TCoONTWDA2EX2 T 4 777 A VORELELTDHE FHERL
CEREN %@7H774W%ﬂUéT%MTV6TAT® FERRICE A SET,

TNARAZED B ToENTWNDEXR2 YT 4 77 A NVOL4RTIEERTCEET, 7T e 77 A
NABLOREZEH VY TOHNTWAEGEIL, Lo 7 v A VA BIOREEZZIT AN
F7,

Bkt X2 V74 7077 (/L0 CAPF RE GEREE— B L OEY 1 X) (I, [HiHFORK
7E (Phone Configuration)] ¥ 4 > KUIZHE£/RSFLE T, Manufacture-Installed Certificate (MIC;
FLEILTA VA =V ENDHFEAE) E00X Locally Significant Certificate (LSC; v — A NVTH
Zh7RRERAE) ICRhE T HFEAEE/ED CAPF X EX ERTHLERH YV £9, [EiFORE
(Phone Configuration)] @ 4> KU T, ZNOHDT 4 —)L REEEFF T ET,

— kX2 UT 4 a7 7 A)LTCAPFRELZEHT 5 &, [FEFEOFKE (Phone Configuration)]
T4y RUTHRENEHSNET,

— [#FEEOFKE (Phone Configuration)] 7 1> K7 T CAPF R EXLH L., KT H7m 7~
ANVPBEDOH) 74, Cisco Unified Communications Manager (3—33 57 v 7 7 A /L%
EEGHEIZEHE L E T,

— [FBEEOHE (Phone Conﬁguratlon)] VA4 RUTCAPF REZEH L, —HTL57m77
ANPBREDOD BN 72854, Cisco Unified Communications Manager |31 L\ 7' 7 7 A
Nz ERR U CREREREICE M L £,

Manufacturer-Installed Certificate (MIC; #LiETLTA v A h—/L SN HFEAE) X, LSC DA » A
N—NTOHRFERT D Z L E2BEIO LET, A2 TlE, Cisco Unified Communications Manager
& D TLS B ORRREMIZ LSC & ¥R — %Lfmiﬁ MIC /v— hREBIFIIRE S 4125 wREME
N DT TLS FRAEH £ 72132 O B D 72912 MIC 275 L 5 1B EZHET 5
k@%i.:E%®agfﬁof<tébwwc#éiéﬂfﬁ/z:iaﬁ%ﬁmﬁmiﬁo
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ATFvSa

Bk Ex2 VT 4 7077 A NVERKT HICIE, ROFIEZEITLET,

FIE

[VARAT L] >[EX2V T4 mTrAN]>[BiEEEFa2 VT 470774 0] OIEICERLET,

[(BiftXa V70 7v 77 A4 L0k E &R (Find and List Phone Security Profile)] & ¢ > R©
NERENET, 777477 @FiD) 72 —DLa— Ky 7 4 v RUICRRENIBENH Y
£7

F=HR=ZDTRTOLaA— FERBETHINE, FATaT Ry 7 ANETHDLI & EMERL
T, AT v 7 3 TR ET,

Lm— OB A F T R

« BADRRyTHTY YRR Ry s ARG, BRST A— 4 EERLET,
c 2FADOKRYTE YL VAN Ry 7 2D, RS~ ERRLET,
o RETIS UTHYARRHET X A L ERELET

)

GE) MREMHZBMTDIE, [HARF 22y 7 LES, FMEEENT5 L, fELZT AN
TOFRFIC—ET DL a— FBEBESNET, JMELZHIRT 213, HIAZ 227 ) v
L CTRBRICIBIN LR EZHIBRT 20, [ZA4NFD27 YT RE 22 ) v 7 LTEINL
T XTORBRIEZHIRL £,

] 227V v 7 LET,

—BT LT N TCOLa—FRRRINET, [(R=VHVOITR] FryF¥ o VA NRy T
AN RRDEERIRT L EFEN—VICKR RSN DHARZ AL TEET,

FRTHLIT—FDOYRANPL, FrndTdla—Rol 7527 vyr7 LET,

~

GE) VAMPORHULICEREELITMEORANS L5013, ZORAIZZ Y v 7 LT, V—
MIEFF 282 LE9,

U4y RUIERLIZHA AR RSNE T,

BntER
FEHNZHOWTIE, P5-15 0 [B#IEH ] 2B L T a0,
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EBE#EXL) T TAT7AILDERTE

ATy 1

ATFwTF2

ATFvF3

ATv74

X2V T T A EB, B a3 5103 ROFIEEZFATLET,

FIE

[VARAT L] >[EX2 VT4 uT7rAN] > [BHEEX2 VT4 077 A 0] OIEICERLET,
WOVEEDONTHNEEIT L ET,

s HLWTuT A NEBMT DI, [FHREBM] K427 007350 MRV Ry
O [HHBM] 7A4arvi2r7 )y s L, AT v 3L ET,

e MFEORX2VT 4 Turr A e at—F 52, P53 [EiitkeXalT s Tury
ANDORER] OBBIZEN, @87 e 77 A VEROT T, a8—35tX=207 1 7n
Ty ANORIZERENTVWD [a—(Copy)]l RZ %27V w7 L, AT v/ 3 C#ELET,

o MEDTU T s ANEEHTAHICIT. P30 [Eiftx=2U T4 77 A LK% O
BHCHEW, WYX YT T ANV EROT T, AT v S 3ICHERET,

[FHREM] 227V v 735 74—V EKDT 7H IV IREERLIEREY 4> RUNRFERS
NEJ, [a—] 227V v 735 RELZAE—LEREVA LV FUBREREINET,
SCCP EFEE DB A1 5-1, SIP BEEE DB A ILE 5-2 OFIAICHEV, WURBREEZANLET,

RE] R v Eix URE] 742220 v 7 LET,

EBMOFIE

X2 UT o Ta T ANVEER LR, PS-120 [EiF#EX2 T 70774 L0 ©
A IEV . EEEERICE T L £,

SIP B DEFMME X 2V T4 TR T 7 A NV THA Ve A MRAEARE LIS E T[22 Fa2—
FOFEE (End User Configuration)] 7 4 > RUTHA VAN VLT UV XY VERET HHERS
V¥, D%, [EFEDOFHKE (Phone Configuration)] 7 4 > KU D [# A4 V= A h=2—H (Digest
User)] SXEZMHEHL T, = —F2EFERICEHEMT T2 0ERZH Y £7,

BntESR
FEARIZOWTIE, P5-15 0 TEB#HIAH | #2 LT 7EE,
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EEMtx1Y T JOJ7/ LO%ERE A

BiEMtEX1U T JAT7MILOBRERNE

#5-1 T, SCCPEFEXF2YT 4 7077 A VOREICHOWTHBALET,
#52T, SIPEFEEX=2VT 4 7077 A ILOREICOWVTHHAL £,
BIR LB A 7B L0 a har By R—F L TWAIREETINREREINET,

o BEDELMIOWVWTIE, P52D IEBiEX2) T4 a7 7 A LOREDL L N &
FRLTLE&E,

o BT AEHMB I OFIEIZOWTIX, P5-150 B#EIER] 2B L T FE0,

& 5-1 SCCP BFE#txa)FT«4 FO77140

g%l

€ i

B X2V T T A NVOLFEIEATLET,

LT a7 7 A NVERGFT DL, U T HEMES A 7BV m b
L [EEFEOFKE (Phone Conﬁguratlon)] VALY RUICHD [T A
t¥=2UT 712774/ (Device Security Profile) ] K v 72y
AN Ry 7 AZEDHFPERINET,

Je

Evh X2V T 4 0T ANRBICT A AETNET D ban
EEHEODLE, TR 77 AN ERBELIIEHT HEE OMEY)
n7m Ty A NVOBREICERSLD T,

(A ] X2 VT4 a7 ANOFAEATILET,

[(TNRARAEX2YT 4 | Ky T Eor UAN Ry ZANL, ROFT T a O g E
& — R (Device Security |[fRL F 7,

Mode)] o [FEEFaT]: BIMICA A VRSN OB X 2 U T g BEREIT
VN, TCP #5¢ T Cisco Unified Communications Manager 3% TX %,

o [FREEMA] : Cisco Unified Communications Manager | X FEZEHEDEA
PEERBEEA R T 2, v/ U 7 HIZ, NULL/SHA 23 %
TLS #foc & Blda ¥ 2,

o [®BE4k] : Cisco Unified Communications Manager |3 78 &t D44
Wik, B LU SALa iRt 5, 77U 7 HIZ AESI28/SHA %
EM9 25 TLS Bt 2 BsA L. X COEFEE T — L DAT 4 T %
SRTP THitiET %,

[TFTP K54k (TFTP ZDOF v IRy T ANRAE DA Cisco Unified Communications
Encrypted Config)] Manager XD TFTP — b X v — KT 5RET 7 A V&
W b LET, SISOV TIE, P1-25 D [RRE T 7 A L O 51k
BLUPT-1 O M ALSNI-EFERE T 7 A VORE] 2L T

<TEEW,
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B E=58vxa)74« JOT77MLOBERE

%z 5-1 SCCP EFEMtEX1 YT« FOoa7ML (EE)

BE BA
RREE— R ZDT 4=/ R, EiEHEDS CAPF R ERRET I 4 B3R
(Authentication Mode)] | Z BN TE E£7,

g&

Ky 72 UAN KRy T AND, ROLT T aronTinigis
WLET,

. [wu;EX MU V7] o —YOVEFEEIC CAPF 3L FA 2 A LT
BT, a— O NTENRIEAEEZ A VA M=), Ty 7T L —
]\‘\ IR, 72X STy a—TF 4T LET,

e [Nul RNV Y 7] 2—FRNMATHZ L7, v—HVTHEYR
AEHEAEZ A VA=, Ty 77—, BB, £ 770
:\/:LP_‘?/]) Vybi‘a‘o
ZOFTvarTidtxa o U LEYA, Lo
T, ZOF TV a AILERE CEEEOSRHICTETEINGT S 2 &
i HELE L F4,

o [BEfFOFEHAE (LSC DOFEEL) ] : M A v A b— L SN DFEH
FH(MIC) Foidv— BV THBRFERE (LSC) MNERMHICFE
TAHERE. LSCEA LA N—/b, Ty 77—, Ik, £-1Z
77w/n—vnm/7biﬁ'Lﬂn% FEHEICIFEET DA, MIC

BB ICTFET D00 E D IR 7 < | F-GEIX LSC 4 Lfﬁb
ni# MIC & LSC WEFEICFET 255, Muimc%
TIThivE 7, EiEHIC LSC NFEER T, MIC BNFET 56, &
FAEE MIC 0 LT ThhE7,

ZOFT L g CEBRRT HENC, AAENEFEEICHEET A LR
R LET, ZOF 7 arrnw iﬁ#ﬁbf_ A EER AN E IR A
FELRNE, BIFTRIGL £,

MIC & LSC I3FEFEH CRBFICHETE 2 b OO EIHKITHIZ 15
uﬁﬁﬁit \J & H L T CAPF ’Euuuﬂibiﬂ’ BhREND T TA~
Efﬁiiﬂﬁﬁpb)@fiﬁﬂ“ﬂgiéﬂt B 5O II M OFE E %

L TGET 5% EW utuum%_%%ﬁ%ﬁﬁézg7ﬁ§)wij—

« [BtFo E%%(ME@@%H LSC #7213 MIC M EREHICAF1ES
HEAE . LSCHEA VA=, To7F 7L —KR, Hlg. £-13 85
TNy a—T 4 7 LET, MIC WNEEICIFET D84, LSC 2
A RICAFET 20 & 5 DT BfR e < FRAEEIX MIC 24T L TiThi
F9, EEEHEIZ LSC 72U BNTELE L MIC DMFEE L2 WS . 3R
LSC #4r L TiThivE 7,

COF Ty a BRI LA, FEFENEFRICFAET 2%
WRLET, ZOAT T a rZBIRLCGE IS E N EHE AT
TELZRNE | BARITRI L ET,

GE) [Eitx=2V7 107077 AVORE (Phone Security Profile
Conﬁguratlon)] 74 Ry TRESND CAPF REIL, [EFD

% & (Phone Configuration)] ¥ 4 > KU TERE S 5D CAPF v

f ZEMBICEBR DY £ GERICOW TR, P52 o [
uﬁ%%ﬁﬂ?:z V7q 7a77 A VOREOE v M) SR LTL
72&WY), [HEEEDFRE (Phone Configuration)] 7 ¢ > K7 C CAPF
WEEEFRT DB DWW TIL, [Cisco Unified Communications

Manager TRI=Xp—a 7 2SR LTITEE,
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EEMtx1Y T JOJ7/ LO%ERE A

%z 5-1 SCCP EFEMtEX1 YT« FOoa7ML (EE)

BRE

g&

BR

[¥—HA1 X (Key Size,
vy )]

CAPF THEHEIND ZORETIE, Fry 7 XU VAN KRy 7 AN5
SERHEOHY A XA2BINL £, 574 /0 bEEEIX 1024 T, Zh
PIAADA T g iE, 512 L 2048 3V 17,

T 74V MREME D b RE el A XEBINT 5 & FEibik CHAE R
B v E— AR T DI S LIZREMN 0 9, #4E
WERNT TAF VT 4 TRETDHE, 772 a OFETHLERED
e FIH c&E 3, EFET T VICE o T, BEKOETIZ 30 5
PLED2Z ERdY 9,

S

GE) [Eaitx=V7 17077 A/LORE (Phone Security Profile
Configuration)] ¥« & K7 TERE 415 CAPF REIL, [EFD
% (Phone Configuration)] ' 4 > N7 CRE S5 CAPF /N7
A= EMHEICERA S Y £ GECOWTIE, P52 [
At X )T Tu T A VOREDOE Y M EBRLTL
728\, [BEEOEE (Phone Configuration)] 7 1 & K7 T CAPF
BEEEFRT DB DWW TIL, [Cisco Unified Communications
Manager 7 FI =X pL—2g 2 D Rl SR LT EE0N,

£52 SIPESE#EXa)Ts FO774L

B®E B BA
B X2 VT TR T A NVOARTIE AT LET,
MLWTm 77 A NVERAETDE ZUTOEMES A TR0 1 b
a/L@ [EEFEDOFHE (Phone Configuration)] 7 4 > RUIZH D [T/34 A
X2 U7 7177 AL (Device Security Profile)] Fr v 7Z o U
ARy 7 R DAFINRERSNET,
Evhd X2 UT4 a7 ANRAICT AL AETIVE ST hajL
EEHLE, TR Ty ANERREIIENT 556 0OwEY)
7T 7 ANORHITEL S £,
(R ] X2 VT T A NVOBHEATLET,
[T A ReRB I H] T AMEB AR R EALTAT LET, 77 40 MET 600 (10
(Nonce Validity Time,  |47) T, Z DR #RIMT % & | Cisco Unified Communications Manager
7)1 T LVMEZ AR L ET,

S

GE) FTUORAMEIZ.AA TV ANREE YR T DT X LET, #
ATz A RRIANAT — KD MD5 Ny > 2 DEEICHEH S
iﬁ—o
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%52 SIPEIE#EXLIYTs TOo7ML (BE)

BRE

g&

BR

[T AEx2UT 4
&— I (Device Security
Mode)]

ey 7Z VAN Ry ZANL, WO T aronTnngi®
WLET,

o BEtFxaT]: BEHICA A —VRGELAOEX 2 U T ¢ BEREIT R
U, TCP #5¢ T Cisco Unified Communications Manager 3% TX %,

o [FRFEDHA] : Cisco Unified Communications Manager |78 Z61% DA
PELRAEER RS 5, 7Y 7 HIZ, NULL/SHA 2 H3%
TLS #fe = Baad %,

. [H &4k] : Cisco Unified Communications Manager |3 ZiHEDIEAIE,
PRE, B L UmE S E Rt 5, 7T U 7 HIZ AESI28/SHA %
35 TLS B 2 Bth L, 37X T® SRTP 3t 8 v 7 EDOF T
DFEME T —/N D AT 4 7 % SRTP THET 2,

(#5325 % A 7 (Transport
Type)]

[T 34 ZAEF =2 U T 1 E— K (Device Security Mode)] 7% [FEEF =7 ]
ThLIHGHIE., ey T XU VAR Ry Z ANBIROF T a0
WIh 2 ZBIRLET (BrdShingd7rva bbb Ed),

e [TCP]: X7 v M &EEINTZNEIZZIET D I21E, Transmission
Control Protocol Z iR L ET, 2 D7 haLiE N7y hBR Ra v
TENBNWZEERRELE T, Ex 2V T 3Bt LET A,

e [UDP]: "7y M & EHICZIET HIZIE, User Datagram Protocol %
‘E?Rbiﬁ"o Zo7r hani, Ny hERryTTLIERD

FESNTNAICZET D EERY FEA, BX =2V T ¢ 13824t
Li“lﬂ_‘/uo

e [TCP + UDP] : TCP & UDP ZfHAERTHEHT HIZIX, 2047
varEERLET, 2o va it Ex VT o R LE
A,

[FT/34 A% =2 U T 1 E— F (Device Security Mode)] 7% [FRIEDH] F
721k BBkl Th o %A, TLS Mimky 1 7 & 720 £3, TLS I,
SIP EBEEE D> 77 U v TEEGMH, T8 AFGE, BX v 7T o7
b (AL E— FOH) ZRMELET,

T T ANTTNAAA X2 T 4 T— RERETEXRWVWIEA, B
KX AT UDP I £9,

[&4} TVI A }‘ At nﬁfc—‘fﬁ
20/t (Enable Digest
Authentication)]

ZDF v IRy ARALNTT D L. Cisco Unified Communications
Manager |%, BEFENDL DT RTOSIP ERTF ¥ L VEITVET,

HA Yz A MRBIEE, T3 ARGE, A, BLOMEEMEEZRZEEL F
A, \—hg@*g% ExfEHT BT X, 'IZ%H-JT/f E— N [FRFED H]
FoiL [EAk] 2L £,

~

GE) B A= A NRFEDFEMIC /)I/‘Tfji P120D (574 = % |
A BLVPS-1 D [SIP EFMD XA ¥ = 2 FBIEDOR E
EHRLTLIZEN,
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%52 SIPEIE#EXLIYTs TOo7ML (BE)

B®E E L
[TFTP K554k (TFTP DT = TRy I ANE L DA, Cisco Unified Communications
Encrypted Config)] Manager IXERES TETP b — "\ b Xy a— KT 5RET 7 A V%

et LET, 2oL 7y a ik, vAaWEGEKER T,

Je

Evhd ZoOFTUalEAEMILT, HHF—EHREL, ¥V
AN LT UovR )V EERENRAT - N R#T L LB
B LET,

FEMZHONWTIE, P25 D [BET 7 A NLDOIEEAL] BXOP.7-1 © [h
FALSNT-EBEFERTE Y 7 A VORTE] 2R L TLIEEN,

(BREZ 744 NVADZA
YA MEHREEE
Bk (Exclude Digest
Credentials in

Configuration File)]

TDOF v IRy T AN DY A, Cisco Unified Communications
Manager (3 EFEHES TFTP — "0 b4 7o — RT3 ET 7 4 VN
DAYz AN IZ LTy VEHIRLET, 20472 3 1%, Cisco
Unified IP SIP Phone 7905, 7912, 7940, 5 X 07960 €7 VR TY,

FEMICOWTIE, PA25 D [RRET 7 A VOIEH k) BEUP.T-1 D T
FALSNT-EBEFHERTE Y 7 A VORTE] 2R LTLIEEN,
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%52 SIPEIE#EXLIYTs TOo7ML (BE)

BE EiEA
[utuuiE:E‘ N ZDT 4 —)b KTl ;;2%1%%75§ CAPF ?IEEHE@VEEP {Eﬁﬁﬁ‘a—éuuuﬂzﬁﬁ
(Authentication Mode)] |ZEIRTXxF 3, ZOA T a3 0E, A aflEFKER T,

Ky 72 UAN KRy T AND, ROLT T aronTinigis
WLET,

d [WLA\E‘-[EX k } /y] :L“_‘-H_Z)) %*ﬂ% CAPF i O quC%§”€f)\jj L7z
BT, a— O NTENRIEAEEZ A VA M=), Ty 7T L —
F\itﬁ%ifwvz~%4yfbi¢o
e [Nul RNV Y 7] 2—FRNMATHZ L7, v—HVTHEYR
MAEEZAS VA=, Ty T L —F, FRE T TN 2—
T4 LET,
ZOFTvarTidtxa o U LEYA, Lo
T, ZOF TV a AILERE CEEEOSRHICTETEINGT S 2 &
i HELE L F4,

o [BEfFOFEHAE (LSC DOFEEL) ] : M A v A b— L SN DFEH
FH(MIC) Foidv— BV THBRFERE (LSC) MNERMHICFE
THHA. LSCEA VA M=), T T T L—F, itib77»
Va—7 47 LET, LSC NEFEICHEET DA, MIC 3%
BIZAFET 2008 9 Iz BIfR7e <. #BFEIX LSC &4 Lfﬁbﬂi
T, BERREIC LSC BEERT. MIC BIFEET D54, FRIFIT MIC
RN LT IThbIET,

ZOFT v a r 2ERT DA, GEHENEFRICFET LI L
MR LET, ZOFT v ar 2RRLIGEICEHAE N BRI AT
FELRNE | BEIRIGL £,

MIC & LSC I3FEFHH CRBFICHETE 2 b OO EIHEITHIZ 15
DFEFAFETZT 26 L T CAPF Z3¥GE Liﬂ’ BhREND T T~
uﬁfﬁiﬁ)ﬁ%ﬁ*@fiﬁﬂffggéﬂt B DV OFE E A

THRET A AT, utuum%_%%ﬁ%ﬁﬁézg7ﬁ§)wij—

-[%ﬁ &%%(meﬁ%ﬂ LSC £ 721% MIC 2N B CAEET
DEILSCEA VA N—L, Ty 7T L— b\iti%7fw
Va—T 47 LET, MIC NEFEICFET D54E . LSC 2VER
BEICAFAET 2008 5 MR < #BEEIE MIC %247 Lfﬁbmi
I, BERREIC LSC 7213 2MEE L MIC MELE LR W A 383 EIT LSC
LT ThIvET,

ZDF TV a UEBINT DRI, FEPAENEFESICEET S L%
R LET, ZOF T g BER LG AICREENE I F
FELRWE BB L ET,

GE) [Eitx=2V7 107077 A/LORE (Phone Security Proﬁle
Conﬁguratlon)] U4 Y R CREIND CAPF i EIE., [HEiED
% 7E (Phone Configuration)] ¥ « > KU T E &415 CAPF /X7
f ZEMBICERR LY £ GEMICOWTIX, ZOED
P52 D VEFFEEF=2UT 4 TR T 7 A VOREDEL M &
ZHRLTLEE W), [EFEDOFKE (Phone Configuration)] 7 1
R T CAPF &R E % EFT D HIEIZ DWW TIX, [Cisco Unified
Communications Manager 7 NI =X f L—>3 > 1 Pl %%

LT Zan,
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BRE

g&

BR

[F—H A X (Key Size,
vy M)]

CAPF THEHEIND ZORETIE, Fry 7 XU VAN KRy 7 AN5
SEAEOHEY A XX RBIRLET, 740 MREMIX 1024 T, 21
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