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b. [Select Devices
[Device Selection for Tracing]

Je

P.7-10
P.7-12
P.7-13
P.7-13
P.7-14
P.7-15
P.7-16
P.7-16
P.7-16
P.7-17

P.7-18

Cisco CTIManager

Cisco Unified Communications Manager

Device Level Trace]

[Max Number of

Cisco Unified Communications Manager Serviceability
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c. [Find]
d. [Find]
[First] [Prev]
[Next] [Last]
e. [Trace]
f. [Save]
g- [Device Selection for Tracing]
[Trace Configuration]
h. [Include Non-device Traces]
P.7-8
12
7-18
13 [Save]

Cisco Messaging I nterface
Cisco Messaging Interface 3 5

N

[Set Default]

P.7-19

Cisco Unified Communications Manager Serviceability
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||
7-1  [Trace Configuration] [Service Group]
7-1
CM Services Cisco CTIManager Cisco CallManager Cisco P.9-1
CallManager Cisco |P Phone Service Cisco
DHCP Monitor Service Cisco Dialed Number .
. . . CM Services
Analyzer Cisco Extended Functions Cisco
Extension Mobility Cisco Extension Mobility
Application Cisco IP Voice Media Streaming P.7-10
App Cisco Messaging Interface Cisco TFTP '
Cisco Unified Mabile VVoice Access Service
CTI Services Cisco CallManager Attendant Console Server P.9-1
Cisco IP Manager Assistant  Cisco WebDialer
Web Service
P.7-10
CDR Services Cisco CAR Scheduler  Cisco CAR Web Service P.9-1
Cisco CDR Agent  Cisco CDR Repository
Manager
CAR
[Trace Configuration] Cisco
CAR Scheduler Cisco CAR Web Service
CAR
Cisco CAR Scheduler
Cisco
CAR Web Service
[Debug Trace Level]
[Debug]
CAR

Gateway Utilization Routeand Line
Group Utilization Route/Hunt List Utilization
Route Pattern/Hunt Pilot Utilization
Conference Call Details Conference Call
Summary Conference Bridge Utilization
Voice Messaging Utilization CDR Search

Cisco Unified Communications Manager Serviceability
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|
7-1
Database and Cisco AXL Web Service Cisco Bulk Cisco CCM DBL Web Library
Admin Services  |Provisioning Service Cisco CCM DBL Web Cisco Role-based Security
Library Cisco CCMAdmin Web Service Cisco P.9-1
Database Layer Monitor Cisco License
Manager Cisco Role-based Security Cisco . .
TAPS Savice Cisco CCM DBL Web Library
Java
C++
pP.7-14
Cisco Database Layer Monitor
Cisco Database Layer Monitor
Cisco Unified Communications Manager
Cisco Role-based Security
Database and Admin Services
Cisco
Database Layer Monitor
Performanceand  |Cisco AMC Service Cisco CCM NCS Web Cisco CCM NCS Web Library
Monitoring Library Cisco CCM PD Web Service Cisco Cisco RTMT Web Service
Services CallManager SNMP Service Cisco Log Partition P.9-1
Monitoring Tool Cisco RIS Data Collector . .
Cisco RTMT Web Service Cisco CCM NCSWeb Library
Java
Cisco RTMT Web Service
RTMT servlet
RTMT
Security Services | Cisco CTL Provider Cisco Certificate Authority P.9-1
Proxy Function
Directory Services |Cisco DirSync P.9-1

l_ Cisco Unified Communications Manager Serviceability
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| |
7-1
Backup and Cisco DRF Local  Cisco DRF Master P.9-1
Restore Services
System Services | Cisco CCMRealm Web Service Cisco Cisco Trace Collection
CCMService Web Service Cisco Common User |P.9-1
Interface Cisco Trace Collection Service Cisso CCMRealm Web Service
Cisco Common User Interface
Cisco Unified
Cisco Unified Serviceability
Cisco CCM Service Web Service
Cisco Unified Serviceability Web
GUI
SOAP Services Cisco SOAP Web Service Cisco SOAP Web Service
AXL Serviceability API
Platform Services |Cisco Unified OS Admin Web Service Cisco Unified OS Admin Web Service Cisco Unified

Web

Cisco Unified Communications Manager Serviceability

| oL-12425-01-J



7-2
7-2
Error
CPU
Special Error
State Transition Special

Significant State Transition
Entry/Exit %
Significant Entry Point  Exit Point
Arbitrary &
Cisco CallManager Cisco IP Voice Media Streaming
Application
Entry/Exit
Detailed %

Cisco CallManager
Application

Cisco IP Voice Media Streaming

Arbitrary

l_ Cisco Unified Communications Manager Serviceability
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7-3

7-3

servlet

servlet

Fatal

Error

Warn

Info

servlet

Debug

State Transition

P.7-19

Cisco Unified Communications Manager Serviceability
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[Trace Configuration]

e Cisco CalManager SDI
e Cisco CalManager SDL

[Enable All Trace]

e Cisco CalManager Attendant Console Server

e Cisco CTIManager SDL

e Cisco Database Layer Monitor

¢ Cisco Extended Functions
e Cisco Extension Mobility
e Cisco IP Manager Assistant

e Cisco IP Voice Media Streaming App

e Cisco RIS Data Collector
e CiscoTFTP

¢ Cisco WebDiaer Web Service

Cisco CallManager SDI

P.7-18

7-4 Cisco CallManager SDI

7-4 Cisco CallManager SDI

P.7-10

P.7-12
P.7-13
P.7-13
P.7-14
P.7-15
P.7-16
P.7-16
P.7-16
P.7-17

P.7-18

Enable H245 Message Trace

H245

Enable DT-24+/DE-30+ Trace

DT-24+/DE-30+

ISDN

Enable PRI Trace

PRI

Enable ISDN Trandation Trace

Enable H225 & Gatekeeper Trace

Enable Miscellaneous Trace

Enable Conference Bridge Trace

Enable Music on Hold Trace

Music On Hold MOH;
Cisco Unified Communications Manager
Unified Communications Manager

MOH

Cisco

l_ Cisco Unified Communications Manager Serviceability
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7-4 Cisco CallManager SDI

Enable Unified CMReal-Time
Information Server Trace

Cisco Unified Communications

Manager

Enable SIP Stack Trace

SIP

Enable Annunciator Trace

Cisco IP Voice Media Streaming Application

SCCP Cisco Unified
IP Phone
wav
Cisco Unified Communications Manager
Enable CDR Trace CDR
Enable Analog Trunk Trace Analog Trunk AT;
Enable All Phone Device Trace
SoftPhone
Enable MTP Trace Media Termination Point MTP,
Enable All Gateway Trace
Enable Forward and
Miscellaneous Trace
Enable MGCP Trace Media Gateway Control Protocol MGCP
Enable Media Resource Manager |Media Resource Manager MRM
Trace
Enable SIP Call Processing Trace |SIP
Enable SCCP Keep Alive Trace | Cisco CallManager SCCP
SCCP
30
3
Enable SIP Keep Alive Cisco CallManager SIP REGISTER

(REGISTER Refresh) Trace

SIP

P.7-19

Cisco Unified Communications Manager Serviceability
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Cisco CallManager SDL

7-5 Cisco CallManager SDL 7-6
Cisco CallManager SDL

S

7-5 Cisco CallManager SDL

Enable all Layer 1 traces. 1

Enable detailed Layer 1 traces. 1

Enable all Layer 2 traces.

Enable Layer 2 interface trace. 2

Enable Layer 2 TCP trace. 2 Transmission Control Program TCP
Enable detailed dump Layer 2 trace. 2

Enable all Layer 3 traces. 3

Enable all call control traces.

Enable miscellaneous polls trace.

Enable miscellaneous trace (database

signals).

Enable message translation signalstrace.

Enable UUIE output trace. user-to-user informational element  UUIE
Enable gateway signals trace.

Enable CTI trace. CTI

Enable network service datatrace

Enable network service event trace

Enable ICCP admin trace ICCP
Enable default trace

Cisco Unified Communications Manager Serviceability
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||
7-6 Cisco CallManager SDL
Enable SDL link states trace. Intracluster Communication Protocol ICCP;
Enable low-level SDL trace. SDL
Enable SDL link poll trace. ICCP
Enable SDL link messages trace. ICCP
Enable signal data dump trace.
Enable correlation tag mapping trace.
Enable SDL process states trace. SDL
Disable pretty print of SDL trace. SDL  Pretty Print Pretty
Print
Enable SDL TCP event trace. SDL TCP
P.7-19
Cisco CallManager Attendant Console Server
7-7 Cisco CallManager Attendant Console Server
7-7 Cisco CallManager Attendant Console Server
Enable low level trace
Enable high level trace
P.7-19
Cisco CTIManager SDL
7-8 Cisco CTIManager SDL 7-9

Cisco CTIManager SDL

Je

[Service Group]

CTIManager

SDI [Trace Configuration]

SDI
Configuration]
Configuration]
[SDL Configuration]

Cisco CTIManager
[Enable All Trace]

[Related Links]
7-8 7-9

Cisco CTI Manager

[Trace
[SDL

Cisco Unified Communications Manager Serviceability

| oL-12425-01-J

"=



7-8 Cisco CTIManager SDL

Enable miscellaneous polls trace.

Enable miscellaneous trace (database signals).

Enable CTI trace. CTI

Enable Network Service Data Trace

Enable Network Service Event Trace

Enable ICCP Admin Trace ICCP

Enable Default Trace

7-9 Cisco CTIManager SDL

Enable SDL link states trace. ICCP
Enable low-level SDL trace. SDL
Enable SDL link poll trace. ICCP
Enable SDL link messages trace. ICCP

Enable signal data dump trace.

Enable correlation tag mapping trace.

Enable SDL process states trace. SDL

Disable pretty print of SDL trace. SDL  Pretty Print
Pretty Print

Enable SDL TCP Event trace SDL TCP

P.7-19

Cisco Database Layer Monitor
7-10 Cisco Database Layer Monitor

7-10 Cisco Database Layer Monitor

Enable DB Library Trace C++

Enable Service Trace

l_ Cisco Unified Communications Manager Serviceability
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7-10 Cisco Database Layer Monitor

Enable DB Change Notification Trace

C++

Enable Unit Test Trace

P.7-19

Cisco Extended Functions
7-11 Cisco Extended Functions

7-11  Cisco Extended Functions

Enable QBE Helper TSP Trace

Enable QBE Helper TSPI Trace

QBE Helper TSP

Enable QRT Dictionary Trace

Quality Report Tool

Enable DOM Helper Traces

DOM

Enable Redundancy and Change Notification
Trace

Enable QRT Report Handler Trace

Quality Report Tool

Enable QBE Helper CTI Trace

QBE CTI

Enable QRT Service Trace

Quality Report Tool

Enable QRT DB Traces

QRT DB

Enable Template Map Traces

Enable QRT Event Handler Trace

Quality Report Tool

Enable QRT Real-Time Information Server
Trace

Quality Report Tool

P.7-19

Cisco Unified Communications Manager Serviceability
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Cisco Extension Mobility
7-12 Cisco Extension Mobility

7-12  Cisco Extension Mobility

Enable EM Service Trace Extension Mohility
Cisco Extension Mobility Application Cisco
Extension Mobility Application [Trace Configuration] [Enable All Trace]

P.7-19

Cisco IP Manager Assistant
7-13 Cisco IP Manager Assistant

7-13  Cisco IP Manager Assistant

Enable IPMA Service Trace Cisco IP Manager Assistant

Enable | PMA Manager Configuration Change

Log

Enable IPMA CTI Trace CTI Manager
Enable IPMA CTI Security Trace CTIManager
P.7-19

Cisco IP Voice Media Streaming App
7-14 Cisco IP Voice Media Streaming App

7-14  Cisco IP Voice Media Streaming App

Enable Service Initialization Trace

Enable MTP Device Trace MTP

Enable Device Recovery Trace MTP MOH

Cisco Unified Communications Manager Serviceability
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7-14  Cisco IP Voice Media Streaming App

Cisco RIS Data Collector

Enable Skinny Station Messages Trace Skinny Station Protocol
Enable WinSock Level 2 Trace WinSock
Enable Music On Hold Manager Trace MOH
Enable Annunciator Trace
Enable DB Setup Manager Trace MTP
MOH
Enable Conference Bridge Device Trace
Enable Device Driver Trace
Enable WinSock Level 1 Trace WinSock
Enable Music on Hold Device Trace MOH
Enable TFTP Downloads Trace MOH
P.7-19
7-15 Cisco RIS Data Collector
7-15 Cisco RIS Data Collector
Enable RISDC Trace RIS RIS RISDC
Enable System Access Trace RIS
Enable Link Services Trace RIS
Enable RISDC Access Trace RIS RISDC
Enable RISDB Trace RIS RISDB
Enable Pl Trace RIS P

Cisco Unified Communications Manager Serviceability
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7-15 Cisco RIS Data Collector

Enable XML Trace RIS

XML

Enable Perfmon Logger Trace RIS
perfmon

CPU

P.7-19

Cisco TFTP
7-16 Cisco TFTP

7-16  Cisco TFTP

Enable Service System Trace

Enable Build File Trace

Enable Serve File Trace

P.7-19

Cisco WebDialer Web Service
7-17 Cisco WebDialer Web Service

7-17 Cisco WebDialer Web Service

Enable WebDialer Servlet Trace Cisco WebDialer servlet

Enable Redirector Serviet Trace Redirector serviet

P.7-19

l_ Cisco Unified Communications Manager Serviceability

0OL-12425-01-J |



7-18

[Trace Configuration] Maximum No. of Files Maximum File Size

[Maximum No. of Files]
[Maximum File Size]
RTMT  Traceand Log Centra

7-18

Maximum number of files

Cisco Unified Serviceability
cus299.txt

Maximum file size (MB) MB

P.7-19

i P.7-2

o P.7-5

. P.7-8

. P.7-10

o P.7-19

Cisco Unified Communications Manager Serviceability
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CHAPTER 8

[Troubleshooting Trace Settings]
Cisco Unified Serviceahility

S

1 Cisco Unified Serviceability [Trace] > [Troubleshooting Trace Settings)

2 [Server]
(GOl
o N/A
3
* [Server]
[Services] [Database and Admin Services] [Performance and Monitoring Services)
[Backup and Restore Services]
[Server]

Check All Services [Server]

Check Selected Serviceson All Nodes [Troubleshooting Trace Setting]

| oL-12425-01-J
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Check All Serviceson All Nodes

[Check All Services] [Check Selected Services on All Nodes]

4 [Save]

e Reset Troubleshooting Traces [Server]

e Reset Troubleshooting Traces On All Nodes

P.8-2
o P.7-1
. P.6-1

Cisco Unified Communications Manager Serviceability
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CHAPTER

Cisco Unified Serviceability Tomcat Java Webserver
servlet Serviceability
Reports Archive
servlet
[Trace Configuration]
servlet
servlet  Service Activation Control Center
. P.9-2
] P.9-8

Service Activation P.9-14

Control Center P.9-14

. P.9-15
. pP.9-15

| oL-12425-01-J

Cisco Unified Communications Manager Serviceability w



Cisco Unified Serviceability
[Service Activation]
[Control Center - Feature Services)
[Control Center - Features Services]

Cisco Unified Communications Manager
Cisco Unified Communications Manager Assistant
Serviceability Reports Archive Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Serviceability — [Service Activation]

e Database and Admin Services P.9-2

e Performance and Monitoring Services P.9-3
e CM Services P.9-3

e CTI Services P.9-5

* CDR Services P.9-6

e Security Services P.9-7

e Directory Services P.9-7

e Voice Quality Reporter Services P.9-8

Cisco Unified Serviceability  [Control Center - Feature Services] [Service
Activation]

P.9-14 Service Activation
P.11-1

Database and Admin Services

Database and Admin Services

Cisco AXL Web Service
Cisco AXL Web Service AXL

Cisco Bulk Provisioning Service

Cisco Bulk Provisioning Service Cisco Unified
Communications Manager BAT

Cisco Unified Communications Manager Serviceability
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||
Cisco TAPS Service
Cisco TAPS Service Cisco Unified Communications Manager Auto-Register Phone Tool
Interactive Voice Response IVR;
MAC
Cisco Bulk Provisioning Service
Cisco Unified Communications Manager Auto-Register Phone Tool Cisco Customer Response Solutions
CRS CRS CRS
Performance and Monitoring Services
Performance Monitoring Services
Cisco Serviceability Reporter
Cisco Serviceability Reporter P.10-1 Serviceability Reports Archive
Cisco Unified Communications Manager
Reporter 1 1
Reporter Cisco Unified Serviceability  [Toolg]
24
Cisco CallManager SNMP Service
CISCO-CCM-MIB Cisco Unified Communications Manager
SNMP
CM Services
CM Services
Cisco CallManager
Cisco CallManager Cisco Unified Communications Manager
Cisco Unified Communications Manager [Cisco
Unified CM (Find and List Cisco Unified CMs)] Cisco Unified

Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications Manager Serviceability
| oL-12425-01-J



Service Activation  Cisco CallManager CTIManager
Cisco Unified Communications Manager
Cisco Unified Communications Manager Graphical User
Interface  GUI, Cisco Unified
Communications Manager Cisco
Unified Communications Manager
Cisco Unified Communications Manager 1P
CM_ IP 172.19.140.180

Cisco CallManager CTIManager Cisco Unified
Communications Manager CM_172.19.140.180 Cisco Unified
Communications Manager CM_

Cisco CallManager
e Cisco CTIManager P.9-5
e CDR Services P.9-6
Cisco TFTP

Cisco Trivial File Transfer Protocol TFTP FTP TETP
Cisco TFTP

Cisco Unified
Communications Manager
Dynamic Host Configuration Protocol DHCP

DHCP IP
Domain Name System DNS; TFTP
TFTP
Cisco Unified Communications Manager Cisco
Unified Communications Manager TCP
Cisco Messaging Interface
Cisco Messaging Interface Simplified Message Desk Interface  SMDI
Cisco Unified Communications Manager SMDI

Cisco Unified Mobile Voice Access Service

Cisco Unified Voice Access Service Cisco Unified Mobility
Integrated Voice Response VR
Cisco Unified Mobility

e Cisco Unified Mobility
e Cisco Unified Mobility

Cisco Unified Communications Manager Serviceability
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CTI Services

Cisco IP Voice Media Streaming App

Cisco IP Voice Media Streaming Application Cisco Unified Communications Manager
MTP Music On Hold MOH,;
Cisco IP Voice Media Streaming Application Cisco Unified
Communications Manager IP
RTP
Cisco CTIManager
Cisco CTI Manager CTI
CTI Manager Cisco Unified
Communications Manager
1 CTI Manager
CTl Manager 1 JTAPI/TAPI CTI Manager
1

Cisco Extension Mobility

Cisco Extension Mobility

Cisco Dialed Number Analyzer

Cisco Dialed Number Anayzer Cisco Unified Communications Manager Dialed Number
Analyzer

Cisco DHCP Monitor Service

Cisco DHCP Monitor Service IPPhone IP
/etc./dhcpd.conf DHCPD

CTI Services

Cisco CallManager Attendant Console Server

Cisco CallManager Attendant Console Server Cisco Unified Communications Manager Attendant
Console Attendant
Console Cisco Unified Communications
Manager

Cisco Unified Communications Manager

| oL-12425-01-J
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Cisco IP Manager Assistant

Cisco Unified Communications Manager Assistant

Cisco Unified Communications Manager Assistant

Cisco Unified Communications Manager Assistant

2
Cisco Unified Communications Manager
Cisco WebDialer Web Service
Cisco WebDialer
Communications Manager Web
Web
Web Didler servlet  Redirector servlet 2
Redirector servlet Cisco WebDialer
Redirector servlet Cisco WebDialer
Manager Cisco WebDialer
Redirector Simple Object Access Protocol SOAP
HTTP/HTML Web Dialer
CDR Services
CDR Services

Cisco SOAP - CDRonDemand Service

SOAP/HTTPS Cisco SOAP - CDRonDemand Service
1 CDR
sftp/ftp
HTTPS/SOAP CDR
Cisco CAR Scheduler
Cisco CAR Scheduler CAR
CAR

Cisco Unified

CiscoWebDider
Cisco WebDider

Cisco Unified Communications

CDR Repository

SOAP

CDR/CMR

CDR

l_ Cisco Unified Communications Manager Serviceability
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||
Cisco CAR Web Service
Cisco CAR Web Service CAR CAR CDR
csv PDF Web
Security Services
Security Services
Cisco CTL Provider
Cisco CTL Provider
Cisco CTL Provider Utility
Cisco CTL Provider CTL
Cisco Unified Communications Manager Cisco TFTP
CTL
Cisco CTL Client
Cisco CTL Provider CTL
2444 Cisco Unified Communications Manager
Cisco Certificate Authority Proxy Function (CAPF)
Cisco Certificate Authority Proxy Function CAPF CAPF
] Cisco Unified IP Phone
e SCEP Cisco Unified 1P Phone
Y
RTMT Cisco Certificate Authority Proxy Function CAPF
Directory Services
Directory Services
Cisco DirSync
Cisco DirSync Cisco Unified Communications Manager
Microsoft Active Directory  Netscape/iPlanet Directory
Cisco Unified Communications Manager Cisco
DirSync Cisco Unified Communications Manager
Cisco DirSync

Cisco Unified Communications Manager Serviceability
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Voice Quality Reporter Services

Voice Quality Reporter Services

Cisco Extended Functions

Cisco Extended Functions Quality Report Tool QRT Cisco Unified Communications
Manager Cisco Unified Communications
Manager Cisco Unified IP Phone for Cisco

Unified Communications Manager

Cisco Unified Communications Manager

[Service Activation]
[Control Center - Network Services]

Cisco Unified Communications Manager [Control
Center - Network Services] Cisco Unified
Serviceability  [Control Center - Network Services]

e Performance and Monitoring Services P.9-8
e Backup and Restore Services P.9-9

e System Services P.9-10

e Patform Services P.9-10

e DB Services P.9-12

e SOAP Services P.9-12

e CM Services P.9-13

e CDR Services P.9-13

e Admin Services P.9-13

Performance and Monitoring Services

Performance and Monitoring Services

Cisco CallManager Serviceability RTMT

Cisco CallManager Serviceability RTMT servlet Cisco Unified Communications Manager Real-Time
Monitoring Tool RTMT RTMT

CTl

Cisco RTMT Reporter Serviet
Cisco RTMT Reporter servlet RTMT

Cisco Unified Communications Manager Serviceability
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Cisco Log Partition Monitoring Tool

Cisco Log Partition Monitoring Tool Log Partition Monitoring

Cisco Tomcat Stats Servlet

Cisco Tomcat Stats Servlet RTMT
Tomcat perfmon

Cisco RIS Data Collector

Real-time Information Server RIS

CPU

Cisco RIS Data Collector

Cisco Unified Communications Manager Real-Time Monitoring Tool RTMT SOAP

Cisco AMC Service

RIS

Alert Manager and Collector Cisco Unified Communications Manager Real-Time

Monitoring Tool RTMT
RTMT

Backup and Restore Services

Backup and Restore Services

Cisco DRF Master

Cisco DRF Master Agent DRF Master Agent

DRF Master Agent

Disaster Recovery System GUI

CLI

Master Agent

Cisco DRF Local

Cisco DRF Loca Cisco DRF Loca Agent
DRF Master Agent
Cisco DRF Local Agent
Cisco DRF Local Agent
Cisco DRF Master Agent

Cisco Unified Communications Manager Serviceability

Cisco DRF

Cisco DRF Local Agent
Cisco DRF Loca Agent
Cisco DRF Master Agent
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System Services

System Services

Cisco CallManager Serviceability

Cisco CallManager Serviceability

Web
Cisco Unified Serviceability  GUI
Cisco Unified Serviceability — GUI
Cisco CDP
Cisco CDP

SNMP  CiscoWorks2000

Cisco Trace Collection Servlet

Cisco Trace Collection Servlet

Cisco Unified Serviceability

Cisco Trace Collection Service

RTMT

RTMT  SysLog Viewer  Trace and Log Central
Servlet  Cisco Trace Collection Service

Cisco Trace Collection Service

Cisco Trace Collection Service

Cisco Trace Collection

Cisco Trace Collection Servlet

RTMT

RTMT  SysLog Viewer  Trace and Log Central
Servlet  Cisco Trace Collection Service

Cisco Trace Collection

Cisco Trace Collection Service

Cisco Trace Collection Servlet

Platform Services

Platform Services

A Cisco DB

A Cisco DB Progres
Cisco Tomcat

Cisco Tomcat Web

SNMP Master Agent

SNMP

l_ Cisco Unified Communications Manager Serviceability
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Cisco Unified Serviceability  SNMP

[Control Center - Network Features)

SNMP Master Agent
MIB2 Agent
RFC 1213 SNMP
IP
Host Resources Agent
SNMP

HOST-RESOURCES-MIB

Native Agent Adaptor

MIB
SNMP

System Application Agent

SYSAPPL-MIB

Cisco CDP Agent

Cisco Discovery Protocol
SNMP

Cisco Syslog Agent

SNMP

SNMP

Cisco Unified Communications Manager

CISCO-CDP-MIB

Cisco Unified Communications Manager

syslog

CISCO-SYSLOG-MIB

SNMP

Cisco Unified Communications Manager

Cisco Electronic Notification

Cisco Unified

Cisco Certificate Expiry Monitor

Cisco Unified Communications Manager Serviceability

Cisco Unified
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A Cisco DB Replicator
A Cisco DB Replicator

Cisco License Manager

Cisco License Manager Cisco Unified Communications Manager

Cisco Unified Communications Manager Cisco
Unified Communications Manager Cisco License Manager Cisco Unified Communications
Manager IP Phone

DB Services

DB Services

Cisco Database Layer Monitor

Cisco Database Layer Monitor

SOAP Services

SOAP Services

Cisco SOAP-Real-Time Service API
Cisco SOAP-Real-Time Service APl CTI

API

Cisco SOAP-Performance Monitoring API
Cisco SOA P-Performance Monitoring API SOAP API

CPU

Cisco SOAP-Log Collection API

Cisco SOAP-Log Callection AP
SFTP
syslog Cisco

Cisco Unified Communications Manager Serviceability
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CM Services

CM Services

Cisco CallManager Personal Directory

Cisco CallManager Personal Directory Cisco Personal Directory

Cisco Extension Mobility Application

Cisco Extension Mobility Application Cisco Extension Mobility
Cisco Extension Mobility
Cisco Unified Communications Manager

Cisco CallManager Cisco IP Phone Service

Cisco CallManager Cisco IP Phone Service  Cisco Unified Communications Manager
Cisco Unified IP Phone URL

CDR Services

CDR Services

Cisco CDR Repository Manager

Cisco CDR Agent
CDR
Cisco CDR Agent
Cisco CDR Agent Cisco Unified Communications Manager CDR
CMR CDR CDR
CDR Repository Manager SFTP
Cisco CalManager
Admin Services
Admin Services

Cisco CallManager Admin

Cisco CallManager Admin Cisco Unified Communications Manager
Web Cisco Unified Communications Manager
Cisco Unified Communications Manager
GUI
Cisco Unified Communications Manager GUI

Cisco Unified Communications Manager Serviceability
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[ | Service Activation

Service Activation

Cisco Unified Serviceability — [Service Activation]
Cisco Unified Serviceability

Cisco Unified Serviceability

[Set Default]
Cisco Unified Serviceability Cisco Unified Communications
Manager
Control Center
Control Center
Cisco Unified Serviceability  Control Center
1 Cisco Unified
Serviceability 2 [Control Center]
[Control Center - Network
Services) [Control
Center - Feature Services]
[Control Center] [Service Activation] [Related Links]

[Go]

Cisco Unified IP Phone

Cisco Unified Communications Manager
Cisco Messaging Interface

IP Phone IP Phone IP Phone
Media Gateway Control Protocol MGCP

Cisco Unified Communications Manager Serviceability
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9-1

9-1

1 P.9-2
P.11-1
2 Cisco Unified Serviceability
Cisco Unified Communications
Manager
Cisco Unified Communications Manager
3 Cisco Unified Serviceability P.7-1
Cisco Unified Communications Manager Real-Time
Monitoring Tool

Control Center P.9-14
pP.9-2
P.9-8

Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager
Cisco Unified Communications Manager

Cisco Unified Communications Manager

Cisco Unified Communications Manager Serviceability
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¢

v

Serviceability Reports Archive

Cisco Serviceability Reporter Cisco Unified Serviceability

Reporter 1 1
Serviceability Reporter

¢ Device Statistics P.10-3
* Server Statistics P.10-6
e Service Statistics P.10-8
e Cal Activities P.10-11
e Alert Summary P.10-15
* Performance Protection P.10-17
e Serviceability Reports Archive P.10-18
] P.10-18
Cisco Serviceability Reporter Reporter

[Cisco Unified Serviceability] > [Tools] > [Serviceability Reports Archive]
Cisco Serviceability Reporter
24

24
Reporter AlertRep_mm_dd_yyyy.pdf
[Servicesbility Reports Archive]

| oL-12425-01-J
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10

Serviceability Reports Archive |

| Serviceability Reporter

Serviceability Reporter
Cisco Serviceability Reporter

e RTMT Reporter Designated Node RTMT Reporter
Cisco Serviceability Reporter
Serviceability Reporter CPU

e Report Generation Time 0

0 1,439
e Report Deletion Age

Je

30

Report Deletion Age 0

Cisco Unified Communications Manager

Communications Manager
Reporter

Cisco Unified

l_ Cisco Unified Communications Manager Serviceability
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| 10 Serviceability Reports Archive

Device Statistics ||

Device Statistics
Device Statistics

e Number of Registered Phones per Server P.10-3
e Number of H.323 Gatewaysin the Cluster P.10-4
e Number of Trunksin the Cluster P.10-5

Number of Registered Phones per Server

Cisco Unified Communications Manager

15 Reporter

Reporter No data for Device Statistics report available

10-1 Cisco Unified Communications Manager

Samber of Begiicind Plates gar St

™ I

- | [

i

vaa T
PR RETE
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= | LINCLETd

CIRCANTH
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Laaaer wom

Number of MGCP Gateways Registered in the Cluster

MGCPFXO FXS PRI T1CAS
Cisco Unified Communications Manager

15 MGCP
Reporter
Reporter

Cisco Unified Communications Manager Serviceability
OL-12425-01-J



10 Serviceability Reports Archive |
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Number of Trunks in the Cluster

H.323 SIP
SIP
SIP H.323
Reporter  H.323
Reporter  SIP
Reporter

10-4 Cisco Unified Communications Manager

10-4
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A
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| Server Statistics

Server Statistics
Server Statistics

e % CPU per Server P.10-6
* % Memory Usage per Server P.10-6
* % Hard Disk Usage of the Largest Partition per Server P.10-7

% CPU per Server

Cisco Unified Communications Manager CPU
Cisco Unified Communications Manager
15 CPU
Reporter
Reporter No data for Server Statistics
report available
10-5 Cisco Unified Communications Manager CPU
10-5 CPU
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% Memory Usage per Server

Cisco Unified Communications Manager
%MemorylnUse Cisco Unified
Communications Manager 15
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Reporter
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| Service Statistics

ServerLog_mm_dd_yyyy_hh_mm.csv

CPU
%MemorylnUse
%DiskSpacelnUse

Service Statistics

Service Statistics

Cisco CTI Manager: Number of Open Devices P.10-8
Cisco CTI Manager: Number of Open Lines P.10-9
Cisco TFTP: Number of Requests P.10-9

Cisco TFTP: Number of Aborted Requests  P.10-10

Cisco CTI Manager: Number of Open Devices

CTI Manager CTI
Cisco Unified Communications Manager
15 CTI
Reporter
Reporter No datafor Service
Statistics report available
10-8 Cisco CTI Manager
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CTI Manager CTI
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10-9 Cisco CTI Manager

Timml 1] ssagyy | S ol | by § ey

R S Tl Y [T C TR T T T
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| Service Statistics

Cisco TFTP: Number of Aborted Requests

TFTP Cisco TFTP
TFTP Cisco Unified Communications Manager
15 TFTP
Reporter
Reporter
10-11 TFTP Cisco TFTP
10-11 Cisco TFTP
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. CTIl Manager

o CTI Manager

. Cisco TFTP Total TftpRequests

o Cisco TFTP Total TftpRequestsAborted
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Call Activities ||

Call Activities

Call Activities

Cisco Unified Communications Manager Call Activity for the Cluster P.10-11
e H.323 Gateways Call Activity for the Cluster P.10-12

¢ MGCP Gateways Call Activity for the Cluster P.10-12

¢ MGCP Gateways P.10-13

e Trunk Call Activity for the Cluster P.10-14

Cisco Unified Communications Manager Call Activity for the Cluster

Cisco Unified Communications Manager H.323
2
1 1
15
H.323 Reporter
Calls Completed Cisco Unified
Communications Manager Reporter
Cisco Unified Communications Manager
Reporter
Cisco Unified Communications Manager Reporter

No datafor Call Activities report available

10-12 Cisco Unified Communications Manager
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N Call Activities
H.323 Gateways Call Activity for the Cluster
Cisco Unified Communications Manager H.323
2
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15
H.323 Reporter
H.323
Reporter
H.323 Reporter
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Trunk Call Activity for the Cluster

Cisco Unified Communications Manager SIP H.323
1 4
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2
15
Reporter
Reporter
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Alert Summary

Alert Summary

e Number of Alerts per Server P.10-15
e Number of Alerts per Severity for the Cluster P.10-15
e Top 10 Alertsinthe Cluster P.10-16

Number of Alerts per Server

Cisco Unified Communications Manager

Unified Communications Manager

Reporter
Reporter
No alerts were generated for the day
10-17
10-17
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Number of Alerts per Severity for the Cluster

Reporter

Reporter
10-18
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| Alert Summary
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e Monitored object
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Performance Protection ||

Performance Protection

Performance Protection

Performance Protection

Cisco Unified Communications Manager Call Activity P.10-17
Number of registered phones and MGCP gateways P.10-17
System Resource Utilization P.10-17

e Deviceand Dial Plan Quantities P.10-17

Cisco Unified Communications Manager Call Activity

Cisco Unified Communications Manager
1

Reporter

Number of registered phones and MGCP gateways

Cisco Unified Communications Manager MGCP
2 1
1 MGCP MGCP
Reporter

System Resource Utilization

Cisco Unified Communications Manager CPU
2 1 CPU

MGCP
Reporter

Device and Dial Plan Quantities

2 Cisco Unified

Communications Manager IP Phone

Unity Connection H.323 H.323 MGCP MOH
MTP
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| Serviceability Reports Archive

Serviceability Reports Archive
10-1  Serviceability Reports Archive

10-1 Serviceability Reports Archive

1 |Cisco Serviceability Reporter P.11-1
2 |Cisco Servicesbility Reporter e Cisco Unified Communications Manager

e Serviceability Reporter P.10-2
3 |Cisco Serviceability Reporter Serviceability Reports Archive P.12-1

e Cisco Unified Communications Manager Real-Time Monitoring Tool
e Serviceability Reports Archive P.12-1
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. P.11-1

. P.11-3

e Control Center P.11-6

. P.11-7
Cisco Unified Servicesbility [Service Activation]

[Service Activation]

Cisco Unified Serviceability

[Service Activation] 11-1

Cisco Unified Serviceability

1 [Tools] > [Service Activation]
[Service Activation]

2 [Server]
(GOl

Cisco Unified Communications Manager Serviceability
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3 [Service Activation] [Check All Services]
4 [Set Default]
[Set Default]
5 11-1
6 [Save]

[Save]

[Refresh]

P.11-8

Cisco Unified Communications Manager Serviceability
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/serviet

CM Services

Cisco CalManager

Je

Cisco Unified Communications Manager

[Control Center - Network Services]  Cisco RIS Data Collector
Database Layer Monitor

Cisco Unified

Communications Manager Cisco Unified
CM

(Find and List Cisco Unified CM )]
Cisco Unified Communications Manager

Cisco Unified Communications

Manager Cisco Unified
Communications Manager

Cisco Unified Communications Manager

Cisco TFTP Cisco TFTP
1
Option 150
Cisco Messaging Interface 1
Cisco Unity
Cisco Unified MobileVoice Access VXML
Service H.323
Cisco CallManager Cisco TFTP
1
Cisco Unified Mobile Voice Access Service
Cisco IP Voice Media Streaming 1
Application 2

1 Cisco TFTP
Cisco CallManager

Cisco Unified Communications Manager Serviceability
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Iservlet

Cisco CTIManager JTAPI/TAPI
CTIManager Cisco
CallManager
CTIManager Cisco CallManager
P.9-3 Cisco CalManager
Cisco Extension Mobility
Cisco Extended Functions Cisco RIS Data Collector 1

Quality Report Tool QRT
Cisco CTIManager

Cisco Dialed Number Analyzer

Cisco Unified Communications Manager Dialed Number Analyzer

Cisco DHCP Monitor Service

DHCP Monitor IPPhone IP
/etc/dhcpd.conf
DHCPD
DHCP

CTI Services

Cisco CalManager Attendant
Console Server

Cisco Unified Communications Manager Attendant Console
Cisco CalManager

Cisco IP Manager Assistant

Cisco Unified Communications Manager Assistant
2
Cisco CTI
Manager
Cisco Unified Communications
Manager

Cisco WebDiader Web Service

CDR Services

Cisco Soap - CDRonDemand

Cisco SOAP - CDRonDemand

Service Cisco CDR Repository
Manager Cisco CDR Agent
Cisco CAR Scheduler Cisco CAR Scheduler
Cisco CAR Web Service
Cisco CDR Repository Cisco CDR Agent
Cisco CAR Web Service Cisco CAR Web

Cisco CAR Scheduler
CDR Repository Manager

l_ Cisco Unified Communications Manager Serviceability
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Database and Admin Services

Cisco AXL Web Service

AXL
Cisco Unified Communications
Manager

Cisco Bulk Provisioning Service

Cisco Bulk Provisioning
BAT

Cisco TAPS Service

Cisco Unified Communications Manager Auto-Register Phone Tool

Cisco Unified Communications Manager
Auto-Register Phone Tool MAC
Cisco Bulk Provisioning Service

Performance and Monitoring Services

Cisco Serviceability Reporter

S

Cisco CalManager SNMP Service

SNMP

Security Services

Cisco CTL Provider

Cisco Certificate Authority Proxy
Function (CAPF)

Directory Services

Cisco DirSync

Cisco Unified Communications Manager Serviceability

| oL-12425-01-J



11 |

Control Center

Control Center

Cisco Unified Serviceability

Control Center

Cisco Unified IP Phone
Cisco CalManager

Cisco Unified Communications Manager
Cisco Messaging Interface

Cisco Unified Communications Manager

IP Phone IP Phone IP Phone
Media Gateway Control Protocol MGCP
1

1

e [Tools] > [Control Center - Feature Services)

P.11-1

e [Tools] > [Control Center - Network Services|
2 [Server] [Go]

. [Started] [Running] [Not Running] [Status]

. [Start Time]

l_ Cisco Unified Communications Manager Serviceability
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. [Up Time]
. [Start]
[Status]
. [Stop]
[Status]
o [Restart]
[OK]
. [Refresh]
e [Service Activation] [Control Center] [Related
Links] [Go]
P.11-8
CLI CLI
Cisco

Unified Communications Operating System

Cisco Unified Serviceability

Control Center

P.11-8

Cisco Unified Communications Manager Serviceability
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. P.9-1

. P.11-1

. P.11-3

e Control Center P.11-6
. P.11-7

Cisco Unified Communications Manager Serviceability
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Serviceability Reports Archive

Cisco Serviceability Reporter Cisco Unified Serviceability

Reporter 1 1
[Serviceability Reports Archive]

Cisco Serviceability Reporter CPU

24

1 [Tools] > [Serviceability Reports Archive]
[Serviceability Reports Archive]

2 [Month-Year]

4 PDF

Cisco Unified Serviceability
Cisco Unified Servicesbility

e

PDF Acrobat ® Reader
Acrobat Reader [Serviceability Reports Archive]

Cisco Unified Communications Manager Serviceability
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12 Serviceability Reports Archive |

PDF

P.12-2

e Cisco Unified Communications Manager Real-Time Monitoring Tool
e Serviceability Reports Archive P.10-1

Cisco Unified Communications Manager Serviceability
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CDR Repository Manager

[CDR Management] Call Detail Record CDR,; Cal
Management Record CMR,;
CDR 3
CDR Repository Manager [CDR Management]
CDR CMR

[CDR Management]

Cisco CDR Repository Manager
CDREFileDeliveryFailed

Cisco Unified Communications Manager Real-Time Monitoring Tool

CDREFileDeliveryFailureContinues syslog

CDR Repository Manager
CDR CMR
CAR
CAR CDR CMR

CDR
Repository Manager CDR CMR
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13 CDR Repository Manager |

| CDR Repository Manager

Cisco Log Partition Monitoring Tool CDR Repository Manager CDR
CMR
Log Partition Monitor CDR Repository Manager
CDR/CMR Log Partition Monitoring Cisco Unified

Communications Manager Real-Time Monitoring Tool

e CDR Repository Manager P.13-2
. P.13-5

. P.13-6
. P.13-7

. P.13-7

CDR Repository Manager

CDR

—

[Tools] > [CDR Management]
[CDR Management]

2 CDR Manager

3 13-1

4 [Update]

Je

[Set Default]
[Update]

P.13-7

Cisco Unified Communications Manager Serviceability
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CDR Repository Manager

CDR Repository Manager

13-1 [CDR Management] [General Parameters]
P.13-7

13-1 CDR Repository Manager

Disk Allocation (MB) CDR CMR
CAR
6 GB
A}
CDR
CDRMaximumDiskSpaceExceeded
CAR
Y
CAR CDR CMR
CAR
CAR
1 1
1 CDR CMR
CAR

Cisco Unified Communications Manager Serviceability
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13 CDR Repository Manager |

| CDR Repository Manager

13-1 CDR Repository Manager

High Water Mark (%) CDR CMR
[Disk
Allocation] 2000 [High Water Mark
(%)] 80% 1600
CAR
CDR 200
CDR
[Disable CDR/CMR Files Deletion Based on
HWM]
[Low Water Mark (%)]
CDR
CMR CAR
[Disable CDR/CMR Files Deletion Based on HWM]
CDR CMR
Y
CDR
CDRHWM Exceeded
Low Water Mark (%) CDR CMR
[Disk Allocation] 2000 [Low
Water Mark (%)] 40% 800
CDR/CMR Files CDR CMR
Preservation Duration CDR Repository Manager
(Days)
Disable CDR/CMR Files &
Deletion Based onHWM |7
200
CDR
CDR Repository Manager CDR
CMR
[High Water Mark (%)]
CDR CMR
CDR CMR

l_ Cisco Unified Communications Manager Serviceability
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13 CDR Repository Manager

13-1 CDR Repository Manager

CDR Repository Manager |CDR Repository Manager
Host Name

CDR Repository Manager |CDR Repository Manager IP
Host Address

CDR

1 [Tools] > [CDR Management]

[CDR Management]
2
. [Add New]
. ne
3 13-2
4 [Add] [Update]
P.13-7

Cisco Unified Communications Manager Serviceability
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13 CDR Repository Manager |

13-2 [CDR Management] [Billing Application Server Parameters)
P.13-7
13-2
Host Name/IP Address |CDR IP
. [Yes]
J /1P
[No] CDR Management
CDR CMR
User Name
Password FTP
Protocol CDR
FTP SFTP
Directory Path CDR
/ \
Y
FTP

Cisco Unified Communications Manager Serviceability
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| 13 CDR Repository Manager

1 [Tools] > [CDR Management]

[CDR Management]

2 [Delete Selected]

CDR CMR
CDREFileDdliveryFailed
3 [OK]
P.13-7
e CDR Repository Manager P.13-2
e CDR Repository Manager P.13-3
] P.13-5
. P.13-6
J P.13-7

e Cisco Unified Communications Manager Real-Time Monitoring Tool
e Cisco Unified Communications Manager CDR Analysis and Reporting
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SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP
SNMP

Cisco Unified Communications Manager Serviceability

CHAPTER 1 I

P.14-2
P.14-2
1 P.14-3
2c P.14-3
3 P.14-3
P.14-4
P.14-4
MIB  P.14-6
P.14-4
P.14-9
P.14-10
P.14-11
P.14-11
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|
SNMP
TCP/IP SNMP
Cisco Unified Serviceability V1 V2c V3
SNMP SNMP
Cisco Unified CallManager Cisco Unified Communications Manager 4.X SNMP
Cisco Unified Communications Manager 6.0
Cisco Unified Serviceability = SNMP
e SNMP P.14-2
e SNMP 1 P.14-3
e SNMP 2c P.14-3
e SNMP 3 P.14-3
e SNMP P.14-4
e SNMP P.14-4
e SNMP MIB  P.14-6
e SNMP P.14-4
SNMP
SNMP
3
] SNMP
SNMP
Cisco Unified Communications Manager
SNMP
Cisco Unified Communications Manager
SNMP
SNMP
MIB-II MIB
SNMP
161 SNMP Vendor MIB
Cisco Unified Communications Manager Cisco Unified
Communi cations Manager Cisco Unified Communications Manager
SNMP Master Agent SNMP Master

Agent SNMP
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SNMP

SNMP

SNMP

PC
NMS

Cisco Unified Communications Manager

CiscoWorks2000
HP OpenView
SNMP

NMS SNMP

NMS

Cisco Unified Communications Manager SNMP

Structure of Management Information SMI;

Internet Protocol |P;

1
SNMP 1 SNMPv1
SNMP
SNMPv1 SMI
SNMPv1 NMS

NMS

Cisco Unified Serviceability

2c

SNMPv1 SNMPv2c
SNMPv2

SNMPv2c  Inform

Cisco Unified Serviceability

3
SNMP 3
SNMP
SNMPv3  SNMPvl V2
P.14-4

Cisco Unified Serviceability

Cisco Unified Communications Manager Serviceability

SNMPv1

SMI

NMS

SNMP v2

SNMP

SNMP v3

User Datagram Protocol UDP;

MIB
SNMP
Trap
V1/V2c
MIB
SNMPv1
SNMPVv2 Trap SNMPv1
SNMPv1 Trap
NMS NMS
V1/V2c
SNMPv3
SNMP
V3
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SNMP
SNMP

Cisco

Unified Serviceability — [Service Activation] [Control Center]

P.O-1
e Cisco CalManager SNMP
e SNMP Master Agent
e MIB2 Agent
¢ Host Resources Agent
e System Application Agent
e Native Agent Adaptor
e Cisco CDP Agent
e Cisco Syslog Agent

SNMP

Cisco Unified Communications Manager

SNMP
SNMP

SNMPv1 v2c

SNMP v3

Cisco Unified Serviceability

SNMP
SNMP NMS

Configuration]

e Cisco Unified CallManager faled
e Phonefailed

e Phones status update

e Gateway faled

e Mediaresource list exhausted

¢ Routelist exhausted

e Gateway layer 2 change

MIB
SNMP

3 SNMP

Cisco Unified Serviceability [SNMP Notification Destination

Cisco Unified Communications Manager SNMP

l_ Cisco Unified Communications Manager Serviceability
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e Quality report
e Maliciouscall
e Syslog message generated
SNMP
SNMP Cisco Unified Serviceability [SNMP] > [V1/V2] > [Notification
Destination] [SNMP] > [V3]> [Notification Destination]
14-1 NMS Cisco Unified Communications Manager
14-1 NMS
NMS SNMP
14-1  Cisco Unified Communications Manager
ccmCallManagerAlarmEnable True ccmCallManagerFailed
ccmMediaResourcelistExhausted
ccmRoutelL istExhausted
ccmTL SConnectionFailure
ccmGatewayAlarmEnable True ccmGatewayFailed
ccmGatewayL ayer2Change
S
Cisco Unified Communications
Manager
Cisco ATA 186
Cisco Unified Communications
Manager Cisco ATA
SNMP
ccmGatewayFailed
ccmPhoneStatusUpdateStorePeriod 1800 ccmPhoneStatusUpdate ccmPhoneStatusUpdateA larminterva
ccmPhoneStatusUpdateAlarminterval |0 |30 3600
ccmPhoneFailedStorePeriod 1800 ccmPhoneFailed ccmPhoneFailedAlarminterval 30
ccmPhoneFailedAlarminterval 0 3,600
ccmMaliciousCallAlarmEnable True ccmMaliciousCall

Cisco Unified Communications Manager Serviceability
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14-1  Cisco Unified Communications Manager

ccmQualityReportAlarmEnable True &

Cisco Unified

Communications M anager
Cisco Extended Functions

ccmQualityReport

clogNotificationsEnabled False clogM essageGenerated
clogNotificationsEnable  True
clogMaxSeverity Warning |clogM essageGenerated clogMaxSeverity  warning
SNMP
Cisco Unified Communications
Manager
warning
syslog
SNMP MiB
SNMP Management Information Base MIB;
MIB MIB
MIB
1
SNMP Cisco Unified Communications
Manager CISCO-CCM-MIB
CISCO-CCM-MIB
IP
Cisco Unified Communications Manager MIB
CISCO-CDP-MIB
Cisco Discovery Protocol MIB  CISCO-CDP-MIB Cisco Unified Communications
Manager CDP MIB Cisco Unified Communications
Manager Cisco
CDP CDP-MIB CDP-MIB

* cdplnterfacelflndex

e cdplnterfaceMessagel nterval
e CdplInterfaceEnable

e cdplnterfaceGroup

e cdplnterfacePort

l_ Cisco Unified Communications Manager Serviceability
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e CdpGlobaRun

e CdpGlobaMessagelnterval
e CdpGlobaHoldTime

e cdpGlobalLastChange

e cdpGlobal Devicel dFormat

SYSAPPL-MIB

SYSAPPL-MIB System Application Agent

System Application Agent SYSAPPL-MIB

e sysApplinstalled
e sysApplRun
* sysApplMap

MIB-II

MIB-II MIB2 MIB2 RFC
1213 interfaces IP

* system

* interfaces
e a

e ip

* icmp

e tcp

e udp

e snmp

HOST-RESOURCES MIB

HOST-RESOURCES-MIB Host Resources Agent Host Resources
Agent
SNMP

e hrSystem
e hrStorage
e hrDevice
e hrSWRun
e hrSWRunPerf
e hrSWinstalled

CISCO-SYSLOG-MIB
Cisco Syslog Agent CISCO-SYSLOG-MIB

¢ clogNoatificationsSent
e clogNatificationsEnabled

Cisco Unified Communications Manager Serviceability
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e clogMaxSeverity
e clogMsglgnores
e clogMsgDrops

HP MIB

CPQAPLI.MIB CPQCLUSMIB CPQCR.MIB CPQFCA.MIB CPQHLTH.MIB CPQHOST.MIB
CPQIDA.MIB CPQIDE.MIB CPQNIC.MIB CPQRECOV.MIB CPQSCSI.MIB CPQSINFO.MIB
CPQSM2.MIB CPQSTAT.MIB CPQSTDEQ.MIB CPQSTSYSMIB CPQTHRSH.MIB CPQUPSMIB
ETHERMIB SVRCLUMIB SVRNTC.MIB TOKEN.MIB

IBM MIB
UMSEVENT-MIB UMSLMSSENSOR-MIB HW-ENV-MONITORING-MIB

CISCO-CCM-MIB
CISCO-CCM-MIB Cisco Unified Communications Manager

SNMP 1P

CISCO-CCM-MIB
ftp://ftp.cisco.com/pub/mibs/supportlists/callmanager/callmanager-supportlist.html
CISCO-CCM-MIB

e ccmPhoneFailedTable ccmPhoneStatusUpdateTable  ccmPhoneExtnTable ccmPhoneTable

Cisco Unified IP Phone ccmPhoneTable Cisco Unified
Communications Manager/RegisteredHardware Phones

ccmPhoneTable Cisco Unified
IP Phone 1

e ccmCTIDeviceTable ccmCTIDeviceDirNumTable

ccmCTIDeviceTable CTI 1 CTI Route
Point CTI Port Cisco Unified Communications Manager MIB
ccmRegisteredCTIDevices ccmUnregisteredCTIDevices ccmRejectedCTIDevices

e ccmSIPDeviceTable

CCMSIPDeviceTable SIP 1
e ccmH323Device

ccmH323DeviceTable Cisco Unified Communications Manager
H323 H.323 H.323
ccmH.323DeviceTable H.323 1 H.323
Cisco Unified Communications Manager Cisco
Unified Communications Manager H.323
H.323Started
H323
e ccmVoiceMailDeviceTable ccmVoiceMailDirNumTable
Cisco uOne ActiveVoice ccmVoiceMailDeviceTable
1 Cisco Unified Communications

Manager MIB  ccmRegisteredVoiceMailDevices ccmUnregisteredV oiceMail Devices
ccmReectedV oiceMailDevices
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SNMP

SNMP ||
e ccmGatewayTable
ccmRegisteredGateways ccmUnregistered gateways ccmRejectedGateways
Cisco Unified Communications Manager
CallManager ccmGateway Table
ccmGatewayTable 1 2 FXS
1 T1 VG200 ccmGatewayTable 3
ccmActiveGateway ccmlinActiveGateway

ccmRegisteredGateways ccmUnregisteredGateways
ccmRe ectedGateways

ccmProductTypeTable

Cisco Unified Communications Manager

H323 CTI
SIP
phoneTable  gatewayTable Cisco CallManager
Cisco Unified Communications Manager MIB
region timezone devicepool Cisco CalManager SNMP
CISCO-CCM-MIB ccmAlarmConfiginfo ccmQualityReportAlarmConfiginfo

P.14-4 SNMP

CiscoCM Cisco Unified Serviceability  [Trace Configuration]

[Performance and Monitoring Services)| [Cisco CallManager SNMP
Service] Cisco CDP
Agent  Cisco Syslog Agent CLI

Cisco Unified Communications Operating System
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W snwp

14-2 SNMP
14-2 SNMP
1 |SNMPNMS NMS SNMP
2 |[Control Center - Network Services)] e SNMP P.14-4
SNMP . P.9-1
. P.11-1
3 |[Service Activation] Cisco CallManager | = SNMP P.14-4
SNMP . P.9-1
P.11-1
4 |SNMPv1 v2c P.15-3
5 |SNMPv3 SNMP SNMP P.16-3
6 e SNMPvl/v2c SNMPV1/V2c
P.15-9
e SNMPv3 SNMPV3 P.16-8
e SNMP P.14-4
7 |MIB2 MIB2 pP.17-1
8 |Master Agent e SNMP P.14-4
. P.9-1
. P.9-1
9 |INMS Cisco Unified Communications Manager e SNMP P.14-4
¢ NMS SNMP
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P.14-4  SNMP

MIB
SNMP
Y
SNMP

SNMP SNMP
[SNMP Notification Destination Configuration] V1/V2c V3

. P.9-1

. P.11-1

e SNMPV1/V2c P.15-1

e SNMPV3 P.16-1

e MIB2 P.17-1
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CHAPTER 15

SNMP V1/V2c

Cisco Unified Communications Manager

SNMP 1 2c
o P.15-2
i P.15-3
i P.15-4
o P.15-6
¢ SNMP P.15-7
i SNMPV1/V2c P.15-8
o SNMPV1NV2c P.15-9
. SNMPV1/V2c P.15-10
. SNMPV1/V2c P.15-11
. P.15-12
e
SNMP 3 P.16-1 SNMPV3
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[SNMP Community String Configuration] [Add New] [Find]

[Find]
[Add New]

1 [Snmp] > [V1/V2c] > [Community String)]

2 [Find Community Strings where Name]

4 [Server]
IP

5 [Find]
[Find] [Add New] [Apply

to All Nodes]

[Apply to All Nodes]

8 P.15-3

P.15-12
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| 15 SNMP V1/V2c

||
SNMP Cisco
Unified Communications Manager MIB
Cisco Unified Communications Manager
[SNMP Community String Configuration]
P.15-2
. [Add New]
3
J P.15-2
3
. P.15-6
151
[Clear All]
[Add New] [Save]
SNMP
SNMP [Cancdl]
SNMP [OK]
Y
SNMP SNMP
P.11-1

[SNMP Community String Configuration]

P.15-12

Cisco Unified Communications Manager Serviceability
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15-1 P.15-12
15-1
Server P.15-2
[SNMP Community String
Configuration]
P.15-2
Community String
32
Accept SNMP Packets from any host SNMP
Accept SNMP Packets only from these SNMP
hosts
[Host IP Address|
[Insert]
[Host IP
Addresses]
[Remove]
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15-1

Access Privileges

ReadWriteNotify

ReadOnly MIB
ReadWrite MIB
ReadWriteNotify MIB
MIB
NotifyOnly MIB
None
NotifyOnly

Apply To All Nodes
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15 SNMP V1/V2c |
[ |
1 P152
2
3 [Delete Selected]
4
[OK]

5 SNMP

SNMP [Cancel]

SNMP [OK]

SNMP SNMP
P.11-6

Control Center

P.15-12
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SNMP
SNMP Vi1/V2c
. SNMPV1/V2c
. SNMPV1/V2c
o SNMP V1/V2c
. SNMPV1/V2c
SNMP V3

P.15-8

P.15-9
P.15-10

P.15-11

SNMPV3  P.16-7

SNMPV3  P.16-8
SNMPV3  P.16-9

SNMPV3  P.16-10

SNMP

Cisco Unified Communications Manager Serviceability
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| SNMP V1/V2c

SNMP V1/V2c

[SNMP Notification Destination Configuration] [Add New]

[Find]
[Find] [Add New]

V1/V2c

1 [Snmp] > [VI/V2c] > [Notification Destination]

2 [Find Notification where Destination |P]

4 [Server] IP

5 [Find]

[Find] [Add New] [Apply
to All Nodes]

[Apply to All Nodes]

8 P.15-9 SNMP V1/V2c

P.15-12
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SNMP Vi/v2e W

SNMP V1/V2c
V1/V2c /
1 P.158 SNMP V1/V2c
2
. SNMP [Add New] 3
[Server]
. SNMP SNMP
V1V2c SNMP 3
* SNMP P.15-11 SNMPV1/V2c
3 15-2
[Clear]
4 [Insert] [Save]
5 SNMP
SNMP [Cancel]
SNMP
S
SNMP SNMP
P.15-12
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N SNMP V1/V2c
SNMP V1/V2c
15-2 V1V2c P.15-12
15-2 Vi/V2
Server P.15-8 SNMPV1/V2c
P.15-8 SNMP
V1I/V2c
Host IP Addresses IP
[Add New] [Add New]
IP
IP
Port Number SNMP
Vi vaC [SNMP Version Information] SNMP
V1 [VaC] SNMP
* [V
e [V2C]
Community String
ReadWriteNotify Notify Only
[Create New
Community String]
P.15-3
Notification Type
Apply To All Nodes
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SNMP Vi/v2e W

SNMP V1/V2c

1 P.158 SNMPV1/V2c

3 [Delete Selected]

4
[OK]
5 SNMP
SNMP [Cancel]
SNMP [OK]
SNMP SNMP
P.11-1

P.15-12
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i P.14-1
. p.15-2

o P.15-3

i P.15-4
. P.15-6

e SNMP P.15-7

i SNMPV1/V2c P.15-8

i SNMPV1/V2c P.159

o SNMPV1LV2c P.15-10
. SNMPV1/V2c P.15-11

¢ SNMPV3 P.16-1

e MIB2 P.17-1
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SNMP V3

CHAPTER

1

SNMPv3

e SNMP
¢ SNMP
e SNMP
e SNMP

Cisco Unified Communications Manager

P.16-2
P.16-3
P.16-4

P.16-6
SNMPV3  P.16-7
SNMPV3  P.16-8

SNMPV3  P.16-9
P.16-11

SNMPv1

v2c P.15-1

SNMPV1/V2c
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W snwp

SNMP

[SNMP User Configuration] [Add New] [Find]
[Find]
[Add New]

SNMP

1 [Snmp] >[V3] > [User]
[SNMP User Configuration]

2 [Find User where Name]
[begins with]

4 [Server]
IP

5 [Find]
[Find] [Add New] [Apply

to All Nodes]

[Apply to All Nodes]

8 P.16-3 SNMP

P.16-11
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SNMP
SNMP
1 P.16-2 SNMP
2
. SNMP [SNMP User Configuration] [Add New]
. SNMP P.16-2 SNMP
SNMP 3
¢ SNMP P.16-6 SNMP
3 16-1
[Clear All]
4 [Insert] [Save]
5 SNMP
SNMP [Cancel]
SNMP [OK]
SNMP SNMP
P.11-1
)
Cisco Unified Communications Manager
NMS
P.16-11
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W snwp

SNMP

16-1 V3 SNMP P.16-11
16-1 SNMP V3
Server P.16-2 SNMP
P.16-2 SNMP
User Name
32
NMS
SNMP
Authentication Required [Password]
[Reenter Password]

Privacy Required [Authentication Required)]

[Password] [Reenter

Password]
8
[Privacy Required)] [DES
Data Encryption Standard ]
DES

Accept SNMP Packetsfrom SNMP
any host
Accept SNMP Packets only SNMP
from these hosts [Host IP Address] SNMP

[Insert] SNMP

[Host IP Addresses]
[Remove]
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SNMP

16-1 SNMP V3

Access Privileges

e ReadOnly MIB

e ReadWrite MIB

e ReadWriteNotify MIB
MIB

* NotifyOnly MIB

e None

NotifyOnly
ReadWriteNotify

Apply To All Nodes
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H  snwp

SNMP

SNMP

1 P.16-2 SNMP SNMP
2
3 [Delete Selected]
4
[OK]

5 SNMP

SNMP [Cancel]

SNMP [OK]

SNMP SNMP
P.11-1

P.16-11
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snwpyvs W
SNMP V3
[SNMP Notification Destination Configuration] [Add New]
[Find]
[Find] [Add New]
V3
1 [Snmp] >[V3] > [Natification Destination]
2 [Find Notification where Destination |P]
[begins with]
3 IP
4 [Server] IP
5 [Find]
[Find] [Add New] [Apply
to All Nodes]
6
[Apply to All Nodes]
7
8 P.16-8 SNMPV3
P.16-11
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N SNMP V3
/
1 P16-7 SNMPV3
2
. SNMP [Add New]
3
. SNMP
SNMP 3
e SNMP P.16-10 SNMPV3
3 16-2
[Clear]
4 [Insert] [Save]
5 SNMP
SNMP [Cancel]
SNMP [OK]
SNMP SNMP

P.11-1

P.16-11
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snupyvs H
16-2 V3 P.16-11
16-2 V3
Server P.16-7 SNMPV3
P.16-7 SNMP V3
Host IP Addresses IP
[Add New] [Add New]
IP
Port Number
Notification Type [Inform] [Trap]
[Inform] Inform
Trap
Remote SNMP Engine Id [Notification Type]
[Inform]
ID [Add
New] [Add New] [Remote SNMP
Engine Id] ID
16

Security Level

¢ noAuthNoPriv
e authNoPriv

e authPriv

Cisco Unified Communications Manager Serviceability
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16 SNMP V3 |

| SNMP V3

16-2 V3

User Information pane

SNMP

[Create New User]
P.16-3 SNMP

[Update Selected User] P.16-3

[Delete Selected User]

Apply To All Nodes

1 P.16-7 SNMP V3 SNMP
2
3 [Delete Selected]
4 [OK]
5 SNMP
SNMP [Cancel]
SNMP [OK]
SNMP SNMP
P.11-1
P.16-11

l_ Cisco Unified Communications Manager Serviceability

0OL-12425-01-J |



| 16 SNMP V3

SNMP
SNMP
SNMP
SNMP

SNMPV1/V2c

MIB2

Cisco Unified Communications Manager Serviceability

P.16-2
P.16-3
P.16-4
P.16-6
SNMPV3  P.16-7
SNMPV3  P.16-8
SNMPV3  P.16-9
SNMPV3  P.16-10
P.15-1
P.17-1

P.14-1
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CHAPTER 1;

Cisco Unified Serviceability = [MIB2 System Group Configuration] MIB-I1
Administrator, 555-121-6633 San Jose, Bldg 23, 2nd
floor
e MIB2 P.17-1
e MIB2 P.17-2
. P.17-2
MIB2
MIB-II
SNMPv1 v2c v3
1 [Snmp] > [SystemGroup] > [MIB2 System Group]
2 171
3 [Save
4 SNMP
SNMP [Cancel]
SNMP [OK]
"~ [System Contact] [System Location] [Clear All]
[Clear All]
[Save]

Cisco Unified Communications Manager Serviceability
| oL-12425-01-J



17 MIB2 |

B2

pP.17-2

MIB2

17-1 MIB2 P.17-2

17-1 MIB2

Server
[Go]

System Contact
System Location

Apply To All Nodes

. P.14-1
e SNMPVI/V2 P.15-1
e SNMPV3 P.16-1
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