CHAPTER 1

tXxal) T4 DHE

Cisco Unified Communications Manager ([HFf Cisco Unified CallManager) (2% = U 7 ¢ #fli & 524
45 &, Ea%S° Cisco Unified Communications Manager —/30 ID #&#, F—X %S A, a—
SITFVITRATFT 4T A M) —LDOREAERILTHZ LN TEET,

CiscolP 7 L7 4 =— X v U —2(F, BAEESNBEA N — L OfELE L OHERF, EREIC
T 7 ANEIET DHEO T 7 A ) ~DT VX )VE4, Cisco Unified IP Phone ] TH AT 47 A k
V—2BLOa—n 75V v TORBEFLEITVET,

ZOET, RONETHEESNLTHET,

o HFE (P.1-2)

o VAT LEHE (P.1-5)

o HERE—% (P.1-6)

e BX2VUT 4 T A= (P1-7)

o FEAEHI ZOWHIBR (P.1-8)

o XZKNTFFTUF 1A (P.1-13)

o A VA b=/ (P.1-15)

o FEFIFE (P.1-15)

o RGE, EAME., BIUOFFAOME (P.1-18)
o WS LOMEE (P.1-23)

o REMF=v 7 UAOHE (P.1-26)

o VT RITAN ) —KOEXaT 77 AL~OBEM (P.1-30)
o ZOMoE®R (P.1-31)

[ oL-12366-01-J

Cisco Unified Communications Manager %21 1) 7«1 H41 F 1



E1E +wX1UTsOBE |

N m

Il Cisco Unified Communications Manager €% U714 #H4 K

F1-1ITRTE i(MwWTV7¢*%$/FU 7 CRGE. Kb, B L Ot X = U 7 ¢
AR ET H2HEICEHINET,
=11 i B3

B3 it

TI7EA v kr— AL

VAT AOHERI N V—RIZT VB RTHEEOHOT 7R

(ACL) MEEHRTHIAL, AV v KRN,

R WEFOTYT 4T 4 DID ZHGFET 57 0 E A,

Gl RSN 2—Y, b=V R, FRET TV r—ra i, B
RENTZT 72 a VOFATICNERT 7B AR B D0 E D
Z¥ET D7 v¥E A, Cisco Unified Communications Manager C
X, PR E Rz =i o T o o |l SIP ER Z KRS
X2 VT4 kA,

TR~ A — F ¥ LT B SIP 2—% =—V = v hOIRE

FERAE ﬁ%%@%%ﬁ%\A%%\%£0_®ﬂ%%%%ﬁ#éﬁu

ROTTENBHNEENTND X vE—,

Certificate Authority (CA; F3FER)

AFAEEZRITT A EHESN T 4T 4, YA EITY—
RAR—=F A DT 4T 4725,

Certificate Authority Proxy
Function (CAPF)

PR — b I TWBF /XA XN Cisco Unified Communications
Manager O BIERE A H L Tr — B L CHRREAE % TR
TEHrkA,

Certificate Trust List (CTL; FiFBH =
EHEY A R)

CTL 7 74 7> b TYERLE 41, Cisco Site Administrator Security
Token (EF¥=U7 4 b—2 ) TEALELT 7 AV, Btk
PMEFET 2 — N DFEAEY X N2 ERET,

Fy LY

HAYx A RRIEICBWT,SIP 22— =—2 = FDID 238
FET A0 SIP 22— =—Y = > MIxT A TR,

Cisco Site Administrator Security
Token (E¥=2VF 4 h—2 |
etoken)

FhEsgk & | Cisco Certificate Authority D &4 2% X.509v3 FiEH %
WEENBR—EZ TN N—FI 27 tX2UF 4 TS a—),
77 ANVORIEIHEH I, CTL 7 7 A VICEA LET,

TN ARG

BEGERNIC, T A ADID ZMFEL, 2O T 47 4 NEEN
rE ﬁw‘é LEMERT DT e R,

57/1)/:11‘/—< }‘uuu

71\4’th£@3¥/ (q% ) ﬁ/\xg Ko MD5 Ny o
%ﬁmvtsma%%z%yi/b®m%% ILET,

Az AN 2—H

SIP EBFFHEE 21X SIP F T v 7 BEETHF A ERICEENT
WAa—%4,

FIUHIVEL

AvE—=UkNnyvaBL, EO%, BAHED B Y O
THEBIL L TEREINDME, A vE—VOZEHRIIBELFTON
BEC Ny Va2 B WEITo CINEESLLES, Zhick-
THRUANAY 2B THIO NNy Va2 BERERSNET, 202
OOy aBI L TA vy =N L, NEBRE DI
TWRWZ 2R L ET,

DSP

Digital signaling processor (7 ¥ /v ¥ 7 T at v¥),

DSP 7 7 — 4

H.323 £721X MGCP %})&:7— F 7 =1 @ DSP Tt 5 IP
TV A= REDER Y NT—7 VY —R,

OL-12366-01-J |



| 18 +£Fa1UTADHBE

GE

11 AE (&)

FARE ER

=1k F— R B ESUCEWT 5 7 0t AT, RO 2R L,
RRETDZEELTNT —F A MD N TEHEHI
LET, BT T Y XA LR SHNMNETT,

7 7 A ViR EBHEETH T 0 — RT 5T VR NEL ENT-T 7 A IV EFRGE
THTukR, EBIEEITIELEZRILL T, 7 7 A LBMEREIC
WEAENTVRNWZ L 2R LET,

H.323 A =2y MEO—ET, —#HoLEa—FT v s, a—L
BEERIT—Ta URIE, BLOEARNRT — X2k
EEHRLET,

Ny Ny VaBBEFER LT R NUFAINSERSIND, EIC

6 - TREINDIET, 2L~ T, T—XIZHLT1oD
INSRFOEN [T 40 TH—FV v N 2ERLET,

Hypertext Transfer Protocol over

Secure Sockets Layer (HTTPS;
HTTP over SSL)

HTTPS +— D ID % (W7 &) RiET 2 IETF NEFE LT
7a ko, BefbaEH LT, Tomcat — T T 75
AT MO TR EINDEROBE 2R L E T,

A A=Vl WAL T Y A A=V u— TSR, BN S 1T
U A A=V OBEMELERECERIET D 7 rE A,

A E TUT 4T 4 HTT—F OUS ABITONRN -T2 & &R
THTat A,

IPSec Ty RY =2 KX a U7 HIC, B =277 H225, H245,

RAS v 7 U v J F ¥ 3V a9 28516 52,

Locally Significant Certificate

(LSC; & —H )V THZ) 2 FEH
&)

Y— R X—TF ¢ OFBFERDE 7215 CAPF 34T L., B E 1T
JTAPUTAPIYCTI 7 U r—3 5 VICA VA R —LENTWNWBET
AL X.509v3 FFFRE,

Manufacture Installed Certificate
(MIC; #3&E L TA v A h—/L &
D FERE)

Cisco Certificate Authority |2 £ - CTE4 S, AR —hF ST
D ERRIC Y A aOREERE T VA b—/L E T X.509v3 T
TV EVEERE, LSC BRI A A h—/L T D FED CAPF @
RFEA = AL E LTI LET,

Man-in-the-Middle (FPf§#) B

Cisco Unified Communications Manager & FEz6HE & ORI TR 5
EilE, WBRENER L TUETEI7 1 ®A,

Multipoint Control Unit (MCU;
~IWVTFRA L arbr—
2=v k)

HEE D H323 = R A v b EEEEL T, EE DO —P 2 1P
NR—=ADETAEHIIBINTED XD TRDFERIRY AT L,

MD35

s b TR SN D> & = B,

AT 4 T4k

WAL TFIBIC &> CAF 7 OME & R#T 57 nE A, A
F 4 7 KE{kTl%. IETFRFC 3711 TE% = #17= Secure Real
Time Protocol (SRTP) ZfffH L £,

AvE—V T =HRS

WEEN EEFOR v —UFBRELL) 454X b,
I—VOBFETHEENE T,

AV RYZb

Ao A SIP b T 7 ICEETAHREEOH L —ED
HTAVDRAyE—=VEHIRT DY =0, T 7T Y
= arERIFET AL ALK L TSIPIEA A B AV R
EHFRTONEIDEERLET, AV v NACL & b ENE
o

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

*1-1 FEE (BeE)

FAsE EH

RAEE—FR Cisco Unified Communications Manager D % = J 7 ¢ £— FT,
TXaT X TOT T A NERHEOT AL ZABLIW
RTP/ SRTP AT « 7 23 Cisco Unified Communications Manager {Z
B TEDEIICTHIRELZITVET,

F —BOTUH LR T, P AARE LA Y A NRFEERIC

S LUTHEMRLET, MD5S Ny v a2 EmT 579
ﬁ—o

WA s E

X7 E—F

Cisco Unified Communications Manager D& % = U 7 ¢ &— N T,
FrXaT THT7ANEFOT AL ZABLORIP AF 4T
23 Cisco Unified Communications Manager (2t CX A L 5129

HEREEITVET,

FEexa7T =2—n

DRl b 1 BOT AL ZARREELIE FEDd Sh T a—
VAN

X7 TAAR

UDP ¥£721X TCP RO 7 F Vv 7 LbIfexaT AT 4T %
FERT DT 31 A,

PKI

Public Key Infrastructure (XBA$EA 7T A T 7 F¥), EF=
U7 4 R SN ABEEORAT, FEAECRAER e £ KbdE
W GICRERER Oy P THRSET,

UNPRGE / T

S S o8, ABRERITIA < —MRICTE T D 25 b ot
(TREAT DA EDREF L E T, FERFRE L TIE, W7 O#k
ZERLET,

A A

WEEE N, B E R II T oy =A@ DR E v
TFx L, EEOT A A BEL RN OIEREFET A
Vb EZIE. TEaFT = NOMEBHEBELE T,

RTP

Real-Time Transport Protocol (U 7 /L4 A ARE T ®1 f =)L),

System Administrator Security
Token (SAST)

CTIITAPUTAPL 7 7V & — 2 > Tli, CTL X 7 v o — RHA®
CTL 7 7 A ~DBXHIHEHATH h—27

Simple Certificate Enrollment
Protocol (SCEP)

X509 FEHEARITT 2GR & oBFICHEH IS 7 a F=
b

X7 a—L TRTOT N, ANRIEEN, VT TV T AT 47 (KA
A ARNY—L4) BEEF LS TWDa—/,
/Rl IV TRIEICY 7D o T oy bR EALEN TN & 2

FET 5 TLS 7'mE A,

DAV R (4

7734 A & Cisco Unified Communications Manager — /XD ¢
RESNDTRTOVTF VT Ay —VORERREIT
eI, ek FEEERT 27 m A,

SIP L /L A Cisco Unified Communications Manager 23 F ¥ L > VIZIHE T 5
WZER T 23078 (4D,
SRTP Xy U= TCOHERRFEDOEF2) T 4 2L, V7L A
TR IO OREERMET DX 2 TR T AL A MRk
=30 = /R
SSL F—L@E ([ F—Fy FTOEBFA—ILRE) OEx2

T 4 BHERT DR AL T m 3, %k TLS & FRIZEDORRE
FbEd,

Il Cisco Unified Communications Manager €% U714 #H4 K

OL-12366-01-J |



| 18 +£Fa1UTADHBE

DFTIN T |

*1-1 FEE (BeE)

S &

Transport Layer Security (TLS) |7 —#i@fg (1 ¥ —Fy N TOBETA—NRE) OEX=2l

T A BRI BRE 5T 1 b 2L BEREROIZ I SSL & [F1ZE T,

f5HY X b TYHNELTR LOFEHEY X b,

A N7 Cisco Unified Communications Manager 72 E D7 7'V r— 3 >
WL > THARMIEFE SN X509 GEEDO Y RY KU,

X.509 PKI FBFEDA A — MIEM T 2 ITU-T B ALBRS T, FEAE
DEREGEATVET,

VAT LEH

WRER LORE SAEIZIE, ROV AT DBEHRH Y £7,

Cisco Unified Communications Manager Release 6.0 (X, 2D~ =a 7 /L TrT X = U7 ¢ HEE
DE/NEMEE L THREL 7,

JITGAEDY—NT L, BpHEHMERAT— REFHATEET,

CiscoCTL 7 74 7 N CHEAT L2 —HF A L UOVIA T — K (Cisco Unified Communications
Manager ¥—/3~D 1 7 A I H) 1%, Cisco Unified Communications Manager M %& BE~2—7
DaL—WLEBLOVIRA T — K (Cisco Unified Communications Manager D& EL—~Dr 7' A
VNMFEHT 22— LB LIORRT—FR) L —FHTHMLERHY FT°,

LSC i, Cisco Unified Communications Manager & ¢ TLS ¥t OFRREH O T X TOEFEHKIZ A >~
A F—/LE N TUWE T, Certificate Authority Proxy Function (CAPF) (22T, P.6-4 @ [CAPF
VAT LAOMAFNB I OEMSE] 2R L TIEIN,

RAAA=N R=F DX 2T 4 EZRET DHANCT, AEIDY U —AD Cisco Unified
Communications Manager % % 745— 3% Cisco Unity F 72 1% Cisco Unity Connection D /3—3 3 >
MA VA= LENTND Z L EMERLET,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N ome—%

Cisco Unified Communications Manager ¥ A7 Ald, b7 VAR — MNgMWLT 7Y r— a3 VEET,
BEEICE 23— X2 ) T4 ~OT7 Fu—F /A LET,

RS L AR— MEEF 2T 4101

CEFRRAAL DT 7B AEZHEB I OIS B0

DIz

F VT OFFEE R LEIT 9 TLS BL OV IPSec 3G F£40FE T, SRTP %, AT o« T&FER L O

FbEEXR 2T TTA N =B,

#1211z

Rvst== AN

BERERMBLOZOMD AT 1T
AR = b SN DHERER X ORBE S LT KRR

M A BN £9,

ZJ5 U T SCCP = — /L H1{Z Cisco Unified

Commumcatlons Manager 23 E£2E T & A585E8 L O S L OEEOEE 2R L £7,

#1-2

SCCP a—/L+txal) 71 ik

X T o HRE

R4

S8

ik / e / A

¥ =27 TLS R— k

IPSec 7/ v x——3 a3 v

T A ARG

Cisco Unified Communications
Manager 33 & O° CAPF D\ 341>
F 713 7 & D TLS FiFAER

IPSec FERAEAZ#2, F 71X FH ik
ZER

IF ) TERGE ) KL | TLS T— K FBAEE /213K 5{k |IPSec [FRFE~» & —. K51k
(ESP). E7-imi]

AT 4 T4k SRTP SRTP

) FL¥ o AER A AV S5

TS AR R— b T EHEEEITIT A R A T L > TERY F7,

#1312

. PAR— F SN DHBERER L OWRE S LT HERE LS

s UC SIP = — /L H1{Z Cisco Unified

Commumcatlons Manager 73 3 C& 238308 L O 5L OBREOE 2 /R LT,

=13

SIP a—)LDtxa1 YT« #tE

X T o HRE

R4

S8

i3k / e / BEAE

¥ =27 TLS R— k

¥ =27 TLS "— k

T A ARG

Cisco Unified Communications
Manager 33 & O CAPF D\ 341>
F 713 7 & D TLS G ER

IPSec FERAEAZ#2, F 71X FHaik
i

ATV = A NRE

ZSIPF AL AT—BEOX AV =
AR 2= I LTy Ll
M

SIP v a2—Y =2—Vx
MI—BOXA Y 2A N 7 LT
Uy vEEH

VI TR EAL |TLS £ — K §RAEE 721X 510 | TLS ©— N : 8L £ 7213 51k
(Cisco Unified SIP Phone 7940/7960 |&— K
<)
AT 4 THEBAL SRTP RTP
Gl FL¥ o AgK F LB ATk
Ay K UAR

TS ARYR— b T AEEEILT S R A T2 > TR Y £1,

Il Cisco Unified Communications Manager €% U714 #H4 K

OL-12366-01-J |



| 18 +£Fa1UTADHBE

%154 742> N

tXa)TF4 742

Cisco Unified Communications Manager /£, = —/LIZ&9 % Cisco Unified Communications Manager
P—=REFNRA RTEEENTVWDEIEX 2T 4 LRAZE L X2V T A DAT—H A%
a— VIR LET, EX2 VT 0 TA a2 R— T 52EFHECE. 2ot T o
LAV RERRENET,

o VIUFVUT R YT 4 LU TRRGE] Oa— Lk LTE, =V R T A a v BRR
ENFET, P—IL RiE, CiscolP T3S A O F a7 REEmAHNLET, Zud, F31
ADYTF Y T PIEE IR S SN TS Z e 2B LET,

o WEALAT 4 T Da— I LTI, EFEgICn vy 7 TA arBnRRIhEd, Znid, 728
AAPRIETALS T TV T ERERALAT 4 T #HEH L WD Z EEEKRLET,

I—NDEX2 VT 4 AT —Z AL, BA N, 7 TAZN, 7 TR, v VTFRy T a—

IVTCERT L5083 £9, SCCP EIFR, SIP HIfE, BXLOH323 v/ F U /T, 2—1otk

X2 T 4 AT —FANEE LA BIMLTNWEZ Y RRA » b~Oi@MmaE Y R—F LT E

T A—IDNRRIZSIP FT I BREENLHE. A NAVDAT = Z AT F2TITRY T,

X2 VT TA 2 CEEMTOENTODHIRICONTIEL, PI-11 D TEFXF=2UT 94 T A2

k) ZZRLTIZS N,

SEI—NBLOEVIALa—LTEH, X2V T4 TA3EEFOEX2VT 4 AT —H R
ZFERLET, IOV TI, PI04 D (X aT7EZBEDOT A 2] BB LTLIIEEN,

Cisco Unified Communications Manager %2117« 4 F 1

[ oL-12366-01-J



E1E +wX1UTsOBE |

N EEERS S UHE

HEERAE &S UHIR

HEEHA

ZOETI, RO PE Y ZICONTIRY EFET,
o FHEAEM (P.1-8)
o IR (P.1-9)

X2 T REEOKIEICET 2 MAEEM EHIBROFEMIC W TIX, P10-1 O X7 aiE
V—ZADRE] EBRLTLIEE N,

ZIZTIE, v RadEF 2 U T 1 HEED Cisco Unified Communications Manager 7 7 U 77— 3 &
FBIZERT 2 5B 20T L9,

TLEVX

SW%ﬁ%%iU%?V&’fvfyzﬁw— Rl ABINT A, LB AER A FF A —
WCHIET A LB R I —TFEHELET,

TR TN—T DFEDFHRINZ DO\ TIE, [Cisco Unified Communications Manager #5555 & OF
P—EX T F] EZRL TS0,

SIP kT v 7 T VLB AR %EF v F 5121, Cisco Unified Communications Manager C SIP k7 >
JTCOT VBV AEREZITAND LHICRELET, £/, LEIZIS LT, Cisco Unified
Communications Manager CTY E— ks TNA ABILORT SV r—va U bOFEEFET LB AEK
T AN TRIAETEDL L IITRELET,

SIP k3%

SIP F&{FHAUSHERE , 35 & O Web Transfer <° Click to Dial 7 & 0 & i 72 iin v B EgERE A SIP 7 v 7 C

19~ %121, Cisco Unified Communications Manager C#&157 7V 47 A 7 v 7 REFER ER %%
FHT2EICRETHILERDHY 7,

AR PF LR—=FE2YFR—=FL MWIPHR—F L) 1 a—AHZ0O MTP EH Y LT (KA A
A=) P—\n5 7 ) ZHIJET 5%, Cisco Unified Communications Manager CA &% NOTIFY
SIP ERZZTFHT A LI ETHHLERH Y £,

Cisco Unified Communications Manager %3, SIP k7 > 7 OB — V2 NET A A E 23 3—T «
ICHRIE TE D L 21T DIl (B AEE%72 &) Cisco Unified Communications Manager C REFER 33
LA /31 h D REPLACE ~ > & —f} & SIP ZRZZF (T2 K9 ICREL £ 7,

IHVARFYYay EEYF 4
T ATy aryTEY T AT D R 2= I LIl AR LT Uy VRRESND 2D
a—YRa s A EREFR ST ML EEICSIPAYA VAR Y 1/7//%/1/73@{%%%&?“0

CTl

Cisco Unified Communications Manager Assistant X, CAPF 7’1 7 7 A /L &2 3 & (Cisco Unified
Communications Manager Assistant ./ — RZ &2 1) LTWAHAIZCTI(F 7 VAR — Mgk¥x =
Uo7 1 8ie) ~DeXaTHEREYR—FLET,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

il B

RIS

wEEASLUHERE B

CTUITAPUTAPL 77V r—3 a  DEE DA 2 A X 2 ANFATHOEA, CTITLS %R — 95
WZiE, BEEN, TV = ay A A AT L *E®4/X&/%H)Gm)%mm
CHMm%a&ymmﬁwwHTfU&—VEy&@ﬁ@/7+)/7%;0%747ﬁhxb
V— L% R#ETHLERNH Y 7,

TNA R X2 T 4 F— FRBEEF A FE LIRS LE A2 5 TV D54 Cisco Unity-CM TSP
I Cisco Unified Communications Manager TLS 73— b %41 L C Cisco Unified Communications Manager

WL LET, BEXa VT 4 E— RPEEX2TICR > TV DHEEIE, Cisco Unity TSP 1%, Cisco
Unified Communications Manager 78— k %41 L C Cisco Unified Communications Manager {Z###¢ L &
R

WOHET, Y AaDEXa V7 ¢ BIRICHEH S D HIBRIZOWTEA L £,
o FHRELHEEAL (P.1-9)

o EIVDIAL LW S (P.1-10)

o UARNURa—Fv s a1k (P.1-10)

e AT 4T UY—2RLEEE{L (P.1-10)

o EIEHEOYV AR — N EHFS{E (P.1-10)

o EBOVR— MBI LIk E7 71/ (P.1-11)
e SIP F 7> 7 ®OHAKR—kERZL (P.1-11)

e ¥Xa VT4 TA LR (P.I1-11)

o JUIAABLIOTNAA A X2 T 0 F—F (P1-12)

o XAV ANBIEERK L (P.1-12)

o Ry b Xy STy LKL (P.1-12)

FORER K OME S LB RE A A X b — /L L TRIET DN, ROMIREZZE L TS,

o RAET—PFNIRET D L. BEVREMAEITEINEL EA,

o TN RFBIENINE VT T U VT ETIIAT 4 T 5L A FHETE EFHA, T/ R
SEEA A A b —/L4 5121, Cisco CTL Provider #— Y A ZHZNZ T 50>, Cisco CTL 7 T A1
T hEA LA RM—=LLTHELTLIEE N,

o BAET— RICHRELTWDEA. Cisco Unified Communications Manager (% Network Address
Translation (NAT; %~ FU—27 7 L AZ5H) ZPHR—FLERA,
T7ATUA—LTUDP AT DL AT 4T AP =LK77 AT VA —/LDE
AT ENET, UDP AT DL, 77 ATV —VORETELMIHDAT 47
V=AR, AT VA= NERNLTAT AT Ny beRETLILICED, 7747
AN EBETDIREMDAT 47 7a—%A 2 ENTEET,

Je

Bk AN—FUxT7DSPUY—RIZDOXA TOHERERBTERWZD, 77 AT U4 —)b
DIMANCE < LERH Y £T,

VIF Y TR EALTIENAT b I X—=H &P R— M LEHA, NAT 2HEHTHRbV I
LAN $E8E VPN OfE A Gt L T< 7230y,

e SRTP L, HEFE /N7y hOZERESILLET,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N EEERS S UHE

#lYAH LS

>
()

FV AR EHEFARICIE, ROFIRPEH S ET,

o HIREAM:D 72, Cisco Unified IP Phone 7940 3 £ TY 7960 Tl B BAL I NT=T SA ANBH T 7
T4 TR L ENTa— WZEID AT D ERTEERA, BIVIARERAD ERRLET,
B IABNII L T2 2 L 2Rk T b= BRIEFOETIM THAINE T,

o U U —R82FELITFNLIFIZFEITL TCWBEFSLAFRE 3TV 5 Cisco Unified IP Phone 1%,
BALEHETIEEF 2T OSME L L TCOH, T/ T 47 Ra—NMIEHVIALZ LR TEE
‘j‘o

o REENEX2T 72 SCCP a— WZEIVATe L, VAT LFEI VAR DT /A A THNED
PV EAERAD=RLEFEH L, AT =X AT T REFELER0ET,

o BEMMNEX2T 72 SIP 2—/WZEIViATr L, VAT NI EZ A L, Cisco Unified
Communications Manager [ZFAEHFICZ D a— a2 X a7 EHHLET,

U —2 83 LIMEAEFEITHDIEY X = 7 £ 721LFRFER 4 Cisco Unified IP Phone 1X. Z 3L CTHF 1 L X
Niza—nZEVATeZ ENTEET, BXa2V T4 T/ a2l TEFEDEIF2V T 4 A
T A ANRENET, FMZOVWTIEL, P10-4 D [EHFaT7REFEOT A 2] #BRLTLE
él/\o

D4 FNNV K a—Tvo EBEE

AT4T VY

BEWOY -

WOFERIT, WEANBRESINTNT, VA R ROa—F vy 7 J—2 g VICBEEMT ST
Cisco Unified IP Phone 7960 F 7= 1% 7940 (2 S vEJ, ik, TLS/SRTP HIZERE S 417 Cisco
Unified IP Phone 7960 £ 7-1% 7940 (D 2@ S £,

Wb & e 2 — V& fESL T 5728, Cisco Unified Communications Manager (37 A K/32 K 22—
Ty EBEH LT YAR—FINDBDa—F v 7 ZEBFEN R TDa—T v 7 U M HER
LET, 2—=n1DbH 5 = HDOTFANA AT SPRE SN THRWIEA, Cisco Unified
Communications Manager [V A RN R a—7F v 7 2 L CRAEAAB L OIFEEX 27 23—
THESLTEET,

—R LML
Cisco Unified Communications Manager [Z A7 4 7 U YV — A% H L 72 &% = 7 Cisco Unified IP
Phone (SCCP £721X SIP), £F =7 CTI 734 A / /b— bk KA ;| EF =27 Cisco MGCP 108
F—btUxA, ¥FaTSIP T/, EFaT HI2BF—bUxd, ¥FaTRF 7TV vV, B
FJ U F 27 H323/H245/H.225 7 7[R T, @REB L O b shca— &9 R — M LET,
Cisco Unified Communications Manager TlX, IRDIGEICAT 4 TS A HTE A,
o FFrRI—H F’ﬁ EYHa—L
o AT 4T A—3IF—var iRy MNCEETSEa—L
o (REEICEE ?53—/1/ (BEFXaTa@E T vy ooa—nzk)

kb EREEIE

H
—#8® Cisco Unified IP Phone (Cisco Unified IP Phone 7912 72 &) 1%, W H{t = — /L& PR — F L¥
Hh, IR —FLThH, GEHEOELOBGLIY A — F LARAVWETFHKLH Y £7, Wit
L Z D/3— = > D Cisco Unified Communications Manager % % 78— k3~ % Cisco Unified IP Phone ™
FEMIZ OV TIE, Cisco Unified IP Phone 7 R =A L —s g v A REZRLTIEIN,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

wEEASLUHERE B

s 5{k & PR — 95 Cisco Unified SCCP IP Phone I, 7906, 7911, 7931 (SCCP D %) . 7940, 7941,
7941G-GE. 7960, 7961. 7961G-GE. 7970, 7971 T9, F7/=. K5 {k% ¥ — b3 2 Cisco Unified
SIP IP Phone 1%, 7906, 7911, 7941, 7941G-GE. 7961. 7961G-GE. 7970, 7971 T,

A

BEROYR—

X2l T 4 #EEE RARRICIEA$ 5 ZiX, Cisco Unified IP Phone 2 Y U — R 83127 v /7 L—
K42z eZBEOLET, VIV —ZX831%, SEH®DY Y —RD Cisco Unified Communications
Manager CHEE{LEREZ AR —FLET, THLFIOV UV — RO ELRIGEFEIZ. chboo
FLVEEZ 22 R —F LERA, 2NHOBFHFEHIZ. X2 T7R2E8F—ABICEVA
Fa—uZxt L, BEEFAPEEF 2T RBMEE LTBMTEET,

LARiD U Y — A D Cisco Unified Communications Manager % 324732 U U — 2 8.3 ™ Cisco Unified
IP Phone |3, 22— VELIFE VAR —NFDEX2VT 4 AT —FAERTL, 2FI X
Nl DEF 27 REBOMEITTF— P LERTA,

FELUBBIEEN-BREI 7ML

BELSNTZRET 7 AN EYR— N L2WEFEELHY 9, o, B {bkIhi&kE7 71V
IR — h T 5, %L% DORGEZ AR — F LARWEFHEE S H Y £7°, Cisco Unified IP Phone 7905 ¥
FO7912 ZBRE | W AALSNTZRE T 7 A V&2V R — M HEFEEITITT T, el slhs
NTERET 7 A NV EZIE5T H7-HIZ, Cisco Unified Communications Manager U U — & 5.0 LIRE & A
WlEDH D7 7 — A0 =7 BB TY, Cisco Unified IP Phone 7905 3 K U8 7912 1%, BEfFOE ¥ =
VT4 AD=ALEFALET, ZOA D= X MIZOBEDTZDICH LWT 7 — A0 = 7 & ML E
ELEHA, BALSNIERET 7 A VOEFETOY R— MZOWTIE, PT5O [HR—F&

LEFHEOET V] ZSRL TSN,

SIP F5 29 DHR—+ERB{E

Cisco Unified Communications Manager (3312, 10S 7 — F 7 = A HEB LW, 7 — FF— 3l &
47— N F— —ilf# b Z > 7 @ Cisco Unified Communications Manager H.323 ~ 7 > 7 A SRTP
Y AR— bk LEF, SRTP 232 — /L ERFET & 220 A 13, Cisco Unified Communications Manager 73
RTP ZfRiE L £7,

SIP ~ 7 > 7% SRTP Hf5{b & ¥R — b L £ A, Cisco Unified Communications Manager {3, TLS C
SIP k7> 7 kDa—LaR#ELET,

tXaUT4 743V EESE

X2 VT o TA 2 EREEIIE. ROFIRPEH SN ET,

o I— LOEREFLITIT—NDOREREDH R BEITTDHEXIC . Elbu vy T A arinE
FERICERENNW I ERH Y FET, MOH 2 Y, Z ) LT X AZICEEMITONTZAT 4T
AR = AR ENTWRWEE, AT —X RIS LEANLIEEF 2 TICEL L £
ﬁqo

* Cisco Unified Communications Manager (%, SIP k7 > 7 fll#%#¢ TR E 7213 T3 5 2 — ikt
LCikey s 74 arvaRR-LERA,

* Cisco Unified Communications Manager %, H.323 kT > 7 Tligik &35 23— Uizt LTl —b
FNT7AarizRrLERA,

* PSINICBHET L2 —VDORE, ¥X2 T4 TA a0 TERRENDIEF2 DT 4 AT —H X
T —=ADIP RAA ARFITONTDHRTT,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N EEERS S UHE

X T e %T@t%:)74743/®%ﬁ@ﬁﬁ_0w1i P.10-4 O [ %2 T RE8D

HS5REABEIUVTNLA R XY T4 T—F
~

GE) T AR EBX=2VUF 1 F— KiL, Cisco Unified IP Phone £721ZSIP F 77 DE¥x =V T ¢ HifE%
BELET, 759 AX X2 VT4 F—RiF, R¥L KTy H—REF T F2AZDOEF2 Y
T AEREERE LET,

A2 X2 VT 4 BE— RBRFEEF 2T LRENDIGE. T/ A X2 T 4 T— NITER
WOBREZ 7 ANVTHEF 2T IR TVET, ZOHA. BIKIT. 71 2 X = )74 £—
RARFREEFE A E TSI TWTH, SRST %S DZ7 — U = A 3 KO Cisco Unified
Communications Manager & 3EE ¥ = 7HfG 2L LET, 714 X X2 U7 4 £— FLS &
X U7 ¢ BERE ([SRST Allowed] Fx= v 7Ry 7 AR E) vEHEINET, EX=2VUT 4%

7E I Cisco Unified Communications Manager D& EAN— U THIFRSLEFAN, X = U 7 1 1338t
SNEHEA,

FEAGES SRST XIS — b7 = A ~O& % 2 THHRZ TS D DI, 7?x5t%1)?4%~
}\753"2#‘17#( EE‘;:E% E774IVW@7/\4’X “‘Z#‘:L)T/f Tt — }‘ﬁlutuuﬁﬁﬁiﬁ_ %'ﬂﬁ
BEAHRZEREINTEY, [ FT 7 OFE (Trunk Configuration) ] &7 « > K7 T [SRTP % #F 7] (SRTP
Allowed)] F= v 7Ry 7 ARF N> TWT, EaEORE 7 7 A VNICH L7 SRST FEHE
BEET BHATT T,

4T R MEIEERESIE

Cisco Unified Communications Manager |%, 5D R/ b a— Ly 7 &Koz —/ L LT, SIP 2—
NEEFRLET, BH. 200 SIP TS AT2ENEFT DL E, 200RRLa—/L Ly )3
FAELET, 1 21F, BESIP 21— =— = b & Cisco Unified Communications Manager 0[]
(EfEa—n Ly ) T, b9 120 Cisco Unified Communications Manager & %8%¢ SIP = — = —
Vxr bOM GEfEa—n by Y) T, £a— Ly X MoXs el ewRLET, XA
VA RRIEIZ.RA L FY—RA U N RO T £a—)L Ly ZORFFTHOa—L Ly
TNBMAL L TOET, SRTPHREIL, 2—¥ =— V= P TRA T = — 3 SN HBAEITIS
CT, a— L Ly 7T LICEETEET,

Ny b v TFv EEBESE

SRTP B (bR FEEINTWDEE, — R =T s DA=7 7 [TEEL £ A, BEIZRE8RECTHF
A X7 B HELE 1L, Cisco Unified Communications Manager DEHI~N— P CHRHEEZLEE L T 7 v b
X 7 Fx w2 TEET Oy N ¥ T TF X EYR— NTET 340 ZOHE) . Cisco Unified
Communications Manager TD N7 v b F ¥ 7 F ¥ DR EICHOWTEL, AEIDO Y U —2AZHR— T
% [ Cisco Unified Communications Manager r =7 7> =2 —7 ¢ 22" 7 Rl 5B LTI &N,

Cisco Unified Communications Manager %21 1) 74 A4 K
m. 0L-12366-01-J |



| 18 +£Fa1UTADHBE

RZkF595742 N

RAFTS590T74R

VAT, RORAN T 77 0 A f15ELET,

A

-
=

g

MTHRIRT A MNRECTA VA M= VBIOREF A7 ZFTL TN, REHORy T —
JICERT 5,

VE—bhDOulr—arOF— A ZOMOT 7V r—2 3 P — 2L IPSec T 5,

INBEDAVAEZ U ATIPSee ZEALBWEGEAS. By v a VIFEEPE AL ENTITEBEINE T,

BEEEME DR IEZB 19 % 72, [Cisco Unified Communications Manager > X 7 A U F] I
AN TV D EEERHBOBBBILIRZRET D, [FERIC, 22— /L OSNRE A HIBR 3 2 5 EIFEE
HERITTDHZEMTEET, ZOEEDIITHIEIZ ST, [Cisco Unified Communications
Manager #EGEL L VY —EX 7 N #52BL T I,

ZOETR, RO PE Y ZITONTIRY EFET,

FNRAL 2Dy b, —EROFEEEZIZY 7 —F (P.1-13)
AT 4 TR BALDORRE & E VAL (P.1-14)

TINAADY Y b, Y—EROBBEBFIE) T—+
ZZTIE, TAAL AD Y T » b, Cisco Unified Serviceability COH—E ZADOFEENE 13V 7 — b
DB IR DGEIZ OV TE L £,

RDOTA RTA v EBRLET,

Cisco Unified Communications Manager DEEE— T THIOEX =2 V7 4 a7 r AV E#HL
Ttk 1 EDOTNNA 2%y N5,

Bk DX 2 U7 4 MIBIEEZ T LIZEAIE. X1 2% VY bT 5,

IR X2 T 4 T—FRERAT— PO HEEXaT T—F (FREF20W) IZEFEL
T#lE, TAA A E VY bT D,

CiscoCTL 7 74 7 v hOEEH., FTIXCTL 7 7 A VO FEHHKIX, TXCTOT A A& Hi
5,

CAPF = B =TT A ARG A=BEHEHLIRIE, T A A&ty b2,

TLS ¥t H O R — k& Hr L=t 1%. Cisco CTL Provider % — E XA 2 HEL# 7 5,

IIAL X2 VT 4 TE—FERAEE—FNLIFEF2T T—F (FZF0H) ITEFL
72#41%. Cisco CallManager — A & FLE) 3 5,

Cisco Certificate Authority Proxy Function ¥— & A (ZBHi#4 2% CAPF —E R XT A — X 2 i
L7c#iZ, 2o —e 22 /EE¥ 5,

CiscoCTL 7 A 7> b DR EK. £721X CTL 7 7 A VO EHit% X, Cisco Unified Serviceability
T Cisco CallManager 3 & U8 Cisco TFTP ¥ —E A &9 X CHEEIT 5, ZOEEILX. ZnbD
P —EAPRBET 5T X TOY—NTIEITLET,

CTL Provider ¥—E R ZB#HE - ITIEIE L7 1T, 97XTD Cisco CallManager ¥ L O Cisco
TFTP $— 2 2 HEHT 5,

SRST U 7 7 L ADEF 2 U7 4 BERIL, WRT A 22Uty b5,

Smart Card —¥E 2% [Bls) BLO TAHB) IZREL7ZYA L, CiscoCTL 7 947~ b &
AVAM=NVLIEPCERY T — T 5,

T7Vr—vay a—% CAPF 7n 7 7 A VZEEMT O TN Ex 2 U7 ¢ B#EOY —
B R /XT A —H B FE L7213, Cisco IP Manager Assistant — & A2 Cisco WebDialer Web ¥ —
B A, ¥ L O Cisco Extended Functions ¥— & A Z B iEL#¥ 5,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

B RxFF55F4R

ATy 1

ATvF2

AFvTS3
ATv74

AFvS5

Cisco CallManager ¥ — & A O FEENZ- DOV TiX, [Cisco Unified Communications Manager
Serviceability 7 NI =X pfL—2a 2> U7 Pl #ZBLTLEE0,

EAER EDOFERRICHE DT A 22y T 5121, P5-120 [EFEEr=Y T 7
TrANDEA] #BZRL TSN,

2 I AZNDTNA AT _XTY Yy b 2113, ROFIHZFETLET,

FIE

Cisco Unified Communications Manager D& B~2— ¢ [ 25 A] > [Cisco Unified CM] DJIHIZ53E
RLET,

[Cisco Unified CM D% & —'% #7~ (Find and List Cisco Unified CMs) 1 7 .t > R BAFERENE T,
(BRE] #2V v 7 LET

BIE D Cisco Unified Communications Manager —/ XD U A hRERENET,

T 3A A% U &> b33 Cisco Unified Communications Manager % 8&4R L £ 77,

(Vv ] 22002 LET,

IIGAENOY—NRT LI, AT v T2 AT v T4 %FTLET,

AT 4 THRESIEDRE LEIYAH

Je

P.1-10 ® TE| VAL LEEEAL) 22T, ROBHRLSBRL T E &V,

i 2 b ANFRE &L TV 5 Cisco Unified IP Phone 7960 36 LT 7940 126 L CEIV AR EZREL LD &
FTBHE, ROA v E—URERENET,

If you configure encryption for Cisco Unified IP Phone models 7960 and 7940, those encrypted devices cannot
accept a barge request when they are participating in an encrypted call. When the call is encrypted, the barge
attempt fails.

A vE—UNRRRENDDIX, Cisco Unified Communications Manager D& Bl — 2 TR DIEE % H
fTLIzE & TT,

o [ B —T T4 AT A—HFETE (Enterprise Parameters Configuration) ] © ¢ > K C, Cluster
Security Mode /X7 A —# ZHH T 5,
o [Y—ER/T X —HFEIE (Service Parameter Configuration) ] 7 ¢ > K 7 G, Builtin Bridge Enable
WNIA=B T D,
Cisco Unified IP Phone 7960 33 L T8 7940 [Zi Sk szt F =V T 4 7o 7 7 A VA& EL, [EL
F 7V v (BuiltIn Bridge) ] &ET [F¥] 22BN L7256 (F 74V MRET [T7 41
FD). ZDRA b= [BIEOFKE (Phone Configuration) ] 7 ¢ > RUICERINERA, 7272
LR CHIRRASEH S AvE 5,

=

BENFEZENTHITIE, TEBT D CiscolP TS Z%& Uty hTHMLERHY 3,

Il Cisco Unified Communications Manager €% U714 #H4 K

OL-12366-01-J |



| 18 +£Fa1UTADHBE

4oZ2b—1 N

AR =L

BAED TR — N EABEICT DX, T 7 A4 D CiscoCTL 7 74 7 > b % Cisco Unified
Communications Manager D& HA_R— 54 A h—)L LET, CiscoCTL 7 FA T v b A A
=T 57DI2iE, D<eb22o08Fx2T 4 NV ZAFTOHMLENDD £7,

Cisco Unified Communications Manager D > A h— /LI, AT 4 TR IO 7T U T 50
REZS HENAYICA A b= L SLET,

Cisco Unified Communications Manager (%, Cisco Unified Communications Manager {487 L' 7 K U
IZ SSL  (Secure Sockets Layer) % HEIJIZA A h—/L LET,

Cisco Certificate Authority Proxy Function (CAPF) (. Cisco Unified Communications Manager % Bl
HRED—HR & L CHEIMICA v X b= SET,

SEEAE
FEAEE, 2 9A T =D ID 2 RELET, — FEEHENA VA b= ENTE, FE
BEI L — MEBEA M TICEBMES I, 2—FEHRA M (TS ABLOT Y r—vay a—%
BET) OWROEX YT 4 BMERLET,
BB X Cisco Unified Communications AXL—7 ¢ > 7 A7 A@D GUI T, H— FEBAED 7 ¢
VA=Y hOFRR, BOBLAIEOTARM, BEIMEFREAEDOHIBRA TE £ 7,
F7o, BHEL, av RIS A X —T A A (CLD) THCOBAMHAEOHARS L OFR
DTEET,
Cisco Unified Communications Manager {8 A & 7 O EH & GEAEOFHOFEMIC OV T, 5O
U J — A ® Cisco Unified Communications Manager % % 78— ~ 9% [Cisco Unified Communications
Operating System 7 NI =X pL—23 > 0 Pl #ZBL T 7ZE0,
N
(3¥)  Cisco Unified Communications Manager {X, PEM (pem) & L U'DER (der) X OIFEHED &
PAR—FLET,
ZOHETIEH, RO MY Z7IZHOWTEY EFET,
o EAKORERAEOME (P.1-15)
o Y= "OFEREDOTIH (P.1-16)
o MR CA S DOFERED Y R— K (P.1-17)
BEROBAEDESE

A A TIROFEIHADFEA F 2 A T L £,

* Manufacture-Installed Certificate (MIC; #&LTA A b— /L SN HFEHE) © ZOFEHEIL, &
AR—FENTWNWDHEFFHEIC S A a 0BG RE THBIMIZA & T\_/Véﬂi@“ &L TA
A M=V S AFEAEIT LSC DA A h—/LIZE1F 5 Cisco Certificate Authority Proxy Function
(CAPF) 1Zxt9 2RBREAITWE T, MIC IZ EEEXT L2 L bHIBRT 22 B TEEHA,

e Locally Significant Certificate (LSC; 7 —» /L CHBZRIEAE) : Z OFEOFEHEIL, Cisco
Certificate Authority Proxy Function (CAPF) |ZB#H 3 BN /pEEEA FIT L% T, PAR—F &
NTVLEFEICA A F—ENFE T, REDEEITOWTE, P126 D [RREMTF = v

UAROME] 22 LTLIESW, LSCIE, 7/ X X2 U T 4 F— FERIAEE T IIHF

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

SEAE

FALICERET % & Cisco Unified Communications Manager & Btk OGO X2V T 1 &
etk LET,

Bk BELTA R M= ENDIEHE (MIC) 1E, LSC DA Y A =L DBEICORMERTHZ L&
B LET, A= Tid, Cisco Unified Communications Manager & @ TLS #5t DFEFEA IZ LSC %
PAR—=FLTHET, MIC b— FEAFIIRE SN DTGNS H 572, TLS FRGEM £ 7213E Ol
DHBIDOTZOIZ MIC T2 X 5 ICEFEHRERET 2BFHKIT. THFOEMLTIT-oTLES
VN, MIC A3 Egéé’bf%‘\/xﬂﬂiéﬁ%ﬁb\ﬁ)@i@‘o

Cisco Unified Communications Manager & ® TLS ###tC LSC % f# H 3 % Z1% Cisco Unified IP Phone
7906, 7911, 7941, 7961, 7970, 3 XL W 7971 %7 » 727 L — R L. Cisco Unified Communications
Manager [EH A k7725 MIC /b— FREZEZHIBR L TA %O MO RE A BT 5 2 & & 358
® LE£9, Cisco Unified Communications Manager ~® TLS #§¢iZ MIC & H 3 25— O &%
TE, BETERWEERHY 7,

HPIF L. Cisco Unified Communications Manager {54 A k7 725k D MIC /b— FEEEAZHIBRT 5
WERBH Y FT,

CAP-RTP-001

CAP-RTP-002

Cisco_Manufacturing CA

Cisco_Root CA 2048

CAPF G2 F 7K ST D MIC /b— FREFEIL, fEAEOT v 77 L— RICH & E
9, Cisco Unified Communications Manager {§#8 A N7 DR & GEEDOFBOFEMIC OV TIE, 4
Bl U Y —R% Y R— b9 5 [Cisco Unified Communications Operating System 7 NI =X p L-—2'7
S Nl ABRUTITEEN,

H—/\DIIAEDERH
Cisco Unified Communications Manager ¥ —/NCli%, IROFEFEO A B4 GEAZZFEHA L ET,

e HTTPS FFAE (tomcat cert) : Z D HCEA /L — MIEBAEX, Cisco Unified Communications
Manager % 4 > A h—/L 95 & X2, HTTPS —NiZxt L CAEKRSNE T,

* Cisco Unified Communications Manager /— RFEHAE : Z O H B4 /L — MEFAEIL, Cisco
Unified Communications Manager $—/3Z Cisco Unified Communications Manager % - > A h—/L
T 5 LB A A b= EiE T, Cisco Unified Communications Manager AEBAEIZ & - T
P —NOFBIER PR I N E T, ZDOEFHRIZIZ, Cisco Unified Communications Manager ¥-—
/344 & Global Unique Identifier (GUID) 23& £4LE T,

* CAPFFEMI® : 20— REBIEIL, Cisco CTL 7 T4 7 ¥ hORESRTE T LI#E T, 2—H D
P—NRFHT I TRAEZNOTRTOY—N|Zar—XnE1,

e IPSec AFFAE (ipsec_cert) : Z @ H & EH 4 /L — MiEAEIL, Cisco Unified Communications Manager
DA VA F—=/VHFIZ MGCP B LT H323 77— b U = A & D IPSec el L CTAEK SV ET,

e SRST xfJ&%7— b 7 = A FEBHE : Cisco Unified Communications Manager D& FL_X— D F 27
72SRST U 7 7 LU AEFRET D & 1T, Cisco Unified Communications Manager |, 7 — k7 =
A5 SRST fIG7 — b U = A FEBFEZ TS L, Cisco Unified Communications Manager 7 — %
N2 LET, XA AZ VY b5 &, GEEITEFERE Y 7 A VICBINS v E
o AEAEILT = RSN D T2, ZOFEAEZFEHEERY — L TEET S 2 &
ITTEEEA,

Cisco Unified Communications Manager (%, Ik OFEFEDFEIZ % Cisco Unified Communications Manager
fBEA FTICA VAR — R LET,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

e N

El_lll

e C(Cisco Unity ¥ —/NF721% Cisco Unity Connection FEFAZE : Cisco Unity 3L Y Cisco Unity
Connection (X, Z® H E%ﬁ FERAE A A L T, Cisco Unity SCCP ¥ X U} Cisco Unity Connection
SCCP F /XA ZFEHEIZE L L E T, CiscoUnity D54, Cisco Unity Telephony Integration
Manager (UTIM) 3 Z @ uftfﬁ EAEB L $£9, Cisco Unity Connection D4 1L, Cisco Unity
Connection DEHREREN Z DFEAEZEH L £,

 Cisco Unity 33 & U} Cisco Unity Connection SCCP 7 /3 AZFEBHE : Cisco Unity 33 2 U Cisco Unity
Connection SCCP 7 /3 A AL Z DEAFEHEAMH L T, Cisco Unified Communications Manager
& O TLS ki & St L £,

FERAEA T, RA A A= =PI SGEAEOHL DNy 2 2R L TWET, T
DTN A (ETFTA— ) B, — FMEHEZL— T 2EHEZRITLET,

e LDAP Corporate Directory ((tINT « L7 + V) FEBIE (directory-trust) :

Cisco Unified Communications Manager 1%, Z DBELAFEAZEFEH LT, T4 17 MU oRBHE
3 KOV LDAP FEFEMIC LDAP over SSL Z %A — M LET, 74 L7 N UEBREHAFIL. A
7 4 L2 KU (Active Directory F 7= 13 Netscape Directory) 7> Cisco Unified Communications
Manager [EFA M 7B EVE T, BT SiEHAEOT v 7' v — R&IE, Cisco Tomeat ¥ —
B 235 X O Cisco DirSync »— Y A 2 Hilg#i+ 2 0808 H 0 3,

e SIP Proxy ¥—/3fEBAE : Cisco Unified Communications Manager {48 A k7 (2 SIP =—H ——
Vxrv biEHAENREEN, SIP 2—H T — /:1:/ hDFEFHA b 7T Cisco Unified
Communications Manager EBIENE £ TWADEE, SIP N T 7k H TR 5 SIP =—
= —Y x> M, Cisco Unified Communications Manager (2%t L CRBAES AL E T,

5488 CA Hr o DEEFAE DY R—

Cisco Unified Communications Manager {£, PKCS#10 Certificate Signing Request (CSR; FERAEE 4 B
RK) A=A LZFEHLT, = RRX—=7 1 OFFER (CA) LOHAEEFR—FLEST, TDX
H =X AZiZ., Cisco Unified Communications AL —7 ¢ 7 A7 LD [FEHEOEH] © GUI
T7 7R ATEET, BEY—F =7 4 D CAZ ML TV D BHEERIL, 2D CSR AW =A L%
ffifl LT, Cisco Unified Communications Manager & CAPF O i 7 OFEAELZHITT HMLERH Y F
o

A Eld Y Y — 2@ Cisco Unified Communications Manager (%, SCEP A > % —7 = A A HHR— L&
L EHEA,

A 2, Keon $ X U Microsoft @ CA |2 & 5 PKCS#10 CSR V'"R— b A = X A ZRFEFEH» T,
7272 L. PKCS#10 CSR # ¥R — hJ BMDOIET CA 2 L AFEAEORITIIMIEL TWERA,

Y= =T 1 D CABALMEHAEL T Ty N7+ —AIZT7 v Fa— L7k, CTL 7 A4 7~
FEFEITLT, CTL 7 7 AV ZHH LTS IESW, CTL 7 74 7 > b & AT L&, %47 59—
I:“X RS L CERHLET, /=& 21X, Cisco Unified Communications Manager FEAEZEHT 5

A1 Cisco CallManager & Cisco Tftp Z F-#CH) L, CAPF FEHE % EH 9 535413 CAPF % FHiLH)
Liﬁ“o EHOFMUZ DN TIE, P.3-1 D [CiscoCTL 7 7 A 7 b DFXKE %7’3% LTLIZEN,

77 v b7 — L TOFEHEZLAZR (CSR) DERDFEMIZ OV TIE, AEDY U —2D Cisco
Unified Communications Manager % 78— b 9~ 5[ Cisco Unified Communications Operating System 7
S=XpL—2a27 F] #2RLTITEEN,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N =5 Baft. SLUKTOBRE

l:.\l:IIEs .T.EIZI'HE }DJ:UutF_Io)*E&E
BEHMEBLUGRIEIC L > T, ROBENORHELET,

e TFTP 7 7 A /L O#EME (FEAEE)

o FEEEHE L Cisco Unified Communications Manager & O] CiTbon b a—/VALELY 7 U > 7 DZE
#(GRE)

e # 1-1 TEF L 7= Man-in-the-Middle (F i) W& GRGE)

o EIHEB IO — 0 ID B GRAE)

s UTVLA THEY T (XA YA NRGFE)

FAE, FRES Nz —Y F—E R FREFT TV = a v RFETTELT /v a U EIREL
FT, H—t v a r TEEORBIER L OH RO R EFETE T,

FRAE, HEAME, BLUFFATOFEMIZOWTIE, ROWESR LTI ZE,

o A A—VUFEGE (P.1-18)

o TNA RFHFE (P.1-18)

o 7y ANGEGE (P.1-19)

o UV UEEE (P.1-19)
o XAV xANEFE (P.1-20)
o FFAl (P.1-22)

A4 A—TRBEE
ZOTRERT, NMMFV A A=Y (Tyr—bvU=T m—F) NEFETr— FINDIANICHS
AWNEINDZDEHEEET, A A—UBRKREAEIND L, BIRITEIE e EATRIL, £ A—U%
ER LET, A4 A—VFFEF. Cisco Unified Communications Manager O A h—/LIRFIZ H #)EYIC
A VA=V EINDBHMNEASL T T ANEEHLTUTDILE T, FERIZ, Web nb ¥ 7
B—=RT577—L0=T Ty 7T—FCHBAMNEASL T A AU ENET,

TN RERELE

ZOTat AT, BEFT AL ZADID ZHRIAEL, O T AT A NEEREE—BTH L%
R LET, %ﬁ‘ FENDTNRALZADY A RIHONWTIE, P43 D [YR—FENDEFHEDOE
TV EERLTIIEEN,

T NA AFRFENL. Cisco Unified Communications Manager - —/N & 7K — k &1 5 Cisco Unified IP
Phone, SIP N7 7| itifMHﬁMW&le)ﬁ*VaV(ﬁf-%éﬂéa*)@WT%
ALET, BIESNTERIT, BT AT A PO T T 4T 1 DREAFEEZZ T2 & 21
He NSO T 4T 4 OMTHRAELET, ZOMAGEHELME Y vt 275, FAZGEE M iih
L7 mt AT,

T8 AFRERE, P.3-1 D [CiscoCTL 7 7 A 7 > h D%k mjfﬁ%#écmmm1774w®¢&
(Cisco Unified Communications Manager —/% / — RB X O 7'V r—3 3 U OFRIAEOHE) |

W P.6-1 @ [Certificate Authority Proxy Function O J71%] TiiBld 5 Certificate Authority Proxy
Function (FEFEHEFS K OVITAPUTAPYCTL 7 7' ) r—3 a U OFBGEDOHE) (TKFLET,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

2. Bal, LTz W

774 IEREE

G¥)

Cisco Unified Communications Manager {848 A k 7|2 SIP = —% =— = o FFEHIENE F4L. SIP
a—H =—Tx FOEHEA b 7 IZ Cisco Unified Communications Manager AEFA E 23 & £ TV 58
A0 SIP N T 7R TR 5 SIP = —% = — = b, Cisco Unified Communications Manager
ij“ L CERFE & 1% 97, Cisco Unified Communications Manager {558 2 b 7 OB FH O FEAMIZ OV T,
S| DY Y —AZA@ Cisco Unified Communications Manager % %7K — k35 [Cisco Unified
Communications Operating System 7 F'I =X fL—23 2 7 F] 2SR LT EE0,

ZOTuv AT, BTV — RT3 T VANV EBL SN T 7 ANVERGELET, T2& %
WX, BRE, MEHE B, B =L, CTL 7 7 A AR ERH Y 3, BIKIIBAEHIEL T, 77
4’/1/73>1’EEJZ?£€ Eﬂzé%uézhfu\im\ LEMERLET, YR—FEINDT A ADY A MZDONT
X, P43 D THR—FENLEFTEDOET V] #BZRLTIEIN,

77%&%#?%;7% RIZRE LTI=A, TFTP H—NZ D07 7 A VI BEA LET A, 7
FALEREE— FICRE LTS E, TFTP b — NEEHE -, v — VI A4 X, T 7+ FD
cenfxml, FEHE— wav 7 7 A L72 & sgn %JC@X5’*7”4’ v 77 ANIELL LET, TFIP
= NI, T 7 ANDT —EPNERI NI & E2fERT 572N, <device name>.cnf.xml XD 7 7
AIWZEHLET,

Xy VI RERI o TWDLIGE, TFTP = NEBAME 7 7 A NV ET 4 A7 ICEEIALE
¥ TFTP $— 3\, 1%ﬁéﬂf_774zwbﬁﬁézht_é:Mﬁ; THE, BEZOT 7 A VIZE
HLET, T4 AT BIZH LW T 7 AV EEL L RESTNIZT 741 Li%éﬂfﬁlﬂiﬂfé
NEJ, BEETH LW v A V&2 X T rm— KT 520E, FHAiiZ, Cisco Unified Communications
Manager DEIN— T, WEBEZ T 57 A A2 FEE L T LERH Y 7,

EIEIL, TFTP Y — DO 7 7 AN EZETDIE, 77 ANV T =F ¥ 2HERLT, 774/
DEAMEERAEL 7, B CIRRES NI 2 ML T D121d, IROBEENHT-IND Z & &k
WLET,

o FEIAENEIEICEET AINERD S,

e CTL 7 7 A NVHEFHEICH Y, £ D7 7 A LT Cisco Unified Communications Manager =2~ k U
BLOGEAENFET 2HLERH D,

° ?/i/fx Luhuﬂzif\— %{Iﬁff ’_./:F__‘Lﬁ—o

7 7 A JVERFHEIT Certificate Trust List (CTL; ;EBIEEHEY X N) 77 A VOERICEGFELE T, Zh
\Z2WTHE, P3-1 D [CiscoCTL 7 74 7> FOFRE] TmBHALET,

DU+ VIR

o7t AT I o TEEME BTN, TLS 7a ba v EEA LT, BERoY 7 v
TRy MR EALENTWARWE L 2L £7,

U7 F U v JFEET Certificate Trust List (CTL; FEFAEREIEY A F) 7 7 A VOLERIZIRIE L £ 97,
ZHAZOWTIE, P3-1 D [CiscoCTL 7 A4 7 > FOFRIE] Tl L E,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N =5 Baft. SLUKTOBRE

A4 X MRS
ZOSIP N7 U7 BRXOEFEBAO Y & 22X 5T, Cisco Unified Communications Manager 1,
Cisco Unified Communications Manager ({245t L CWAT XA ADID TF ¥ Lo UNTEET, Fx
Ly UMTOND EXIE, TS RZEHDOTA V2 AN 7 LT vy )b (22— AT— R
D& 972 D) % Cisco Unified Communications Manager (28R L CEAREZITET, B S ﬂf_
V?VV&Wﬁ%@?N4Xﬁ&LT?~&N—X_&Eﬁﬁ@7V7//kwk —H L%
XA YA NREEIXAEN L, Cisco Unified Communications Manager (& SIP BxR 2 4LEE L £ 97,

GE) JITAEDEF2YT 4 T— Fid, FA VxR FBFRCHE LA,

GE) TNAATHA V2 A MNBIEEANNITDEHE. T NAA RAERETDHIZEFE—BEDOFA VA N 22—
P ID BL PR AT— KNSR Y £97,

=—# Cisco Unified Communications Manager 7 — % X — A ([CEBiEH 2 — YV 72137 7V r—v =
YA—FDSIPFA Ve AR I LTV VERELET,

o TV = atOfERIE, [TV r—vara—FOEE (Application User Configuration) |
AV RUTHEA T2 AN I LT Uy VERELET,

o SIP EIFHEOLAIL. [:E/ ]\:L W DOFE (End User Configuration) ] 7 4 > KU T, AT =
A l\muuﬁ@uﬁﬁi%? HafICHEA L ET, 2 —VFERELZBTI LT Uy LV EE
FEHE I BT T D12, [E@nﬁ@ & (Phone Conﬁguratlon)] T4 RYT [ AV A h2—
 (Digest User) ] (= R =—¥) #@IRLET, Eaz VY FLEE, 2T vy
(X, TFTP H— SHNEEFHHIC FR k9~ 2 FERRER ﬁ774w CHIET DRIV ET, XMV
XFﬁvT//?w#THP57/D—FTH RSN TICHEEIND ZENRNESITTD
FEMICOWTIE, TS b SNTERERTE Y 7 AV ORE] R TIIZI N,

o 2—WE FrLVESIP FT Y ETRETDHOHD SIP LV LAEZRELET, SIP L
DX, Vv s, a—FH (T RERET TV r—vary a—%) BIXOF A=A 7
VT UV AR EENET,

SIPEFEEZT N T I DEA P2 AN LT UV Y VERICL XAV 2 AN 7 LT Uiy
NEFRTE L1234, Cisco Unified Communications Manager 1%, = —%4, /X2AU—K  KBIOL/L
LONyvakE& I LTy Fov 7 AEFHE L E T, Cisco Unified Communications
Manager [IfEZ K FLL, 2—HFA LT 2w 7 LE2T —F X=X ITHRMHLET,

Cisco Unified Communications Manager %, ~ v % —IZF A & L)L A% e SIP 401 (Unauthorized)
AvE—VEMERALTF Y L VEBIBLET, T RIE MD5 Ny a2 OFRIHERT 57 v~
FIBERELET, 2—VE, SP TS 20X VT4 a7 7 ALV TEFEELIZT T
7 DF v ARERRFR 2R E LE T, F o AMERREIL, SMBOT A 2SR L TH o AMEDRH 72
FEME A 3 CTHRET 2 DT, Z ORI %M 2 % & Cisco Unified Communications Manager (X517
TNAAEER L TH LNVEFEARLET,

(G¥)  Cisco Unified Communications Manager %, FIFHMUIEFEE E 72137 SA ARG S, SIP M7
JRERTHRFE L/ SIP a— L Oa—% =—T = b #—s3 (UAS), SIP b7 U 72T TRIE S
htsm:~w®n~fi~ylyb7?47ybummxiti\ﬁﬁﬁ@ﬁ%ﬁitib7
VIR N T OB DNy =Ny a—F 2=V = | (B2BUA) L LTHREL ET, 13 L
A EDEREETIX, Cisco Unified Communications Manager (312, SCCP 38 LUV SIP = RARA > K
4T T 5 B2BUA & LTHREL £97, SIP2—H ==Y = M, SIP XA v E—VEHE LT
NWNARKINEIT TV r—varz2RLET),

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

2. Bal, LTz W

H ATz A NRIET, BAMECEEEEZRILLETA, T3 AOEEMER L OMEEME 2 RET D
IZiE, T3 AU H§7GF3N% ELi?(TN%X#ﬂS%#T%F?é%Q)TVWX
NI E YR — R LTWAESIE. A2 BXa2 VT 4 B— FEEELIZEELET, T/
A AMBE AL SNBSS E 7 7 A VBT AR — M AEAT. 774’/1/035 FeERELET,

BEE#OS 1 O X MR
BanfkIlox LTH A Ve A NRFER AN/ > T D4 Cisco Unified Communications Manager

X, ¥—=T T T4 7 AvE—VUANOTRTO SIP BIHERTTF v L P EITWET, Cisco
Unified Communications Manager (Z[EI#HA O EFEEN S OF v L o DITITEE L EE A,

W& %515 L7z=#. Cisco Unified Communications Manager (X, 7 — & X— AT I N TN D2 —
PHDOF x v 7 hb | WE~Ny Z—D7 LT oy b il UTHREEL £,

SIP & #%#%(3 Cisco Unified Communications Manager @ L' /b AZDBIFAETE . 21X Cisco Unified
Communications Manager D& FIERED A A b —LBRICER SN E T, EEEOF Y Lo UHOD
SIP LV ALE, $—E R /85 A —% SIP Station Realm TiX/E L ET, £H¥ AV x A b 2—F%, L
NWLZEWZHAD 2 A VT Uy Dy b 1 DRSO ENTEET, FHMIOV TR,
[SIP EFEHED X A ¥ = A FRGEDRE] ZZRM LTI ZE W,

TR a—YOXA V2 A RBIAEEBFMILIED, FA VAN J LT X VIEERE LRI
T, BRI TEERA, 77 RAF E—FREREF 2T T, ¥4 VX NEEEZANIC
L. FA VAN I LT U X VERE LTSS, 444V A b 7 LT 0y v VITERFERIOERE
S 4 E T8, Cisco Unified Communications Manager T4 F v L > UGSV E T,

FSODFA DT R NEREE

NI U2 L THA Y o A REIEDNB N2 > T 584 Cisco Unified Communications Manager
1T, SIP M T 7B TESET D SIP 7, ZBXOT 7Y r—va nbd SIP BT 7 3RT
Fr Lo PETVET, VAT LI F Y LY AyE—YTClusterID T F—7 T X RF A —
ZHEMEMLET, SIP FT7 27 2@ L0 THRT 5 SIP =2 —% =— = &, Cisco Unified
Communications Manager DEHR—Y CRE LT NA AFE I T FV r—va v HO—EO XA
VAN LTV ATIRELET,

Cisco Unified Communications Manager 3 SIP k7 > 7 #R & BA4h9 5 & SIP 7 > 7 24 L CHHi
9% SIP = —# =— = > 1 & Cisco Unified Communications Manager ® ID % F ¥ L' > U TX £,

INHDEFET LT ¥ Lo DI LT, BEHEILSIP LV AZRELTERINIZZ LT iy
Zo— W8 L E 7, Cisco Unified Communications Manager 7% SIP 401 (Unauthorized) A v & —
U FE721L SIP 407 (Proxy Authentication Required) X vt — % %159 % &, Cisco Unified
Communications Manager |%, F 7 7B THERTH LAV LBLOTF ¥ LY X vy bE—UTHES
NTWVL2—FLDOEFLINTAT— K&y 7T v 7 LET, Cisco Unified Communications
Manager (X, SAU—REZE (L L, FAP2AMEREL, ZNEZIEAvE—VTRLET,

LIVAE SIP b T U 7 BT T D RA AV (xyzeom 72 &) Z2F L, BRORKEITLOBN
MNHET,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N =5 Baft. SLUKTOBRE

SIP LV ADFREFIEDFHFMIZOWTIE, P16-1 D [SIP 707 DX A V= A MNEFEORE | 25
L TLE&E W, SIP LV A L 2—F 4B I UOVIRA T — KX, Cisco Unified Communications Manager
WZHLTCF vy LR TED SIP hF7v 7 a—H% x=—T x> hZ LI Cisco Unified
Communications Manager CRRETHMLENH Y £, Fx—HFL, LI ATLIZHX A VA7 L
TUVXNDE Y N 1 RO LR TEET,

S
Cisco Unified Communications Manager (%, #F A7 a2 X% H L C, SIP &Eithk. SIP F T2 7, B
KOSIP T 7 DSIPT 7V r—a VERNPLD A v E—VIZONT, —EDOAT AV iR
LET,

o SIP £ A b AyE—T & in-dialog A vE—Y BRI SIP EiFEH DS, Cisco Unified
Communications Manager (32— Y 7 —F AXR—=AB I W —=FT 4 a L EZBLTHA %
H5Z2FET,

o ERGFEH D O SIP SUBSCRIBE ZKR DA Cisco Unified Communications Manager (&, 7" L8
AT N—=T~Da2—Y T 7w A HFAEEZET,

e SIP N7 7 @4, Cisco Unified Communications Manager |Z 7 VBV A 727 U 7o g v
BRUIHEA A FSIP A =2 (T Y AT X A7 17 REFER, A&7KG# NOTIFY ,REPLACE
Ny P& SIP ERA L) OFFal 252 E T, [SIP 77 txa VT 47 n7 7 A O
7E (SIP Trunk Security Profile Configuration) ] 7 ¢ > K7 T, #FA[9 5 SIP ERDF = v 7R
I AxANTLT, AR ERELET,

SIP 77 OT7 7Y r—2a ryOF a2 AT 212iE, [SIP hF7v 78X )T 4 Turr A
JVDFXTE (SIP Trunk Security Profile Configuration) ] ‘7 PV }\ JC [TV r—va b LRREE
#%h{t (Enable Application Level Authorization) ]| = v 7Ry 7 A& [FA V= A MNRFEE A ML
(Enable Digest Authentication) ] 7= v 7 Ry 7 A% AL THb, [TV r—rvara— ’H‘O)px

7E (Application User Configuration) ] ¥ « > KU TR 5 SIP BRDF = v IV R v 7 A& F 1T
i'ﬁ“o

SIP hF v 7 DFFRET SV r—3ay LLOFF RO EHNCTHE, HYNTSIP T2
DOFRNRFEAL, RICSIP T SV r—vay a—FOHFARBELET, M7 7 DA, Cisco
Unified Communications Manager | N 7> 7 ACL l§#&z ¥ v a— LTy v = LET, ACL
fEIT, &5 SIP ZRICHE M S ET, ACL 28 SIP EsR ZFF Al L7AaW4A . =2 —/L1% 403 Forbidden
A o=V TRELET,

ACL 73 SIP R % §Fa] 3 % 4. Cisco Unified Communications Manager i, [SIP 7 > 7 &%=V
T4 7 a7 7 A NOFE (SIP Trunk Security Profile Configuration) ] T4 ¥ = A FFBAERNH RN E
IMEMRLET, ¥4 V= A MRIABEN TR, 77V r—2 a3 VLNV DOFFRIBEZ TR
4. Cisco Unified Communications Manager | i%j‘?%’f@fi LET, ¥4 V=R MNREDENRGE.
Cisco Unified Communications Manager (33515 ZRIZERGES v X —DFAET H 2 L HMER L THh 6,
HAV 2 ANBRAEFRA LT, BELT 7V r—ra U E#HINLET, ~y X —D0NIFELRWEA,
Cisco Unified Communications Manager |$ 401 A v &— 3 TF A ZZHTEF v L v PETVET,

TV —a L Ld ACL % H§ 5 HiIC, Cisco Unified Communications Manager 1%, 4 1
VxARMRBIAETSIP F 7Y a—P 2=V FNERBIELET, EOH, TSV r—var
NV OFFRI R AESE LTI, FENZ [SIP FT7 27 8% 20T 4707 7 A VORE (SIP Trunk
Security Profile Configuration) ] T# A V= X FNBAEEZ BT L2 MLERH D £,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

metogs N

ESEDHIE

Je

g

B b OMEBEIX. Cisco Unified Communications Manager % — M2 A VA h—/L3 % & HEIHIZA
VAR SRET,

Cisco Unified Communications Manager I, IROFIEDOKE SbE AR — F LET,

o IF VY UITIERA (P.1-23)
o AT 4 THFEAL (P.1-23)
o WET 7 ANDOKEEAL (P.1-25)

DTFI U TEEE

I F Y U TREEAIZ L V. T3 A A & Cisco Unified Communications Manager H— /N & D [H] CTi&{F
ENDTRTOSIPIBIUSCCP v 7 F Y 7 Ay — VPR AL I ET,

IV IR T, FANCEEET A, KT ANENTZ DIME &5, I—/L AT —H A
AF A THEHLEIZONWT, FHILAWT 7 EXARRIET 7B AnBR#EL F4,

7 T ARERAEET— NIZEE LA, Cisco Unified Communications Manager | J2 5 Network
Address Translation (NAT; %y hU—2 7 RURAZEH) 1TV R—FEnFEFA, NAT x> 7+ v
AL TIEEMEL A

T77ATUA—ITUDPALG ZHNCT DL, AT 4T ANV —ANZXDT7 74T U4 —/LDi@E
WNFFAISALE T, UDPALG AT DL, 77 AT UA—NVORBEETELMIHDAT 4T
J—=AN, T7ATOF—NEN LTCAT AT Ry beRETHZ LI, 774 T U —Jb
ZEBTAWFMDAT 47 7u—% ZENTEXET,

N—=RT 7 DSP U Y—RIZDOXA TOEREBBETERNTZD, 774 T U4 —/LOSMINZE
SHERHY T,

VTV TR BAETIENAT b 7 83—V a2 R— bk LEHA, NAT AT 50D 12, LAN
PE9E VPN OfFEH ZRFT L T< 720,

SIP 7o 270%, ¥ 7 F VT EbE S R— N LETH, AT 4 TSI R —FLEE A,

AT 4 THEBALIZ SRTP ZEH L, MR ETHZEETLTN, VY FR—FEINDET A AHDOAT ¢
T AN = LERTESLIICHRD ET, PB— MR, AT oA A MY - AEEREER
FT, AT A THEFLIZE, THAAAHOAT 4T v AX —HEXT OIERL, T /3N A~OHEELDE,
SERE P ORI DOIRENE ENFT T,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N gEtoB=E

N
(3¥)  Cisco Unified Communications Manager X, TRAABXOT 8 Fa S L TAT ¢ T Eigs B
fcﬁ E) HIETHEL L FE§, SCCP ERiFEIL TN T, Cisco Unified Communications Manager 75 A 7 «
ezl LES, Z0HA, A7 4 TSR, TLS THEfkahizy 75V 7 Frx
»Kiof%é%ﬁf@ Fyru—RENET, SIPEFHRIL. BHFOAT ¢ T S#z AR L
THR1FE L £ 9, Cisco Unified Communications Manager 3 A7 A CEH INT- AT 4 7 HE B4#IE
TbENTv 7S 7 RAREH T H323 3 KUY MGCP Tl IPSec TRzl 7 i@ LT,
SCCP B LU SIP IEME AL ENT2TLS V v 7 2B L T/ — bV = A IZLARICEH SN ET,

F XA AP SRTP ViR — F 9 BA, VAT AIESRTP B AH LTS, b7ty 1207
INA AN SRTP VAR — kL TCWARWEAS, AT AT RTP #f4HH L E 4, SRTP 75 RTP ~
DT F =N 7, BXaT TAALANLEEF 2T FTANAL ZA~DEE, hT L Ra—F
7. REE R ETRETHILGEDDHY T,

X2 VT AR R—FENTWVDIFEAEDT NA AT, BIEBL N7 F U v 7iEBbIX, A
T4 T AL DRANENE L 720 T, DFED | TAAL AR T F U T E{bd LORRGEEE YR —
FLTWARWES, AT 4 THE(LEIT) ZENTEEHA, CiscolOS ¥— b7 =4 BINEFT
VIR, RBAER LD AT 4 Th b E YR — b LET, SRTPHHAE (X5 4 Thi51{k) AT
DA, CiscolOS " — b = A BLOR M Z o Z71Zx LT IPSec ZiXET HMLERH Y 7,

>

g
If

CiscoIOS MGCP #— + U =4, H323 ' — r U =, H323/H245H.225 h T 7, BXCSIP +
S TEexa )T 4 HEBRIESALSNTICERFE SRRV 512731213, IPSec R EITIKTE
LEST, LERS T F— b =ABIXRFF U ZIZSRTP £ 2013775V VB L ERET D
BIZ, IPSec R ET D Z & 58 #LE L ¥ 9, Cisco Unified Communications Manager 1 IPSec
BDELSREESNTWVWAZ L ZHRBLERA, IPSec xEELSRELARWVWE, X2 YT ¢ HER
WMBANEINAFREMERD D 9,

X2 TSIP T2 E, TLSRRHAD®E X =27 a—i2dR—hT&Ed, 2L, 7V
i%‘—{t Y R—=FENETNH, AT 4 THFEAL (SRTP) IFVR—bENhFEFHA, bTUIBAT 4

FbEVR—F LAaWnEH, a—AOTXTOTNA APRFRAEE T2IE> 7V v TS &
T b LTWAEA., BEFETICEFEIC—L R T A arNFERENET,

WOFHT, SCCPBLUMGCP 2— /LD AT ¢ THEE{bEZ R~ LET,

1. AFATHEEALBIOREEYR—FTE5F 34 2 A EFNA4 A B B35V, Cisco Unified
Communications Manager (25 &k S TWET,

2. FRAAADNTAALABIZHLTI—/L%EITH &, Cisco Unified Communications Manager |
X=X —UYEENOAT 4T kv vary vAX—lEOL Y N2 0BRLET,

3. MIEDTNAAT2O0E Y NaZELET, 1 DEIT XA AANLTNAAB~DAT 4T
ARV —=2H, bI1DET XA ABNLT NN AA~NDAT 4T A M) —LHTT,

4. TAAZAFRYNO~AZ—fity A LT, T4 AANRLTSAZAB~DAT 4T
Z R~V '—Ai‘@ﬁ %{E qutuuﬂi‘ﬁ—ég@ffﬂ&ﬁ%‘bij—

5, I RAAF2ZEHO~AY ity hEHEALT, XA ABMDLTNAZAANDAT 4
7 A ]\ ) A%uuuﬁbf@ﬁ'ﬂﬁ#é%%ﬂiﬁ%biﬁ—

THEFSCHDEAEFIAT, XA ZABR LDy FEREHLET,

W OT A A%, $EZE LT RICHEREEEH 2347 L, SRTP /7 v MLEB{TOILE
To

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

BREITFAILD

metogs N

SIP BB L OH323 b T o7 /A= o= A1T, MEDOKEZ /X7 A —4% %4 L, Cisco Unified
Communications Manager {2358 L ¥ 7,

DO — LD AT 4 TRESALOFEMIZOWTIL, P10-1 D (X2 TR VY —ADORFE] 25
AL TL7E&u,

E51t
Cisco Unified Communications Manager (%, TFTP %— "I HDFRET 7 A VDX 7 a— KT, K
T=F (FAV=AN Z LT Uy VROEME AT — R L) aEEEICEH LET,

Cisco Unified Communications Manager (%, "l 5t ZEH L T, 7—F_X—2ANTINHD L
TV NERELET, Fyra— R 7w AP IOT— X B R#ET L, 2oL T a v
%ﬁﬁ“%féTNfﬁﬁwﬂmmmeMMGWﬁ@rﬁﬁ M ENLEFDOET V) 2 BIR)

R lbSNRET 7ANVERETHZ L %E:B@J&) LET, 2OFTTa VBEDTHR->TWH
Z)& THNAARET 7 AN BT 7 ra— FRHIZKES LS ET,

WRIZ R > T (T2 2E, IO N T TNV a—T 0 7 E2THHER. BRI LE) |
BT — 2 BEiRIC 7 VT TH O — RT L2 AR RTHZ L TEET,

Cisco Unified Communications Manager 1%, B 58455k L, 7 — ¥ X— XM L £ 7, TFTP
P NE, A SRS LT RET 7 ANV AR S LB I OME L L E T,
o EFHHEIC PKI BEREDM M > TV D34, Cisco Unified Communications Manager 1, DA
Fﬁﬁ%fﬁ)ﬂ LT, EillRE7 7 ANV E b TEET,
o BRI PKIMEREDME o - T2 W34 1. Cisco Unified Communications Manager 35 X V& RS
H%'C*E\@ﬁﬁ% BRETOMLENRHY ET,

Cisco Unified Communications Manager D E X — 0 [EiitX=2V T 70774 /V@E&ﬁi
(Phone Security Profile Configuration) ] 7 « & KU T, B BALSNTZZE T 7 A VOREE BT
F9, TD%, [EFEDOKE (Phone Configuration) ] 7 ¢ > N7 C, I DR E & Eabik 28 H Liﬁ‘

FEAIZOWTIE, P72 O TEEHMERE 7 7 A VOB FALIZ DWW T 22 LTI EEN,

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N ZFERFzv /YR FOBE

=N o R

RNEAFzVvI )R FOBE
F 1412, FGEB IO b2 FETH7-DICNEB R TR TOEELZRLET, £7-, £EITITIE
EENTZEX2 ) T A BEOCTEDICETHRVNEREEDF v 7 VR NNEENDIHEELHD F
j—o
o A A P —IVICEGEL G A FEET B FNEICOW T, £ 142 LTLEEN,

o MAE/—F&aEX=aT 77 AXIZENT 2 FINEICOWTIE PI30D T AT T AN ) —
ROEBFaT 7T ALZ~DEBENM] ZBRLTLIEEN,

®1-4 DIASIUBESELORERFIVIVRAE

®EFIR BEEFIES & UEEEAR
AT7v7 1 |Cisco Unified Serviceability T Cisco CTL Provider % — £ A % 7 2 |Cisco CTL Provider —EADT 7 7 ¢
T4 T LET, 71k (P.3-5)

7 Z A HZ N D% Cisco Unified Communications Manager ¥ — /3 C
Cisco CTL Provider %—E A& %7 77 4 71 LET,

e

B> bk Cisco Unified Communications Manager 7 v 727 L —
ANCZ DOV —ER&T 77 4 I LIeHARIE P—E A
ERET 2T 47T OMEEIHY EEL, Ty T
U— NRICH—ERZHBNICT 77 1 71220 £,

ATv7 2 |Cisco Unified Serviceability C Cisco Certificate Authority Proxy #— | Certificate Authority Proxy Function ¥ —
ERAET VT 4 7L, B —H LV THDRIHEDA A =L, |EADT 7T 4 7{t (P.6-6)

Ty T =R, NI TNYa—T 47 EITHBRETVE
‘a‘o

HD /) — RTODFI Cisco Certificate Authority Proxy $—t 2% 7
74 TIZLET,

D)
DQURIVEPERMR  CiscoCTL 7 54T b a2 A A =L
THRET DHICZ DIEE % FEITTHIE,
CAPF i+ 57-0DICCTL 77 A V& &
T DMENRLRYFET,

ATYT 3 |FT 4L hOR— FREFFEH LW EAIE. TLS #fH0 R — |TLS #:H A — FoE (P.3-6)
FEEELET,

e

Evbhk ZhHOFEZ Cisco Unified Communications Manager
DT v 77— FENIRE LT mE, REZT v 77
L— RIRFICHEMICBIT S E T,

RTYT 4 |CiscoCTL 7 T4 7> MRICHET 2% — 2o T, H7p< & |Cisco CTL 7 54 7> F OFRE

H 200X 2 VT 4 =T ENAT— R KRR M EIEIP | (P3-11)

7 RVA, BIOFR—NEFEAFLET,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 1%

X2 UT 1 OHE

gEmAFzvr YR roEE A

®14 PRESLUBSLORERFIYvIIRL ()
BEFIE BEFIES & VEEEE
ATY7T 5 [CiscoCTL 7 FA 7 haA v A b= LET, o VAT LM (P1-5)
je) o A A= (P.1-15)
. Ci TAT Y RDA VA
Evbk  ABIOY U —AD Cisco Unified Communications Manager c]il?io}f T(I}‘, 37_5 AT oA
(27 v 77 L — R L7t T Cisco CTL 7 7 A /b % B9 T )
521X, AlElo Y U —Z @ Cisco Unified Communications | * CiSCO CTL 7 747 vDOT v 7
Manager O BREERE CRIAFIRER 7' Z 7 A V& A VR 7 L— KRB LW Cisco CTL 7 7 A
F—=LTDHRERDHY £, NDBAT (P.3-10)
ATYT 6 [CiscoCTL 7 547 MERELET, * CiscoCTL 7 T4 7 > OFE
(P.3-11)
p * Cisco CTL 7 7A T DT v
B> b Cisco Unified Communications Manager 7 > 77 L — R 7 L— R$B IO Cisco CTL 7 7 A
HTIZ Cisco CTL 7 7 A V& VERL L 7285 4& . Cisco CTL LOBIT (P.3-10)
T AIET v T T L— REHCHBIICBIT SN E T,
Al Y 1 — A @ Cisco Unified Communications Manager
\Z7 v 77 L— R L72#% T Cisco CTL 7 7 A /L % B
T 5I2iE, CiscoCTL 7 74 7 > b ORH/\—T 3 V&
AR =V L TRETDLENDHY 7,
ATT T |BFROEX2)T 4 TR T 7 ANERELET, 707740 |EFltx2) T4 707 741D
BRETHE XL, WOEXELIATLET, &E (P.5-4)
s THAAADEF VT 4 E—FERELET, Bkt X207 4 a7y A0
je #EOE v N (P.5-2)
Evhk TAARAEF=2D T 1 E— FiE, Cisco Unified WA b SN EFRERE T 7 1 L DR
Communications Manager @7 v 77 L — FERZ HEIW | & (P.7-1)
BTSN ET, LRI Y U —ADOFFEZ S 2 AR — |k ) )
LTV T A, 2B B ET 281, [EiFo WS LSNIREY 7 A VOREO
3% 7E (Phone Configuration) ] ¥ ¢ v KU CTHE{bo& |k (P.7-6)
X2UT 4 TuT7 7 ANEBERTDULERDY £,
o CAPFREZEFR L ET (—#d> SCCP Erfitkds L U SIP HEaf
BeDGE) .
BN CAPF % EN [EiE D% E (Phone Configuration) ] 7 «
YV RUIZRRENET,
o SIPEMETH A Y= A MNRIEEHEHT2H5A1T. (MY >
A FERFEE %Mt (Enable Digest Authentication) ] F = v 7
Ry 7 A&tz LET,
o EHLEINTERET 7 A NVEACT HITIE (—FHD SCCP
WAt ds L O SIP EEEH) . [TFTP Wi 5{t (TFTP Encrypted
Config)] F=v /Ry 7 AeF NI LET,
s MEZ7ANDHE Y B—RTHAT AN T LT U x b
ZERAT DI, (RETZ 7 A VND XA ¥ = X MEHGEWF
% %44 (Exclude Digest Credentials in Configuration File) ] 7 = v
IRy I A A AT LET,
ATvT 8 EAFMICEFME X2V T TrT AV EEHALET, B X270 777400

mwH (P.5-12)

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N ZFERFzv /YR FOBE

®1-4 DIASIUBSLORERFIVvIVREF (#EE)

BEFIE BEFIES & VEEEE
ATV 9 EEHICAIIEERITT S L 91T CAPF 2k E LET, o AT L (P1-5)
p e CAPF OFEHF =27 U AR
(P.6-5)
Evbk  AEIOY Y —RZ®D Cisco Unified Communications Manager
~DT v ST L — FRICHEREDOEIEZFITL T
CAPF %7 R 7 T A /N H—/NTIHITLT28EG . CAPF
F—BENRNTY Ty F—ER—R =N Zat’™— L
Thb, 772 FZ&45E0OY Y — XD Cisco Unified
Communications Manager {27 » 77 L — K92 M FEN
&)@ ij‘o
FE Cisco Unified Communications Manager 7 2 7 Z A /N
H— 30D CAPF 7 — # (4 Cisco Unified Communications
Manager 7 — ¥ X—AZBITINET A, LR oT,
TR ET— A=A Ilabt— LWk F—Z3kb
NET, 7—2nKkbivTh, CAPF2—7 4 VT 1 %
EH L CRAT L?i\:l HIVCTH B e RE EIL BT
BOET, LrL, ZOFEHEEZL BN TRNTD,
AEDY Y —AD CAPF =—7 1 U 7 4 IXFEHE % F
FATT HRERH Y 7,
AT YT 10 |4 7R— L &5 TV Cisco Unified IP Phone (20— B /L CHZNZRGE | « 2 AT L (P.1-5)
ENA A F— VSN L 2B LET, o BEHETORISCTIIOAS
(P.6-12)
Xi-‘yj 1 SIP %1%%@5’4' A ]‘utunﬁff Hﬂ:_ﬂl/gi—g‘* e SIP %’%%@574) VA ]‘mun
RIE (P8 1)
ATYT 12 | EEFHOEF 2 VT MLIEEEZETLET, o EIFHOEX2 )T 1ML (PY-1)
Evh EEEOEX= U T ¢ @ LEE % Cisco Unified
Communications Manager D7 » 77 L — RREIZERE L
A, TN AREIXT v 7 L — RRHZHEMIC
BAITSNET,
ATYT B w2 VT HORHT ) v VERELET, s EXaATREBHY V- ADKE
(P.10-1)
ATVvT 14 X2 VT A ADORA Z A= R— FERELET, o RAARA—NIR—FDEF2Y
74 xE (P.11-1)
o LEMY Y—AD Cisco Unified
Communications Manager (Z 7% 243
% Cisco Unity =% 72 1& Cisco Unity
Connection DA 7 7 L—3/ 3
AR
RTYF 15 |SRSTY 77 Lo AP X2 )T 4 2B/ ELET, e Survivable Remote Site Telephony

e

Evbk  #i®Y YU —AD Cisco Unified Communications Manager
TE* =27 SRST U 7 7 L A% FRIE L7284 1%, Cisco
Unified Communications Manager @ 7 > 7 7 L — RFF(Z
ZDORENBERIIBITSNET,

(SRST) V77 L v ADEF=al
7 4 E (P.13-1)

Il Cisco Unified Communications Manager €% U714 #H4 K

OL-12366-01-J |



| 18 +£Fa1UTADHBE

®1-4 DIASIUBSLORERFIVvIVREF (#EE)

gEmAFzvr YR roEE A

BEFIR BEFIES & VEEERA
ATY T 16 |1pSec ik LET, s F—bUzABLOFT T DR
TALDBGE (P.14-1)
o« X hNU—V ALTTFTAKNTY
F % T IPSec ZakiEd D56 D
I (P.14-7)
* Media and Signaling Authentication
and Encryption Feature for Cisco 10S
MGCP Gateways
* Cisco Unified Communications
Operating System 7~ F'I =X | L—
NN e
RTVTATISIP hF 07 EX2VT 9y Tu7 7 A NERELET, e SIP F7>7 &Xa2VUT 4 7n
© s 77 ANVOFE (P.15-1)
HA T A ]\utuuﬁ%'@iﬁﬁﬁ_é i 7[777/]}/1/0) [&’])/:!: &/]) 2 NI DT B — —
A NRFEZ AL (Enable Digest Authentlcatlon)] Fzv IRy T % //\:; o u;u@ ﬁg/(p - 2)7
AT LET,
727 VAV DFFRI DS E FFAIT S SIP ESROFF A F = v 7
Ry 7 A&tz LET,
cNZ o7 LRV OFFRI D%, 77— a bV O R] & 5
Eéﬁé%/\ i [77 ) b‘ va l/f\/l/um uﬂi%ﬁé‘jyﬂ: (Enable
Application Level Authorization) ] F= v 7Ry 7 A% 4N LE
ﬁ—o
FA T2 A RNBREEA N LIWGES, 77V r—varb~b
OFF I A I TEEREA,

ATYTA8ISIP T2 X2 VT4 TR T AN T ZICHEALE |« SIP TV EXa VT Fo
+. 77 A VO (P.15-10)

ARTFVT9 | VS DF A4V A MRIEEARELET, e SIP TV IDHA Yz A NEE

DFEE (P.16-1)

RTFYT 20 SIP hFr ¥FXa2 YT TRTFALT [TV r—arl | o SIP T2 ¥FXalTq 7n
~LERGEE A7 (Enable Apphcatlon Level Authorization) ] F = v 77 A NOFE (P.15-1)
IRy I A A LTEGAR [TV r—y a2 —FORE | « #Hal (P.1-22)

(Application User Conﬁguratlon) 1 94 FUDFHAF =y 7Ry
J AEA T LT, #FAT 5 SIP ERERELET,
RTvT 21 | FRTOBFHEE VLY FLET, FALZD )y b, F—ERADOFHR
BEITY 7— bk (P.1-13)
ATvT 2 |f_ToY—n"% ) T—hLET, FRAADY Ey b, P—ERADFE

#E-I1LY 77—k (P.1-13)

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

W 9525541/ —FDEX17 F5R8~DEM

YIRS AN /) —FDEFa1T7 V53X 2~DEM

ATwF1

ATFwT2

AF9TS3
ATv74

AFvS5

I IAZDEF2 YT 4 2T TICREFHOHBEROFIREETLTH LW TR T3 ) —
RaetXa7 77 AZIBMLET (ZOFETIE ) — FZIEFITBINEATHDL Z & &RHgs L
TWET),

FIR

#Hr LY/ — KT Cisco CTL Provider Y — Y 2% 7 75 4 7l LE7,

BEED CTL 7 7 A L35 etoken L CTHWCTIL 7 94 7 v 2 FEIT L, HHS— 257
FALZNDTXTCOY—"NHIEAEZREGE L, CTL 7 7 A MBI L E1, fEAEZ AR LT
CTL 7 7 A NVEREFHTHIZE, 7T AZX DT XTOHY—,37T Cisco CTL Provider % 5179 B MZE)0N
HYET,

4 _CTPD TETP 4— ST TFTP —E A ZHiEdh L £,

9 _CD /) — KT Cisco CallManager ¥— & A& FHE) L £,

HLWCTL 7 7 A VBT NA RIEATHZDIZT R TOT A, A&y FLET,

J— K& ZRAZ BT B FNEOZEMIZ DWW T, [Cisco Unified Communications Manager 7 N3
=X =g U7 R O TH—="ORGE] 2R TS0,

Cisco Unified Communications Manager %21 1) 74 A4 K
0L-12366-01-J |



| 18 +£Fa1UTADHBE

Z DD IR

SAODBEET=aTIL
CiscolP T L7 =—B#DT7T 7V r—3 5 o LB OFEMIT. ROBGEZEBRLTIEEN,

zoitotsss W

Cisco Unified IP Phone 7 F'I =X ; L-—273 > U1 Nfor Cisco Unified Communications Manager
Cisco Unified Communications Operating System 7 NI =X pL—> 32 T4 N

Media and Signaling Authentication and Encryption Feature for Cisco I0S MGCP Gateways

Cisco Unified Communications Manager Integration Guide for Cisco Unity

Cisco Unified Communications Manager Integration Guide for Cisco Unity Connection

SRST %fJi " — k7 = A % %7 — h 95 Cisco Unified Survivable Remote Site Telephony (SRST)
DEH~=aT )L

Disaster Recovery System 7 NI =X fL—23 2 00 F

Cisco Unified Communications Manager Bulk Administration 7 NI =X pf L—23 > 04 F
Cisco Unified Communications Manager r 7 7/ > =2 —7 ¢ > 2" D4 F
HEROEFERET VAV R— ML TWDE 7y —L YT VY —R J—}

[ oL-12366-01-J

Cisco Unified Communications Manager %2117« 4 F 1



E1E +wX1UTsOBE |

N zofmotss

Cisco Unified Communications Manager %21 1) 74 A4 K
m. 0L-12366-01-J |



	セキュリティの概要
	用語
	システム要件
	機能一覧
	セキュリティ アイコン
	相互作用および制限
	相互作用
	制限
	認証と暗号化
	割り込みと暗号化
	ワイドバンド コーデックと暗号化
	メディア リソースと暗号化
	電話機のサポートと暗号化
	電話機のサポートおよび暗号化された設定ファイル
	SIP トランクのサポートと暗号化
	セキュリティ アイコンと暗号化
	クラスタおよびデバイス セキュリティ モード
	ダイジェスト認証と暗号化
	パケット キャプチャと暗号化


	ベスト プラクティス
	デバイスのリセット、サービスの再起動またはリブート
	メディア暗号化の設定と割り込み

	インストール
	証明書
	電話機の証明書の種類
	サーバの証明書の種類
	外部 CA からの証明書のサポート

	認証、整合性、および許可の概要
	イメージ認証
	デバイス認証
	ファイル認証
	シグナリング認証
	ダイジェスト認証
	許可

	暗号化の概要
	シグナリング暗号化
	メディア暗号化
	設定ファイルの暗号化

	設定用チェックリストの概要
	サブスクライバ ノードのセキュア クラスタへの追加
	その他の情報


